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Summary

The Department of Homeland Security (DHS) is responsible for pro-
tecting the United States from terrorism through prevention, prepar-
edness, and response. In part, this goal is achieved through allocation
of resources to states and urban areas. The Urban Areas Security Ini-
tiative (UASI) is a DHS grant program designed to enhance security
and overall preparedness by addressing unique planning, equipment,
training, and exercise needs of large urban areas (DHS, 2004). Al-
though there appears to be agreement among many stakeholders that
these allocations should reflect the magnitude of risks to which differ-
ent areas are exposed, no consensus has emerged on how this might
be accomplished. Indeed, the UASI grant program has frequently
been criticized for inadequately calculating risk and therefore for
failing to distribute resources in proportion to urban areas’ shares of
total terrorism risk.

Ultimately, efficient allocation of homeland security resources
would be determined based upon assessment of the cost effectiveness
of alternative risk-reduction opportunities. After potentially first ad-
dressing obvious and easily mitigated risks, this requires understand-
ing the cost effectiveness of different types and amounts of invest-
ment. Neither the methods nor the data are available to answer
questions about the effectiveness of available risk-reduction alterna-
tives or to determine reasonable minimum standards for community
preparedness. Until these questions are answered, allocating home-
land security resources based on risk is the next best approach since
areas at higher risk are likely to have more and larger opportunities

XV
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for risk reduction than areas at lower risk. That is, resources would be
allocated roughly proportionally to the distribution of risk across ar-
eas receiving funding.

This monograph offers a method for constructing an estimate of
city risk shares, designed to perform well across a wide range of threat
scenarios and risk types. It also proposes and demonstrates a frame-
work for comparing the performance of alternative risk estimates
given uncertainty in measuring the elements of risk.

Components of Risk

Terrorism risk can be viewed as having three components: the threat
to a target, the target’s vulnerability to the threat, and the consequences
should the target be successfully attacked. People and organizations
represent threats when they have both the intent and capability to
damage a target. The threats to a target can be measured as the prob-
ability that a specific target is attacked in a specific way during a
specified period. Thus, a threat might be measured as the annual
probability that a city’s football stadium will be subject to attack with
a radiological weapon.

Vulnerability can be measured as the probability that damage oc-
curs, given a threat. Damages could be fatalities, injuries, property
damage, or other consequences; each would have its own vulnerabil-
ity assessment. Consequences are the magnitude and type of damage
resulting, given a successful terrorist attack. Risk is a function of all
three components: threat, vulnerability, and consequences. These
constructs can be used to measure risk consistently in terms of ex-
pected annual consequences. More detailed definitions of vulnerabil-
ity, threat, and risk and discussions of measures for each are presented
in this monograph.
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Uncertainty and Value Judgments in Terrorism Risk
Assessment

There are two important sources of uncertainty in estimating terror-
ism risk. The first includes variability and error in estimates of
threats, vulnerabilities, and consequences. The second involves how
we should value different types of consequences. Part of an informed
discussion of homeland security policy rests on an understandable
and transparent means of accounting for uncertainties in estimates
and the consequences of using alternative values.

When facing uncertainty about estimates and values, policy
analysis often relies on best estimates, even when they have a low
probability of being correct—and a high probability of being wrong.
While this allows us to generate a very precise estimate of risk, in the
end, if the estimates poorly represent what actually happens in real
life, the precision is misplaced. So, rather than seek an optimal
method for estimating risk, we seek a method that leads us to make
the least egregious errors in decisionmaking across the range of possi-
ble scenarios that might develop in the future. Following methods of
adaptive planning under deep uncertainty (Davis 1994, 2002; Lem-
pert, Popper, and Bankes, 2003), we seck a method for estimating
risk that is robust because it has the lowest expected error when
evaluated against a wide range of possible futures.

One approach for developing an estimate with these properties
would be first to define multiple sets of threats, vulnerabilities, and
consequence measures and use them as the basis for constructing a
single risk estimate. Then using these multiple estimates, develop a
single description of how risk is distributed that balances across mul-
tiple perspectives of terrorism risk.

Generating multiple risk estimates can provide plausible bounds
on the magnitude of terrorism risk estimates and how different
stakeholders may be affected based on where they live or what out-
comes they value most. From several estimates, one can ask how low
or high terrorism risk may be in a specific city, what a best estimate of
risk is given the range of estimates available, and how answers to these
questions differ when considering different types of outcomes. The
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challenge to analysts defining a single picture of how risk is distrib-
uted is to do so without losing significant information. This requires
specifying how to deal with the challenges of aggregation given both
inherent uncertainties and value choices.

Uncertainty in terrorism risk estimates suggests the need to de-
vise means of hedging our homeland security policies against a range
of distributions of risk that are plausible given what we know about
uncertainties in our risk estimation procedures. So, rather than seek
an optimal method for estimating risk, we seek a method that leads us
to make the least egregious errors in decisionmaking across the range
of possible scenarios that might develop in the future. This presents a
problem comparable to that of forecasting economic trends using
multiple estimates or models discussed by Clemen (1989). This lit-
erature highlights two objectives to consider when combining esti-
mates: 1) use information contained in the multiple estimates to im-
prove forecasting accuracy and 2) make note of and retain the
important distinctions that individual estimates represent.

Addressing multiple values or objectives in terrorism risk esti-
mates differs from combining forecasts. While the goal of combining
forecasts is to develop an accurate estimate, the goal of considering
multiple objectives is to reflect appropriately the range of values held
by stakeholders. Literature on multiobjective decisionmaking pro-
vides several approaches for addressing the fact that terrorism risk can
be expressed in multiple outcomes. The commonality across these
methods is the need to reflect transparently a range of values for mul-
tiple objectives in the decisionmaking process.

Simple Versus Complex Risk Indicators

Despite the many sources of uncertainty surrounding terrorism risk,
estimating this risk is necessary for informed distribution of home-
land security resources. Approaches that have been used in policy
analysis for estimating terrorism risk are bounded by two generic
categories: simple risk indicators and event-based models. Each ap-
proach reflects the components of terrorism risk (i.e., threat, vulner-
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ability, and consequences) and their uncertainties in different ways.
As examples of simple indicators, we describe how population and
density-weighted population have been used as estimates of terrorism
risk. As an example of event-based models, we describe the Risk
Management Solutions (RMS) Terrorism Risk Model. These two
examples allow for comparisons that illustrate the strengths and
weaknesses of each approach.

There is a logical link between population-based indicators and
terrorism risk. An argument can be made that consequences are cor-
related with population and threats are correlated with population
density. There are practical benefits for using simple risk indicators
such as those based upon population. In general, the metrics for
measuring these indicators are well understood and measurable, and
data is widely available. The main limitation of these simple indica-
tors is that they do not fully reflect the interactions of threat, vulner-
ability, and consequences. As a result, there is little consensus and no
validated framework for deciding how to use several simple indicators
to create a single risk estimator.

Event-based models are built upon relatively detailed analysis of
consequences from specific attack scenarios. These models include
sensitivity analysis for important parameters that affect consequences.
They may include components to model multiple types of events and
multiple targets. They may also include modules that translate expert
judgments of likelihood or consequences. The strength of event-based
models lie in the greater fidelity they enable in analysis. The weakness
is that, to obtain this detail, analysts must estimate many uncertain
parameters. One example of an event-based model is the RMS Ter-
rorism Risk Model. The RMS model, discussed in more detail later in
this monograph, was developed as a tool for the insurance and rein-
surance industries to assess risks of macroterrorism.!

I RMS defines macroterrorism as attacks capable of causing (1) economic losses in excess of
$1 billion, or (2) more than 100 fatalities or 500 injuries, or (3) massively symbolic damage.
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Estimating Terrorism Risk

To demonstrate an approach for estimating terrorism risk to inform
resource allocations, we calculated a single estimate of U.S. cities’ risk
shares based on multiple perspectives of terrorism risk obtained from
the RMS Terrorism Risk Model. By considering three perspectives on
threat (the RMS standard and enhanced and reduced threat out-
looks), the RMS results provide three estimates of terrorism risk for
the urban areas that received UASI funding in fiscal year 2004. Using
these three sets of expected fatalities, we calculated an aggregated risk
estimator by minimizing the sum of the squared underestimation er-
ror across all urban areas and risk estimates. The assumptions and
limitations inherent to this approach are presented in the monograph.

Strengths and Weaknesses of Different Risk Indicators

We compared the proposed aggregated risk estimator to simple
population-based indicators, looking at both how the distribution of
risk changes for each and the propensity for each to underestimate a
city’s risk share given the uncertainty that surrounds terrorism risk.

The aggregated risk estimator concentrated most of the expected
terrorism losses in relatively few cities compared to population-based
indicators. In addition, the aggregated estimator resulted in the low-
est underestimates of risk aggregated across all urban areas. Density-
weighted population performed better than population alone and
was, in fact, quite a bit closer in performance to that of the aggregated
indicator than to that of the simple population indicator.

Because the density-weighted population indicator performs
well and is easier to derive than the event-based indicator, it might be
of utility for some purposes, e.g., in risk-based allocation of resources
for strategic purposes over long time intervals, during which relative
risk across urban areas is not expected to change much.

Density-weighted population, however, does not allow deci-
sionmakers to see how changes in threat or vulnerability information
affect terrorism risk. For example, when making operational resource
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allocations or evaluating the effectiveness of preparedness programs,
decisionmakers need to understand how specific countermeasures re-
duce or change the profile of terrorism risk. Similarly, a crude indica-
tor like density-weighted population would offer no guidance about
how city risk estimates might change with, for instance, new intelli-
gence about terrorist targeting or capabilities of using weapons of
mass destruction (WMD). For these purposes, more detailed event-
based models of terrorism risk are essential.

In this study, a single event-based estimate was shown to be ro-
bust across uncertainties about the likelihood of WMD attacks, un-
certainties about which consequences ought to be prioritized in con-
siderations of city risk, and uncertainties about the expected
magnitude of risks each city might face. For example, an important
observation is that the risk profile of the urban areas examined did
not change significantly with the variability of threats from weapons
of mass destruction. This is clearly a function of the models used in
this study and how they were parameterized. While the primary focus
of this study was not to estimate precisely terrorism risk in the United
States, this observation raises questions such as whether risk is a char-
acteristic of a region’s infrastructure or population that is relatively
stable across different threats. If so, this would be an important ob-
servation when it comes to policy and resource decisions.

Recommendations

Our framework for defining terrorism risk and the analysis we
present here lead us to five recommendations for improving the allo-
cation of homeland security resources:

1. DHS should consistently define terrorism risk in terms of ex-
pected annual consequences. Calculating expected annual conse-
quences requires accounting for threat, vulnerability, and conse-
quences. Defining terrorism risk in these terms facilitates the
incorporation of risk reduction as the goal of homeland security pro-
grams.
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2. DHS should seek robust risk estimators that account for un-
certainty about terrorism risk and variance in citizen values. Given
the tremendous uncertainties surrounding terrorism risk assessment,
it is prudent to plan for the range of plausible futures that may play
out. Several approaches are available for generating estimates of city
risk shares that offer robust characterizations of risk across multiple
uncertainties and perspectives on relative values of different conse-
quences. Our approach to this problem ensures that underestimation
error is minimized.

3. DHS should develop event-based models of terrorism risk,
like that demonstrated in this monograph. Measuring and tracking
levels of terrorism risk is an important component of homeland secu-
rity policy. These data provide insight into how current programs are
reducing risk and when and where new terrorist threats may be
emerging. Only event-based models of terrorism risk provide insight
into how changes in assumptions or actual levels of threat, vulner-
ability, and consequences affect risk levels.

4. Until reliable event-based models are constructed, density-
weighted population should be preferred over population as a sim-
ple risk indicator. Density-weighted population is reasonably corre-
lated with the distribution of terrorism risk across the United States,
as estimated by event-based models like the RMS Terrorism Risk
Model. To support strategic policy decisions when the effects of new
countermeasures or recent intelligence are not in question, density-
weighted population is a useful indicator in lieu of event-based mod-
els. In contrast, our results suggest that population offers a remarka-
bly weak indicator of risk, not much superior to estimating risk shares
at random.

5. DHS should fund research to bridge the gap between terror-
ism risk assessment and resource allocation policies that are cost ef-
fective. We do not here seek to understand how UASI allocation
amounts may reduce risk. Until that relationship is understood, re-
source allocation decisions will not be optimized for reducing casual-
ties and property loss. To these ends, DHS should evaluate the per-
formance of the formula used to assign UASI grants using the
approach presented in this study.
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