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Preface

This monograph is one component of a series of studies examining the
technology competition between security organizations and terrorist
organizations, a critical battleground in the war against terrorism. This
series focuses on understanding how terrorist groups make technol-
ogy choices and respond to the technologies deployed against them.
Specifically, this book examines interactions among terrorist groups
with a view toward assessing the potential for the exchange of tech-
nologies and knowledge. It also addresses the question of how effective
such interactions are in bolstering group capabilities and presents a
framework for evaluating interactions among terrorist organizations.
To conduct the study, the authors traveled to the Philippines, Singa-
pore, Lebanon, Israel, and the United Kingdom. This analysis should
be of interest to homeland security policymakers in that it contributes
to improved threat assessment and suggests new strategies to disrupt
technology exchanges among terrorist organizations. In addition, as
this investigation relies, in part, on analyses of technology exchange in
legitimate organizations, it offers a novel methodological approach to
comparative studies of terrorist organizations. The U.S. Department of
Homeland Security sponsored the research.

The RAND Homeland Security Program

This research was conducted under the auspices of the Homeland Secu-
rity Program within RAND Infrastructure, Safety, and Environment
(ISE). The mission of ISE is to improve the development, operation,
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use, and protection of society’s essential physical assets and natural
resources and to enhance the related social assets of safety and secu-
rity of individuals in transit and in their workplaces and communi-
ties. Homeland Security Program research supports the Department
of Homeland Security and other agencies charged with preventing
and mitigating the effects of terrorist activity within U.S. borders.
Projects address critical infrastructure protection, emergency manage-
ment, terrorism risk management, border control, first responders and
preparedness, domestic threat assessments, domestic intelligence,
and workforce and training,.

Questions or comments about this monograph should be sent
to the project leader, Brian A. Jackson (Brian_Jackson@rand.org).
Information about the Homeland Security Program is available online
(http://www.rand.org/ise/security/). Inquiries about research projects
should be sent to the following address:

Michael Wermuth, Director
Homeland Security Program, ISE
RAND Corporation

1200 South Hayes Street
Arlington, VA 22202-5050
703-413-1100, x5414

Michael _Wermuth@rand.org
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Summary

Operation Enduring Freedom and the global war on terrorism forced
many members of al Qaeda to disperse, as the U.S. government and
its allies removed safe havens and arrested a number of key leaders.!
As a result, the nature of the terrorist threat against the United States
appears to have changed. For example, some like-minded terrorist
groups that perhaps do not have the global reach of a pre-9/11 al Qaeda
nevertheless have formed regional alliances. Similarly, other events have
caused terrorist groups that are not linked ideologically to form mutu-
ally beneficial partnerships. These partnerships have provided other-
wise less capable terrorist groups with the opportunity to improve their
skills and their reach. In each circumstance, emerging alliances could
increase the threat that terrorism will pose to the United States in the
next 3—15 years. Understanding these interactions, therefore, is essen-
tial to ongoing and future efforts in the U.S. global war on terrorism.
Terrorist groups in three areas—Mindanao, the West Bank and
Gaza Strip, and southwest Colombia—have exchanged technologies
and knowledge in an effort to improve their operational capabilities.
Studying these situations, therefore, can provide the Department of
Homeland Security (DHS) with examples of why and how terrorists
might share new technologies in the future, as well as the degree to
which these exchanges might be successtul. We chose these case studies
because the terrorist groups active in these regions are highly capable.

1 For example, Ramzi Binalshib and Abu Zubaydah in 2002, Khalid Sheikh Mohammad
and Hambali in 2003, Ahmed Khalfan Ghailani in 2004, and Abu Faraj Farj al-Libbi in
2005.

Xiii
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Thus, the technologies and exchange processes are weighed toward suc-
cess and should be of significant concern to the U.S. national security
community.

This book examines a variety of different technologies and
exchange processes, ranging from remote-detonation devices to con-
verted field ordnance to katyusha rockets. In some instances, terrorists
successfully obtained and deployed the technologies involved. Coun-
terterrorism forces disrupted other technology exchanges.

* In Mindanao, Indonesian Jemaah Islamiyah (JI) trained and
equipped Filippino militants. New technologies included remote-
detonation technologies and improvised explosive devices (IEDs),
as well as pressure-activated switches designed to detonate bombs,
should security forces attempt to deactivate them. These exchanges
improved the operational effectiveness and tempo of militant
groups in the region from approximately 2003 to 2005.

* In the West Bank and Gaza Strip, Hizballah trained and equipped
Palestinian militants. New technologies included IEDs and katyu-
sha rockets, as well as suicide detonation devices. These exchanges
provided militants with the ability to continue to escalate attacks
against Israel from approximately 2000 to 2005.

* In southwest Colombia, the Provisional Irish Republican Army
(PIRA) trained and equipped militants in the Revolutionary
Armed Forces of Colombia (or FARC, for Fuerzas Armadas Rev-
olucionarios de Colombia) in the former demilitarized zone. New
technologies and knowledge included remote-detonation technol-
ogies and Mark 18 “barracks-buster” mortars, as well as guerrilla
warfare tactics. These skills helped FARC improve its urban war-
fare capabilities in 2001.

In total, we examined 11 terrorist groups that operate in these
three regions. Our research into each revealed vulnerabilities in tech-
nology exchanges between terrorist organizations, which led to eight
overarching conclusions. These conclusions relate to (1) improving
threat assessments, (2) disrupting innovation processes, and (3) affect-
ing terrorist groups’ cost-benefit analyses.
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Improving Threat Assessments

Primarily, our research reemphasized the need for accurate, up-to-date
threat assessments of terrorist groups. More importantly, our findings
indicate that a threat assessment that ignores intergroup dynamics—
including technology exchanges and beyond—is destined to be out-
dated quickly. These assessments would also benefit, according to our
research, from a close examination of failed attacks. If terrorist groups
attempt a particular tactic over and over again, this might represent an
area in which they would invest in a new technology.

Similarly, the terrorist groups in our study weighed potential gains
or costs in operational capabilities as more important than ideological
similarities when choosing whether or not to participate in technology
exchanges. For example, ]I transferred technologies to like-minded Fil-
ipino militants, but in exchange derived operational benefits from access
to safe havens in Mindanao. Hizballah similarly transferred knowledge
to Palestinian militants through direct person-to-person contact, but
only until Israeli counterterrorism forces began to arrest Hizballah’s
skilled trainers. It then shifted toward a more remote transfer of descrip-
tive information of physical technology without instruction. This find-
ing suggests that threat assessments should focus on operational as well
as strategic motivations for alliances between terrorist groups.

Finally, analyses of individuals with technical knowledge tend to
focus on chemical, biological, radiological, or nuclear (CBRN) tech-
nologies. While we do not want to detract from the importance of
monitoring individuals with these technical skills, our findings suggest
that analysts also should monitor individuals with technical expertise
in remote-detonation technologies, rockets and missiles, [EDs, and
converted field ordnances (mortars).

Disrupting Innovation Processes

We also discovered some factors that facilitated the exchange of tech-
nology between terrorist groups. In addressing these facilitating factors,
the U.S. government should disrupt innovation processes and reduce
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the potential for a successful exchange of technology. For example,
in both Mindanao and southwest Colombia, terrorist groups trans-
ferred technologies most successfully through direct, person-to-person
training. Terrorist groups could interact closely, because governments
had provided them with safe havens as incentives for their participa-
tion in peace negotiations. Our findings question the utility of such an
approach, especially if these safe havens are not monitored closely by
third parties.

Additionally, the easy movement of people and goods across bor-
ders also facilitated the technology exchanges. In the cases of Hizbal-
lah and JI, these militant groups utilized existing smuggling routes to
transport equipment and trainers. At least three PIRA members trav-
eled from the United Kingdom to Colombia, without getting stopped
by security officials. This suggests that tightening border security prac-
tices should also help disrupt technology exchanges between terror-
ist groups. In circumstances in which the U.S. government does not
control borders yet is concerned about technology exchanges, it should
consider providing appropriate training and equipment to these gov-
ernment authorities.

Finally, in the case of Hizballah and Palestinian militants, Israeli
counterterrorism policies aimed at targeting individuals with tech-
nical skills served to disrupt advances in the groups’ capabilities. In
Chapter Six, we suggest that the U.S. intelligence community monitor
the movement of individuals with technical skills, such as deploying
remote-detonation devices, as well as CBRN weapon technology. We
would also suggest that the U.S. government consider arresting these
terrorists, should it become apparent that they are sharing knowledge
across militant groups of concern to the United States. The U.S. gov-
ernment has already adopted this approach in certain areas, for exam-
ple in Southeast Asia with its rewards program for JI militants in the
Philippines. But, for the most part, U.S. programs focus on militants
with links to al Qaeda. Our research suggests that these types of pro-
grams be expanded to include individuals with certain technical skills,
in addition to leaders who have links to al Qaeda.
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Affecting Terrorist Groups’ Cost-Benefit Analyses

Our research indicates that the U.S. government would benefit from
policies aimed at undermining the trust between terrorist organiza-
tions. In all three of our case studies, terrorists built on a foundation
of trust when deciding to interact closely, as well as when these groups
actually exchanged the technologies. To fracture this trust, U.S. policy-
makers could reveal suspicious leaks in groups” information security.
Or, for cases in which money transfers occur, disrupt payment. These
policies could help to exacerbate natural religious, political, or ethnic
cleavages between these groups and create suspicion that individuals
of the other group might turn trainers in to local authorities. With
regard to other influence campaigns, U.S. security authorities might
develop programs that attempt to change perceptions of a common
enemy. Such policies would likely increase the costs associated with
technology exchanges, reducing their potential for success.

Conclusion

DHS, in cooperation with other government agencies, is responsible
for protecting the U.S. homeland against terrorist attacks. One way in
which DHS can fulfill this responsibility is by anticipating and pre-
paring for terrorist group innovations. Clearly, most innovations will
take place beyond U.S. borders, but lessons learned could be applied
to attacks inside the United States. Monitoring this flow of informa-
tion and learning, therefore, is a key homeland security task. By exam-
ining how terrorist groups exchange technology and knowledge, this
study provides DHS and other national security policymakers with
some insight into the innovation process. It also suggests ways in which
government policies can erect barriers to terrorists’ adoption of new
technologies.
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CHAPTER ONE
Introduction

Cadmus made a furrow in the ground, and planted the dragon’s
teeth. . . . Scarce had he done so when the clods began to move,
and the points of spears to appear above the surface. Next helmets
with their nodding plumes came up, and next the shoulders and
breasts and limbs of men with weapons, and in time a harvest of
armed warriors.!

Terrorists, more often than not, challenge state adversaries that have
more resources at their disposal, including soldiers with better train-
ing and equipment. Unlike the characters in the above quote from
Greek mythology, however, terrorists do not have access to dragon’s
teeth that they can plant to “grow” new fighters and weapons. Thus,
terrorists attempt to overcome this asymmetry by seizing the initiative
from states. They attack unprotected or vulnerable targets at seemingly
random intervals. Terrorists also overcome this asymmetry through
innovation: Al Qaeda members used box knives to hijack planes and
turn them into explosive devices as they attacked the World Trade
Center in New York City and the Pentagon near Washington, D.C.
Preventing terrorists from seizing the initiative and innovating new
technologies and tactics is, therefore, a key aspect of U.S. homeland
security.

This book examines how terrorist groups exchange technologies
and knowledge, suggesting ways in which the United States could dis-

I Adapted from Thomas Bulfinch, Mythology: The Age of Fable, the Age of Chivalry, Legends
of Charlemagne, New York: Crowell, 1970.
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rupt this process and thereby protect the U.S. homeland. To do this,
we ask four fundamental questions:

1. How have terrorist groups attempted to exchange technologies
and knowledge?

2. What effects did these exchanges have on the capabilities of rel-
evant terrorist groups?

3. What can we learn about the vulnerabilities of terrorist groups,
given the exchange process?

4. How can the U.S. government best exploit these vulnerabili-
ties?

Some might argue that policymakers both within and outside the
United States always have been concerned about interactions between
terrorist groups. For example, governments in the 1970s and 1980s
were alarmed at the relationships between the Provisional Irish Repub-
lican Army (PIRA), Basque Fatherland and Liberty (ETA, for Euskadi
Ta Askatasuna), and the Palestinian Liberation Organization (PLO).
This concern, moreover, was evident particularly when it came to ter-
rorists sharing new technologies or information about their use. We
agree. Yet we suggest that the potential for terrorists to share among
themselves is an even greater threat in a post-9/11 world. The United
States is the sole remaining superpower and is therefore a global target.
Ideological barriers and issues of distrust are less likely to exist within
the umbrella of the wider al Qaeda organization. Similarly, the global
nature of this group makes it more likely to risk helping others.

Understanding Terrorist Threats

Combating terrorism begins with an understanding of the threats
that myriad militant groups pose to the United States. Achieving this
understanding is a complex challenge. For example, it is difficult to
compare terrorist groups with each other: One group might have better
reach into the United States, while another uses more sophisticated
technology. In general, terrorist groups are assessed according to a



Introduction 3

combination of motivations (e.g., do they articulate hatred toward the
United States?) as well as capabilities (e.g., do they have the capabil-
ity to attack the United States?). Some militant groups might truly
hate the United States but be unable to conduct a successful attack.
Other highly capable groups could simply be uninterested in attack-
ing U.S. targets, although they could do so successfully if they desired.
Figure 1.1 was developed in 2002 by analysts in RAND Project AIR
FORCE.? It presents one concept of how the threats that a variety of
terrorist groups might pose to the United States can be compared with
each other.

In this book, we focus exclusively on how terrorist groups might
improve their capabilities through an exchange of technologies. That
is, our research is concerned with movement along the x-axis (capa-
bilities) in Figure 1.1. We do not address concerns of whether or not
any given terrorist group might want to attack the United States (y-
axis). Having said that, all three of the militant groups in the upper
right quadrant—those that evidence high capability and hostile inten-
tions against the United States—are incorporated into this book.
Our research also excludes any capability enhancements that terrorist
groups might undertake on their own, focusing instead on interactions
between terrorist groups.

Having defined the parameters of this study, we would argue that
terrorist interactions are a key aspect of understanding terrorist threats.
These interactions allow terrorist groups to elevate the threat that they
pose to state governments by sharing “best practices” and therefore
multiplying their own efforts with the knowledge and know-how from
other militant groups. This potential threat is particularly true with
regard to al Qaeda. Since Operation Enduring Freedom in Afghanistan
and the advent of the global war on terrorism, the U.S. government has
engaged in a series of activities aimed at dismantling al Qaeda. These
activities range from destroying financial networks to targeting key
al Qaeda leaders to changing regimes in Afghanistan. As a result, al

2 For more information, see Kim Cragin and Sara A. Daly, 7he Dynamic Terrorist Threat:
An Assessment of Group Motivations and Capabilities in a Changing World, Santa Monica,
Calif.: RAND Corporation, MR-1782-AF, 2004.
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Figure 1.1
Assessing Terrorist Threats Against the United States
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Qaeda the organization has become less and less structured, comprised
of loose networks of like-minded organizations that sometimes cooper-
ate and other times do not. According to Fawaz Gerges, many of the
militant groups associated with al Qaeda have struggled with whether
or not they should focus on “near enemies,” such as the Egyptian or
Pakistani governments, or “far enemies,” such as the United States.’
Understanding the implications of cooperation between these groups
in the future—including what might motivate such cooperation and

3 Fawaz A. Gerges, The Far Enemy: Why Jihad Went Global, Cambridge and New York:
Cambridge University Press, 2005.
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how it might improve militant groups’ capabilities—can help analysts
and policymakers better gauge threats to the United States.

Methodology and Parameters

This book begins with the premise that terrorist groups are, in fact,
organizations. Terrorist groups share characteristics with other, non-
violent organizations, including businesses, nonprofit institutions, and
even the government. As such, a primary goal of terrorist organiza-
tions is self-perpetuation. We, therefore, draw on organizational theory
to establish our research parameters and as a framework to interpret
our empirical findings. As such, key research themes in organizational
theory include groups’ rationale or motivations to exchange technol-
ogies, the characteristics of these technologies, and the processes by
which organizations exchange technologies and knowledge, as well as
the outcomes.

We use the terms technology exchange and knowledge exchange
throughout this book. By rtechnology exchange, we attempt to cap-
ture the means by which terrorists share physical tools and devices.
So, for example, a technology exchange might include one terrorist
group smuggling communications equipment into a conflict area to be
adopted by another. By knowledge exchange, we attempt to capture tac-
tical plans, intelligence, and other information including the data and
expertise needed to use specific technologies well. For example, a knowl-
edge exchange might include one terrorist group teaching another how
to deploy an antitank missile or camouflage an IED. Having said that,
in some circumstances, technology and knowledge are transferred from
one group to another, in contrast to a mutually beneficial exchange. A
thorough examination of environments in which technology might be
exchanged successfully with an alternative technology or knowledge
versus environments in which technology and knowledge are trans-
ferred is beyond the scope of this book. Instead, we focus primarily on
the rationale for and processes of the exchange or transfer of technol-

ogy and knowledge.
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Given our understanding of organizational theory, we would
expect that the effects of technology and knowledge exchanges on ter-
rorist group capabilities would vary considerably. New technology or
knowledge could

* increase operational range—enable the group to do new things
that it could not do before. New options may enable entirely new
activities (e.g., new weapons or training that open a new attack
mode) or may provide more options for carrying out the same
operation.

* increase operational effectiveness—improve the group’s ability
to do things that it could already do, but do them better (e.g.,
with increasing lethality, reduced risk, or higher probability of
success)

* increase operational efficiency—allow the group to carry out
activities that it already can carry out, but do so at less cost in
time, resources, or other inputs.

We then explore three empirical case studies of exchanges between
terrorist groups. Our case studies include exchanges between Jemaah
Islamiyah (JI) and other Islamist militant groups in Mindanao,
transfers from Hizballah to Palestinian militants in the West Bank
and Gaza Strip, and exchanges between PIRA and the Revolutionary
Armed Forces of Colombia (FARC, for Fuerzas Armadas Revoluciona-
rios de Colombia) in southwest Colombia. We chose these case studies
for a number of reasons. Primarily, JI, Hizballah, and FARC are all
highly capable militant organizations. Figure 1.1, for example, identi-
fies both Hizballah and FARC as highly capable and highly motivated
to attack the United States. Because al Qaeda—the third group in the
upper right corner of Figure 1.1-—has become fractured as part of the
global war on terrorism, we decided to use JI as a representative for al
Qaeda in this study. JI has a similar ideological foundation to al Qaeda

4 We use this term to delineate and designate militants who adhere to the Salafi Jihad
Movement. That is, they believe that Muslims worldwide should be ruled by religious lead-
ers, rather than secular leaders. They also believe that violence is the primary means to
achieve this goal.
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and many experts view it as a smaller, “regional” al Qaeda in Southeast
Asia (see Chapter Three). We believed that by examining highly capa-
ble terrorist groups, our case studies would be biased toward the mosz
successful—and therefore potentially the most worrisome—technol-
ogy exchanges. Additionally, any problems that highly capable groups
experience in exchanging technologies should be significant barriers to
others, since these groups are the most likely to be successful.

We also chose these three cases because, with the exception of
PIRA, the terrorist groups involved maintain a high operational tempo.
We therefore believed that the case studies would be the most expansive,
with regard to the types of technologies exchanged. We also hoped that
we would be able to identify shifts in technology usage more readily,
simply because more examples would exist.

Finally, we anticipated that the rationale and motivations for
exchange would differ widely across our three case studies. For example,
JI shares an ideological worldview and overarching objective with other
Islamist militant groups in Southeast Asia. We therefore expected that
JT’s rationale for engaging in technology exchanges would be ideologi-
cally driven. Hizballah and most Palestinian militants, however, derive
from different, albeit Islamic, ideologies. With regard to Hizballah’s
rationale, we therefore estimated that it would be driven more by its
enmity toward Israel than by religious ideology. Finally, we expected
that PIRA and FARC would represent the most disparate ideological
worldviews, exchanging technologies exclusively for profit. Given these
different rationales, any underlying similarities in exchanges between
these militant groups, revealed by our research, should be significant
findings.

Subsequent chapters examine all the terrorist groups relevant to
our case studies in greater detail, but we provide a brief description of
each below as a reference.

* Abu Sayyaf Group (ASG). This militant group operates primar-
ily in Mindanao, southern Philippines. It rejects the 1995 Davao
Consensus, establishing the Autonomous Region of Muslim
Mindanao, and wants to establish an independent Islamic state
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in Mindanao. The ASG is generally considered to have approxi-
mately 100-200 members.

* Al-Agsa Martyrs Brigades. This militant group operates in the
West Bank and Gaza Strip. It formed following the advent of the
al-Agsa Intifada in October 2000 and is a faction of the national-
ist Palestinian Fatah movement. Membership is unknown.

¢ The Islamic Resistance Movement, better known as Hamas
(for Harakat al-Muqawama al-Islamiya). This militant group
operates in the West Bank and Gaza Strip. It fights for an Islamic
Palestinian state. Members have conducted a number of suicide
bombings against civilians in Israel. Israeli security forces assassi-
nated Hamas founder and former leader Yasin in April 2004. The
militant wing of Hamas has been estimated at approximately 150
members, with a total membership of approximately 5,000.

* Hizballah. This militant group operates primarily in southern
Lebanon. Its ideology is Shia and it has close ties with Iran. From
1983 to 2000, Hizballah members fought against the Israeli mili-
tary presence in Lebanon. Since the Israeli military withdrawal,
Hizballah members have run for the Lebanese parliament. The
U.S. State Department notes that Hizballah has several thousand
supporters and a few hundred militants.

* Jemaah Islamiyah (JI). This militant group operates primar-
ily in Indonesia, although it allegedly has a presence in southern
Thailand, Malaysia, Singapore, and the Philippines. Its rhetorical
goal is to establish a pan-regional Islamic Caliphate in Southeast
Asia. JI members were responsible for the October 2002 attack
on a nightclub in Bali. Estimates of JI membership range from
several hundred to thousands.

* Moro Islamic Liberation Front (MILF). This militant group
operates primarily in Mindanao, southern Philippines. Its mem-
bers have rejected the 1995 Davao Consensus and want an inde-
pendent Islamic state in the area. It has approximately 12,000
members.

5 U.sS. Department of State, Country Reports on Terrorism, Washington, D.C.: U.S. Depart-
ment of State, Office of the Coordinator for Counterterrorism, April 27, 2005.
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* Misuari Breakaway Group—Moro National Liberation Front
(MBG-MNLF). This militant group operates primarily in Min-
danao. Its members are former fighters from the MNLF, which
negotiated the aforementioned Davao Consensus. It is widely
believed to operate in conjunction with ASG. Membership is
unknown.

* Palestinian Islamic Jihad (PIJ). This militant group operates
in the West Bank and Gaza Strip. It fights for the formation of
an independent Islamic Palestinian state. Smaller than Hamas,
it only has approximately 100 members. Its founder and leader,
Fathi al-Shikaki, was assassinated by Israeli security forces in
1995.

* Provisional Irish Republican Army (PIRA). This militant
group, commonly referred to as the /RA, fought against British
rule in Northern Ireland. Its political wing, Sinn Fein, negoti-
ated with the UK government as part of the 1998 Good Friday
Accords. PIRA has officially disbanded.

* Rajah Soliaman Revolutionary Movement (RSRM). This mili-
tant group operates primarily in Mindanao. The group reportedly
was started in 2002 to establish a theocratic Islamic state in the
Philippines. It allegedly has a special task force for urban attacks.
Membership is unknown.

* Revolutionary Armed Forces of Colombia (FARC, for Fuerzas
Armadas Revolucionarios de Colombia). This militant group
operates primarily in rural Colombia. The group wants a Marxist
revolution in the country. It has approximately 12,000 members.

Monograph Structure

Chapter Two outlines key concepts in organizational theory that
we believe are the most relevant to our understanding of exchanges
between terrorist groups. Chapter Three explores how technology and
knowledge exchanges occur between militant groups in Southeast Asia.
In particular, we focus on explosive weapon technology in Mindanao,
southern Philippines. Chapter Four examines how Lebanese Hizbal-
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lah has attempted to provide technology and knowledge to Palestin-
ian militants in an effort to aid their fight against Israel. Chapter Five
assesses the 2001 arrest of three PIRA militants in southwest Colom-
bia and the exchange of technology and knowledge, especially as it
relates to urban warfare, between PIRA and FARC. Finally, Chap-
ter Six addresses the policy implications of our findings and suggests
ways to disrupt the successful exchange of technology and knowledge
among terrorist groups.



CHAPTER TWO
Organizational Theory and Terrorism

Militant groups threaten their adversaries in part through the com-
bination of technology and knowledge. By sharing best practices or
learning from each other’s mistakes, militant groups can improve their
operational capability. These exchanges, therefore, are a key national
security issue for the U.S. government in general and the Department
of Homeland Security (DHS) specifically. This chapter provides an
overarching picture of how organizations adopt new technologies in
general, so that we can better understand, and account for, exchanges
between terrorist groups. To do this, we explore the academic literature
on organizational theory, focusing on how technology and knowledge
is exchanged between organizations in general to gain a greater under-
standing of terrorist groups.

Pursuing New Technologies

Organizational theory holds two analytical frameworks that are rele-
vant to our study of how terrorist groups share best practices. The first,
technology diffusion, emphasizes the passive spread of specific technolo-
gies from group to group. The second, technology adoption, emphasizes
the more active decision taken by groups to exchange or receive a new
technology. We discuss these approaches in greater detail below.

Technology Diffusion
Technology diffusion draws on models of the spread of disease in sus-
ceptible populations. In this context, experts view the diffusion of

1"



12 Sharing the Dragon’s Teeth: Terrorist Groups and the Exchange of New Technologies

technologies as the epidemic spread of information from individuals or
organizations that know about a new technology to those that do not.
The analytical approach to determine the process of technology diffu-
sion requires that researchers begin with the outcome—e.g., the spread
of technology among groups—and work backward in an attempt to
capture why some organizations did and did not absorb the new tech-
nology. Figure 2.1 illustrates this approach. Each spot within the dia-
gram illustrates a different organization. The analyst would therefore
begin with the population or collection of spots furthest to the right,
identifying the spread of darkened (e.g., “infected”) spots, and work
backward to the population furthest to the left to identify the source
and patterns of exchange.

The underlying assumption of technology diffusion theory is that
potential users of a new technology will absorb it when and if they learn
of its existence, as long as barriers to that uptake do not exist. Simi-
larly, it assumes that information about technology is spread through
contact between potential new and current users." But this approach
has serious limitations. Primarily, it treats some potential new users of
technology as passive recipients of information, thereby omitting the

Figure 2.1
The Diffusion of Technology over Time
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' So, for example, Holden’s analysis of the “contagiousness” of airline hijackings specifi-

cally draws on this sort of “disease” transmission framework to explain the spread of a spe-
cific tactic. See Robert T. Holden, “The Contagiousness of Aircraft Hijacking,” 7he Ameri-
can Journal of Sociology, Vol. 91, No. 4, January 1986, pp. 874-904. See also A. Griliches,
“Hybrid Corn: An Exploration in the Economics of Technological Change,” Econometrica,
Vol. 48, 1957, pp. 501-522; and E. Mansfield, “Technical Change and the Rate of Imita-
tion,” Econometrica, Vol. 29, No. 4, 1961, pp. 741-766.
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factors that influence whether those organizations are even interested
in attempting technology exchange activities.

Technology Adoption

To address this passivity problem, technology adoption studies focus
on specific elements that affect the spread of a technology from one
organization to another. When faced with a new challenge, organi-
zations must make a decision about the appropriate response to that
problem. Technology exchange is one of many possible solutions. The
theory, therefore, posits that a group will only pursue a new technology
if it is convinced—an active decision—that the technology will solve
the group’s current problem.?

Importantly, the theory stipulates that organizations make the
decision to pursue new technologies under conditions of uncertainty.
This uncertainty leads to two primary risks: (1) the risk that the group’s
cost-benefit judgments about the technology are incorrect and, as a
result, its decision may be wrong, and (2) the risk that its attempt to
adopt the technology will fail and it will pay the costs of adopting
without gaining the compensating benefits. An organization is likely
to attempt to reduce these risks by seeking out more information and
expertise before committing itself. Gathering such information takes
time and effort, however. A group’s judgment whether to pursue a tech-
nology exchange activity at a given time will therefore be based on
what net benefit is required, how certain it must be of that benefit, and
how much risk of failure it is willing to take in the adoption effort.?

Experts have identified a range of factors that can shape an orga-
nization’s judgment about the costs and benefits of a technology and
its ability to gather information to reduce the risks associated with new
activities.” We have listed these factors in Table 2.1. Notably, in most

2 Peter J. Lane and Michael Lubatkin, “Relative Absorptive Capacity and Interorganiza-
tional Learning,” Strategic Management Journal, Vol. 19, No. 5, 1998, pp. 461-477.

3 Everett M. Rogers, Diffusion of Innovations, New York: The Free Press, 1995.

4 See Rui Baptista, “The Diffusion of Process Innovations: A Selective Review,” Interna-
tional Journal of the Economics of Business, Vol. 6, No. 1, 1999, pp. 107-129; and Rogers
(1995) for further discussion.
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cases, the theory indicates that organizations choose between adopting
and deferring the acquisition of a new technology, rather than between
adopting and rejecting it

Although these factors provide a fuller understanding of an orga-
nization’s decision to adopt a new technology, they do not consider
factors that influence whether a receiving organization can take up the
technology successfully.® The issue of knowledge is particularly impor-
tant for understanding when and how technology exchange inter-
actions between different organizations will succeed or fail. Indeed,
research has shown that the “mere existence” of interactions among
organizations is not enough for success.”

Absorbing New Technologies Successfully

For any given new technology to be effective, the receiving organiza-
tion also must have the appr