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Summary

Operation Enduring Freedom and the global war on terrorism forced 
many members of al Qaeda to disperse, as the U.S. government and 
its allies removed safe havens and arrested a number of key leaders.1
As a result, the nature of the terrorist threat against the United States 
appears to have changed. For example, some like-minded terrorist 
groups that perhaps do not have the global reach of a pre-9/11 al Qaeda 
nevertheless have formed regional alliances. Similarly, other events have 
caused terrorist groups that are not linked ideologically to form mutu-
ally beneficial partnerships. These partnerships have provided other-
wise less capable terrorist groups with the opportunity to improve their 
skills and their reach. In each circumstance, emerging alliances could 
increase the threat that terrorism will pose to the United States in the 
next 3–15 years. Understanding these interactions, therefore, is essen-
tial to ongoing and future efforts in the U.S. global war on terrorism.

Terrorist groups in three areas—Mindanao, the West Bank and 
Gaza Strip, and southwest Colombia—have exchanged technologies 
and knowledge in an effort to improve their operational capabilities. 
Studying these situations, therefore, can provide the Department of 
Homeland Security (DHS) with examples of why and how terrorists 
might share new technologies in the future, as well as the degree to 
which these exchanges might be successful. We chose these case studies 
because the terrorist groups active in these regions are highly capable. 

1 For example, Ramzi Binalshib and Abu Zubaydah in 2002, Khalid Sheikh Mohammad 
and Hambali in 2003, Ahmed Khalfan Ghailani in 2004, and Abu Faraj Farj al-Libbi in 
2005.
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Thus, the technologies and exchange processes are weighed toward suc-
cess and should be of significant concern to the U.S. national security 
community.

This book examines a variety of different technologies and 
exchange processes, ranging from remote-detonation devices to con-
verted field ordnance to katyusha rockets. In some instances, terrorists 
successfully obtained and deployed the technologies involved. Coun-
terterrorism forces disrupted other technology exchanges.

In Mindanao, Indonesian Jemaah Islamiyah (JI) trained and 
equipped Filippino militants. New technologies included remote-
detonation technologies and improvised explosive devices (IEDs), 
as well as pressure-activated switches designed to detonate bombs, 
should security forces attempt to deactivate them. These exchanges 
improved the operational effectiveness and tempo of militant 
groups in the region from approximately 2003 to 2005.
In the West Bank and Gaza Strip, Hizballah trained and equipped 
Palestinian militants. New technologies included IEDs and katyu-
sha rockets, as well as suicide detonation devices. These exchanges 
provided militants with the ability to continue to escalate attacks 
against Israel from approximately 2000 to 2005.
In southwest Colombia, the Provisional Irish Republican Army 
(PIRA) trained and equipped militants in the Revolutionary 
Armed Forces of Colombia (or FARC, for Fuerzas Armadas Rev-
olucionarios de Colombia) in the former demilitarized zone. New 
technologies and knowledge included remote-detonation technol-
ogies and Mark 18 “barracks-buster” mortars, as well as guerrilla 
warfare tactics. These skills helped FARC improve its urban war-
fare capabilities in 2001.

In total, we examined 11 terrorist groups that operate in these 
three regions. Our research into each revealed vulnerabilities in tech-
nology exchanges between terrorist organizations, which led to eight 
overarching conclusions. These conclusions relate to (1) improving 
threat assessments, (2) disrupting innovation processes, and (3) affect-
ing terrorist groups’ cost-benefit analyses.

•

•

•
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Improving Threat Assessments

Primarily, our research reemphasized the need for accurate, up-to-date 
threat assessments of terrorist groups. More importantly, our findings 
indicate that a threat assessment that ignores intergroup dynamics—
including technology exchanges and beyond—is destined to be out-
dated quickly. These assessments would also benefit, according to our 
research, from a close examination of failed attacks. If terrorist groups 
attempt a particular tactic over and over again, this might represent an 
area in which they would invest in a new technology.

Similarly, the terrorist groups in our study weighed potential gains 
or costs in operational capabilities as more important than ideological 
similarities when choosing whether or not to participate in technology 
exchanges. For example, JI transferred technologies to like-minded Fil-
ipino militants, but in exchange derived operational benefits from access 
to safe havens in Mindanao. Hizballah similarly transferred knowledge 
to Palestinian militants through direct person-to-person contact, but 
only until Israeli counterterrorism forces began to arrest Hizballah’s 
skilled trainers. It then shifted toward a more remote transfer of descrip-
tive information of physical technology without instruction. This find-
ing suggests that threat assessments should focus on operational as well 
as strategic motivations for alliances between terrorist groups.

Finally, analyses of individuals with technical knowledge tend to 
focus on chemical, biological, radiological, or nuclear (CBRN) tech-
nologies. While we do not want to detract from the importance of 
monitoring individuals with these technical skills, our findings suggest 
that analysts also should monitor individuals with technical expertise 
in remote-detonation technologies, rockets and missiles, IEDs, and 
converted field ordnances (mortars).

Disrupting Innovation Processes

We also discovered some factors that facilitated the exchange of tech-
nology between terrorist groups. In addressing these facilitating factors, 
the U.S. government should disrupt innovation processes and reduce 
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the potential for a successful exchange of technology. For example, 
in both Mindanao and southwest Colombia, terrorist groups trans-
ferred technologies most successfully through direct, person-to-person 
training. Terrorist groups could interact closely, because governments 
had provided them with safe havens as incentives for their participa-
tion in peace negotiations. Our findings question the utility of such an 
approach, especially if these safe havens are not monitored closely by 
third parties.

Additionally, the easy movement of people and goods across bor-
ders also facilitated the technology exchanges. In the cases of Hizbal-
lah and JI, these militant groups utilized existing smuggling routes to 
transport equipment and trainers. At least three PIRA members trav-
eled from the United Kingdom to Colombia, without getting stopped 
by security officials. This suggests that tightening border security prac-
tices should also help disrupt technology exchanges between terror-
ist groups. In circumstances in which the U.S. government does not 
control borders yet is concerned about technology exchanges, it should 
consider providing appropriate training and equipment to these gov-
ernment authorities.

Finally, in the case of Hizballah and Palestinian militants, Israeli 
counterterrorism policies aimed at targeting individuals with tech-
nical skills served to disrupt advances in the groups’ capabilities. In 
Chapter Six, we suggest that the U.S. intelligence community monitor 
the movement of individuals with technical skills, such as deploying 
remote-detonation devices, as well as CBRN weapon technology. We 
would also suggest that the U.S. government consider arresting these 
terrorists, should it become apparent that they are sharing knowledge 
across militant groups of concern to the United States. The U.S. gov-
ernment has already adopted this approach in certain areas, for exam-
ple in Southeast Asia with its rewards program for JI militants in the 
Philippines. But, for the most part, U.S. programs focus on militants 
with links to al Qaeda. Our research suggests that these types of pro-
grams be expanded to include individuals with certain technical skills, 
in addition to leaders who have links to al Qaeda.
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Affecting Terrorist Groups’ Cost-Benefit Analyses

Our research indicates that the U.S. government would benefit from 
policies aimed at undermining the trust between terrorist organiza-
tions. In all three of our case studies, terrorists built on a foundation 
of trust when deciding to interact closely, as well as when these groups 
actually exchanged the technologies. To fracture this trust, U.S. policy-
makers could reveal suspicious leaks in groups’ information security. 
Or, for cases in which money transfers occur, disrupt payment. These 
policies could help to exacerbate natural religious, political, or ethnic 
cleavages between these groups and create suspicion that individuals 
of the other group might turn trainers in to local authorities. With 
regard to other influence campaigns, U.S. security authorities might 
develop programs that attempt to change perceptions of a common 
enemy. Such policies would likely increase the costs associated with 
technology exchanges, reducing their potential for success.

Conclusion

DHS, in cooperation with other government agencies, is responsible 
for protecting the U.S. homeland against terrorist attacks. One way in 
which DHS can fulfill this responsibility is by anticipating and pre-
paring for terrorist group innovations. Clearly, most innovations will 
take place beyond U.S. borders, but lessons learned could be applied 
to attacks inside the United States. Monitoring this flow of informa-
tion and learning, therefore, is a key homeland security task. By exam-
ining how terrorist groups exchange technology and knowledge, this 
study provides DHS and other national security policymakers with 
some insight into the innovation process. It also suggests ways in which 
government policies can erect barriers to terrorists’ adoption of new 
technologies.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Average
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Average
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Average
  /MonoImageResolution 150
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /SyntheticBoldness 1.000000
  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [150 150]
  /PageSize [612.000 792.000]
>> setpagedevice




