S A F ETY A N D J USTICE PROGRAM
an d t h e GLO BAL RISK AND
S ECU RITY CENTER
THE ARTS

This PDF document was made available

CHILD POLICY

from www.rand.org as a public service of

CIVIL JUSTICE
EDUCATION
ENERGY AND ENVIRONMENT
HEALTH AND HEALTH CARE
INTERNATIONAL AFFAIRS
NATIONAL SECURITY
POPULATION AND AGING
PUBLIC SAFETY
SCIENCE AND TECHNOLOGY
SUBSTANCE ABUSE
TERRORISM AND
HOMELAND SECURITY
TRANSPORTATION AND
INFRASTRUCTURE
WORKFORCE AND WORKPLACE

the RAND Corporation.
Jump down to document6

The RAND Corporation is a nonprofit
research organization providing
objective analysis and effective
solutions that address the challenges
facing the public and private sectors
around the world.

Support RAND
Purchase this document
Browse Books & Publications
Make a charitable contribution

For More Information
Visit RAND at www.rand.org
Explore the RAND Safety and Justice Program
		 RAND Center for Global Risk and Security
View document details
Limited Electronic Distribution Rights
This document and trademark(s) contained herein are protected by law as indicated
in a notice appearing later in this work. This electronic representation of RAND
intellectual property is provided for non-commercial use only. Unauthorized
posting of RAND PDFs to a non-RAND Web site is prohibited. RAND PDFs are
protected under copyright law. Permission is required from RAND to reproduce,
or reuse in another form, any of our research documents for commercial use. For
information on reprint and linking permissions, please see RAND Permissions.

This product is part of the RAND Corporation monograph series.
RAND monographs present major research findings that address the
challenges facing the public and private sectors. All RAND monographs undergo rigorous peer review to ensure high standards for
research quality and objectivity.

Film Piracy,
Organized Crime,
and Terrorism

Gregory F. Treverton, Carl Matthies, Karla J. Cunningham,
Jeremiah Goulka, Greg Ridgeway, Anny Wong

SAFETY AND JUSTICE PROGRAM and the
GLOBAL RISK AND SECURITY CENTER

This research was conducted jointly under the auspices of the Safety
and Justice Program within R AND Infrastructure, Safety, and
Environment and the RAND Center for Global Risk and Security, part
of International Programs at RAND.

Library of Congress Cataloging-in-Publication Data
Film piracy, organized crime, and terrorism / Gregory F. Treverton ... [et al.].
p. cm.
Includes bibliographical references.
ISBN 978-0-8330-4565-2 (pbk. : alk. paper)
1. Organized crime—Social aspects. 2. Terrorism—Social aspects. 3. Video
recordings—Pirated editions. 4. Product counterfeiting. 5. Piracy (Copyright)
I. Treverton, Gregory F.
HV6431.F554 2009
364.16'68—dc22
2008046084

The RAND Corporation is a nonprofit research organization providing
objective analysis and effective solutions that address the challenges
facing the public and private sectors around the world. R AND’s
publications do not necessarily reflect the opinions of its research clients
and sponsors.

R® is a registered trademark.

© Copyright 2009 RAND Corporation

All rights reserved. No part of this book may be reproduced in any
form by any electronic or mechanical means (including photocopying,
recording, or information storage and retrieval) without permission in
writing from RAND.
Published 2009 by the RAND Corporation
1776 Main Street, P.O. Box 2138, Santa Monica, CA 90407-2138
1200 South Hayes Street, Arlington, VA 22202-5050
4570 Fifth Avenue, Suite 600, Pittsburgh, PA 15213-2665
RAND URL: http://www.rand.org
To order RAND documents or to obtain additional information, contact
Distribution Services: Telephone: (310) 451-7002;
Fax: (310) 451-6915; Email: order@rand.org

Summary

t In Italy, a former Maﬁa boss turned government witness outlined
how the Camorra, at times working in cooperation with Chinese and
Taiwanese triads, generated millions of dollars from counterfeiting,
including ﬁlm piracy.
t In Malaysia, the Ang Bin Hoey triad has engaged in turf battles to
maintain control over lucrative piracy markets, battles that resulted
in knife and spear ﬁghts; robberies of bystanders, including families
at bus stops; and assassinations of rival gang leaders.
t In Britain, 21 illegal Chinese immigrants drowned in the rising tide
of Morecambe Bay while harvesting shellﬁsh at night in treacherous
waters. The victims had been forced into servitude by a slavemaster
whose accomplice was found to have 4,000 counterfeit DVDs, copiers, and other equipment used for ﬁlm piracy.
t The tri-border area of Brazil, Argentina, and Paraguay has emerged
as the most important ﬁnancing center for Islamic terrorism outside
the Middle East, channeling $20 million annually to Hezbollah. At
least one transfer of $3.5 million was donated by known DVD pirate
Assad Ahmad Barakat, who received a thank-you note from the Hezbollah leader. Barakat was labeled a “specially designated global terrorist” by the U.S. government in 2004.
t In Russia, pirate syndicates are routinely tipped oﬀ by corrupt police
oﬃcials prior to raids and have been permitted to run their businesses
on government property and even from prison. Organized-crime ﬁgures involved in piracy have been known to resort to violence against
rivals. Alleged pirates Ayrat Sharipov and Yevgeny Ladik and anti-
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piracy investigators were murdered, and an attempt was made on the
life of the head of the Russian Anti-Piracy Organization.
As these cases indicate, DVD piracy, which has a higher proﬁt
margin than narcotics and minimal risks of enforcement, is attractive
around the world as an element of criminal portfolios that also include
drugs, money laundering, extortion, and human smuggling. The 14
case studies in this report provide compelling evidence of a broad, geographically dispersed, and continuing connection between ﬁlm piracy
and organized crime.
Moreover, three of the documented cases provide clear evidence
that terrorist groups have used the proceeds of ﬁlm piracy to ﬁnance
their activities. While caution must be exercised in drawing broad conclusions from limited evidence, further investigation is a timely imperative. These cases, combined with established evidence for the broader
category of counterfeiting-terrorism connections, are highly suggestive
that intellectual-property theft—a low-risk, high-proﬁt enterprise—is
attractive not only to organized crime, but also to terrorists, particularly opportunistic members of local terrorist cells.
Whether the ends are ﬁnancial gain or terrorism, the means are
the same. Counterfeiting is widely used to generate cash for diverse
criminal organizations. In the case of DVD ﬁlm piracy, criminal
groups are moving to control the entire supply chain, from manufacture to distribution to street sales, consolidating power over this lucrative black market and building substantial wealth and inﬂuence in virtually every region of the globe. In some areas, this inﬂuence extends
to law enforcement and political leaders, who are bought, intimidated,
or induced to create “protected spaces” where crime ﬂourishes.
Table S.1 summarizes the criminal groups examined in this
report, their bases, and the range of crimes they commit.
The main diﬀerence between organized crime and terrorism is
motivation—ﬁnancial gain for the former and a political agenda for
the latter. However, the motivations of a group’s members can change
over time in reaction to changed circumstances. For example, the Irish
Republican Army (IRA), a terrorist group that once supported itself in
part with the proceeds of crime, devolved into a criminal group, while
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India’s D-Company appears to have morphed from a traditional criminal syndicate motivated by money to a terrorist group motivated by a
political agenda funded at least in part with the proceeds of crime. As
set forth in this report, both the IRA and D-Company have used ﬁlm
piracy to help fund their activities.
The evidence assembled in this report testiﬁes that counterfeiting is a threat not only to the global information economy, but also to
public safety and national security. It represents a call to cooperation in
the battle against intellectual-property theft for law enforcement and
governments around the world. Five ingredients are critical to meaningful progress:
t
t
t
t
t

Increased political will
Strong legislation
Consistent enforcement
Deterrent sentencing
Innovative solutions.

Increased Political Will. Governments worldwide should commit
resources and establish high-level accountability for intellectualproperty protections, adding organized crime and piracy to the agenda
of inﬂuential global gatherings such as the G-8 and the Davos Economic Summit, conducting periodic legislative hearings and publicawareness campaigns, and sharing intelligence with industry-led antipiracy eﬀorts.
Strong Legislation. The legal deﬁnition of “organized crime”
should be expanded to include large-scale counterfeiting tied to other
criminal activity. Laws should be enacted to grant investigators greater
authority to sustain investigations, conduct surveillance, and obtain
search warrants.
Consistent Enforcement. Authorities should be provided with
guidelines for ways to trace back up the production and distribution
chain. This requires processing cases quickly to reduce the risk that
informants will be intimidated, and it means enhancing international
cooperation to mirror the borderless nature of criminal networks.

Summary

xv

Deterrent Sentencing. The current light sentences for piracy
provide neither deterrents to crime nor incentives to cooperate with
authorities. That should change with increased understanding of the
powerful links between piracy and organized crime. Key piracy cases
should be fought in the organized-crime or money-laundering divisions of prosecutors’ oﬃces. Strong application of money-laundering
and other statutes can work to reduce the ﬁnancial appeal of these
crimes. In addition, piracy should be made a priority oﬀense within
anti-gang strategies.
Innovative Solutions. Customs and immigration forms (and
any enabling laws or regulations, if necessary) should be amended to
include language prohibiting the importation of counterfeit goods. It
is also important to enlist the ﬁnancial community in spotting piracy
syndicates’ money-laundering tactics; to improve standards for transportation documents; and to increase public awareness of the consequences of intellectual-property theft. Governments should also consider making large-scale piracy an extraditable oﬀense.
The exposure of the critical link between piracy and organized
crime, along with an early-warning ﬂag on terrorism, raises critical
questions for policymakers and law enforcement about whether opportunities exist for pursuing piracy up the criminal food chain to uncover
and perhaps prevent more-serious criminal acts. For example, in one
case documented in this report, a simple arrest at a United Parcel Service (UPS) store for shipping illegal DVDs led to the exposure of a
large-scale human-traﬃcking ring. There is a clear need for additional
global intelligence gathering and sharing to further illuminate the
scope and nature of the connections between piracy and organized
crime. And the mandate is clear for policymakers and law enforcement
around the world to revisit the common but erroneous assumption that
counterfeiting is a victimless crime.

