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PREFACE

This RAND working paper documents the proceedings of a daylong
workshop, "Ethical Principles in Social-Behavioral Research on
Terrorism: Probing the Parameters." The workshop was convened to
initiate a public discussion of the parameters that should guide the
ethical conduct of social and behavioral research on terrorism that is
frequently carried out in countries or among groups hostile to the
United States. The workshop was organized into three sessions on the
topics of "Deception and Concealment vs. Autonomy," "Maximizing
Beneficence and Maintaining Justice," and "Ensuring Confidentiality."
Each session included a main speaker followed by short presentations
from an expert panel, a plenary discussion, and a wrap-up by the session
chair. All proceedings were taped and transcribed. The transcriptions
of the presentations by the speakers and panelists have been lightly
edited to improve readability, as have the introductory and wrap-up
comments by the workshop organizers. The transcriptions of the plenary
discussions have been summarized to highlight the main points.

Workshop attendees included a variety of individuals knowledgeable
about and engaged with social and behavioral research in ways that are,
or could become, relevant to terrorism research. Among the stakeholders
represented were researchers on terrorism, research ethicists,
professional societies with pertinent codes of ethics, major funders of
social and behavioral research related to terrorism, institutional
review boards (IRBs) that have dealt with such research, and the Office
of Human Research Protection, Department of Health and Human Services
(DHHS) , which is charged with issuing guidance to all who are bound by
the Common Rule (45 CFR [Code of Federal Regulations] 46).

These proceedings should be of interest to everyone who is
concerned with understanding how social and behavioral research on
terrorism can comply with core ethical principles for human subjects
protection. In particular, the proceedings should be useful to social
and behavioral science researchers as they design studies of terrorism

that combine methodological rigor with an equally robust ethical concern



for protecting human subjects; to program officers in federal funding
agencies and other sponsoring organizations who need to appreciate the
ethical parameters that may inform the social-behavioral research they
can expect to support; and to IRBs whose members are challenged to make
project-specific ethical decisions about social-behavioral research on
terrorism. Additionally, the workshop proceedings may interest human
research ethicists in general, and may be of particular interest to
those who endeavor to understand and interpret the application of the
Belmont Report principles in international research arenas.

The workshop was held at the RAND Corporation's offices in
Arlington, Virginia, on January 10, 2007. It was supported by grants
from the National Science Foundation and the National Institute of
Justice, with supplemental funding by RAND.

These workshop proceedings can be obtained by contacting Michael
Woodward at 310.393.0411 x6595 or michaelwerand.org. They are also
available online at http://www.rand.org/pubs/working papers/WR490-4/.
Questions, suggestions, and comments should be directed to Dr. Tora

Bikson (torae@rand.org) .
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SUMMARY

As the word probing in the title suggests, the workshop addressed
unresolved issues for which insights are needed from representative,
knowledgeable experts. The goal was to arrive at well-grounded and
consensual parameters for ethical decisionmaking in social-behavioral
research on terrorism. Increasingly, RAND and other research
institutions are being asked to help answer profoundly important policy
questions about the antecedents, processes, and consequences of
terrorist actions against civil society in the United States and
abroad. What conditions influence individuals to undertake such
actions? How do these individuals find like-minded others to engage in
actions that require shared effort? How are such collaborations
organized and supported? What are the scope and longevity of these
social networks?

Questions like these are viably pursued with well-established
social and behavioral theoretical frameworks plus research procedures
that include, but are not limited to, interviews, surveys, and focus
groups. However, unusual factors in this research environment raise
ethical concerns not present in other contexts, particularly when the
research is to be conducted outside the borders of the United States.
These ethical concerns can be grouped into three categories: deception
and concealment vs. autonomy, maximizing beneficence and maintaining

justice, and ensuring confidentiality.

Deception and Concealment vs. Autonomy

Deception (misleading a subject concerning certain facts about a
study) and concealment (withholding facts about a study) sometimes seem
to be the only valid means for conducting certain behavioral research.
For example, in conducting surveys or interviews to assess the
prevalence of racial prejudice in a given population, researchers may
not want to disclose the study’s purpose, since doing so could prompt
subjects to shade their responses, rendering results invalid. Likewise,

researchers conducting focus groups or surveys to gauge attitudes and
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beliefs among certain populations on issues related to terrorism may
view some degree of deception and/or concealment as essential to their
projects. For example, among some populations, antipathy toward the
United States may be such that disclosure of who is sponsoring the
research, who is conducting it, and/or its purpose could lead to high
refusal rates, unrepresentative participants, and/or skewed responses.

There has been a long-standing debate among researchers and
ethicists about the propriety of deception and concealment, with some
arguing that such techniques are improper under all circumstances
because they are inconsistent with a subject's right to make an
autonomous, free decision about whether to participate. The Common Rule
requires that subjects be given all information needed to make a fully
informed and voluntary decision about whether to take part in research.
However, the Common Rule also allows an institutional review board (IRB)
to waive some or all elements of informed consent if certain conditions
are met. Some IRBs have interpreted this waiver provision as permitting
the use of deception or concealment in limited cases, provided the
misstatements or omissions do not increase risk to subjects and do not
relate to facts material to a subject's decision to participate. The
lead agency charged with interpretation and oversight of the Common
Rule, the Office for Human Research Protections, Department of Health
and Human Services (DHHS), has issued no formal guidance on the use of
deception and concealment in research. For these reasons, the proper
parameters of deception and concealment under research covered by the
Common Rule merit concerned and careful deliberation.

This session opened with a presentation by Dr. Franklin (Frank) G.
Miller from the National Institutes of Health (he presented his own
views, not those of the agency) titled, "Deception, Respect for Persons,
and Informed Consent." Dr. Miller noted that deception takes many forms
in research, including misleading disclosures, fake or rigged
procedures, play-acting by the researcher and confederates, covert
procedures, and undercover observation. He noted that the use of
deception not only violates the autonomy of research subjects but may
cause them distress when the deception is discovered or revealed. To

make deceptive studies compatible with the spirit of informed consent,



Dr. Miller suggested consideration of "authorized deception," in which
prospective subjects are informed of and consent to the fact that
research will involve the use of deception. Dr. Miller proposed
experiments to determine how authorized deception may affect scientific
validity. In addition, Dr. Miller argued that when researchers publish
deception research, they should have to justify the use of deception,
and he proposed reporting standards. He concluded that deception should
be limited to studies in which its use is necessary to answer a valuable
research question and that, i1f used, it should be authorized.

Following the comments by the expert panel, an open plenary

discussion focused on the following areas:

e The need to consider the basis for applying ethical
restrictions on the use of deception in research vs. other
activities in which deception may take place

e Common types of deception proposed for terrorism research
e Ethical vs. unethical uses of deception in research

e The ethics of conducting research within the context of groups
in conflict

e The effects of deception on the value of scientific research on
behavior

e IRB development and capacity building.

Maximizing Beneficence and Maintaining Justice

The Common Rule derives from many sources, including the Belmont

Report (National Commission for the Protection of Human Subjects of

Biomedical and Behavioral Research, 1979). One of the three core

principles identified in the Belmont Report is "beneficence," which
requires that research protocols maximize potential benefits to subjects
and minimize harms. Although taking part in routine social/behavioral
research procedures usually poses little risk, it is unclear what the
risk exposure might be to subjects who express extremely violent or
radically moderate views of terrorist activity. In addition, in certain
situations, participation in U.S.-sponsored projects might in and of
itself be a source of risk to subjects should persons outside the

research context learn of it. Another core principle of the Belmont



Report, that of "justice," requires that researchers seek to ensure that
those who bear the burdens of research share equally in its benefits.
It would appear difficult to reconcile this principle with many studies
of terrorism, particularly those that involve overseas populations. How
researchers might approach these issues in such environments has
received little attention in the literature.

Session two opened with "Assessing Risks, Minimizing Harms, and
Promoting Justice for Participants in Research on Terrorism: An Ethical
Conundrum of Restraint and Possibility," a presentation by Dr. Patricia
Marshall from the Department of Bioethics in the School of Medicine at
Case Western Reserve University. Dr. Marshall noted that terrorism
research is conducted in a complex social context with many
stakeholders, both national and international. Although perspectives
among stakeholders vary, there is general agreement that research on
terrorism can potentially present a number of harms to subjects, as well
as to researchers themselves. Potential harms to subjects that need to
be mitigated include physical harm, psychological harm, social harm,
economic harm, legal harm, and dignitary harm (i.e., not treating a
subject or the subject’s value system with full respect). Drawing on
her experience in conducting ethical research in low-resource settings,
Dr. Marshall offered a framework for fostering trust among stakeholders
in terrorism research so that conducting research will be less risky.
The framework's key principles are collaborative partnerships, capacity
building, and respect for persons and communities. She noted that
transparent research (i.e., research that is not deceptive) helps to
build trust among stakeholders and to create conditions favorable to
sustaining research in a setting or population. She argued against
treating research on terrorism as an exceptional case that requires new
regulations. Rather, additional guidance is needed to help IRBs
identify and balance harms, risks, and benefits of proposed studies on
terrorism using the ethical framework of the Common Rule. As an
example, she suggested that when an IRB evaluates benefits in terms of
how a proposed study might contribute to existing knowledge, it should
do so in the context of a full range of information from existing

sources, including journalism and media.



Following the comments of the expert panel, an open plenary

discussion focused on the following areas:

e ILessons learned from research on offenders and criminal
behavior and possible relevance to research on terrorism

e TIssues regarding dual use of terrorism research

e Potential inconsistencies in applying principles of beneficence
and justice when researchers and participants represent avowed
enemy groups

e Dignitary harm and paternalism.

Ensuring Confidentiality

The Common Rule obligates researchers to provide robust protection
for the resulting data so that confidentiality is not breached either
inadvertently (e.g., by a focus group member recognizing another
participant) or intentionally (e.g., via data seizure). In the case of
research on terrorism, researchers may face particular challenges in
seeking to protect confidentiality For instance, if project data were
brought back to the United States, it is possible that they could be
obtained by law enforcement without a search warrant and under certain
provisions of the USA PATRIOT Act. Also, in cases where data are
collected abroad, it may be unclear how local police, security agencies,
or military organizations would regard compliance with confidentiality
assurances provided to subjects. These are matters that warrant serious
discussion.

Dr. Eleanor Singer of the University of Michigan opened the third
session with a presentation titled, "Confidentiality in Terrorism
Research: Can It Be Assured?" Dr. Singer noted that it is important to
protect the confidentiality of subjects not only for ethical reasons but
also for practical ones, because worries about confidentiality reduce
research participation. Confidentiality is a salient concern in
terrorism research because interest in the subjects and their
information may be shared by many parties, including military,
intelligence, law enforcement, and terrorist organizations. Breaches of
confidentiality can arise not only from carelessness but also from

illegal intrusions, legal requests, and statistical inference. The IRB
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needs to consider how much risk it will permit potential participants to
undergo. A breach of confidentiality in a study of terrorism may expose
subjects to very severe harms, including imprisonment and death.
Breaches of confidentiality can also harm the researchers, the study
sponsor, and the research enterprise. Dr. Singer concluded by noting
the need to develop and implement strong and perhaps additional
protections against breaches of confidentiality. The strength of
certificates of confidentiality issued by federal agencies has
apparently never been tested against demands for disclosure under the
USA PATRIOT Act.

Following the comments of the expert panel, an open plenary

discussion focused on the following areas:

e Ethical guidelines for whether, when, and how terrorism
researchers should violate participant confidentiality (e.g.,
to prevent imminent harm to the participant or others)

e Expansion of IRBs to include persons with international
research experience or to include outside experts

e Strengthening the legal bases for assurances of
confidentiality.

Conclusion

The ethical concerns examined in this workshop threaten to
preclude meaningful social and behavioral research on issues of vital
worldwide significance or to lead to its pursuit in ethically
inconsistent, ad hoc, or even negligent ways. In the long run, it is
unwise to handle such concerns on a project-by-project or institution-
by-institution basis, since they will be faced by many research
organizations and research sponsors across the country. Instead, a
national dialogue aimed at responding to questions about how principles
of research ethics are to be applied to this emerging new policy domain
is urgently needed.

The workshop was designed and conducted on the assumption that,
while reasonable people in diverse settings will disagree about the

appropriate response to an ethical gquestion in any particular research
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context, it is possible to aim for consensus on the general parameters

that should guide ethical decisionmaking across cases.
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1. INTRODUCTION BY MICHAEL RICH

Good morning. My name is Michael Rich. For the last 14 years, I
have served as the Executive Vice President of the RAND Corporation,
which is the second ranking position at RAND. One of my duties is to
serve as the Chief Institutional Officer overseeing our institutional
review board, which is charged with ensuring that all human subjects
research at RAND complies with the body of general regulations that have
come to be known as the Common Rule.

Welcome to RAND this morning, and thank you all for participating
in today’s workshop on ethical principles in social-behavioral research
on terrorism.

I want to begin by saying a few words about the RAND Corporation
and the nature of the research we conduct, which includes a great deal
of human subjects research and a long and important stream of research
on terrorism and counterterrorism. Then I will tell you why I believed
a workshop like this one was needed.

RAND is often called the original think tank, but we’re actually
quite different from the many organizations that use that term today.
RAND is a stand-alone nonprofit organization that was created at the end
of World War II, as were many scientific establishments in the United
States. RAND was founded on the very simple proposition that rigorous
objective analysis made for better policy and better policymaking. For
reasons I won’'t go into now, we spent the first 20 years of our
existence working exclusively for the Department of Defense, initially
for the Air Force, and then, the rest of the Department of Defense.
Much of our early reputation, mystique, and sometime notoriety was
derived from our research for the Pentagon.

In the middle of the 1960s, now over 40 years ago, RAND recognized
that all of the techniques and research methods that we were using to
study issues relating to national security were just as applicable to
problems of social and economic policy. That realization launched a
diversification effort that was actually quite aggressive. By the time

I arrived at RAND, which was in the mid-1970s, our work with the



Pentagon was only one-half of our total research activity. We had
developed very active research programs in many areas of social policy,
including health care, education, criminal justice, energy and the
environment, infrastructure, and many more. In the same time frame, we
established one of the first seven graduate schools in public policy.
The Pardee RAND Graduate School is now the largest doctoral program in
that field.

The difference today between RAND’s national security research and
what we term domestic research is probably not as distinct as it was in
those years. Today, about 45 percent of RAND’s research is conducted
for clients and sponsors in the Department of Defense. In addition to
that, we conduct over $100 million of research annually for nondefense
government agencies, for foundations, and for other clients, grantors,
and donors on issues related to social and economic policy.

RAND’s history of working with human subjects dates back to the
beginning of our institution. Much of the early work at RAND in the
late 1940s and early 1950s focused on the Soviet Union, a new adversary
that was not understood well in the United States. There was precious
little in the way of written information about the Soviet Union in those
days. The ability of the United States to intercept communications was
very crude, and in order to answer basic questions about how the
politburo worked, how the economy was controlled, how the military
operated, and how the Warsaw Pact Alliance was structured, the United
States relied heavily on interviews of émigrés and defectors. RAND
helped develop that research methodology and contributed heavily to that
body of social and behavioral research.

RAND'’s programs of social and behavioral research grew markedly
when we diversified in the 1960s and began addressing domestic questions
of health care, education, crime, poverty, and so on. As a consequence,
RAND has had a long history of grappling with a variety of tensions
created by, on the one hand, an emphasis on methodological rigor and
innovation and, on the other hand, stalwart respect for ethical
principles guiding the protection of the human beings participating in

our research projects.



I am proud to say that RAND instituted independent ethical review
of its research projects well before such reviews were required by law.
Like many of you who have played an active role in public commentary,
RAND helped shape the evolution of those regulations.

That brings me to the origin and purpose of this workshop. About
18 months ago, in conversations with members of our institutional review
board, I realized that current regulations and associated guidance were
not adequate for helping our researchers and our IRB members grapple
with the special circumstances they were encountering in the growing
body of research that RAND was conducting on the antecedents, processes,
and consequences of terrorism. The guidance we were getting from our
usual sources was not adequate for these new kinds of research projects.
For example, there was guidance about the appropriateness of deception
and concealment, but it didn’t seem to take account of some special
circumstances present in certain kinds of research on terrorism. There
was guidance on balancing the benefits and the risks to participants in
research, but it didn’t seem as helpful for a situation in which one
group bore the risks and another group reaped the benefits. And there
was the whole area of researchers’ obligations to ensure
confidentiality, where we needed to know whether assurances of
confidentiality could still be given in an era of new intelligence and
new law enforcement statutes and techniques, both in the United States
and abroad, where we conduct much of the research. I concluded that
there simply did not exist a coherent and accepted set of guidelines, a
framework, for resolving any of these three sets of ethical issues.
Additional guidance needed to be developed.

So, in November 2005, together with colleagues from the RAND IRB
(whom I will introduce shortly), I spent several days talking to
everyone we could think of in the U.S. government in a search for
efforts under way to develop the kind of guidance that we thought we
needed to address and resolve these issues. That is how I met many of
you for the first time. ©Not only did we confirm there was insufficient
formal guidance, but we learned that there wasn’t any new draft guidance

on the way, either.



The results of our search for guidance did serve to sharpen my
concerns. I realized there were two potential bad outcomes of
inadequate guidance. First, it was possible that research organizations
like RAND might decline to do research that is vitally important, simply
because they can’t figure out, with confidence, how to address the
protection of human subjects. Clearly, avoiding vital research is a
very bad outcome. Second, and potentially just as bad, RAND and other
research organizations might press ahead with research that is well
intentioned, only to inadvertently commit important ethical mistakes
that could harm the human subjects who participate in the research, and
ultimately harm our organizations.

I believe it would be unwise for the research community to
continue very long by handling these kinds of issues on a project-by-
project or an institution-by-institution basis. The same issues are
going to be confronting researchers and institutional review boards at
many research organizations and universities across the nation. They
need a common framework that can be used with confidence. That is why I
initially conceived the idea of RAND organizing a workshop like this
one, as a way of starting a discussion that will help develop the
conceptual framework and the principles for resolving these questions so
that human subjects research in this very important domain can proceed.

We found two generous cosponsors who provided funds for this
workshop, and I want to acknowledge them: the National Science
Foundation and the National Institute of Justice. Please join me in
saluting them and thanking them for their leadership in this important
activity.

I want to close by introducing two RAND colleagues who took what
came from me as a rather inchoate idea for a workshop and made it
something concrete: Dr. Tora Bikson and Mr. Patrick Gunn. Tora, whom
many of you know, is a Senior Behavioral Scientist at RAND and the
longtime chair of RAND’s institutional review board. Patrick is a
partner at Cooley Godward Kronish LLP, a San Francisco-based law firm,

and also a member of RAND’s institutional review board.



INTRODUCTION BY DR. TORA K. BIKSON

Good morning, everyone, and thank you for coming. It’s my pleasure
to report to Michael Rich, who is the responsible institution official
for the IRB, and he takes that role very, very seriously. There is
nothing like having someone at the top of the organization who really is
concerned about human research participant protection programs to
enhance their effectiveness and their influence on the ethical quality
of its research.

As Michael Rich noted, RAND has been perplexed by problems of how
to make decisions about the ethical gquality of human subjects research
involving terrorism. On the one hand, the research designs involve
extremely ordinary behavioral research methods: surveys, focus groups,
interviews. But they involve extraordinary problems because the
researchers are in field settings that are unusual, posing risk both to
the researchers and to the participants in the research. It, of course,
occurred to us that RAND couldn’t be the only institution with a
Federalwide Assurance that was addressing research on the antecedents,
processes, and consequences of terrorism with funding from agencies that
are signatories to the Common Rule.

So we began to look for examples and precedents. What are other
institutions doing? How are other IRBs responding? What are federal
agencies saying about these issues? We looked in journal literature, we
attended conferences, we searched online, and we found very little. Let

me show you one case (see Fig. 1.1).



Post to irbforum.org

Date: 07-10-06 17:36

An investigator hopes to present fairly innocuous questions about dress to participant
groups in the US and a country hostile to the US. Due to the dangers (to herself and
to the participants seen cooperating with a US citizen), when in the hostile country,
she plans to present herself as a citizen of the country (which she is, dual
citizenship). Through a faculty member contact in the nation, she also plans to
present herself as representative of a local university (which she is not). Again to
protfect the researcher and participants, no debriefing is planned.

This use of deception seems different from others I've seen as it is a
misrepresentation of the researcher’s identity rather than an aspect of the research
methodology itself. It also seems like an unacceptable use of deception. It is quite
likely that some participants would choose not to participate if fully informed about
the investigator’s true identity. Also, if the authorities somehow learned the truth
(despite her safeguards), the participants might be placed at great risk.

So, my question is: Is there any way in which to conduct research such as this? I'm
inclined to believe the investigator in her assertion that the research could. not be
carried out if her true backing was known, so fully informed consent appears
infeasible, but the use of deception also sounds unacceptable. Any suggestions
would be greatly appreciated.

Figure 1.1
Actual IRB Forum Posting

This is an IRB forum posting—it’s the only actual example we were
able to retrieve from the literature that seems to come close to the
kinds of issues RAND was facing. I have removed the name of the poster
because I'm not sure what the ethics are of presenting material that was
aired in a venue where posters assume they are interacting with like-
minded audiences. This was posted in July 2006, and the poster ends
with a question very much like ours: “How can you do this kind of
research ethically, or can you?” It looks as though it would be very
difficult to apply the Common Rule principles in a context like this.

If we at RAND had been posting something, it might look like the

following (see Fig. 1.2).



US researchers propose to study what Muslims in nonwestern countries think
are "the greatest problems facing our religion today," what is the source of
these problems, where do they go for what they regard as trustworthy
information about them, and what do they think Muslims should do to address
them. For this purpose the researchers plan to do neighborhood sampling in
heavily Muslim-populated areas of a number of cities in countries that are
generally hostile to the US; they will recruit men and women to participate
(separately) in focus groups.

The researchers will employ in-country subcontractors to recruit participants
and moderate focus groups. The US researchers will observe the focus groups
through a one-way mirror, along with a simultaneous interpreter. The
discussions will also be audiotaped for subsequent transcription and analysis.
Because of likely participant antipathy to the US, the researchers do not plan
to disclose that the study is funded by a US government agency or conducted
by a US research institution; the real purpose of the research is also
concealed. The researchers believe that if such information were provided,
either no Muslims or only a highly unrepresentative sample would take part;
additionally the researchers believe they and their subcontractors would be
exposed to significant risk of harm.

Figure 1.2
Hypothetical RAND IRB Posting

I thought that, to spare you the entire research protocol, I should
probably write up the project like the author of the previous posting
and give you something quite short. This project proposes to conduct
focus groups in countries where there is a significant amount of
antipathy to the United States, particularly among Muslims, so it raises
issues that are not unlike those addressed in the first posting. (T
think both of these examples are included in your workshop packets.)

When we looked at these cases, we first asked ourselves, What if
the design were changed? What if, for example, instead of focus groups,
there were survey procedures? What if they were anonymous surveys?
Could design changes like that significantly decrease the risk? What if
sampling weren’t neighborhood based? Or, what if neighborhood sampling
were used mainly to assure that people from the same neighborhoods
didn’t end up in the same groups, if there were no good methodological
substitutes for focus groups? More generally, we asked whether there

are design parameters that, if changed, could alter the risk-benefit



ratio. We also asked ourselves, How could an IRB realistically assess
the likely harms and likely benefits to participants in a diverse array
of field settings? What kind of evidence would we want the researchers
to bring to the IRB in a given case to convince us that there were
benefits to participants that were at least equal to the risks?
Further, assuming we could answer the questions about risks and
benefits, how could an IRB justify the use of deception or concealment?
As the author of the first posting suggested, the situations
contemplated in research on terrorism are different from the standard
sort of deception in which there is a particular hypothesis that the
participants shouldn’t know about because it might affect their
responses.

We understood that the answers to these kinds of gquestions are
highly dependent on the details of the specific research protocol,
they’re dependent on the very specific field context in which the
research is being conducted, and they’re dependent on the value
commitments of the institution that’s carrying out the research. So
there is not going to be a simple, straightforward answer to any of the
questions. On the other hand, we thought, as the title of this workshop
suggests, that there are parameters to be probed. Possibly, a way of
approaching the questions would be to say, What kinds of parameters
should IRBs consider, should researchers consider, should funding
agencies consider, when they’re trying to make these kinds of ethical
decisions? We assumed that, whereas there might not ever be a
consistent agreement on answers to specific questions about specific
research projects, we might, if we brought together varied stakeholders,
come to some kinds of agreements on the parameters that merit
consideration when ethical decisions about these kinds of research
projects are being made.

Our charge to you today, therefore, is to please participate in
all of the discussions. Everyone here wears multiple hats: you'’re
researchers, you’re funding agency people, you’re people who are
concerned with research ethics. Everyone is going to have opinions on
many issues and experience with a number of them. We’re hoping to

identify, where we can, emerging themes or emerging areas of consensus



about the parameters for appropriate ethical decisionmaking. Where
that’s not forthcoming, we’d like to get a sense of whether there are
sharp, well-defined value conflicts where we could conclude: “These are
key issues where there is significant and serious disagreement.” Or,
potentially, we could identify areas that just require further
scholarship and research, issues about which there’s a great deal of
uncertainty, but for which we might recommend either pilot projects or
scholarly research that could further the deliberation in a given
domain. These are our aims, and they constitute a big agenda.

Here are our plans for the next steps: We’ll be taping all of the
sessions and transcribing them. We’ll give lead speakers back their own
comments so that they can edit or revise them in light of the ensuing
discussion. We’ll do the same thing for each panelist. The workshop
organizers will take responsibility for trying our best to summarize the
discussion in the plenary sessions, and we will not identify specific
individuals in our summaries of those discussions. Rather, our hope is
to identify the common themes, conflicts, and uncertainties that emerge.
We will try to get these workshop proceedings distributed back to
everyone as soon as we reasonably can so that everyone here will have a
copy and will be able to comment. We’ll also ask for an external review
of these proceedings. Our long-term aim is to look for a broader
publication venue. We’ll keep the distribution of proceedings limited
so that we will subsequently be able to suggest that they become a
special issue of a journal or some other more widely disseminated
publication.

We have structured the workshop around three sessions, each
addressing some of the most important questions that the RAND IRB raised
in relation to this line of research on terrorism. In order to try to
capture both depth and breadth, we’ve asked one lead speaker for each of
the three main sessions to give us an in-depth picture of some of the
key issues in the domain of concern. But in the interest of breadth,
we’ve invited panelists to speak from their varying perspectives on the
same issue domain. The panelists have not had the luxury of having an
advance copy of the lead speakers’ remarks; we knew that was

unrealistic. So they will each be addressing the key concerns from



their own perspectives; they’ll also have the first shot at raising
questions in the ensuing plenary discussion, either to one another or to
the lead speaker. I’'ve asked Patrick Gunn, who is chairing the first
session, to explain how the sessions are related to one another, and why

they are organized as they are.
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INTRODUCTION BY PATRICK P. GUNN

Thank you, Tora. It has been my privilege for the past several
years to work with a client like RAND, a client that’s engaged in issues
that really matter in a transcendent way, a way that’s somewhat

different from the typical matter that I deal with as a business lawyer



in a large law firm. And it’s been a particular privilege, too, to work
with Michael and Tora, and Rick and others at RAND, and to meet many of
you over the past year in setting up this workshop. So, I wanted to
start by thanking everyone for being here and being so committed and
interested, and for participating in this important debate to try and
move the ball forward and develop the guidance that Michael Rich had
identified as being so lacking.

If you take a look at the agenda today, we’ve organized the
discussion as follows: The first issue that we’re going to be
discussing is autonomy, with a specific focus on the proper parameters,
if any, for the use of deception in the sorts of research on terrorism
that are our focus. Second, we’re going to discuss the Belmont
principles of beneficence and justice, and how it is that we can be true
to those in conducting this kind of research. Finally, we’re going to
talk about some methodological issues—specifically, ensuring
confidentiality in this kind of research.

As Eleanor Singer and I were discussing just a few minutes ago,
before we convened, there’s a method behind that ordering. The
discussion of autonomy and deception is, in many ways, a gateway issue.
By that I mean that it introduces and touches upon the other issues that
follow. The reason that's the case really flows from the principles and
guidance that you find in both the Belmont Report and the Common Rule
that govern an IRB’s ability to wave elements of the informed consent
requirement to allow deceptive protocols. I’'m sure you’re familiar with
them, but just let me recap them now because I think they will
illustrate how it is that beginning our discussion with autonomy leads
us to and allows us to open up and discuss the other two issues.

First, an IRB can’t approve a protocol that waives informed
consent in a study that’s other than minimal risk. Second, the IRB has
to make a determination that there’s no adverse effect on the rights or
welfare of the subject. Third, the investigators have to demonstrate to
the IRB that the research will not be practicable without some waiver of
the informed consent process. And finally, if appropriate, there should

be some provision that enables the subjects to be debriefed, post-



research, and apprised of the specific matter about which they were

deceived.

Necessarily then, the IRB, in determining a request for a waiver of
informed consent to allow some type of deception, has to do at least
three things. First, the IRB has to identify the risks that are
present. Second, the IRB has to assess or make an effort to assess the
degree of risk that’s present. And then, the IRB also then has to
engage in a weighing process to evaluate the justification being
advanced by the investigator for the waiver in the first place.

Anytime the IRB is engaged in considering issues of risk and
potential harms that might befall the subject from a deceptive protocol,
necessarily, the Belmont principle of beneficence is implicated. That'’s
because beneficence, of course, focuses on maximizing benefits and
minimizing potential harms.

Second, when there’s any discussion about benefits and harms, we
go back to the point that Michael Rich made earlier about justice.

There necessarily are questions about the allocations of those benefits
and harms, and one can understandably ask questions about the type of
research we’re discussing today as to whether there are certain
populations—perhaps populations abroad that are poorly represented in
the United States—who are bearing the burdens, ostensibly, at least, of
research whose benefits might only flow to those people here in the
United States.

Now, finally: confidentiality. There are many risks or potential
risks that might be attendant on the type of research we’re talking
about today. But one risk that does seem to come up fairly consistently
is the risk posed by breach of confidentiality. For the IRB to weigh
and assess that risk, the IRB has to understand a few more things. It
has to understand, first, something about the specific nature of the
data being gathered. Second, the IRB has to have some understanding of
the local context and conditions where those data are gathered, and also
about where the data are going to be stored. And then, finally, the IRB
has to understand something about the protocols that the investigator

has in place to ensure confidentiality.



In referring to autonomy as a gateway, or threshold, issue, I, of
course, don’t intend to minimize the importance of autonomy on its own.
I think, as some of you have observed to me, and I certainly agree, we
could probably spend a day—indeed, we could probably spend a week—
grappling with the issue of deception: both the propriety of deception
as a philosophical matter and, if we concede that deception might be
appropriate in certain circumstances, the proper parameters for
deception.

There are many others in this room who have done a lot of thinking
in a lot more depth than I have about this, and, thankfully, my role
here is to pose questions rather than to answer them. We have some
superb panelists and superb speakers who have devoted significant parts
of their careers to addressing these issues. I will now introduce Frank
Miller, who is going to be the first speaker. Frank is going to speak
to the issue of deception and to the issue of autonomy. His
presentation, as you’ll see, is captioned “Deception, Respect for
Persons, and Informed Consent.”

Frank i1s the Head of Clinical Research in the Department of
Clinical Bio-Ethics at NIH. He is also a Special Expert at NIH's
Intramural Research Program. His principal current research interest is
examination of the ethical issues in clinical research, including
placebo-controlled trials, placebo surgery, use of deception in
psychiatric research, and the ways in which clinical research differs
from medical care. He serves on the IRB of the Intramural Research
Program for NIH and the Ethics Committee for the Clinical Center at NIH.
He also co-leads a seminar for psych research fellows on ethical issues
in psychiatric research and coordinates bio-ethic seminars for first-
year fellows at the Department of Clinical Bio-Ethics. From 1990 to
1998, he was on the faculty of UVA, where he taught courses in bio-
ethics. He has published numerous articles in the area. He is a fellow
at the Hastings Center, a faculty affiliate at the Kennedy Institute of
Ethics, and an Associate Professor of Public Health in the Division of
Medical Ethics at the Department of Public Health Medical College. He
received his PhD in philosophy from Columbia. So with that, I’1l1l turn

it over to Frank.
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PRESENTATION BY DR. FRANKLIN G. MILLER, “DECEPTION, RESPECT FOR PERSONS,
AND INFORMED CONSENT”

It’s a pleasure and a privilege to be here today to talk with you
about deception. I'm going to be talking about deception in research
mainly from the perspective of the principle of respect for persons or,
more specifically, the tension between the need to promote scientific
validity in research and respect for persons. I work for the federal
government, so I need to tell you that these are my views, not the views

of the government.

Disclaimer

» The views presented are mine and do not
reflect the position or policy of the National
Institutes of Health, the Public Health
Service, or the Department of Health and
Human Services.

Figure 2.1
Disclaimer
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Overview

Outline nature of deception

Discuss why deception matters ethically
Present “authorized deception” approach
Pose queries about deceptive research

Recommend standards for discussing
deception and safeguards in published
articles.

Figure 2.2
Overview

What I'm going to try to do this morning is to outline briefly the
nature of deception in research, to discuss why deception matters from
an ethical point of view, and to present what my colleagues and I call
the Authorized Deception Approach to Deceptive Research. Then I'm going
to pose a series of questions, hopefully to stimulate discussion about
deceptive research. And then, finally, I'm going to touch briefly on
some of the standards I think we need for discussing deception and the

use of safeguards for deception in published articles.



Use of Deception

« Deception is frequent in psychology,
neuroscience, and behavioral research.

» Purpose of deception is to promote
scientific validity: obtain unbiased data
about attitudes and behavior.

Figure 2.3
Use of Deception

Deception, as you all know, is quite frequent in psychological
research, in neuroscience and social and behavioral research. And the
purpose is to promote scientific validity, to obtain unbiased data about
attitudes and behavior. 1In a wide range of aspects of human behavior,
if subjects know the nature of the research, what the researchers are
trying to find out, this could promote biased responses, which deviate
from the truth. Hence, the use of deception. That sets up the basic
conundrum of deceptive research, which is the tension between scientific

validity and respect for persons.



What is Deception?

 Deliberately misleading communication
about purpose or nature of research

» Deception in research needs to be seen
against the background of a prima facie
duty of truthful disclosure (transparency)
and consent.

Figure 2.4
What is Deception?

It’s not entirely clear exactly what deception is or, more
specifically, what counts as deception and what doesn’t. I propose, as
a working definition, that deception is deliberately misleading
communication about the purpose or the nature of research, where
communication should be understood broadly, not just as verbal
communication. Because we'’re talking about deception in research, we
need to look at it against a background of an obligation of truthful
disclosure or transparency, and of consent. I thought it might be
helpful to suggest a typology that illustrates some of the various forms

of deception that you find in research.



Typology of Deception

» Misleading disclosure

— Lack of accurate disclosure by withholding
specific information about research

— Misinforming subjects about the research
— Distinct from disclosed concealment in
double-blind placebo-controlled trials

» Fake or rigged instruments or procedures

Figure 2.5
Typology of Deception

First, and probably foremost, is misleading disclosure. The most
benign form would be the lack of accurate disclosure about the research
by withholding specific information about it. Very often there will be
a vague description of the purpose of the research, say in an informed
consent document, which doesn’t state specifically what the research is
about. Somewhat more problematically, there can be deliberate
misinforming of subjects about the nature of the research. I think it’s
helpful to see that these two forms are distinct from the type of
disclosed concealment that you have in the double-blind controlled
trial. Because there, subjects are told that neither they nor the
investigators will know what treatment a subject receives. Thus,
there’s concealment, but there isn’t deception, at least in the sense of
misleading communication about what’s going to go on in the research.

Secondly, there can be faked or rigged instruments or procedures;
going back to the famous Milgram experiment, the fake shock generator

would be an example of that.
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Typology of Deception

» Misleading play-acting in experimental
design: researcher, confederates

« Covert procedures: e.g. observation
behind one-way mirror

« Covert research
— Undercover observation
— Staged experiment in public place

Figure 2.6
Typology of Deception (cont’d)

Thirdly, the researchers or other members of the research team can
play misleading roles. Play-acting is a part of experimental design.
Fourthly, there could be covert procedures—for example, observation
behind a one-way mirror. Actually, both of these forms were also
present in the Milgram experiment. And, then, there can be more purely
covert research, undercover observation, or a staged experiment in a

public place.
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Irony of Deception in Science

e Science aims to learn and communicate
the truth.

« Research may require deception to learn
the truth about attitudes, motivations, and
beliefs and their effects on behavior.

* If so, then the end of learning the truth is
pursued by the means of untruth.

Figure 2.7
Irony of Deception in Science

I think there’s a certain irony about deception in science because
science aims to learn and communicate the truth, whereas research may
require deception to learn the truth about attitudes or motivations or
beliefs and their effects on behavior. If so, then this aim of learning
the truth is going to be pursued by the means of untruth. And I think
scientists should be given pause by the use of deception given their

commit