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Abstract

TheREDUCEdevelopmentandsupporteffort is spreadacrosssev-
eral countries,andsomeof the peopleinvolved do mostof their
REDUCEwork on machinesthatdo not have high speed,reliable
andcheapInternetaccess— sometimescomputersat their homes
thatusedial-uplinks. Exploiting REDUCE’s portability, develop-
ersusemany differentkinds of computer, andin particularsome
useUnix systemswhile othersarebasedon Windows. At times
Macintoshesandothersystemshave alsobeenrelevant. Thereare
two differentLisp systemsused,whichgivedifferenttrade-offs be-
tweenspeed,spaceand portability and so suit different circum-
stances.Giventhisdiversityit hasnotalwaysbeeneasyin thepast
to achieve theapparentlysimpleidealof makingit easyfor all the
developersto be assuredthat they have a fully up-to-dateset of
fileson theirmachines.Experienceovernumbersof yearshave re-
peatedlyuncoverednew failure-modesfor systemdistribution and
we have beenregularly remindedthat theidealof fastandreliable
networkscannotbeassumedavailableacrossasufficiently diverse
communityof users. We have thereforedevelopedtools that use
the Internetto allow remotesitesto keepin stepwith the various
placeswheremastercopiesof partsof REDUCE-relatedmaterial
live. We concentrateon using the HTTP protocol,sincesupport
for that,bothonserversandclients,is mostgenerallyavailableand
leastdisruptedby firewallsandothersecuritymeasures.Partof the
intentof theproceduresweuseis thatupdatingcanusuallyhappen
at a fairly fine level of granularity. If an attemptto updatea local
copy is disruptedby temporarynetwork failure,a secondattempt
will smoothlycontinuefrom wheretheprevioustry failed.As well
asautomatingthe fetchingof datawe have associatedscriptsthat
performminimal reconstructionof local REDUCEbinariesto ac-
countfor whatever changeshavebeendownloaded.Thusfrom the
user’s perspective the whole processof updatingtheir systembe-
comesvery simpleindeed.Theprocedurealsosupportstheinitial
installationof a REDUCE developmenttree at a fresh site — a
smallsetof managementtoolshasto befetchedandinstalledman-
ually, but after that they will “update”an initially emptyfilespace
until thewholesystemis fully in place.

1 Introduction

The work reportedhererepresentsone of a numberof ways in
which theREDUCEalgebrasystemis evolving to take advantage
of therecentexplosive growth of theWorld Wide Web. Although
fuller detailsof otherWeb-relatedREDUCEprojectswill appear
elsewhere,wepresentabrief outlineof someof themhereto show
how we areexploring waysof makingall aspectsof REDUCE’s
development,distribution, supportandusefit into emerging net-

work paradigms.Our first concernhasbeenwith usingthe Web
to distribute andupdatesourcecodein the form requiredby de-
velopersandtestersof thesystem.Concentratingon theREDUCE
developerskeepsthecommunityinvolved in our experimentsrea-
sonablysmallinitially, andkeepingtheirsourcecodein stepavoids
at leastsomeof the problemsassociatedwith the wide rangeof
computerarchitecturesonwhichREDUCEruns.Previouswaysof
organizingtheREDUCEcollaborationhadhaddifficulty support-
ing groupmemberswhoseactiveinvolvementwasirregular, orwho
did not have fastandreliablenetwork links to themaincomputer
usedin this work, andeven-handedsupportfor multiple operating
systemsprovedhardto achieve. Thispaperreportsontheorganiza-
tional disciplinesandsoftwaretoolsthatwe have developedto get
aroundtheseproblems.An explicit partof our planninghasbeen
basedon anexpectationthat in thenearfuturemostsoftwarewill
be distributedover networks, anduserswill expectupgradesand
bug fixesto be fetchedandinstalledfor themin an almosttrans-
parentmanner. We expect that the methodologyusedto support
REDUCEdeveloperstodaywill grow into a fuller distributionand
supportschemetomorrow. This will necessarilyincreasethepro-
portion of participantsin our schemewhosenetwork connections
involve low bandwidthlinks. At theotherextremewe expectthat
primecollaboratorswith fastnetwork accesswill increasinglyfind
systemmanagersin theirinstitutionsinstallingmoreandmoreelab-
oratefirewall facilitiesandlimiting full accessto their systemsto
just locally registeredusersto improve institutionalsecurity.

As a possibleadditionalcomponentin this strategy, oneof the
Lisp systemsuseto supportREDUCE[7] providesanarchitecture
independentbyte-coderepresentationfor REDUCEprograms,and
a project[1] is underway to supportfetchingsuchcompiledcode
acrossnetwork links andinstalling it directly into a runningcopy
of REDUCE.In addition,it will provide a “just-in time” compiler
(c.f. Kaffe1, which doesa similar job for Java) that will validate
downloadedbytecodestreamsandthencompile theminto native
codefor thecomputerbeingused.Evenif sucha just-in-timecom-
piler is not providedfor every architecturethatREDUCErunson,
overall systemfunctionality will not be lost sincebytecodescan
alwaysbeinterpreted(asthey areat present).

In this paperwe concentrateon the supportof the distributed
developmentof REDUCE.An initial andobviousconcernis to en-
surethat eachparticipatingsite is able to maintainan up-to-date
mirror of themasterREDUCEdevelopmenttree. This apparently
trivial problemis one that hascausedan unexpectedamountof
practicaldifficulty over the years. To clarify this, we shall there-
fore startby sketchingthe history of the distribution mechanisms
thathave beenusedwith REDUCEanddocumentingsomeof the
frustrationthatarosewith earlierschemes.

1http://www.tjwassoc.demon.co.uk/kaffe/kaffe.htm
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2 Previous Methods for Updating REDUCE

Sinceits first distributionin 1968,mostusersof REDUCEhavere-
ceivedtheir initial copy of REDUCEontape,floppy disksor other
transportablemedia. Updateshave thenmadeavailableat infre-
quentintervals, usuallyaboutevery eighteenmonths. In between
full releasesnumerouschangesto thecodewill bemade,reflecting
additionalfeatures,new packages,andinevitably, bug fixes. Over
the years,variousmechanismshave beenusedto bridge the gap
betweenreleasessothatuserscouldhaverelatively up-to-datesoft-
ware. This is anareawherecomputernetworking provedto bean
importanttool. An obviouscandidatein thisregardwasFTP. How-
ever, whenourdistributeddevelopmentprojectfirst begun,mostof
theREDUCEusercommunitydid not have accessto this service,
sincemany werenotdirectlyconnectedto theInternetor its prede-
cessors.Specificallyin anumberof institutionsasinglespecialma-
chinewasprovidedwith externalnetwork accessbut filespaceand
computingpower on that systemcould be seriouslyconstrained.
As a result,changeswereinitially distributedwherepossibleby e-
mail, whichcouldmoreoftenbedelivereddirectly to themainma-
chineoneof the collaboratorsused.TheNetlib system[2], which
automaticallyprocessese-mail requeststhatarrive at a server and
repliesto thesenderwith acopy of therequestedfile, wasadistinct
improvementin this regard. This enabledthe REDUCEcommu-
nity over thepastdecadeto obtainupdateswhenthey wantedthem,
ratherthandependonautomaticmailingsthatwerehardto track.

Theadventof gopherserverson theInternetprovidedaneven
moreconvenientmeansof accessthanNetlib, sinceit wasmuch
easierto browsethe availablematerialanddownloadany needed
items. Again, like many others,theREDUCEcommunityquickly
madeuseof this facility.

In spiteof theseadvances,systemmaintenancewasstill a fairly
difficult task. A userpicking up a new or updatedpackagehadto
install it by runningascriptafterinstallingtheobtainedfiles in the
appropriateplaces.In addition,it wasnotpossibleto put complete
versionsof thecoresystempackagesonapubliclyaccessibleserver
andstill maintaincontrolover thedistribution of thesoftware. To
resolve this problem,we developeda “patch” protocola few years
agothatenabledindividual proceduresanywherein thesystemto
be redefinedin a singlefile. Userscould either receive updated
versionsof this file by e-mailor collect it from thegopherserver,
andby runninga scriptthey couldthenbring their executablefiles
up to date. Sincetheupdatingwasbasedon theoriginal released
version,therewas no problemwith synchronizationof codeand
little needto worry aboutwho could gain accessto the patches.
While for someusersthisworkedwell, theneedto carryoutseveral
manualstepsto install theupdateresultedin many usersnot taking
advantageof thecapability.

Independentof thisgeneraldistribution,anotherversionof RE-
DUCE hadbeenmadeavailableto a small groupintimately con-
nectedwith its development.This developmentversionwasstruc-
tureddifferently from the standarddistribution. In the latter, the
sourcecodewasorganizedin files thatdefinepackages. Theseen-
compasseda relatively completecapability, suchasintegration,or
the solutionof variousclassesof equations.Eachfile contained
smallerunitscalledmodulesthatdefinesub-taskswithin thatcapa-
bility. For thereleaseversionthislarge-granularitystructurehelped
REDUCE run on (now historical) systemsthat lacked hierarchi-
cal file systemsor which hadseverelimits on the numberof files
thatcould exist in any onedirectory. In thedevelopmentversion,
the modulesare themselves independentfiles, and eachpackage
is thusnaturallystoredin a separatedirectory. To facilitate their
maintenance,eachmoduleis constructedsothatit is independently
compilable. Necessarydeclarations,macrosand so on, that ap-
ply acrossthewholepackage,arecontainedin a modulewith the

samenameasthepackage.For example,thesolve packagecon-
tainseightmodules.As we just mentioned,thefirst hasthesame
name(solve) asthepackage.Theothersevenmodules(solve1,
ppsoln, solvelnr, glsolve, solvealg, solvetab, and
quartic) eachtakecareof aparticularcasein theoverallsolving
process.In general,suchmodulesarea few hundredlinesof code,
andcompileinto theorderof afew tensof kilobytesof objectcode.
As aresult,evenona loadednetwork, it is a fairly efficientprocess
to downloadcodefor anindividual modulefrom a server, whereas
acompletepackagerequiresmuchmoretime.

To keepthe variouscopiesof this software in step,develop-
ers senttheir updatedsourcecodeto a centralrepository, main-
tainedat RAND. Oncea week,a Unix shar file was produced
from this repositorycontainingall files that hadchangedor been
createdsincethepreviousshar, ande-mailedto membersof thede-
velopmentgroup. Thoseindividualswerethenexpectedto install
thesechangedfiles on their machines,compilethem,andthenre-
build theexecutableimageif any codein that imagehadchanged.
Althoughsomestepsof thisprocesscouldbeautomated,it still re-
quiredsomework to keepasystemup-to-date.Also, if onedid not
installeveryupdate,thesystemwasnot longercompatiblewith the
codeusedby the restof the community. Finally, the protocoldid
not provide for thedeletionof files asopposedto their creationor
updating,andrequiredspecialhandlingfor binaryfiles,sincethey
neededto beencodedfor e-mailtransmission.

This protocolworked well for thosedeveloperswho received
their mail on a Unix systemandbuilt andtestedREDUCEon the
samemachine,andwheretheir work on REDUCEwasa central
andconsistentpart of their main week-by-weekwork. However,
it wasmuchlesscomfortablefor peoplewhosework on REDUCE
wasmoresporadic,or who did that work on lesswell-connected
machines.And againstall reasonableexpectationseven into 1999
therehasbeenconsistentexperienceof unreliablee-mail commu-
nicationbetweensomepairsof relevantsites.

When the World Wide Web burst on the scene,we therefore
decidedto designanew modelfor thedistributionof thissoftware,
which, by capitalizingon the Web’s functionality, could address
the problemsin the processdescribedabove: specificallyit could
be basedon “pull” ratherthan“push” technology, it would allow
for unreliablelinks by validatingthecompleteREDUCEfilesetand
supportingretriesafterany network or otherfailure. It would cope
with file deletionanddirectoryre-structuringaswell asjustsimple
updates,andtheentireprocessshouldbeasautomatedaspossible
acrossmultipleplatforms.

3 Structure of the New Model

Thetechniqueswedescribeherearemoregeneralthanthespecific
caseof maintainingthe REDUCEdevelopmentsystem.They are
intendedto makeit easierto keepsetsof filesatseveralsitesin step,
while keepingthevolumeof traffic betweenthemundercontrol. It
alsogives the remotesitesthe opportunityto initiate the process
of gettingthemselvesinto exactagreementwith themastersitere-
gardlessof how longit mayhavebeensincethey lastdid so.Thusa
developercanleavethelocalcopy of theREDUCEsystemstaticfor
a while, providing completestability while somenew experimen-
tal pieceof codeis tested,andthengetbackinto stepagainwhen
thetimecomesfor integratingtheirnew codewith thefull system.
Mirror sitesof softwarerepositoriessolveasimilarproblemby us-
ing time-stampsto trackwhenfileschange,andFTPasa transport
mechanism.We hadhowever experienceover severalyearsof sit-
uationswherefragmentsof REDUCEcodewere shippedacross
routesthat involved several intermediatecomputersandeventual
transferon floppy discs.Thatcombinedwith individual machines
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with unreliablysetclocksandtime-zonemuddleshadleft usdisen-
chanted� with solutionsbasedsolely on time-stamps:they canget
lostor corruptedtooeasily. Wealsoconsideredtheuseof FTPun-
satisfactory. Thereweretwo reasonsfor this: the first was(once
again)theproblemof machinesnot fully connectedto themainin-
ternationalnetworks,while thesecondwasbecausebothof our in-
stitutions(andin factmany othersworld-wide)areconfiguredwith
quite elaboratefirewall systemsthat meanthat anonymousFTP
areasarefrowneduponby systemmanagers,while creatingsuit-
ablenon-anonymousaccountsfor collaboratorscanbeevenharder.
Schemesthat would be ideal for useby the managersof archive
sitesdid notfit theflexible, informalandchangingstructureneeded
to supportamodestsizeresearchanddevelopmentgroup.

Wearrangedthefiles to bedistributedsothey all livedtogether
in one(or a small numberof) directoriestogetherwith the asso-
ciatedsub-directories.A few extra control files then live in the
root of sucha directorytreeandspecifyoptionsandrecordstatus
information. Differentsiteswill hold mastercopiesof variousof
thesedirectories,andthe objective is that oneor moreslave sites
canbe assuredof having an exactcopy of thecompleteset. Nor-
mally, sendingupdatesinvolvesa transactioninitiatedat theslave
site(i.e.,a“pull” process),andin its simplestform thiswill only in-
volve readoperationson Webpagespublishedby themastersites.
At presentfor this sort of developmentprojectwe arecontentto
rely on eitherHTTP’s basicauthentication(which usespasswords
but doesnot provide high security)or webserver facilitiesthatre-
strict accessto pagesto siteswhoseaddressesarelistedin aserver
configurationfile. It is clearthat moresensitive codewould pro-
tectingwith encryptedlinks; weseetheproblemsinvolvedasmore
in politicsandregulationsthanin thetechnology.

Mastersitesneedto run periodicmaintenancetasksto keepin-
dex andstatusinformationontheirserversupto date,but thewhole
schemeinvolvesthe leastpossibleconflict with institutionalsecu-
rity policies.Of coursein caseswherepartnersareableto establish
suitablelocal accountsit becomespossiblefor a mastersiteto ini-
tiatetheupdatingprocess.

The updateprocessis intendedto supportmultiple platforms,
and,in theextremecase,becompletelyplatformindependent.This
meanswe arenot limiting ourselvesto Unix workstationsoperat-
ing overreliable,high-bandwidth,localnetworks. In particular, the
modelmustbeableto handleMacintosh,MS-DOS,andWindows
file conventionsaswell asUnix, andwill acceptthattransfersmay
belimited to exchangesover noisychannelsof low bandwidthand
high latency that aresubjectto interruption,includingdialup and
wirelesslinks. Onceagainwe are very aware of both the ideal
of high-reliability high-bandwidthnetworks, andof the bestcase
performancewe have experienced,but we have alsoobserved that
bothof our institution’sserversareoccasionallyoff-line withoutus
having seenadvancenoticeof this,andthatbothnationalandinter-
nationalnetworkscansometimessaturateto a level wherefetching
even a few kilobytesof materialis difficult. As well asallowing
for ways in which currentacademicnetwork connectionsdo not
alwayslive up to their ideal,we werekeento look forward to the
supportof increasingnumbersof peopleinterestedin REDUCE
but linking to updateservicesvia dial-uplinks from theirhomesor
offices.

The directorystructureof the REDUCEdevelopmenttreere-
flectsthevariouscomponentsof thesoftwaredistribution, suchas
source,documentation,test files, and so on. SinceREDUCE is
basedon Lisp, the necessaryLisp supportis alsoincludedin an-
othersub-directory. Onespecialfeatureis that two differentLisps
canbe used,namelyCSL (CodemistStandardLisp)[7] andPSL
(PortableStandardLisp)[4]. Both of theseLispsarebasedon the
StandardLisp model[5] first introduced(mainly for thesupportof
REDUCE)nearlythirty yearsago.In addition,theLisp supportfor

executionvariesfrom platformto platform. As a result,thestruc-
tureof the lisp sub-directoryreflectsbothLisp andplatformtype.
SinceeachseparateLisp/platformpaircanbekeptin aseparatedi-
rectory, it is possibleto usethesameoverallREDUCEtreefor any
supportedoption. In otherwords,oncecommonfiles have been
downloaded,it is only necessaryto download the relevant Lisp
codeto supporta new platform. The two differentLisp systems
providea usefulillustrationof theneedfor masterversionsof files
to live in a numberof differentplaces: it is both naturalfor the
prime supportfor eachLisp systemto be conductedby a differ-
entgroupfrom thatwhich looksafter thecoreof thealgebrasys-
tem. Whenexecutablebinariesareprovided for several different
machinearchitecturesthesewill mostnaturallybebuilt andhence
masteredon differentcomputers.Thesameissuesarisewith some
of theindividualREDUCEalgebraicpackages.

4 Structure of the Support Code

Our supportcodehastwo majorparts.Thefirst is concernedwith
fetchingfiles anddirectories,thesecondwith performingminimal
re-compilationto REDUCEwhenpartsof its sourcechange.

We startedwith codeto fetcha file from a Webor FTPserver.
A Perl script by J. Friedl calledwebget2 was selectedfor this
purpose.Lateron, to meetour particularneeds,we implemented
an adaptationof this in C. (Thereare otherutilities with similar
capabilities,suchaswget3, which is alsowritten in C. Regardless
of thelanguagethey areimplementedin, versionsusingtheHTTP
andFTPprotocolsarenotespeciallyhardto implement).

As mentionedearlier, wewerenotcomfortablewith usingtime-
stampsto trackwhenfiles changed.Updatesbasedon just version
numberinformationwould not protectagainstaccidentalcorrup-
tion of files or ill-disciplined editing. We thereforeconcludedthat
we should identify versionsof files using checksums.Thus we
neededthe capability, which hasbeenencapsulatedin a C utility
xport4, to build a list thatcontainsthenameof eachfile anddi-
rectoryat any level in the treein which it is called,togetherwith
its checksum.This list is storedin acontrolfile xport.chk. De-
spitenot usingtime-stampsto controldownloadingwealsorecord
themin xport.chk so we cangive a slave file the sametime-
stampasthemasterfile. A configurationfile canbeusedto indicate
which files shouldbeprocessedin text andwhich in binarymode
and to allow mixed casefilenamesto be publishedeven on plat-
formswherethebasicfile systemis mono-case.To copewith large
filesetsthecataloginformationdescribedabove is storedasa base
version(whichshouldchangeonly rarely)andwhatis expectedto
be a muchsmallerfile of increments,so to checkstatusa remote
sitenormallyjustneedsto fetchthissmallincrementreport.

Thereis supportfor connectingto a remotemastersiteandin-
terrogatinga file list there,andtheneitherreportinghow thelocal
directorydiffersfrom themasteroneor downloadingfiles to bring
therelevantfiles at theslave sitein synchwith thoseat themaster
site. To usethe “fetch” mode,xport needsto know theURL of
themastersite. It is alsoconvenientto directit to ignorefiles with
certainclassesof names(e.g. thoseassociatedwith backupcopies
of editedfiles). Theownerof a mastersiteplacesthis information,
togetherwith variousotheradministrativedirectives,in afile called
xport.pat.

The xport utility can computechecksumsand resettime-
stampswhile fetchingfiles,but for testingpurposeswealsoneeded
stand-aloneprograms(checksum andtstamp) to performthese

2http://www.cpam.org/modules/by-authors/Jeffrey Friedl
3http://sunsite.auc.dk/ftp/pub/infosystems/wget/
4http://gauguin.trin.cam.ac.uk/util/xport.exe
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operations.Of course,hadweonly beenconcernedwith Unix sys-
temswe would have beenable to useUnix-standardutilities for
these— but againour desirefor a platform independentsolution
ledusto collector build ourown setof tools.

The above utilities, being codedin C, needto be distributed
manuallyto eachparticipantin our collaboration.In mostcasesit
will beeasyto provide pre-compiledbinaries.However, thecode
hasbeenwritten in a conservative manner, so we expect that its
adaptationto any new platforms(providedthaysupportnetwork ac-
cess)will notbeaproblem.If wewerestartingtheprojectnow, we
might have consideredusingJava ratherthanC to give usportable
codewell-suitedfor network applications.

With theabove utilities available,thecodethatarrangedto re-
build REDUCEcouldbewrittenasarelativelystraightforwardPerl
script. This first checksthat theLisp, platformtype,andtheloca-
tion of theREDUCEdirectoryhave beenpassedasarguments,or
otherwisepromptsthe user. It thendownloadsall necessaryfiles
by iteratingthroughalist of URLsdefiningwheretherelevantfiles
are,startingwith theutilities describedearlierin thissection.These
URL-basedfilesetsaremutuallyexclusive, so thereis no problem
with the order in which the files are loaded. Information defin-
ing the relevant filesetsis containedin thexport-producedfiles
includedin thedirectorydefinedby eachURL. By comparinga lo-
cally constructedxport.chk file with the versionfetchedfrom
a mastersite it is easyto identify the exact setof files that have
changedandhenceonly fetchtheminimumamountof information
thatis needed.

Early versionsof this scriptworkedwell whentheInternetop-
eratedwithout error. However, we quickly discoveredthat even
in ideal circumstances(wheremasterandslave machineswereat
thesamesite),network delayscouldbesufficiently severethat the
fetchof a file wasaborteddueto time-outs.Consequently, it was
necessaryto modify the codeso that it recoveredmore robustly
from suchtimeouts. It was importantto recognizethoughthat,
apartfrom a catastrophicproblemsuchasa failure to obtainsay
thechecksumfile, thedownloadcouldcontinueon otherfiles even
whenonefailed. Onceall files hadbeenchecked, the script then
abortedif any downloadingfailuresoccurred,requiringtheuserto
runit againto completetheinstallation.It wouldclearlybefeasible
to make thescriptautomateperiodicretriesof fetchesthatfail, but
at presentwe considerit betterto make theuserdo this manually
by startingthewholescriptafresh.

Oncethescripthasdeterminedthatall files in theslavesystem
matchthoseon themasters,it builds theREDUCEexecutable.For
CSL,thisrequirescompilinganANSI C-basedLisp kernel(at least
if any of theC sourcesof CSLhavebeenchanged),andthenletting
CSL itself compile the REDUCEcode. For PSL, a basicset of
executablesfor thegivenmachineplatformareplacedontheserver,
but againoncethosehave beendownloaded,individual REDUCE
modulescanbere-compiledlocally. Usershave hadlittle trouble
with thesesteps,sincethey wereall startingfrom thesamefileset,
whichpresumablyhadbeencheckedat themastersitefor integrity.

5 Security and Reliability

Initially, we controlledaccessto REDUCEdevelopmentmaterial
by usingoneof the standardcontrol methodspresentin our Web
servers,namelythataccessto therelevantdocumentswasonlypos-
siblefrom clientmachinesthathavebeenregistered.Dependingon
theexactwayaWebserverhasbeensetup,changingsuchpermis-
sionsmay be assimpleasalteringa configurationfile in a user’s
own filespace.However, even if centrallymanagedconfiguration
files needadjusting,we have found that this is handledsmoothly
by our administrations.Thedegreeof protectionthat is supported

in this way is, of course,ratherweak. However if we wereseri-
ously concernedwe could arrangethat we only placedencrypted
files on the serversandthat we thenonly provided the associated
decryptionkeys to membersof ourdevelopmentgroup.Weintend,
in thefuture,to extendthexport utility so thataswell asupdat-
ing a mirror site in its currentplain-text form it canbe usedby a
publisherto bring a publically accessiblewebsiteup to datewith
the encryptedforms of a setof files, and to allow a remoteuser
whohasthecorrectkey to fetchfrom thissiteandfind thedecoded
versionsinstalledon theirmachine.

Oneproblemwith usinganaccessmethodbasedon registered
machinesis that theexistenceof firewalls andproxy servers,plus
thefactthatmostof our developersusea varietyof machines,can
causeaccessproblems. The alternative of controlling accessby
meansof anid/passwordpairis in facteasierto administeralthough
it maybelesssecure.Wearenow testingthismethodaswell.

A secondsecurityconcernis that of files damagedin transit,
and henceable to wreck REDUCE if installedinto a previously
working system.Werely on our checksumsto provideverification
of correctandcompletedownloadingaswell asto identify when
downloadingis neededat all.

A final securityissueinvolvesthehypotheticalcaseof a rogue
site settingup as an apparentREDUCE mastersite and spread-
ing unwanted or unauthorizedcode acrossthe Web. Several
of theseconcernscould be addressedby usingcryptographically
strongchecksumsandby applyingdigital signaturesto at leastour
xport.chk files, but to datewe have not felt the needto apply
suchcarefulcontrols.Weareconfidentthatassuchissuesbecome
importantto developmentgroupssuchasour own, it will be pos-
sibleto exploit someof thehighqualityWebsecuritymechanisms
that arebeingdevelopedto supportelectroniccommerce.These
shouldprovideuswith all thetoolsweneedto controlbothaccess
to andauthenticationof all thecodewedistribute.

6 Relationship to previous projects

Therehave beenseveral systemsin thepastbuilt for network dis-
tribution of software. Oneof the mostwell-known is therdist
systemavailableaspartof theBerkeley Unix distribution. Rdist
“pushes”files to its clients, usually on a regular schedulein or-
der to keepfiles on a local network in synch. An approachcloser
to ours is usedby coda5, in which a mastersourcetree is kept
on a server host,andclient hostsrun coda to get themselves in
syncwith theserver. Theapproachtaken requiressignificantsys-
tem administratoraction to setup, suchasmodificationsto files
like/etc/services and/etc/inetd.conf onaUnix ma-
chine,anddoesnot authenticatetheretrievedfiles. Our inspection
of their readme file alsoleadsus to believe thatcoda supports
fewer architecturesthenwe do. It also requiresa userto log in
to the server beforeany files aresent. Our approachrequiresno
systemadministrative actionsonaclientmachine.

7 Future plans

Our experiencesofar with themodelwe have describedhasbeen
quite positive. A group of usersspreadacrossthreecontinents,
andwith varyingqualitiesof Internetconnection,havebeenableto
keepa large body of codein synchwith eachother. In the worst
case,it can take asmuchas threeor four hoursto download the
whole REDUCEtreefrom scratch(about20 Mbytes). However,
oncethis is done,future updatestake only a few minutes,since
relatively few filesareinvolved.

5http://escher.usr.dsi.unimi.it/hpux/Sysadmin/coda-2.0
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Now that we have achieved our initial goals,we seeseveral
ways in which the efficiency and integrity of the processcanbe
improved.

Whenan individual file in theREDUCEsourcesis very large
a changeto it, however small, leadsto a large downloadcost. In
thepreviousstandarddistributionof REDUCE,which,aswenoted
earlier, usessourcefiles to representpackagesthat are a collec-
tion of modulesthiswouldhavearisenquitecommonly:individual
packagefiles wereoftenaslargeas100kilobytes,andit would in-
efficient to updatethe whole file if only a few lines areaffected.
A similar problemarisesin thecurrentsystemwith pre-built Win-
dowshelpfilesandgnu-infodocumentationfor REDUCE,andwith
any binary executableor imagefiles that needdistribution6. To
supportthe few largefiles we will alwayshave in a completeRE-
DUCE tree,we areinvestigatingthersync7 programof Trigdell
andMackerras,which is designedto do justwhatwewant;namely
to updatea file on onemachineto be identicalto a file on another
machinein a low-bandwidthenvironment.Their approachdivides
a given file into sections,with a checksumfor eachsection.This
fits nicely with our approach.However rsync involvesrunning
its own server on a publishingsite in a way that is not permitted
by somenetwork administrators,andso we arenot in a position
to useit directly. Thuswe needto designanextensionto xport
thatachievesasmuchof thesamebehavior wecangivenjustdumb
servers. We expect that if a first attemptto downloada large file
fails partway through,but theincompletelyfetchedpart is left in-
stalledon a slave site,rsync-like behaviour will allow the fetch
to continuefrom closeto whereit hadbeeninterrupted.

If or perhapswhenwefind thatall siteswhomaywishto main-
tain partsof REDUCEbecomeable to supportcgi-bin scriptsor
someotherserver-sidecomputationwecanbothupdatetheseplans
for copingwith largefiles andalsosharplyimproveon security.

8 Conclusion

Whenwe startedon this work we tried a numberof experiments
usingWeb servicesto move files betweenvarioussites. We tried
transfersat varioustimesof day within the USA, within Europe
andtrans-Atlantic.Thevariationin performanceseemedveryhard
to predict,andcould rangefrom a comfortablestatewheremulti-
megabytefilescouldtravel from Californiato Germany andbackat
sometimesthroughto occasionswhereattemptsto fetchjusta few
kilobytesof text stalledandeventuallyfailed with time-outs. We
find thatonoccasionswhennetworksarerunningsmoothlyourau-
tomatedupdateprocesscanfetchandinstall a completeREDUCE
developmenttree on a previously empty computerin an hour or
so. The fact that if a transferis interruptedthe updatecanbe re-
startedwithout any fusshasproved very helpful. Oncea system
hasbeeninstalledthe amountof materialfetchedwhena remote
site asksto be updatedwill dependvery stronglyon how long it
hasbeensincethatsite last ranour scripts.For thosewho refresh
their systemsvery frequentlyit will tendto amountto a few hun-
dredkilobytesperweek(thetypicalbulk of theweeklyshar files
usedpreviously), but thosewho wait longerwill usuallynot seea
vastincreaseon this sinceoften it will bethea compactclusterof
REDUCEmodulesthatarebeingworkedonatany onetimeandso
only thesewill change.As comparedwith theshar distribution
our new modelarrangesthat temporarilyinactive developerssave
bandwidthby not receiving (andnot having to process)multiple
incrementalversionsof rapidly-changingmodules.

6Of coursethemainREDUCEexecutablesareatpresentalwaysre-createdlocally
by thesitethatfetchesfiles

7ftp://samba.anu.edu.au/pub/rsync

Our sectionon future plansshows that the systemaswe now
have it is not yet perfect,but it is alreadyin serviceandhasbeen
behaving fairly well. Our next concernsmustbe to refineit to a
statewhereit canbeusedto supportthewholegeneralREDUCE
community, not just thesmallergroupof developers.
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