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Abstract

TheREDUCEdevelopmentandsupporteffort is spreadacrosser-
eral countries,and someof the peopleinvolved do mostof their
REDUCEwork on machineghatdo not have high speedyeliable
andcheaplnternetaccess— sometimesomputersat their homes
thatusedial-uplinks. Exploiting REDUCES portability, develop-
ersusemary differentkinds of computerandin particularsome
useUnix systemswhile othersare basedon Windows. At times
Macintoshesaindothersystemshave alsobeenrelevant. Thereare
two differentLisp systemsised which give differenttrade-ofs be-
tween speed,spaceand portability and so suit different circum-
stancesGiventhis diversityit hasnot alwaysbeeneasyin thepast
to achieve the apparentlysimpleideal of makingit easyfor all the
developersto be assuredhat they have a fully up-to-dateset of
files ontheirmachinesExperienceover numberf yearshave re-
peatedlyuncorerednew failure-modedor systemdistribution and
we have beenregularly remindedthattheideal of fastandreliable
networkscannotbeassumedvailableacrossa suficiently diverse
communityof users. We have thereforedevelopedtools that use
the Internetto allow remotesitesto keepin stepwith the various
placeswheremastercopiesof partsof REDUCE-relatednaterial
live. We concentrateon usingthe HTTP protocol, sincesupport
for that,bothon senersandclients,is mostgenerallyavailableand
leastdisruptedoy firewalls andothersecuritymeasuresPart of the
intentof theproceduresve useis thatupdatingcanusuallyhappen
at afairly fine level of granularity If anattemptto updatea local
copy is disruptedby temporarynetwork failure, a secondattempt
will smoothlycontinuefrom wherethe previoustry failed. As well
asautomatinghe fetching of datawe have associatedcriptsthat
performminimal reconstructiorof local REDUCEbinariesto ac-
countfor whatever change$ave beendonvnloaded. Thusfrom the
users perspectie the whole processf updatingtheir systembe-
comesvery simpleindeed.The procedurealsosupportsheinitial
installationof a REDUCE developmenttree at a fresh site — a
smallsetof managemertbolshasto befetchedandinstalledman-
ually, but afterthatthey will “update”aninitially emptyfilespace
until thewholesystemis fully in place.

1 Introduction

The work reportedhere representone of a numberof waysin
which the REDUCE algebrasystemis evolving to take adwantage
of the recentexplosive growth of the World Wide Weh Although
fuller detailsof other Web-relatedREDUCE projectswill appear
elsevhere we present brief outline of someof themhereto shav
howv we are exploring ways of makingall aspectof REDUCE'S
development,distribution, supportand usefit into emeging net-

work paradigms.Our first concernhasbeenwith usingthe Web
to distribute and updatesourcecodein the form requiredby de-
velopersandtestersof the system.Concentratingpn the REDUCE
developerskeepsthe communityinvolvedin our experimentsrea-
sonablysmallinitially, andkeepingtheir sourcecodein stepavoids
at leastsomeof the problemsassociatedvith the wide rangeof
computerarchitectureen which REDUCEruns. Previouswaysof
organizingthe REDUCE collaborationhad haddifficulty support-
ing groupmembersvhoseactive involvementwasirregular, orwho
did not have fastandreliable network links to the main computer
usedin this work, andeven-handedupportfor multiple operating
systemgprovedhardto achieve. This papemreportsontheorganiza-
tional disciplinesandsoftwaretoolsthatwe have developedto get
aroundtheseproblems.An explicit partof our planninghasbeen
basedon an expectationthatin the nearfuture mostsoftware will
be distributed over networks, and userswill expectupgradesand
bug fixesto be fetchedandinstalledfor themin an almosttrans-
parentmanner We expectthat the methodologyusedto support
REDUCEdeveloperstodaywill grow into afuller distribution and
supportschemeomorrav. Thiswill necessarilyncreasehe pro-
portion of participantsn our schemewvhosenetwork connections
involve low bandwidthlinks. At the otherextremewe expectthat
prime collaboratorawith fastnetwork acceswill increasinglyfind
systenmanageri theirinstitutionsinstallingmoreandmoreelab-
oratefirewall facilities andlimiting full accesgo their systemgo
justlocally registeredusersto improve institutionalsecurity

As a possibleadditionalcomponentn this stratey, oneof the
Lisp systemauseto supportREDUCE[7 providesan architecture
independenbyte-coderepresentatiofor REDUCEprogramsand
aproject[]] is underway to supportfetchingsuchcompiledcode
acrossetwork links andinstallingit directly into a runningcopy
of REDUCE.In addition,it will provide a “just-in time” compiler
(c.f. Kaffe', which doesa similar job for Java) thatwill validate
downloadedbytecodestreamsand then compile theminto native
codefor thecomputebeingused.Evenif suchajust-in-timecom-
piler is not provided for every architectureahat REDUCErunson,
overall systemfunctionality will not be lost sincebytecodescan
alwaysbeinterpretedasthey areat present).

In this paperwe concentraten the supportof the distributed
developmenibf REDUCE.An initial andobviousconcerristo en-
surethat eachparticipatingsite is able to maintainan up-to-date
mirror of the masterREDUCE developmenttree. This apparently
trivial problemis one that has causedan unexpectedamountof
practicaldifficulty over the years. To clarify this, we shallthere-
fore startby sketchingthe history of the distribution mechanisms
thathave beenusedwith REDUCEanddocumentingsomeof the
frustrationthatarosewith earlierschemes.
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2 PreviousMethodsfor Updating REDUCE

Sinceits first distributionin 1968,mostusersof REDUCEhavere-
ceivedtheirinitial copy of REDUCEontape floppy disksor other
transportablenedia. Updateshave then madeavailable at infre-
quentintenals, usuallyaboutevery eighteermonths. In between
full releasesiumeroushangeso thecodewill bemade reflecting
additionalfeaturesnen packagesandinevitably, bug fixes. Over
the years,variousmechanismiave beenusedto bridge the gap
betweerreleasesothatuserscouldhave relatively up-to-datesoft-
ware. This is anareawherecomputemetworking provedto bean
importanttool. An obviouscandidatén thisregardwasFTP. How-
ever, whenour distributeddevelopmentprojectfirst begun, mostof
the REDUCE usercommunitydid not have accesgo this service,
sincemary werenotdirectly connectedo the Internetor its prede-
cessorsSpecificallyin anumberof institutionsasinglespeciaima-
chinewasprovidedwith externalnetwork accessut filespaceand
computingpower on that systemcould be seriouslyconstrained.
As aresult,changesvereinitially distributedwherepossibleby e-
mail, which couldmoreoftenbedelivereddirectly to the mainma-
chineone of the collaboratoraised. The Netlib system[2, which
automaticallyprocesseg-mailrequestghatarrive at a serer and
repliesto thesendewith acopy of therequestedile, wasadistinct
improvementin this regard. This enabledthe REDUCE commu-
nity overthepastdecadeo obtainupdatesvhenthey wantedthem,
ratherthandepencn automatianailingsthatwerehardto track.

The adwentof gophersenerson the Internetprovided aneven
more cornvenientmeansof accesghan Netlib, sinceit wasmuch
easierto browsethe available materialand dovnload ary needed
items. Again, like mary others,the REDUCE communityquickly
madeuseof this facility.

In spiteof theseadvancessystenmaintenancevasstill afairly
difficult task. A userpicking up a new or updatedpackagehadto
installit by runninga scriptafterinstallingthe obtainedilesin the
appropriatglaces.In addition,it wasnot possibleto putcomplete
versionf thecoresystenpackagesnapublicly accessiblsener
andstill maintaincontrol over the distribution of the software. To
resol\e this problem,we developeda “patch” protocola few years
agothatenabledndividual proceduresarywherein the systemto
be redefinedin a singlefile. Userscould eitherreceie updated
versionsof this file by e-mail or collectit from the gophersener,
andby runninga scriptthey couldthenbring their executabléfiles
up to date. Sincethe updatingwasbasedon the original released
version,therewas no problemwith synchronizatiorof codeand
little needto worry aboutwho could gain accesdo the patches.
While for someuserghisworkedwell, theneedto carryoutseveral
manualstepgo install the updateresultedn mary usersnottaking
adwantageof the capability

Independentf this generabistribution, anothewersionof RE-
DUCE hadbeenmadeavailableto a small groupintimately con-
nectedwith its development.This developmentersion wasstruc-
tured differently from the standarddistribution. In the latter, the
sourcecodewasorganizedn files thatdefinepadkages Theseen-
compassea relatively completecapability suchasintegration,or
the solution of variousclassef equations. Eachfile contained
smallerunits calledmoduleghatdefinesub-tasksvithin thatcapa-
bility. For thereleaseversionthislarge-granularitystructurenelped
REDUCE run on (now historical) systemsthat lacked hierarchi-
cal file systemsor which hadsererelimits on the numberof files
thatcould exist in any onedirectory In the developmentversion,
the modulesare themseles independenfiles, and eachpackage
is thus naturally storedin a separatairectory To facilitate their
maintenancegachmoduleis constructedothatit is independently
compilable. Necessarydeclarationsmacrosand so on, that ap-
ply acrosghe whole packageare containedn a modulewith the

samenameasthe packageFor examplethesol ve packagecon-
tainseightmodules.As we just mentionedthe first hasthe same
name(sol ve) asthepackageTheotherserenmodulegsol vel,
ppsol n, sol vel nr, gl sol ve, sol veal g, sol vet ab, and
quarti c) eachtake careof aparticularcasen theoverall solving
processin general suchmodulesarea few hundredinesof code,
andcompileinto theorderof afew tensof kilobytesof objectcode.
As aresult,evenonaloadednetwork, it is afairly efficientprocess
to downloadcodefor anindividual modulefrom a sener, whereas
acompletepackageequiresmuchmoretime.

To keepthe various copiesof this software in step,develop-
ers senttheir updatedsourcecodeto a centralrepository main-
tainedat RAND. Oncea week, a Unix shar file was produced
from this repositorycontainingall files that had changedor been
createdsincethepreviousshar ande-mailedto memberof thede-
velopmentgroup. Thoseindividualswerethenexpectedto install
thesechangediles on their machinescompilethem,andthenre-
build the executableémageif ary codein thatimagehadchanged.
Althoughsomestepsof this processould beautomatedit still re-
quiredsomework to keepa systenmup-to-date Also, if onedid not
install every updatethe systemwasnotlongercompatiblewith the
codeusedby the restof the community Finally, the protocoldid
not provide for the deletionof files asopposedo their creationor
updating,andrequiredspecialhandlingfor binaryfiles, sincethey
neededo beencodedor e-mailtransmission.

This protocolworked well for thosedeveloperswho receved
their mail on a Unix systemandbuilt andtestedREDUCEon the
samemachine,and wheretheir work on REDUCE was a central
and consistenpart of their main week-by-weekwork. However,
it wasmuchlesscomfortablefor peoplewhosework on REDUCE
was more sporadic,or who did that work on lesswell-connected
machines. And againstall reasonablexpectationsveninto 1999
therehasbeenconsistenexperienceof unreliablee-mail commu-
nicationbetweersomepairsof relevantsites.

Whenthe World Wide Web burst on the scene we therefore
decidedo designanen modelfor thedistribution of this software,
which, by capitalizingon the Web’s functionality could address
the problemsin the procesglescribedabove: specificallyit could
be basedon “pull” ratherthan“push” technology it would allow
for unreliabldinks by validatingthecompleteREDUCEfilesetand
supportingetriesafterary network or otherfailure. It would cope
with file deletionanddirectoryre-structuringaswell asjustsimple
updatesandtheentireprocesshouldbe asautomatedspossible
acrosanultiple platforms.

3 Structureof the New Modédl

Thetechniquesve describeherearemoregenerathanthe specific
caseof maintainingthe REDUCE developmentsystem.They are
intendedo maleit easietto keepsetsof files atseveralsitesin step,
while keepingthe volumeof traffic betweerthemundercontrol. It
also gives the remotesitesthe opportunityto initiate the process
of gettingthemselesinto exactagreementvith the mastersitere-
gardles®f how longit mayhave beensincethey lastdid so. Thusa
developercanleavethelocalcopy of theREDUCEsystenstaticfor
awhile, providing completestability while somenen experimen-
tal pieceof codeis tested.andthengetbackinto stepagainwhen
thetime comedor integratingtheir new codewith thefull system.
Mirror sitesof softwarerepositoriesolve a similar problemby us-
ing time-stampdo trackwhenfiles changeandFTPasatransport
mechanismWe hadhowever experienceover several yearsof sit-
uationswhere fragmentsof REDUCE codewere shippedacross
routesthat involved several intermediatecomputersand eventual
transferon floppy discs. Thatcombinedwith individual machines



with unreliablysetclocksandtime-zonemuddleshadleft usdisen-
chantedwith solutionsbasedsolely on time-stampsthey canget
lostor corruptedoo easily We alsoconsideredheuseof FTPun-
satishctory Thereweretwo reasondor this: the first was (once
again)theproblemof machinesiotfully connectedo the mainin-
ternationahetworks, while the secondvasbecausdothof ourin-
stitutions(andin factmary othersworld-wide)areconfiguredwith
quite elaboratefirewall systemsthat meanthat anorymous FTP
areasarefrownedupon by systemmanagerswhile creatingsuit-
ablenon-anogmousaccountdor collaboratorcanbeevenharder
Schemeghat would be ideal for useby the managerf archive
sitesdid notfit theflexible, informalandchangingstructureneeded
to supportamodestizeresearctanddevelopmentgroup.

We arrangedhefiles to bedistributedsothey all livedtogether
in one (or a small numberof) directoriestogetherwith the asso-
ciatedsub-directories.A few extra control files thenlive in the
root of sucha directorytreeandspecifyoptionsandrecordstatus
information. Differentsiteswill hold mastercopiesof variousof
thesedirectories,andthe objectie is that one or moreslave sites
canbe assuredf having an exactcopy of the completeset. Nor-
mally, sendingupdatednvolvesa transactiorinitiated at the slave
site(i.e.,a“pull” process)andin its simplestform thiswill onlyin-
volve readoperationon Web pagespublishedby the mastersites.
At presentfor this sort of developmentprojectwe are contentto
rely on eitherHTTP’s basicauthenticatior{which usespasswords
but doesnot provide high security)or websener facilitiesthatre-
strictaccesdo pagedo siteswhoseaddressearelistedin asener
configurationfile. It is clearthat more sensitve codewould pro-
tectingwith encryptedinks; we seetheproblemsnvolvedasmore
in politics andregulationsthanin thetechnology

Mastersitesneedto run periodicmaintenancéasksto keepin-
dex andstatusnformationontheirsenersupto date butthewhole
schemednvolvesthe leastpossibleconflict with institutionalsecu-
rity policies.Of coursein casesvherepartnersaareableto establish
suitablelocal accountst becomegpossiblefor a mastersiteto ini-
tiatethe updatingprocess.

The updateprocesss intendedto supportmultiple platforms,
and,in theextremecasepe completelyplatformindependentThis
meanswe arenot limiting oursehesto Unix workstationsoperat-
ing overreliable,high-bandwidthlocal networks. In particular the
modelmustbe ableto handleMacintoshMS-DOS,andWindows
file corventionsaswell asUnix, andwill accepthattransferamay
belimited to exchange®ver noisychannelof low bandwidthand
high lateny that are subjectto interruption,including dialup and
wirelesslinks. Onceagainwe are very aware of both the ideal
of high-reliability high-bandwidthnetworks, and of the bestcase
performanceve have experiencedbut we have alsoobsered that
bothof ourinstitution’s senersareoccasionallyoff-line withoutus
having seeradwancenoticeof this,andthatbothnationalandinter-
nationalnetworks cansometimesaturateo alevel wherefetching
even a few kilobytesof materialis difficult. As well asallowing
for waysin which currentacademianetwork connectionsio not
alwayslive up to their ideal, we werekeento look forward to the
supportof increasingnumbersof peopleinterestedn REDUCE
but linking to updateservicesvia dial-uplinks from theirhomesor
offices.

The directory structureof the REDUCE developmenttreere-
flectsthe variouscomponent®f the softwaredistribution, suchas
source,documentationtestfiles, and so on. Since REDUCE s
basedon Lisp, the necessary.isp supportis alsoincludedin an-
othersub-directory Onespecialfeatureis thattwo differentLisps
canbe used,namely CSL (CodemistStandardLisp)[7] and PSL
(PortableStandardisp)[4]. Both of theseLispsarebasedon the
Standard_isp model[] first introduced(mainly for the supportof
REDUCE)nearlythirty yearsago.In addition,theLisp supportor

executionvariesfrom platformto platform. As aresult,the struc-
ture of the lisp sub-directoryreflectsboth Lisp andplatformtype.
Sinceeachseparaté.isp/platformpair canbekeptin aseparateli-
rectory it is possibleto usethe sameoverall REDUCEtreefor ary
supportedoption. In otherwords, oncecommonfiles have been
downloaded,it is only necessaryto dowvnload the relevant Lisp
codeto supporta new platform. The two differentLisp systems
provide a usefulillustration of the needfor mastewersionsof files
to live in a numberof differentplaces:it is both naturalfor the
prime supportfor eachLisp systemto be conductedby a differ-
entgroupfrom thatwhich looks after the core of the algebrasys-
tem. Whenexecutablebinariesare provided for several different
machinearchitectureshesewill mostnaturallybe built andhence
masterean differentcomputers The sameissuesarisewith some
of theindividual REDUCEalgebraigackages.

4  Structure of the Support Code

Our supportcodehastwo major parts. Thefirst is concernedvith
fetchingfiles anddirectoriesthe secondwith performingminimal
re-compilationto REDUCEwhenpartsof its sourcechange.

We startedwith codeto fetchafile from aWebor FTP sener.
A Perl script by J. Friedl called webget 2 was selectedfor this
purpose.Lateron, to meetour particularneedswe implemented
an adaptationof this in C. (Thereare other utilities with similar
capabilitiessuchaswget 2, whichis alsowrittenin C. Regardless
of thelanguagehey areimplementedn, versionsusingthe HTTP
andFTP protocolsarenot especiallyhardto implement).

As mentioneckarlier we werenotcomfortablewith usingtime-
stampgo trackwhenfiles changed Updateshasedon just version
numberinformationwould not protectagainstaccidentalcorrup-
tion of files or ill-disciplined editing. We thereforeconcludedhat
we shouldidentify versionsof files using checksums. Thus we
neededhe capability which hasbeenencapsulateth a C utility
xpor t 4 to build alist that containsthe nameof eachfile anddi-
rectoryat ary level in thetreein whichiit is called,togethemwith
its checksumThis list is storedin a controlfile xpor t . chk. De-
spitenot usingtime-stampso controldowvnloadingwe alsorecord
themin xport . chk sowe cangive a slave file the sametime-
stampasthemasteffile. A configuratiorfile canbeusedo indicate
which files shouldbe processedh text andwhich in binary mode
andto allow mixed casefilenamesto be publishedeven on plat-
formswherethebasicfile systems mono-caseTo copewith large
filesetsthe cataloginformationdescribecabore is storedasa base
version(which shouldchangeonly rarely) andwhatis expectedo
be a muchsmallerfile of incrementsso to checkstatusa remote
sitenormallyjust needdo fetchthis smallincrementeport.

Thereis supportfor connectingo aremotemastersiteandin-
terrogatingafile list there,andtheneitherreportinghow thelocal
directorydiffersfrom the masteroneor dowvnloadingfiles to bring
therelevantfiles at the slave sitein synchwith thoseat the master
site. To usethe “fetch” mode,xpor t needsto know the URL of
themastersite. It is alsoconvenientto directit to ignorefiles with
certainclasse®f namege.g. thoseassociatedvith backupcopies
of editedfiles). The ownerof a mastersite placesthis information,
togethemith variousotheradministratve directives,in afile called
xport. pat.

The xport utility can computechecksumsand resettime-
stampswhile fetchingfiles, but for testingpurposesve alsoneeded
stand-alon@rogramqchecksumandt st anp) to performthese

ht t p: / / ww. cpam or g/ nodul es/ by- aut hors/ Jef frey Fri edl
Shttp://sunsite.auc. dk/ftp/ pub/infosystens/ wget/
“http://gauguin.trin.camac.uk/util/xport.exe



operationsOf course hadwe only beenconcernedvith Unix sys-
temswe would have beenableto use Unix-standardutilities for
these— but againour desirefor a platformindependensolution
led usto collector build our own setof tools.

The above utilities, being codedin C, needto be distributed
manuallyto eachparticipantin our collaboration.In mostcasest
will be easyto provide pre-compiledbinaries. However, the code
hasbeenwritten in a conserative manney so we expectthatits
adaptatiorio arny new platforms(providedthaysupporinetwork ac-
cesswill notbeaproblem.If we werestartingthe projectnow, we
might have consideredisingJava ratherthanC to give usportable
codewell-suitedfor network applications.

With the above utilities available,the codethatarrangedo re-
build REDUCEcouldbewrittenasarelatively straightforvardPerl
script. This first checksthatthe Lisp, platformtype,andtheloca-
tion of the REDUCE directoryhave beenpassedsargumentsor
otherwisepromptsthe user It thendownloadsall necessaryiles
by iteratingthroughalist of URLs definingwheretherelevantfiles
are,startingwith theutilities describeckarlierin thissection.These
URL-basedilesetsaremutually exclusive, sothereis no problem
with the orderin which the files are loaded. Information defin-
ing the relevantfilesetsis containedn the xpor t -producediles
includedin thedirectorydefinedby eachURL. By comparingalo-
cally constructedkport . chk file with the versionfetchedfrom
a mastersite it is easyto identify the exact setof files that have
changedaindhenceonly fetchthe minimumamountof information
thatis needed.

Early versionsof this scriptworked well whenthe Internetop-
eratedwithout error  However, we quickly discoseredthat even
in ideal circumstance¢wheremasterand slave machinesvere at
the samesite), network delayscould be suficiently severethatthe
fetch of afile wasaborteddueto time-outs. Consequentlyit was
necessaryo modify the codeso that it recovered more robustly
from suchtimeouts. It wasimportantto recognizethoughthat,
apartfrom a catastrophigroblemsuchasa failure to obtainsay
the checksunfile, thedownloadcould continueon otherfiles even
whenonefailed. Onceall files hadbeenchecled, the scriptthen
abortedf ary dovnloadingfailuresoccurredyequiringthe userto
runit againto completetheinstallation.It would clearlybefeasible
to male the scriptautomateperiodicretriesof fetchegshatfail, but
at presentwe considerit betterto make the userdo this manually
by startingthewholescriptafresh.

Oncethe scripthasdeterminedhatall filesin the slave system
matchthoseon the mastersit builds the REDUCEexecutable For
CSL,thisrequirescompilinganANSI C-based.isp kernel(atleast
if ary of theC source®f CSL have beenchanged)andthenletting
CSL itself compile the REDUCE code. For PSL, a basicset of
executablegor thegivenmachineplatformareplacedonthesener,
but againoncethosehave beendowvnloaded,ndividual REDUCE
modulescanbe re-compiledocally. Usershave hadlittle trouble
with thesestepssincethey wereall startingfrom the samefileset,
which presumabljhadbeenchecledatthe mastersitefor integrity.

5 Security and Reliability

Initially, we controlledaccesso REDUCE developmentmaterial
by usingone of the standardcontrol methodspresentin our Web
seners,namelythataccesso therelevantdocumentsvasonly pos-
siblefrom clientmachineghathave beenregistered Dependingn
theexactway a Websener hasbeensetup, changingsuchpermis-
sionsmay be assimpleasalteringa configurationfile in a users
own filespace.However, evenif centrallymanagedonfiguration
files needadjusting,we have found that this is handledsmoothly
by our administrationsThe degreeof protectionthatis supported

in this way is, of courseratherweak. However if we were seri-
ously concernedwve could arrangethat we only placedencrypted
files on the senersandthat we thenonly provided the associated
decryptionkeys to memberof our developmenigroup. We intend,
in the future, to extendthe xpor t utility sothataswell asupdat-
ing a mirror sitein its currentplain-text form it canbe usedby a
publisherto bring a publically accessibleveb site up to datewith
the encryptedforms of a setof files, andto allow a remoteuser
who hasthecorrectkey to fetchfrom this siteandfind the decoded
versiondgnstalledontheir machine.

Oneproblemwith usinganaccessnethodbasedon registered
machineds thatthe existenceof firewalls and proxy seners, plus
the factthatmostof our developersusea variety of machinescan
causeaccesgroblems. The alternatve of controlling accessy
meangf anid/passwerd pairis in facteasieto administemlthough
it maybelesssecureWe arenow testingthis methodaswell.

A secondsecurityconcernis that of files damagedn transit,
and henceableto wreck REDUCE f installedinto a previously
working system We rely on our checksumso provide verification
of correctand completedowvnloadingaswell asto identify when
downloadingis neededatall.

A final securityissueinvolvesthe hypotheticalkcaseof arogue
site settingup as an apparentREDUCE mastersite and spread-
ing unwanted or unauthorizedcode acrossthe Weh  Several
of theseconcernscould be addressedby using cryptographically
strongchecksumsndby applyingdigital signaturedo at leastour
xport . chk files, but to datewe have not felt the needto apply
suchcarefulcontrols.We areconfidenthatassuchissuedbecome
importantto developmentgroupssuchasour own, it will be pos-
sibleto exploit someof the high quality Web securitymechanisms
that are being developedto supportelectroniccommerce. These
shouldprovide uswith all thetoolswe needto controlbothaccess
to andauthenticatiorof all the codewe distribute.

6 Relationship to previous projects

Therehave beenseveral systemsn the pastbuilt for network dis-
tribution of software. One of the mostwell-known is ther di st
systemavailableaspartof the Berkeley Unix distribution. Rdi st
“pushesfiles to its clients, usually on a regular schedulein or-
derto keepfiles on alocal network in synch. An approactcloser
to oursis usedby coda®, in which a mastersourcetreeis kept
on a sener host,and client hostsrun coda to getthemselesin
syncwith the sener. The approachaken requiressignificantsys-
tem administratoractionto setup, suchas modificationsto files
like/ et c/ services and/ etc/inetd. conf onaUnix ma-
chine,anddoesnot authenticateheretrievedfiles. Ourinspection
of theirr eadne file alsoleadsusto believe thatcoda supports
fewer architecturegshenwe do. It alsorequiresa userto log in
to the sener beforeary files are sent. Our approactrequiresno
systemadministratve actionson a clientmachine.

7 Futureplans

Our experienceso far with the modelwe have describechasbeen
quite positive. A group of usersspreadacrossthree continents,
andwith varyingqualitiesof Internetconnectionhave beenableto

keepa large body of codein synchwith eachother In the worst
case,it cantake asmuchasthreeor four hoursto downloadthe

whole REDUCE tree from scratch(about20 Mbytes). However,

oncethis is done, future updatestake only a few minutes,since
relatively few filesareinvolved.

Shttp://escher.usr.dsi.unim.it/hpux/Sysadm n/coda-2.0



Now that we have achiezed our initial goals, we seeseveral
ways in which the efficiengy andintegrity of the processcanbe
improved.

Whenanindividual file in the REDUCE sourcess very large
a changeto it, however small, leadsto a large dowvnload cost. In
the previousstandardlistribution of REDUCE ,which, aswe noted
earlier usessourcefiles to represenpackagedhat are a collec-
tion of moduleghis would have arisenquitecommonly:individual
packagdiles wereoftenaslargeas100kilobytes,andit wouldin-
efficient to updatethe wholefile if only a few lines are affected.
A similar problemarisesin the currentsystemwith pre-tuilt Win-
dows helpfilesandgnu-infodocumentatiofior REDUCE ,andwith
ary binary executableor imagefiles that needdistributior®. To
supportthe few large files we will alwayshave in a completeRE-
DUCE tree,we areinvestigatingther sync’ programof Trigdell
andMackerraswhichis designedo do justwhatwe want;namely
to updatea file on onemachineto be identicalto afile on another
machinein alow-bandwidthenvironment. Their approachdivides
a givenfile into sectionswith a checksunfor eachsection. This
fits nicely with our approach.However r sync involvesrunning
its own sener on a publishingsite in a way thatis not permitted
by somenetwork administratorsand so we arenotin a position
to useit directly. Thuswe needto designan extensionto xpor t
thatachievesasmuchof thesamebehaior we cangivenjustdumb
seners. We expectthatif a first attemptto download a large file
fails partway through,but theincompletelyfetchedpartis left in-
stalledon a slave site,r sync-like behaiour will allow the fetch
to continuefrom closeto whereit hadbeeninterrupted.

If or perhapsvhenwefind thatall siteswho maywishto main-
tain partsof REDUCE becomeableto supportcgi-bin scriptsor
someothersener-sidecomputatiorwe canbothupdatetheseplans
for copingwith largefiles andalsosharplyimprove on security

8 Conclusion

Whenwe startedon this work we tried a numberof experiments
using Web servicesto move files betweenvarioussites. We tried
transfersat varioustimes of day within the USA, within Europe
andtrans-Atlantic.Thevariationin performanceseemedery hard
to predict,andcould rangefrom a comfortablestatewheremulti-
megabytefiles couldtravel from Californiato Germaryy andbackat
sometimesthroughto occasionsvhereattemptgo fetchjustafew
kilobytesof text stalledand eventuallyfailed with time-outs. We
find thaton occasionsvhennetworksarerunningsmoothlyour au-
tomatedupdateprocescanfetchandinstalla completeREDUCE
developmenttree on a previously empty computerin an hour or
so. Thefactthatif atransferis interruptedthe updatecanbere-
startedwithout ary fusshasproved very helpful. Oncea system
hasbeeninstalledthe amountof materialfetchedwhena remote
site asksto be updatedwill dependvery stronglyon how long it
hasbeensincethatsite lastran our scripts. For thosewho refresh
their systemsvery frequentlyit will tendto amountto a few hun-
dredkilobytesperweek(thetypical bulk of theweeklyshar files
usedpreviously), but thosewho wait longerwill usuallynot seea
vastincreaseon this sinceoftenit will betheacompactlusterof
REDUCEmoduleghatarebeingworkedon atary onetime andso
only thesewill change.As comparedwith theshar distribution
our nev modelarrangeghattemporarilyinactive developerssave
bandwidthby not receving (and not having to processmultiple
incrementalersionsof rapidly-changingnodules.

50f coursethemain REDUCEexecutablesreat presentiwaysre-createdocally
by thesitethatfetchesfiles
"ft p: / / sanba. anu. edu. au/ pub/ r sync

Our sectionon future plansshawvs that the systemaswe nowv
have it is not yet perfect,but it is alreadyin serviceandhasbeen
behaing fairly well. Our next concernanustbe to refineit to a
statewhereit canbe usedto supportthe whole generaREDUCE
community notjustthe smallergroupof developers.
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