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ABSTRACT 

Detecting terrorist weapon development is a fundamental goal of the 

intelligence and law enforcement communities.  Achieving this goal can 

be quite difficult as many of the actions taken by terrorists can be 

executed covertly or may be seemingly innocuous against a background of 

non-terrorist related activities.  This dissertation presents a 

systematic resource allocation methodology to design strategies to 

detect terrorist weapon development.  First, a framework to approach the 

problem of detection of terrorist weapon development is introduced.  

Then, weapon pathways are generated, which define the target set of 

potential evidence the intelligence and law enforcement communities 

could pursue to discover terrorist weapon development.  Finally, 

Bayesian networks are used to create a logical structure for how 

potential observations would affect our belief a weapon is being 

developed.  Information entropy measures how much uncertainty is present 

in a system and can be used to assess the relative information content 

of potential evidence in the Bayesian networks.  Resource allocations 

can be guided by these information-theoretic measures.  The dissertation 

then shows how these methods might be used to detect terrorist 

development of improvised explosive devices (IEDs) and radiological 

dispersal devices (RDDs).  This method is an example of how expert 

judgments made prior to observations can guide collection and analytic 

resource allocations. 
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1.  INTRODUCTION 

Detecting terrorists developing weapons is a fundamental goal of 

the intelligence community; however, determining what types of 

intelligence to focus resources on in an information-rich world is a 

formidable challenge.  The intelligence community has finite resources 

and thus must decide where to concentrate collection and analytic 

capabilities in order to illuminate selected hypotheses.  This 

dissertation develops a methodology to formulate a strategy for 

detecting terrorist weapon development and illustrates the approach for 

improvised explosive devices (IEDs) and radiological dispersal devices 

(RDDs). 

1.1  THE EVOLUTION OF INTELLIGENCE AFFAIRS 

 The intelligence community has undergone a major transformation 

since the end of the Cold War.  There are two key elements that have 

driven this evolution.  First, with end of the Cold War, the nature of 

the target of intelligence efforts changed.  During the Cold War, U.S. 

intelligence activities focused on the Soviet Union (Dulles, 2006).  

This bounded intelligence activities; the target was a known entity and 

a state.  As the Cold War ended, intelligence assets were increasingly 

focused on transnational threats.  After September 11th, the vital role 

that intelligence needed to play to achieve U.S. counterterrorism 

objectives became clear (National Strategy to Combat Weapons of Mass 

Destruction, 2002; National Strategy for Combating Terrorism, 2006; 

McConnell, 2008).  Terrorist networks are now a primary focus of 

intelligence activities.  Terrorists networks are a much more elusive 

adversary than those faced during the Cold War era (Lahneman, 2007).  

The fact that the terrorist threat is more elusive and that terrorists 

may attempt attacks within the U.S. homeland has bolstered the role of 

law enforcement agencies in counterterrorism intelligence activities 

(Riley et al., 2005).  A key task of the intelligence and law 

enforcement communities in counterterrorism is detecting potential 

development of weapons by terrorists.  This is difficult when the 
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locations and even identities of the terrorists may be unknown.  It 

forces the intelligence and law enforcement communities to search for 

potentially nefarious activities in a crowd of benign activities.  Note 

the intelligence community still retains the responsibility to provide 

intelligence regarding nation states; however, they now have the added 

mission of addressing the threat posed by elusive terrorist groups.  

Viewed from a signal processing perspective, the terrorist adversary 

presents a weaker signal for intelligence and law enforcement 

communities to detect.  Detecting development of a radiological or 

nuclear weapon by a terrorist group will be more challenging than 

detecting deployments of weapons by a state.  Terrorists could be 

willing to sacrifice weapons engineering steps (e.g., testing, 

survivability) for which states would likely have less tolerance.  Thus, 

the types of signals that the intelligence community strives to detect 

are fainter than those pursued during the Cold War. 

 The second key element in the transformation of intelligence is 

technological advancement.  During the Cold War the volume of data to 

analyze was more manageable.  Technological advancement has burdened 

analysts with enormous volumes of information flow that could be 

analyzed.  The challenge is that relevant information may be buried in 

masses of irrelevant information.  For example, the National Security 

Agency is estimated to processes several times the amount of information 

contained in the Library of Congress each day ("U.S.: Strengthening the 

Power of the ODNI," 2008).  Of the masses of data available for 

analysis, only a very small portion may be relevant to terrorism 

(Seifert, 2008).  Deciding what types of intelligence deserve priority 

is a formidable challenge facing the intelligence community.  From a 

signal processing standpoint, this means that the noise surrounding the 

signal the intelligence community wants to detect has increased.  For 

example, the purchase of a particular chemical, which is commercially 

available, could provide evidence that there is an impending threat to 

national security; however, most of the purchases of the chemical may be 

for legitimate, non-nefarious purposes (e.g., ammonium nitrate 

fertilizer).  The fact that members of terrorist networks can hide among 

civilian populations across multiple countries casts the potential pool 
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of identifiable threats much wider.  All of these factors act to 

increase the noise that intelligence agencies must filter out. 

These two aspects of the evolution of intelligence affairs result 

in a challenging environment.  Intelligence agencies are trying to 

detect weaker signals with greater noise surrounding the signals.  This 

underscores the necessity to develop strategies to improve allocation of 

collection and analytic resources.  The methodologies developed in this 

dissertation can assist the intelligence and law enforcement communities 

in deciding where to focus finite resources to meet counterterrorism 

objectives. 

1.2  THE INTELLIGENCE CYCLE 

The traditional portrayal of the intelligence cycle is shown in 

Figure 1.1 (Bodnar, 2005; Treverton and Gabbard, 2008).  Policymakers 

and military leaders, the end users of intelligence products, identify a 

set of issues they are aiming to address.  This issue set is used to 

define the requirements for collection.  Based on competing requirements 

and finite resources, collection resources must be managed to meet 

objectives.  Raw data is collected; this could range from remote sensing 

data to human intelligence.  Raw data is then processed to enable 

analysis.  Analysis exploits processed data to support or refute a given 

hypothesis.  At this point in the intelligence cycle, processed data is 

referred to as evidence.  Analysis is used to generate finished 

intelligence products, which are disseminated to policymakers and 

military leaders.  Policymakers and military leaders use intelligence 

products to guide decisions, inform operations, and identify new or 

recurring issues.  Notice that in Figure 1.1 there is a dashed arrow 

from analysis to collection.  This connection represents analysis-driven 

collection.     
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Figure 1.1:  The Intelligence Cycle 

This dissertation proposes a methodology to conduct analysis-driven 

collection for the issue of detecting terrorists developing weapons.  

Analysis of potential evidence should be performed before any evidence 

has been collected and used to guide collection activities.  Designing 

such an analysis-driven method enables collection activities to be 

tailored to seek detection of potential evidence that would provide the 

greatest increase in our ability to support or refute a given hypothesis 

(e.g., whether a weapon is being developed).  This dissertation will 

enable the intelligence and law enforcement communities to design 

strategies based on the information content of potential evidence to 

detect terrorist weapon development. 
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1.3  DESIGNING STRATEGIES TO DETECT TERRORIST WEAPON DEVELOPMENT 

The intelligence and law enforcement communities must prioritize 

finite collection and analytic resources to maximize their ability to 

detect terrorists developing weapons.  Judgments about the implications 

of an observation or a set of observations on a particular hypothesis 

can be made a priori and used to allocate resources.1  This dissertation 

presents such an analysis-based allocation of collection and analytic 

resources for the detection of terrorist weapon development.  For 

example, the methodology presented could be used to determine resource 

allocations to detect acquisition of a particular piece of equipment, 

which might be an indicator of weapon development, through activities 

such as industry outreach programs.  The methodology accomplishes this 

by: (1) developing a framework for detecting terrorist weapon 

development, (2) defining the elements applicable to developing a 

weapon, and (3) using Bayesian network analysis to compare the 

information content provided by detecting elements applicable to weapon 

development, which will be used to guide resource allocation.2     

The methodology developed in this dissertation is demonstrated for 

improvised explosive devices (IEDs) and radiological dispersal devices 

(RDDs).  Only technical activities, materials, equipment, facilities, 

and personnel applicable to weapon development will be considered.  

Behavioral or organizational characteristics of terrorist groups, which 

could be used to assess potential threats (Cragin et al., 2007; Jackson 

et al., 2005), will not be considered here; other studies have examined 

analytic approaches to identify weapon development based on a set of 

group characteristics (Sullivan and Perry, 2004).  Additionally, 

financing of weapon development is not examined in detail in this 

dissertation; terrorist financing has been explored elsewhere (Kiser, 

2005). 

             
1 Context-specific information can and should be taken into account in 
such an assessment; but many context-specific considerations can be 
brought to bear only after actual observations have occurred.   
2 Bayesian networks have been used in a broad range of real-world 
applications (Pourret, Naim and Marcot, 2008), including terrorism risk 
management (Hudson et al., 2005). 
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The organizational flow of this dissertation is shown in Figure 

1.2.  Chapter 2 develops a framework for intelligence analysis to detect 

terrorist weapon development.  General characteristics will be defined 

that can be used to assess elements that are applicable to developing 

weapons with respect to their potential suitability for inclusion in a 

detection strategy.  Chapter 3 describes how pathways for developing a 

weapon can be defined for improvised explosive devices (IEDs) and 

radiological dispersal devices (RDDs).  The elements identified through 

this process are assessed with respect to the characteristics introduced 

in Chapter 2.  Chapter 4 introduces probability theory and Bayesian 

networks.  Measures grounded in information theory that are useful for 

analyzing Bayesian networks are also introduced in Chapter 4.  Chapter 5 

describes how Bayesian networks can be used to analyze the weapon 

pathways and inform resource allocations.  Information-theoretic 

measures that can be used to analyze Bayesian networks and guide 

resource allocations are also developed in Chapter 5.  Chapter 6 

summarizes conclusions, discusses policy implications, and suggests 

future directions for research. 

 

Develop 
Framework for 

Detecting 
Terrorist Weapon 
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(Chapter 2)

Define Weapon Pathways, 
Measure Characteristics 
of Pathway Elements, 
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Figure 1.2:  Organization of Dissertation
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2.  A FRAMEWORK TO DETECT TERRORIST WEAPON DEVELOPMENT 

2.1  INTRODUCTION 

Detecting terrorists developing weapons, whether it is a low-tech 

explosive or a sophisticated improvised nuclear device, is a challenging 

undertaking.  Methods to optimize allocation of intelligence assets 

could improve the community’s ability to leverage finite collection and 

analytic resources.  This research will develop one such approach to 

improve decision making. 

Analysts in the intelligence community consider information 

collected and assess whether they believe it indicates nefarious 

activities.  However, the process of assessing the impact of evidence on 

current beliefs and what information should be sought next is largely 

left up to individual analysts.  Analysts often rely on ad hoc 

techniques to make important judgments and such methods vary between 

analysts (Johnston, 2005).  In addition, the intelligence community 

lacks mechanisms to determine the appropriate decision for an analyst to 

make given a particular evidence set (Marrin, 2005).  The intelligence 

agencies could adhere to a systematic method to determine what pieces of 

information are most advantageous in assessing whether a person or group 

is seeking to develop a weapon.  Resource allocation decisions regarding 

where intelligence collection and analytic resources are focused should 

be based on a systematic approach to the problem rather than relying on 

analyst intuition.   

 Figure 2.1 illustrates notionally how additional evidence 

increases the ability of an analyst to assess whether a weapon is being 

developed.  Similar concepts have been applied to intelligence analysis 

in cognitive science (Pirolli and Card, 2005).  As the amount of 

collected evidence grows very large, it would be expected that the 

analyst’s ability to assess a particular hypothesis would approach 100%.  

In other words, if an analyst were all-knowing, he or she should be able 

to determine the validity of a hypothesis with certainty.  There is 

research that suggests experts in a variety of fields exhibit more 

confidence in their judgments when they have more information, but do 
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not display a corresponding increase in accuracy (Goldberg, 1968; 

Oskamp, 1965).  However, there is evidence that providing decision 

support tools can improve accuracy of expert judgments (Heuer, 1999; 

Wasyluk and Onisko, 2003).   
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Figure 2.1:  Notional Ability to Assess Weapon Development Increases 
More Quickly with Structured Versus Intuitive Evidence Collection 

Often analysts are left to use their own intuition to determine 

what evidence should be pursued for collection next.  A talented analyst 

might be able to approach the asymptote in Figure 2.1 quickly.  However, 

if this is the case, his or her knowledge could be systematically 

characterized to design strategies to address a particular challenge.  

Providing analysts with a structured collection strategy promotes 

consistency in allocation of collection and analytic resources.  

Knowledge of experienced analysts can be used to inform the design of a 

structured collection and analytic strategy.  The goal is to design a 

strategy that requires a smaller evidence set to maximize the analyst’s 

ability to assess whether a weapon is being developed.  Additionally, 

analysts often gain knowledge about an issue area from structuring their 

thought processes.  Hiring a staff of experienced and talented analysts 

alone does not assure good analysis; their efforts must be managed 

appropriately (Khalsa, 2004).  
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The evidence variable shown in Figure 2.1 can be thought of as 

representing collection and analytic resources broadly.  As more 

collection and analytic resources (e.g., time, analysts, sensors) are 

spent acquiring and analyzing data, the ability of an analyst to assess 

the given hypothesis increases (Heuer, 1999).  The core goal of 

formulating an intelligence strategy is to determine which pieces of 

information will provide the greatest increase in ability to assess a 

given hypothesis.  The methodologies developed in this report are an 

example of how analysis can drive collection strategies.  A recent 

survey of leaders and analysts in the intelligence community suggests 

that analysis-driven, instead of collection-driven, strategies might be 

fruitful (Treverton and Gabbard, 2008).   

This dissertation presents one method to formalize analytic 

reasoning in order to optimize intelligence collection and analytic 

strategies in detecting terrorists developing weapons.  Bayesian 

networks will be used as a technique to systematically represent belief 

structures for this problem.  Other methods could be employed to address 

this problem, so it is important to recognize that the methods proposed 

here represent only one potential approach.  Formalizing a collection 

and analytic resource allocation strategy might highlight additional 

areas that deserve attention, validate areas already receiving 

attention, or determine optimal investment levels for detection 

activities.  Before employing Bayesian networks to analyze this problem, 

a general framework for approaching intelligence analysis to detect 

terrorists developing weapons will be presented. 

2.2  FRAMEWORK TO DETECT TERRORIST WEAPON DEVELOPMENT 

2.2.1  General Definition of Weapons Pathways  

Before designing a strategy to detect terrorists developing a 

weapon, the potential means to develop the weapon must be defined.  The 

constructs presented in this section are based on previous, unpublished 

research conducted by RAND.  In this research a pathway is defined as a 

collection of steps, tasks, subtasks, materials, equipment, facilities, 

and personnel applicable to development of a functional weapon.  
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Identifying something as applicable to a pathway does not imply anything 

about whether it is required or optional.  Such judgments will be made 

subsequently in the analysis.  Some sets of steps require sequencing, 

while others do not.  For example, a terrorist may acquire a key 

ingredient for a weapon before recruiting a team to execute an attack; 

thus these steps would not require sequencing.  On the other hand, a 

terrorist would have to acquire a particular ingredient before they 

could perform any material processing of that ingredient; thus these 

steps do require sequencing.   

Each step is composed of tasks (and subtasks) applicable to 

completing the step.  Tasks and subtasks are composed of materials, 

equipment, facilities, and personnel that can be employed to accomplish 

the associated task or subtask.  Materials, equipment, facilities, and 

personnel will collectively be referred to as attributes.  Tasks (and 

subtasks) are applicable to performing steps. Attributes are physical 

entities applicable to completing tasks (e.g., a piece of equipment).  

Steps, tasks, and attributes are collectively referred to as pathway 

elements.  Figure 2.2 denotes the hierarchical nomenclature of pathway 

elements.   
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Figure 2.2:  Hierarchy of Pathway Elements  

The universe of pathway elements for a particular weapon type 

represents the target set of all potential areas on which the 

intelligence and law enforcement communities could focus collection and 

analytic efforts to determine whether a weapon is being developed.  



- 11 - 

However, this list of pathway elements will tend to be large.  Thus, it 

is necessary to analyze various characteristics of the pathway elements 

identified to determine which ones warrant additional consideration.  

The resulting subset will then be formally modeled to measure its 

information content in assessing whether a weapon is being developed.    

2.2.2  Characteristics of Pathway Elements 

 The goal of defining the pathways in detail is to consider the 

universe of potential pathway elements that the intelligence and law 

enforcement communities could consider in developing a strategy to 

detect terrorist weapon development.  After defining the universe of 

potential pathway elements, each one is analyzed based on various 

characteristics relevant to intelligence analysis.  Three 

characteristics are considered for each pathway element to assess its 

utility in improving our assessment of whether a weapon is being 

developed.   

First, the importance of each pathway element to successful 

completion of the pathway is assessed.  Importance characterizes how 

likely a particular pathway element is to be present given that a 

particular pathway is being pursued.  For example, if a terrorist is 

seeking to build a dirty bomb, we would expect the likelihood of 

explosives being present to be high.   

 The second characteristic assessed is uniqueness.  Uniqueness 

measures how indicative a pathway element is of weapon development.  For 

example, possession of weapons grade plutonium is very indicative of 

developing a nuclear weapon.  However, a screwdriver is not very unique 

despite the fact that it may be used in the process of developing a 

nuclear weapon.   

Third, the detectability of the pathway elements is assessed.  

Detectability characterizes the extent to which pathway elements lend 

themselves to being observed.  Pathway elements that are difficult to 

detect should not be excluded from consideration in a strategy because 

it is possible they could be serendipitously observed.  However, it is 

useful to distinguish those pathway elements that are more detectable.   

This point will be discussed in more detail later in this chapter.  
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2.2.3  Measuring Pathway Element Characteristics 

Two scales were generated to measure importance, uniqueness, and 

detectability of pathway elements.  I assessed the importance, 

uniqueness, and detectability for all of the pathway elements identified 

in this research.  First, importance was measured using a graded-

percentage scale.  Table 2.1 displays the definition of this scale.  The 

scale is anchored to both a percentage value and a verbal description 

(Barclay et al., 1977; Beyth-Marom, 1983; Renooij and Witteman, 1999; 

van der Gaag et al., 1999; Witteman, Renooij and Koele, 2007).  Previous 

research has suggested this is an effective means to elicit 

probabilities from experts (van der Gaag et al., 1999).  The scale is 

used to estimate the likelihood of a pathway element’s presence, if a 

particular pathway is being pursued.   

Table 2.1:  Graded-Percentage Scale for Importance 

Percent Description 

100% Almost certain 

85% Probable 

75% Expected 

50% Fifty-fifty 

25% Occasionally  

15% Unexpected  

0% Rarely 

To measure uniqueness and detectability, a different scale is 

necessary because these characteristics span a much wider range of 

values.  Thus, it will not suffice to use the graded-percentage scale 

employed to measure importance.  Instead, an order of magnitude scale 

defined in Table 2.2 is used.  This scale enables an order of magnitude 

assessment of the uniqueness and detectability characteristics.  Similar 

scales have been considered in medical decision making (Merz, Druzdzel 

and Mazur, 1991).   
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Table 2.2:  Order of Magnitude Scale for Uniqueness and Detectability 

Order of 

Magnitude of 

Probability 

Description 

1 Highly likely 

10-1 Very possible 

10-2 Possible 

10-3 Unlikely 

10-4 Improbable 

10-5 Very improbable 

10-6 Almost impossible 

Assessments of importance and uniqueness will be used as inclusion 

criteria for additional modeling of pathway elements in a Bayesian 

network.  As such these assessments are used simply to bin pathway 

elements into groups based on importance and uniqueness.  These two 

measures are used to screen pathway elements because a strategy to 

detect weapon development should include pathway elements that are 

likely to be present (i.e., high importance) and are indicative of 

weapon development (i.e., high uniqueness).  Pathway elements that were 

assessed to have both importance of 50% or greater and uniqueness of one 

out of one thousand or greater were selected for further modeling.  This 

threshold could be adjusted in future analysis.  It was chosen here to 

yield a manageable number of pathway elements to include in further 

analysis (i.e., Bayesian networks).  The detectability measure is not 

used as an inclusion criterion because the strategy should allow for 

evidence serendipitously collected. 

There are additional characteristics that could be assessed with 

respect to a particular observation in intelligences analysis.  For 

example, the intelligence and law enforcement communities might be 

interested in assessing the reliability and proximity of a potential 

source of information (Krizan, 1999).  A reliability measure assesses 

the likely accuracy of a particular source of information; note that 
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this measure is applicable to a wide range of potential sources of 

information such as a person or a satellite sensor.  Proximity refers to 

the closeness of a source to the information provided; this measure is 

particularly relevant to human intelligence sources.  Additionally, the 

intelligence and law enforcement communities might want to assess the 

impact on civil liberties of pursuing detection of particular kinds of 

information (Birrer, 2005). However, this research will not consider 

these or other additional measures, though these characteristics could 

be modeled in the optimization of resource allocations.   

2.2.4  Categories of Detection 

While the intelligence and law enforcement communities have assets 

focused on detecting potential weapons development, they will likely 

receive evidence whose acquisition was not explicitly sought.  For 

example, in December 2008 authorities in the U.S. discovered a host of 

materials relevant to constructing a radiological weapon during the 

course of a homicide investigation (Griffin, 2009).  This case 

demonstrates that pathway elements should not be excluded from a 

strategy simply because they are difficult to detect.  Detection of 

certain pathway elements might be very difficult, but if observed, they 

would greatly increase ability to determine whether a weapon is being 

developed.  Thus, detection can be divided into two distinct categories:  

(1) pathway elements that are passively detected and (2) pathway 

elements that are actively detected.  Note that these definitions are 

different from how active and passive detection are defined in technical 

literature for sensors.  Figure 2.3 depicts these categories of pathway 

elements with some examples of pathway elements that might be included 

in each region. 
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Figure 2.3:  Categories of Detection 

The passive detection region includes elements from the universe 

of pathway elements that are indicative of weapon development, but do 

not necessarily lend themselves to being detected.  Detection of pathway 

elements in the passive detection region is not explicitly sought, but 

if they are observed serendipitously, they should be recognized as 

potential indicators of weapon development.  Passive detection resource 

allocations might include activities such as training of law enforcement 

regarding potential indicators of weapon development and support tools 

(e.g., visor cards, manuals) that personnel could refer to during the 

course of an investigation.  The active detection region includes 

pathway elements that the intelligence and law enforcement communities 

actively attempt to detect because those pathway elements are 

sufficiently indicative of weapon development (i.e., high uniqueness), 

likely to be present in weapon development (i.e., high importance), and 

lend themselves to being detected (i.e., high detectability).  A 
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strategy to detect terrorists building weapons should focus on pathway 

elements that fall under the active and passive detection regions. 

The transition from active to passive detection categories can be 

gradual.  While it is convenient to conceptualize a strategy as having 

distinct active and passive regions, in reality such a commitment is not 

necessary.  Instead resource investments can be weighted by 

detectability.  Detectability measures the probability a pathway element 

can be observed by a sensor; resource allocations to detect pathway 

elements should be weighted by the probability that detection will 

occur.  Thus, instead of assigning pathway elements to a particular 

detection category, the detectability rating can be used to weight 

resource allocations to detection of pathway elements.  Pathway elements 

that are very difficult to detect will receive very few resources 

compared with those that are more detectable.  Since detectability is 

measured on an order of magnitude ratio scale, this means that pathway 

elements that rated very low on detectability will likely be driven to 

receive close to zero resources for active detection (i.e., such pathway 

elements are essentially only included in a passive detection strategy).   

2.3  TIERED DETECTION STRATEGY CONCEPT 

A tiered strategy will be designed to define a baseline of how 

resources should be allocated and allow for allocations to be adjusted 

when evidence has been observed.  Investments are made to both active 

and passive portions of the detection strategy.  When a piece of 

evidence is observed, a subordinate resource allocation scheme is 

optimized based on the evidence already observed.  Thus, the 

intelligence collection strategy accounts for evidence that has already 

been observed.  As shown in Figure 2.4, the first tier of the strategy 

is composed of a baseline of active and passive detection activities 

that occur continuously (keeping in mind the previous discussion about 

weighting pathway elements by the detectability rating rather than 

explicitly assigning them to a category).  Upon observation of a pathway 

element in the first tier of detection activities, a second tier of 

detection activities is defined.  The second tier represents a 
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reallocation of collection resources based on evidence that has already 

been observed.   
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Figure 2.4:  Tiered Detection Strategy 

In Figure 2.4, there are some pathway elements that are common 

among second tier detection activity groups.  The different groups of 

second tier detection activities reflect that many pathway elements are 

applicable to only a subset of pathways.  For example, explosives are 

applicable to all radiological dispersal devices that disperse 

radiological materials via an explosion; however, there are alternative 

pathways that do not use explosives to disperse material.  On the other 

hand, radiological materials are common to all radiological dispersal 

devices; thus, if radiological materials were included on the second 

tier, they would be shared among all second tier groups.  For example, 

if a person acquires a radiological material in a solid form, detection 

of a milling machine, which could process the material into a more 

easily dispersed form, might become a more prominent component of 

further detection strategies.  On the other hand, a person may be 

detected acquiring radiological material in the form of a powder; thus, 
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a milling machine may not be as prominent in the second tier of 

detection activities.  As additional evidence is observed, there may be 

value to designing additional tiers that could be activated beyond the 

second tier.  The key to a tiered strategy is that the pathway elements 

already observed can be used to determine allocation of additional 

detection resources.   Figure 2.4 is used as a conceptual guide.  The 

results of the models developed in this dissertation for IEDs and RDDs 

will not explicitly show the second tier resource allocations because 

doing so would require calculating reallocations based on every possible 

combination of potential initial evidence sets.  However, for any given 

evidence set, such calculations are straightforward to compute. 

This formulation of a strategy to address the weapon detection 

problem fits with the application of Bayesian networks as an analytic 

tool.  A Bayesian network model is a convenient technique to 

systematically characterize expert knowledge processes.  Similar 

approaches using Bayesian networks have been pursued in medical 

diagnostic applications (Fernandez, Martinez-Selles and Arredondo, 2004; 

Lucas, van der Gagg and Abu-Hanna, 2004; Luciani, Marches and Bertolini, 

2003; Wasyluk and Onisko, 2003).  The model can be used to reprioritize 

pathway elements given any possible evidence set.   

2.4 SUMMARY OF FRAMEWORK TO DETECT TERRORIST WEAPON DEVELOPMENT 

Figure 2.5 shows the process followed in this chapter to develop a 

framework to detect terrorist weapon development.  First, weapon 

pathways were defined as a collection of steps, tasks, subtasks, 

materials, equipment, facilities, and personnel applicable to developing 

a functional weapon.  Materials, equipment, facilities, and personnel 

are collectively referred to as attributes.  Steps, tasks, subtasks, and 

attributes are collectively referred to as pathway elements.   
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Figure 2.5:  Process to Develop Framework to Detect Terrorist Weapon 
Development 

Second, three characteristics of pathway elements were considered: 

importance, uniqueness, and detectability.  These characteristics allow 

us to emphasize pathway elements that are likely to be present if a 

pathway is being pursued (i.e., high importance), are indicative of 

weapon development (i.e., high uniqueness), and are able to be detected 

with dedicated collection resources (i.e., high detectability).  Then, 

scales to measure these characteristics were described.  Importance and 

uniqueness measures will be used as inclusion criteria for further 

modeling of pathway elements.   

Next, categories of active and passive detection were introduced.  

The active detection category includes pathway elements that the 

intelligence and law enforcement communities dedicate resources to 

detect.  The passive detection category includes pathway elements that 

may rate low on detectability, but whose observation should be 

recognized as a potential indicator of weapon development.  The 

intelligence and law enforcement communities do not explicitly seek 

detection of pathway elements in the passive detection category, but 

should react if those elements are observed serendipitously.  Pathway 

elements do not need to be assigned directly to either active or passive 

detection categories.  Instead resources for active detection can be 

allocated proportionate to the detectability of the pathway element.    

Lastly, the concept of a tiered detection strategy was described.  

A tiered detection strategy adapts resource allocations to evidence that 

has already been observed.  When evidence is collected and analyzed, 

further resources dedicated to that particular case should be 

reallocated based on the evidence already processed.   
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3.  WEAPON PATHWAY ANALYSIS 

3.1  INTRODUCTION  

Weapon pathways will be developed for two types of weapons: (1) 

improvised explosive devices (IEDs) and (2) radiological dispersal 

devices (RDDs).  The pathways represent a set of steps, tasks, subtasks, 

and attributes (i.e., materials, equipment, facilities, and personnel) 

applicable to developing the weapon being considered.  First, broad 

design features are defined that distinguish between various classes of 

pathways for a particular weapon type.  These features are used to 

define classes of weapon pathways.  Second, the steps applicable to the 

development of the weapon are defined.  Finally, within each step, the 

tasks, subtasks, materials, equipment, facilities, and personnel that 

are applicable to completing each step are identified for each pathway 

class.  This can be thought of as defining the universe of applicable 

pathway elements from which one can decide which pathway elements should 

be included in a detection strategy. 

The hierarchical structure shown in Table 3.1 captures the fact 

that attributes are associated with specific tasks and it delineates 

which pathways a particular pathway element is applicable.  Attributes 

are coded in the table such that M stands for material, E stands for 

equipment, F stands for facility, and P stands for personnel.  In Table 

3.1 the three columns on the left represent a hierarchy of steps with 

their associated tasks and attributes.  The group of columns on the 

right explicitly defines which steps, tasks, and attributes are 

applicable to each pathway considered.  In this generic example we 

notice that step 1 is applicable to all pathways.  However, there are 

two distinct groups of pathways for executing step 1, those that perform 

task A and those that perform task B.  Thus, we would expect this kind 

of pattern when tasks A and B represent alternative tasks in completing 

step 1.  Looking down a particular pathway column, all of the applicable 

pathway elements can be seen.  For example, the material M1 shown in 

Table 3.1 is applicable to pathway 1 and 2.  Additionally, note that 

some pathway elements appear more than once.  For example, facility F1 

is applicable to completing Task A and Task B.  Table 3.1 can be used as 
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guide to identifying applicable pathway elements for any specific weapon 

pathway considered.   

Table 3.1:  Generic Pathway Elements with Associated Pathways 

Pathway 
Step Task/Subtask Attribute 1 2 3 … n 

Step 1:     X X X  X 

  Task A   X X    

    M1 X X    

    F1 X X    

    P1  X X    

  Task B     X  X 

    E1   X  X 

    F1   X  X 

    P2   X  X 

  Task C   X X X  X 

    E2 X X X  X 

    M2 X X X  X 

    F2 X X X  X 

    P2 X X X  X 

Step 2:     X  X  X 

  Task D   X  X  X 

    M3 X  X  X 

    F3 X  X  X 

    P3 X  X  X 

  Task E     X  X 

    M4   X  X 

    F4   X  X 

    P4   X  X 

 

The following sections will describe how the IED and RDD pathways 

were generated.  Examples of pathway elements similar to Table 3.1 will 

be shown for both IED and RDD pathways.  The full details of the 

pathways will not be shown due to their potential sensitivity.  Before 

implementing policies based on such analysis, weapon pathways should be 
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vetted by a group of subject matter experts.  The purpose of this 

dissertation is to develop the analytic methodology.   

The process followed in each section to develop the IED and RDD 

weapon pathways is shown in Figure 3.1.  First, distinguishing features 

of the weapon pathways are defined.  These features are used to identify 

classes of weapon pathways for IEDs and RDDs.  Next, pathway elements 

are identified for each of the classes of weapon pathways.  This portion 

of the process begins with identifying the pathway steps.  Within each 

step, the applicable tasks and attributes are identified.  Finally, the 

characteristics developed in the framework presented in Chapter 2 are 

measured for each of the pathway elements identified and criteria are 

defined for inclusion in further modeling. 
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Figure 3.1:  Process to Define Weapon Pathways 

3.2  IMPROVISED EXPLOSIVE DEVICE (IED) WEAPON PATHWAYS 

3.2.1  Defining Features of IED Pathways 

 The objective of an improvised explosive device (IED) is to 

detonate an explosive charge to impact a target.  The detonation could 

target people, aim to interrupt or hinder the normal operating 

environment or produce physical damage.  IEDs can range from very crude 

to highly sophisticated.  While the U.S. military has experience 

countering the IED threat in operations, the threat of IEDs domestically 

has been noted by the Department of Homeland Security and the Federal 

Bureau of Investigation (Thomas, 2008).   

A range of potential means to develop an IED will be considered.  

IED pathway classes can be distinguished by three features: (1) the 

trigger device used to detonate the IED, (2) where the device is 

emplaced, and (3) use of advanced components to enhance destructive 

capacity.  Figure 3.2 denotes these features along with illustrative 

examples considered in this analysis.     
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Figure 3.2:  Features of IED Pathways 

 Terrorists developing an IED will decide on a manner in which the 

device can be triggered to detonate.  A command wire would simply allow 

the terrorist to send a signal to the device to detonate via a physical 

wire.  A radio-controlled trigger would make use of some other device 

(e.g., garage door opener) to trigger the device remotely.  Pressure 

plate triggers rely on buried sensors, which trigger when an object of 

sufficient weight is placed on them.  Often a series of pressure plates 

are emplaced such that the first plate activates the device and the 

second plate detonates it.  This allows terrorists to maximize the 

effects of the subsequent blast because the target is positioned 

directly over the explosive charge and the direction of approach of the 

target does not need to be known in advance.  Another potential trigger 

device is a passive infrared (PIR) sensor that detects movement from a 

short distance.  Finally, terrorists could simply trigger an IED with a 

timing device set to initiate detonation at a specified time.   

 Another feature that distinguishes IED pathways is the emplacement 

of the device.  An IED can be placed at a target site.  A placed IED 

covers a wide range of targets (e.g., roadside IEDs targeting passing 

convoys, backpack bomb left inside a public building or place of 

business).  An underbelly device could be buried in the ground to enable 

the IED to target the more vulnerable underbelly of a vehicle.  Vehicle-

borne IEDs (VBIED) emplace the IED inside a vehicle with no people 

inside it.  Suicide vehicle-borne IEDs (SVBIED) are VBIEDs driven by a 

person to allow them to target the device.  And finally suicide vests 
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(SVEST) could be used to emplace the IED on a person who triggers 

detonation at a specified target, killing him or herself in the process. 

 The possibility that IEDs could utilize advanced components to 

enhance performance is also considered.  Specifically, the possibility 

of explosively-formed projectiles (EFPs) integrated into an IED to 

enable it to penetrate a protected target is considered.  An EFP uses a 

metal disc (usually copper) positioned adjacent to an explosive charge.  

When the device is detonated the metal deforms to create a high-speed, 

molten projectile that is capable of penetrating protected targets 

(e.g., armored vehicles) from a distance.   

3.2.2  IED Pathway Classes 

Using the three features described above, there are 20 

illustrative classes of IED pathways considered in this analysis.  

Figure 3.3 shows these 20 classes of pathways. 
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SOURCES:  Department of Homeland Security, 2003; Magnuson, 2006; 
National Research Council, 2008a; Perry and Gordon, 2008. 

Figure 3.3:  Illustrative Classes of IED Pathways 

 The illustrative classes of IED pathways do not span every 

possible combination of features.  For example, a suicide vest would 

only use a command wire because it would be nonsensical to use a radio-

controlled device or pressure plate to trigger a suicide vest.  It is 

also assumed that terrorists would not trigger an EFP device with a 

timer since an error of even a few seconds would likely render the 

device unsuccessful in reaching its target.  Thus, EFP devices are only 

considered for placed devices (e.g., roadside); any other emplacement of 

an EFP device would likely be of limited utility to a terrorist. 
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3.2.3  Identifying IED Pathway Elements 

 In order to successfully complete any class of IED pathway, a 

general chain of events must be accomplished (Magness, 2005; National 

Research Council, 2008a; Perry and Gordon, 2008).  The IED event chain I 

developed is composed of nine steps.  Figure 3.4 shows the steps in the 

IED event chain I developed.  Steps that are shown in a dashed box 

represent optional steps; these steps are not required to successfully 

complete an IED pathway.  Solid boxes represent steps that must be 

completed to at least some degree.  Not all steps have to be performed 

sequentially; however, there are some step pairs that will require 

sequencing.  For example, one has to acquire ingredients before 

fabricating a device; thus these steps have a requisite sequence.  On 

the other hand, one may test an attack scenario (e.g., rehearse timing 

of an attack for a specified target) before fabricating a device; thus 

these steps are not required to be performed in sequence.   
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Figure 3.4:  IED Event Chain 

Step 1: Develop Initial Concept:  This step involves first deciding to 

pursue an IED.  Members of the team that will develop and deploy the 

weapon might be recruited.  Target sites could be scoped out.  Attack 

scenarios might be outlined.   

 

Step 2:  Acquire Financial Resources:  Developing an IED will require 

financial resources, especially if terrorists seek more than a single 

attack.  The level of financial support could vary widely depending on 

the sophistication of the device.   
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Step 3:  Acquire Ingredients:  All IEDs will require acquisition of a 

set of ingredients (even for a crude device).  These items could be 

acquired by theft, on the black market, or by posing as a legitimate 

buyer.  Additionally, many items might be readily available in retail 

stores.  The primary ingredients required are explosive materials and a 

triggering device. 

 

Step 4:  Fabricate Device:  The chosen ingredients for a particular 

pathway must be brought together to construct the IED.  This step can 

include making explosives and mating explosives to materials that will 

enhance the capability of the device to cause damage. 

 

Step 5:  Test Attack Scenario:  Terrorists might seek to test an attack 

scenario.  This might include testing the explosives arrangements, 

possibly in remote locations, or scoping out attack scenarios to assure 

optimal timing and positioning of the device (Department of Homeland 

Security, 2003).  However, this step does not need to be performed. 

 

Step 6:  Transport to Target:    The IED will need to be transported 

from the place where it is fabricated or stored to the target location.   

 

Step 7:  Emplace Device:  Once at the target location, the IED will have 

to be emplaced.  This may involve disguising the IED to decrease the 

likelihood that it will be recognized before detonation. 

 

Step 8:  Target Emplaced Device:  After being emplaced, IEDs can be 

targeted so the explosive achieves a desired effect.  This step is 

especially important for pathways that use EFPs.   

 

Step 9:  Trigger and Detonate Device:  All pathways have the final step 

of triggering and detonating the device.   

 

Within each of these steps the applicable pathway elements were 

identified.  The relevant tasks and subtasks are defined for each step.  

Then the associated materials, equipment, facilities, and personnel 

applicable to completing each task were identified.  A total of 244 
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pathway elements were identified for the IED pathway classes.  

Identifying a pathway element as applicable does not indicate whether it 

is essential to completing a particular task.  Table 3.2 displays 

examples of pathway elements identified for the IED pathways.  The 

complete details of the pathway elements identified through this process 

will not be listed in this dissertation due to their potential 

sensitivity.  Table 3.2 delineates which pathway(s) a particular pathway 

element is applicable.  We can now refer to these as pathways (as 

apposed to pathway classes) because the applicable pathway elements have 

been identified.  The pathway numbers in this table correspond to the 

pathway classes in Figure 3.3; thus, Table 3.2 is only displaying 

command wire and radio controlled IED pathways.  The table can be used 

to examine which pathway elements are applicable to a particular 

pathway.     
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Table 3.2:  Examples of IED Pathway Elements with Associated IED Pathways 

Pathway 
Step Task/Subtask Attribute 1 2 3 4 5 6 7 8 9 10 

Step 1: Develop 

Initial Concept 
    X X X X X X X X X X 

  
Decide to use an 

IED 
  X X X X X X X X X X 

  
Determine target 

for attack 
  X X X X X X X X X X 

  
Scout attack 

locations 
  X X X X X X X X X X 

  
Organize/recruit 

team 
  X X X X X X X X X X 

    Chemist X X X X X X X X X X 

Step 3: Acquire 

Ingredients 
    X X X X X X X X X X 

    Safe house X X X X X X X X X X 

  Acquire Explosives   X X X X X X X X X X 

  
Acquire secondary 

explosive materials 
  X X X X X  X X X X 

    Gasoline X X X X X  X X X X 

    Propane tanks X X X X X  X X X X 
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Pathway 
Step Task/Subtask Attribute 1 2 3 4 5 6 7 8 9 10 

  
Acquire initiating 

system 
  X X X X X X X X X X 

  Acquire switch   X X X X X X X X X X 

    
Command switch 

devices 
X X X X X X     

Step 4: Fabricate 

Device 
    X X X X X X X X X X 

  

Arrange explosive 

materials around 

delivery mechanism 

  X X X X X X X X X X 

    
Command switch 

devices 
X X X X X X     

Step 9: Trigger and 

Detonate Device 
    X X X X X X X X X X 

  Trigger device   X X X X X X X X X X 

  
Remotely detonate 

IED 
        X X X X 
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3.2.4  Analysis of Characteristics of IED Pathway Elements 

 Once a complete list of pathway elements that are relevant for a 

particular weapon is defined, each pathway element can be assessed with 

respect to importance, uniqueness, and detectability.  I performed 

assessments of these characteristics for the pathway elements identified 

in the research for this dissertation.  A group of subject-matter 

experts should make these assessments, if the methods developed in this 

dissertation are used to inform policy.   

The assessments for importance and uniqueness will be used to bin 

the pathway elements and those that meet specified criteria will be 

formally modeled.  Pathway elements assessed to meet the following two 

inclusion criteria will be considered for further analysis: 

1. Importance of fifty percent or greater (i.e., greater than 

0.5 likelihood that the pathway element would be used to 

complete a specified pathway).  See Table 2.1 for the 

definition of this scale. 

2. Uniqueness of one out of one thousand or greater (i.e., 

observation of a pathway element indicates greater than one 

out of one thousand order of magnitude likelihood that a 

specified weapon is being developed).  See Table 2.2 for 

the definition of this scale. 

Table 3.3 shows the distribution of IED pathway elements for 

importance and uniqueness ratings.  The shaded portion of the table 

indicates pathway elements that meet the inclusion criteria.  Some of 

these pathway elements are repeated.  Table 3.3 shows that 45 pathway 

elements in the IED pathways meet the inclusion criteria.  However, 

there were only 33 distinct pathway elements.  This happens because some 

pathway elements are applicable to more than one step or task of a 

particular pathway and are thus repeated (e.g., a computer might be 

applicable to multiple steps).  When the pathway elements are formally 

modeled, these repeated items only need to be represented once because 

the model can capture a pathway element’s influence in two distinct 

portions of a pathway.  
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Table 3.3:  Distribution of IED Pathway Element Importance and Uniqueness Ratings 

Uniqueness  

Importance 1 10-1 10-2 10-3 10-4 10-5 10-6 Total 

100% 23 3 0 5 8 2 10 51 

85% 0 0 0 2 2 0 5 9 

75% 1 1 0 3 0 0 6 11 

50% 5 0 0 2 3 3 38 51 

25% 1 1 0 2 25 16 41 86 

15% 1 0 0 1 2 9 12 25 

0% 0 1 0 0 1 7 2 11 

Total 31 6 0 15 41 37 114 244 
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While detectability is not used as an inclusion criterion, its 

assessment will be used in subsequent modeling.  It is interesting to 

examine the detectability assessments by the step in which the pathway 

elements occur.  Figure 3.5 shows a histogram of the percent of pathway 

elements by step for each detectability rating.  Step 2, acquire 

financial resources, is omitted from this graph because while 

acquisition of financial resources was included in the pathways, 

activities related to this were not explored in detail.  Notice that 

there are very few pathway elements rated highly for detectability.  The 

most highly detectable ratings are for the final step of triggering and 

detonating the device.  A smaller portion of pathway elements related to 

acquisition of ingredients are rated highly detectable.  Also, 

activities related to emplacing and targeting a device are rated higher 

on the detectability scale than most pathway elements.     
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Figure 3.5:  Histogram of Detectability of IED Pathway Elements by 
Pathway Step 

The next section describes the same process for radiological 

dispersal devices.  
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3.3  RADIOLOGICAL DISPERSAL DEVICE (RDD) WEAPON PATHWAYS 

3.3.1  Defining Features of RDD Pathways 

 The radiological dispersal device (RDD) pathways were developed in 

previous, unpublished RAND research; this analysis follows and builds 

upon that research.  The objective of an RDD is to spread radiological 

material over an area to expose the public to potentially harmful 

radiation.  Dirty bombs are one particular category of RDDs; however, 

there is a much broader range of RDDs that do not require explosives to 

disperse radiological material ("Radiological Lessons - Radiation 

Weapons Beyond 'Dirty Bombs'," 2007).  This dissertation will consider a 

range of potential types of radiological materials in the RDD pathways.  

However, the goal is not to identify every possible radiological source 

that could be used in an RDD.  Instead, this analysis will consider a 

set of representative materials that span the materials properties 

relevant to weaponization of the material.   

RDD pathway classes can be distinguished by three features: (1) 

isotope (which determines the primary type of radiation emitted by the 

material), (2) the initial form of the material, and (3) the method used 

to disperse the material.  Figure 3.6 denotes these features along with 

illustrative examples considered in this analysis in each category.   
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Figure 3.6:  Features of RDD Pathways 

Terrorists might seek out a specific radiological isotope to use 

in an RDD because of some property of that isotope.  However, they might 

also simply choose it based on what is easily available to them.  The 
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type of isotope used will determine the type of primary radiation 

emitted and the typical form in which the material is found.   

 The type of primary radiation emitted by radiological materials, 

in part, determines the degree of hazard that its dispersal will 

represent to the public.  Gamma rays pose a serious hazard.  They are 

difficult to shield, often requiring lead shielding to prevent exposure 

when close to a source.  Thus, deposition of a gamma emitting source on 

the ground would pose a hazard to people that simply enter the 

contaminated area because the radiation can penetrate skin.  High-energy 

neutron particles also represent a hazard to people if they can 

penetrate skin.  Beta particles on the other hand cannot penetrate skin 

and thus represent a hazard primarily if materials emitting them are 

inhaled.  Likewise, alpha particles are a hazard primarily when 

materials emitting them are inhaled.  These potential modes of exposure 

will determine the types of dispersal methods that could be used for 

each material.   

The potential isotopes considered in this analysis span a range of 

properties.  Thus, while the list of isotopes considered is certainly 

not comprehensive, the implications for applicable tasks and attributes 

due to isotope choice should be considered representative.  The list 

chosen here covers many of the isotopes frequently considered at risk 

for use in a radiological dispersal device (Ferguson, Kazi and Perera, 

2003; International Atomic Energy Agency, 2003; National Research 

Council, 2008b; Van Tuyle et al., 2003).   

 Radiological materials can be found in a variety of forms: powder, 

ceramic, metal, and liquid.  The initial form in which the material is 

acquired will determine what, if any, subsequent tasks are applicable to 

convert the material into a form suitable for a chosen dispersal method.   

 Finally, the dispersal method chosen will determine necessary 

components of the weapon.  Dirty bombs require that explosives be used 

to loft the radiological material into the air to disperse it.  But 

explosives represent only one way in which terrorists could achieve 

their goal of dispersing radiological materials.  Alternatively, 

radiological materials could simply be sprinkled over an area.  The 

possibility of radiological materials being sprinkled into a food source 

is included in this dispersal method.  They could also be released and 
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spread in the air by emissions from a fire (Zimmerman, Action and 

Rogers, 2007).  Or they could be sprayed over an area in liquid form.  

Finally, radiological materials could be emplaced in a public space to 

passively expose people.  This type of device is sometimes called a 

radiological exposure device (RED) because it does not actually disperse 

the material.   

3.3.2  RDD Pathway Classes 

Using the three features described above, there are 25 

illustrative RDD pathway classes considered in this analysis.  Figure 

3.7 shows these 25 pathway classes. 
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SOURCES:  "Radiological Lessons - Radiation Weapons Beyond 'Dirty 
Bombs'," 2007; Alvarez, 2003; Ferguson, Kazi and Perera, 2003; 
International Atomic Energy Agency, 2003; National Research Council, 
2008b; Van Tuyle et al., 2003; Zimmerman, Action and Rogers, 2007. 

Figure 3.7:  Illustrative Classes of RDD Pathways 

Notice that not every isotope is found in every initial form and 

not every dispersal method is possible for each isotope.  For example, 

Sr-90 and Am-241 cannot be used in a radiological exposure device.  Am-

241 is an alpha emitter and Sr-90 is a beta emitter.  Neither of these 

would pose a hazard to people if they were passively exposed to the 

materials by coming into close proximity.  These illustrative pathway 
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classes will be used to define a set of applicable steps, tasks, and 

attributes. 

3.3.3  Identifying RDD Pathway Elements 

 Each RDD pathway class follows a general chain of events.  The RDD 

event chain is composed of nine steps.  Figure 3.8 shows the RDD event 

chain.  Steps that are shown in a dashed box represent optional steps.  

Steps do not necessarily require sequencing.  For example, a terrorist 

might acquire radiological materials before undertaking planning 

activities in the concept development step.  Activities involved in each 

of these steps will now be briefly described. 
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Figure 3.8:  RDD Event Chain 

 

Step 1: Develop Initial Concept:  This step involves first deciding to 

pursue an RDD.  Members of the team that will develop and deploy the 

weapon might be recruited.  Target sites could be scoped out.  Dispersal 

scenarios could be modeled using simulations to assist in determining an 

optimal release site.   

 

Step 2:  Acquire Financial Resources:  Developing an RDD will require 

financial resources to complete a pathway.  The level of financial 

support could vary widely depending on the number of people involved and 

the materials and equipment required for development of the device.   

 

Step 3:  Acquire Radiological Material:  All RDDs require some type of 

radiological material.  This material could be acquired by theft, on the 



- 39 - 

 

black market, or by posing as a legitimate buyer (Kutz, Aloise and 

Cooney, 2007; U.S. Senate Committee on Homeland Security and 

Governmental Affairs, 2007).  

 

Step 4:  Acquire Materials, Equipment, and Facilities:  There will be 

various materials, equipment, and facilities necessary to perform 

activities on a pathway.  There may be substantial requirements in this 

step if the radiological material acquired will be converted into 

another material form (e.g., grinding metal into a powder).  

Additionally, terrorists might seek to acquire safety equipment such as 

shielding or Geiger counters.   

 

Step 5:  Remove Radiological Material from Sealed Container:  Often 

radiological materials used in equipment for industrial applications 

will be sealed in some form of casing (McGaffigan, 2007).  Sometimes the 

casing is even welded inside the equipment.  This is done to enhance the 

safety of the equipment.  A terrorist seeking to use the radiological 

material in an RDD would be able to construct a more effective weapon if 

he or she removed the material from this type of housing.  The equipment 

could, for example, be crudely mated to a bomb and detonated without 

performing this step, but the resulting weapon would be far less 

effective in dispersing the material.  In addition, it is possible for 

terrorists to acquire radiological material that is not mined from a 

piece of equipment.  Thus, this step is not always applicable. 

 

Step 6:  Convert Radiological Material to Appropriate Form:  Some 

radiological materials may be acquired in an initial form that is not 

optimal for the dispersal method that will be pursued.  In these cases 

converting the material to another, more suitable, form may be desirable 

or necessary (Medalia, 2003; Ronson, 2002; Zhang et al., 2001).  For 

example, the performance of a device that will disperse a radiological 

material initially in metallic form using explosives would be improved 

if the radiological material were converted to a powder form.   

 

Step 7:  Construct Dispersal Device:  A dispersal device could be crude 

or it could be quite complex (Alvarez, 2003).  It might be as simple as 



- 40 - 

 

using a plastic bag with a hole in it.  Or it could be more 

sophisticated, such as using a crop duster to spread radiological 

material over a large area.   

 

Step 8:  Test Dispersal:  Terrorists might seek to test a dispersal 

device.  This could allow them to make determinations as to what areas 

of design could be improved to enhance performance.  However, this step 

does not need to be performed.   

 

Step 9:  Disperse Radiological Material:  All pathways have the final 

step of dispersing the radiological material.   

 

Within each of these steps the applicable pathway elements (i.e., 

tasks, subtasks, and attributes) were identified.  There were 410 

pathway elements identified for the RDD pathways.  Table 3.4 displays 

examples of pathway elements identified for the RDD pathways.  Again, 

when the pathway elements applicable to a pathway class are identified 

we can refer to it as a pathway.  The complete details of pathway 

elements identified through this process will not be listed due to their 

potential sensitivity.  

Table 3.4 explicitly defines to which pathway(s) each individual 

pathway element is applicable.  The pathway numbers in this table 

correspond to the pathway classes in Figure 3.7; thus, Table 3.4 is only 

displaying Cs-137 powder and Co-60 metal pathways.  The table can be 

used to examine which pathway elements are applicable to a particular 

pathway.     
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Table 3.4:  Examples of RDD Pathway Elements with Associated RDD Pathways 

Pathway 
Step Task/Subtask Attribute 1 2 3 4 5 10 11 12 13 

Step 1: Develop 

Initial Concept 
    X X X X X X X X X 

  
Decide to use an 

RDD 
  X X X X X X X X X 

  Review literature   X X X X X X X X X 

  Seek expert advice   X X X X X X X X X 

  
Determine target 

for attack 
  X X X X X X X X X 

  
Scout attack 

locations 
  X X X X X X X X X 

  
Organize/recruit 

team 
  X X X X X X X X X 

    Aerosol Physicist    X      

Step 3: Acquire 

Radiological 

Material 

    X X X X X X X X X 

  Acquire Cs-137   X X X X X     

  Acquire Co-60        X X X X 
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Pathway 
Step Task/Subtask Attribute 1 2 3 4 5 10 11 12 13 

  

Purchase 

radiological  

material through 

front company 

  X X X X X X X X X 

    Front organization X X X X X X X X X 

    Forged documents X X X X X X X X X 

  

Buy radiological 

materials on black 

market 

  X X X X X X X X X 

  

Transport 

radiological 

material to safe 

house 

  X X X X X X X X X 

Step 4: Acquire 

Materials, 

Equipment, and 

Facilities 

    X X X X X X X X X 

  
Acquire Explosives 

or Propellants 
  X     X    

    Safe house X X X X X X X X X 
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Pathway 
Step Task/Subtask Attribute 1 2 3 4 5 10 11 12 13 

Step 9: Disperse 

Radiological 

Material 

    X X X X X X X X X 

  
Deliver Dispersal 

Device to Target 
  X X X X X X X X X 

  Detonate explosives   X     X    

  

Sprinkle 

radiological 

material 

   X     X   

  

Place radioactive 

material in 

food/drink 

   X     X   

  
Spread radiological 

material in a fire 
    X     X  

  Spray aerosol      X      

  
Place radioactive 

source on target 
      X    X 
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3.3.4  Analysis of Characteristics of RDD Pathway Elements 

 In the same manner as for the IED pathways, each RDD pathway 

element is assessed with respect to importance, uniqueness, and 

detectability.  I provided the assessments for these characteristics of 

the RDD pathway elements.  If the methodology developed in this 

dissertation is used, these assessments should be performed by a group 

of subject-matter experts. 

The assessments for importance and uniqueness are again used to 

bin the pathway elements.  The RDD pathway elements are assessed with 

respect the same inclusion criteria, namely: 

1. Importance of fifty percent or greater (i.e., greater than 

0.5 likelihood that the pathway element would be used to 

complete a specified pathway).  See Table 2.1 for the 

definition of this scale. 

2. Uniqueness of one out of one thousand or greater (i.e., 

observation of a pathway element indicates greater than one 

out of one thousand order of magnitude likelihood that a 

specified weapon is being developed).  See Table 2.2 for 

the definition of this scale. 

Table 3.5 shows the distribution of ratings for importance and 

uniqueness for the RDD pathway elements.  The shaded portion of the 

table indicates pathway elements that meet the inclusion criteria.  

Again, some pathway elements are repeated; thus Table 3.5 shows that 112 

pathway elements in the RDD pathways meet the inclusion criteria.  

However, there were only 74 distinct pathway elements.     
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Table 3.5:  Distribution of RDD Pathway Element Importance and Uniqueness Ratings 

Uniqueness  

Importance 1 10-1 10-2 10-3 10-4 10-5 10-6 Total 

100% 26 25 1 17 6 8 11 94 

85% 0 0 2 1 1 0 3 7 

75% 3 3 1 3 7 7 13 37 

50% 13 12 1 4 7 16 30 83 

25% 6 13 1 7 29 26 51 133 

15% 1 0 0 3 4 23 15 46 

0% 0 0 0 0 3 4 3 10 

Total 49 53 6 35 57 84 126 410 
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Detectability is not used as an inclusion criterion; however, its 

assessment will be used in subsequent modeling.  Some interesting 

patterns can be seen by examining the detectability assessments across 

the steps in which the pathway elements occur.  Figure 3.9 shows a 

histogram of the percent of pathway elements for each detectability 

rating by pathway step.  Notice that there are many pathway elements 

with high detectability ratings under the steps involving acquisition, 

in particular, acquisition of radiological material.  The final step of 

the pathways, dispersal of radiological materials, also received high 

detectability ratings.  Even though many of the pathways consider 

dispersal techniques that could be completed covertly (e.g., sprinkling 

radiological material over a target area), there is a reasonable 

probability that such activities could be detected as a threat by 

detectors currently in use (e.g., detectors deployed at key locations or 

emergency responder detectors).   
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Figure 3.9:  Histogram of Detectability of RDD Pathway Elements by 
Pathway Step 

The next chapter will introduce Bayesian networks as one potential 

modeling technique that could be used to analyze pathway elements for 

both IED and RDD pathways that met the inclusion criteria described 

above.  Bayesian networks are an attractive analytic tool for this 

problem because they can model combinations of evidence and thus update 

optimal strategies.  
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4.  BAYESIAN NETWORKS 

4.1  INTRODUCTION 

The fundamental question we are seeking to answer is: “Is an 

individual or group developing a weapon?”  This dissertation presents a 

structured approach to assess our beliefs about how different sets of 

observations of pathway elements affect our belief that a weapon is 

being developed.  Bayesian networks are a useful analytic tool to 

approach the problem of determining how pathway elements influence each 

other.  Bayesian networks can be analyzed to determine which pathway 

elements carry the most information with respect to the hypothesis “a 

weapon is being developed.”  Such assessments can also be reprioritized 

based on observations that have already occurred.   

This section introduces the basic concepts of Bayesian networks.   

There are various texts that provide a comprehensive introduction to 

Bayesian networks (Jensen, 2002; Krieg, 2001; Pearl, 1988).  Figure 4.1 

shows how this chapter is organized.  First, basic concepts of 

probability theory will be described.  Next, Bayesian networks will be 

introduced.  Finally, information-theoretic measures that can be used to 

analyze the Bayesian networks will be described. 

 

Basic Probability 
Theory

(Section 4.2)

Bayesian 
Networks 

(Section 4.3)

Information-
Theoretic Measures 

(Section 4.4)

 

Figure 4.1:  Organization of Chapter 4 

4.2  PROBABILITY THEORY 

The probability of an event “a” is denoted as Pr(a).  This 

probability must be between zero and one, inclusive.  This is expressed 

as: 

0≤Pr(a)≤1 

The conditional statement “given event b occurs, the probability of 

event a is x” is expressed as: 
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Pr(a|b)=x 

If the probability of event a is independent of event b, then: 

Pr(a|b)=Pr(a) 

In other words, b does not affect our belief in a.  Thus, knowing 

whether or not event b occurs has no impact on our assessment of the 

probability of event a.   

If events a and b are independent, the joint probability (i.e., the 

probability of event a and b occurring simultaneously) is: 

Pr(a,b)=Pr(a)·Pr(b) 

If a and b are not independent, the joint probability is: 

Pr(a,b)=Pr(a|b)·Pr(b) 

The probability of events a and b occurring is equivalent to the 

probability of events b and a occurring.  Thus, the following 

relationship can be derived: 

Pr(a)a)|Pr(bPr(b)b)|Pr(a

a)Pr(b,b)Pr(a,




 

When Pr(a)≠0 this can be rewritten in the well-known form of 

Bayes’ Rule as follows: 

Pr(a)
Pr(b)b)|Pr(a

a)|Pr(b 


  

The next section will introduce how Bayes’ Rule can be applied to a 

network of variables. 

4.3  BAYESIAN NETWORKS 

A simple system of variables will be used to introduce Bayesian 

networks.  Figure 4.2 shows a simple example of a Bayesian network.   
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Figure 4.2:  Simple Bayesian Network 

In this example the goal is to assess the likelihood that the grass 

is wet.  Two causes by which the grass may become wet will be modeled: 

(1) the sprinkler has been on today, (2) it has rained today.  The 

season of the year affects the likelihood of rain and sprinkler.  In 

addition, whether it has rained will affect the likelihood that the 

sprinkler has been used today.  The variables modeled are defined as 

follows: 

S = Season 

R = Rain 

K = Sprinkler 

W = Wet Grass 

Assessments of all nodes in the network can be updated when the 

state of a single node is known.  For example, if the season was known 

to be fall, the likelihood of rain and sprinkler could be updated, which 

can in turn be used to update the likelihood that the grass is wet.   

The influences between nodes are represented by arrows (often 

referred to as directed edges).  A Bayesian network is a collection of 

nodes whose relations to each other are captured by directed edges in an 

acyclic network.  This is called a directed, acyclic graph (DAG).  The 

existence of a directed edge between two nodes allows for, but does not 

require, influence between the nodes.  For example, in the Bayesian 

network shown in Figure 4.2, we could create inputs for the rain node 

such that the probability of rain is equal for all values of the season 
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node.  This would effectively eliminate the effect of the directed edge 

from the season node to the rain node. 

There is no single method to design the structure of a Bayesian 

network for all potential applications.  Two analysts could design 

completely different network structures to address the same problem.  

There are no sets of structures that could be considered uniquely 

correct (Schum, 2002).  The key to structuring a network is for the 

linkages between nodes (or lack thereof) to be defensible.   

 To capture an expert’s beliefs of how nodes influence one another, 

local distributions are defined for each node.  Figure 4.3 shows the 

local distributions for the simple wet grass example.  I estimated the 

probabilities shown in these local distributions. 

 

Sprinkler
(K)

Wet Grass
(W)

Rain
(R)

Season
(S)

Season 

Winter Spring Summer Fall 

0.25 0.25 0.25 0.25 

Rain 
Season 

TRUE FALSE 

Winter 0.10 0.90 

Spring 0.30 0.70 

Summer 0.20 0.80 

Fall 0.05 0.95 

Sprinkler 
Season Rain 

TRUE FALSE 

Winter TRUE 0.00 1.00 

Winter FALSE 0.00 1.00 

Spring TRUE 0.01 0.99 

Spring FALSE 0.10 0.90 

Summer TRUE 0.05 0.95 

Summer FALSE 0.25 0.75 

Fall TRUE 0.01 0.99 

Fall FALSE 0.10 0.90 

 

Wet Grass 
Rain Sprinkler

TRUE FALSE 

TRUE TRUE 1.00 0.00 

TRUE FALSE 0.90 0.10 

FALSE TRUE 0.70 0.30 

FALSE FALSE 0.05 0.95 

 
 

Figure 4.3:  Local Distributions for a Bayesian Network 

For each node there is a local distribution, which specifies 

dependencies of the node on the parents (if any).  The local 

distributions for each node will now be explained. 

There are four seasons (winter, spring, summer, and fall) and it 

will be assumed that all of the seasons are equal in length.  Thus, with 

no prior knowledge, there is a 25% chance that it will be any particular 
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season.  The probabilities in this table must add to one because they 

represent states that are mutually exclusive (i.e., it can only be one 

particular season at any point in time) and collectively exhaustive 

(i.e., it must always be either winter, spring, summer, or fall at any 

point in time).   

The likelihood that it has rained today is influenced by the 

season.  The highest likelihood of rain is in spring followed by summer.  

Winter and fall have lower likelihoods of rain.  Again each row must add 

to unity (i.e., given any particular season, the likelihood that it is 

raining or it is not raining is 100%).   

Whether the sprinkler has been on today is influenced by both 

season and rain.  The sprinkler is never turned on when it is winter.  

The sprinkler is used equally during the spring and the fall.  The 

sprinkler is used most often during the summer.  For spring, summer, and 

fall the sprinkler is less likely to be used during each season if it is 

raining.  Though it is less likely the sprinkler will be used in the 

rain, these inputs do allow for the sprinkler and rain nodes to be true 

simultaneously.   

Finally, the local distribution for whether the grass is wet 

depends on the values at the rain and sprinkler nodes.  From this local 

distribution we see that if it has rained and the sprinkler has been 

used today, there is a 100% chance the grass is wet.  If it has rained 

and the sprinkler has not been used, there is a 90% chance the grass is 

wet.  If it hasn’t rained and the sprinkler has been used today, there 

is a 70% chance the grass is wet.  The previous two statements allow for 

the chance that the grass has dried since the event of rain or using the 

sprinkler.  However, if it rains and the sprinkler was used, the grass 

will definitely be wet. 

If it hasn’t rained and the sprinkler hasn’t been used, there is a 

5% chance the grass is wet.  This allows for other possible causes, 

which are not explicitly modeled, by which the grass may have become 

wet.  However, such causes are only taken into account by the model if 

they are not related to any other nodes.  For example, one could claim 

that another cause for the grass becoming wet is dew.  However, the 

likelihood of dew forming on the grass would certainly be affected by 
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the season.  Thus, this model does not account for the possibility of 

dew.  On the other hand, one could argue that the model accounts for the 

possibility that the grass has become wet as a result of a ruptured pipe 

buried in the lawn, if and only if, it is assumed that the likelihood of 

the rupture occurring is not related to any of the other nodes in the 

model (i.e., season, rain, sprinkler).  This can be stated 

mathematically as: 

Pr(rupture|season,rain,sprinkler)=Pr(rupture) 

Thus, with these independence assumptions, the state in which a 

ruptured pipe in the lawn causes the grass to become wet would be 

accounted for in the model.  This contributes to the 5% chance the grass 

is wet when it doesn’t rain and the sprinkler wasn’t used.  Note that 

the pipe could coincidently rupture when it has rained and/or the 

sprinkler has been used.  In addition, there are might be other ways in 

which the grass could become wet that contribute to this, and as long as 

those ways are not related to the other nodes in the model, the model 

can be said to have implicitly taken them into account.   

Note that a local distribution where Pr(a|b)=x does not mean that 

whenever b exists the probability of a is x unless nothing else is known 

about other variables that affect a.  This is a crucial point to keep in 

mind.  To cast this in terms of the wet grass example above, assume it 

is known to be summer.  During summer the local distribution for rain 

states there is a 20% chance of rain.  However, this is only true if 

nothing else is known about other nodes in our model.  Suppose that in 

addition to knowing it is summer, it is also known that the sprinkler 

has been used today.  The sprinkler is less likely to be used on days 

when it is raining.  Even though sprinkler does not appear in the local 

distribution for rain, we know that the likelihood of rain will be lower 

given the sprinkler was used today.  However, if nothing is known about 

the state of sprinkler and wet grass, there is a 20% chance of rain. 

A Bayesian network can be used to calculate the joint probability 

distribution for the variables it represents.  The joint probability 

distribution enumerates the probability of every possible combination of 

states for all nodes.  The usefulness of the joint probability 

distribution to perform calculations in a Bayesian network will be 
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demonstrated shortly.  The joint probability distribution for the wet 

grass example can be written as follows: 

Pr(S,R,K,W) = Pr(W|S,R,K)·Pr(S,R,K) 

Pr(S,R,K,W) = Pr(W|S,R,K)·Pr(K|S,R)·Pr(S,R) 

Pr(S,R,K,W) = Pr(W|S,R,K)·Pr(K|S,R)·Pr(R|S)·Pr(S) 

The joint probability distribution is a general representation for 

the probability that a particular set of states exists for all of the 

nodes.  We can further simplify the equation using assumptions of 

conditional independence, which are indicated by the structure of the 

Bayesian network.  In the wet grass example, wet grass is conditionally 

independent of season given the states of the rain and sprinkler nodes.  

Using assumptions of conditional independence indicated in the DAG we 

can state the following: 

Pr(W|S,R,K)=Pr(W|R,K) 

Note that the probability of wet grass depends directly only on the 

state of the rain and sprinkler nodes.  However, the grass is more 

likely to be wet in the spring.  So why isn’t wet grass dependent on 

season?  The answer is that it is, but only through the rain and 

sprinkler nodes.  The season will have an impact on our belief as to 

whether the grass is wet, but only by its relationship to the rain and 

sprinkler nodes.  If there were some other way that season were to 

affect the likelihood of the grass being wet other than through rain or 

sprinkler, it would have to be represented in the model by creating a 

directed edge between season and wet grass.  There is an example of this 

characteristic in this model.  Season affects the likelihoods of both 

the sprinkler and rain nodes.  However, the likelihood of rain also 

directly affects the likelihood of sprinkler; this effect is not 

captured simply through the season node.   

 Using the assumptions of conditional independence indicated by the 

DAG for the wet grass example the joint probability distribution can be 

rewritten as follows: 

Pr(S,R,K,W) = Pr(W|R,K)·Pr(K|S,R)·Pr(R|S)·Pr(S) 

The joint probability distribution can be stated in a general form 

as (Kjærulff and Madsen, 2008): 
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where pa(Ai) represents the parent set of Ai represented in the DAG.   

Notice that each component of the joint probability distribution 

for the wet grass example has a local distribution associated with it, 

which has been defined above.  This equation can now be applied to every 

possible combination of states for each node to calculate the joint 

probability.  The joint probability for the occurrence of the season is 

summer, it did not rain, sprinkler is on, and grass is wet can be 

calculated as follows: 

S = summer = sum 

R = FALSE = F 

K = TRUE = T 

W = TRUE = T 

 

Pr(S=sum,R=F,K=T,W=T)  

= Pr(W=T|R=F,K=T)· Pr(K=T|S=sum,R=F)·Pr(R=F|S=sum)·Pr(S=sum)  

= 0.70 · 0.25 · 0.80 · 0.25 

= 0.035 

 

This can be interpreted as the probability that these states will 

all occur simultaneously.  Table 4.1 shows the joint probability table 

for Pr(S,R,K,W), which represents the joint probability for all possible 

combinations of states of the variables modeled.  Notice that summing 

all of the values in the table yields unity and summing the values for 

any particular season yields 0.25. 
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Table 4.1:  Joint Probability Table for Pr(S,R,K,W) 

Wet Grass 
Season Rain Sprinkler

TRUE FALSE 

Winter TRUE TRUE 0.0000 0.0000 

Winter TRUE FALSE 0.0225 0.0025 

Winter FALSE TRUE 0.0000 0.0000 

Winter FALSE FALSE 0.0113 0.2138 

Spring TRUE TRUE 0.0008 0.0000 

Spring TRUE FALSE 0.0668 0.0074 

Spring FALSE TRUE 0.0123 0.0053 

Spring FALSE FALSE 0.0079 0.1496 

Summer TRUE TRUE 0.0025 0.0000 

Summer TRUE FALSE 0.0428 0.0048 

Summer FALSE TRUE 0.0350 0.0150 

Summer FALSE FALSE 0.0075 0.1425 

Fall TRUE TRUE 0.0001 0.0000 

Fall TRUE FALSE 0.0111 0.0012 

Fall FALSE TRUE 0.0166 0.0071 

Fall FALSE FALSE 0.0107 0.2031 

 

The joint probability distribution table enables us to easily 

update our beliefs about the states of nodes in the network by 

systematically applying Bayes’ rule.  The familiar form of Bayes’ rule 

is: 

Pr(a)
Pr(b)b)|Pr(a

a)|Pr(b 


  

Recall that each value calculated in the joint probability table 

represents the probability of a particular arrangement of states for 

each of the variables modeled.  The combinations of states of the 

variables shown in the joint probability table are mutually exclusive 

and collectively exhaustive.  Suppose it is known that the season is 

fall.  Only the bottom four rows of the joint probability table are 

needed.  Bayes’ rule can be applied to the joint probability table as 

follows: 
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fall)Pr(S
TRUE)Pr(WTRUE)W|fall  Pr(S

fall)S|TRUEPr(W



  

The numerator of the right-hand side of this equation can be 

rewritten as: 

TRUE)Wfall,Pr(STRUE)Pr(WTRUE)W|fallPr(S   

These values are listed in the joint probability distribution table.  

Now Bayes’ rule can be rewritten and applied using the joint probability 

distribution as follows: 

0.1543

0.20310.00710.00120.00000.01070.01660.01110.0001
0.01070.01660.01110.0001

fall)Pr(S
TRUE)Wfall,Pr(S

fall)S|TRUEPr(W













 

The numerator represents the probability that it is fall and the 

grass is wet.  Notice that the probabilities in the denominator add to 

0.25, which is simply the probability that it is fall.   

Since the joint probability table increases exponentially with the 

number of variables modeled, computationally efficient algorithms have 

been developed to update probabilities based on evidence entered in 

Bayesian networks (Jensen, 2002; Pearl, 1988).  Bayesian networks can be 

used to assess belief in a particular node of interest based on current 

or hypothetical observations. 

4.4  INFORMATION ENTROPY AND MUTUAL INFORMATION 

 After a Bayesian network has been constructed and its parameters 

estimated, the network can be analyzed to determine which nodes are the 

most influential for hypotheses of interest.  This section examines one 

possible analytic technique from information theory.  The goal of this 

analysis is to determine which node in the network would provide the 

most information about another node in the network.  The overarching 

objective of this research is to characterize how much information each 

pathway element carries regarding whether someone is developing a 

weapon.  Information theoretic-based measures can assist in determining 

which nodes would be most useful to determine whether a weapon is being 
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developed by driving uncertainty out of the system.   

 Entropy was first formulated as an information-theoretic concept  

by Claude Shannon.  Information-theoretic entropy is often referred to 

as Shannon entropy (Shannon, 1948).  Shannon chose to mirror the concept 

of entropy in statistical mechanics and thermodynamics to measure 

information content of a system.  It is important to recognize that the 

mathematical form of Shannon entropy is a choice and alternative 

measures could be pursued (Soofi, 1994).   Shannon entropy has been 

suggested as a metric to determine how much information one variable 

carries about another variable (Felli and Hazen, 1998; Luciani, Marches 

and Bertolini, 2003).  In this dissertation, we want to define a measure 

for how much information each node (i.e., pathway element) carries with 

respect to whether a weapon is being developed.   Costs and utilities 

associated with discovering the state of nodes in the Bayesian networks 

do not need to be estimated; however, further research could incorporate 

these concepts into the models.   

Shannon stated that a function of information content should be: 

(1) continuous over values for the probability of an event x, (2) 

maximized when all potential states of x are equally likely (i.e., 

complete uncertainty) and minimized when Pr(x)=1 or 0 (i.e., complete 

certainty), (3) independent of how probabilities might be grouped.  

Shannon showed that the only function satisfying these properties was 

analogous to entropy in statistical mechanics and thermodynamics and 

takes the following form as Shannon entropy (Cover and Thomas, 1991; 

Shannon, 1948): 

)(Pr(x)logPr(x)H[X]
Xx

2


  

H[X] represents the uncertainty that exists in the system with 

respect to X.  The logarithm is typically calculated with a base of 2 in 

information-theoretic applications; this makes the units of H[X] bits 

(or the average number of guesses necessary to know the state of X).   

An example of a simple system to demonstrate the concept of 

information entropy is a two-sided coin.  Imagine that X is a random 

variable denoting the possible states of heads or tails and the 

probability of heads can be adjusted.  If Pr(x=heads)=0.5, the system 
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has maximum entropy.  Uncertainty is maximized regarding the likely 

outcome of flipping the coin when Pr(x=heads)=0.5.  However, if 

Pr(x=heads)=0.8, the coin is more likely to land on heads and thus the 

system has less uncertainty.  Figure 4.4 plots the information entropy  

as a function of Pr(x=heads).  The information entropy is minimized when 

Pr(x=heads)=0 or Pr(x=heads)=1.  It is maximized when Pr(x=heads)=0.5. 
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Figure 4.4:  Information Entropy of Random Variable X 

We can now use the concept of information entropy to determine 

which node’s discovery would minimize uncertainty in the system.  To do 

this, the conditional entropy of X given the state of another variable 

(Y) must be calculated.  The conditional entropy is expressed as follows 

(Cover and Thomas, 1991): 
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Now the reduction in uncertainty of X as a result of discovering 

the state of Y can be determined.  Mutual information is defined as 

follows: 
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Mutual information measures of how much information Y carries about 

X.  This concept will be used in the next chapter to develop measures of 

information-theoretic value of the pathway elements.   
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5.  BAYESIAN NETWORK ANALYSIS OF WEAPON PATHWAYS 

Bayesian networks provide an intuitive means to structure our 

beliefs.  This chapter describes how Bayesian networks can be applied to 

the problem of determining whether terrorists are seeking to build a 

weapon using the weapon pathways developed in Chapter 3.  Other research 

has used similarly structured Bayesian networks to identify terrorist 

weapon development by searching through large transactional datasets 

(Boner, 2005).  The process followed in this chapter is shown in Figure 

5.1.  First, variables must be selected to model and the structure of 

weapon pathway Bayesian networks must be defined.  Then, the method to 

estimate the local distributions of the Bayesian networks is explained.  

Next, information-theoretic measures are developed to determine resource 

allocations for a strategy to detect terrorist weapon development.  

Finally, the sensitivity of the Bayesian networks to the probability of 

weapon development and local distributions of other pathway elements 

modeled is explored in Sections 5.4 and 5.5, respectively. 

 

Select Pathway 
Elements for Modeling 
and Define Bayesian 

Network Structure for 
Weapons Detection

(Section 5.1)

Estimate 
Local 

Distributions
(Section 5.2)

Apply Information-
Theoretic Measures for 
Resource Allocation

(Section 5.3)

Examine Sensitivity of 
Models to Local 

Distribution Estimates 
(Section 5.4 & 5.5)

 

Figure 5.1:  Process to Construct and Analyze Bayesian Networks for 
Weapon Pathways 

Bayesian network analysis can be used to guide intelligence 

strategies to detect terrorists developing weapons.  Bayesian networks 

enable prioritization of pathway elements (i.e., nodes) with respect to 

the ability to determine whether a weapon is being developed.  In 

addition, Bayesian networks can be used to reprioritize unobserved 

pathway elements to determine which would provide the greatest 

improvement in our ability to assess weapon development based on 

observations that have already occurred.  
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5.1  CONSTRUCTION OF BAYESIAN NETWORKS FROM WEAPON PATHWAYS 

The first step in creating a Bayesian network for a weapon pathway 

is selecting a manageable group of pathway elements to model.  Pathway 

elements that had an importance rating of greater than fifty percent and 

a uniqueness rating of greater than one out of one thousand (see Tables 

2.1 and 2.2) were selected for inclusion.  Detectability was not used as 

an inclusion criterion because pathway elements that rated low in 

detectability might be included as part of the passive detection portion 

of the strategy.  This produces a manageable set of pathway elements to 

be included in a Bayesian network analysis for detection of IEDs and 

RDDs.  For the IED pathways, 244 pathway elements were defined, of which 

33 met the inclusion criteria.  For the RDD pathways, 410 pathway 

elements were defined, of which 74 met the inclusion criteria.   

 Next, the structure of the Bayesian network must be defined.  The 

hierarchical structure of the pathway elements from Chapter 2 is used to 

guide the construction of the Bayesian networks.  Figure 5.2 shows a 

notional Bayesian network of weapon detection following from the generic 

weapon pathway outlined in Table 3.1.  At the core of the network is the 

hypothesis that a weapon is being developed.  This is analogous to 

applications of Bayesian networks in disease diagnosis (Onisko, Lucas 

and Druzdzel, 2001).  A directed edge is created from the weapon node to 

each of the steps applicable to the weapon pathways.  Note that only 

pathway elements which met the inclusion criteria are modeled in the 

Bayesian network.  Each step will connect to applicable tasks.  Tasks 

(or subtasks) will be connected to attributes (i.e., materials, 

equipment, facilities, and personnel).  The gray nodes in the figure 

notionally represent the larger structure of the network.     
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Figure 5.2:  Notional Bayesian Network for Weapon Detection 

Two pathway elements may affect the likelihood of one another 

beyond the structure indicated by the hierarchy.  Figure 5.2 shows an 

example of influence between two pathway elements beyond that determined 

by the hierarchy in the directed edge from facility F3 to material M3.  

Such a connection would be used to represent a situation in which one 

might expect M3 to be more likely because of the presence of F3 beyond 

their shared applicability in the weapon pathway hierarchy.  For 

example, consider the following two pathway elements from the RDD 

pathways: front organization and forged documents.  An individual or 

group completing an RDD pathway may attempt to acquire radiological 

materials by posing as a legitimate buyer by using a front organization 

and/or forged documents.  However, these two pathway elements influence 

each other beyond their shared applicability to RDD pathways because a 

front organization is more likely to have forged documents than a 

legitimate organization regardless of whether it is seeking to acquire 

radiological materials for an RDD.  Thus, the Bayesian network should 

represent this relation by connecting these two pathway elements with a 

directed edge.  Consider another example of two pathway elements: lead 
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shielding and Geiger counter.  Both of these pathway elements are 

applicable to the acquisition, transfer, storage, and processing of 

radiological materials.  Thus, presence of lead shielding would imply a 

greater probability that a Geiger counter will be present.  However, 

this relationship is completely represented by their common connection 

to the presence of radiological materials.  Therefore, in this case a 

direct connection between lead shielding and Geiger counter should not 

be made because the network already accounts for this relationship.  

Also, notice that facility F1 in Figure 5.2 has connections from Task A 

and Task B.  In Table 3.1, F1 was listed twice because it is applicable 

to both these tasks.  In the Bayesian network, the F1 node can simply be 

connected to both tasks. 

All of the nodes (i.e., pathway elements) in the Bayesian networks 

were modeled in this dissertation to have two possible states: true and 

false.  Future research employing such methods could be conducted using 

a range of confidence levels regarding the states of the nodes in order 

to represent uncertainty in parameter estimates. 

The Bayesian networks for IEDs and RDDs are shown in Figures 5.3 

and 5.4, respectively.  Due to the potential sensitivity of information 

regarding the pathway elements, only the pathway steps and weapon nodes 

are titled.  These Bayesian networks were constructed and analyzed using 

Netica® software.
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Figure 5.3:  IED Bayesian Network 
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RDD
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Figure 5.4:  RDD Bayesian Network 
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5.2  ESTIMATING LOCAL DISTRIBUTIONS FOR BAYESIAN NETWORKS 

Once the structure of the Bayesian networks has been defined, the 

next step is to estimate the local distributions to parameterize the 

model.  Often Bayesian networks are employed in applications where data 

for the nodes exist.  In these cases, real-world data can be used to 

estimate the probabilities in the local distributions (Druzdzel and van 

der Gaag, 2000).  These data are often referred to as training data sets 

because they are used to estimate the local distributions.  However, 

frequently there is not sufficient data available to parameterize the 

model.  In such instances, Bayesian networks are often parameterized 

using expert opinion.  Since there is not sufficient data in the public 

domain regarding instances of pursuit of IED or RDD pathways, 

solicitation of expert opinion is necessary (Druzdzel and van der Gaag, 

2000; van der Gaag et al., 1999).  It is important to note that such 

data, if available, would have to be very comprehensive.  For example, 

one could design a model to address detection of IED networks in 

Operation Iraqi Freedom.  Data regarding incidents of IED discoveries 

(both before and after detonation) could be recorded.  However, to be 

useful, the data would need to include cases that turned out not to be 

pursuit of IED pathways (i.e., false positives).  Such requirements are 

likely to be a substantial barrier to collecting real-world data to 

train such a model.   

The IED Bayesian network includes 33 pathway elements (i.e., 

nodes) and requires 162 conditional probabilities to be estimated.  If 

the joint probability distribution were estimated directly, it would 

require estimating over 109 probabilities for the IED pathways.  The RDD 

Bayesian network includes 74 pathway elements (i.e., nodes) and requires 

386 conditional probabilities to be estimated.  If the joint probability 

distribution were estimated directly, it would require estimating over 

1022 probabilities for the RDD pathways.  In both the IED and RDD models 

there is a clear advantage to modeling the joint probability 

distribution by making the independence assumptions between pathway 

elements (i.e., nodes) in the Bayesian networks.  Such independence 

assumptions reduce the required number of probabilities to estimate by 

many orders of magnitude.   
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The scale used to estimate probabilities in the local 

distributions is shown in Table 5.1.  This scale represents a hybrid 

between a graded-percentage scale and an order of magnitude scale.  

Probabilities in both types of scales can be useful to parameterize the 

Bayesian networks.   

Table 5.1:  Scale for Local Distributions 

Probability Percent 

1,000,000
999,999

 99.9999% 

10
9

 90% 

4
3
 75% 

2
1
 50% 

4
1
 25% 

10
1

 10% 

100
1

 1% 

1,000
1

 0.1% 

10,000
1

 0.01% 

100,000
1

 0.001% 

1,000,000

1
 0.0001% 

 

An example survey used to elicit probabilities for the local 

distributions is shown in Table 5.2.  This example examines the 

probability that someone would have a Geiger counter based on whether or 

not they have radiological materials.  The priors are shown on the left-

hand side of the table, namely whether they have radiological materials.  

The probability of the pathway element being considered (in this example 
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a Geiger counter) is estimated given every potential combination of 

values for priors.  These values were assessed using the scale in Table 

5.1.  In this example there is a 90% probability that someone with 

radiological materials would also have a Geiger counter.  Sometimes 

individuals might possess radiological material without having a Geiger 

counter, perhaps because the radiological source is shielded, the type 

of radiation emitted from the source does not pose a threat to the body 

from external exposure, or the individuals are willing to take a risk 

that they will be exposed to an unknown level of radiation.   

Additionally, there is a 1% probability that an individual without 

radiological materials will possess a Geiger counter. 

All of the local distributions in the Bayesian network are 

estimated via a table similar to Table 5.2.  Only the author provided 

inputs for the models developed in this dissertation.  As such, the 

results of these models should not be used to inform policy.  The goal 

of this dissertation is to develop a method to design resource 

allocation strategies.  The proposed methods are performed to 

demonstrate their feasibility and show what the outputs of such models 

might look like.  Before using such models to inform policy, a group of 

subject-matter experts should be called upon to build (or validate) the 

structure of the models and estimate inputs for the local distributions.  

Structured processes have been developed to elicit local distributions 

from experts (Laskey and Mahoney, 2000). 

At the core of the Bayesian network, the probability of a 

particular weapon being developed must be estimated.  While assessing 

the probability that an improvised explosive device or a radiological 

dispersal device is being developed may be difficult to do with 

accuracy, the sensitivity of the outputs from the model can be examined 

with respect to this parameter.  In addition, this parameter represents 

the probability that such a weapon is being developed, not the 

probability that the weapon is successfully built and an attack 

executed.   
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Table 5.2:  Example Survey to Estimate the Local Distribution 

Pr(Geiger counter | Radiological materials)  

Radiological materials 99.9999% 90% 75% 50% 25% 10% 1% 0.1% 0.01% 0.001% 0.0001% 

TRUE  X          

FALSE       X     
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5.3  INFORMATION-THEORETIC MEASURES FOR RESOURCE ALLOCATION 

Once a Bayesian network has been constructed and parameterized, it 

can be analyzed to determine which nodes (i.e., pathway elements) 

provide the greatest decrease in uncertainty with respect to a node of 

interest (i.e., whether a weapon is being developed).  The concept of 

mutual information will be used to measure reductions in uncertainty 

surrounding whether a weapon is being developed.  As shown in Chapter 4, 

the uncertainty surrounding a particular node in the network can be 

calculated as:  

)(Pr(x)logPr(x)H[X]
Xx

2


  

In the present application, the variable X represents the 

hypothesis: “a weapon is being developed.”  The information-theoretic 

value of learning the state of another node in the network, Y, can be 

represented by mutual information calculated as: 
















  Pr(y)Pr(x)

y)Pr(x,
log)yPr(x,Y]I[X;

Y]|H[XH[X]Y]I[X;

Xx
2

Yy

 

Mutual information is a measure of how much information the 

variable Y carries with respect to X.  This measure can be used to 

assess the relative information-theoretic value of learning the state of 

the pathway elements (i.e., nodes) modeled in the Bayesian networks.  

The mutual information of each node in the network is calculated with 

respect to weapon development.  Pathway elements that carry more 

information about whether a weapon is being developed should have more 

collection and analytic resources allocated to them, all else being 

equal.  However, mutual information only measures the change in entropy 

provided by observation of each pathway element; it does not measure the 

uncertainty initially present in the system though this measure is used 

in its calculation (Ilyas and Radha, 2008).  Some have proposed using 

the following measure, sometimes referred to as relative mutual 

information (Ilyas and Radha, 2008), to guide medical decision making 

(Critchfield and Willard, 1986; Felli and Hazen, 1998): 
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However, the objective in medical decision making is usually to 

determine what test or treatment to perform next.  For the problem of 

detecting terrorists potentially developing weapons, we need to dedicate 

resources to the detection of a set of potential pathway elements.  We 

want to develop a measure that takes into account how much information a 

pathway element provides with respect to whether a weapon is being 

developed, but we also want to account for the opportunity cost of 

allocating resources to its detection.  In other words, when resources 

are invested in the passive or active detection of a pathway element, we 

are incurring an opportunity cost because those resources are not being 

spent to detect other pathway elements.  Allocation of resources for 

passive detection should be proportionate to the amount of information 

pathway elements carry regarding whether a weapon is being developed 

relative to the other pathway elements considered in the Bayesian 

network.  For example, personnel training courses and field manuals 

could be developed for law enforcement or military personnel to instruct 

them about the potential implications of certain indicators of weapon 

development and define the appropriate response (e.g., arrest warrant, 

further investigation).   

Passive detection resources should be allocated to the jth pathway 

element as: 
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where jΨ  represents the percentage of passive resources allocated to 

the jth pathway element.  This equation takes the mutual information 

between whether a weapon is being developed and the jth pathway element 

and divides that by the sum of all possible pathway elements’ mutual 

information with whether a weapon is being developed.  This function 

will be maximized, to 1, when only the jth pathway element carries 

information with respect to whether a weapon is being developed (i.e., 
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I[X;Yj]>0 and I[X;Yi]=0 for all i≠j).  It is minimized when the jth 

pathway element carries no information with respect to whether a weapon 

is being developed (i.e., I[X;Yj]=0) and at least one other pathway 

element considered in the set does carry non-zero information with 

respect to weapon development. 

Some pathway elements are more difficult to detect than others.  

Thus, detectability should be incorporated into the information content 

metric to determine allocations for active detection strategies because 

it indicates how likely that potential information gain is to be 

achieved.  The following equation weights the mutual information carried 

by the ith pathway element with respect to whether a weapon is being 

developed by detectability: 











  
  )Pr(yPr(x)

)yPr(x,
log)yPr(x,d]YI[X;d

i

i

Xx
2

Yy
iiii

ii

, 

where di represents the detectability of the ith pathway element.  In 

this equation for detectability-weighted mutual information, we could 

move the di term outside of the summation since it is constant across 

each yi.  However, the detectability rating could be made more complex 

by giving each probability term in the joint probability distribution a 

likelihood of detection.  For example, the detectability of radiological 

materials could vary depending on whether a Geiger counter is present or 

not.  In this research, such a multidimensional detectability rating is 

not attempted; instead the detectability of any pathway element is given 

a single rating on the scale in Table 2.2. 

Allocation of resources for active detection portions of a 

detection strategy should be made proportionate to the amount of 

information a pathway element carries regarding whether a weapon is 

being developed relative to the other pathway elements considered in the 

Bayesian network weighted by detectability.  Active detection resources 

should be allocated to the jth pathway element as follows: 



- 74 - 

 

 




































 

 

i i

i

Xx
2

Yy
ii

j

j

Xx
2

Yy
jj

i
ii

jj
j

)Pr(yPr(x)

)yPr(x,
log)yPr(x,d

)Pr(yPr(x)

)yPr(x,
log)yPr(x,d

]YI[X;d

]YI[X;d
Φ

ii

jj

, 

where jΦ  represents the percentage of active resources allocated to the 

jth pathway element.  This equation represents the mutual information 

weighted by detectability of the jth pathway element with regard to 

whether a weapon is being developed divided by the sum of the mutual 

information weighted by detectability over all pathway elements in the 

network.  This is the percentage of the budget that we should invest in 

the active detection of the jth pathway element.  Note that in the 

denominator we are considering the mutual information weighted by 

detectability for every pathway element in the network (in other words, 

for each i).  The summation over the domain yi
 Yi represents the 

calculation of the mutual information for one particular ith pathway 

element.  The mutual information is calculated for each ith pathway 

element and then all of those quantities are summed in the denominator.   

To demonstrate how these information-theoretic calculations can be 

applied to resource allocation decisions, a simple example will be 

useful.  Figure 5.5 shows a simple Bayesian network for radiological 

weapons pathways.  The radiological dispersal device node connects to 

three nodes: radiological materials, explosives, and milling machine.  

Each of these pathway elements are modeled to have two possible states: 

true and false.  The radiological materials node further connects to 

shielding, Geiger counter, forged documents, and front organization.  

The front organization node connects to forged documents, which 

recognizes that forged documents may be more likely to exist in the 

presence of a front organization beyond their common connection to 

radiological materials. 
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Figure 5.5:  Simple RDD Bayesian Network 

I estimated local distributions for this simple RDD Bayesian 

network.  These local distribution estimates are shown in Tables 5.3 

through 5.10.  The probability of a radiological dispersal device being 

developed was set at 1% in the calculations that follow.   

Table 5.3:  Local Distribution of Radiological Weapon Node for Simple 
RDD Bayesian Network 

Radiological Weapon 

TRUE FALSE 

1% 99% 

Table 5.4:  Local Distribution of Milling Machine Node for Simple RDD 
Bayesian Network 

Milling Machine 
Radiological Weapon 

TRUE FALSE 

TRUE 10% 90% 

FALSE 1% 99% 

Table 5.5:  Local Distribution of Explosives Node for Simple RDD 
Bayesian Network 

Explosives 
Radiological Weapon 

TRUE FALSE 

TRUE 90% 10% 

FALSE 1% 99% 
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Table 5.6:  Local Distribution of Acquire Radiological Material Node for 
Simple RDD Bayesian Network 

Acquire Radiological Material 
Radiological Weapon 

TRUE FALSE 

TRUE 99.9999% 0.0001% 

FALSE 0.01% 99.99% 

Table 5.7:  Local Distribution of Shielding Node for Simple RDD Bayesian 
Network 

Shielding Acquire 
Radiological 
Material TRUE FALSE 

TRUE 90% 10% 

FALSE 1% 99% 

 Table 5.8:  Local Distribution of Geiger Counter Node for Simple RDD 
Bayesian Network 

Geiger Counter Acquire Radiological 
Material TRUE FALSE 

TRUE 90% 10% 

FALSE 0.01% 99.99% 

Table 5.9:  Local Distribution of Forged Documents Node for Simple RDD 
Bayesian Network 

Forged Documents Acquire Radiological 
Material 

Front 
Organization TRUE FALSE 

TRUE TRUE 99.9999% 0.0001% 

TRUE FALSE 50% 50% 

FALSE TRUE 90% 10% 

FALSE FALSE 0.01% 99.99% 

Table 5.10:  Local Distribution of Front Organization Node for Simple 
RDD Bayesian Network 

Front 
Organization Acquire Radiological 

Material 
TRUE FALSE 

TRUE 75% 25% 

FALSE 0.01% 99.99% 

 

The passive (Ψ ) and active (Φ ) allocations can be calculated for 

each pathway element modeled.  Note that to perform such calculations, 
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the hierarchical structure of the network must be taken into account.  

For example, a resource allocation methodology should not have budget 

allocations for detection of radiological materials compete with 

allocations for detection of forged documents.  The network has been 

structured such that detection of forged documents is one of the ways in 

which radiological materials could be detected.  Thus, the methodology 

must determine a resource allocation for detection of radiological 

materials and within radiological materials a further allocation must be 

defined for all of the pathway elements that could influence belief in 

whether radiological materials have been acquired.  Figure 5.6 shows a 

pie chart of resource allocations for passive detection (Ψ ) for this 

example.  The allocation splits the majority of the resources between 

passive detection of explosives and radiological materials, with milling 

machines receiving a very small percentage allocation.  Passive 

detection of radiological materials is split roughly equivalently 

between detection of front organizations, forged documents, and 

shielding; however, Geiger counters receive a slightly greater 

allocation.   
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Figure 5.6:  Passive Detection Resource Allocation (Ψ ) for Simple RDD 
Bayesian Network with Pr(RDD)=1% 

Figure 5.7 shows a pie chart of resource allocations for active 

detection (Φ ).  Now the allocation heavily favors allocating resources 

to the detection of radiological materials and only a small percentage 

to detection of explosives.  The active detection of radiological 

materials is split mostly between detection of front organizations and 

forged documents, with Geiger counters receiving only a small 

allocation.  Notice that shielding and milling machines do not receive 

any resource allocations in an active detection strategy.  While the 

mutual information calculations included shielding and milling machine 

nodes, their detectability was much lower, which essentially zeroed them 

out of resource allocations.  Thus, these pathway elements are only 

included in the passive detection strategy for this example.   
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Figure 5.7:  Active Detection Resource Allocation (Φ ) for Simple RDD 
Bayesian Network with Pr(RDD)=1% 

The passive and active detection resource allocations for the 

steps of the full IED model with Pr(IED)=1% are listed in Table 5.11.  

“Step 2: acquire financial resources” is not included because pathway 

elements under this step were not explored in detail, as was described 

earlier in this dissertation.  Due to the potential sensitive nature of 

this information, the resource allocations for pathway elements within 

each of step are not listed.  The sensitivity of the model outputs to 

the probability that a particular weapon will be developed is explored 

in the next section of this chapter.  There is a significant shift in 

resource allocation between passive and active detection strategies.  

Thus, detectability does play a significant role in determining resource 

allocation levels, as one might have expected.   
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Table 5.11:  Passive (Ψ ) and Active (Φ ) Resource Allocation for IED 
Pathways with Pr(IED)=1% 

Step 
Passive Resource 
Allocation (Ψ ) 

Active Resource 
Allocation(Φ ) 

Step 1: Develop Initial Concept 17% 2% 

Step 3: Acquire Ingredients 16% 23% 

Step 4: Fabricate Device 17% 3% 

Step 5: Test Attack Scenario 8% 12% 

Step 6: Transport to Target 13% 19% 

Step 7: Emplace Device 13% 19% 

Step 8: Target Emplaced Device 1% 19% 
Step 9: Trigger and Detonate 
Device 17% 2% 

 

The passive and active detection resource allocations for the steps 

of the full RDD model with Pr(RDD)=1% are listed in Table 5.12.  Again, 

“step 2: acquire financial resources” is omitted because it was not 

modeled in detail.  Additionally, “step 8: test dispersal” is not 

included because it did not meet the inclusion criteria for importance.  

Testing the dispersal mechanism for a radiological weapon could be 

skipped.3  The pathway elements within each of these steps will not be 

listed due to their potential sensitive nature.  Similar to the IED 

pathways, there is a significant shift in resource allocation between 

passive and active detection strategies.  However, the RDD pathways have 

particular steps that receive a significant portion of the active 

detection resource allocation: “step 3: acquire radiological material” 

and “step 5: remove radiological material from sealed container.”  These 

steps are indicative of radiological weapon development, important to 

pathways, and are detectable.   

             
3 In the IED pathways, testing the attack scenario was rated more 

important and met the inclusion criteria.  In the IED pathways testing 
would be more important, if a specific target is pursued or security 
mechanisms need to be overcome. 
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Table 5.12:  Passive (Ψ ) and Active (Φ ) Resource Allocation for RDD 
Pathways with Pr(RDD)=1% 

Step 
Passive Resource 
Allocation (Ψ ) 

Active Resource 
Allocation(Φ ) 

Step 1: Develop Initial Concept 16% 0% 
Step 3: Acquire Radiological 
Material 19% 44% 

Step 4: Acquire Materials, 
Equipment, and Facilities 6% 14% 

Step 5: Remove Radiological 
Material from Sealed Container 16% 36% 

Step 6: Convert Radiological 
Material to Appropriate Form 9% 2% 

Step 7: Construct Dispersal 
Device 17% 0% 

Step 9: Disperse Radiological 
Material 16% 4% 

  

Tables 5.11 and 5.12 can be used to guide resource allocation 

decisions for active and passive detection strategies for IEDs and RDDs.   

The resource allocations defined through this process can be 

updated based on evidence acquired.  Table 5.13 shows the resource 

allocations when no evidence has been acquired and when we have observed 

the acquisition of radiological material.  The reallocation when 

acquisition of radiological material is observed is a second tier of 

resource allocations.  Notice that when we observe the acquisition of 

radiological material, no further resources are allocated to detecting 

the acquisition of radiological material (or any of the pathway elements 

within that step unless it is applicable to more than one step).  

Resources that had been devoted to detecting acquisition of radiological 

materials can now be reallocated to detecting other pathway elements.  

In this case, “step 4: acquisition of materials, equipment, and 

facilities” and “step 5: remove radiological material from sealed 

container” dominant the active detection resource allocations.   
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Table 5.13:  Passive (Ψ ) and Active (Φ ) Resource Allocation for RDD 
Pathways with Pr(RDD)=1% for Cases of No Evidence and Observation of 

Acquisition of Radiological Material 

No Evidence 
Observed Acquisition 

of Radiological 
Material 

Step Passive 
Resource 
Allocation 

(Ψ ) 

Active 
Resource 
Allocation 

(Φ ) 

Passive 
Resource 
Allocation 

(Ψ ) 

Active 
Resource 
Allocation 

(Φ ) 
Step 1: Develop 
Initial Concept 16% 0% 20% 0% 

Step 3: Acquire 
Radiological 
Material 

19% 44% 0% 0% 

Step 4: Acquire 
Materials, 
Equipment, and 
Facilities 

6% 14% 16% 40% 

Step 5: Remove 
Radiological 
Material from Sealed 
Container 

16% 36% 21% 53% 

Step 6: Convert 
Radiological 
Material to 
Appropriate Form 

9% 2% 7% 2% 

Step 7: Construct 
Dispersal Device 17% 0% 20% 1% 

Step 9: Disperse 
Radiological 
Material 

16% 4% 17% 4% 

 

The sections that follow will begin to examine the sensitivity of these 

allocations to various model parameters.   

5.4  RESOURCE ALLOCATION SENSITIVITY TO WEAPON DEVELOPMENT PROBABILITY 

The sensitivity of model outputs to the probability a particular 

weapon is being developed will be assessed first.  This requires simply 

varying the estimate provided in the local distribution for the 

hypothesis that a weapon is being developed.  This estimate is difficult 

to justify and may warrant more exploration than other local 

distributions in the models. 

Figures 5.8 and 5.9 show the passive detection resource allocation 

for IEDs and RDDs, respectively, for only the modeled steps involved in 

the pathways over varying values for the probability of a weapon being 

developed.  Both graphs are plotted with the x-axis on a logarithmic 

scale.  For any given value on the x-axis the resource allocations will 
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sum to 100%.  Resource allocations do vary with the probability of a 

weapon being pursued for both IEDs and RDDs.  Notice some steps receive 

much greater allocations when the probability of weapon development is 

very high.  Those steps are essential to completing the weapon pathway 

and are highly indicative of weapon development.  Thus, when the 

probability of an attack becomes sufficiently high more resources should 

be dedicated to detection of those steps.  Note that the steps typically 

do not shift by more than about 5% in resource allocations until the 

probability of a weapon being developed rises above 50%.  This suggests 

that significant shifts in resource allocations may be justified in 

high-risk environments.  Therefore, it appears that for both IEDs and 

RDDs the resource allocation measures proposed in this research are 

reasonably stable over a wide range of probabilities of weapon 

development.   
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Figure 5.8:  Passive Detection Resource Allocations (Ψ ) of Pathway 

Steps for Varying Pr(IED) 
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Figure 5.9:  Passive Detection Resource Allocations (Ψ ) of Pathway 

Steps for Varying Pr(RDD) 

5.5  RESOURCE ALLOCATION SENSITIVITY TO LOCAL DISTRIBUTION ESTIMATES 

The sensitivity of resource allocations to estimates for the local 

distributions in the Bayesian networks should be assessed to examine the 

stability of the model results over a range of possible expert 

judgments.   

The previous section analyzed the sensitivity to the probability of 

weapon development.  This section will begin to examine other local 

distribution estimates in the networks.  Performing a comprehensive 

sensitivity analysis of the probabilities in the network is complex.  

Many methods to perform sensitivity analysis in Bayesian networks only 

measure the sensitivity of a single node at a time (van der Gaag, 

Renooij and Coup, 2007).  There are methods to measure the sensitivity 

by simultaneously varying estimates at multiple nodes (Chan and 

Darwiche, 2004).  Such methods can produce useful insights regarding 

sensitivity; however, the goal here is to determine the sensitivity of 



- 85 - 

 

resource allocations to model parameters.  Instead of modifying existing 

sensitivity analysis methods, this section will simply examine the 

impact of changes to the local distribution estimates in the models for 

just a few nodes.  I have chosen to examine nodes that were assigned 

large resource allocations via the methodology presented.  This should 

not be regarded as a comprehensive sensitivity analysis, but rather an 

initial exploration into the effect of potential parameter variations.   

For the IED pathways, the pathway elements “step 3: acquire 

ingredients” and “step 9: trigger and detonate device” were chosen 

because they receive a large portion of the passive detection resource 

allocations.  The probability of an IED being developed was assumed to 

be 1% for this analysis.  Tables 5.14 and 5.15 show how changing the 

values in the local distribution for “step 3: acquire ingredients” and 

“step 9: trigger and detonate device,” respectively, affect their 

resource allocations.  In the tables, values with an asterisk represent 

the initial value that was entered in the model.  Values without an 

asterisk represent changes to the initial estimate.  The values for the 

local distribution were varied by up to two levels in the scale above 

and below the initial estimate.  Sometimes an estimate was initially at 

the maximum level for the scale and thus could not be increased.  Also, 

note that it is necessary to vary the probability of the pathway 

elements when the conditional pathway element (i.e., in this case the 

node representing whether an IED is being developed) is true and false.   

Table 5.14:  Sensitivity of Passive Detection Resource Allocations (Ψ ) 
to Local Distribution of “Step 3: Acquire Ingredients” with Pr(IED)=1% 

Pr(Step 3 | IED=T) Pr(Step 3 | IED=F) Ψ (Step 3) 
99.9999%* 1%* 16% 

90% 1%* 13% 

75% 1%* 11% 

99.9999%* 0.01% 19% 

99.9999%* 0.1% 18% 

99.9999%* 10% 10% 

99.9999%* 25% 7% 

 



- 86 - 

 

Table 5.15:  Sensitivity of Passive Detection Resource Allocations (Ψ ) 
to Local Distribution of “Step 9: Trigger and Detonate Device” with 

Pr(IED)=1% 

Pr(Step 9 | IED=T) Pr(Step 9 | IED=F) Ψ (Step 9) 
90%* 0.1%* 17% 

99.9999% 0.1%* 19% 

75% 0.1%* 14% 

50% 0.1%* 9% 

90%* 0.001% 18% 

90%* 0.01% 17% 

90%* 1% 13% 

90%* 10% 7% 

 

Tables 5.14 and 5.15 show that passive detection resource 

allocations for “step 3: acquire ingredients” and “step 9: trigger and 

detonate device” are reasonably stable to changes in the local 

distribution estimates.  Note that the scale used does not have equal 

intervals between adjacent ratings.  In fact, portions of the scale have 

intervals reflecting orders of magnitude differences.  For these pathway 

elements an estimate in the local distribution could deviate from the 

correct value by four orders of magnitude and result in only about a 10% 

misallocation from the optimal.  For example, if one were to wrongly 

estimate Pr(Step 9|IED=F)=0.001% and the actual value was Pr(Step 

9|IED=F)=10%, 18% of passive detection resources would be allocated to 

detection of step 9 when the optimal amount would be 7%.  Thus, the IED 

weapon pathways Bayesian network appears to be reasonably stable to 

variations in the estimates of local distributions.   

For the RDD pathways Bayesian network, the sensitivity of local 

distribution estimates for “step 1: develop initial concept” and “step 

3: acquire radiological material” pathway elements will be examined.  

The probability that an RDD will be developed is set at 1%.   Tables 

5.16 and 5.17 display the sensitivity of resource allocations to local 

distribution parameter estimates for pathway elements “step 1: develop 

initial concept” and “step 3: acquire radiological material,” 

respectively.  Again, the largest fluctuation appears to be about 10%.  

For example, if one were to wrongly estimate Pr(Step 1|RDD=T)=99.9999% 

and the actual value was Pr(Step 1|RDD=T)=50%, 19% of passive detection 
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resources would be allocated to detection of step 1 when the optimal 

amount would be 9%.  Thus, the RDD model appears to be reasonably stable 

to varying parameter estimates of the local distributions. 

Table 5.16:  Sensitivity of Passive Detection Resource Allocations (Ψ ) 
to Local Distribution of “Step 1: Develop Initial Concept” with 

Pr(RDD)=1% 

Pr(Step 1 | RDD=T) Pr(Step 1 | RDD=F) Ψ (Step 1) 
90%* 0.1%* 16% 

99.9999% 0.1%* 19% 

75% 0.1%* 13% 

50% 0.1%* 9% 

90%* 0.001% 17% 

90%* 0.01% 17% 

90%* 1% 13% 

90%* 10% 7% 

Table 5.17:  Sensitivity of Passive Detection Resource Allocations (Ψ ) 
to Local Distribution of “Step 3: Acquire Radiological Material(s)” with 

Pr(RDD)=1% 

Pr(Step 3 | RDD=T) Pr(Step 3 | RDD=F) Ψ (Step 3) 
99.9999%* 0.1%* 19% 

90% 0.1%* 17% 

75% 0.1%* 14% 

99.9999%* .001% 20% 

99.9999%* .01% 20% 

99.9999%* 1% 17% 

99.9999%* 10% 10% 

 

This initial examination of the weapon pathway Bayesian networks 

shows them to be reasonably stable over variations in the local 

distribution parameter estimates.  However, this is not a comprehensive 

sensitivity analysis.  A more thorough investigation of sensitivity 

would need to be conducted to assure there are not key parameter 

estimates that could produce large shifts in resource allocations for 

small changes in inputs.  The estimates examined in this section suggest 

that the model outputs are stable to changes in parameter estimates.   
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5.6  EVALUATING THE METHODOLOGY 

Table 5.11 shows the passive and active resource allocations for 

the IED pathways.  The outputs of the model for the IED pathways seem 

reasonable.  We notice that the passive detection allocations are spread 

more evenly than active detection allocations.  This makes intuitive 

sense because in passive detection we are not concerned with the 

detectability of pathway elements.  We also notice that acquisition of 

ingredients receives the largest portion of active detection resources, 

followed closely by transporting the device to the target, emplacing the 

device, and targeting the device.  Fabrication of the device receives 

passive detection allocations similar to several other steps as it 

carries similar information content with respect to weapon development.  

However, notice that fabrication receives a very small allocation under 

the active detection allocation because detection of fabrication is very 

difficult compared to other pathway steps.   

Table 5.12 shows the passive and active resource allocations for 

the RDD pathways.  Again, we see that the steps receive relatively 

equitable allocations for the passive detection resource allocations.  

However, acquisition of radiological materials dominates most of the 

active detection resources, followed by removal of radiological source 

from a sealed container.  This confirms what we might expect intuitively 

since much of the attention in radiological counterterrorism focuses on 

preventing or detecting the acquisition of radiological materials.  

Removal of a source from a sealed container is rated more detectable 

than some of the other steps because of potential leakage of the 

radiological material or accidental exposure during the removal process. 

While the initial examination of the sensitivity of the models 

suggests they are reasonably stable to changes in the local distribution 

estimates, a thorough sensitivity analysis was not conducted.  Methods 

to conduct such an analysis have been developed elsewhere (Chan and 

Darwiche, 2002; Laskey, 1995).  In addition, the sensitivity of varying 

multiple parameters simultaneously could be examined (Chan and Darwiche, 

2004).   

The models presented in this chapter appear to produce results 

consistent with intuition.  A benefit of this methodology is that it 
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provides a framework for quantifying judgments that are often made 

qualitatively.  For example, counterterrorism literature with regard to 

radiological weapons tends to focus attention on protection of 

radiological materials.  This methodology provides a means to quantify 

such judgments.  It is possible that if this methodology were carried 

out by a group of subject matter experts on a particular weapon, the 

output of the model would not differ greatly from current practices in 

the intelligence community.  However, even in this case, the methodology 

could serve to support existing practices.  In addition, going through 

the process of the methodology might prove beneficial to practitioners 

because it provides a framework for approaching issues they confront, 

which could serve to guide debate.    

Lastly, it is crucial to bear in mind that the models presented in 

this dissertation have only been structured and parameterized by the 

author.  As such, the outputs of the models should not be used to inform 

policy.  Instead, this dissertation serves to develop a methodology that 

could be followed to determine resource allocations.  A group of experts 

should be employed to determine the structure and local distribution 

estimates.  One potential method to do this is the Delphi technique.  

The Delphi technique is a formal method to elicit expert opinion from a 

group and build consensus or identify where disagreements exist (Dalkey, 

1967; Helmer-Hirschberg, 1967).  Areas where experts disagree about 

appropriate parameter estimates might be considered for further research 

to determine if estimates can be supported by data.
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6.  CONCLUSIONS 

Detecting terrorists that are developing weapons is a crucial 

challenge facing the U.S. intelligence and law enforcement communities.  

This research proposes a methodology to design strategies to detect 

terrorist weapon development.  First, a framework for examining this 

problem was developed.  The framework outlined how to think about the 

myriad of ways pathways for a particular weapon could be executed.  

Characteristics of the elements of those pathways can be assessed with 

respect to measures that are relevant to various perspectives of the 

problem.  The measures used for this analysis were importance, 

uniqueness, and detectability.  These measures reflect the core concept 

that detection strategies should focus on pathway elements that are 

likely to be present if a pathway is being pursued (i.e., high 

importance), are indicative of weapon development (i.e., high 

uniqueness), and are able to be detected with dedicated collection 

resources (i.e., high detectability).  These characteristics were used 

to bin the pathway elements defined to enable more rigorous analysis of 

pathway elements that initially appeared advantageous to determining 

whether a weapon is being developed.   

Bayesian networks are a useful analytic tool that can be used to 

analyze the selected pathway elements.  They provide a framework to 

structure how a set of variables affect our belief about whether a 

weapon is being developed.  This method forces analysts to be 

transparent about how observation of a pathway element would affect 

their beliefs.  Information-theoretic measures provide a convenient 

means to analyze complex networks to identify pathway elements that have 

a significant impact on assessing whether a weapon is being developed.  

Such analysis can be used to calculate optimal resource allocations for 

all pathway elements modeled.  Since all characteristics relevant to 

this problem cannot be incorporated into the model, optimal resource 

allocation calculations should be used as a guide.  Guiding resource 

allocation by such methods could verify whether current allocations seem 
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appropriate or identify new areas that have not been focused on 

previously.   

6.1  POLICY IMPLICATIONS 

The crucial theme underlying this research is that much of the 

intelligence analysis with respect to detecting terrorist weapon 

development can be performed by structuring and eliciting expert 

judgments before observations occur.  Characterizing such beliefs can in 

fact guide collection strategies.  For example, when an analyst 

considers the observation of someone purchasing a particular chemical, 

it may increase his or her belief that a weapon is being pursued.  

However, such a judgment can be made before the observation occurs and 

used to assess the value of such an observation.  These judgments should 

be used to determine how collection and analytic resources are 

allocated.  Such an analysis-driven collection strategy could leverage 

an analyst’s ability to shed light on crucial hypotheses because pursuit 

of evidence is being tailored to what its observation would mean for 

analysis.  The cost of pursuing this methodology to design strategies 

could be cost effective, if it identifies more efficient allocations of 

collection and analytic resources than currently exist.  It is possible 

that the methodology would define resource allocations similar to those 

currently employed, which would simply provide supporting analysis for 

current allocations.  Analysts would still retain the ability to 

superimpose contextual information to assess hypotheses when actual 

observations are made.   

When a set of evidence has been observed, the methods proposed in 

this dissertation can be used to adjust collection and analytic 

priorities based on the current evidence.  For example, once someone is 

observed acquiring Cesium-137, additional resources should not be 

dedicated to detecting acquisition of a Geiger counter.  Detection of a 

Geiger counter might initially be pursued because it is a potential 

indicator of the presence of radiological material.  Once radiological 

materials have been observed, the additional observation of a Geiger 

counter does not further enlighten the hypothesis of whether a 

radiological dispersal device is being developed.  Thus, the methods 
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developed in this dissertation yield an adaptive strategy that adjusts 

allocations based on observations that have already occurred.   

Policy can be designed to affect the measures of uniqueness and 

detectability introduced in Chapter 2.  Regulations could be designed to 

control the acquisition, transport, and use of pathway elements that are 

determined to be highly indicative of weapon development.  This would 

effectively increase the uniqueness of the pathway element.  In 

addition, policies could be pursued to decrease the prevalence of non-

weapons applications of pathway elements.  For example, in the U.S., 

policies have been recommended to replace Cesium-137 sources in some 

applications with alternative materials, which present a reduced 

security risk (National Research Council, 2008b).  Such policies would 

make the possession of Cesium-137 more indicative of potential weapon 

development. 

Policies can be designed to affect the detectability of pathway 

elements.  Increased regulations on materials and equipment could create 

greater barriers for terrorists to acquire them.  For example, various 

policies have been proposed to require sellers and buyers of certain 

materials (e.g., ammonium nitrate) that could be used to manufacture 

explosives to register with the government (National Research Council, 

1998).  Such regulations could increase the detectability of acquisition 

of those materials.  Additionally, such policies could increase 

awareness of potential nefarious activities in communities of legitimate 

users. 

Much of the materials and equipment applicable to developing a 

range of potential terrorist weapons have a host of non-nefarious 

purposes.  Thus, programs could be designed to build collaborative 

relationships with industrial producers and users of such materials and 

equipment.  Such programs could raise awareness in industry about 

potential terrorism risks and increase the likelihood that potential 

threats would be reported to appropriate agencies.  The methods 

presented in this dissertation can be used to determine how the 

intelligence and law enforcement communities should allocate efforts to 

build relationships across various industries.  In other words, if we 

are considering two industries that use different pathway elements 



- 93 - 

 

applicable to radiological weapons, the methodology can be used to 

determine how outreach efforts should be allocated between the two 

industries.   

Training the intelligence and law enforcement communities to 

recognize indicators of terrorist activities is crucial to achieving 

counterterrorism objectives.  Law enforcement agencies are uniquely 

positioned to contribute to the detection of domestic terrorist weapon 

development because they have a significant presence throughout the U.S.  

However, most of their daily functions do not directly relate to 

counterterrorism.  Training presents a key opportunity to teach law 

enforcement personnel about potential indicators of terrorist weapon 

development.  The methodology presented in this dissertation could be 

used to determine which indicators of weapon development should receive 

the most attention in training activities.   

This methodology could also be used to develop tools to support law 

enforcement in conducting investigations (e.g., visor cards, manuals).  

For example, law enforcement personnel conducting an investigation of an 

illegal drug lab could refer to a list of items that, if observed, 

should be recognized as a potential indicator of weapon development.  

Additionally, the methodology could be used to establish protocols of 

what actions are appropriate based on what is known at a given point in 

an investigation.  For example, the appropriate response to observing 

acquisition of a particular chemical might be to focus more resources on 

an investigation; then, upon observing acquisition of a piece of 

equipment, the appropriate response might be to obtain a search warrant 

or make an arrest.   

6.2  FUTURE RESEARCH OPPORTUNITIES 

I was the only person to provide input for the structure of the 

Bayesian networks and the probability estimates in the local 

distributions.  Thus, before a policymaker should consider basing 

decisions on the results of such modeling efforts, a broader range of 

subject-matter experts should be consulted to create and parameterize 

the models.  The Delphi technique is a possible method to elicit and 

refine local distribution estimates from a group of experts.  The Delhi 
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technique is a formal method to elicit expert opinion and build expert 

consensus or identify areas of disagreement (Dalkey, 1967; Helmer-

Hirschberg, 1967).  One recent application used a modified Delphi 

technique to elicit expert opinion and reach consensus through a series 

of structured email and telephone exercises (Silberglitt et al., 2004).  

Another recent application used web-based tools to perform a real-time 

Delphi technique (Glenn, Gordon and Florescu, 2008).  Some applications 

of the Delphi technique have elicited opinions from thousands of 

subject-matter experts (Kuwahara, 2001).   

There are many additional avenues of research that could be pursued 

to elaborate on the methods proposed in this dissertation.  Additional 

measures relevant to intelligence collection and analysis could be 

incorporated into the model.  Costs of policies in terms of adverse 

impact on civil liberties could be considered and explicitly accounted 

for in the resource allocations.  General economic models have been 

developed to consider tradeoffs between security and civil liberties 

(Enders and Sandler, 2005).  The principles that characterize how 

security technologies and privacy relate have also been examined 

(Taipale, 2004).  Policies aimed at detecting terrorist weapon 

development may span a wide range of potential impacts on civil 

liberties.  Measurement of these impacts could be pursued and 

incorporated into the models presented in this dissertation.   

The reliability of evidence could also be formally modeled.  A 

complicating feature of intelligence collection and analysis is that 

adversaries may actively attempt to deceive intelligence stakeholders.  

Deception is not an overriding concern in analogous fields such as 

medical diagnostics.  Thus, incorporating deception into models of 

intelligence analysis could be fruitful. 

Specific types of sensors that could be used to detect pathway 

elements could be modeled directly.  The term sensor here is used 

broadly to mean anything from a satellite sensor to a metal detector to 

a person conducting an investigation.  Each of these sensors has an 

associated cost, false-positive and false-negative rates.  Often 

decision makers may be confronted with choices between deploying several 

sensors, perhaps in tandem.  These sensors will have varying 
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capabilities to detect a particular pathway element.  Modeling detection 

sensors in this way would explicitly account for detectability in the 

Bayesian network rather than applying such assessments to model outputs 

as was done in this research.  Resource allocation decisions would be 

optimized over the various costs, specificity, and sensitivity of the 

sensors modeled. 

6.3  CONCLUSION 

The intelligence and law enforcement communities face an enormous 

challenge in detecting terrorist weapon development.  Small signals of 

nefarious activity are hidden amongst a sea of benign activities.  It is 

the job of the intelligence and law enforcement communities to filter 

out benign behaviors and reliably identify potential threats.  

Systematic methods to design intelligence detection strategies are 

essential to achieving this goal.
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A. GLOSSARY 

Active Detection:   

Detection by means of dedicating resources to the search for specific 

observations.  For example, sensors might be deployed in a particular 

area in an effort to detect radiological materials passing nearby.  This 

is in contrast to passive detection.   

 

Attribute:   

Any material, equipment, facility, or personnel that is applicable to 

completing a weapon pathway. 

 

Bayesian Network:   

A set of variables whose relations to each other are defined by directed 

edges in a directed acyclic graph (DAG).  Variables must have a finite 

number of mutually exclusive states.  A local distribution is defined 

for each variable, which specifies the influence of parent variables. 

 

Conditional Probability:   

The probability of an event occurring given the value of another event.  

Pr(A|B) is the probability of A given that B has occurred. 

 

Local Distribution:   

A distribution specifying probabilities of possible states for a 

variable based on all possible states of the parent variables in a 

Bayesian network.   

 

Detectability:   

The likelihood a pathway element can be successfully detected given that 

it occurs or is present. 

 

Directed Acyclic Graph (DAG):   

A graphical structure of variables with defined directions of influence 

and no cycles present. 
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Directed Edge:   

An arc connecting two variables in a graphical structure with the 

direction of influence specified. 

 

Evidence:   

Processed data that has been analyzed to support or refute a hypothesis. 

 

Entropy:   

Entropy is an information-theoretic measure of the uncertainty 

surrounding a variable.  Entropy is maximized when the underlying 

distribution of variable states is uniform (i.e., equal probability that 

the variable is in any given state).  Entropy is minimized when the 

state of the variable is known with certainty.  Entropy is calculated as 

follows: 

)(Pr(x)logPr(x)H[X]
Xx

2


  

 

Importance:   

The likelihood a pathway element will occur or be present given that a 

weapon is being developed.   

 

Improvised Explosive Device (IED):   

An explosive device constructed to create damage and/or death deployed 

in a nonconventional and nonmilitary manner.   

 

Joint Probability Distribution:   

Enumeration of the probability of every possible combination of 

potential states for all variables considered.   

 

Mutual Information:   

A measurement of the amount of information one variable carries 

regarding another variable.  It is the difference between the entropy 

measured for a variable, X, and the entropy of X given that the state of 
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another variable, Y, is known.  Mutual information is sometimes referred 

to as entropy reduction and is calculated as follows: 
















  Pr(y)Pr(x)

y)Pr(x,
log)yPr(x,Y]I[X;

Y]|H[XH[X]Y]I[X;

Xx
2
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Pathway Element:   

Any step, task, subtask, material, equipment, facility, or personnel 

that is applicable to a particular weapon pathway. 

 

Passive Detection:   

Serendipitous observation of a pathway element and recognition of its 

potential relevance to weapon development.  For example, law enforcement 

might process an investigation on an illegal drug lab and 

serendipitously discover materials indicative of a radiological weapon. 

 

Radiological Dispersal Device (RDD):   

A device used to disperse radiological materials over a target area.   

 

Uniqueness:   

The likelihood a weapon is being developed given that a pathway element 

occurs or is present. 

 

Weapon Pathway:   

A series of applicable steps, tasks, and subtasks performed using 

materials, equipment, facilities, and personnel to develop and deploy a 

functional weapon. 
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