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Summary

The threat of terrorism at commercial shopping centers is a prominent concern, with over 60
terrorist attacks against shopping centers in 21 countries since 1998. Because of this threat,
shopping center operators are beginning to explore and implement increased security efforts
specifically designed to combat terrorism. In order to help understand methods for reducing
the risk of terrorist attacks in shopping centers, we have used a modeling approach to help
shopping center operators evaluate candidate security options in terms of their effectiveness at
reducing terrorism risk.

The basic modeling approach involves incrementally reducing the risk from terrorism by
sequentially implementing security options. Security options are selected by weighing the effec-
tiveness of specific options in reducing the risk of particular terrorist attack scenarios against
the costs of implementing those options. Model inputs are derived from multiple sources,
including statistical analyses of historical trends in terrorism, case studies of individual shop-
ping centers, and review of security and crime deterrence literature. The model output is a pri-
oritized list of security options and an estimate of the cumulative reduction in terrorism risk
associated with the addition of each option.

The modeling results for the three centers examined share several common characteristics
that reflect some important general conclusions about terrorism security at commercial shop-
ping centers that can be drawn from our analysis:

* Based on our model and assumptions, implementing security options can substantially
decrease the terrorism risk at a shopping center: We find that, if all the security options
considered in this study were implemented, the risk of terrorism could be reduced by a
factor of 20.

* The prioritization of security options is similar for the different centers examined. Eight
of the top 10 options for each of the three centers are the same, and few options are
shifted by more than two positions among the three centers.

e The prioritization of security options is strongly driven by the risk of bomb attacks.
Because the overall terrorism risk is dominated by bomb attacks, the model selectively
chooses options that address bomb attacks.

* Most of the risk reduction occurs with the highest-priority options. The cumulative risk
drops steeply with the initial options, then decreases more gradually as additional options
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are added. We find that 95 percent of the total reduction achievable with all options is
provided by the first 610 options (the “high-priority set”).

* Most risk reduction occurs with less expensive options; the average cost of each of the
options in the high-priority set is 20-35 percent of the average cost of all the options.

* The overall annual cost of the high-priority set of options ranges from $0.4 million to
$2.0 million at the three centers examined.

e The high-priority set of security options spans a diverse range of approaches, including
communication and education, emergency response, customer entrance management,
vehicle management, and building management.

In conjunction with the quantitative model, we also include qualitative estimates of the
collateral benefits and detriments of each security option. We also examine some security issues
outside the model framework, such as structural hardening considerations and “standby” pos-
tures to facilitate the rapid implementation of security options.

Our analysis has some important implications for terrorism security at commercial shop-
ping centers. First, a strategy to reduce the risk of terrorism will be similar for most shopping
centers. Our analysis indicates that the principal risk-reducing security options do not differ
dramatically across the three types of centers examined in this study.

Second, disaster preparedness plans and exercises that focus primarily on emergency
response do little to reduce terrorism risk. The vast majority of terrorism risk derives from
attacks using explosives, for which the effects are immediate and the hazard abates very quickly.
As a result, little can be done to reduce consequences (casualties or property damage) of a ter-
rorist attack once it has occurred.

Third, centers that move to implement terrorism security options early may experience
both challenges and advantages. Some of the high-priority security options identified in the
analysis are expected to have negative collateral effects that, if great enough, may cause some
shoppers to shop elsewhere. On the other hand, were the threat from terrorism to be perceived
as increasing, the psychology may be reversed and customers may feel safer in centers with
increased security. As terrorism security is increased in the United States and elsewhere, it
would be instructive to examine the customer responses to increasing terrorism security.

Fourth, a tiered implementation may be the best strategy. One way to approach the prob-
lem of reducing the risk of terrorist attack is to implement a set of security options that are
most appropriate for today’s environment and develop plans today for further measures to take
if the environment changes for the worse. Those plans could address precontracting for equip-
ment and services, collecting data needed to implement options efficiently, educating staff on
the measures, and planning public relations efforts. Such efforts would reduce the time and
disruption involved in implementing future measures.

Finally, decisions about when to implement security options will depend on perceptions
of the absolute risk of terrorism. This analysis provides useful guidance about prioritizing
security options to reduce terrorism risk, but it does not address the risk of terrorism overall or
when to begin implementing terrorism security options. Despite the best analytical efforts, the
evolution of this perception is likely to be guided by indirect indicators, such as government
actions and guidance, political changes, press coverage, or industry trends.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages false
  /ColorImageFilter /None
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages false
  /GrayImageFilter /None
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /None
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /SyntheticBoldness 1.000000
  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




