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Summary

Understanding how terrorists conduct successful operations is critical to countering them. It
has become apparent that terrorist organizations are using a wide range of technologies as they
plan and stage attacks. Most examinations of the technology used to enable terrorist opera-
tions focus on their weapons—the instruments directly responsible for death and destruction
in their attacks—and how new technologies might increase the resulting damages, injuries,
and fatalities. However, successful terrorist operations involve more than simply employing
weapons to produce their physical effects. Information gathering, assessment and planning,
coordination, logistics, and command capabilities all play a role in delivering the terrorist’s
weapon to its intended target with deadly effect, and the very existence of a terrorist organi-
zation is based on recruiting and information campaigns. As a result, understanding the role
that such technologies play and the net effect of their use requires an understanding not only
of the technology, but also of the purpose and manner in which the technology is used and of
the operational actions and responses of the security forces and the terrorists. To gain such an
understanding, the study has taken a broad scope in assessing the issue.

Study Scope and Purpose

This analysis focuses on the potential application of information and communication tech-
nologies that may be used across the full range of activities that make up terrorist operations
and whether these applications can lead to new and different approaches to terrorist operations.
Its purpose is to identify which of these network technologies terrorist organizations are likely
to use in conducting their operations and to suggest what security forces might do to counter,
mitigate, or exploit terrorists’ use of such technologies.

To highlight the merger of software and computer technologies with communication and
display technologies that digitalization has made possible and to encourage thinking beyond
military technologies, this report uses the term nezwork technologies to describe what are referred
to as command, control, communication, computer, intelligence, surveillance, and reconnais-
sance (C4ISR) technologies in military parlance, as well as the consumer-oriented technologies
that can often provide the functionality needed for terrorist operations. These network tech-
nologies can include connectivity technologies (e.g., wireless routers), mobile computing (e.g.,
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laptop computers), personal electronic devices (e.g., personal digital assistants and cell phones),
IT services and Internet access, and video recording, among others.

Approach to the Analysis

The RAND research team used five research questions to guide the analysis of the terrorist use
of network technologies and to identify effective ways for security forces to counter their use.

—_

What could terrorists do with network technologies?

Which network technologies are most attractive to terrorists?

How would specific network technologies fit within terrorist groups’ broader approaches
to acquiring and using technologies?

What should security forces do to counter this?

What conclusions and recommendations can be drawn from this analysis?

First, the team developed a terrorist activity chain shown in Figure S.1. It is a logic model

that describes the activities that make up most terrorist operations and explains how these
activities relate to one another.

Next, the team examined terrorist use of network technologies for the elements of the

terrorist activity chain to discover which of the activities could benefit from terrorist use of
network technologies and which network technologies might promise the most substantial
benefits. To do this, the study team based its investigation on the following questions:

Figure S.1
The Terrorist Activity Chain

Capacity-building and Attack-focused activities
planning activities

Recruiting
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* How have terrorists used network technologies to support terrorist operations in the
past?

* How are terrorists now using network technology to support their current operations?

e What uses of network technologies may terrorists be expected to make in the future, and
might such use lead to revolutionary changes in future operations?

The next step was to identify which network technologies were most attractive to terror-
ists. The team analyzed the types of network technologies that would be most useful for a given
terrorist activity, whether they would be practical to acquire, and whether any technologies
might offer revolutionary changes. We base our assessment on the expectation that terrorists
will adopt a technology if it can confer one of two types of benefits with reasonable risks:

1. those that improve the organization’s ability to carry out activities relevant to its strate-
gic objectives, such as recruiting and training, or
2. those that improve the outcome of their attack operations.

The team then developed a structured way of thinking about how terrorists acquire tech-
nologies and the role that specific network technologies play within groups” technology strate-
gies. These technology strategies are as follows:

1. Invest in specialized technology, in pursuit of a significant effect on attack outcomes or per-
haps operational efficiency. Typically, such technologies require some parts of the organi-
zation to specialize for effective acquisition and employment.

2. Either rely on versatile technologies that can be used many ways or pursue a wide variety
of individual technologies, with the expectation of a moderate effect on operational effi-
ciency and, perbaps, some positive benefits for attack outcomes. Groups frequently acquire
technologies relevant to both these strategies externally from legal or illegal market
sources.

3. Use technology opportunistically, with the expectation that technology will only contribute
to attack outcomes and operational efficiency in minor ways. Such a strategy may also
result in little organizationwide vulnerability to technology failures, countermeasures,
or exploitation.

These strategies summarize the approaches that have been successful for terrorist organi-
zations in light of the basic characteristics of bozh the technology and the manner in which it
could be used. They crudely incorporate a broad set of factors that are fundamentally related
to one another: the nature of the technology, the operational environment in which it would
be useful, the general effect of its use, and the acquisition approach it requires. As a result,
they provide a simple model that can serve as a framework for evaluating the effectiveness of
alternative ways for security forces to respond to these general approaches to technology by a
terrorist organization.
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Finally, the team evaluated how to best counter terrorists’ use of network technologies.
This required the research team to assess and compare the benefits and risks of different coun-
termeasure options. To do this, we developed a framework that considers three basic factors:

1. the role that a specific network technology plays within a terrorist group’s overall tech-
nology strategy

2. the balance of benefits and risks of technology use from both the terrorists’ and security
forces” perspective

3. options for security forces to counter terrorists’ use of network technologies.

This framework allowed the team to compare the payoff for each combination of network
technology used by terrorists and countermeasure available to security forces.

As any analysis, this approach has its limitations. Because terrorists will not necessarily
use technology or conduct operations in the ways that they have in the past, the conclusions of
this analysis are limited most importantly by how insightful the research team has been in two
areas: envisioning how clever terrorists can be in their future use of network technology and
understanding the limitations that realistically constrain future terrorist operations. Unfore-
seen new uses are certainly possible, given the rapid pace of technology development, and
future operations involving terrorists may be very different from current operations. However,
the team believes that the approach we have used for this analysis is uncomplicated and flex-
ible enough to be used on a continuing basis to examine startlingly new or evolving situations.
This need for update and review is the basis for our recommendation suggesting that DHS put
in place a system to do this on an ongoing basis.

Conclusions

Future network technologies are most likely to result in real but modest improvements
in overall terrorist group efficiency but not dramatic improvements in their operational
outcomes. This results largely from the circumstances under which terrorist groups must oper-
ate, particularly in the homeland security arena, and the carefully planned and scripted style
of their attacks. These groups must operate through inherently fragile, clandestine terrorist
cells that have resource limitations, a need for secrecy for survival, and a need for surprise and
scripted attacks for operational effectiveness. All of these considerations result in an opera-
tional style that favors uncomplicated operations with concrete effects and minimal core needs
for the capabilities that network technologies provide.

Terrorists will most likely acquire network technologies for the versatility and vari-
ety that they offer and will use them to enhance the efficiency and effectiveness of their
supporting activities. The effect of these kinds of technologies will be to make their activities
more efficient or effective. That is, they will be able to carry them out with fewer people or
better results. Thus, they might be able to get by with fewer people devoted to recruiting new
members because one person might be able to recruit more new members.
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Attempting to preclude terrorists from getting the types of technology they want
will not be practical, and developing direct counters to them will unlikely yield a high
payoff. Network technologies that feature versatility and variety are largely driven by the
worldwide consumer and commercial markets. It is not practical to keep these kinds of tech-
nologies out of the hands of terrorists. Such technologies can simply be bought off the shelf.
Even if it were possible to deny terrorists these technologies, the benefits of doing so would
probably not justify the costs of the effort required to block their acquisition.

Exploitation seems the more promising option. The best use of resources for those
attempting to counter terrorist operations would seem to be developing ways to exploit the
network technologies that terrorists will continue to use. As is the case with most people who
use cell phones and computers, most terrorists do not have detailed knowledge of how those
devices work. Therefore, it may be possible for sophisticated security forces to alter them in
ways that enable security services to identify the users or their locations or to monitor their
transmissions. This approach also targets a key vulnerability: an absolute need of terrorist orga-
nizations to remain hidden.

Even though there do not appear to be any network technologies that offer revolu-
tionary capabilities in the immediate future, security services need to monitor the devel-
opment of technologies in the event that such a capability emerges. One area that might
require careful monitoring would be network technologies that enable terrorist organizations
to assume the identity of government personnel (perhaps electronically) or take over media
outlets. Even though it is unlikely that they could do this for a sustained period, even a short
takeover could be terribly disruptive, particularly in densely populated urban areas.

Recommendations

In light of the above conclusions, the research team recommends the following actions.

Design a system to address terrorist use of network technologies. Security organiza-
tions need a process that determines whether new network technology has been or is likely
to be introduced into terrorist operations, identify its effect, select a response, gather needed
resources, and implement an appropriate counter to the technology’s use, and to do all of these
in a timely manner.

Acquire and sustain people with the core competencies needed to make the system
work. Homeland security forces and other organizations involved in combating terrorism
need the following core competencies to address the use of network technologies by terrorist
organizations:

* an understanding of the technologies themselves, particularly the technical challenges
of exploitation and the operational limitations imposed by terrorist and security force
operations

* an ability to track terrorist adoption, use, or avoidance of particular technologies

* a capability to determine which responses, or which mix of responses, is most appropriate
in light of security force goals, and
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* the capacity to develop plans and execute operations to actuate the selected responses as
part of the larger strategy to counter terrorist organizations.

Take the initial steps needed to implement such a system promptly. Initial actions
that can quickly provide a good basis for a system that can counter terrorist organizations’ net-
work technology use include the following DHS activities:

* Continue and accelerate the recruitment, retention, and professional education of techni-
cally skilled personnel who understand network technologies.

* Define the requirements for intelligence collection that focuses on terrorist use of network
technologies and communicate them to the intelligence community.

* Create an effort within the homeland security research program to examine terrorist use
of network technologies.

* Develop the capability to determine whether to exploit the use of the network technology;
develop and employ operational countermeasures to the network technology; disrupt the
process by which terrorist groups acquire new network technologies; or determine that
other counterterrorism efforts are more effective than a response.

* Develop a capability to respond quickly with technical and engineering solutions to coun-
ter or exploit emerging network technology being used by terrorists.

These actions should provide a basic capability within DHS that can contribute to the
homeland security mission in the short term and that can be shaped to provide the most effi-
cient and effective ways to address this threat over the longer term.
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