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U.S. Agricultural Livestock,1 Agro-
terrorism2 and Homeland Security 

Over the past decade, the United States has moved to increase its ability to detect, 
prevent, and respond to terrorist threats and incidents. Much of this focus, which 
has involved considerable financial outlays, has aimed at upgrading public 
infrastructure using vulnerability threat analyses designed to maximize both anti-
terrorist and consequence management efforts. While many gaps remain, 
investments in preparedness, training, and response have led to the development 
of at least nascent command structures that have incrementally begun to span the 
ambit of potential terrorist attacks, from conventional bombings to more “exotic” 
biological, chemical, radiological, and nuclear incidents. 

Agriculture is one area that has received comparatively little attention in this 
regard, however. In terms of accurate threat assessments and consequence 
management procedures, the general farming sector exists somewhat as a 
latecomer to the growing emphasis that has been given to critical infrastructure 
protection (CIP). Indeed, agriculture was only incorporated as a specific 
component of U.S. national counter-terrorist strategy following the September 11, 
2001, attacks on the Pentagon and World Trade Center.3 

This lack of attention is problematic for three main reasons. 

First, agriculture and the general food industry are highly important to the social, 
economic, and, arguably, political stability of the United States. Although 
farming directly employs less than 3 percent of the American population, one in 
eight people work in an occupation that is directly supported by food 

_________________ 
1 This report only addresses threats to U.S. agricultural livestock; it excludes considerations 

relating to the food chain in general and does not deal with plant-related disease contingencies. 

2 For the purposes of this report, agro-terrorism is defined as the deliberate introduction of a 
disease agent into livestock herds for the purposes of undermining socio-economic stability and/or 
generating fear. Depending on the disease agent and pathogenic vector chosen, agro-terrorism is a 
tactic that can be used to cause mass socio-economic disruption or as a form of direct human 
aggression. 

3 It should be noted that Agriculture and Food Safety is included as one of eight sub-groups of 
the National Security Council’s (NSC’s) Weapons of Mass Destruction Preparedness Group, which 
was created in 1998 under the auspices of Presidential Decision Directive 62, “Combating 
Terrorism.” The USDA serves as the chair of this sub-group.  
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production.4 Cattle and dairy farmers alone earn between $50 billion and $54 
billion a year through meat and milk sales,5 while roughly $50 billion is raised 
every year through farm-related exports. In 2001, food production constituted 9.7 
percent of the U.S. gross domestic product (GDP), generating cash receipts in 
excess of $991 billion.6 

Second, the agricultural and food industries remain vulnerable to deliberate 
attacks as well as naturally occurring disruption. Several key considerations exist 
in this regard, notably: 

 the highly concentrated and intensive nature of current American agri-
business, which has worked to increase the potential speed of disease 
spread 

 insufficient agricultural security and bio-surveillance7 

 a hesitation on the part of agricultural producers to quickly report 
disease outbreaks at their facilities for fear that doing so will result in 
uncompensated culling and/or quarantine8 

 a declining pool of veterinarians and diagnosticians appropriately 
trained in foreign animal diseases (FADs)9 

 a continuing (and necessary) focus on aggregate livestock statistics as a 
result of the movement to larger breeding herds, which has lessened the 
option of individual animal health observation.  

 

________________  
4 Agricultural Research Service, “Econoterrorism, a.k.a. Agricultural Bioterrorism or 

Asymmetric Use of Bioweapons,” unclassified briefing given before the USDA, February 28, 2000. 
See also Henry S. Parker, Agricultural Bioterrorism: A Federal Strategy to Meet the Threat, Washington, 
D.C.: Institute for Strategic Studies, 2002, p. 11. 

5 Overall livestock sales in 2001 were in excess of $108 billion. See “Agro-Terrorism Still a 
Credible Threat,” Wall Street Journal, December 26, 2001. 

6 Bureau of Economic Analysis, “Gross Domestic Product: First Quarter 2002 (Advance),” 
available on-line at www.bea.gov.  

7 Interviews with U.S. federal and state agricultural officials, Washington, D.C.; Sacramento; 
Boise, Des Moines; and Omaha, 1999-2003. It should be noted that, in 2002, the Bush administration 
announced plans to upgrade the screening of workforces employed at food processing plants and 
packing facilities.  

8 The USDA is currently considering a review of indemnity provisions specifically related to 
FMD, which would authorize payments to cover both disinfection costs as well as the full market 
value of destroyed animals and related products. For a detailed description of the proposed changes, 
see USDA, “Foot and Mouth Disease Payment of Indemnity, Update of Provisions,” [Docket 
Number 01-069-1], RIN 0597-AB34, November 2002. 

9 Observations raised during the “American Farm Bureau Federation (AFBF) Commodity 
Advisory Meeting,” Washington, D.C., January 2002. 
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Third, the capability requirements for deliberately exploiting these weaknesses 
are not significant. Not only are there a large number of potential pathogens to 
choose from,10 but many of these microbial organisms are highly transmissible 
(something that is particularly true of foot and mouth disease, or FMD) meaning 
that there is no obstacle of weaponization to overcome.11 Moreover, because most 
livestock diseases cannot be passed to humans, there is no requirement on the 
part of the perpetrator to have an advanced understanding of animal 
epidemiology, nor is there any need for elaborate containment procedures 
and/or personal protective equipment (PPE) in the preparation of the agent. 

Finally, and perhaps most importantly, the ramifications of a concerted bio-
assault on the U.S. meat and food base would be far-reaching and could quite 
easily extend beyond the immediate agricultural community to affect other 
segments of society.  

A large-scale attack would, at the very least, have substantial economic 
repercussions in terms of containment and depopulation costs, revenue deficits 
suffered by industries directly and indirectly supported by agriculture, and 
losses resulting from protective embargoes instituted by major trading partners. 
As the United Kingdom’s 2001 FMD outbreak demonstrated, the extent of the 
overall fiscal burden associated with emergency disease management can be 
enormous, running in this case to over 8 billion sterling (roughly U.S. $14.5 billion 
at current exchange rates).12 

Aside from economic considerations, the successful introduction of biological 
pathogens among livestock could undermine popular confidence and support for 
government, especially if eradication procedures focus on instituting 
controversial mass culling and depopulation measures that are unlikely to be 
understood by the electorate at large. In the event that a zoonotic agent is 
released, a widespread public scare might also erupt—the psychological 
parameters of which would be extremely difficult to manage should human 
deaths occur. The angst and general fear triggered by the appearance of bovine 

_________________ 
10 The Office International des Epizooties (OIE) has identified at least 15 “Class A” diseases 

that have the potential for serious and rapid spread and which pose serious risks to socio-economic 
stability, public health, and international trade. For further details, see OIE, “Classification of 
Diseases,” available online at www.oie.int. 

11 This is an important consideration as the issue of weaponization is frequently cited as one of 
the main obstacles mitigating the non-state offensive use of biological agents. For a good summary of 
the technical constraints associated with bio-terrorism and bio-warfare, see Seth Carus, Bioterrorism 
and Biocrimes: The Illicit Use of Biological Agents in the 20th Century, Washington, D.C.: National 
Defense University, Center for Counterproliferation Research, 1999, pp. 26–29. 

12 See Iain Anderson, Foot and Mouth Disease 2001: Lessons to Be Learned, report presented to the 
Prime Minister and the Secretary of State for Environment, Food and Rural Affairs, London: Her 
Majesty’s Stationery Office, July 22, 2002, p. 2. 
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spongiform encephalopathy (BSE, which has been directly connected to a variant 
form of the human brain-wasting Creutzfeldt-Jakob disease) in the UK, 
continental Europe, and, most recently, North America provide just a partial 
insight into the type of social dynamics that could be unleashed in reaction to a 
contingency of this sort. 

The catastrophic events of September 11 have, to a certain extent, focused greater 
national attention on some of the weaknesses inherent in the U.S. agricultural 
sector and the ramifications that would eventuate if these were to be exploited. 
Reflecting this, increased federal allocations have now been made available to 
support general emergency management and preparedness in the food and 
livestock industries. The Agriculture Research Service’s (ARS’s) counterterrorism 
budget for FY03, for instance, has been increased to $5.5 million from a FY02 base 
that had remained unchanged at $500,000. This amount is in addition to the $328 
million in Emergency Supplementary Assistance (ESA) that the U.S. Department 
of Agriculture (USDA) as a whole has received to augment bio-security and 
surveillance efforts related to intentional attacks against the country’s food 
supply.13 More important is the extra funding that has been made available to the 
Animal and Plant Health Inspection Service (APHIS)—the USDA’s main frontline 
unit when it comes to rapid disease response, containment, and control—which 
in FY03, amounted to $146 million.14  This being said, federal fiscal resources that 
have been made available to the USDA remain relatively marginal when 
compared with other areas of homeland security.   

The Office of Science and Technology Policy Blue 
Ribbon Panel on the Threat of Biological Terrorism 
Directed Against Livestock 

Motivated by the various concerns discussed above, OSTP, in conjunction with 
RAND’s S&TPI, organized a Blue Ribbon Panel to investigate policy options 
available for mitigating the potential threat of bio-terrorism directed against 
agricultural livestock. Key stakeholders and experts in the farming, food, and 
national security communities-including scientists, academicians, and policy-
makers-were brought together for a two-day conference in December 2003 to 
identify and prioritize principal needs in the country’s agricultural emergency 
management R&D portfolio for thwarting potential terrorist attack contingencies. 

________________  
13 Interview with USDA officials, Washington, D.C., May 23, 2002. See also USDA, Budget 

Summary 2003, available online at www.usda.gov.  
14 USDA, “Agriculture Budget Proposes Increases in Key Areas,” news release, no. 0031.02, 

February 4, 2002; USDA, Budget Summary 2003. 
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Papers and Power Point overviews addressing several important topics related to 
the livestock animal disease threat and control were presented during the 
meeting. These presentations15 served to provide the context for subsequent 
breakout sessions tasked with articulating the major components that could 
become part of a future federal agro-terrorism defense agenda. Four specific 
groups were organized, covering the following:  

 cross-jurisdictional surveillance and information technology (IT) 

 infectious disease epidemiology 

 vaccination and protection technologies 

 detection, diagnosis, and forensics. 

Each group was instructed to identify the main research needs in the assigned 
subject area; to prioritize these requirements; to recommend ways by which 
current gaps could be addressed from a technical R&D standpoint; and to project 
estimated timelines and budgets for instituting suggested changes and 
innovations.16 The full narratives for each of the four breakout sessions, as well as 
the membership for each group, are included later in this report. It is hoped that 
the results of this conference will now be used as an important source of 
information to help inform future policy decisionmaking in these areas.

_________________ 
15 This report contains only full papers that were delivered during the conference. The 

following Power Point presentations and transcripts can be accessed at RAND’s S&TPI website 
(www.rand.org/scitech/stpi/Bioagpanel/): 

a) “U.S. Agriculture, Critical Infrastructure Protection and Homeland Security” (John Vitko, 
Department of Homeland Security) 

b) “Advanced Animal Pathogen Research” (Colonel Gerald Parker, Department of Homeland 
Security) 

c) “Attacks Further Down the Food Chain” (Jean Hellebone, Canadian Food Inspection 
Agency) 

d) “Active and Passive Disease Surveillance” (Dorothy Preslar, Federation of American 
Scientists) 

e) “Agro-Terrorism Modeling and Simulation” (Tim Carpenter, University of California, 
Davis, Department of Medicine and Epidemiology) 

f) “Overview of U.S. Response Capabilities” (Larry Granger, APHIS, United States 
Department of Agriculture). 

16 Only two breakout groups managed to provide estimates of timelines and budgets within 
the schedule of the two-day workshops—Infectious Disease Epidemiology and Vaccine and 
Protection Technologies. Both sessions were able to meet this requirement largely because they had 
the benefit of being able to base their respective calculations on development and financial data 
bearing off innovations that have been made in the human disease science field. 
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Key Findings and Recommendations from 
the Breakout Groups of the Blue Ribbon 
Panel 

Each breakout group reported its key findings and recommendations at the 
conclusion of the conference. While these respective narratives are discussed in 
more depth in Part II, we have summarized them here in the form of a primer for 
the convenience of the reader. This will allow policy-makers and analysts to 
quickly extrapolate the main themes that came out of the conference without 
having to go through the entire document. Unfortunately the schedule of the 
workshop did not allow the full panel to consider each recommendation.  While 
the findings and recommendations were described to the full panel, only each 
breakout group can be said to have considered them carefully. 

It is important to note the section that follows is neither interpretative nor 
analytical in nature; it merely summarizes the key R&D gaps and associated 
recommendations that were made by participants in the respective breakout 
sessions. It also uses the same structure and organization that each of these 
groups devised, so that the reader may more easily find the related discussion in 
Section II. The overall purpose of this part of the document is to encapsulate the 
major findings of the two-day workshop, not to independently assess how they 
might figure into broader federal government agricultural policy and programs.  

Cross-Jurisdictional Surveillance and Information 
Technology (IT) 

Key Weaknesses 

1. An inability to electronically track livestock from birth to the 
slaughterhouse. 

2. A dearth of standardized and widely accepted electronic data 
repositories appropriate for disease surveillance. 

3. The lack of established standards and processing methods to 
integrate and evaluate the utility and relevance of data derived from 
dissimilar sources. 
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4. The inability of many agricultural producers, managers, and 
veterinarians to recognize quickly the clinical signs associated with 
foreign animal diseases (FADs) and/or uncommon health events. 

5. Insufficient incentives on the part of potential disease data suppliers 
(e.g., zoos, environmental and resource agencies, rendering plants, 
international and national disease surveillance networks, accredited 
veterinarians, slaughterhouses, animal research laboratories, port of 
entry/customs officials) to make this information available to 
appropriate governmental authorities. 

Recommendations 

1. Design, develop, and implement a comprehensive national livestock 
premises and animal identification and tracking system.17 

2. Undertake research and outreach programs to enhance education 
and awareness about FADs, outbreaks of new infectious diseases, 
and best practices in the commercial and government sectors when 
animal disease incidents occur. 

3. Support research for a range of issues that contribute to the effective 
integration of animal disease incident data. 

4. Support R&D of programs to bolster government and industry trust 
in the stewardship of a safe, healthy, and sustainable animal sector. 

5. Support research to undertake a cost-benefit analysis of creating a 
comprehensive animal identification and surveillance system; 
support additional research exploring cost-sharing arrangements to 
construct such a system. 

6. Provide support to increase the technological capabilities of the 
National Veterinary Services Laboratory. 

 

_________________ 
17 After initial start-up costs, the funding for such a system is expected to stabilize at $122 

million per year. 
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Infectious Disease Epidemiology 

Key Weakness 

1. Inadequate human and infrastructure resources for conducting 
epidemiological research and supporting cross-state and regional 
studies. 

2. The lack of end-to-end models that are developed with a practical 
definition of success and which are: (a) usually restricted to smaller 
geographic areas and often a particular state; (b) often unconnected 
to wider human/social behavior, including even basic socio-
economic effects; and (c) frequently lacking in terms of mapping the 
full dynamic of infectious outbreaks, from disease introduction to 
recovery or reconstitution/repopulation of affected herds and 
flocks.18 

3. The lack of (or lack of access to) GIS (Geographic Information 
System) and other data on animal locations and on transport to 
support the genesis of holistic and appropriately formulated 
epidemiological models. 

4. Insufficient analysis of the negative social impacts of disease 
outbreaks and the role of risk communication in mitigating these 
effects. 

Recommendations19 

1. The development of a national consortium of ag-bio researchers, 
funded over a period of at least five years that would meet at least 
quarterly and would comprise a central hub of management 
responsible for stipulating requirements for the training and 
employment of graduate students, interns, and research assistants.20 

2. More and better-directed infrastructure investment, including moves 
to create and fund epidemiological rapid response teams. 

________________  
18 This is all needed to ensure modeling results will be useful in helping federal agencies 

determine response priorities and resource allocation should attacks actually take place. 

19 The list reflects the findings of the Infectious Disease Epidemiology breakout group in their 
entirety. No aggregation or synthesis of the recommendations was made. 

20 The creation of a national consortium of this sort would help facilitate communication, 
develop expertise, create unified directions for research activities, and allow greater involvement by 
decision-makers in evaluation and oversight. Such an arrangement could also take advantage of 
regional differences and integrate specific information from the local and state level into wider 
national models of disease control. 
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3. The establishment of an ag-bio equivalent to the World Health 
Organization (WHO) or Centers for Disease Control and Prevention 
(CDC) that could serve as outreach agencies to facilitate global 
networks and accessible research relationships focused on emerging 
diseases. 

4. Greater use of epidemiological modeling that draws on a coarser 
level of spatial granularity, perhaps to the level of the county and/or 
zip code. 

5. The formulation of alternative data-collection strategies (and 
appropriate mechanisms for addressing confidentiality issues) that 
would reduce the current reliance on having the government 
demand information ahead of time. 

6. The development of technology platforms able to support a real-time 
capacity to build large databases quickly. 

7. Better leverage (and possible ownership) of existing corporate 
industry data relevant to the needs of academic epidemiologists by 
making more R&D grants available to commercial and other 
potential stakeholder groups. 

8. Increased understanding of how to communicate risk to specific 
audiences and the use of this knowledge both to build fully inclusive 
models and to allow more productive uses of their results. 

9. More and better use of systematic risk analysis to determine how an 
individual might intentionally introduce a livestock disease agent. 

10. Increased interaction between federal government agencies and 
epidemiological modelers to improve the range and distribution of 
resource allocation parameter estimates. 

11. More intensive analysis of the social and economic impacts of disease 
outbreaks to support the development of appropriate “end-to-end” 
modeling. 

12. Suggested levels of research funding: 

a) expansion and refinement of epidemiological models: $2 
million annually (number of years not specified) 

b) development of disease introduction and pathway risk 
analysis: $1 million annually 

c) evaluation of current disease interdiction and prevention 
efforts: $1 million annually 

d) development of academic/state/federal/industry research 
consortia: $5 million annually per livestock industry 

e) determination of GIS data needed for epidemiological 
modeling and response: $1 million 
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f) gathering of, or access to, GIS data needed for 
epidemiological modeling and response: $3 million annually 

g) risk communication: $2 million 

h) determination of socio-economic impacts associated with 
disease outbreaks: $2 million annually 

i) development of an international outreach center: $10 million 
annually. 

Key Weaknesses:  Disease-Specific Issues21 

1. Insufficient understanding of the overall transmissibility—
particularly in terms of airborne distance—and environmental 
survivability of FMD. 

2. A lack of knowledge on the cross-species existence and persistence of 
FMD. 

3. The need to understand better climatic factors influencing the 
emergence and spread of FMD. 

4. Inadequate strategies for: (a) disposing of animals contaminated with 
FMD; and (b) appropriately compensating agricultural producers 
affected by quarantine and depopulation measures. 

5. Uncertainty as to the effects of cumbersome personal protective 
equipment (PPE) on the effectiveness of first responders dealing with 
zoonotic diseases. 

6. Incomplete research on the general epidemiological dynamics of 
Nipah/Hendra. 

7. Insufficient understanding of Highly Pathogenic Avian Influenza 
(HPAI) sub-strains and the distribution pathways by which they 
spread between different species, including factors that have allowed 
certain serotypes to “jump” to human populations. 

8. Inadequate understanding of what causes the development of 
velogenic strains of Exotic Newcastle Disease (END) and, thus, how 
they might behave epidemiologically. 

9. Inadequate knowledge of the transmissibility of Classical Swine 
Fever (CSF) and its potential to spread to wildlife populations in the 
United States. 

10. The need to better understand Rift Valley Fever (RVF) wildlife 
reservoirs (which was seen as especially important given that the 
agent is essentially a disease of trade). 

________________  
21 The group considered specific diseases in some depth. This is reported between pages 48 and 

54. 
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11. Poorly developed risk communication strategies for allying public 
fears concerning the production channels, distribution pathways and 
overall transmissibility of various types of transmissible spongiform 
encephalopathy (TSE), which was seen to be especially salient to 
bovine spongiform encephalopathy (BSE). 

12. A  lack of basic science regarding the disease reservoirs of pox 
viruses (such as monkey pox) and the factors that affect their 
transmissibility among animal populations. 

13. The lack of some rapid response capability to respond to emerging 
diseases, either newly arisen in the wild and so available for 
subsequent introduction, or perhaps deliberately created or 
engineered by or for terrorists. 

Recommendations:  Disease-Specific Issues 

1. Increased laboratory experimentation focused on FMD aero-biology. 

2. More intensive research to determine rough estimates of FMD 
survivability on various organic/inorganic surfaces and substances 
(including potential methods of smuggling). 

3. Increased investment in capacity building to support the 
establishment of centralized rendering centers to dispose of FMD-
ridden carcasses (drawing on the work that has been completed in 
the Netherlands in this area). 

4. The provision of funding to develop PPE that is appropriate for 
handling zoonotic diseases, possibly leveraging off innovations that 
have already taken place in commercial settings. 

5. Enhanced laboratory testing to ascertain the specific disease 
parameters and epidemiological dynamics of Nipah/Hendra and 
pox viruses. 

6. The initiation of a dedicated R&D program focused on unknown 
agents and the factors that might cause specific viral families to 
“jump” the species barrier.  

7. Suggested levels of research funding: 

a. transmissibility: $10 million annually 

b. carcass disposal: $3 million annually 

c. host/vector range: $2 million annually. 
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Vaccination and Protection Technologies 

Key Research Needs: Common Requirements Across Disease Agents 
Defined as Seriously Threatening to U.S. Animal Health and 
Agriculture22 

[Note: This breakout group focused much of its deliberations on animal 
pathogens highlighted in the following report: “Pre-Decisional Document: 
Strategic Research Targets to Protect American Livestock and Poultry from 
Biological Threat Agents: Report from the WMD Counter Measures Working 
Group-Animal Pathogen Research and Development Subgroup,” October 31, 
2003. While this report, hereafter referred to as a Strategic Research Document 
(SRD), did not explicitly discuss selection of particular agents by terrorists, all 
members of the group agreed that it presented a generally complete list of 
seriously threatening diseases. The SRD is available on-line at 
www.usda.gov/homelandsecurity/homeland.html.] 

 

1. The development of one-time, safe, cost-effective, and easy-to-implement 
vaccination strategies that have standardized government protocols for 
FAD suppliers (human vaccine protocols require one U.S. and one non-
U.S. supplier). 

2. The manufacture of “ideal” vaccines that: 

a) embrace marker detection mechanisms to differentiate: (i) 
vaccinated from non-vaccinated animals; (ii) animals that are 
infected and then vaccinated; and (iii) animals that are 
vaccinated and then infected 

b) offer broad serotype protection—preferably one vaccine for 
all serotypes 

c) have minimal need for re-application (relevant for delayed 
onset of infection [DOI] diseases) 

d) do not make animals unfit for human consumption 

e) are safe, economical, and easy to manufacture. 

3. The creation of vaccine banks complete with appropriate logistical 
protocols for ensuring effective distribution. 

________________  
22 The list reflects the findings of the Vaccination and Protection Technologies group in their 

entirety. No aggregation or synthesis of the recommendations was made. 
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4. The development of effective, ground-tested implementation 
procedures to deliver all existing and future vaccination and protection 
technologies. 

5. Consideration and assessment of viable alternatives to vaccination such 
as stamping out, pre-emptive slaughter (PES), and regionalization. 

6. Increased leverage of university and private sector resources, including 
Requests for Development and Manufacturing Contracts for vaccine 
formulation, manufacturing, and stockpiling. 

7. Providing for specific FAD and zoonotic disease courses (especially 
with regard to bovine, swine, and avian immunology) in accredited 
veterinary colleges, possibly to the level of Ph.D. 

8. Maintenance of critical infrastructure facilities, such as Plum Island, 
and the improvement of national resources including the development 
of bio-safety level four (BSL 4) facilities capable of handling large 
animals. 

9. The institution of an animal equivalent of Bio-Shield within the 
Department of Homeland Security (DHS) or elsewhere in the federal 
government. 

10. Ensure that attacks against agricultural livestock are treated (and 
prioritized) as a specific national security issues. 

Research Needs for Specific Prioritized Diseases 

[Note: Prioritizations assigned to the pathogens listed below were based on seven 
criteria: (1) economic impacts; (2) virulence and potential for disease spread; (3) 
zoonotic potential; (4) morbidity or lethality of disease; (5) likelihood disease will 
spread to other species; (6) ability of terrorists to naturally acquire or otherwise 
manufacture a particular pathogen; and (7) difficulty associated with 
weaponization of the pathogen.] 

1. FMD (designated as highest priority in terms of R&D because of its virulence, 
infectivity, potential impact on economic trade, and ease of access): 

a) the creation of an immediate, “ready-to-go” vaccine bank 
that has at least 6 million doses for all seven FMD serotypes 
and which can be delivered anywhere in the United States 
within 24 hours 

b) the creation of a supplemental vaccine bank that can deliver 
10 million doses (bulk frozen, but ready for packaging) for 
all seven FMD serotypes within two weeks 
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c) the capacity to produce new vaccine stocks within a two-to- 
three-month time frame 

d) the development of an ideal vaccine, which in addition to the 
broad criteria listed above, also inhibits persistent infections, 
prevents pathogenic “shed and spread,” and is not 
vulnerable to cross-contamination from vaccine raw 
materials (particularly those imported from overseas) 

e) the incorporation of effective logistics and distribution 
protocols for appropriate vaccine disbursement 

f) funding for additional research on treatments involving 
cytokines, interferon, and other anti-viral treatments 

g) suggested level of research funding: $75-100 million annually 
over a seven-to-ten-year period (ten years being the time it 
will take to produce an ideal vaccine and other relevant 
therapeutics). 

2. RVF (designated as high priority in terms of R&D because of its zoonotic 
potential, possibility of pathogen becoming endemic to the United States if 
transmitted to domestic animals, and likelihood of success-a vaccine is near 
completion): 

a) complete development and testing phase of MP-12 vaccine 
that is currently being researched by the U.S. Army 

b) the development of an ideal vaccine, which in addition to the 
broad criteria listed above, also prevents transmission from 
host to vector and is not vulnerable to cross-contamination 
from vaccine raw materials (particularly those imported 
from overseas) 

c) development of a human RVF vaccine to protect animal 
workers (relevant given RVF’s zoonotic potential) 

d) suggested level of research funding: $20 million annually 
over a two-year period to establish a base RVF vaccine 
stockpile. 

3. Nipah/Hendra (designated as high priority in terms of R&D because of its 
zoonotic potential): 

a) continue evaluation of live vaccine currently under 
development (at both CDC and the BSL 4 facility in 
Winnipeg, Canada) in terms of safety and efficacy 

b) examine alternative mechanisms for vaccine delivery 
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c) the development of an ideal vaccine, which in addition to the 
broad criteria listed above, also offers sterile immunity 

d) consider the feasibility of constructing a BSL 4 facility with a 
significant large animal capacity to research existing and 
emergent highly contagious diseases 

e) suggested level of research funding: $5 million for initial 
proof of concept; $20 million for the manufacture and 
stockpiling of a fully developed vaccine. 

4. HPAI (designated as high priority in terms of R&D because of its zoonotic 
potential): 

a) the creation of a vaccine bank containing at least 10 million 
doses for the two most common neuraminidase types of 
HPAI sub-strains (H5 and H7) 

b) the development of an ideal vaccine, which in addition to the 
broad criteria listed above, also offers sterile immunity and is 
not vulnerable to cross-contamination from vaccine raw 
materials (particularly those imported from overseas)  

c) investigation of means to prevent cross-species transference 
of avian-to-swine, swine-to-avian, and human-to-swine 

d) suggested research funding: $5 million annually for at least 
five years. 

5. CSF (designated as high in terms of R&D because of its morbidity potential): 

a) the institution of appropriate protocols to allow rapid 
importation of existing vaccine stocks (at least 5 million 
doses) from overseas banks to facilitate near-term outbreak 
control 

b) the development of an ideal vaccine, which in addition to the 
broad criteria listed above, also offers sterile immunity and is 
not vulnerable to cross-contamination from vaccine raw 
materials (particularly those imported from overseas) 

c) suggested level of research funding: $10 million annually for 
five years. 

6. END (designated as medium priority in terms of R&D because of its 
mortality and zoonotic potential): 
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a) modify existing Newcastle vaccine to produce an easy-to-
deliver, cost-effective marker vaccine that is also effective for 
controlling END 

b) develop appropriate distribution mechanisms that allow for 
routine use of new vaccine 

c) suggested level of research funding: $2 million annually. 

7. African Swine Fever (ASF, designated as medium-high priority in terms of 
R&D because of the uncertainty as to whether the creation of a vaccine is 
possible): 

a) increase present efforts to determine whether a vaccine can 
be created 

b) evaluate the terrorist potential of ASF (could or would 
terrorists attempt to harness ASF?) 

c) investigate additional vector pathways for ASF (ticks, feral 
swine) 

d) the development of an ideal vaccine, which in addition to the 
broad criteria listed above, also prevents pathogenic “shed 
and spread” 

e) suggested level of research funding: $5 million annually. 

8. Venezuelan Equine Encephalitis (VEE, designated as medium priority in 
terms of R&D because of the existing stocks of trivalent vaccine): 

a) develop an animal vaccine research program that is 
informed by and draws off current Department of Defense 
(DoD) studies of human VEE infection 

b) invest in general protective immunology to protect against 
VEE strains that have weaponization potential 

c) the development of an ideal vaccine, which, in addition to 
the broad criteria listed above, offers sterile immunity 

d) suggested level of research funding: $2 million annually. 

9.  Rinderpest (RP, designated as low-medium priority in terms of R&D because 
of the near eradication of the disease): 

a) development of vaccine bank and maintenance of supplies to 
ensure defenses even in the event that the disease is fully 
eradicated 

b) research into potential for the known existing RP serotype to 
mutate 
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c) suggested level of research funding: no recommendations.  
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Detection, Diagnosis, and Forensics Capabilities 

[Note: This breakout group focused its deliberations on detection, diagnosis, and 
forensics for 11 main diseases: Avian influenza (AI), BSE, CSF, Cowdria 
ruminantiam (heart water), FMD, RP, bovine tuberculosis, RVF, END, and 
alpha/paramyxo viruses (such as Nipah/Hendra). Priority of these pathogens 
was based on the following six criteria: (1) level of morbidity and mortality; (2) 
level of disease transmissibility, including to human populations (i.e., is the 
disease zoonotic?); (3) presence of effective pathogenic vectors and wildlife 
reservoirs; (4) numbers of animal species susceptible to the disease; (5) 
availability of suitable control strategies; and (6) ability of the disease to survive 
in the environment.] 

Key Weaknesses 

1. A passive disease reporting system that is dependent on farmers and 
producers who may not have the necessary expertise to quickly 
“flag” potential FADs or bio-terrorism agents for subsequent 
diagnostic testing. 

2. A lack of laboratories appropriately equipped with a comprehensive 
set of (positive and negative) diagnostic testing capabilities covering 
all main agents of concern.23 

3. Diagnostic and testing capabilities that rarely take into account 
potential wildlife disease reservoirs for specific pathogens. 

4. Insufficient funding to support versatile and/or on-going disease 
surveillance and testing over time. 

5. The absence of clearly defined response protocols in the event that 
disease surveillance systems detect a potential pathogenic outbreak. 

6. A lack of robust assay tests that are able to generate data which can 
assist with attribution analysis in determining the “who,” “why,” 
“where,” and “when” of a deliberate disease introduction. 

________________  
23 The existing National Animal Health Laboratory Network (NAHLN) covers only 12 state 

facilities. Participants in this breakout group argue that a truly robust system will require the 
integration of at least 50 facilities in the NAHLN. 
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Recommendations 

1. Strengthen the current passive system for disease detection and diagnosis by: 

a) addressing staffing needs at all levels to ensure sufficient system 
capacity 

b) improving the training for disease recognition 

c) increasing the availability of sophisticated diagnostics in testing 
laboratories 

d) instituting mechanisms to expanded data sharing within the 
National Veterinary Laboratory System (NVLS) 

e) increasing funding for diagnostic surveillance of potential 
agricultural bio-terrorism agents 

f) addressing IT requirements to improve the effectiveness of 
current diagnostic efforts. 

2. Develop new technologies for active surveillance of FADs by: 

a) developing and improving field testing capabilities 

b) developing and fielding environmental surveillance systems. 

3. Develop tests for diseases for which diagnostic methods are currently 
unavailable or inadequate by: 

a) promoting validation and deployment of prototype test methods 

b) addressing agents for which practical test methods are currently 
unavailable 

c) increasing information provided by specific test methods 

d) developing test methods that are applicable to different stages of 
the animal agricultural system 

e) developing and fielding faster testing methods. 

4. Address the specific requirement of forensic applications by: 

a) validating assay test methods for specific forensic use 

b) improving laboratory and personnel capabilities for forensic 
analysis 

c) addressing procedural and data-sharing constraints associated 
with criminal investigations. 

5. Promote and fund prospective emergency disease research and surveillance 
capability.
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Observations 

Several common themes are apparent across the different research areas 
described above.  Most importantly, all four subgroups of the Blue Ribbon Panel 
fashioned their research initiatives in light of intensely practical concerns.  The 
Cross-Jurisdictional Surveillance and Information Technology (IT) group 
generally focused on the steps needed to identify diseases and to usefully report 
them; the Infectious Disease Epidemiology group focused on making its models 
useful to decisionmakers during an outbreak; the Vaccination and Protection 
Technologies group focused on the creation of vaccines that are useful in practice, 
for example, by providing key “markers” to allow unfettered trade; and the 
Detection, Diagnosis, and Forensics Capabilities group focused on ways to 
validate current testing for prioritized agricultural bio-terrorism agents and 
increase their overall efficiency and diagnostic potential. Each of the breakout 
sessions were, thus, motivated by some precise, practical concerns. 

This is an important shift, even for a research community that is already quite 
applied in its focus. While considerable attention has been paid to the individual 
needs of U.S. farmers, instituted mainly through the long-established 
Agricultural Extension Center (AEC), comparatively little research has been 
directed to the specific requirements of federal, state, and local agencies and 
departments when attempting to deal with large-scale disease outbreaks. The 
recommendations outlined above go a long way toward addressing this 
analytical gap. Thus, for example, the groups call for a comprehensive 
identification and tracking system for individual animals and for “end-to-end” 
models of disease spread, so that the various authorities have some basis for 
choosing one culling or vaccination strategy over another.  This shift is important, 
and consistent with other developments taking place in homeland security as the 
U.S. government moves to grapple with the unfamiliar problems of terrorism 
post-9/11. 

Other quite specific, practical initiatives abound in the groups’ discussions.  
These initiatives ranged from the gathering of better geographic data on herds 
and flocks to the establishment of additional BSL 4 level facilities and the creation 
of less burdensome PPE for dealing with zoonotic diseases.  Such 
recommendations flow naturally from the focus on providing better options for 
controlling any outbreak. 



                         23 
 

 

Another common theme across these research areas is the need for significant 
investments in infrastructure. Although several of the above initiatives are 
currently being considered for extra funding, such as the expansion of BSL 4 
facilities, many larger and equally important areas require financing that has yet 
to be factored into federal budgetary allocations. Notable examples include: the 
creation of a national consortium of centers on epidemiology, to share results and 
methods; augmenting the scope and scale of the existing disease surveillance and 
health information networks; and the establishment of an international 
organization to both focus on emerging diseases, and allow U.S. researchers and 
veterinarians the exposure to FADs diseases not present in the United States.   

The four groups additionally identified necessary advances in fundamental or 
basic research that is needed to enable important applied steps.  In the best 
tradition of Pasteur’s Quadrant,24 these represent basic research tenets that are 
undertaken for purely practical purposes, ranging from the development of 
“marker” vaccines (or other appropriate treatments) for specific diseases to 
investigations of the competence of alternative (domestic) vectors in availing the 
transmission of pathogenic agents into and across the United States. Perhaps 
most dramatically, this aspect of the breakout groups’ work also elucidated the 
relevance of the social and economic realms when considering responses to 
disease outbreaks and the concomitant need to factor these broader 
environmental concerns into epidemiological modeling. To the degree this work 
would be performed by other research communities, it will be important for 
respective funding agencies to keep the practical point of view firmly in mind; as 
it was this perspective that motivated the genesis of these particular policy 
recommendations. 

Overall, the initiatives proposed by the subgroups represent a good start toward 
a future homeland security research agenda for making the industries associated 
with agricultural livestock more resilient to deliberate attack. Over time, and as 
new aspects become apparent to the research community, this list of policy 
suggestions will need to be revisited. For example, the existence of a cheap, 
effective vaccine might remove one disease from concern entirely; alternatively, 
epidemiological models might show that even more detailed geographic 
information is needed, which would have implications for data gathering and 
system development. That said, the recommendations contained in this report 
provide a useful initial framework for developing and refining tools to blunt bio-

_________________ 
24 For further details see Donald E. Stokes, Pasteur’s Quadrant: Basic Science and Technological 

Innovation, Washington D.C.: Brookings Institution Press, 1997.  
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threats against an industry that remains critical to the economic well-being of the 
United States and its evolving system of homeland security. 




