CHILD POLICY

CIVIL JUSTICE

EDUCATION

ENERGY AND ENVIRONMENT
HEALTH AND HEALTH CARE
INTERNATIONAL AFFAIRS
NATIONAL SECURITY
POPULATION AND AGING
PUBLIC SAFETY

SCIENCE AND TECHNOLOGY
SUBSTANCE ABUSE

TERRORISM AND
HOMELAND SECURITY

TRANSPORTATION AND
INFRASTRUCTURE

NATIONAL SECURITY
RESEARCH DIVISION

This PDF document was made available from www.rand.org as a public
service of the RAND Corporation.

Jump down to document w

The RAND Corporation is a nonprofit research
organization providing objective analysis and effective
solutions that address the challenges facing the public
and private sectors around the world.

Support RAND

Purchase this document

Browse Books & Publications

Make a charitable contribution

For More Information

Visit RAND at www.rand.org
Explore RAND National Security Research Division

View document details

Limited Electronic Distribution Rights

This document and trademark(s) contained herein are protected by law as indicated in a notice
appearing later in this work. This electronic representation of RAND intellectual property is provided
for non-commercial use only. Permission is required from RAND to reproduce, or reuse in another
form, any of our research documents for commercial use.



http://www.rand.org/pdfrd/
http://www.rand.org/pdfrd/
http://www.rand.org/pdfrd/nsrd/
http://www.rand.org/pdfrd/publications/CF/CF200/
http://www.rand.org/pdfrd/research_areas/children/
http://www.rand.org/pdfrd/research_areas/children/
http://www.rand.org/pdfrd/research_areas/civil_justice/
http://www.rand.org/pdfrd/research_areas/education/
http://www.rand.org/pdfrd/research_areas/energy_environment/
http://www.rand.org/pdfrd/research_areas/health/
http://www.rand.org/pdfrd/research_areas/international_affairs/
http://www.rand.org/pdfrd/research_areas/national_security/
http://www.rand.org/pdfrd/research_areas/population/
http://www.rand.org/pdfrd/research_areas/public_safety/
http://www.rand.org/pdfrd/research_areas/science_technology/
http://www.rand.org/pdfrd/research_areas/science_technology/
http://www.rand.org/pdfrd/research_areas/substance_abuse/
http://www.rand.org/pdfrd/research_areas/substance_abuse/
http://www.rand.org/pdfrd/research_areas/terrorism/
http://www.rand.org/pdfrd/research_areas/terrorism/
http://www.rand.org/pdfrd/research_areas/infrastructure/
http://www.rand.org/pdfrd/research_areas/infrastructure/
http://www.rand.org/pdfrd/nsrd/
http://www.rand.org/pdfrd/cgi-bin/Abstracts/e-getabbydoc.pl?CF-200
http://www.rand.org/pdfrd/publications/electronic/
http://www.rand.org/pdfrd/publications/electronic/
http://www.rand.org/pdfrd/giving/contribute.html

This product is part of the RAND Corporation conference proceedings series. RAND
conference proceedings present a collection of papers delivered at a conference. The
papers herein have been commented on by the conference attendees and both the in-
troduction and collection itself have been reviewed and approved by RAND Science

and Technology.



Making Sense of
Transnational Threats

Workshop Reports

Gregory F. Treverton

Approved for public release; distribution unlimited

m NATIONAL SECURITY RESEARCH DIVISION



The research described in this report was conducted by the RAND National Security Research
Division (NSRD).

ISBN: 0-8330-3725-0

The RAND Corporation is a nonprofit research organization providing objective analysis
and effective solutions that address the challenges facing the public and private sectors
around the world. RAND’s publications do not necessarily reflect the opinions of its research
clients and sponsors.

RAND® is a registered trademark.

© Copyright 2005 RAND Corporation

All rights reserved. No part of this book may be reproduced in any form by any electronic or
mechanical means (including photocopying, recording, or information storage and retrieval)
without permission in writing from RAND.

Published 2005 by the RAND Corporation
1776 Main Street, PO. Box 2138, Santa Monica, CA 90407-2138
1200 South Hayes Street, Arlington, VA 22202-5050
201 North Craig Street, Suite 202, Pittsburgh, PA 15213-1516
RAND URL: http://www.rand.org/
To order RAND documents or to obtain additional information, contact
Distribution Services: Telephone: (310) 451-7002;

Fax: (310) 451-6915; Email: order@rand.org



xi

Summary

September 11 provided graphic testimony to the need to better “connect the dots” in
providing warning of potential terrorist threats to the American homeland, and it also
underscored the shift in intelligence’s targets from states to non-state or transnational actors.
These animating challenges were the focus of a series of four fascinating workshops
conducted from February to September 2003 by Global Futures Partnership (GFP) in the CIA
Directorate of Intelligence’s Sherman Kent School for Intelligence Analysis and the RAND
Corporation, a project that brought together a wide range of experts on cognition, culture,
terrorism, and intelligence. This conference proceedings document contains the reports of the
workshops, which are provocative in their own right. A fuller synthesis of the project’s
results, titled Making Sense of Transnational Threats, was published by the Kent School (Kent
Center Occasional Paper, Vol. 3, No. 1).

September 11 was, in the words of foreign affairs columnist Thomas Friedman, a "failure of
imagination." Many organizations, public and private, that confront uncertainty have
developed processes and tools to try to avert such failures. For the Intelligence Community,
one set of such tools has become known as "alternative analysis.” If traditional intelligence
analysis generates forecasts or explanations based on logical processing of available evidence,
alternative analysis seeks to help analysts and policymakers to stretch their thinking and to
hedge against the natural tendency of analysts — like all human beings — to search too
narrowly for information that would confirm rather than discredit existing hypotheses, or to
be unduly influenced by premature consensus within analytic groups close at hand.

In the Intelligence Community, alternative analysis has tended to be organized around
discrete questions addressed in specific finished products. Thus, it is used only occasionally
and then generally for less critical issues, such as long-run prospects for a country. It is often
viewed by analysts as more of a supplemental exercise than an essential component of the
overall analytic process; therefore, it is not particularly effective in influencing analytic

judgments even when a serious effort is made to address a key issue.

The project’s premise was that transnational issues do differ, as do targets of intelligence
analysis, from more traditional state-centric issues. These differences are displayed in Table 1.
To be sure, the differences are matters of degree. For instance, issues regarding weapons of
mass destruction (WMD) mix states and non-states. And state-centric issues can share the
defining characteristics of transnational issues — they are unbounded, fast moving, and
obscured by overwhelming information. In that sense, the challenge facing analysts in
comprehending Al Qaeda is not that much different from the ones confronting analysts in the
run-up to the Battle of France or Pearl Harbor.
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Table 1
Traditional Targets Versus Transnational Targets

Traditional Targets Transnational Targets

Focus: states; non-states secondary Focus: non-states; states as facilitators, willingly or not

Nature of targets: hierarchical Nature of targets: networked

Context: intelligence and policy share basic Context: much less of a shared story about non-states,

“story” about states less “bounded,” more outcomes possible

Information: there is too little information, Information: secrets are still important, but there are

and so priority goes to secrets torrents of information;; fragmented

Reliability: secrets regarded as reliable Reliability: information unreliable

Pace of events: primary target slow moving, Pace of events: targets may move quickly,

discontinuities rare discontinuities all too possible

Interaction effects: limited Interaction effects: “your” actions and observations
have more effect on target’s behavior

Intelligence issues are often divided between puzzles (which could be solved with
information that is in principle, but perhaps not in fact, available) and mysteries (which are in
the future and contingent, and thus cannot be solved through available information). Beyond
these two categories, a third might be defined as "complexities." These are problems that can
yield a very wide range of sui generis outcomes that defy even probabilistic predictions
because of some combination of the following factors — large numbers of actors, perhaps each
of small size; lack of formal or informal rules governing behavior; and the large influence of

situational as opposed to internal factors in shaping behavior.

The four workshops explored a number of ways, especially more intuitive ways, to address
such problems. One way that seemed especially promising was organizational "sense-
making," as developed by the noted organization theorist, Karl Weick. Sense-making is a
continuous, iterative, largely informal effort to paint a picture of what is going on that is
relevant to an organization's goals and needs. This is accomplished by comparing new events
to past patterns, or in the case of anomalies by developing stories to account for those
anomalies. Organizations that must be highly reliable, such as aircraft carriers or nuclear
power plants, face uncertainties that are akin to the uncertainties that the Intelligence
Community faces. They develop what Weick calls “mindfulness” — in particular, a
preoccupation with failure, both past and potential, and a "learning culture" in which it is safe

and even valued for members of the organization to admit errors and raise doubts.

For intelligence, enhancing mindfulness would be a process, not a product. That process
would be:

e Continual, not discrete or “one-off” efforts. The objective would be to regularly
explore different possible outcomes and debate assumptions, all linked to incoming

information on the issue under consideration.

e Creative and freewheeling, in place of a more formal alternative analysis process,
with a strong emphasis on logical argument to come to clear conclusions. It would
consciously mix mental biases — for instance, by using a method for building teams

akin to the practice that some Wall Street firms use known as "barbelling," which
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involves pairing young financial professionals with those over 50 to take advantage of
both adventurousness and experience. And it would provide time, because ideas most
often "pop out" of slow--moving, largely unconscious, contemplative modes of
thought, rather than more conscious, purposeful, and analytic ones.

Collaborative, instead of alternative analysis, such as playing devil's advocate or
"what-if" analysis, that can be done individually. Indeed, sensemaking might be

“public” - that is, orally reviewing assumptions and alternatives “out loud” as a

collaborative effort.

¢ Counter-intuitive, seeking disconfirming evidence, rather than confirming evidence,

and featuring regular, even if brief and informal, exercises in which analysts focus on

how they could be wrong.

¢ Consumer-friendly, which is an enormous challenge since “alternative” anything

implies yet more time demands on the part of consumers of intelligence of

information. It requires thinking of new intelligence “products,” for instance, Rapi-

Sims, increasingly sophisticated spreadsheet-based programs that allow consumers to

manipulate variables to generate alternative outcomes.

The key ideas for do-able innovations to enhance mindfulness are summarized in Table 2.

Table 2
Ideas and Implementation

Idea

Implementation and Purpose

Employ "analytic methodologists"

Design and facilitate divergent-thinking exercises
and structured dialogues aimed at uncovering
alternative views

Introduce public sense-making processes

Structured dialogues to consider all possibilities

Use web-logs as a production vehicle

Common, continuous platform for analysis/sense-
making and for alternative processes

Consciously mix biases in teams (e.g., "barbelling")

Increase likelihood of alternative interpretations of
evidence

Regularly do after-action reports

Look at failures and successes with an eye to
drawing constructive lessons

Develop information technology to store and
automatically recover hypotheses and ideas

Aid analysts” memory and creative thinking

Provide Rapi-Sims and other opportunities for
experiential learning by intelligence consumers

Brief simulations/games to help consumers
comprehend range of uncertainty

Alternative analysis needs to be framed as ongoing organizational processes aimed at

sustained mindfulness, rather than as just a set of tools that analysts are encouraged to employ.

The alternative analysis processes would have to be made a high priority of senior

intelligence managers, reinforced by changes in reward structures, production schedules, and

staffing requirements to encourage the continued use of these processes. Above all, they

require an organizational culture that values and trains for continuous, collective

introspection--often difficult to achieve in high-demand, understaffed environments. Could
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mindfulness-focused organizational processes really enhance warning of emerging
transnational threats? No one can confidently answer that question in the affirmative, but
reflecting on past surprises in "complex" situations suggests that even modest improvements
in organizational processes could make a significant difference in preparedness. What if the
concerns of the Phoenix FBI office about flight training before September 11 had not only
been shared broadly within the government but also integrated into a mindfulness-focused
inter-agency process featuring collaborative sense-making, web-log type forums, and
computer-generated references to extant scenarios for crashing airplanes into prominent

targets? Might those concerns have garnered far broader attention than they did?




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




