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Gathering Geopolitical
Storms—Can Technology
Help Save the World
Order?

Insights from a Tabletop Exercise at the
2024 Munich Security Conference

ver the past few years, the complex interplay among a mounting number of global security

challenges has placed increasing demands on the global community of democratically

aligned countries. The Russia-Ukraine war has resulted in a more antagonistic Russia with

a wartime economy and stronger political ties with China, Iran, and North Korea. The
Russia challenge is layered on top of other global security challenges, such as Chinese militarization
and malign influence, North Korean provocations, Iranian antagonism, mass migration, trans-
national crime, and the Israel-Hamas war, which has significant regional implications. Additionally,
technological developments in artificial intelligence and synthetic biology—as well as environmen-
tal concerns from climate change—demand urgent attention. These security challenges test the abil-
ity of democratic countries to forge a cohesive response and foster solidarity. Economic headwinds,
political fragmentation, and the rise of populist movements strain unity, further complicating col-
lective decisionmaking on critical issues.

The Special Competitive Studies Project asked RAND to lead a tabletop exercise focused on the
changing global security environment at the 2024 Munich Security Conference. The tabletop exercise
was designed in a seminar style and featured two main questions of interest: (1) Is the geopolitical
security environment at an inflection point? (2) How can governments better leverage technology?

The exercise was structured around two periods of facilitated discussion led by a senior RAND
researcher; each question served as the focal point for a discussion period. These facilitated conver-
sations followed an initial scene-setting presentation.

The tabletop exercise was constructed with the intent to probe the participants, both individu-
ally through discussion and as a group via live polling. In total, the participants were presented with
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SUMMARY

The number of complex global security challenges has been increasing over the past few years, and these chal-
lenges place increasing demands on democratic countries around the world. Among these challenges are the
Russia-Ukraine war, Chinese militarization and malign influence, North Korean provocations, Iranian antago-
nism, and the Israel-Hamas war. In addition to these global security challenges, technological developments in
artificial intelligence and synthetic biology—as well as environmental impacts from climate change—demand
urgent attention. The ability of democratically aligned countries to respond cohesively to these types of chal-
lenges is further tested by economic and political issues.

In consideration of the changing global security environment, the Special Competitive Studies Project asked
RAND to lead a tabletop exercise at the 2024 Munich Security Conference. The purpose of the exercise was
twofold: to examine whether the state of global security is at an inflection point and to explore how national gov-
ernments can better leverage technology to address the geopolitical challenges of today and the near future.

The 22 participants in attendance included current and former senior government officials; think tank leaders;
and industry executives from the United States, Europe, and Japan. The following are key insights drawn from
the dialogue. They reflect the majority opinions rather than the consensus of the group.

e The global security environment is at an inflection point—and is possibly in an era of multiple inflection
points—due to a variety of increasingly interconnected global security challenges that are coupled with
decreasing government capacity to address them. Geopolitical antagonism incited by China, Russia, North
Korea, and Iran is the primary catalyst.

e Technology is a key driver of the international security environment; it presents both opportunities and
threats. Advancements in technology have great potential to improve the basic function and efficiency of
government, in addition to addressing a variety of risks, such as traditional security challenges (e.g., allow-
ing better defense of cyber networks with the use of artificial intelligence and enhanced encryption), bio-
logical threats (e.g., accelerating vaccine development), and societal risks (e.g., enabling job creation, accel-
erating children’s individual learning).

e Managing the pace of technological change will be a challenge for national governments because their
capacities to guide and govern technological development have decreased. The erosion of public trust and
confidence in institutions and leaders further exacerbates the gap between geopolitical challenges and
government capacity to address them. Furthermore, the speed of government decisionmaking has not kept
pace with the rate of technological change. Effective government-private partnerships are critical to keep
abreast of technological innovation and establish guidelines for appropriate use and development. How-
ever, aligning incentives between these sectors remains a challenge.

e The contest between democracies and autocracies over technological advancement will significantly shape
the future. This underscores the importance of cooperation amongst like-minded democracies, the need for
cultural and process changes within such institutions as the U.S. Department of Defense, and the necessity
of long-term planning for the potential impacts of technology.

e Divergent views on the importance of technological development and adoption, such as those of Europe-
ans and Americans, might pose significant problems. This friction emphasizes the need for better alignment
of perspectives and policies. International collaborations amongst private entities are rising to shape the
norms and governance of emerging technologies, but such collaborations are not a long-term solution.
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Participants’ Perspectives

Is the Geopolitical Security
Environment at an Inflection Point?

The first discussion period centered on under-
standing what inflection point truly signifies and
whether there are different kinds of inflection
points. The conversation also examined how large a
role technology plays in driving the changes clearly
being seen at the time of this writing, regardless of
whether those changes do or do not constitute an
inflection point. Key themes from this discussion
included the following:

o The world order is likely at an inflection
point. The return of great power competi-
tion and geopolitical antagonism creates
a significant turning point in the dynam-
ics of the global security environment. The
unipolar moment was a transient aberration
and one on which the United States capital-
ized to enhance its global influence. The
United States also served as a provider of a
public good by providing security to other
countries—the value of which might be more
appreciated as doubts grow about the United
States’ ability and willingness to continue
playing that role.

« Technological advances are a key factor in
these changes. Although the global security
environment experiences recurrent upheav-
als, the rapid pace of technological change is
an accelerant to the current transition. Such
moments of dramatic change present both

opportunities and dangers, depending on who

exploits them and to what ends.

+ The current moment presents a tension
between geopolitical challenges and gov-
ernment capacity to manage them. Dete-
riorating trust and confidence in leaders and
institutions—fueled to a significant degree by
the application of information technology—
further complicate the situation. The extent
to which public trust has deteriorated dif-
ferentiates this moment from other periods
since the end of World War II. The erosion of
norms among countries and between indi-

viduals exacerbates the problems that govern-
ments face in addressing the rapidly changing
environment.

+ Governments’ abilities to guide and govern
technology innovation and application
have diminished. The pace of technological
advancement has not been met with parallel
improvements in the speed of decisionmaking
at the governmental level. Government pro-
cesses are too slow—and too slow to change—
compared with the sheer rapidity of techno-
logical development.

After the discussion, participants were asked to
register their opinions on two multiple-choice ques-
tions. The first question asked, “Is the world order
at an inflection point?” The results (displayed in
Figure 1) were relatively unambiguous:

o Yes (86 percent)
« No (14 percent).

The second question asked, “Where do the great-
est geostrategic challenges lie?” The results of this
question (displayed in Figure 2) diverged more:

« Classic security challenges (18 percent)
» Economic competitiveness and industrial
policy (18 percent)

FIGURE 1
Is the World Order at an Inflection Point?
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FIGURE 2
Where Do the Greatest Geostrategic
Challenges Lie?
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 Energy and environmental (9 percent)
o Technological changes (28 percent)
o Other (27 percent).

How Can Governments Better
Leverage Technology?

The second discussion period was more-narrowly
focused on the question of how individual govern-
ments and the worldwide community of democracies
can better leverage technology to manage geopolitical
change. The discussion covered broad issues of risks
and relationships. Key themes from this discussion
included the following:

 The rapid pace of technological innovation
presents both opportunities and challenges.
Governments have responsibilities to both
encourage and take advantage of technologi-
cal innovation while simultaneously address-
ing issues of trust and equity. The polarization
in democratic societies is in part driven by
prior waves of economic and technological
transformation. Emerging technologies can
be used to address these issues by helping to
mitigate social divisions and empowering gov-
ernments to be more effective in both foster-
ing and exploiting innovation.

« Technological advancements have the poten-
tial to radically transform the operational
efficiency and core functionality of govern-
mental systems. Judicious adoption of tech-
nology can significantly enhance government
efficiency by streamlining processes, alleviat-
ing administrative burdens, and augmenting
service delivery. Human resources can be
reserved for roles of greater strategic complex-
ity through the incorporation of artificial
intelligence to automate routine tasks. More-
over, the use of advanced encryption can rein-
force the security of digital infrastructures,
ensuring the confidential handling of sensitive
data. This not only bolsters the functional-
ity of governmental systems but also fosters
public trust in them.

» Technology offers innovative solutions to
a broad spectrum of risks and challenges.
Conventional security challenges, such as
the safeguarding of critical cyber networks,
might be effectively addressed through the
use of artificial intelligence that can detect
and neutralize cyber threats. Advances in




biotechnology can facilitate rapid responses
to public health emergencies that originate
from nascent biological threats by expediting
such processes as vaccine development. Fur-
thermore, technology can potentially alleviate
societal risks. Technology research and devel-
opment can stimulate job creation by catalyz-
ing the emergence of new sectors and indus-
tries, and the implementation of technologies
that personalize education might expedite
individual learning in children.

Effective partnerships between govern-
ments and the private sector are critical,

but misaligned incentives make them dif-
ficult. Throughout the late 20th century, the
government worked closely with the private
sector to foster such technological successes
as the Apollo moon landing and the creation
of the Internet. Although governments are

no longer significant drivers of progress, such
government-industry partnership will be
essential to future cycles of innovation. Coop-
eration in this regard is considerably improved
from where it was just five years ago, but more
progress is needed. Vital to this process is
overcoming misaligned incentives on the two
sides to create common understandings of
goals and how to achieve them.

Governments should work together to estab-
lish effective domestic and international
norms and governance standards. Recently,
transnational partnerships amongst private
firms have been seeking to shape norms and
governance of advanced and emerging tech-
nologies, but these efforts cannot substitute
for effective governmental action. Govern-
ments will need to develop and maintain
better awareness not just of where technology
is, but where it is heading in the medium to
long term.

The competition between democratic and
authoritarian regimes for technological
superiority will shape the future. Coopera-
tion and collaboration amongst like-minded
democracies have been important to innova-
tion and maintaining a technological edge.
However, there are differing perspectives

within the democratic community on how

to guide and govern innovation and adapta-
tion. Better aligning these points of view will
allow more-effective cooperation, both among
countries and among their respective private
sectors.

o Defense bureaucracies, including the U.S.
Department of Defense, require changes in
culture and processes to take full advantage
of the opportunities offered by emerging
technologies. Being superior at innovation is
critical, but it is not enough. The U.S. Depart-
ment of Defense and other friendly defense
enterprises need to find ways to accelerate
decisionmaking and technological adoption
without compromising accountability.

The final multiple-choice poll question reflected
the intent to focus this discussion on more-specific
ways to leverage technology. The question asked,
“Which of the following should national govern-
ments prioritize to best leverage technology for
their defense and security?” Despite the discussion
remaining at a higher level, the results (displayed in
Figure 3) are nevertheless complementary to it:

o Human capital with technical expertise
(25 percent)

o Industrial policy to shape growth in the pri-
vate sector (15 percent)

Governments will

need to develop
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awareness not just of
where technology is,
out where it is heading
N the medium to long
term.




FIGURE 3

Which of the Following Should National Governments Prioritize to Best Leverage

Technology for Their Defense and Security?

« Institutional culture to accelerate adoption of
new technologies (5 percent)

» Resources for technology research, develop-
ment, and deployment (20 percent)

« Norms and governance (15 percent)

o Other (20 percent).

Technology Policies and Solutions

The concluding step of the exercise asked the partici-
pants to offer technology policies or solutions that

national governments should take into consideration.

Altogether, eleven solutions were submitted. The
majority of the policy ideas attempted to tackle exist-
ing problems pertaining to either human capital or
norms and governance. Correspondingly, the prof-
fered solutions focused on (1) ensuring a technically
and democratically educated citizenry and work-
force and (2) rebuilding trust in government and
institutions.

Follow-On Questions

As is usually the case with such exercises, ultimately,
more questions were raised than answered. Five such
questions seem to be of special importance.

The discourse underscored the immense poten-
tial of technology to endow governments with a mul-

I Human capital with technical expertise

M Industrial policy to shape growth in the private sector

[ Institutional culture to accelerate adoption of new technologies

Il Resources for technology research, development, and deployment
[ Norms and governance

[ Other

titude of benefits. However, the realization of such
advantages risks being undermined if like-minded
democratic countries do not achieve effective align-
ment and take concerted action on technological
adoption. This alignment is necessary to foster more-
robust cooperation, both internationally and within
each country’s private sector, thereby safeguarding
technological supremacy in the face of competition
with authoritarian regimes. How can democratic
governments reconcile their varying viewpoints on the
stewardship and adoption of technological innovation?
Although a consensus approach amongst demo-
cratic countries might be ideal, in practice, each
national government will likely take its own route in
accordance with the constraints placed on it by its
society and an awareness of its population’s attitude
toward technological change. For example, across
the democratic world, many national governments
are grappling with the cascading effects of a trans-
forming demography because of historically low and
further declining birth rates. East Asian governments
might be more inclined to promote technology as a
means of managing the short-term and long-term
effects of this demographic challenge, while the
United States might be less inclined to do so. Thus,
it would be beneficial for governments to consider
where their own policies might be in tension with
those of other governments. How can national gov-




ernments leverage technology in ways that address
their respective countries’ challenges while simultane-
ously cooperating with and supporting the approaches
of other governments?

There was strong agreement among participants
that expanded and improved partnerships between
government and the private sector are vital if democ-
racies are to outcompete autocracies in technological
innovation. Participants also conceded that the two
sides’ incentives are less compatible than they were in
the zenith of such partnerships during the Cold War.
Can some middle ground be found between industry’s
largely economic motivations and those of public insti-
tutions, which must balance fostering innovation and
economic growth with improving popular perceptions
of justice and equity?

Furthermore, even though participants empha-
sized the need for extensive, effective, and appropri-
ate government activity to encourage innovation,
it was less clear the extent to which they would
welcome a greater degree of top-down industrial
policy. Recent U.S. legislation has created incentives
for high-tech development and manufacturing in
the United States. However, this has raised concerns
amongst some allies and partners about the provi-
sion of “unfair” advantages to domestic firms. It
is undeniably in no one’s interest to have dueling
government policies create barriers to international
cooperation. On the other hand, there is little doubt
that some degree of government intervention is
needed to, for example, develop global supply chains
that are more independent of autocratic interference.
Can governments, especially the U.S. government,
and industry arrive at sets of policies that minimize

Expanded and
improved partnerships
Detween government
and the private

sector are vital if
democracies are to
outcompete autocracies
N technological
iInnovation.

restraints on innovation and growth while protecting
against the worst geopolitical harms?

Lastly, levels of polarization and distrust of offi-
cial institutions have reached new levels in many
democracies, which dramatically erodes governance
capacity. Participants noted that this phenom-
enon arises in significant part from the inadequate
responses to the social and economic dislocations
caused by globalization, the effects of which were in
turn amplified by the use of social media. Can inno-
vative new technologies be used in ways that enhance
the perceived equity of benefits arising from their
adoption and address lingering problems arising from
prior waves of change?




About These Conference Proceedings

In the past few years, the world has witnessed a mounting number of global
security challenges from the Russia-Ukraine war to the ongoing effects of cli-
mate change to the Israel-Hamas war. The complex interplay between these
security challenges has placed increasing demands on the international commu-
nity of democratically aligned countries. In light of this, the Special Competi-
tive Studies Project asked RAND to lead a tabletop exercise at the 2024 Munich
Security Conference on February 15, 2024, for experts to examine the current
state of the global security environment and to explore how national govern-
ments can better leverage technology to address the geopolitical challenges of
today and the near future. The participants emphasized the need for govern-
ments to improve their approach to technological change, balanced with caution
on the potential challenges that technology can create.
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