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About This Discussion Summary

On October 24, 2024, the RAND Institute for Civil Justice and the RAND Feinberg Center
for Catastrophic Risk Management and Compensation held a two-hour panel discussion on tort
liability and governance for artificial intelligence (Al). This discussion summary summarizes key
points made during the panel.

Institute for Civil Justice

The RAND Institute for Civil Justice (ICJ) is dedicated to improving the civil justice system
by supplying policymakers and the public with rigorous and nonpartisan research. Its studies
identify trends in litigation and inform policy choices concerning liability, compensation,
regulation, risk management, and insurance. The Institute builds on a long tradition of
RAND research characterized by an interdisciplinary, empirical approach to public policy issues
and rigorous standards of quality, objectivity, and independence. ICJ research is supported by
pooled grants from a range of sources, including corporations, trade and professional
associations, individuals, government agencies, and private foundations. All of its reports are
subject to peer review and disseminated widely to policymakers, practitioners in law and
business, other researchers, and the public. The ICJ is part of the Justice Policy Program
within RAND Social and Economic Well-Being. The program focuses on such topics as access
to justice, policing, corrections, drug policy, and court system reform as well as other policy
concerns pertaining to public safety and criminal and civil justice. For more information,
email justicepolicy@rand.org.

Feinberg Center for Catastrophic Risk Management and Compensation

The Feinberg Center, part of the Justice Policy Program within RAND Social and Economic
Well-Being, seeks to identify and promote laws, programs, and institutions that reduce the
adverse social and economic effects of natural and manmade catastrophes by improving
incentives to reduce future losses; providing just compensation to those suffering losses while
appropriately allocating liability to responsible parties; helping affected individuals, businesses,
and communities to recover quickly; and avoiding unnecessary legal, administrative, and other
transaction costs.

Questions or comments about this document should be sent to the project leader, Bethany
Saunders-Medina (saunders@rand.org). For more information about the Feinberg Center, see
www.rand.org/well-being/justice-policy/centers/catastrophic-risk-management.html or contact
the director at ccrmc@rand.org.
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Summary

In this discussion summary, the author summarizes insights from a recent discussion on

artificial intelligence (Al) governance and liability. Participants examined AI’s rapid growth and

the risks it creates, from cybersecurity and consumer protection challenges to potential market

abuses and proposed six tools—proactive governance, sector rules, sandboxes, safe harbors,

courts, and shared responsibility—to align innovation with public safety.

Key Takeaways

Despite widespread use, public awareness of Al remains low, fueling concerns about
system opacity, risks, and the adequacy of safeguards. Transparency and education
are essential for building trust.

Emerging liability issues include data breaches, consumer protection, and antitrust
litigation, requiring clearer legal standards for addressing Al-related harms.

Insurers can incentivize proactive risk management and provide models for regulatory
alignment to address Al’s risks effectively.

Any governance framework for Al must address risks while enabling technological
progress. Courts and regulatory schema each offer distinct approaches for addressing
Al-related risks and liability.

Participants proposed six key governance elements designed to address the dual
priorities of risk management and innovation, providing actionable pathways for
policymakers and stakeholders: proactive governance, sector-specific regulation,
regulatory sandboxes, safe harbors, and shared responsibility.
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Tort Liability and Governance for Artificial Intelligence:
Results from a Panel Discussion

Artificial intelligence (Al) and Al-enabled technology are no longer far-off concepts—they
are a transformative force shaping industries and individuals every day. However, their rapid
adoption compels policymakers and stakeholders to confront urgent questions about how to
balance technological innovation with accountability and public safety. On October 24, 2024, the
RAND Institute for Civil Justice and the RAND Feinberg Center for Catastrophic Risk
Management and Compensation convened a panel to explore these challenges and propose
solutions for Al governance and liability.

Panelists included Ian Engdahl, Associate at Hausfeld LLP; Andrew Song, Chief Operating
Officer at Manifold; David F. Snyder, Vice President at American Property and Casualty
Insurance Association (APCIA); and Miriam Vogel, President and Chief Executive Officer at
EqualAl. The panel was moderated by Anita Chandra, Vice President and Director of the RAND
Social and Economic Well-Being Program.

Several key themes emerged from the conversation, including

e The need for frameworks and standards in the governance of Al technology.

e How existing legal structures might adapt to address the new challenges posed by Al

development.

e The necessity of regulating Al from a consumer protection perspective and the

importance of fostering public trust through education and transparency.

e Insights into how insurance can address and manage risks associated with Al

technologies.

¢ Identifying current gaps in legislation while recognizing the potential pitfalls of overly

prescriptive regulations that may stifle innovation.

The insights shared below distill the key themes, challenges, and recommendations that
emerged from the discussion. All perspectives, examples, and solutions described are drawn
from the expertise and debate among the panelists and participants, but do not necessarily reflect
a consensus among them.

Al Governance

Panelists observed that Al is a broad umbrella term that encompasses a wide range of
technologies designed to mimic human functions, such as processing large amounts of
information, engaging in conversational exchanges, or performing cognitive tasks like pattern
recognition, prediction, and decisionmaking. Despite its pervasive presence—nearly every
American interacts with at least one product or service utilizing Al capabilities every week—



public awareness remains strikingly low. In surveys, less than 40 percent of users recognized that
they had used Al in the past week, highlighting the significant gap in understanding.

The gap between widespread use and limited understanding fuels unease about AI’s role in
daily life. Panelists pointed out that public attitudes reflect understandable concerns about the
opacity of Al systems, their potential risks, and the adequacy of safeguards. Building public trust
in Al requires addressing these concerns through increased transparency, education, and
assurance that individuals will be protected from harm. The need for robust governance
frameworks was identified as essential to building public trust, ensuring accountability, and
guiding the responsible development and deployment of Al technologies.

Participants highlighted two existing frameworks that could serve as a model for designing
an Al governance structure. The National Institute of Standards and Technology (NIST) has
developed the voluntary Al Risk Management Framework designed to encourage organizations
to adopt best practices and address risk management, while the European Union’s (EU) Al Act
provides a structured approach to regulation designed to ensure public safety and ethical use.
Additionally, the insurance industry, which has long been subjected to extensive governance and
regulatory requirements, serves as an excellent example of how establishing enterprise-wide
committees that focus on actuarial issues, data science best practices, and legal and compliance
requirements for Al can be achieved.

Participants outlined several key elements that would be crucial in designing a robust
governance framework.

e Uniform standards and metrics: Standardized evaluation criteria for Al systems
would reduce uncertainty for developers and deployers and improve accountability.

e Incident reporting: Establishing incident reporting mechanisms would enhance
transparency, foster public trust, and allow companies to collaborate on mitigating
potential risks.

¢ Regulatory sandboxes: Controlled testing environments for Al applications,
governed by standardized evaluation criteria, would ensure responsible innovation
while mitigating risk.

Several challenges to the design of an effective governance framework were also identified.

¢ Flexibility: Governance structures must be able to adapt to the rapid pace of
technological advancements.

e Complexity: The Al ecosystem involves multiple stakeholders, including model
developers, app creators, deployers, and end-users, all of whom will have different
levels of liability and accountability for harm.

e Resources: Significant up-front investments in funding, expertise, and infrastructure
will be necessary to implement and sustain a governance framework.

! Ellyn Maese, “Americans Use Al in Everyday Products Without Realizing It,” January 15, 2025.



Tort Liability

The legal landscape surrounding tort liability for Al tools is complex and evolving at a rapid
pace. While intellectual property disputes dominate current litigation, participants identified
three emerging areas of future litigation: data breach, consumer protection, and antitrust.

Data breaches are increasingly common, typically caused by companies failing to implement
adequate security measures or follow proper data hygiene rules.? Traditionally, liability has been
assigned to the breached entity. However, Al tools have the potential to significantly increase the
scale and impact of breaches. For example, panelists discussed how Al systems could enable a
new generation of sophisticated phishing attacks or automated hacking tools. In such cases,
litigation could shift from the breached entity to Al developers whose systems are misused to
enable such cyberattacks. This would mark a major shift in the traditional definition of legal
responsibility.

Beyond data breach litigation, panelists expected consumer protection and antitrust litigation
to grow as Al systems influence markets and consumer interactions. Claims of misleading Al-
driven outputs or monopolistic practices tied to Al tools may , further complicate liability
frameworks. One example that was highlighted was a 2023 lawsuit alleging a chatbot failed to
intervene or provide warnings when a user expressed suicidal thoughts, leading to tragic
consequences. Among the causes of action listed in the complaint are strict product liability,
negligence, and violations of Florida’s Deceptive and Unfair Trade Practices Act.?

Similarly, panelists noted that consumer protection claims may arise from chatbots or Al
tools providing inaccurate information, as seen in cases where Al-driven systems misled
consumers about product discounts or eligibility. These instances demonstrate how Al systems
can create new avenues for litigation tied to consumer harm. In the antitrust realm, Al's ability to
manipulate markets or unfairly favor certain products could lead to claims against companies
deploying Al tools. As Al systems influence competitive dynamics, courts may need to address
claims of unfair practices tied to Al-driven decisions.

It was noted during the discussion that AI’s impact on tort liability is reshaping traditional
legal concepts like duty of care. Developers of Al systems will likely face expanded demands to
prevent foreseeable misuse, such as designing models to minimize risks and conducting impact
studies before deployment and monitoring how the model is used once it’s released. As litigation
shifts from breached entities to Al developers, several participants noted that courts and
regulators will need to clarify standards for accountability in cases involving Al-enabled
cyberattacks or misleading outputs.

2 Identity Theft Resource Center, “Annual number of data compromises and individuals impacted in the United
States from 2005 to 2024,” Statista.

3 Garcia v. Character Technologies, Inc., 6:24-cv-01903, (M.D. Fla. Nov 09, 2024) ECF No. 11



The Role of Insurance

Insurance facilitates innovation by allowing businesses to protect themselves from adverse
outcomes, and the importance of the availability and pricing of insurance positions insurers as
critical stakeholders in addressing Al-related risks and shaping governance frameworks.

Panelists highlighted how Al introduces new complexities to traditional insurance practices,
particularly due to its opacity—the difficulty in understanding how decisions are made within
predictive models. This creates challenges in ensuring fairness and accountability in pricing and
risk assessment. For example, insurers must grapple with how Al-driven systems may
unintentionally introduce bias or discrimination, requiring robust oversight and safeguards to
prevent unfair practices.

In 2023, the National Association of Insurance Commissioners (NAIC) adopted a Model
Bulletin on the Use of Artificial Intelligence Systems by Insurers, outlining expectations for how
insurers should govern the development, acquisition, and use of Al technologies.* The bulletin
requires insurers to document key aspects of predictive models, including their purpose,
development process, and ongoing assessments to ensure reliability and fairness. Panelists
praised this bulletin as an effective example of sector-specific regulation tailored to the nuances
of the insurance industry.

Panelists noted that insurers are adapting to new categories of Al risk by developing
coverage models tailored to these emerging threats. For example, insurers are increasingly
focused on ensuring that policyholders address risks associated with Al systems, such as
cybersecurity vulnerabilities and ethical concerns in deployment. Insurers are uniquely
positioned to incentivize proactive risk management through pricing strategies. By requiring
policyholders to adhere to governance and safety standards—such as proper documentation,
testing, and monitoring—insurers align with broader efforts to mitigate risks before harm occurs.

Panelists noted that insurers’ ability to balance innovation with accountability makes them
uniquely equipped to address Al’s risks while fostering trust in emerging technologies. Their
experience with regulatory alignment and risk mitigation offers a template for broader
governance efforts, ensuring Al systems are deployed responsibly and effectively.

Challenges

Artificial intelligence presents unique governance challenges, particularly in balancing
flexibility and accountability. Participants debated whether courts or regulatory bodies are better
equipped to address Al-related harms and liability. This debate reflects the tension between

4 National Association of Insurance Commissioners, “NAIC Model Bulletin: Use of Artificial Intelligence Systems
by Insurers,” December 2023. As of May 2025, 24 states have adopted the bulletin, meaning insurers operating in
those states must comply with the guidelines contained.



adapting to rapid technological advancements and ensuring clear standards that foster public trust
and accountability.

Panelists observed that courts historically have played a key role in developing legal
precedents for emerging technologies. Courts were lauded for their ability to offer flexibility in
responding to Al-related harms, allowing judges to evaluate liability on a case-by-case basis,
which is particularly valuable in the absence of clear regulations. Existing tort and common law
principles—such as contributory negligence and duty of care—provide a foundation for
addressing Al risks.

However, participants identified significant challenges with a court-driven approach. Judges
often lack the specialized technical expertise required to evaluate complex Al systems, which
could lead to inconsistent or uninformed rulings. Additionally, a court-driven approach risks
creating a fragmented legal landscape, as state-level decisions may vary widely, causing
uncertainty for developers and deployers. Courts also take a reactive stance, addressing harm
after it occurs rather than implementing proactive measures to prevent harm in the first place.

Regulatory schemas were lauded for their ability to provide clear, enforceable guidelines for
Al safety, accountability, and risk management, reducing the need for litigation after harm
occurs. Regulatory bodies can leverage sector-specific frameworks—such as the NAIC Model
Bulletin for insurers or the EU’s AI Act—to establish standards that evolve alongside
technological advancements. Participants emphasized several advantages of regulation, including
proactive risk mitigation to prevent harm, global alignment to enable international cooperation,
and clarity to reduce uncertainty for stakeholders.

Despite its benefits, regulatory approaches also face challenges. Participants expressed
skepticism about Congress’s ability to act swiftly on Al regulation, given the complexity of the
technology and legislative gridlock. Additionally, overly prescriptive regulations risk stifling
innovation or locking in outdated assumptions about Al capabilities.

Another key challenge identified in Al governance is the need to strike a balance between
risk management and fostering innovation. Participants emphasized the importance of proactive
risk management strategies to address potential risks such as data breaches, bias, discrimination,
and misuse of Al tools. Participants proposed several mechanisms to address these challenges.
These include regulatory sandboxes to test Al applications in controlled environments, safe
harbors to incentivize compliance with governance standards, and shared responsibility
frameworks that distribute liability across developers, deployers, and end-users. By incorporating
these elements, governance frameworks can strike a balance between mitigating risks and
fostering technological progress.

At the same time, participants warned that overly prescriptive regulations could hinder
innovation by imposing burdensome requirements. Al offers transformative opportunities in
areas like health care, transportation, and education, and risk management efforts must not
impede the deployment of systems that could deliver significant societal benefits. Instead,



participants argued for flexible governance frameworks that adapt to the rapid pace of Al
development, enabling innovation while addressing risks.

Solutions

The challenges outlined above highlight the complexities of Al liability and governance,
underscoring the need for frameworks that balance accountability, risk mitigation, and
innovation. While proactive measures are essential for preventing harm, fostering public trust,
and ensuring accountability, panelists emphasized that governance structures must also remain
adaptable to enable technological progress in this rapidly evolving landscape. Recognizing this
delicate balance, participants proposed six key elements that should form the foundation of
future governance frameworks. These recommendations are designed to address the dual
priorities of risk management and innovation, providing policymakers and stakeholders with
actionable pathways.

1. Proactive Governance: Establish baseline industry standards and safety requirements to
prevent harm before it occurs, reducing reliance on reactive measures like litigation and
fostering public trust in Al systems.

2. Sector-Specific Regulation: Tailor oversight to the unique needs of industries deploying Al,
such as health care or insurance, ensuring that governance frameworks are relevant, effective,
and responsive to sector-specific risks.

3. Courts for Case-by-Case Nuance: Leverage courts to address liability in situations where
regulation is insufficient or unique circumstances arise, ensuring flexibility in resolving
disputes while complementing regulatory efforts.

4. Regulatory Sandboxes: Create controlled environments where Al applications can be tested
under standardized evaluation criteria, allowing responsible innovation while mitigating risks
through oversight and collaboration.

5. Safe Harbors: Provide legal protections to organizations that comply with established
governance and safety standards, incentivizing responsible practices, and reducing liability
risks for developers and deployers.

6. Shared Responsibility: Distribute liability across the Al ecosystem—ifrom developers to
deployers and end-users—to ensure accountability is shared among all stakeholders involved
in Al systems, fostering collective responsibility for mitigating harm.

Future governance frameworks must strike a careful balance between mitigating risks and
fostering technological progress. By adopting the six key elements outlined above, some of the
participants argued that AI’s transformative potential can be harnessed responsibly, paving the
way for innovation that is both ethical and impactful.



Abbreviations

Al artificial intelligence

APCIA American Property and Casualty Insurance Association
EU European Union

NAIC National Association of Insurance Commissioners
NIST National Institute of Standards and Technology
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