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Director’s Message

A great deal of attention has been paid, and justifiably so, to the severe 
budgetary constraints the Department of Defense (DoD) now faces 
in this era of deficit reduction and sequestration . At the same time, 
DoD and the Intelligence Community face a sea change in missions 
and responsibilities that would challenge national security policy makers 
and planners even in the absence of budgetary pressures . 

For the past decade or more, the chief mission for the U .S . armed 
forces and intelligence collection and analysis agencies has been the 
defeat of al Qaeda and other terrorist organizations threatening U .S . 
interests and operating chiefly out of the Muslim world . The center-
pieces of the U .S . effort have been the protracted conflicts, overlapping 
with stabilization campaigns, in Iraq and Afghanistan . With U .S . 
military involvement now finished in Iraq and winding down in 
Afghanistan, and an increased strategic focus on the Asia-Pacific region, 
more attention will have to be paid to issues that fall under the 
broad rubric of sustaining and renewing the force .

For example, in the post-Afghanistan era, how many people 
will DoD and the Intelligence Community need? And how should 
they be apportioned between the uniformed services and the civilian 
workforce? Between government and contractors? How should people 
who are not needed be separated? Among those who will separate 
sooner or later or who may have done so already, there will be many 
with injuries—some physical and some psychological—who will 
need support over the long term . What are the most cost-effective 
ways of providing that support, and how much should be set aside 
to compensate service members and their families for losses?

 In the Asia-Pacific region, U .S . forces will be exposed to 
risks that differ from those that prevailed in Iraq and Afghanistan . 
Adversaries and potential adversaries will likely threaten U .S . carriers 
and surface combatants, as well as aircraft . The latter could be at 
risk while on the ground and may have to fly over enemy or contested 
territory; it is possible that U .S . suppression of air defenses may not 
be as successful as it was in the Middle East . What basing and 
deployment options can mitigate these risks while allowing U .S . forces 
to deter aggression? Is there a role for new platform concepts? 

Jack Riley 
Director

Eric Peltz, associate director;  
Andrew Morral, acting associate director  
(as of May 2013);  
Nancy Pollock, director, Operations  
and Business Strategy
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Can the risks associated with maintaining regional security be more 
effectively shared with regional partners? How can DoD better build 
its own capabilities and those of its partners to ensure that these 
efforts are complementary and successful?

It is the mission of the RAND National Security Research Division 
(NSRD) to address these types of difficult questions, and variations of 
the above examples are being or have recently been researched at RAND . 
I have largely isolated these issues from cost considerations to make a 
point, but, of course, budgetary concerns will play a big role in their 
resolution, and RAND has been helping DoD save money for years . 
Efficiencies in system and technology acquisition have been the topic 
of considerable RAND research, and we have on various occasions 
identified ways in which a high-quality force can be less expensively 
sustained . RAND researchers have also examined paths to achieve more 
efficient organizations within DoD and the Intelligence Community, 
as well as plans to more cost-effectively acquire facilities and infra-
structure . And we attend as well to vexing challenges that persist 
through geostrategic shifts and budgetary cycles—notably, terrorism, 
including attacks on the homeland .

This annual report illustrates the scope of the RAND NSRD 
research agenda through summaries of selected projects completed 
or under way in 2012 and 2013 . For most projects, links are provided 
to the original reports, any of which may be downloaded for free 
from www .rand .org . I welcome your feedback about this work and 
hope that it continues to stimulate policy discussion and inform 
decisionmaking in the years to come .

After more than a 
decade of conflict, 
DoD faces a sea 
change in missions 
that would be  
challenging even  
in the absence of  
budgetary pressures.

Jack Riley
Vice President, RAND Corporation 
Director, National Security Research Division
Director, National Defense Research Institute

http://www.rand.org
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The RAND Corporation is a nonprofit institution that helps 
improve policy and decisionmaking through research and analysis .

Since its founding in 1948, RAND has sought solutions to the 
most pressing problems of the day, posed by policymakers in diverse 
domains—national defense and homeland security, health care, 
labor, education, justice, infrastructure, and the environment . 

RAND projects bring together experts from multiple disci-
plines—economists, social and behavioral scientists, engineers, and 
others—to address topics within one policy domain or, often, issues 
that span or fall between them . RAND provides valued analytic 
support to decisionmakers by
■ Developing innovative solutions to complex problems 
■ Providing practical guidance and clear policy choices while also 

addressing barriers to effective implementation
■ Using advanced empirical methods and rigorous peer review to 

meet the highest research standards
■ Maintaining independence and objectivity by scrupulously avoid-

ing partisanship and vested interests
■ Ensuring transparency and serving the public interest by widely 

disseminating research publications and encouraging staff to par-
ticipate in public forums (when work is not classified or otherwise 
restricted) .

Overview
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Three of RAND’s research divisions perform work related to 
national security . Project AIR FORCE and Arroyo Center, RAND’s 
Army research division, conduct research and analysis under the 
sponsorship of those two military services . The RAND National 
Security Research Division works under the sponsorship of the 
Office of the Secretary of Defense (OSD), other elements of the 
national security community, and allied governments and security 
organizations .

Through its National Security Research Division, RAND conducts 
research on complex national security problems and defense man-
agement issues with an emphasis on the difficult strategy and policy 
concerns of high-level policymakers and their staffs . Policy domains 
include
■ International security and defense policy 
■ Acquisition and technology policy 
■ Forces and resources policy
■ Intelligence policy
■ Homeland security and defense
Examples of research in each of these areas are shown beginning on 
p . 7 .

Sponsors of the RAND National Security Research Division:  
the Office of the Secretary of Defense, the Joint Staff, the unified 
combatant commands, the defense agencies, the Intelligence  
Community, the Department of the Navy, the departments of State 
and Homeland Security, foundations, and allied governments  
and security organizations . (For a detailed list, see pp . 38–39 .)
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Most of the National Security Research Division’s work, including 
all of it sponsored by DoD, is performed through a federally funded 
research and development center—the National Defense Research 
Institute (NDRI) . The long-term relationship between NDRI and 
OSD, now in its 29th year, coupled with NDRI’s broad sponsorship 
and its sponsors’ appreciation of its objectivity and independence, 
has allowed NDRI to
■ Conduct a continuous, integrated research and analytic program 

with a particular emphasis on enduring issues that cut across orga-
nizational boundaries

■ Acquire an in-depth understanding of DoD and its needs
■ Look to the future, maintaining a mid- to long-range focus to-

gether with a quick-response capability .

NDRI’s research agenda emerges from sponsor relationships 
marked by close cooperation . NDRI helps identify and evaluate 
new policies, programs, and technologies; frames alternative ways to 
implement current ones; and provides further analytic and technical 
assistance as required . Decisionmakers draw on NDRI’s analyses to 
develop strategic, tactical, and technological responses to evolving 
threats, as well as to sustain a robust all-volunteer force, reform  
intelligence collection and analysis, improve defense business prac-
tices, and set other policy directions serving U .S . security interests . 

At the same time, NDRI acts to sustain and improve the breadth 
and depth of RAND’s technical expertise and its core investigative, 
theoretical, and methodological capabilities—the resources and 
tools that will enable it to address critical national security concerns 
for years to come .
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RAND is an international pace setter in defense research and 
analysis . Government officials, academics, and business leaders in 
the United States, Europe, Asia, Australia, and the Middle East rely 
on RAND’s advice . They turn to RAND for assistance with the 
complex problems they must confront . They know they can count 
on RAND to independently and objectively analyze a problem, 
place it in the appropriate context, and identify options to help 
them make the best-informed decisions .
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Doha
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Washington DC
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■ The planned strategic pivot  
to Asia requires planners  
to undertake a substantive 
reevaluation of how U.S. 
defense assets are and will be 
allocated around the globe.

■ Events in Syria, Iran, and the 
Arab Spring countries suggest 
that the Middle East will 
continue to be a focus for U.S. 
defense planners.

■ RAND assesses the implica-
tions of strategic challenges to 
U.S. and international security 
and helps develop ways for the 
United States to meet those 
challenges with the aid of allies 
and partners.

NATO and the Challenges of Austerity  
In the coming years, America’s partners in the North 
Atlantic Treaty Organization will face declining defense 
budgets—by a quarter in Germany and possibly more 
in other countries . These reductions will greatly con-
strain their capacity to project power . They will be 
able to undertake only one moderate-sized operation 
at a time and will be hard-pressed to meet the rotation 
requirements of a protracted, small-scale irregular-
warfare mission—at the same time that U .S . atten-
tion is turning toward the Asia-Pacific region . To cope 
with these reductions, European allies should share 
resources, particularly through bilateral partnerships . 
They should also consider even deeper reductions in 
force structure today so they can invest in new capabili-
ties to take advantage of technological evolution and 
meet emerging threats .
rand.org/t/MG1196

Selected Contributions  
FY12–13

I N T E R N AT I O N A L  S E C U R I T Y  A N D  D E F E N S E  P O L I C Y

James Dobbins Director (until May 2013), 
Eric Peltz Acting Director (as of May 2013), 
International Security 
and Defense Policy Center

http://www.rand.org/t/MG1196
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Coping with Further U.S. Defense  
Budget Cuts  
Ongoing pressure to reduce the federal budget deficit, 
including the arrival of the first round of sequestra-
tion, is already mandating cuts beyond the $487 billion 
announced by the Secretary of Defense in January 
2012 . Further cuts should be made by choosing a clear 
strategic direction and focusing the reductions accord-
ingly, rather than “across the board .” Examples of 
alternative strategies include preparing for persistent 
violent extremism and related insurgencies, ceding 
more responsibility for regional security to allies and 
partners, and preserving the shift of geostrategic focus 
to the Western Pacific while accepting cuts elsewhere . 
Any budget reductions will carry risk, but this approach 
would make the risk explicit to DoD leadership . 
rand.org/t/OP379Building Partner Capacity:  

What Works Best?  
The United States has a long history of furthering 
U .S . and regional security interests by helping other, 
friendly nations develop and improve their military 
forces . However, ongoing reductions in defense spend-
ing will affect the funding available for such initia-
tives . To help ensure the efficiency and effectiveness 
of efforts to build partner capacity, RAND research-
ers reviewed 20 years of data from such efforts in 29 
countries to identify what contributes to success . They 
found that the most important factors are a match 
between U .S . and partner interests and sufficient part-
ner baseline capacity to absorb and retain the materiel 
and training provided . They also found that consistent 
funding, delivery, support, and sustainment of the aid, 
as well as a healthy economy and governance in the 
partner country, are important contributors to success .
rand.org/t/MG1253z1

Using Local Defense Forces in Counter
insurgency Campaigns  
Local defense forces have played a key role in counter-
insurgencies over the past century—most recently 
in the U .S .-led intervention in Afghanistan . To help 
inform such efforts, RAND researchers drew lessons 
from eight cases of local defense forces in counter-
insurgencies . They found that these forces’ greatest 
value is in their ability to gather intelligence rather than 
in the manpower they offer for combat . However, local 
forces’ effectiveness may be limited by local popula-
tions’ skepticism if the behavior of such units was nega-
tive in the past, as well as by friction with intervening 
forces . Indeed, the trilateral relationship among inter-
vening forces, the host-nation government, and local 
defense forces can be a major challenge . For that reason, 
the U .S . military’s efforts to build local defense forces 
can benefit from U .S . civil-sector involvement .
rand.org/t/MG1232

All Glory Is Fleeting: Insights from the Second Lebanon War,  
www.rand.org/t/MG708-1

Allocating Marine Expeditionary Unit Equipment and Personnel  
to Minimize Shortfalls, www.rand.org/t/TR1253

Democratization in the Arab World: Prospects and Lessons  
from Around the Globe, www.rand.org/t/MG1192

Libya’s Post-Qaddafi Transition: The Nation-Building Challenge,  
www.rand.org/t/RR129

Locals Rule: Historical Lessons for Creating Local Defense Forces  
for Afghanistan and Beyond, www.rand.org/t/MG1232

Recent Publications

Non-Traditional Threats and Maritime Domain Awareness  
in the Tri-Border Area of Southeast Asia: The Coast Watch System  
of the Philippines, www.rand.org/t/OP372

Overcoming Obstacles to Peace: Local Factors in Nation-Building  
www.rand.org/t/RR167

Overseas Basing of U.S. Military Forces: An Assessment of Relative  
Costs and Strategic Benefits, www.rand.org/t/RR201

Understanding and Influencing Public Support for Insurgency and  
Terrorism, www.rand.org/t/MG1122
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The end of the Iraq War, the drawing down of operations in Afghanistan, 
increased emphasis on the Pacific, and fiscal constraints all bear on  
U.S. defense planning, as outlined in the 2012 Defense Strategic Guidance. 
This has significant implications for U.S. overseas military posture, prompting 
Congress to direct DoD to commission an independent assessment of the 
overseas basing presence of U.S. forces. DoD chose NDRI to carry out  
the assessment.

Overseas Basing  
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Findings
Overseas bases and forces contribute to contingency responsiveness, deter-
rence, assurance of allies, and security cooperation with partners, but the 
benefits are tempered by vulnerability to attack, uncertainty of access, and 
other risks . The researchers nonetheless concluded that several posture ele-
ments are vital to supporting the strategic guidance and formal U .S . com-
mitments . In places with the highest threat levels, forces and bases must be 
retained for deterrence and the initial fight . A robust en-route infrastruc-
ture must remain in place to enable quick access by reinforcements and ex-
ecution of globally distributed missions . Overseas air and missile defenses 
are also critical, as is a global naval presence .
Other elements of the overseas posture can provide substantial value, but 
defense planners should consider their benefits against their costs, given 
strategic priorities and budgetary constraints . 
For example, if defense planners prioritized deterring major contingencies 
or increasing security cooperation in East Asia or the Middle East, force 
rotations in those regions might increase, along with supporting infrastruc-
ture, but at a potentially considerable expense . 
Similarly, if global responsiveness were to become a higher priority, broadly 
distributed rotations could be added, but this would likely entail some net 
increase in costs, even after offsets from some reductions in permanent 
presence .
If defense planners opt to emphasize cost reduction, DoD could save up to 
$3 billion a year, while still meeting the intent of the strategic guidance, 
by withdrawing most Army units and half of Air Force units from Europe, 
together with some smaller cuts in the Pacific region . However, these sav-
ings could result in significant reductions in security cooperation activities 
and assurance of allies .

Conclusion
These types of posture options represent policy choices, and there is no 
single empirically “right” answer . Instead, decisions will reflect judgments 
based on the values assigned to the competing goals and the degree to 
which overseas posture is perceived to advance those goals .
rand.org/t/RR201 

DoD might save up to $3 billion 
through posture changes but  
would sacrifice some significant  
strategic benefits.

NDRI researchers analyzed 
the strategic benefits of  
the U.S. military’s overseas 
presence, along with the 
attendant costs and risks. 
The researchers broke new 
ground in comprehensively 
assessing the extent to which 
DoD costs will change as 
the U.S. overseas posture 
changes—on both a permanent 
and rotational basis. The 
report provides the resulting 
cost models, which will 
facilitate an effective com
parison of posture options  
by policymakers.

Approach

 — Michael Lostumbo, Michael McNerney,
  and Eric Peltz 
  project leaders

http://www.rand.org/t/RR201
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Democratization in the Arab World

Demands for political freedom and economic opportunity 
fueled the Arab Spring of 2011. But can democracy take root in 
Egypt, Tunisia, and other countries? What long-term challenges 
might they face? What kinds of policy and support promote 
lasting success? RAND researchers addressed these questions 
through a RAND-supported study designed to inform U.S.  
and international policymakers. 
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There is reason  
for the international 
community to be  
cautiously optimistic 
about and supportive 
of democratic  
transitions in Arab 
countries.

Findings
The experiences of democratizing nations since 1973 suggest five challenges 
that might lie ahead for transitioning Arab countries . Democratization will 
test how well Islamic and secular parties can share political space . Arab 
Spring countries might struggle to subordinate their militaries to civilian 
control . In Egypt, especially, the new government must deal with a military 
that is strongly interested in maintaining its lucrative enterprises . Many 
institutions will need to be reformed or newly created, whether a country is 
transitioning from a highly personalistic or an institutionalized authori-
tarian system . New governments will need to manage state and social 
cohesion problems—sectarian and ethnic divisions, threats to territorial 
integrity, and insurgencies . Economic problems may complicate transi-
tion . In Tunisia, for example, ineffective democratic governance could lead 
citizens to renew the old bargain that exchanged political rights for eco-
nomic benefits .
     Past experiences in diverse conditions around the world show that 
these challenges can be overcome . Economic deterioration did not derail 
democratization in Mongolia or Argentina, and Portugal’s democratic 
transition was marked by dramatic political turbulence . Leaders and 
activists in Arab countries undergoing democratization may increase 
their chances of success if they encourage broad participation in the politi-
cal process and if they take a gradual approach to asserting civilian control 
of the military and seeking justice for the abuses committed by former 
regime leaders . They should also attend closely to the process of writing a 
constitution, and particularly to the political ground rules that it mandates .

Recommendations
The international community can help by adopting these policies:
■ Plan to provide assistance and advice consistently and over the long term, 

particularly in countries that face serious state-building challenges, such 
as Libya and Yemen .

■ Emphasize foreign aid directed specifically at building democratic insti-
tutions and processes . This can be more effective in promoting democ-
ratization than other types of aid .

■ Support the establishment of civilian control of security institutions 
(e .g ., through assistance in professionalizing militaries and internal 
security institutions) and help in developing parliamentary and other 
oversight structures .

■ Encourage the creation of mutually reinforcing and supporting regional 
structures that promote governmental and civil-society connections . 
For some Arab countries, Western assistance may be more palatable if 
channeled through a regional organization .
rand.org/t/MG1192

The team melded analyses 
of countries affected by  
the Arab Spring, as viewed 
by regional experts, with  
a search for trends in and 
correlates of successes  
and setbacks in democra
tization around the world in 
the past four decades.

Approach

 — Laurel E. Miller 
    project leader

http://www.rand.org/t/MG1192
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Characterizing the Potential of Unmanned 
Maritime Surface Vehicles  
Unmanned vehicles have become increasingly impor-
tant for military operations, but unmanned surface 
vehicles (USVs) have received less attention than 
unmanned vehicles in other domains . The U .S . Navy 
asked RAND to assess how and to what extent USVs 
could support Navy missions and functions . RAND 
researchers documented the current and emerging mar-
ketplaces for USVs, as well as the particular strengths 
of USVs relative to other platforms . They also identi-
fied critical technological advances and programmatic 
requirements to effectively integrate USVs into Navy 
operations . The RAND team developed concepts of 
employment for USVs across a wide range of missions 
and functions . The researchers then analyzed these 
concepts to determine the suitability of USVs for those 
missions and functions .

A C q U I S I T I O N  A N D  T E C h N O L O g Y  P O L I C Y

Honing the U.S. Edge in Technology

■ New technologies offer excit-
ing new capabilities, but that 
does not easily translate into 
effective systems.

■ Comparing the advantages 
and costs of various alternative 
defense systems and the most 
efficient means to acquire 
them is a standing analytic 
challenge.

■ RAND assists DoD and allied 
national security partners in 
maintaining a reliable and 
affordable technological 
advantage over a diverse array 
of threats.

Selected Contributions  
FY12–13

Cynthia R. Cook 
Director, Acquisition and 
Technology Policy Center



 A n n u A l  R e p o R t  2 0 12 – 2 0 13     15

Assessing the Impact of Requiring Justification and Approval  
Review for Sole Source 8(a) Native American Contracts in Excess  
of $20 Million, www.rand.org/t/TR1011

CANES Contracting Strategies for Full Deployment,  
www.rand.org/t/TR993

Lessons from RAND’s Work on Planning Under Uncertainty  
for National Security, www.rand.org/t/TR1249

Methodologies in Analyzing the Root Causes of Nunn-McCurdy 
Breaches, www.rand.org/t/TR1248

Recent Publications

Naval Aviation Budgeting: Cost Adjustment Sheets and the Flying 
Hour Program, www.rand.org/t/TR1282

Root Cause Analyses of Nunn-McCurdy Breaches, Volume 2:  
Excalibur Artillery Projectile and the Navy Enterprise Resource 
Planning Program, with an Approach to Analyzing Complexity 
and Risk, www.rand.org/t/MG1171z2

Harnessing Government Venture Capital 
to Counter IEDs  
Government Strategic Investment initiatives, includ-
ing the use of venture capital approaches, are designed 
to connect U .S . government agencies with innova-
tive private companies, often in their developmental 
stages, by reducing the administrative and operational 
burdens associated with traditional acquisition statutes 
and regulations . RAND researchers have been assess-
ing the feasibility and merit of using government-
sponsored venture capital approaches to accelerate the 
identification or development of new breakthrough 
technologies to counter improvised explosive devices 
(IEDs) . The research team has also examined the legal 
and operational ramifications of these methods and 
has conducted case studies of initiatives that have 
successfully or unsuccessfully used a venture capital 
approach to develop government capabilities .

Moving Aegis Combat System Software  
to an Open Architecture   
Aegis is an integrated U .S . Navy combat system with 
anti-air warfare, ballistic missile defense, surface, 
subsurface, and strike roles that is operating on 84 
ships . To reduce system maintenance costs, and to take 
advantage of rapidly evolving commercial computing 
technology, the Navy is moving Aegis from proprietary 
software running on military-specification hardware 
toward open-architecture software and commercial, 
off-the-shelf processors . RAND researchers examined 
the potential benefits of the new business model for 
Aegis upgrades and the challenges associated with 
transition to it . They reviewed the pace of upgrades and 
their propagation throughout the fleet . They proposed 
a schedule that puts software and hardware upgrades 
on a four-year staggered schedule to maximize the 
Navy’s benefit from commercial industry’s technology-
replacement cycle while allowing new software to run 
on tested and proven hardware .
rand.org/t/RR161

http://www.rand.org/t/TR1011
http://www.rand.org/t/TR993
http://www.rand.org/t/TR1249
http://www.rand.org/t/TR1248
http://www.rand.org/t/TR1282
http://www.rand.org/t/MG1171z2
http://www.rand.org/t/RR161


16    R A n D  n At i o n A l  S e c u R i t y  R e S e A R c h  D i v i S i o n

The U.S. Navy needs an agile, adaptable acquisition process to update its computer network  
defenses in short, responsive time frames. This is a pressing issue, because damaging malware 
can mutate within hours or days. Unfortunately, the Navy’s traditional acquisition process can take 
three years from concept approval to initial operational capability. For computer network defense, 
the Navy anticipates the need to acquire and field software security products in six to 12 months 
and software patches in response to vulnerabilities in days or weeks. The Navy asked NDRI  
to recommend acquisition process changes that would allow it to meet those requirements.  

Speeding the Acquisition of Navy  
Computer Defense Systems
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To develop a more stream
lined process, RAND  
researchers explored the 
acquisition literature, inter
viewed Navy personnel,  
and examined instances of 
successfully accelerated 
cyber acquisition programs. 
They assessed the time 
required for all parts of the 
traditional acquisition pro
cess and identified critical 
paths and best practices. 

RecommendationsApproach
■ Focus streamlining efforts on the certification and accreditation (test-

ing) portion of the acquisition process . Certification and accreditation 
account for too much of the total time required to execute an infor-
mation technology program . The appropriate Navy elements should 
change the current business rules and create a new testing tempo for 
computer network defense .

■ Establish at least two distinct acquisition processes that allow different 
processing speeds for certification and accreditation . Simply revising 
the current process would not be enough to create the highly responsive 
cyber procurement timeline that the Navy needs now . DoD acquisition 
processes are too lengthy and complicated . They can be streamlined, 
but only to a certain extent, and the current procedures in place for 
urgent procurement are limited .

■ Create a distinct process and budget for emerging needs . Current pro-
cesses are not sufficient to keep ahead of the cyber threat . As formally 
defined, the Navy’s computer network defense program does not pro-
vide for response to an immediate threat, such as a new network virus . 
A new acquisition process needs to be institutionalized .

■ Provide new authorities at the program management and engineering 
levels to address the validation, funding, and fielding of urgent requests 
by system operators . A cyber program might be executed incremen-
tally and iteratively in six months, but someone would have to approve 
testing and fielding requests on a preliminary basis . As for funding, 
a reimbursable mechanism could handle uncertain but urgent cyber 
needs (as opposed to relying on a fixed budget calculated several years 
in advance) .

■ Pursue initial “future-proof” designs to the greatest extent possible . 
These designs should enable system changes through the use of soft-
ware upgrade patches .
rand.org/t/TR1294

Testing is essential but if  
not streamlined it can delay  
the fielding of cyber defenses 
until it’s too late.

 — Isaac R. Porche III 
     project leader

http://www.rand.org/t/TR1294
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Facility Life-Cycle  
Cost-Effectiveness 

DoD facilities are 
maintained for  
decades, so choices 
that promote  
costeffectiveness 
over the life cycle 
can save real  
money.

From barracks to hangars, DoD’s facilities portfolio is the 
nation’s largest. For this fiscal year, $10 billion has been 
budgeted for the construction of new facilities, and about 
another $10 billion has been allotted to operate and maintain 
those already built.
 DoD’s military construction program is required by 
law to provide facilities that are estimated to be cost-effective 
over their life cycle (often 30 years or more). NDRI researchers 
were asked to assist OSD by identifying potential barriers 
to meeting that requirement.  

 —Constantine Samaras    
    project leader
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FindingsApproach
The local, regional, and national actors or agencies involved differ with the 
stage of a facility’s life cycle, as do the barriers to securing cost-effective so-
lutions . Among the barriers are incentives that are not aligned with the goal 
of life-cycle cost-effectiveness . One of the primary drivers for misaligned 
incentives is that there are three separate sources of funding for DoD facili-
ties—one account for construction, another for maintenance, and a third 
for operating expenses . 
For example, a DoD construction agent, the installation commander, 
and the installation’s public works department must complete a DoD 
form to request construction funds from Congress . This form contains 
information on the facility type, need, and size, as well as an economic 
analysis, but not an estimate of how much the facility will cost over its 
life cycle . The team found that those responsible for completing the 
form face different incentives to obtain the most cost-effective life-cycle 
solution . In this case, the installation’s public works department has an 
incentive to prefer buildings that are cost-effective over their life cycle 

because that department will ultimately be responsible for maintenance, and good decisionmaking will help 
stretch operations-and-maintenance (O&M) funding later . However, public works departments and construc-
tion agents typically do not have the resources to conduct multiple comparative cost analyses . Further, the 
commander may have an incentive to focus on the cost of the initial construction only, as he or she is concerned 
with satisfying an immediate need and likely to move to a different post before the bulk of facility O&M costs 
are realized . 

Recommendations
■ Compare data across DoD facilities and develop benchmarks to help evaluate performance, which may help 

identify performance trends, maintenance expense “hot spots,” and best design and construction practices .
■ Offer incentives for life-cycle cost savings to different actors involved in the process . 
■ Enhance design guidelines to emphasize life-cycle cost-effectiveness .

rand.org/t/RR169
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Drawing from analyses of 
pertinent data and inter
views with DoD and private
sector construction and 
facilities experts, the RAND 
team constructed a picture 
of the impediments to cost
effectiveness and identified 
options to reduce lifecycle 
costs.

http://www.rand.org/t/RR169
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People, Resources, and Military 
Well-Being

■ DoD needs enough people,  
but also the right people—
those with the skills necessary 
to meet increasingly special-
ized demands along the 
mission spectrum.

■ Having recruited them, DoD 
also needs to take care of  
its people—their health, their 
economic prospects, and 
those of their families.

■ RAND has four decades  
of experience with personnel 
supply research and years 
more on health and quality  
of life—for service members 
(active and reserve), their 
families, and DoD civilian 
workers.

Restrictions on Military Service by Women  
To support a congressionally mandated review of gen-
der-based assignment restrictions in the U .S . military, 
RAND researchers described and quantified the posi-
tions that were closed to women in each of the services 
in FY11 . They found that one-third of authorized posi-
tions in the Army and the Marine Corps were closed to 
women, but only 12 percent in the Navy and 1 percent 
in the Air Force were . The report includes detailed 
information on the units and occupations affected by 
Defense Secretary Leon Panetta’s January 2013 decision 
to remove the restrictions on women serving in combat .
rand.org/t/MG1175

Selected Contributions  
FY12–13

F O R C E S  A N D  R E S O U R C E S  P O L I C Y

John D. Winkler 
Director, Forces and Resources 
Policy Center

http://www.rand.org/t/MG1175
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Integrating the DoD Supply Chain  
RAND researchers have built a case that opportuni-
ties remain for further DoD supply chain improvement 
through improved end-to-end supply chain integra-
tion—spanning all DoD elements and suppliers . To 
help DoD seize and continually identify such opportu-
nities, they created a framework for an integrated sup-
ply chain, policy recommendations (largely adopted), 
and a companion management framework that will 
drive the department to take actions aligned with 
this integrated approach . They also identified specific 
integration-focused initiatives to improve DoD supply 
chain efficiency . Examples include a total cost approach 
for inventory positioning—encompassing purchasing, 
warehousing, transportation, and inventory costs—and 
joint consideration of inventory and material costs in 
purchasing and supply management .
rand.org/t/MG1175

Leadership Stability in Army Reserve Units  
Personnel stability is highly valued by military forces, 
especially in units preparing for deployment, but it can 
be elusive . RAND researchers found that 50 percent of 
officers and 40 percent of noncommissioned officers had 
been with their reserve units for less than 12 months at 
the time of mobilization . These turbulence rates, per-
sistent over time and mirrored in the entire unit mem-
bership, create a large influx of personnel into the unit, 
potentially slowing deployment preparation and caus-
ing units to schedule much of their training just before 
mobilization . The researchers examined the causes of 
turbulence, estimated the time required to prepare units, 
and recommended steps to mitigate the potential risks .
rand.org/t/MG1251

Health Benefits for an Operational Reserve  
To support the Quadrennial Review of Military Com-
pensation, RAND was asked to analyze health care 
coverage provided to reservists . Although they are 
eligible to participate in the TRICARE Reserve Select 
(TRS) program, it has not significantly reduced the 
proportion of reservists without insurance (30 percent) . 
Health care reform may increase TRS participation by 
this group because TRS premiums will be similar to the 
penalty for being uninsured . Increased TRS uptake by 
reservists could help ensure that they have access to the 
same level of care as active-duty service members . The 
project team also found that reservists who have been 
deployed since 2001 are only half as likely as active-duty 
personnel to be referred for treatment of post-traumatic 
stress disorder, even though other research has shown 
that PTSD prevalence is about equal in the two groups .
rand.org/t/MG1157
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An Assessment of the Civilian Acquisition Workforce Personnel 
Demonstration Project, www.rand.org/t/TR1286

Assessment of the Content, Design, and Dissemination  
of the Real Warriors Campaign, www.rand.org/t/TR1176

The Effects of Hiring Tax Credits on Employment of Disabled  
Veterans, www.rand.org/t/OP366

General Military Training: Standardization and Reduction Options, 
www.rand.org/t/TR1222

Health and Economic Outcomes in the Alumni of the Wounded  
Warrior Project, www.rand.org/t/TR1245

Labor Force Reentry: Issues for Injured Service Members and  
Veterans, www.rand.org/t/OP374

Managing Adverse and Reportable Information Regarding  
General and Flag Officers, www.rand.org/t/MG1088

Selected Recent Publications

Medical Readiness of the Reserve Component,  
www.rand.org/t/MG1105

Military Caregivers: Cornerstones of Support for Our Nation’s 
Wounded, Ill, and Injured Veterans, www.rand.org/t/RR244

A New Look at Gender and Minority Differences in Officer  
Career Progression in the Military, www.rand.org/t/TR1159

A Policy Analysis of Reserve Retirement Reform,  
www.rand.org/t/MG378

Reserve Participation and Cost Under a New Approach to  
Reserve Compensation, www.rand.org/t/MG1153

Unemployment Among Post-9/11 Veterans and Military Spouses 
After the Economic Downturn, www.rand.org/t/OP376
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Is This a Good Time to Slow the 
Growth of Military Pay?

Driven by budgetary pressures to reduce the federal deficit, 
DoD has proposed a lower-than-usual basic pay increase for 
military personnel in FY14. This raises the question of whether 
doing so would jeopardize the nation’s ability to sustain a 
high-quality all-volunteer force.

Conditions are favorable for slowing 
the growth in military pay, enabling  
savings in personnel costs while 
achieving force management goals.

 — Beth Asch, James Hosek, and Michael Mattock 
    project leaders
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RAND sought to answer  
this question by assembling 
and analyzing the latest data 
on recruiting and retention 
and on military pay relative  
to civilian pay. For recruiting 
and retention outcomes,  
the RAND team used official 
OSD statistics. Researchers 
analyzed civilian wage data 
from the 2000–2010 Current 
Population Surveys and 
compared those data with 
changes in military pay that 
they computed from admin
istrative files on military 
personnel from the Defense 
Manpower Data Center.

Findings

Policy Options

Approach
Recruiting and retention are in excellent shape . The military services have 
been meeting their numerical recruiting and retention goals, as well as 
their recruit quality targets .
Manpower requirements are anticipated to decrease in the coming years . 
DoD plans to decrease the active-component force by 72,000 soldiers and 
20,000 Marines over the coming years, which will lower recruiting and 
retention targets in those services .
Basic pay for military personnel has grown . Basic pay increased by a nom-
inal 45 percent from 2000 to 2011, which is more than the private-sector 
Employment Cost Index (ECI, up 33 percent) and the Consumer Price 
Index (CPI, up 31 percent) .
Regular military compensation (RMC) has grown even more . RMC—
basic pay, subsistence and housing allowances, and the tax advantage from 
untaxed allowances—grew an average of 40 percent for enlisted person-
nel and 25 percent for officers in real terms from 2000 to 2009 . Enlisted 
RMC exceeds the compensation of 75 percent of civilian employees with 
similar ages and education; for officers, it exceeds 80 percent .

The team offered three options to slow the rate of increase in military pay:
1 . a one-time increase in basic pay set at half a percentage point below the 

ECI’s increase
2 . a one-year freeze in basic pay
3 . a series of below-ECI increases (e .g ., half a percentage point below for 

four years) . 
The first option would save about $5 billion over the next decade . The second and third would save about $17 billion 
over the same period . Choosing among the options requires balancing the savings against the level of concern that 
Congress, the military, and the public at large might voice over what may be perceived as a devaluing of military 
service . In this sense, the second and third options are more politically costly than the first .
Of course, the services need to maintain their recruiting effort . Recruiting could slip if the number of recruiters or 
recruiter effort is allowed to drop . If recruiting or retention issues do arise, they can be managed more cost-effectively 
with bonuses and special pays than with across-the-board pay actions—as other RAND research has shown (see 
www .rand .org/t/MG950) .
rand.org/t/TR1185

Marine
Corps

Air
Force

NavyArmy Marine
Corps

Air
Force

NavyArmy

90

80

70

60

50

40

30

20

10

100

0

C
iv

ili
an

 w
ag

e 
p

er
ce

n
ti

le
 o

f 
R

M
C Enlisted personnel Officers

2000

2009

Enlisted RMC exceeds the compensation 
of 75 percent of civilian employees with 
similar ages and education; for officers, 
it exceeds 80 percent

http://www.rand.org/t/MG950
http://www.rand.org/t/TR1185


24    R A n D  n At i o n A l  S e c u R i t y  R e S e A R c h  D i v i S i o n

After nearly a decade of fighting in Iraq and Afghanistan, the toll on U.S. service members has  
been high. While nothing can compensate for the tragedy of a lost or seriously wounded loved one, 
DoD, the Department of Veterans Affairs (VA), and the Social Security Administration (SSA) make 
benefits available that are intended to compensate for economic losses to the families of casualties. 
Are these benefits sufficient for their purposes? For the 11th Quadrennial Review of Military  
Compensation, RAND researchers examined the effects of injuries and fatalities on subsequent 
household earnings and the extent to which retirement, disability, and military insurance  
payments compensate for household earnings losses.

Compensating Losses to  
U.S. Service Members

On average, the military  
is fully compensating  
for earnings losses  
that result from combat  
injuries and fatalities.

 — Paul Heaton and Amalia Miller 
  project leaders
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The researchers relied on 
longitudinal, largely admin
istrative data to track labor 
market earnings, disability 
compensation, and fatality 
compensation. They analyzed 
earnings patterns for active 
and reservecomponent 
service members and their 
spouses in the years follow
ing deployment. Because the 
risk of casualty is likely corre
lated with characteristics of 
service members (e.g., pay 
grade, military occupation) 
that affect household  
labor market earnings, the 
researchers controlled for 
such characteristics.

FindingsApproach
Injuries sustained during deployment were categorized on a severity scale 
ranging from self-reports of worsening health to very serious combat in-
juries as reported by DoD . The researchers found that household labor 
market earnings losses due to combat injuries increased over the first four 
years following a deployment, with the seriously injured experiencing 
greater losses than those with less-serious injuries . But they also found 
that disability compensation usually offset earnings losses due to injury . 
For those with more-serious injuries, government compensation substan-
tially exceeded earnings losses, on average .
The researchers also found that household labor market earnings decline 
substantially in the four years following the combat death of a household 
member . The main driver of the earnings drop is, naturally, the loss of the 
service member’s own earnings, but declines in spousal earnings are also 
significant over the first four years . However, the combination of recurring 
monthly benefits (from such sources as DoD, the VA, and the SSA) and 
lump-sum survivor benefit payments (e .g ., from Servicemembers Group 
Life Insurance) more than offsets the loss of labor market earnings and is 
sufficient to fully replace lost earnings for several decades, on average .

Conclusion
There is no way to fully repay the sacrifice of those who have sustained 
serious injury while serving in theaters of conflict . But in one key area—
providing for the economic needs of service members and their families–
DoD and the VA are largely getting the job done .
rand.org/t/MG1166, rand.org/t/TR1281

Earnings Losses and Replacement Rates in the Fourth Year Following  
Return from Deployment, Active-Component Households

Household  
Outcome

Health 
Worsened

NonSerious 
Injury

Serious  
Injury

Very Serious 
Injury

Earnings loss ($ 2010) 2,693 5,787 11,948 22,555

Earnings loss as a 
fraction of total 
earnings

4% 9% 19% 36%

Earnings compared 
with uninjured, after 
disability payments

99% 105% 122% 154%

http://www.rand.org/t/MG1166
http://www.rand.org/t/TR1281
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Agility in Intelligence

■ The Middle East, East Asia, 
cyberspace—the realms of 
challenges and threats faced 
by the United States are in 
many ways unprecedented  
in their diversity.

■ Senior U.S. policymakers rely 
on the Intelligence Community 
to collect and analyze valuable 
information providing insight, 
warning, and context for 
decisionmaking.

■ RAND has become a place  
for the Intelligence Community 
to turn for rigorous method-
ological approaches to vexing 
problems and innovative 
options to address them.

Drawing Lessons from Strategic Planning 
in the Intelligence Community  
Strategic planning is critical for organizations, large 
and small . Successful strategy is built on a clear vision 
of where the organization is headed, the challenges it 
will face in the future, and its strategic priorities for 
getting there . Working from an in-depth theoretical 
foundation, a team of RAND researchers set out to 
develop a framework for strategic planning in the 
U .S . Intelligence Community, then conducted 
empirical assessments of strategic planning at seven 
agencies . The team combined the framework and 
lessons from the case studies, along with some best 
planning practices, into a document that can function 
as an operational manual for Intelligence Community 
professionals who lead strategic planning exercises 
within their organizations .

Selected Contributions  
FY12–13

I N T E L L I g E N C E  P O L I C Y

John V. Parachini 
Director, Intelligence 
Policy Center
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Military Intelligence Fusion for Complex 
Operations  
The U .S . military relies on an intelligence analysis 
approach that characterizes operational environments 
dichotomously (e .g ., supportive or unsupportive), 
which can categorize them in a way that distorts 
identity and misleads commanders . In the hostile, 
complex, and chaotic counterinsurgency environment, 
the local population can support the government 
and the insurgency to varying degrees at the same 
time . A RAND paper proposes a new approach for 
combining intelligence information for analysis and 
using it to form a more complete picture of counterin-
surgency operations . It also discusses ways to imple-
ment this approach—applying it case by case, creating 
a special class of analysts, or making changes through-
out the force—with the understanding that such 
decisions need to consider the limits of personnel 
training and available resources .
rand.org/t/OP377

Promoting Agility at the National  
Reconnaissance Office  
To help the National Reconnaissance Office (NRO) 
become more flexible and agile in an increasingly 
uncertain world, RAND sought answers to three 
questions . First, would the NRO benefit from building 
modular satellites? The RAND team developed criteria 
to evaluate whether systems are good candidates for 
modularity and applied them to systems both inside 
and outside the NRO . Second, what lessons might be 
drawn from how chief executive officers, military 
personnel, and health care professionals (among others) 
respond to surprise? Here, the researchers identified 
similarities in how people in a highly diverse set of 
occupations make decisions under uncertainty . 
Third, does the private sector offer any lessons in 
how it structures its R&D processes? To find out, 
the team examined three case studies of firms seeking 
to become less “factory-like” and more “lab-like” 
(i .e ., more innovative) and explored the implications 
of their structure .

Embassy Security: From the Outside In, www.rand.org/t/PE103

Embracing the Fog of War: Assessment and Metrics in Counterinsurgency,  
www.rand.org/t/MG1086

U.S. Military Information Operations in Afghanistan: Effectiveness  
of Psychological Operations 2001–2010, www.rand.org/t/MG1060

Recent Publications

http://www.rand.org/t/PE103
http://www.rand.org/t/MG1086
http://www.rand.org/t/MG1060
http://www.rand.org/t/OP377
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Decreasing U.S. Reliance on Critical 
Materials Controlled by China

The main issue is the control of production  
and processing by countries that use  
export restrictions to disrupt or manipulate  
commodity markets.

The U.S. economy and particularly its manufacturing sector depend 
on the supply of new and semifinished materials. U.S. manufactur-
ing relies on imports to supply a high percentage of numerous critical 
materials, and, in some cases, one country holds the dominant share 
of a material’s global production and export. For more than a dozen 
materials critical to U.S. manufacturing, a RAND research team found 
at least half the supply was concentrated in one country: China.  

 — Richard Silberglitt 
    project leader
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The researchers sought to 
determine the reliability  
of the sources of imported 
materials on which U.S.  
manufacturers depend, the 
effects when an individual 
producer commands a major
ity market share of supply  
for a critical material, and  
how these effects can be 
prevented or counteracted. 
The team focused on the first 
part of the supply chain— 
from a material’s extraction 
through its preparation for  
use in manufacturing.

Findings

Policy Options

Approach
The researchers paid special attention to the supply of tungsten, a critical 
material in cemented carbides—composite materials for drilling, cutting, 
and machining . As a result of China’s control over the tungsten market, 
its export policies, and its own growing demand, a tight supply is expected 
in the coming years . Further, a lack of access to tungsten materials by 
manufacturers outside China creates pressure to move manufacturing to 
that country .
A two-tier pricing system for other commodities resulting from China’s 
export restrictions has also hindered the international competitiveness 
of U .S . manufacturers and provided motivation for moving operations 
to China . China’s export restrictions have contributed to large price 
increases for raw and semifinished materials and, in some cases, volatil-
ity on the world market . This unfairness has led to two international trade 
cases brought against China by the United States and the European Union, 
the latest involving rare earth elements, tungsten, and molybdenum .
Finding alternatives—or otherwise reducing the amount of tungsten in 
products—is one way that U .S . manufacturers have responded to the 
threat from China . Another is secondary production from waste and 
scrap, which has reduced import dependence by about a third . However, 
it is not clear by how much more secondary production can increase, or 
the extent to which tungsten can be reduced or substituted without 
affecting product performance .

The researchers identified two courses of action to diminish the vulnerabil-
ity of U .S . manufacturers to critical material shortages . 
■ Benchmark market data for materials with concentrated sources against 

diversified commodity markets in order to provide early warning of 
developing problems . 

■ Diversify sources of production and processing to increase resiliency and 
help limit the damage from supply disruptions or market distortions .
rand.org/t/RR133

SOURCES: U.S. Geological Survey, Minerals Commodity Summaries, 2003–2010; Jane Korinek and 
Jeonghoi Kim, “Export Restrictions on Strategic Raw Materials and Their Impact on Trade and the Global 
Supply,” OECD Trade Policy Papers, No. 95, Paris: OECD Publishing, 2010; Strategic Metal Investments, 
Ltd., China’s Growing Role in the Production and Supply of Minor Metals: Part II, May 10, 2010.
RAND RR133-S.2
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In just two years in Syria, a movement that began with youths 
scrawling anti-regime graffiti in Daraa has given way to a country-
wide insurgency pitting regime loyalists against a hodgepodge 
opposition. As the conflict has grown, external parties have come 
to support each side in Syria, with the regional balance of power 
hanging on the outcome. RAND sought to shed light on the  
dynamics of these external influences in the conflict.

Who Is Influencing the Conflict  
in Syria?
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Way Forward

Findings

As the conflict evolves, several developments could change the relative in-
fluence of external parties . An increased jihadist presence in Syria could di-
minish the support of external parties for regime opponents, just as the use 
of unconventional weapons by the Assad regime could diminish its support 
from external allies, or even prompt direct Western intervention . Without 
some such dramatic development or a move by the United States, such as 
enforcement of a no-fly zone, Syria appears headed for protracted conflict 
without a clear resolution . 
rand.org/t/RR213

External parties to the conflict include some opposed to the Assad regime, 
some supporting it, and others trying to remain nonaligned . Members of 
these groups have varying interests and commitment to those they support . 
For example, among those supporting the regime opponents, interests vary 
from limiting Iran’s influence over Syria and the region (Saudi Arabia and 
the United States) to border stability (Turkey and Jordan) and supporting 
Sunni coreligionists (Gulf Cooperation Council states) .
External parties supporting the Assad regime see the conflict in starker 
terms than those supporting the regime’s opponents, likely because of the 
greater stakes they hold . While Assad’s remaining in power does not pose 
an intolerable threat to nations supporting his opponents, his fall would 
deprive Iran of its sole ally in the region and threaten the existence of his 
supporters in Hezbollah as a military force .
Syria’s internal political landscape has grown increasingly complex in the 
protracted conflict . Regime supporters have sought to portray the Sunni-
Arab opposition as a threat to ethnic and sectarian minorities . The loosely 
coordinated opposition’s members vary considerably as to whether a reli-
gious or representative government should replace the regime . Concerns 
about sectarian violence have led many, including Druze and Christians, 
to nonalignment .

RAND convened 26 experts 
on Syria and on the exter
nal parties to the conflict. 
The exercise began with a 
structured discussion of how 
external parties (see table) 
view the stakes in Syria and 
what strategies they are likely 
to use to advance their inter
ests. Participants then identi
fied key internal parties and 
their goals. The roundtable 
concluded with an analysis of 
the developing relationships 
between internal and external 
parties and the effects that 
those relationships might 
have on Syria and security  
in the region. 

Approach

Syria is likely to 
remain an arena 
of strategic 
competition for 
years to come.

—Jeffrey Martini 
    project leader

Alignment of External and Internal Actors

Opposition to Assad 
Regime

Nonaligned
Support for Assad  

Regime

External Actors External Actors External Actors

Turkey

Israel

Iraq

Lebanon

Russia

Iran

Hezbollah

Saudi Arabia

United States

GCC States

Jordan

Libya

Internal Actors Internal Actors Internal Actors

FSA (Free Syrian Army) Kurds

Christians

Druze

Palestinian factions 
inside Syria

Assad regime

Alawi community

LCCs (local coordination 
committees)

National Coalition

Jihadists

http://www.rand.org/t/RR213
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Uncertainty and the Nature 
of Threats

Henry Willis
Director, RAND Homeland 
Security and Defense Center

■ Domestic security and emer-
gency management missions 
are fraught with uncertainty 
about the nature of the threats, 
and they require strategies that 
balance competing objectives.

■ In a fiscally constrained envi-
ronment, homeland security 
and defense analyses inform 
choices about priorities, so 
they must be transparent and 
objective.

■ RAND has a history of pro-
viding the kind of high-level 
systematic, integrative analysis 
required for the complex  
and often novel problems in 
the homeland security and 
defense domain.

Planning for Energy Security 
DoD installations rely on the commercial grid for  
99 percent of their electricity needs . Extreme events, 
such as hurricanes and cyber attacks, could disrupt  
the flow of electricity to these installations at the same 
time they are needed to support critical military missions 
or operate as bases for emergency services . A RAND 
research team helped DoD enhance installation energy 
security by developing a framework to evaluate energy 
security strategies across its installation portfolio . The 
framework enables leaders to assess whether existing 
or proposed strategies enhance DoD capabilities while 
incorporating cost-effectiveness into their decisions .
rand.org/t/RR162

Selected Contributions  
FY12–13

h O m E L A N D  S E C U R I T Y  A N D  D E F E N S E

http://www.rand.org/t/RR162
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Promoting Voices Against Extremism  
American Muslims have played an important role in 
helping to counter violent extremism and support for 
al Qaeda and are increasingly using the Internet and 
social media to these ends . RAND researchers inter-
viewed American Muslims experienced in social media 
to understand key challenges facing Muslim activists 
against extremism and to identify ways to empower 
voices online . Their findings suggest that outside 
influences must be facilitators, not orchestrators . The 
U .S . government, which is interested in promoting 
such voices, and private funders will have more success 
fostering themes of peace and tolerance if they allow 
Muslim activists to control the message . Such efforts 
should also reduce the national security focus where 
possible and address sources of mistrust within the 
Muslim community .
rand.org/t/RR130

Aviation Security: After Four Decades, It’s Time for a Fundamental 
Review, www.rand.org/t/OP390

Efficient Aviation Security: Strengthening the Analytic Foundation 
for Making Air Transportation Security Decisions,  
www.rand.org/t/MG1220

Predicting Suicide Attacks: Integrating Spatial, Temporal, and Social 
Features of Terrorist Attack Targets, www.rand.org/t/MG1246

Reducing the Cost and Risk of Major Acquisitions at the Department 
of Homeland Security, www.rand.org/t/PE105

Recent Publications

http://www.rand.org/t/OP390
http://www.rand.org/t/MG1220
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Anticipating the Terrorists

To model terrorism risk to the domestic air transportation 
system, the Transportation Security Administration (TSA) 
and the Boeing Company, in consultation with private-sector 
and government members of a risk management working 
group, developed the Risk Management Analysis Tool (RMAT). 
TSA asked RAND to independently evaluate whether 
RMAT provides results that are valid for the agency’s risk 
assessment needs.
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The Risk Management 
Analysis Tool is useful for 
some purposes but needs  
improvement if it is to be 
helpful in highstakes 
decisionmaking.

 —Andrew R. Morral 
    project leader

TSA uses RMAT to estimate the terrorism risk-reduction benefits attrib-
utable to security programs and procedures . RMAT simulates terrorist 
behavior and success in attacking vulnerabilities in the domestic commer-
cial air transportation system . It relies on estimates of terrorist resources, 
preferences, decision processes, and intelligence collection . It also draws on 
detailed physical modeling of the damage produced by different weapons 
and attacks and calibrates expected loss of life and economic consequences .

Findings
The researchers found that RMAT does capture the key features relevant 
to security at most airports . Specifically, with good information about 
an adversary’s capabilities and intentions, RMAT can provide credible 
estimates of the likelihood of detecting and interdicting an attacker . They 
also found that RMAT helps TSA achieve a more sophisticated under-
standing of terrorism risks .
At the same time, the researchers found some gaps in the model . Por-
tions of adversary conceptual modeling and attack consequence models 
were flawed . Moreover, even if the conceptual models on which RMAT 
is built were sound, several key input data requirements exceed what can 
be known or estimated with precision about future attacks . Furthermore, 
the precision of estimates is subject to unknown sources and ranges of 
error . This uncertainty, in turn, means that RMAT by itself may not be 
well suited for the types of exploratory analysis required for high-stakes 
decisionmaking .

Recommendations
■ Avoid treating RMAT’s results as credible estimates of terrorism risk 

because of the tool’s imprecision .
■ Use RMAT results to better understand the components of terrorism 

risk and to explore possible influences of system changes on that risk .  
■ Make RMAT one component in a new exploratory, multiresolution 

modeling approach to support resource allocation and address high-
level policy questions regarding the management of terrorism risk .
rand.org/t/MG1241

RAND researchers first 
evaluated which of TSA’s 
requirements for risk assess
ment RMAT could satisfy. In 
this validation, they sought 
to answer questions about 
RMAT’s capabilities, the 
reliability of its data inputs, 
and how the agency could 
best use the products of the 
model. The review considered 
several sources of evidence, 
including published scientific 
literature, subjectmatter 
expert judgment, consider
ations of logic and reason
ableness, historical evidence, 
and a quantitative analysis 
of RMAT and its outputs.

Approach

http://www.rand.org/t/MG1241
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Health and Economic Outcomes in the Alumni of the 
Wounded Warrior Project, Heather Krull and Matthew 
Tyler Haugseth, TR-1245-OSD, 2012, www .rand .org/t/
TR1245 .

Healthcare Coverage and Disability Evaluation for Reserve 
Component Personnel: Research for the 11th Quadrennial 
Review of Military Compensation, Susan D . Hosek, 
MG-1157-OSD, 2012, www .rand .org/t/MG1157 .

Implementation of the Common Core State Standards: 
Recommendations for the Department of Defense Education 
Activity Schools, Anna Rosefsky Saavedra and Jennifer L . 
Steele, OP-384-OSD, 2012, www .rand .org/t/OP384 .

India’s and Pakistan’s Strategies in Afghanistan: 
Implications for the United States and the Region, Larry 
Hanauer and Peter Chalk, OP-387-CAPP, 2012, www .
rand .org/t/OP387 .

Integrating the Department of Defense Supply Chain,  
Eric Peltz and Marc Robbins, with Geoffrey McGovern, 
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Is Military Disability Compensation Adequate to Offset 
Civilian Earnings Losses from Service-Connected 
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2012, www .rand .org/t/MG1098 .

Labor Force Reentry: Issues for Injured Service Members 
and Veterans, Karen Chan Osilla and Kristin R . Van 
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Lessons from RAND’s Work on Planning Under 
Uncertainty for National Security, Paul K . Davis, 
TR-1249-OSD, 2012, www .rand .org/t/TR1249 .

Libya’s Post-Qaddafi Transition: The Nation-Building 
Challenge, Christopher S . Chivvis, Keith Crane, Peter 
Mandaville, and Jeffrey Martini, RR-129-SRF, 2012, 
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Locals Rule: Historical Lessons for Creating Local Defense 
Forces for Afghanistan and Beyond, Austin Long, 
Stephanie Pezard, Bryce Loidolt, and Todd C . Helmus, 
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MG1232 .

Managing Adverse and Reportable Information Regarding 
General and Flag Officers, Margaret C . Harrell and 
William M . Hix, MG-1088-OSD, 2012, www .rand .
org/t/MG1088 .

Medical Readiness of the Reserve Component, Marygail  
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Embracing the Fog of War: Assessment and Metrics in 
Counterinsurgency, Ben Connable, MG-1086-DOD, 
2012, www .rand .org/t/MG1086 .

The Extent of Restrictions on the Service of Active- 
Component Military Women, Laura L . Miller, Jennifer 
Kavanagh, Maria C . Lytell, Keith Jennings, and Craig 
Martin, MG-1175-OSD, 2012, www .rand .org/t/
MG1175 .

General Military Training: Standardization and 
Reduction Options, Roland J . Yardley, Dulani Woods, 
Cesse Cameron Ip, and Jerry M . Sollinger, TR-1222-OSD, 
2012, www .rand .org/t/TR1222 .

Publications (2012–2013*)

http://www.rand.org/t/TR1245
http://www.rand.org/t/MG1157
http://www.rand.org/t/OP384
http://www.rand.org/t/OP387
http://www.rand.org/t/OP387
http://www.rand.org/t/TR1274
http://www.rand.org/t/MG1098
http://www.rand.org/t/OP374
http://www.rand.org/t/TR1249
http://www.rand.org/t/RR129
http://www.rand.org/t/MG1232
http://www.rand.org/t/MG1088
http://www.rand.org/t/MG1105
http://www.rand.org/t/MG708-1
http://www.rand.org/t/TR1253
http://www.rand.org/t/TR1281
http://www.rand.org/t/TR1011
http://www.rand.org/t/TR1243
http://www.rand.org/t/TR1192
http://www.rand.org/t/TR1286
http://www.rand.org/t/TR1176
http://www.rand.org/t/OP390
http://www.rand.org/t/TR764z1
http://www.rand.org/t/TR993
http://www.rand.org/t/RR162
http://www.rand.org/t/OP351
http://www.rand.org/t/MG1166
http://www.rand.org/t/RR133
http://www.rand.org/t/MG1192
http://www.rand.org/t/OP366
http://www.rand.org/t/MG1220
http://www.rand.org/t/PE103
http://www.rand.org/t/MG1086
http://www.rand.org/t/MG1175
http://www.rand.org/t/TR1222
http://www.rand.org/t/TR1192
http://www.rand.org/t/TR1176
http://www.rand.org/t/RR162
http://www.rand.org/t/MG1220
http://www.rand.org/t/MG1175
http://www.rand.org/t/TR1245
http://www.rand.org/t/MG1232
http://www.rand.org/t/MG1088
http://www.rand.org/pubs/research_reports/RR167.html
http://www.rand.org/pubs/monographs/MG1122.html
http://www.rand.org/pubs/monographs/MG1247.html
http://www.rand.org/pubs/monographs/MG1232.html
http://www.rand.org/pubs/monographs/MG1192.html


 A n n u A l  R e p o R t  2 0 12 – 2 0 13     39

Should the Increase in Military Pay Be Slowed?  
James Hosek, Beth J . Asch, and Michael G . Mattock, 
TR-1185-OSD, 2012, www .rand .org/t/TR1185 .

A Strategy-Based Framework for Accommodating 
Reductions in the Defense Budget, Stuart E . Johnson,  
Irv Blickstein, David C . Gompert, Charles Nemfakos, 
Harry J . Thie, Michael J . McNerney, Duncan Long, 
Brian McInnis, and Amy Potter, OP-379-OSD, 2012, 
www .rand .org/t/OP379 .

Syria as an Arena of Strategic Competition, Jeffrey 
Martini, Erin York, and William Young, RR-213-OSD, 
2013, www .rand .org/t/RR213 .

Understanding and Influencing Public Support for 
Insurgency and Terrorism, Paul K . Davis, Eric V . Larson, 
Zachary Haldeman, Mustafa Oguz, and Yashodhara 
Rana, MG-1122-OSD, 2012, www .rand .org/t/MG1122 .

Unemployment Among Post-9/11 Veterans and Military 
Spouses After the Economic Downturn, Paul Heaton and 
Heather Krull, OP-376-OSD, 2012, www .rand .org/t/
OP376 .

The United States, Japan, and Free Trade: Moving in the 
Same Direction? Julia F . Lowell, Shujiro Urata, Megumi 
Naoi, and Rachel M . Swanger, OP-363-CGP, 2012, 
www .rand .org/t/OP363 .

U.S. Military Information Operations in Afghanistan: 
Effectiveness of Psychological Operations 2001–2010, 
Arturo Munoz, MG-1060-MCIA, 2012, www .rand .
org/t/MG1060 .

What Works Best When Building Partner Capacity  
and Under What Circumstances? Christopher Paul,  
Colin P . Clarke, Beth Grill, Stephanie Young, Jennifer 
D . P . Moroney, Joe Hogler, and Christine Leah, 
MG-1253/1-OSD, 2013, www .rand .org/t/MG1253z1 .

Overcoming Obstacles to Peace: Local Factors in 
Nation-Building, James Dobbins, Laurel E . Miller, 
Stephanie Pezard, Christopher S . Chivvis, Julie E . 
Taylor, Keith Crane, Calin Trenkov-Wermuth, and 
Tewodaj Mengistu, RR-167-CC, 2013, www .rand .org/t/
RR167 .

Physical and Psychological Health Following Military 
Sexual Assault: Recommendations for Care, Research, and 
Policy, Coreen Farris, Terry L . Schell, and Terri 
Tanielian, OP-382-OSD, 2013, www .rand .org/t/OP382 .

A Policy Analysis of Reserve Retirement Reform,  
Beth J . Asch, James Hosek, and Michael G . Mattock, 
MG-378-OSD, 2013, www .rand .org/t/MG378 .

Portfolio Optimization by Means of Multiple Tandem 
Certainty-Uncertainty Searches: A Technical Description, 
Brian G . Chow, RR-270-A/OSD, 2013, www .rand .
org/t/RR270 .

Predicting Suicide Attacks: Integrating Spatial, Temporal, 
and Social Features of Terrorist Attack Targets, Walter L . 
Perry, Claude Berrebi, Ryan Andrew Brown, John 
Hollywood, Amber Jaycocks, Parisa Roshan, Thomas 
Sullivan, and Lisa Miyashiro, MG-1246-NRL, 2013, 
www .rand .org/t/MG1246 .

Promoting Online Voices for Countering Violent 
Extremism, Todd C . Helmus, Erin York, and Peter 
Chalk, RR-130-OSD, 2013, www .rand .org/t/RR130 .

Rapid Acquisition and Fielding for Information Assurance 
and Cyber Security in the Navy, Isaac R . Porche III, 
Shawn McKay, Megan McKernan, Robert W . Button, 
Bob Murphy, Kate Giglio, and Elliot Axelband, 
TR-1294-NAVY, 2012, www .rand .org/t/TR1294 .

Reducing the Cost and Risk of Major Acquisitions at  
the Department of Homeland Security, Jeffrey A . Drezner 
and Andrew R . Morral, PE-105, 2013, www .rand .org/t/
PE105 .

Reserve Participation and Cost Under a New Approach  
to Reserve Compensation, Michael G . Mattock, James 
Hosek, and Beth J . Asch, MG-1153-OSD, 2012,  
www .rand .org/t/MG1153 .

Resolving Kirkuk: Lessons Learned from Settlements of 
Earlier Ethno-Territorial Conflicts, Larry Hanauer and 
Laurel E . Miller, MG-1198-USFI, 2012, www .rand .
org/t/MG1198 .

Root Cause Analyses of Nunn-McCurdy Breaches, Volume 
2: Excalibur Artillery Projectile and the Navy Enterprise 
Resource Planning Program, with an Approach to 
Analyzing Complexity and Risk, Irv Blickstein, Jeffrey A . 
Drezner, Martin C . Libicki, Brian McInnis, Megan 
McKernan, Charles Nemfakos, Jerry M . Sollinger, and 
Carolyn Wong, MG-1171/2-OSD, 2012, www .rand .
org/t/MG1171z2 .

Methodologies in Analyzing the Root Causes of Nunn-
McCurdy Breaches, Irv Blickstein, Jeffrey A . Drezner, 
Brian McInnis, Megan McKernan, Charles Nemfakos, 
Jerry M . Sollinger, and Carolyn Wong, TR-1248-OSD, 
2012, www .rand .org/t/TR1248 .

Military Caregivers: Cornerstones of Support for Our 
Nation’s Wounded, Ill, and Injured Veterans, Terri 
Tanielian, Rajeev Ramchand, Michael P . Fisher,  
Carra S . Sims, Racine Harris, and Margaret C . Harrell, 
RR-244-TEDF, 2013, www .rand .org/t/RR244 .

Military Intelligence Fusion for Complex Operations:  
A New Paradigm, Ben Connable, OP-377-RC, 2012, 
www .rand .org/t/OP377 .

Modeling Terrorism Risk to the Air Transportation System: 
An Independent Assessment of TSA’s Risk Management 
Analysis Tool and Associated Methods, Andrew R . Morral, 
Carter C . Price, David S . Ortiz, Bradley Wilson,  
Tom LaTourrette, Blake W . Mobley, Shawn McKay,  
and Henry H . Willis, MG-1241-TSA, 2012, www .rand .
org/t/MG1241 .

The Muslim Brotherhood, Its Youth, and Implications  
for U.S. Engagement, Jeffrey Martini, Dalia Dassa Kaye, 
and Erin York, MG-1247-CMEPP, 2012, www .rand .
org/t/MG1247 .

NATO and the Challenges of Austerity, F . Stephen 
Larrabee, Stuart E . Johnson, John Gordon IV, Peter  
A . Wilson, Caroline Baxter, Deborah Lai, and Calin 
Trenkov-Wermuth, MG-1196-OSD, 2012, www .rand .
org/t/MG1196 .

Naval Aviation Budgeting: Cost Adjustment Sheets  
and the Flying Hour Program, Edward G . Keating,  
Sarah H . Bana, and Michael Boito, TR-1282-NAVY, 
2012, www .rand .org/t/TR1282 .

A New Look at Gender and Minority Differences in  
Officer Career Progression in the Military, Beth J . Asch, 
Trey Miller, and Alessandro Malchiodi, TR-1159-OSD, 
2012, www .rand .org/t/TR1159 .

Non-Traditional Threats and Maritime Domain Awareness 
in the Tri-Border Area of Southeast Asia: The Coast Watch 
System of the Philippines, Angel Rabasa, Peter Chalk, 
OP-372-OSD, 2012, www .rand .org/t/OP372 .

Obtaining Life-Cycle Cost-Effective Facilities in the 
Department of Defense, Constantine Samaras, Abigail 
Haddad, Clifford A . Grammich, and Katharine Watkins 
Webb, RR-169-OSD, 2013, www .rand .org/t/RR169 .

* Through March 2013

http://www.rand.org/t/TR1185
http://www.rand.org/t/OP379
http://www.rand.org/t/RR213
http://www.rand.org/t/MG1122
http://www.rand.org/t/OP376
http://www.rand.org/t/OP363
http://www.rand.org/t/MG1060
http://www.rand.org/t/MG1253z1
http://www.rand.org/t/RR167
http://www.rand.org/t/OP382
http://www.rand.org/t/MG378
http://www.rand.org/t/RR270
http://www.rand.org/t/MG1246
http://www.rand.org/t/RR130
http://www.rand.org/t/TR1294
http://www.rand.org/t/PE105
http://www.rand.org/t/MG1153
http://www.rand.org/t/MG1198
http://www.rand.org/t/MG1171z2
http://www.rand.org/t/TR1248
http://www.rand.org/t/RR244
http://www.rand.org/t/OP377
http://www.rand.org/t/MG1241
http://www.rand.org/t/MG1247
http://www.rand.org/t/MG1196
http://www.rand.org/t/TR1282
http://www.rand.org/t/TR1159
http://www.rand.org/t/OP372
http://www.rand.org/t/RR169
http://www.rand.org/pubs/monographs/MG1171z2.html
http://www.rand.org/pubs/monographs/MG1157.html
http://www.rand.org/pubs/monographs/MG1086.html
http://www.rand.org/pubs/research_reports/RR162.html
http://www.rand.org/pubs/monographs/MG1060.html
http://www.rand.org/t/MG1241
http://www.rand.org/t/MG1247
http://www.rand.org/t/MG1196
http://www.rand.org/t/RR167
http://www.rand.org/t/RR270
http://www.rand.org/t/PE105
http://www.rand.org/t/MG1198
http://www.rand.org/t/MG1171z2
http://www.rand.org/t/OP376
http://www.rand.org/t/MG1060


40    R A n D  n At i o n A l  S e c u R i t y  R e S e A R c h  D i v i S i o n

RAND National Defense Research  
Institute Advisory Board

Frank Kendall (Chair)  
Under Secretary of Defense for Acquisition, 
Technology and Logistics

James Miller 
Under Secretary of Defense for Policy

Christine Fox 
Director, Cost Assessment and Program 
Evaluation, Office of the Secretary of 
Defense

Arthur “Trip” Barber 
Deputy Director, Assessments Division 
(N81), Office of the Chief of Naval  
Operations

Reginald Brothers 
Deputy Assistant Secretary of Defense  
for Research, Office of the Under Secretary 
of Defense for Acquisition, Technology 
and Logistics 

Lisa Disbrow 
Vice Director, Force Structure, Resources 
and Assessment (J-8), Joint Staff

Bonnie Hammersley 
Deputy Chief Information Officer, Resources 
and Analysis, U .S . Department of Defense

Mark Krzysko 
Deputy Director, Enterprise Information, 
Office of the Under Secretary of Defense for 
Acquisition, Technology and Logistics

Daniel Plafcan 
Policy Analyst and Portfolio Manager for 
Socio-Cultural Analysis, Office of the Under 
Secretary of Defense for Intelligence

Benjamin Riley 
Principal Deputy, Rapid Fielding Directorate, 
Office of the Assistant Secretary of Defense 
for Research and Engineering

Philip Rodgers 
Principal Deputy Director, Acquisition 
Resources and Analysis, Office of the Under 
Secretary of Defense for Acquisition, 
Technology and Logistics

Nancy Spruill (Executive Agent) 
Director, Acquisition Resources and 
Analysis, Office of the Under Secretary  
of Defense for Acquisition, Technology 
and Logistics

Pat Tamburrino, Jr.  
Chief of Staff for the Under Secretary of 
Defense for Personnel and Readiness

(As of May 2013)



 A n n u A l  R e p o R t  2 0 12 – 2 0 13     41

RAND Board of Trustees

Karen Elliott House (Chairman)  
Former Publisher, The Wall Street Journal; 
Former Senior Vice President, Dow Jones 
and Company, Inc .

Richard J. Danzig (Vice Chairman)  
Senior Advisor, Center for a New American 
Security; Former U .S . Secretary of the Navy

Barbara Barrett 
President and Chief Executive Officer,  
Triple Creek Ranch; Former U .S . Ambassador 
to Finland

Kenneth R. Feinberg 
Founder and Managing Partner,  
Feinberg Rozen, LLP 

Francis Fukuyama 
Olivier Nomellini Senior Fellow,  
The Freeman Spogli Institute for International 
Studies, Center on Democracy, Development, 
and the Rule of Law, Stanford University

Pedro José Greer, Jr., M.D. 
Assistant Dean of Academic Affairs, Florida 
International University College of Medicine

Bonnie Hill 
President, B . Hill Enterprises, LLC

Ann McLaughlin Korologos 
Chairman Emeritus, The Aspen Institute; 
Former U .S . Secretary of Labor

Philip Lader 
Chairman, The WPP Group; Senior Advisor, 
Morgan Stanley International; Partner, Nelson, 
Mullens, Riley & Scarborough; Former  
U .S . Ambassador to the Court of St . James’s

Michael E. Leiter 
Senior Counselor to the Chief Executive 
Officer, Palantir Technologies; Former 
Director, U .S . National Counterterrorism 
Center

Peter Lowy 
Co-Chief Executive Officer, Westfield, LLC

James M. Loy 
Admiral, United States Coast Guard, 
Retired; Senior Counselor, The Cohen 
Group; Former Deputy Secretary, U .S . 
Department of Homeland Security

Michael Lynton 
Chief Executive Officer, Sony Entertain-
ment, Inc .; Chairman and Chief Executive 
Officer, Sony Pictures Entertainment

Ronald L. Olson 
Partner, Munger, Tolles & Olson LLP

Mary E. Peters 
Mary Peters Consulting Group LLC; 
Former U .S . Secretary of Transportation

Donald B. Rice 
Retired President and Chief Executive 
Officer, Agensys, Inc .; Former U .S . Secretary 
of the Air Force

Michael D. Rich 
President and Chief Executive Officer, 
RAND Corporation

David K. Richards 
Private Investor

Hector Ruiz 
Former Chairman, GLOBALFOUNDRIES; 
Former Chairman and Chief Executive 
Officer, Advanced Micro Devices, Inc .

Leonard D. Schaeffer 
Senior Advisor, TPG Capital; Former 
Chairman and Chief Executive Officer, 
WellPoint

Trustees Emeriti

Harold Brown 
Counselor, Center for Strategic and 
International Studies; Former U .S . Secretary 
of Defense

Frank C. Carlucci 
Former Chairman, The Carlyle Group; 
Former U .S . Secretary of Defense

(As of May 2013)



Photo credits and captions

By Diane Baldwin: Jack Riley (p. 1); Mike Lostumbo, Mike McNerney, Eric 
Peltz (p. 11); Laurel E. Miller (p. 13); John D. Winkler (p. 20); Beth Asch, 
James Hosek, Michael Mattock (p. 22); Paul Heaton (p. 24); 

Carol Earnest: James Dobbins (p. 8), Cynthia R. Cook (p. 14); Isaac R. Porche III 
(p. 17); Constantine Samaras (p. 18); Amalia Miller (p. 24); John V. Parachini 
(p. 26);  Rich Silberglitt (p. 28); Jeffrey Martini (p. 31); Henry Willis (p. 32); 
Andrew R. Morral (pp. 1, 35)

By Stephen Kistler: Nancy Pollock (p. 1); Eric Peltz (p. 8)

p. 3. RAND headquarters office, Santa Monica, California, and RAND Wash-
ington office, Arlington, Virginia.

pp. 4–5. An Air Force fellows promotion ceremony at RAND; Pardee RAND 
Graduate School (photo Diane Baldwin); NDRI Advisory Board meeting 
(photo Carol Earnest); a RAND “Issues in Focus” program on defusing 
Iran’s nuclear threat (photo Diane Baldwin)

pp. 8–9. A soldier from the International Security Assistance Force (ISAF) 
raises the NATO flag at a ceremony to mark the change in command of 
Herat’s Provincial Reconstruction Team (PRT) from U.S. to Italian forces, 
Herat province, Afghanistan, May 2005. (AP photo/Musadeq Sadeq)

U.S. Army Spc. Brian Marley scores a land navigation test for a group of 
Ugandan army personnel, February 2008. Marley’s unit is tasked with 
leading a 16-week training course for soldiers in Uganda. (U.S. Air Force 
photo/Tech. Sgt. Jeremy T. Lock)

p. 10. F-16 Falcons and A-10 Thunderbolt IIs fly over the Republic of Korea.  
(U.S. Air Force photo/Lt. Col. Judd Fancher)

p. 12. An election official counts ballots in Cairo after Egypt’s presidential 
election, May 2012. (AP photo/Fredrik Persson)

p. 14. A Common Unmanned Surface Vehicle (CUSV), a boat that can 
operate autonomously or by remote, patrols a designated area during the 
Trident Warrior 11 experiment off Fort Monroe, Virginia, July 2011.  
(U.S. Navy photo/Mass Communication Specialist Scott Youngblood) 

p. 15. The Aegis-equipped destroyer USS Michael Murphy. (U.S. Navy 
photo/PEO Integrated Warfare Systems)

p. 16. Sailors assigned to Navy Cyber Defense Operations Command moni-
tor, analyze, detect, and respond to unauthorized activity in U.S. Navy 
information systems and computer networks, Virginia Beach, Virginia, 
August 2010. (U.S. Navy photo/Mass Communication Specialist 2nd Class 
Joshua J. Wahl)

p. 18. The Fort Belvoir Community Hospital in Virginia, nationally recog-
nized for its many “green” features, is illustrative of the numerous facili-
ties constructed every year by DoD. (U.S. Army photo/Patrick Bloodgood)

pp. 20–21. Female Engagement Team members Pfc. Kelly Shutka, Pfc. 
Rachel Miller, and Sgt. Richelle Aus patrol a bazaar in Zabul province, 
Afghanistan. (Stars and Stripes photo/Seth Robson) 

U.S. soldiers with the 2nd Air Defense Artillery Regiment unload a Patriot 
battery maintenance center from an Air Force C-5 Galaxy aircraft at Incirlik 
Air Base, Turkey, January 2013. (U.S. Air Force photo/Staff Sgt. Daniel Owen)

p. 22. U.S. soldiers and civilians work at the Defense Military Pay Office, 
managed by the 13th Financial Management Center at Fort Hood, Texas, 
February 2012. The office was to receive an additional detachment to help 
with the influx of soldiers returning to Fort Hood. (U.S. Army photo/Pfc. 
Brian LaBombard) 

p. 24. Cpl. Todd Love, right, and Spc. Michael Schlitz tour an amphitheater 
in Alpharetta, Georgia, before a benefit concert in their honor on October 
2012. Both were severely injured in IED explosions. (AP photo/David 
Goldman)

p. 27. U.S. Marine Corps Cpl. Robert D. Knutson talks to Afghan civilians 
during a patrol in Helmand province, Afghanistan, March 2012. (U.S. Marine 
Corps photo/Cpl. Johnny Merkley)

p. 28 . High-purity rare-earth oxides on display at an exhibition in Beijing, 
China, March 2011. (Imaginechina photo via AP Images)

p. 29. SOURCES: U.S. Geological Survey, Minerals Commodity Summaries, 
2003–2010; Jane Korinek and Jeonghoi Kim, “Export Restrictions on 
Strategic Raw Materials and Their Impact on Trade and the Global Supply,” 
OECD Trade Policy Papers, No. 95, Paris: OECD Publishing, 2010; Strategic 
Metal Investments, Ltd., China’s Growing Role in the Production and Supply 
of Minor Metals: Part II, May 10, 2010.

p. 30. Syrian rebel fighters raise their weapons as they head to fight 
government forces in Suran on the outskirts of Aleppo, Syria, September 
2012. (AP photo/ Muhammed Muheisen)

pp. 32–33. Lower Manhattan during the power outage following Hurricane 
Sandy, October 2012. (Thinkstock photo) 

A young Indonesian girl sings on stage during the 27th annual New York 
City Muslim Day Parade on September 23, 2012. (AP photo/Anthony Behar/
Sipa USA)(Sipa via AP Images)

p. 34. A TSA officer, back right, screens a passenger in the security screening 
area at Newark Liberty International Airport, November 2010. (AP photo/
Mel Evans)

Communications Analysts
James Chiesa (lead) 
Kate Giglio 
Clifford Grammich 
Shelley Wiseman

Editor
Lauren Skrabala
Production Editor
Steve Oshiro

Publications cited in this document  
may be ordered at the URLs given in  
the citations or by contacting

Distribution Services 
RAND Corporation 
P.O. Box 2138 
Santa Monica, CA 90407-2138

Phone: (310) 451-7002
Fax: (412) 802-4981
order@rand.org

www.rand.org/publications

R® is a registered trademark.

Cover. Clockwise from top left

U.S. soldiers with the 2nd Air Defense Artillery Regiment unload a Patriot 
battery maintenance center from an Air Force C-5 Galaxy aircraft at Incirlik 
Air Base, Turkey, January 2013. (U.S. Air Force photo/Staff Sgt. Daniel Owen)

Afghan women display their ink-stained fingers after casting ballots in 
historic parliamentary elections in Lash Kar Gah, Helmand Province, 
September 2005. (U.S. Army photo/Staff Sgt. Jacob Caldwell)

U.S. Army Sgt. Brett Cherry, a cavalry scout with the 82nd Airborne Division, 
works out his arms during a physical therapy session at Fort Sam Houston, 
Texas, October 2008. Cherry suffered burns from a roadside bomb explosion 
in Afghanistan. (DoD photo/Army Staff Sgt. Michael J. Carden)

U.S. Navy Information Systems Tech. 2nd Class Ryan Allshouse uses the 
intrusion detection system (IDS) to monitor unclassified network activity 
aboard aircraft carrier USS Ronald Reagan (CVN-76), March 2009. IDS is an 
important computer network defense enabler, protecting the unclassified 
shipboard network from cyberattacks. (U.S. Navy photo/Rick Naystatt)

Staff Sgt. Elizabeth Rosato, a member of the U.S. Air Force’s 755th Expedi-
tionary Security Forces Squadron, whose missions include force protection, 
interacts with Afghan schoolchildren outside Bagram Airfield, March 2013. 
(U.S. Air Force photo/Senior Airman Chris Willis)

C-130 Hercules cargo aircraft fly in formation as they return from the Samurai 
Surge training mission near Mount Fuji, Japan, June 2012. (U.S. Air Force 
photo/Staff Sgt. Chad C. Strohmeyer)

mailto:order@rand.org
http://www.rand.org/publications


CP-712C O R P O R A T I O N

R

Headquarters Campus
1776 Main Street
P.O. Box 2138
Santa Monica, CA 90407-2138
TEL 310.393.0411

Washington Office
1200 South Hayes Street
Arlington, VA 22202-5050
TEL 703.413.1100

Pittsburgh Office
4570 Fifth Avenue, Suite 600
Pittsburgh, PA 15213-2665
TEL 412.683.2300

New Orleans Office
RAND Gulf States Policy Institute 
650 Poydras Street, Suite 1400
New Orleans, LA 70130
TEL 504.299.3461

Jackson Office
RAND Gulf States Policy Institute
219 N. President Street
Jackson, MS 39201
TEL 504.299.3461

Boston Office
20 Park Plaza, Suite 920
Boston, MA 02116
TEL 617.338.2059

Doha Office
RAND-Qatar Policy Institute
12th Floor
Tornado Tower
Westbay
Doha, Qatar
TEL +974.4454.2500

RAND Europe
Westbrook Centre
Milton Road
Cambridge CB4 1YG
United Kingdom
TEL +44.1223.353.329

Rue de la Loi 82
1040 Brussels
Belgium
TEL +32.2.669.2400

www.rand.org
www.rand.org/nsrd

http://www.rand.org
http://www.rand.org/nsrd



