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Perils and
Promise
Over the Near
Horizon

n coming decades, emerging technologies

such as artificial intelligence and 3D

printing will pose novel risks to individuals, - ]
nations, and global stability. Accelerating -~
changes will challenge the capacity of
people—and policymakers—to adapt.

The RAND Corporation’s Security 2040
research initiative explores the threats and
opportunities posed by these gathering
changes. The goal: to alert policymakers
to potential risks and offer analysis and
recommendations on how to harness the
positive potential of emerging trends.
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Analyzing Threats and
Opportunities

The Security 2040 project builds on RAND's legacy of helping
policymakers anticipate and respond to trends and technologies
that will affect national and international security. Launched by
RAND President and CEO Michael Rich, Security 2040 applies
RAND'’s multidisciplinary approach to analyzing security risks in
coming decades. The project is continuing, with more publications
slated this year and next.

Three explorations

The first three Security 2040 research projects bring diverse perspectives to the
topics of artificial intelligence, 3D printing, and the concept of speed.

Art|f|C|aI intelligence and nuclear stability

s Al could help adversaries track and target their foes’ nuclear
forces, upending current concepts of deterrence. If Al were
integrated into launch decisions, other perils could arise.

How Might Artificial Intelligence Affect the Risk of Nuclear War?
Edward Geist, Andrew J. Lohn

3D prmtmg, weapons, and world trade

= | 3D printing, also known as additive manufacturing, has the
potential to allow inexpensive, easy, local production of
everything from guns to prosthetic limbs. That could give
criminals new tools, allow pariah states to skirt international
sanctions, and reshape global trading patterns.

Additive Manufacturing in 2040: Powerful Enabler, Disruptive Threat
Trevor Johnston, Troy D. Smith, J. Luke Irwin

How fast is too fast for policymaking?
;=§=- The speed of life is accelerating, from information delivery to
‘ \\ movement of people and goods. What are the implications for

national security and how can policymakers keep pace?
Speed and Security: Promises, Perils, and Paradoxes of Accelerating Everything
Kathryn E. Bouskill, Seifu Chonde, William Welser IV
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Since the birth of the atomic bomb, deterrence has forestalled nuclear war. By 2040,
improvements in artificial intelligence might undermine the deterrent balance that has
prevented the hostile use of nuclear weapons since World War 1.

Tracking and targeting

Imagine a world of ubiquitous satellite, drone, internet, and signals surveillance. Could artificial intelligence
process those incoming data and detect where an adversary is hiding its nuclear arsenal? Suddenly, states
might believe their retaliatory weapons are vulnerable to a first strike. For a nation threatened by Al’s tracking
and targeting capabilities, the perception of a “use them or lose them” dilemma could turn false alarms and
misperceptions into nuclear conflagration.

Launch decisions

Computers already aid humans in decisionmaking. By
2040, Al might be entrusted to give advice on strategic
matters. However, Al systems could be hacked, tricked, or
manipulated. Humans might also place unjustified faith in
the recommendations of such systems and make a nuclear
miscalculation.

Even with modest rates of progress by 2040, Al has the
potential to upset the foundations of nuclear stability.

At present, we cannot predict how Al will develop in the
context of nuclear strategy, but it is crucial to consider its
potential before these challenges become acute.

Mitigating risk

Maintaining strategic stability in the coming decades will require revisiting deterrence theory. Future deter-
rence must consider not just the capabilities Al will bring to nuclear weapons systems, adversaries’ perceptions
of those capabilities (whether they exist or not), and the fallibility of those systems, but also a world with more
nuclear-armed nations. With forward thinking, these risks can be identified and mitigated. A failure by con-
cerned citizens and policymakers to address them might bring consequences the world has avoided for over
seven decades.




3D printing could bring significant benefits—but it could also enable
weapons proliferation and upend international trade.

Building the future

The widespread commercialization of 3D printing could enable terrorists and criminals to
custom-print a range of weapons—from handguns to drones—requiring little assembly or
expertise. In terms of international trade, local production of goods could weaken both local
economies and trade ties (as well as incentives to cooperate on diplomacy).

Policy Issues of 3D Printing

Goal Degree of difficulty Policy issues

Threat Very difficult Self-replication and proliferation might make
prevention printers ubiquitous.

Harm Difficult Government measures to disrupt mischief would
mitigation be challenging. Economic displacement of workers

might be addressable through job training.

Attribution Difficult Policymakers could consider requiring 3D printers
of harm to encode a unique ID into products.




Balancing Speed and Security
as Everything Accelerates

The acceleration of everything creates unprecedented security concerns. To reap
speed’s promises and avoid its perils, we must embed the very notion of speed into
policymaking.

The challenge is upon us

Already, the pace of technological change outstrips our ability to understand it and prevent risks. (Witness the
computer chip “superbugs” discovered in 2018, wherein the quest for processing speed sacrificed security.)

Simultaneous acceleration across many domains—transportation, communication, weapons deployment—
multiplies the danger of unanticipated security threats. The democratic process, which can slow decisionmak-
ing to ensure representation, could easily lag behind the demands of the age.

RAND researchers recommend policymakers take a holistic approach to speed,
proposing priorities:
1. Establish boundaries of safe uses of the technologies of speed.
2. Prevent marginalization of social groups that lack access to the technologies of speed.
3. Ensure that the benefits and costs of fast technologies are distributed equitably.
4. Incorporate speed’s beneficial aspects, such as information processing at scale, into

policymaking.




Future Security 2040 Projects

RAND is pursuing additional research projects to build on
those completed to date.

RAND RESEARCHERS ARE CURRENTLY STUDYING:

Millennial Perceptions of Security: Results
from a National Survey of Americans

Marek N. Posard, associate sociologist; Jennifer
Kavanagh, political scientist; Kathryn Anne

Edwards, associate economics; and Sonni Efron,

writer in residence.

How Resilient Is U.S. Coastal Infrastructure?
The Case of Hampton Roads

Maria McCollester, associate political scientist;
Michelle E. Miro, associate engineer.

Citizenship, Gender, and Service

Esther M. Friedman, social and behavioral
scientist; Elizabeth Hastings Roer, associate
economist; Melanie A. Zaber, associate
economist.

Security and Stability Implications of
Different Economic, Demographic, and
Climatic Scenarios

Jacob Heim, policy researcher; Benjamin M.
Miller, associate economist.

Health Security 2040

Kathryn “Casey” Bouskill, associate behavioral
scientist; Elta Smith, research leader, RAND
Europe

The Future of the Battlefield: Humans,
Machines, and Combat in 2040

Anika Binnendijk, political scientist; Tim Marler,
research engineer.

Quantum Computing and the Future
of Encryption

Evan D. Peet, associate economist; Michael J. D.

Vermeer, associate physical scientist.

Discontinuities and Distractions: Rethinking
Security for the Year 2040—Findings from a
RAND Corporation Workshop

Andrew R. Hoehn, senior vice president for
research and analysis; Andrew Parasiliti,
director of the Center for Global Risk and
Security; Sonni Efron, writer in residence;
Steven Strongin, head of Global Investment
Research at Goldman Sachs and member of
the Advisory Board to the RAND Center for
Corporate Ethics and Governance.




Meet the Researchers

Security 2040’s cross-disciplinary approach is embodied in the research teams
selected for the initiative’s initial projects.

How Might Artificial Intelligence Affect the Risk of Nuclear War?

Edward Geist is a historian who received his Ph.D. in Russian history. He’s an associate policy researcher at
RAND, having previously been a MacArthur Nuclear Security Fellow and a Stanton Nuclear Security Fellow.

Andrew J. Lohn, a Ph.D. electrical engineer with a B.Eng in engineering physics, has worked primarily in arti-
ficial intelligence and cyber issues at RAND.

Additive Manufacturing in 2040: Powerful Enabler, Disruptive Threat

Trevor Johnston, an associate political scientist at RAND, received his Ph.D. and B.A. in political science. He
conducts research on security, conflict, and development issues.

Troy D. Smith is an associate economist at RAND whose research in applied microeconomics focuses on
education, entrepreneurship, development, and labor. He received his Ph.D. and B.A. in economics.

J. Luke Irwin is a Ph.D. candidate in policy analysis at Pardee RAND Graduate School. His research interests
include international security and stability, education, sustainable energy, population health, and workforce
development.

Speed and Security: Promises, Perils, and Paradoxes of Accelerating Everything

Kathryn “Casey” Bouskill received a Ph.D., M.A., and B.A. in anthropology, as well as an M.P.H. in epidemiol-
ogy. She is an associate social scientist at RAND who studies how technology and culture affect health and
well-being.

Seifu Chonde, an associate operations researcher at RAND, received a dual-title Ph.D. in industrial engineer-
ing and operations. His research focuses on network science, machine learning, and text mining.




Security 2040 is managed by the RAND
Center for Global Risk and Security (CGRS)

CGRS works across the RAND Corporation to develop multi-

disciplinary research and policy analysis dealing with systemic

risks to global security. The center draws on RAND's expertise

to complement and expand security-oriented research in many _
fields, including economics, health, and technology. A board *l
of distinguished business leaders, philanthropists, and former ’
policymakers advises and supports the center’s programs and

research, including Security 2040, which are increasingly focused

on the impact of disruptive social, political, and economic trends

and technologies on risk and security.
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For more information on the project, please contact:

Research initiative Media queries
Andrew Parasiliti Khorshied Samad
Director of the RAND Center for Senior Media
Global Risk and Security Relations Officer
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The RAND Corporation is a research organization that develops solutions to public policy
challenges to help make communities throughout the world safer and more secure, healthier
and more prosperous. RAND is nonprofit, nonpartisan, and committed to the public interest.
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