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As critical functions in the United States rely increasingly on networked
information and operational technology, the potential for cyber threats
to disrupt national critical functions (NCFs) is growing.
The United States has made progress in cybersecurity, despite numerous emerging and enduring challenges. The
Cybersecurity and Infrastructure Security Agency (CISA) partnered with the Federal Bureau of Investigation, the
U.S. Department of Defense (DoD), and the intelligence community to provide cybersecurity support to state
and local election officials during the 2018 and 2020 election cycles. CISA provides cybersecurity services and
products across critical infrastructure sectors and entities responsible for NCFs. Law enforcement has worked
with the private sector and with partners abroad to dismantle malicious cyber infrastructure, and has indicted
malicious cyber actors from Russia, China, and North Korea.
Cybersecurity threats are rapidly evolving, with an expanding set of threat actors that target small to large organizations across critical sectors and functions. Many organizations facing these threats are not sufficiently prepared
for cybersecurity challenges and do not yet have the necessary workforce, tools, best practices, or coordination
mechanisms in place to prevent or respond to cyber incidents. There is a need for rigorous and independent
analysis to assist these organizations to better understand, anticipate, and mitigate threats, develop appropriate
responses, and coordinate their efforts.
For more than four decades, the RAND Corporation has sought to fill these analytic gaps in the United States and
across the world.
RAND’s research and analysis seek to help policymakers assess cyber risk, develop cybersecurity strategies, plans,
and coordination mechanisms, analyze critical infrastructure and supply chain relationships, support workforce
development, and prioritize investment in cybersecurity services and products. Here, we bring together some of
RAND’s interdisciplinary work on cybersecurity.

Cybersecurity

EXAMPLES OF OUR WORK

STRATEGIC PLANNING, REQUIREMENTS, AND
CAPABILITIES
CISA Capability Portfolio Assessment and Requirements
Capability Analysis
David Luckey, Patrick Roberts, et al. (unpublished)
HSOAC is providing analysis to assist CISA in establishing a
capability baseline, document requirements, optimize capability
portfolios, identify mission metrics by portfolio, analyze
overarching capability gaps, prioritize these gaps, determine
solution approaches, and inform resource allocation decisions.
The output of this analysis will enable CISA to prioritize future
capability investments through materiel acquisitions and
nonmateriel solutions and create enterprise efficiencies while
ensuring that the solutions delivered by CISA meet mission
requirements. The outcome of this analysis will provide CISA a
holistic, portfolio view of capability needs across the enterprise
and a better understanding of capability gaps and their risk
to mission execution, inform their operational requirements
development, and improve the management of current and
planned acquisitions.
Developing Contingency Plans for Significant Cyber Events
Brodi Kotila et al. (unpublished)
HSOAC assisted CISA with “operationalizing” the National
Cyber Incident Response Plan through developing prototype
contingency plans for cyber threats to NCFs and an
implementation guide to support integrated planning between
the government and the private sector. The project produced
the first joint federal–private-sector contingency plan for
responding to significant cyber incidents affecting the Operate
Core Networks NCF.
Multifactor Authentication Requirements Assessment for
Legislative Branch Agencies
Isaac Porche et al. (unpublished)
HSOAC conducted a technology assessment and analysis on
available identity and access management products and services
for legislative branch agencies (the Architect of the Capitol, the
Congressional Budget Office, the U.S. Government Publishing

Office, the Library of Congress, the U.S. Capitol Police, the U.S.
House of Representatives, and the U.S. Senate). The analysts
assessed requirements and developed use cases for evaluating
products and services.

ANALYSIS
Identifying Companies That Provide Critical Information
Technology Products and Services
John Bordeaux, Sasha Romanosky, et al. (unpublished)
HSOAC researchers created prioritized lists of software and
businesses that provide critical information technology (IT)
products and services throughout the United States and
developed a transparent and repeatable framework that can
be used to continue this analysis with evolving technology
and cyber threats. The research featured four workstreams:
(1) integrating multiple data sources to identify the most-critical
vulnerabilities and software applications in publicly accessible
software; (2) collecting original data to map the software
dependency and ownership structure of the most-referenced
software libraries; (3) leveraging existing work to identify
specific IT and communication companies that were the most
interconnected and could suffer the greatest economic loss;
and (4) developing a way to link DHS’s NCFs to actual software
companies supporting those functions.
Election Infrastructure Strategic Analysis
Quentin E. Hodgson, Edward W. Chan, et al. (unpublished)
HSOAC researchers developed a risk-prioritization methodology
to inform CISA’s provision of cybersecurity services to the
election community and reduce cybersecurity risk in election
infrastructure. They also developed a lightweight tool for state
and local governments to create a risk profile to inform their
decisionmaking in addressing cybersecurity risk that included
CISA services available to address those risks. CISA and the U.S.
Election Assistance Commission
subsequently released a webbased version of the tool built
from HSOAC’s prototype.1
A web-based version of the Election Security Risk Profile Tool is available at
www.eac.gov/app/esa/ (Election Security Risk Profile Tool, version 1.1, July 2020).
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How to Analyze the Cyber Threat from Drones: Background,
Analysis Frameworks, and Analysis Tools
Katharina Ley Best, Jon Schmid, Shane Tierney, Jalal Awan, Nahom M.
Beyene, Maynard A. Holliday, Raza Khan, Karen Lee, 2020,
www.rand.org/t/RR2972
HSOAC researchers developed a framework
for understanding, inventorying, and modeling
cybersecurity implications of the rapid growth
in drone usage, focusing specifically on
current vulnerabilities and future trends. The
authors proposed conceptual approaches to
enable the enumeration and categorization of
unmanned aircraft system (UAS)–related cyber
threats and explore some of the potential
benefits and challenges of modeling the
commercial UAS threat.
Estimating the Global Cost of Cyber Risk
Paul Dreyer, Therese Jones, Kelly Klima, Jenny
Oberholtzer, Aaron Strong, Jonathan William
Welburn, Zev Winkelman, 2018,
Methodology and Examples,
www.rand.org/t/RR2299
Calculator, www.rand.org/t/TL281
RAND researchers developed a transparent
and adaptable methodology for estimating
present and future global costs of cyber risk
that acknowledges the considerable uncertainty
in the frequency and costs of cyber incidents.
The methodology (1) identifies the value at risk
by country and industry sector; (2) computes
direct costs by considering multiple financial
exposures for each industry sector and the
fraction of each exposure that is potentially at
risk to cyber incidents; and (3) computes the
systemic costs of cyber risk between industry
sectors. The RAND team also developed an
accompanying calculator tool that allows users
to alter assumptions and investigate a wide
variety of research questions.

ORGANIZATIONAL PLANNING AND IMPLEMENTATION
Cyber Supply Chain Risk Management (C-SCRM) Program
Analytic Support
Dan Gonzales, Sarah Harting, et al. (unpublished)

[UASs] have become more
common, more readily available,
and more sophisticated,
supporting new capabilities
such as increased data
collection and autonomous
behavior [and] in the hands of
adversaries could present novel
avenues for cyberattacks …
Best et al., 2020, p. 1

Though many staff expressed
that the NCCIC and their fellow
employees are motivated by
the importance of the NCCIC’s
mission, our analysis found
divides among geographic
locations, between upper and
middle management, and
between brand identity, both
within the NCCIC and for
external stakeholders.
Luckey et al., unpublished report

HSOAC worked with the DHS chief information
officer (CIO), CISA, security operation centers, the
Chief Information Security Officers Council, and
other components to provide analytic support to
the DHS C-SCRM program. HSOAC assisted in
identifying requirements and developing policies
and procedures to support DHS in providing
dedicated, centralized, departmentwide C-SCRM
governance capability.
NCCIC Strategic Planning Support
David Luckey et al. (unpublished)
HSOAC analysts conducted a holistic organizational
assessment of the National Cybersecurity and
Communications Integration Center (NCCIC)
to support improved governance structures,
strategic planning processes, organizational design,
performance measurement processes, workforce
engagement, cybersecurity tools, and approaches
to resourcing. The team assessed NCCIC’s strategy,
organizational structure, priorities, functional
alignment, resource allocation, and tool sets and
made recommendations for improvement and
sustainment activities.

CYBERSECURITY WORKFORCE
RECRUITMENT, RETENTION, AND
MANAGEMENT
Support to the Department of Defense Cyber
Workforce Zero-Based Review
Molly McIntosh et al. (unpublished)
The RAND National Defense Research Institute
(NDRI) is conducting research in support of the
congressionally mandated zero-based review
(ZBR) of DoD cybersecurity and cyberspace IT
personnel. RAND is supporting DoD CIO to produce
a transparent and repeatable process for validating
and ensuring consistency of data and analysis
used for ZBRs for up to ten organizations and to
provide recommendations to inform future cyber
requirements, missions, workforce, structure, and
capabilities. The scope of the RAND study includes
ten organizations selected from across four military
services—the U.S. Air Force, the U.S. Army, the U.S.
Marine Corps, and the U.S. Navy—and the Defense
Information Systems Agency.

BIG QUESTIONS FOR NOW ... AND INTO THE FUTURE
Technology. Government often lags the
private sector in adopting new technology;
cybersecurity is no different. Institutional
conservatism, lengthy acquisition timelines and
complicated contracting mechanisms, and the
need for solutions to assist every agency from
the largest to the smallest make a centralized
approach to adopting technology extremely
challenging. Facilitating the implementation of
cutting-edge cybersecurity services, designed to
automate network monitoring, improve identity
management, protect data, and improve security
decisionmaking, is a strong step forward for
DHS, but continued investment is needed to
keep the services current and implement new
technology and approaches.
• How can government experiment with
and learn the best ways to take advantage
of emerging technologies to improve
cybersecurity?
• What gaps currently exist in the cybersecurity
ecosystem? And what technological solutions
are available to close these gaps and improve
mission outcomes?
• How can government adapt flexible and
tailored acquisition processes to harness new
technology more quickly?
• How can DHS improve its security posture
and assist other agencies to improve their
cybersecurity postures?
• How can DHS provide support to state, local,
territorial, and tribal governments tailored to
their respective capacities?
• Can the Continuous Diagnostics and
Mitigation program facilitate the use of zerotrust principles to implement a data-centric
approach to security?

Risk. Risk guidance and prioritization present
a challenge when the incentives are to meet
the letter, but not the spirit, of that guidance.
Cybersecurity standards are labor intensive to
evaluate and apply. Automated planning tools
can help with the identification of applicable
security controls but still leave organizations
with little understanding of the true risks
they face or how to adjust their cybersecurity
posture as threats evolve. At the same time,
cybersecurity infrastructure, tools, and security
controls are focused primarily on detecting
and preventing intrusions from known threats.
The growth in cyber threats invariably puts
defenders at a disadvantage unless potential
targets can develop a more active posture to
anticipate emerging threats and deploy moresecure infrastructure from the start.
• How can organizations understand the
risks they face in a way that informs
decisionmaking on managing those risks and
supporting mission execution?
• How can government work with the private
sector to motivate and support implementing
risk management approaches in practice?
• What risks do new technologies, such as
artificial intelligence and machine learning,
pose to organizations? How can those
technologies be harnessed to improve
defense?
• How can CISA help guide strategic risk
analysis across sectors and NCF stakeholders?
• What can be implemented to create strategic
and tactical warning of emerging cyber
threats and turn that into an operational
advantage for cyber defenders?
• How can government and the private
sector improve the velocity and quality of
cybersecurity information-sharing?
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Workforce. Cybersecurity workforce recruitment,
training, and retention are a perennial problem
for the U.S. government. Despite additional hiring
authorities, incentive schemes, and recruitment
efforts, the U.S. government remains at a
disadvantage compared with the private sector, in
which compensation and benefits are beyond the
government’s ability to match. The government’s
mission in cybersecurity remains a draw for
people called to public service, but barriers and
inefficiencies remain even for those motivated to
serve.

• How can government reduce unnecessary
barriers and explore alternative employment
models to attract the talent it needs?
• How can government support the
development and retention of a more diverse
and inclusive cybersecurity workforce?
• How can government create greater short- to
medium-term periods of service for technical
experts?

ABOUT RAND

ABOUT HSOAC

The RAND Corporation is a research organization that develops
solutions to public policy challenges to help make communities
throughout the world safer and more secure, healthier and more
prosperous. RAND is nonprofit, nonpartisan, and committed to
the public interest.

The Homeland Security Operational Analysis Center (HSOAC)
is a federally funded research and development center (FFRDC)
operated by the RAND Corporation for the U.S. Department of
Homeland Security (DHS).

RAND’s research and analysis address issues that impact
people around the world, including security, health, education,
sustainability, growth, and development. As a nonpartisan
organization, RAND is widely respected for operating
independent of political and commercial pressures.
RAND researchers have advanced degrees in more than 350
disciplines and apply state-of-the-art methods to address a
broader range of issues than any other research organization.
Approximately 1,950 people from 50 countries work at RAND.
Our research professionals (approximately 1,200) are our greatest
asset because their collective professional backgrounds, academic
experience, and cultural diversity uniquely position us to answer
the toughest policy questions. This diversity reinforces RAND’s
core values of quality and objectivity by promoting creativity,
deepening understanding of the practical effects of policy, and
ensuring multiple viewpoints and perspectives.

For more information, visit www.rand.org.

DHS must address complex challenges in preventing terrorism,
managing U.S. borders, enforcing and administering immigration
laws, safeguarding cyberspace, and strengthening national
preparedness and resilience. HSOAC provides the government
with independent and objective analyses and advice in core
areas important to DHS in support of policy development,
decisionmaking, alternative approaches, and new ideas on
issues of significance. HSOAC also works with and supports
other federal, state, local, tribal, and public- and private-sector
organizations that make up the homeland security enterprise.
HSOAC’s research is undertaken by mutual consent with DHS
and is organized as a set of discrete tasks.

For more information, visit www.rand.org/hsoac.
For more information on this publication, please visit www.rand.org/t/CPA1329-2
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