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Letter from the Director of the
Homeland Security Operational Analysis Center

am pleased to share this year’s Homeland Security Operational Analysis Center (HSOAC) annual report
with you. It highlights how HSOAC research has enhanced the mission effectiveness and impact of the U.S.
Department of Homeland Security (DHS) and the larger homeland security enterprise in the past year.

In the report, we showcase HSOAC efforts that cover issues as varied as the missions of the department,
including how the American public perceives DHS use of emerging technologies, how U.S. Immigration and
Customs Enforcement’s (ICE’s) use of body-worn cameras affects its mission, and how HSOAC is helping the
Federal Emergency Management Agency’s (FEMA’s) Emergency Management Institute (EMI) grow the next
generation of emergency management professionals. In some cases, the highlighted efforts were undertaken a
few years ago but are continuing to affect policy and practice today. In other cases, the reports are just starting to
reach policymakers’ desks.

None of these successes would have been possible without our deepening partnerships with sponsors across
DHS and our steadfast commitment to our primary goal: to provide policymakers in the department with
transparent, evidence-based, objective analyses to help them make difficult decisions about the homeland security
challenges the United States faces. We succeed when DHS is able to improve mission outcomes because of the
insights we provide.

In addition to highlighting our research, in this report, we offer an overview of HSOAC—our mission and
focus areas, our research programs, and how HSOAC leverages resources across RAND to help meet the mission.
We also showcase some of the interesting work we are undertaking this fiscal year (FY), as well as recent HSOAC
projects that supported DHS’s response to congressional inquiries and mandates. At the end of the report, we
include a list of publicly released HSOAC reports from the past fiscal year and a list of commentaries written by

RAND experts that will be of interest to homeland security experts.

RAND is proud to serve as a strategic partner to the department in its mission to protect the homeland. If I can
answer questions or be of assistance, please reach out. My team and I are fully committed to supporting you and
DHS’s evolving and challenging missions with all the capabilities that RAND’s 75 years of experience bring to bear.

Jack Riley
Vice president, RAND Homeland Security Research
Division (HSRD); director, HSOAC



HSOAC: A Federally Funded Research and Development Center

Operated by RAND

As a federally funded research and development center (FFRDC), HSOAC provides
nonpartisan, independent, objective analyses to DHS. Housed in HSRD, a division of RAND,

HSOAC also supports federal, state, local, tribal, and public- and private-sector organizations
that make up the broader homeland security enterprise.

As an FFRDC housed at RAND, HSOAC enjoys the benefits of the organization’s 75 years of

experience operating FFRDCs for the U.S. government. FFRDCs are part of RAND’s DNA, and
all HSOAC work is underpinned by RAND’s core values:

* a focus on research and analysis to address critical challenges. RAND is dedicated to
finding solutions to the most-difficult problems affecting people around the world. Our

research sponsors span the public and private sectors, and philanthropic support offers
opportunities to tackle additional tough and often-controversial topics.

e a commitment to integrity and quality standards. RAND is committed to the highest level
of integrity and ethical behavior. All RAND work—every publication, database, and major
briefing—undergoes a rigorous quality-assurance process. This dedication to quality has
earned RAND a well-deserved reputation as an honest broker that follows the facts. We might
not tell you what you want to hear, but we will always tell you what you need to hear.

¢ a dedication to transparency. RAND’s credibility also stems from our steadfast dedication
to transparency. As an organization and as an operator of four FFRDCs, we are committed
to the public interest, which means making our publications and the details of our research
methods, findings, and recommendations available to the public whenever possible.



RAND’s Matrixed Staffing Model Provides
Unparalleled Access to Expertise on All HSOAC
Projects

HSOAC has ready access to RAND’s deep bench of experts.
RAND’s research staff, which numbers around 1,000, rep-
resents a diversity of work experience, academic training,
ideological perspective, and demographics. And because
RAND researchers work with sponsors across the federal, as
well as state and local, government, they bring deep famil-
iarity and experience supporting a variety of organizational
needs, requirements, and missions. As a result, RAND is par-
ticularly well positioned to help DHS collaborate and
coordinate with its many partners—including the U.S.
Department of Defense, the Centers for Disease Control and
Prevention, the U.S. Department of Commerce, and interna-

tional governments.

RAND project teams bring together subject-matter experts,
specialists in data methods, technical and policy analysts,
programmers, data visualization and interactive tool devel-
opers, and strategic communicators. Our dynamic matrix
approach to policy research ensures that findings and rec-

ommendations are robust, nuanced, and inclusive.

As an FFRDC, HSOAC Strives to Build Long-Term
Strategic Partnerships Across the Department

One of the greatest benefits of an FFRDC for an agency
sponsor is the development of a long-term strategic part-
nership, which allows FFRDC staff and leadership to gain
valuable, in-depth knowledge of the agency’s needs from a
unique perspective—one that looks across time and across
the organization. As a result, the FFRDC can help the
agency take a long view and see across organizational stove-
pipes to tackle the most-important strategic issues facing
the organization. FFRDCs are particularly well equipped to
address the hardest, most-controversial problems facing an

organization at the most-senior levels.

Developing that strategic partnership requires building
trust through careful listening and regular contact with staff
across the agency. We are dedicated to building that trust.
HSOAC leadership and staff meet frequently with DHS per-
sonnel at every level of the department across headquarters
offices and operational components to gain a better under-
standing of emerging and long-term priorities and chal-
lenges. These engagements include conversations between
HSOAC staff and DHS leadership on strategic issues and
challenges, as well as regular interactions through studies,
workshops, conferences, and other events organized by DHS
or the FFRDC. Examples of these events include HSOAC
Tech Talks and the DHS FFRDC Summit, which takes

place annually and is organized by HSOAC, the Homeland
Security Systems Engineering and Development Institute
(another DHS FFRDC), and the Science and Technology
Directorate (S&T) Program Management Office (PMO).



HSOAC Focus Areas

Acquisition. Assessments to support acquisition planning,
performance evaluation, and decisionmaking up to
acquisition decision event, key decision point, or other key
life-cycle and acquisition events (e.g., procurement and
contract review, integrated life-cycle sustainment

plan review)

Preparedness, Response, and Recovery. Analyses that
support sponsors as they help constituents prepare

for, respond to, and recover from disasters; strengthen
preparedness and resilience; and help people before,
during, and after disasters

Innovation and Technology Acceleration. Assessments and
research to support innovation and technology acceleration;
example technologies include cyber, fifth-generation

(5G) communication, drones, data management, facial
recognition technology, artificial intelligence (AI), machine
learning (ML), and surveillance

Homeland Security Threat and Opportunity Studies.
Analyses to support planning and execution of homeland
security mission areas

Personnel Policy and Management. Studies that support
DHS components and headquarters offices to ensure that

they can recruit, train, retain, and sustain a workforce of

HSOAC focuses on nine functional areas that cut across DHS’s missions:

sufficient size and capability to meet DHS mission goals and
maintain a workplace culture that fosters inclusivity and
employee resilience, values diversity, and ensures equity in
treatment and opportunity

Operational Studies. Evaluation and simulation to help
DHS assess mission requirements, improve operational
processes and procedures, and understand the impact that
operations can have on a variety of outcomes
Organizational Studies. Studies that use workforce analysis
and performance measurement to help DHS improve unity
of effort across management and planning

Regulatory, Doctrine, and Policy Studies. Studies that use
regulatory and policy analysis to offer insight into the
potential impact that changes in external regulations,
policies, and doctrines can have on DHS missions

and activities

Research and Development (R&D). Assessments to
strengthen DHS’s R&D capability that enable the
department to envision, prepare, and grow the homeland

security enterprise of tomorrow.



HSRD Research Programs

All HSOAC research projects are executed in one of three HSRD research programs:

Disaster Management and Resilience. Assists DHS and the broader
emergency management community in identifying strategies to miti-
gate, plan for, respond to, and recover from disasters, hazards, and cat-

astrophic incidents.

Director: Jessie Riposo | Jessie_Arciniegas@rand.org
Associate directors: Jason Thomas Barnosky | Jason_Barnosky@rand.org

and Jason Michel Etchegaray | Jason_Etchegaray@rand.org

Infrastructure, Immigration, and Security Operations. Supports DHS
operational components and sponsors across the homeland security

enterprise in proactively adapting to changing opportunities, threats

and hazards, and resulting risks.

Director: Shelly Culbertson | Shelly_Culbertson@rand.org
Associate directors: Aaron C. Davenport | Aaron_Davenport@rand.org,
Patricia Stapleton | Patricia_Stapleton@rand.org, and

Karen M. Sudkamp | Karen_Sudkamp@rand.org

Management, Technology, and Capabilities. Advances research and
analysis to ensure that organizational structures, workforces, resources,

and technological capabilities are appropriately aligned to confront

urgent threats and execute missions.

Director: Douglas C. Ligor | Douglas_Ligor@rand.org
Associate directors: Thao (Liz) Nguyen | Thao_Liz_Nguyen@rand.org

and Douglas Yeung | Douglas_Yeung@rand.org
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HSOAC Projects Have Access to Staff at RAND’s

Graduate School and Other RAND Programs

Graduate Students from the Pardee RAND
Graduate School

RAND operates the Pardee RAND Graduate School, the
oldest and largest public policy Ph.D. program in the United
States. The school, which also offers an M.Phil. in policy
analysis, is producing the next generation of policy leaders,
who bring innovative ideas to RAND’s homeland security

research projects.

RAND Summer Associates

Each year, after reviewing several hundred applications,
roughly 35 to 60 Ph.D. students are invited to spend 12
weeks at RAND as summer associates. During that time,
each associate is matched with a project and a mentor, based
on educational background, skills, and experience; some
are assigned to work on projects in HSRD. Although proj-
ect tasks vary based on needs, an associate’s responsibilities
might include performing statistical analyses, qualitative
coding and analysis, historical analysis, literature and docu-

ment reviews, primary data collection, and writing.

HSRD summer associates attend weekly brown bags, where
they learn more about RAND, policy research, DHS
Intergovernmental Personnel Act positions, and the S&T
PMO. The program provides summer associates with real-
world policy research experience and mentorship from
RAND researchers. At the end of their program, an associ-
ate leaves with a better understanding of RAND’s research
process, along with practical project work that will contrib-

ute to their job experience.

RAND research projects are enriched not only by the aca-
demic skills that each associate brings but also by their diver-
sity of talents, experiences, and perspectives. In recent years,
we have focused on increasing the diversity of our associates
and, as a result, have seen an increase in the number of stu-
dents of different racial, ethnic, and cultural backgrounds;
abilities; ages; genders; and gender identities and expres-
sions in the program. In 2022, HSOAC projects benefited

from the diversity and expertise of three summer associates.

U.S. Coast Guard Fellow at RAND

Each year, RAND hosts one or more U.S. Coast Guard
(USCG) officers or DHS analysts who have been selected

to participate in our fellowship programs. Fellows collabo-
rate with RAND researchers on critical homeland security
issues, learn about RAND’s approach to policy analysis, and
hone the skills needed to address current mission challenges.
RAND research projects benefit from the fellows’ opera-

tional knowledge and experience.

This year’s fellow is CDR Doug Graul. Before coming to
RAND as a USCG fellow, Commander Graul was the deputy
program manager for the Waterways Commerce Cutter PMO,
USCG. In that position, he was responsible for a $1.4 billion
level I DHS acquisition program to replace the USCG’s aging
fleet of river tenders, construction tenders, and inland buoy
tenders. Commander Graul is a cutterman with tours afloat
as a student engineer aboard the USCG Cutter (USCGCQC)
Reliance, homeported in Kittery, Maine, and as engineer offi-
cer aboard USCGC Vigorous, homeported in Cape May, New
Jersey. Commander Graul also completed a tour as a port

engineer in the USCG First District, where he supported



depot maintenance for more than 19 cutters ranging in size
from 65-foot icebreaking harbor tugs to 270-foot Famous-
class medium endurance cutters. Commander Graul’s
awards include a Meritorious Service Medal, two Coast
Guard Commendation Medals, a Coast Guard Achievement
Medal, and a variety of other unit awards and service rib-

bons. He is authorized to wear the permanent cutterman’s

insignia. A graduate of the USCG Academy class of 2004,

Commander Graul holds a B.S. degree in mechanical engi-
neering, M.S. degrees in mechanical engineering and
industrial and operations engineering from the University
of Michigan, and an M.B.A. from the Naval Postgraduate
School. Commander Graul is a project management profes-

sional and DHS program manager level III.




HSOAC Projects Have Access to Capabilities Across RAND

With 75 years of experience helping the U.S. government
and other sponsors with some of their most-pressing
problems, RAND has a lot of experience thinking outside
the box.

Methods Centers

RAND has pioneered innovative research methodologies
that have set benchmarks for data-driven decisionmaking.
HSOAC projects can take advantage of the many
capabilities across RAND, including the interdisciplinary

methods centers:

¢ RAND Center for Applied Network Analysis: Network
analysis, complex system analysis, and social media
analysis at RAND holistically map the interconnections
among factors that influence behaviors, drive trends, and

influence outcomes.

¢ RAND Center for Causal Inference: Recklessly inferring
cause and effect from observed relationships can be costly
and even dangerous. RAND employs a robust suite of
methodologies to ensure that causal inferences are sound.

¢ RAND Center for Gaming: Since its founding, RAND
has developed simulations, models, and games to
help stakeholders better understand problems, test
concepts and ideas, and account for human behavior in
devising solutions.

¢ RAND Center for Qualitative and Mixed Methods: A single
research approach does not always provide a complete

picture of a problem. Qualitative analysis, such as that

using interviews and focus groups, can be used to explore
emerging trends and provides a nuanced understanding of
the real-world impact of policies and solutions.

¢ RAND Center for Scalable Computing and Analysis.
Large datasets are a powerful decisionmaking resource,
but interpreting them requires the right computing
infrastructure and expertise. RAND has developed best
practices and tools for collecting, storing, processing,
protecting, and leveraging big data to provide insights on
a wide array of subjects, such as predictors of community

health and the spread of political movements.

The RAND Survey Research Group

The RAND Survey Research Group (SRG) consists of a full-
time, 40-person staff. Survey directors and coordinators pro-
vide start-to-finish continuity for projects with survey needs.
They provide expertise in survey design, implementation,
and data analysis. SRG has a computerized telephone inter-
viewing center with the capability for remote monitoring by
clients, as well as facilities for mail surveys, packet prepa-
ration, coding, and data entry. SRG also staffs and carries
out personal interviewing projects around the country and
abroad. SRG can partner with other RAND panels, such as
the RAND American Life Panel (ALP), to provide nationally

representative survey data on topics of interest to sponsors.



The RAND American Life Panel

The ALP is a nationally representative, probability-based
panel of more than 5,000 participants who are regularly
interviewed over the internet. Researchers can use the ALP
to field their own surveys quickly and efficiently. Access to
data from more than 500 ALP studies, fielded since 2003,

is free.

Communication and Outreach Support

RAND’s Office of External Affairs oversees public dissemi-
nation of RAND research and is staffed by experts in com-
munication strategy, publishing, digital outreach, design,

and public and media relations.

Reaching Policymakers

HSOAC works with RAND’s Office of Congressional
Relations to ensure that its research gets into the hands of
those best positioned to effect policy change. The Office of
Congressional Relations conducts targeted outreach to key
members of Congress and their staffs through hundreds of
individual meetings and briefings each year. These interac-
tions facilitate in-depth policy discussions of pressing
problems and how RAND research can inform solutions.
RAND staff often brief and testify before Congress as
subject-matter experts—recently addressing such homeland
security-related topics as public perceptions of the use

of emerging technology by the U.S. government; Al and

biosecurity; the recruiting crisis in the USCG; and how to

increase preparedness, response, and recovery for older
adults and people with disabilities as the United States plans

for natural disasters.

Reaching Other Stakeholders and the Public

Working with HSOAC leadership, RAND’s Office of Media
Relations coordinates media appearances and interviews,
produces news releases and advisories, and helps reach rele-
vant audiences through researcher-authored commentaries
published in national and regional media outlets and publi-

cations targeting specific audiences.




Fiscal Year 2023 at a Glance

Prevent terrorism and enhance security

Mature and strengthen homeland security $8,816,981
$13,616,811
Secure and manage U.S. borders
$15,569,109
HSOAC
Support,
by DHS Enforce and administer U.S.
Mission immigration laws | $1,517,866
Safeguard and secure cyberspace
$2,592,773
Strengthen national preparedness
and resilience | $4 4,061,382
(BP| $696,000
USSS | $549,105
ICE| $2,499,999 (R(L| $50,000
USCG | $4,900,262
(ISA| $5,337,845
) FEMA | $37,138,815
Countering Weapons of Mass
HSOAC Destruction Office | $5,675,416
Support,
by DHS .
Component Management Directorate | $7,139,253
S&T | $22,188,226

NOTE: CBP = U.S. Customs and Border Protection; CISA = Cybersecurity and Infrastructure
Security Agency; CRCL = Office for Civil Rights and Civil Liberties; USSS = U.S. Secret
10 Service. Totals are not exact because of rounding.



HSOAC
Support,
by HSOAC
Research
Focus Area

R&D studies | $10,975,213 Acquisition studies | $12,827,693

Preparedness, response, and
recovery | $3,267,834
Innovation and technology
acceleration | $2,650,993

Regulatory, doctrine, and policy
studies | $4,948,484

Homeland security threat and
opportunity studies | $8,557,723

Organizational studies | $27,692,723
Personnel policy and

management studies | $2,356,864

Operational studies | $27,692,723




PROJECT HIGHLIGHT

Understanding What Americans Think About Government Use

of Emerging Technologies

Conversations about emerging technologies—Al, ML, and 5G cellular networks—seem to be everywhere. To
enable DHS leaders to make informed decisions about deploying new tools, RAND researchers conducted
analyses to better understand public perceptions of emerging technology.

P> The Challenge

Emerging technologies have the potential to deliver tre-
mendous benefits to DHS. Facial recognition technology

or mobile-phone location tracking, for example, can both
increase safety and convenience for the American public
and improve the speed and accuracy of DHS decisionmak-
ing. However, knowing what Americans think about DHS use
of these technologies is vital for DHS. Failure to understand
public perception risks loss of trust and reputational damage
to DHS and could affect the adoption and efficacy of

emerging technologies.

P> How HSOAC Helped
To help DHS evaluate the benefits and risks of employing

emerging technologies, researchers leveraged the unique
capabilities of the ALP, as well as other methods, such as
focus groups and social network analysis, across multiple

projects. The teams evaluated DHS use of facial recognition

Task orders 70RSAT21FR0000140 and 70RSAT20FR0000089; sponsor: S&T.

12

technology, license plate-reader technology, risk-assessment
technology, mobile-phone location data, and 5G technology.
Between the two projects, the research team presented 17 key

findings to DHS, with 13 accompanying recommendations.

Find the three reports on rand.org: The Department of
Homeland Security’s Use of Emerging Technologies: Why
Public Perception Matters (https://www.rand.org/t/
PEA691-1), and Public Perceptions of 5G Technologies
(https://www.rand.org/t/RRA1714-1). In addition, there is a
research brief, “Public Perceptions of Artificial Intelligence for
Homeland Security" (https://www.rand.org/t/RRA691-1).

P> Impact

These reports were well received by DHS, and the research
team was asked to conduct a follow-on study. They briefed
their findings and recommendations to S&T leadership and
were invited to brief the DHS AI/ML Working Group. In June
2023, one of the study authors, Benjamin Boudreaux, testi-
fied before the U.S. House of Representatives Committee on
Oversight and Accountability, Subcommittee on Cybersecurity,
Information Technology, and Government Innovation about

the team’s findings.

P> What Happens Next
The DHS project sponsor is working with HSOAC to develop an

“enduring capability” to undertake ongoing public-perception

research. A follow-on effort is expected to begin this year.


https://www.rand.org/t/PEA691-1
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https://www.rand.org/t/PEA691-1

PROJECT HIGHLIGHT

Establishing a Baseline for Current and Future Labor

Trafficking Research

The U.S. Department of State has estimated that 14,500 to 17,500 people are trafficked into the United States
each year. DHS plays a vital role in reducing the prevalence of all forms of human trafficking. HSOAC is
helping DHS by identifying research projects that can contribute to a better understanding of the labor

trafficking problem.

P> The Challenge

Labor trafficking is a large-scale, complex, and dynamic chal-
lenge to the United States. As part of the third Quadrennial
Homeland Security Review released in 2023, DHS included a
mission to combat crimes of exploitation and protect victims,
including labor trafficking. HSOAC was asked to help iden-
tify research projects that could improve understanding of the
challenges and help DHS develop policies and programs to

support this mission area.

P> How HSOAC Helped

The research team embarked on a mixed-method exploratory
study of the existing labor trafficking research. Specifically,
researchers surveyed the current research environment,
assessed future research needs, and established a starting
point for future social science—based anti-human trafficking

efforts, particularly those focused on labor trafficking.

Task order 70RSAT21FR0000129; sponsor: S&T.

Through an extensive literature review and expert interviews,
the team captured existing knowledge in labor trafficking
research and identified critical research gaps. They then
identified 18 research questions that, when studied, would
help DHS develop an agenda to reduce the prevalence of labor
trafficking in the United States and set a baseline for ongoing
and future research. Of those 18 research questions, eight
were identified as particularly time-sensitive, needing to be

addressed in the next year.

Read the full report and the research brief on rand.org:
Current and Future Research on Labor Trafficking in the
United States (https://www.rand.org/t/RRA1681-1) and Labor
Trafficking in the United States: Current and Future Research
(https://www.rand.org/t/RBA1681-1).

P> What Happens Next

The research team’s work resulted in eight immediate-priority
questions that DHS should address. By providing a narrower
focus, HSOAC provided actionable recommendations that
DHS can incorporate into its strategic planning. Topics within
these short-term research questions include addressing risk
factors affecting migrants; understanding more about who
traffickers are and how they operate; standardizing processes
for research, as well as federal, state, and local data analysis
systems; defining an optimal protocol for labor trafficking
investigations; generating common best practices across

the DHS enterprise; and analyzing what further funding is

required to address labor trafficking research.


https://www.rand.org/t/RRA1681-1
https://www.rand.org/t/RBA1681-1

PROJECT HIGHLIGHT

Helping USCG Leaders Increase Sea-Duty Attractiveness and

Readiness for the Newest Fleet

The USCG is in the middle of its largest ship acquisition program ever: production of the offshore patrol cutter

(OPC). Although the OPC is in high demand, an assignment to one is not. USCG senior leaders turned to RAND
for potential options to improve overall fleet readiness, reducing the potential two-year time lag between ship

delivery and fully operational status, and increasing the desirability of serving aboard these new ships.

P> The Challenge

The first OPCs are nearing delivery, and the USCG is turning
its attention to the staffing requirements for the fleet’s pre-
commissioning period. USCG leaders believe that crew satis-
faction with precommissioning assignments is low because of
how long it takes for the ship and crew to become fully certi-
fied and ready for operations, which has cascading effects on
force readiness. The USCG also faces low return on invest-
ment if crew members leave the service or return to shore duty
upon completion of a precommissioning assignment, a prob-
lem that hinders the development of institutional knowledge

and expertise.

P How HSOAC Helped

To provide the USCG with an array of options to address
crew satisfaction concerns and improve institutional knowl-
edge, researchers conducted a literature review, held discus-
sions with subject-matter experts, and analyzed personnel
data. After a thorough analysis of the USCG’s existing

Task order 70Z202321FAPC02200; sponsor: USCG.
14

precommissioning plan for the OPC, the team identified chal-
lenges with the current process and developed ten alternative
courses of action. The courses of action offer varied approaches
aimed at four areas of interest: (1) improving crew satisfaction;
(2) ensuring that crews are adequately prepared for operational
patrols; (3) promoting the transfer of knowledge from crew to

crew; and (4) achieving standardization across the OPC fleet.

Read the full report on rand.org: Improving Precommissioning
Assignments and Readiness on the U.S. Coast Guard Offshore
Patrol Cutter (https://www.rand.org/t/RRA1617-1).

P> Impact
The report produced direct, immediate impact. The USCG

implemented a new assignment incentive pay for crews in
precommissioning status on an OPC and guaranteed sea-duty
points—a key factor for career advancement. The report’s positive
reception by USCG senior leaders led directly to changes to the
build contract for the OPC fleet, as well as potential adjustments
to the delivery process. The research was briefed at the Naval
Postgraduate School’s Acquisition Research Symposium in

May 2023.

P> What Happens Next
An HSOAC study is underway to assist the USCG’s ongoing efforts

to recapitalize its aging fleet of domestic icebreakers. RAND’s
review of existing capabilities and analysis of future icebreaker
requirements will provide DHS and USCG leaders a range of

options to close domestic icebreaker capability gaps.


https://www.rand.org/t/RRA1617-1

PROJECT HIGHLIGHT

Assessing the Best Implementation Method for Transportation
Worker Identification Credential Reader Requirements

In 2016, the USCG issued a regulation requiring certain high-risk maritime facilities to use electronic and
biometric access control programs. The USCG delayed implementation of the Transportation Worker
|dentification Credential (TWIC) final reader rule for facilities that handled certain dangerous cargoes in bulk
so that it could evaluate the cost-effectiveness of the program. HSOAC helped the USCG with this evaluation.

P> The Challenge

The USCG’s 2016 TWIC final reader rule requires any
high-risk facility to inspect TWICs electronically to verify

the identities of card holders with biometric data on file.
Implementation of the final reader rule has since been
delayed; in the interim, the USCG turned to HSOAC to help
it further refine the criteria for which facilities require addi-
tional security measures and to better understand the poten-

tial economic impacts of full implementation.

P> How HSOAC Helped

To support the USCG’s final reader rule, the research team

¢ used an innovative approach to estimating facility
population when a centralized database with all the
required information does not exist

¢ developed a robust facility risk model using objective,
transparent methodologies in which consequences are
grouped using observable facility attributes

¢ conducted a risk-informed cost-benefit analysis of the

reader rule delay.

The research team also outlined trade-offs between the rule as
written and potential alternatives, such as a more targeted rule
focusing on higher-consequence facilities. The research team’s
findings provided USCG leaders with the best information

available to shape implementation of the final reader rule.

Read the latest full report and the team’s earlier work on
the TWIC program on rand.org: Risk-Informed Analysis of
Transportation Worker Identification Credential Reader
Requirements (https://www.rand.org/t/RRA1687-1) and
The Risk-Mitigation Value of the Transportation Worker
Identification Credential: A Comprehensive Security
Assessment of the TWIC Program (https://www.rand.org/t/
RR3096).

P> Impact
USCG RADM Wayne Arguin recently testified to the House

Committee on Homeland Security, Subcommittee on
Transportation and Maritime Security, that the USCG was eval-
uating HSOAC’s findings and recommendations. The research
will then go to the National Maritime Security Advisory
Committee at DHS, which will assess how to incorporate the

findings into the risk evaluation of port facilities.

The value of the FFRDC model was on full display on this proj-
ect. The risk-assessment approach crafted by HSOAC’s research
team for the TWIC program was leveraged in another HSOAC

study that assessed the risks that small uncrewed aircraft systems

could pose for critical infrastructure sites and sectors.

Task order 70Z02320FMSR04300; sponsor: USCG.
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PROJECT HIGHLIGHT

Protecting American Interests in the Arctic

The Arctic is an increasingly active security environment and a key venue for strategic competition. Do U.S.
armed forces possess the capacity and capability to secure U.S. Arctic interests? How do U.S. capabilities
compare with those of other nations with interests in the Arctic? This project fulfills a congressional mandate
laid out in the FY 2021 National Defense Authorization Act.

P> The Challenge

The Arctic is an inherently challenging region in which to
operate: The extreme and variable climate, its remoteness,
and its sheer size pose significant challenges for personnel and
equipment. Although the United States has a sizable Arctic
footprint, it has invested relatively little in Arctic capabilities
and lags behind other countries (e.g., Russia and China) in its
investments in the region. To better understand the issues and
help clarify an Arctic strategy, HSOAC was asked to under-
take this congressionally mandated study. Although the focus
of the study is U.S. armed forces writ large, the USCG, which

operates extensively in the region, was a primary focus.

P How HSOAC Helped

The research team examined current and planned Arctic
capabilities. In their investigation, they used a mixed-method
approach that included a review of published strategies

and capability documents, subject-matter expert interviews

with USCG and U.S. Navy operators and planners, threat

Task order 70Z02321FMDWO01300; sponsor: USCG.
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analysis, and geographic information system—based computer
simulation. That research fed scenarios and assumptions

that the team used to conduct tabletop exercises with more
than 70 participants from every military service and other
organizations. The research team found that the United States
has important capacity shortfalls, along with less significant
capability challenges. The United States is capable of accessing
the Arctic to the same degree as other countries; however, it
lacks the capacity to sustain day-to-day operations at the same
level as Russia, the United States’ primary Arctic competitor. A
key indicator of this capacity shortfall can be seen in the small
inventory of polar-capable assets: The USCG has the only two
operational polar icebreakers across the joint fleet. The final
report offers recommendations that could significantly enhance

the USCG’s operational presence in the Arctic.

Read the full report on rand.org: Report on the Arctic
Capabilities of the U.S. Armed Forces and its annex
(https://www.rand.org/t/RRA1638-1). Report authors Abbie
Tingstad and Scott Savitz also published a commentary,
available on rand.org: “U.S. Military May Need to Invest

More in Arctic Capabilities” (https://www.rand.org/pubs/
commentary/2022/02/us-military-may-need-to-invest-more-in-

arctic-capabilities.html).

P> Impact

The report fulfilled a congressional requirement made as part
of the FY 2021 National Defense Authorization Act and contrib-

utes independent findings about needs and issues facing the


https://www.rand.org/t/RRA1638-1
https://www.rand.org/pubs/commentary/2022/02/us-military-may-need-to-invest-more-in-arctic-capabilities.html
https://www.rand.org/pubs/commentary/2022/02/us-military-may-need-to-invest-more-in-arctic-capabilities.html
https://www.rand.org/pubs/commentary/2022/02/us-military-may-need-to-invest-more-in-arctic-capabilities.html

United States in terms of Arctic capacity and capability. A draft
of the complete report was provided to the USCG’s deputy com-
mandant for operations in preparation for his congressional tes-
timony on Arctic policy. Additionally, the project sponsor noted
that the study would directly inform congressional committees in

crafting Arctic-facing legislation.

P> Want to Read More from RAND About the
Arctic?

Head to rand.org to read Exploring Gaps in Arctic
Governance: Identifying Potential Sources of Conflict and
Mitigating Measures (https://www.rand.org/t/RRA1007-1),

China’s Strategy and Activities in the Arctic: Implications for
North American and Transatlantic Security
(https://www.rand.org/t/RRA1282-1-v2), and the commentary
“Arctic Governance Is in Trouble. The Antarctic Could Be
Next.” (https://www.rand.org/pubs/commentary/2022/12/

arctic-governance-is-in-trouble-the-antarctic-could.html)
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PROJECT HIGHLIGHT

Evaluating the Impacts of Body-Worn Cameras for U.S.
Immigration and Customs Enforcement Agents

The adoption of body-worn cameras (BWCs) has increased steadily nationwide in response to public
protest, community concerns, and an overall desire for greater transparency in law enforcement. In
2020, Congress directed ICE to initiate a pilot program to determine whether BWCs could feasibly be

implemented across the organization.

P> The Challenge

In response to a congressional directive, ICE began a pilot
program in December 2021 to test whether it could success-
fully adopt BWCs. HSOAC researchers were called on to inde-
pendently assess the results of that pilot program, with a focus

on improving understanding on three key issues

¢ user adoption and effectiveness
* implementation

¢ the efficacy of the technology.

Researchers collected and analyzed data from the BWCs,
observed BWCs in training and operational environments,

and analyzed data and observations collected by ICE officials.

P How HSOAC Helped

The research team’s analysis of the pilot program identified
no critical issues to inhibit further incorporation of BWCs

across ICE. The report highlighted select key findings that

Task order 70CMSW22FR0000099; sponsor: ICE.
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addressed concerns ICE agents had about BWCs and offered

seven recommendations, including the following:

¢ increased monitoring of how BWC usage affects use of force,
assaults on officers, complaints, search refusals, and agents’
behavior

* improvements to BWC-wearing guidance and ease-of-use
protocol for agents to upload and organize video evidence,
which might require cybersecurity protection adjustments

¢ development of policies and procedures that will enable ICE
to respond to Freedom of Information Act requests without
disclosing personally identifiable information or putting

agents at increased risk from nefarious actors.

Read the report and the research brief on rand.org:
Independent Assessment of the Immigration and Customs
Enforcement Body-Worn Camera Pilot Program (https://
www.rand.org/pubs/research_reports/RRA2014-2.html) and
Assessing the Impact of Body-Worn Cameras in ICE. (https://
www.rand.org/t/RBA2014-2)

P> Impact

The research team’s assessment factored heavily into ICE’s

forthcoming final policy on BWCs.

P> Want to Read More from RAND About Body-
Worn Cameras?

Head to rand.org to read Wearable Technologies for Law
Enforcement: Multifunctional Vest System Options (https://
www.rand.org/t/RR2012).


https://www.rand.org/pubs/research_reports/RRA2014-2.html
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PROJECT HIGHLIGHT

Assessing the Geopolitical Impacts of Fisheries

The USCG plays a vital role in deterring illegal, unreported, and unregulated (IUU) fishing. IlUU fishing creates
significant challenges for sustainable fishery management. Fisheries play an important role in the economic
stability of many coastal countries, but they are also a subtle foreign policy tool with implications for national

and global geopolitical security.

P> The Challenge

In 2020, the USCG identified IUU fishing as its leading
global maritime security threat, and it approached HSOAC

to conduct an analysis of available tools to combat its prev-
alence. Fishery management affects economic stability and
food security for coastal countries; the collapse of fisheries
is a contributing factor to the rise of piracy. U.S. fishery law
enforcement resources and technologies are the best in the
world but difficult for other countries to replicate. How can
the USCG partner with nongovernmental organizations,
other countries, and other U.S. government agencies to
improve information-sharing and build partner capacity

and capability?

P How HSOAC Helped

The USCG asked HSOAC to examine how it could better
combat illegal fishing by partnering with Global Fishing
Watch, a nonprofit devoted to ocean-based transparency and

protecting fisheries. The organization creates and publicly

Task order 70Z02321FP04NA800; sponsor: USCG.

shares map visualizations and data and analysis tools to
advance ocean governance. The HSOAC research team
identified specific opportunities for collaboration between
the USCG and Global Fishing Watch. Their findings showed
that the USCG can expand its capabilities and reach by
partnering with the nonprofit, which provides a
non-government-based tool that is easily shareable with

international audiences.

P> Impact

After the team shared its findings with the USCG in January
2022, the service acted on the results. By December 2022,
Global Fishing Watch and the USCG signed a memorandum
of understanding to cooperate, particularly by sharing data
and technologies for detecting and monitoring illegal fish-
ing. This collaborative partnership has the potential to sig-
nificantly decrease incidents of IUU fishing, bringing with
it greater security, increased nation-based stability, greater
economic health, a better environment, decreased global

slavery and crime, and decreased piracy.



PROJECT HIGHLIGHT

Continuing HSOAC’s Work on School Safety

Building on previous research on safety for schools serving kindergarten through grade 12 (K-12), HSOAC
is working with CISA, USSS’s National Threat Assessment Center, and school systems to bring to bear
the best tools for assessing school security, handling threat reporting, and creating school climates in
which everyone feels safe.

P> How HSOAC Helped

Since 2020, HSOAC has carried out research and analysis in
support of CISA’s school safety efforts. Three reports have

already been released, focusing on

¢ foundational knowledge about system-based security

planning for schools

¢ challenges and barriers to successful school security

planning and implementation

P> The Challenge

e strategies to promote threat reporting in K-12 schools for
School safety is a high-priority issue. To help decisionmakers .. .
) incident prevention.

at the school and school system levels make effective and

appropriate decisions about their risks and vulnerabilities, . L
. . . . HSOAC—in partnership with CISA—developed school safety
HSOAC has built several toolkits designed to provide con- . .
. . . and doctrinal documents and companion web-based tools,
sistent doctrine and approaches that can be applied to any . . .
, . . available to schools free of charge. This combination of assets
school’s needs. The tools provide comprehensive approaches . . .
. . . has produced a user-friendly toolkit focused on helping K-12
for assessing threats and vulnerabilities at individual schools; L . .
. . . schools create and maintain threat reporting for their cam-
choosing security approaches that work together in a Lo . . .
. . puses, districts, and communities. Other resources—including
system-based or layered manner to reduce risks; and ensuring . . ) . .
. L a guide and online tool—assist schools in performing threat
that security approaches match each local community’s needs. . . ) . .
. . . . and vulnerability assessments to guide their security planning.
Although much of the discussion surrounding school security

has focused on physical security, there is also a need for stron- Read the full suite of reports at rand.org: A Systems Approach
ger focus on the human dimension. Schools receive compara- to Physical Security in K-12 Schools (https://www.rand.org/t/
tively little guidance on how to implement effective reporting RRA1077-1), Challenges in Implementing Physical Security

programs or build a strong, trusted reporting culture. Measures in K-12 Schools (https://www.rand.org/t/RRA1077-2),

Supporting Threat Reporting to Strengthen School Safety:

Findings from the Literature and Interviews with Stakeholders

Task orders 70RCSA20FR0000056 and 70RCSJ22FR0000005; sponsor: CISA.
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Across the K-12 School Community, (https://www.rand.org/t/
RRA1077-3) and Teachers' Views on School Safety: Consensus
on Many Security Measures, But Stark Division About Arming
Teachers (https://www.rand.org/t/RRA2641-1.html).

P> Impact

CISA lauded the research team’s work as a critical factor in
advancing school security planning and keeping schools safe,

and the sponsor was particularly impressed by the team’s

adaptability and innovation. One of the tools created by the
research team, the K-12 Bystander Reporting Toolkit
(https://www.cisa.gov/resources-tools/resources/
k-12-bystander-reporting-toolkit), was disseminated at a recent
training session conducted by USSS. Additionally, report
author Brian Jackson was a panelist at CISA’s National Summit
on K-12 School Safety and Security in November 2022, where

he discussed physical security at schools.
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PROJECT HIGHLIGHT

Helping the Department Understand How Inclusive Language

Affects Operations

Language plays a critical role in organizational culture. It is also a foundational element of human interaction.
DHS is the third-largest cabinet agency, and, because its mission scope is so broad, its agents have more
daily interactions with members of the public than those of almost any other federal agency have. In a climate
increasingly focused on inclusive language, DHS sought to understand how it could update its terminology

to meet that goal, abide by recent executive orders (EOs), and create a culture that supports lasting

implementation of inclusive language.

P> The Challenge

Because of DHS’s unique mission set, its employees interact
with a broad spectrum of people, often in high-stress, high-
stakes situations. In these challenging situations, interper-
sonal communication is critical to a positive outcome—for
individuals interacting with DHS agents and for DHS as an
institution. The current lexicon used by DHS agencies con-
tains words and phrases that are out of date with the most-
recent research on law enforcement best practices. CRCL
asked HSOAC for research and analytic support to adapt
DHS language to ensure that all people are treated with
dignity and respect.

P> How HSOAC Helped

The research team examined DHS’s use of language to assess
ways to improve the department’s lexicon and foster an orga-
nizational culture that embraces the use of respectful lan-
guage. The team provided feedback to DHS about terms that
research has revealed to be harmful to individuals and whose
continued use hinders DHS’s mission of keeping the home-
land safe. HSOAC’s research team focused on three spe-

cific areas—immigration, law enforcement and public-order
policing, and terrorism and counterterrorism—and provided

recommendations to DHS on how to update its lexicon to

Task order 70RDAD20FR0000131; sponsor: CRCL.
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foster trust, improve outcomes, and support operational effec-

tiveness. The team identified three key findings:

¢ The current lexicon is insufficiently inclusive and
person-centric.

¢ Itincludes terms recognized as harmful and inconsistent
with law enforcement best practices.

® The shortcomings are most likely a result of organizational

culture, process, and procedures.

From those three key findings, the team produced 12 specific

recommendations that fall into three broad categories:

¢ Update the DHS lexicon, along with DHS processes
and procedures.

¢ Create mechanisms to support the incorporation of
inclusive and person-centric language.

® Address inclusive language in DHS training, across

all levels.

Read the full report on rand.org: Language, Labels, and the
DHS Lexicon: Analysis to Support a More-Inclusive Lexicon

for Securing the Homeland.



P What Happens Next

Adjusting terminology—particularly when that terminol-
ogy pertains to underrepresented, marginalized, or minority
groups—is a polarizing issue. At the same time, research
indicates that the use of respectful language has direct oper-

ational benefits. It enhances the trust that individuals and

communities have in government organizations, such as DHS.

In the end, trust and respect will enable mission success for
DHS. Recognizing the complexity of this issue, DHS sought
out HSOAC’s expert analysis for the best path forward on
updating DHS terminology with care and research-driven
techniques. The research has just been published. We are con-

tinuing to engage with the sponsor and monitor the impact.
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PROJECT HIGHLIGHT

Supporting Emergency Management in the 21st Century:

New Practices for New Challenges

FEMA'’s EMI is a vital resource for emergency management professionals. As a field, emergency management
faces a dynamic and evolving future as it handles threats new and old and as the concept of what counts as
an emergency changes. EMI brings together professionals and newcomers from across the country to share
best practices and lessons learned, and it serves as a forum for developing deep institutional knowledge

across the field.

P> The Challenge

The field of emergency management has changed dramati-
cally since EMTI’s founding in 1951. To adapt its curriculum

to confront the challenges of the 21st century, EMI asked
HSOAC to help document its unique history; assess its current
educational curriculum; and present options for EMI’s future
organizational structure, educational and training content,
delivery mechanisms, and staffing and resource requirements.
In a series of projects for EMI, the HSOAC research team
aims to help EMI transition from a technical training pro-
gram into a multifaceted college for emergency management

professionals.

P How HSOAC Helped

To meet today’s emergency management challenges, EMI rec-
ognizes that it must adapt. HSOAC’s work for EMI enables the
institute to meet the goals outlined in its most recent strate-
gic plan, particularly by updating its curriculum, creating new
partnerships, and enhancing its ability to respond to future
challenges. HSOAC provided a seven-decade history of EMI to
understand EMI’s development and inform current strategy
about EMI’s future. The team identified four distinct histori-

cal phases:

e civil defense, from 1951 to 1979

* emergency management, from 1979 to 2001
® homeland security, from 2001 to 2020

¢ expanded all-hazards, 2020 to the present.
24

These phases are distinguishable by the core threats and haz-
ards that emergency managers faced at the time, as well as by the
partnerships EMI formed to address those hazards. Informed

by EMI’s historical record, HSOAC is providing EMI options for
its future organization to ensure that the institute continues to

meet the needs of emergency management practitioners.

Read the full report on rand.org: The Emergency Management
Institute at 70: From Civil Defense to Emergency Management in
an Education and Training Institution (https://www.rand.org/t/
RRA1523-2).

P> Impact

Impact from ongoing research includes revisions to EMI’s curric-
ulum to develop new certificate programs and new educational
programs at locations around the country, including for the

most-senior leaders in the field.

Members of the research team facilitated a workshop in conjunc-
tion with McChrystal Group for approximately 120 of FEMA’s
Senior Executive Service personnel, including the FEMA admin-
istrator. They facilitated breakout groups and plenary sessions

in which senior leaders shared their deep expertise, knowledge,
and skills in person for the first time in five years. The team also
contributed to the development of EMI’s Vanguard Executive
Crisis Leadership Program, which is a professional training and
development program for senior emergency management lead-

ers in both the public and private sectors. The program consists

Task order 70RDAD20FR0000131; sponsor: CRCL.
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of two weeks of in-person discussion at emergency
management-relevant locations around the country, as well

as online seminars.

P> What Happens Next

The research team is continuing its work to transform EMI
into the country’s leading emergency management training

and education institution. The projects include refining a
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curriculum for the Vanguard program and incorporating best
practices, as well as transforming EMI’s organizational struc-
ture and curriculum to meet the changing needs of emer-

gency management professionals in the 21st century.




PROJECT HIGHLIGHT

Assessing Risks That Climate Change Poses to National

Critical Functions

National critical functions (NCFs) are functions that are vital to the security, economic security, and
public health or safety of the United States. Based on a risk assessment, 27 NCFs are at risk of minimal to

moderate disruption due to climate change by 2100.

P> The Challenge

On January 27, 2021, President Joseph R. Biden, Jr., signed EO
14008, “Tackling the Climate Crisis at Home and Abroad.”
The EO describes the threat that the climate crisis poses to
U.S. homeland security and tasks federal agencies to address
their roles in mitigating the threat. To fulfill that mandate,
CISA asked HSOAC to develop a risk-management framework
to assess and manage the risk that climate change poses to
NCFs and to subsequently apply that framework to assess the
risks that climate change poses to 27 priority NCFs. Building
on the foundation of a previous framework created to assist
CISA in assessing risk to NCFs due to the coronavirus disease
2019 (COVID-19) crisis, the team got to work, considering, in
particular, the long-term view that must be taken to assess cli-

mate risks in the coming century.

P How HSOAC Helped

The research team developed a five-step risk-management

framework:

Identify higher NCFs.
Characterize climate hazards.
Evaluate how climate change could affect NCFs.

Assess risk to each NCF.

Stk N

Identify mitigation strategies to reduce risk.

Task orders 70RCSA21FR0000052 and 70RCSA20FR0000013; sponsor: CISA.
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The framework is compatible with existing CISA risk-
management efforts, supports an initial risk assessment of
climate-related risk to NCFs, and is repeatable for ongoing
assessment of climate-related risk in the future. Applying this
framework, HSOAC researchers assessed the risks posed by
climate change to 27 of the 55 NCFs. All 27 NCFs analyzed in
this report are expected to experience at least minimal disrup-
tion from climate change by 2100. By 2030, the NCFs Provide
Public Safety and Supply Water could be at risk of moderate dis-
ruption. The research team highlighted the implications of
cascading risk due to the interconnected and interdependent
nature of NCFs—particularly those that rely on electricity

for normal operations. The team also recommended future
risk-assessment efforts that evaluate the risks that climate
change poses to all 55 NCFs, a project that was carried out in
2022-2023, and another that focuses on regional instead of
national risks, an effort that is underway in the fourth quarter

of 2023.

Read the full reports on climate change and the related
COVID-19 report on rand.org: Assessing Risk to the National
Critical Functions as a Result of Climate Change (https://
www.rand.org/t/RRA1645-7); Assessing Risk to National
Critical Functions as a Result of Climate Change: 2023 Risk
Assessment Update (https://www.rand.org/t/RRA1645-8);
and Mitigating Risk Posed by Climate Change to the National
Critical Functions: Strategies for Supply Chains, Insurance
Services, Emergency Management, and Public Safety (https://
www.rand.org/t/RRA1645-9).
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A related tool, Climate Adaptation Strategies for National accompanying the FY 2023 House homeland security appro-

Critical Functions (https://www.rand.org/pubs/tools/ priations bill cited the impact of RAND’s NCF work for CISA.
TLA1645-1.html), and a report on COVID-19, A Risk CISA’s National Risk Management Center also shared its
Assessment of National Critical Functions During COVID- praise for the research team for its exceptional research and
19: Challenges and Opportunities (https://www.rand.org/t/ contributions to managing risk to U.S. critical infrastructure.

RRAZ210-1), are also available.

P> Impact

This report and a related earlier project on NCFs and the
COVID-19 crisis received much congressional attention.
Project leaders Andrew Lauland and Michelle E. Miro briefed 1y

both reports to congressional staff. Subsequently, the report

i 4,;’; i I‘ﬁ\‘:\ -

L

" W Wm

E\\\



https://www.rand.org/t/RRA210-1
https://www.rand.org/pubs/tools/TLA1645-1.html
https://www.rand.org/pubs/tools/TLA1645-1.html
https://www.rand.org/t/RRA210-1

Helping DHS Respond to Congressional Inquiries

In the past several years, HSOAC has supported DHS on various occasions as it addresses congressional
guestions and mandates, and our experts are called on to testify before Congress and to brief and discuss
complex issues with members of Congress and staffers. In this section, we highlight recent research of
congressional interest, as well as engagements with members and staffers.

HSOAC Research Projects Testimony

® We carried out an assessment of Arctic capabilities of the ¢ In September 2023 testimony to the U.S. Senate

armed forces for the USCG Office of Requirements and
Analysis, Capabilities Directorate.

We assessed the ICE BWC pilot program for the ICE Office
of Regulatory Affairs and Policy.

We carried out an asylum-processing analysis at CBP ports
of entry for CBP Planning, Analysis, and Requirements
Evaluation, Integrated Planning Division.

We are assessing the efficacy and impact of border
investments deployed within the past five years,

with particular focus on personnel, technology, and
infrastructure investments for CBP.

We are developing an analytical framework to trace the
impact that existing DHS actions and investments have

on forced labor in other countries, identifying potential
metrics for assessing those actions and investments and
considering how environmental circumstances could affect
that impact.

We are evaluating the Great Lakes National Center of
Expertise for Oil Spill Preparedness and Response for the
USCG Office of Marine Environmental Response Policy,

Interagency Coordination Division.

Committee on Homeland Security and Governmental
Affairs Subcommittee on Emerging Threats and Spending
Oversight, RAND researcher Jeff Alstott outlined six
actions the federal government could take in response to
potential threats arising from the intersection of Al

and biosecurity.

In June 2023, RAND researcher Ben Boudreaux

testified before the House Committee on Oversight and
Accountability, focusing on ensuring that technologies
deployed by DHS, and the U.S. government broadly, serve
the public interest.

In May 2023, RAND researcher Beth J. Asch provided
short- and long-term options to address the recruiting
crisis in the USCG during her testimony to the House
Committee on Transportation and Infrastructure,
Subcommittee on Coast Guard and Maritime

Transportation.



Briefings and Discussions with Members and Staffers e Adjunct RAND senior physical scientist Abbie Tingstad

briefed staff about Arctic security, with particular attention

* RAND senior policy researcher Andy Lauland and to China’s and Russia’s activities in the Arctic, and what

RAND information scientist Michelle Miro briefed DHS can do to respond
congressional staff about assessing risk that major threats « RAND senior policy researcher Noreen Clancy spoke with
d hazards—in this inst , COVID-19 and climat . .
a;l arards—m g rnstance and ciimate a bipartisan group of members of Congress on the House
— to NCFs.
change—pose o * Committee on Homeland Security, Subcommittee on

* RAND senior policy researchers Aaron Davenport and Emergency Management and Technology, about equity in

Daniel M. Gerstein briefed staff about U.S.—international .
disaster management.

cooperation to counter narcotics, focused particularly on . . . .
p P Y ¢ RAND senior policy researcher Dan Gerstein met with
fentanyl smuggling. . .
y gging congressional staff and took questions on how Al could be

. o . T o
Jessie Riposo, director of HSRD’s Disaster Management and used in biotechnology, export control, and arms control

Resilience Program and senior physician policy researcher . C .
8 phy policy scenarios. He also shared his insight on what emerging

Mahshid Abir met with staffers to discuss how to increase technology threats the United States could face in the

preparedness, response, and recovery for older adults coming decade.

and people with disabilities as the United States plans for

natural disasters.
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Measuring the impact of efforts to combat
forced labor

The explanatory statement accompanying the FY 2022
Department of Homeland Security Appropriations Act
requires S&T to partner with CBP’s Office of Trade to
build analytical capabilities to better understand the
impact of current processes for combating forced labor.
HSOAC was asked to help in this effort by developing
an analytic framework for DHS. The project is focused
on identifying and measuring the existing investments
to combat forced labor, projecting the impact of future
investments, assessing how changes in CBP’s capabilities
will affect other resource needs, and calculating how those

investments could influence U.S. businesses.




Fulfilling congressional mandates assessing the
state of border security

Two ongoing, complementary projects are assisting

DHS in assessing the state of border security. The first
project focuses on identifying the impact of border
security investments, and the second addresses the
personnel requirements for border security. DHS faces
unprecedented numbers of people arriving at the borders
while working steadily to prevent the illicit movement of
people and goods. HSOAC is assessing the current state
of border security, with a particular focus on operational

capacity and personnel billet management.

Evaluating Wireless Emergency Alerts (WEA)
system effectiveness

Following a nationwide test of the Emergency Alert and
WEA systems in October 2023, HSOAC will conduct

a survey for FEMA to evaluate and assess WEA’s
performance. The survey will focus on key technical
factors, such as geographic coverage and cell phone
carrier-related issues, along with such nontechnical
factors as reaching populations with physical, cognitive,

or language-based limitations. The survey will also assess
how effectively non-English speakers and state, local, tribal,
and territorial populations received the alert message.
HSOAC’s work will help FEMA understand how effective
its WEA system is at issuing national-level emergency alerts,
leading to a better-prepared and more resilient country.

Strengthening the DHS chemical defense
enterprise

Building on work done by HSOAC in the past two years,
researchers are conducting a study that will provide

the first annual review of DHS chemical defense and
security programs, along with an analysis of operational
information shared with state, local, tribal, and territorial
law enforcement partners. DHS’s Countering Weapons

of Mass Destruction Office and the DHS Chemical

Coordination Group asked HSOAC to help them
understand the state of DHS-wide chemical defense

and security efforts, how those efforts support the DHS
Chemical Defense Strategy, and which opportunities could

be implemented to maximize impact.

Assessing global catastrophic risk

The FY 2023 National Defense Authorization Act included
the Global Catastrophic Risk Management Act of 2022,
which requires the Secretary of DHS and the FEMA
administrator to coordinate an assessment of global
catastrophic and existential risk for the next 30 years.
HSOAC is assisting DHS in the assessment, specifically
evaluating risk posed by severe global pandemics, nuclear
war, asteroid and comet impacts, supervolcanoes, sudden
and severe changes to the climate, and intentional and
accidental threats arising from the development and use
of AI. HSOAC will coordinate a review of the final report
by subject-matter experts and other federal partners, as
outlined in the Global Catastrophic Risk Management Act.

Understanding the risks posed by emerging
technologies

HSOAC is continuing research and analysis of emerging
technologies, building on an earlier effort that identified
and ranked new and evolving risks. This ongoing project
will further define the risks of emerging technologies

to inform DHS decisionmakers about the risks, R&D
opportunities, and resource investments that could be
made to mitigate those risks.

As noted in the introduction to this report, HSOAC is housed
in HSRD. Outside HSOAC, HSRD conducts research and
analysis for other federal, state, local, tribal, and public- and
private-sector organizations that make up the homeland secu-
rity enterprise. In addition, HSRD conducts research and
analysis on homeland security matters for U.S. allies and

private foundations.
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This fiscal year, one project on which HSRD will be focusing is
support to the Puerto Rico Department of Housing to ensure
that Puerto Rico’s senior leadership has the best information
and analysis available to continue disaster recovery efforts
after Hurricanes Irma and Maria. In this effort, HSRD will

perform six tasks:

® Develop a recovery tracking tool and recovery funding

database.

® Analyze critical infrastructure recovery and prioritization

assistance.
® Analyze economic recovery efforts.
* Analyze emergency preparedness plans.

¢ Analyze society’s role in recovery efforts.
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HSOAC Public Publications, FY 2023

This fiscal year, HSOAC published around two dozen public products, all of which are available for free
download on rand.org. In this section, we list these documents, ordered from newest release to oldest.

Evaluating Department of Homeland Security
Component Colocation for Field Efficiency and
Performance: Framework and Methods

Jeremy M. Eckhause, Katharina Ley Best, David Metz,
Mel Eisman

In this report, authors outline a framework and methods for
DHS to conduct a colocation analysis. The authors then briefly
describe the need for a colocation assessment methodology,
describe the assessment framework and methods for each step
of the assessment, note limitations of the framework, and pro-
vide high-level conclusions based on applications of the frame-
work as part of several related reports.
https://www.rand.org/pubs/research_reports/
RRA1639-1.html

Existing and Emerging Topics and Potential
Priorities for the Safety and Security of the
Maritime Environment

Karishma R. Mehta, Abbie Tingstad, Emily Allendorf,
Emily Haglund, Krista Romita Grocholski, Gary Cecchine

With 95,000 miles of shoreline, the United States is a mari-
time country. Therefore, the country’s safety and security are
directly tied to those of the maritime environment. This
paper summarizes key existing and emerging maritime safety
and security topics for policymakers and highlights some
important considerations for technological modernization
and strategic partnerships to support homeland security mis-
sions in this space.
https://www.rand.org/pubs/perspectives/PEA2110-1.html

The Safety and Security of the
U.S. Maritime Environment

Karishma R. Mehta, Abbie Tingstad, Emily Allendorf,
Emily Haglund, Krista Romita Grocholski, Gary Cecchine

The safety and security of the United States are directly tied to
the safety and security of its maritime environment. This video
explores opportunities and threats in this space, which are
constantly evolving because of changes in economics, geopoli-
tics, society, demography, and other factors.
https://www.rand.org/multimedia/video/2023/08/24/
the-safety-and-security-of-the-us-maritime-environment.html

How Do We Know Whether Federal Disaster
Programs Are Equitable? An Initial Methodology
for Evaluating Social Equity Performance of the
Building Resilient Infrastructure and Communities
Mitigation Grant Program

Melissa L. Finucane, Noreen Clancy, Andrew M. Parker,
Jessica Welburn Paige, Karishma V. Patel, Devin Tierney,
Michael T. Wilson, Peggy Wilcox, Tucker Reese,

Jhacova Williams, Jordan R. Reimer, Thomas Edward Goode,
Sam Morales, Alyson Harding

In this short report, researchers summarize the results and
findings from a longer report—An Initial Methodology

for Evaluating Social Equity Performance in Disaster
Mitigation Grants: The Building Resilient Infrastructure and
Communities Program.

https://www.rand.org/pubs/research_reports/RRA2145-2.html
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One- to Four-Family Properties with Multiple Losses
Insured by the National Flood Insurance Program:
Property Characteristics, Community Demographics,
and Mitigation Strategies

Noreen Clancy, Lloyd Dixon, Erin N. Leidy, Michael T. Wilson,
Rahim Ali, Bruce Bender, Tucker Reese, Peggy Wilcox

The growing frequency and severity of flooding in the United
States are likely to increase the number of properties that
experience multiple flood losses. This report examines
properties with multiple losses insured by the National Flood
Insurance Program and the communities in which they are
located to help inform decisions related to floodplain

management, flood insurance, and mitigation efforts.

Language, Labels, and the DHS Lexicon:
Analysis to Support a More-Inclusive Lexicon for
Securing the Homeland

Douglas C. Ligor, Jennifer J. Li, Peter Nguyen,
Julia Vidal Verastegui

In this report, the authors provide CRCL an analysis of DHS’s
use of terminology in referring to people in certain racial,
ethnic, national, and religious groups. The authors also iden-
tify ways to improve departmental documentation, processes,
and procedures and create an organizational culture that sup-

ports lasting implementation of updated terminology.
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Current and Future Research on Labor
Trafficking in the United States

Joe Eyerman, Melissa M. Labriola, Isabelle Gonzalez

Reducing the prevalence of human trafficking is a national
priority. In this report, researchers recommend a research
agenda for DHS to promote operationally relevant, focused,
applied social and behavioral science research that would
inform decision- and policymakers and assist operational
partners in mitigating the crimes of labor trafficking and of
human trafficking more broadly.
https://www.rand.org/pubs/research_reports/RRA1681-1.html

Labor Trafficking in the United States:
Current and Future Research

Joe Eyerman, Melissa M. Labriola, Isabelle Gonzalez

Reducing the prevalence of human trafficking is a national
priority. This brief summarizes the research needs for address-
ing labor trafficking policy and enforcement.
https://www.rand.org/pubs/research_briefs/RBA1681-1.html
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Community and Individual Disaster Resilience
for Floods: Options for Improving Protective
Action Guidance

Rachel Steratore, Aaron Clark-Ginsberg, Shoshana R. Shelton,
Nipher Malika, Kristin J. Leuschner, Tucker Reese

Effective risk communication is necessary to reduce the
billions of dollars in damage and hundreds of fatalities that
occur yearly due to floods in the United States. This report
presents (1) a framework for informing an overall communica-
tion strategy and (2) processes for message development and
dissemination of protective action flood guidance for

diverse U.S. communities, ultimately reducing loss of life

and property.
https://www.rand.org/pubs/research_reports/RRA1770-1.html

Estimating the Energy Requirements to Operate a
Cryptanalytically Relevant Quantum Computer

Edward Parker, Michael J. D. Vermeer

In this working paper, researchers estimate the energy
requirements to operate a cryptanalytically relevant

quantum computer.

Homeland Security Operational Analysis Center:
2021-2022 Annual Report

HSOAC’s 2021-2022 annual report describes the FFRDC’s
research programs, provides project highlights, previews work

on the horizon, and lists publicly released publications.

Independent Review of the Homeland Security Grant
Program Terrorism Risk Formula and Data

lan Mitch, Lisa Saum-Manning, Jonathan Cham, Karishma R.
Mehta, Kristin J. Leuschner, Henry H. Willis

Researchers evaluated the Homeland Security Grant
Program’s terrorism risk formula for assessing threat, vul-
nerability, and consequence of terrorist attacks in states and
major urban areas. The review suggests alternative approaches
that FEMA could consider to improve the risk formula and to
address additional dimensions, such as community resilience
and equity.
https://www.rand.org/pubs/research_reports/RRA2009-1.html
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An Initial Methodology for Evaluating

Social Equity Performance in Disaster Mitigation
Grants: The Building Resilient Infrastructure

and Communities Program

Melissa L. Finucane, Noreen Clancy, Andrew M. Parker,
Jessica Welburn Paige, Karishma V. Patel, Devin Tierney,
Michael T. Wilson, Peggy Wilcox, Tucker Reese,

Jhacova Williams, Jordan R. Reimer,

Thomas Edward Goode, Sam Morales, Alyson Harding

Escalating natural disasters disproportionately affect some
U.S. communities, such as low-income and minority commu-
nities. The authors explore initial steps toward a methodology
that the Building Resilient Infrastructure and Communities
grant program can use to both communicate the pathway to
building community resilience in an equitable way and track
the program’s progress toward participation and success.
https://www.rand.org/pubs/research_reports/
RRA2145-1.html

The Cost of Cost-Effectiveness: Expanding Equity
in Federal Emergency Management Agency Hazard
Mitigation Assistance Grants

Benjamin M. Miller, Noreen Clancy, Douglas C. Ligor, Geoffrey
Kirkwood, David Metz, Steven Koller,
Stephanie Stewart

FEMA could simplify or amend the required benefit—cost
analysis process in applications for hazard mitigation assis-
tance to be more inclusive of lower-resourced communities.
Researchers explore how the process could be simplified to be
more inclusive of lower-resourced communities.
https://www.rand.org/pubs/research_reports/
RRA2171-1.html
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Characterizing the Performance
of Uncrewed Aircraft Systems

Bradley Wilson, Shane Tierney, Rachel M. Burns

Analysts leveraged available data on performance of uncrewed
aircraft system platforms and developed an approach to char-
acterizing spray coverage as a function of payload, speed,
endurance, and delivery. They present performance parame-
ters of interest, whether the spraying goal is breadth or density

of coverage.

Improving Precommissioning Assignments
and Readiness on the U.S. Coast Guard
Offshore Patrol Cutter

Jennifer Lamping Lewis, Aaron C. Davenport, Brynn Tannehill,
Austin Lewis, James V. Marrone, Victoria M. Smith,
Barbara Bicksler

Researchers identified approaches the USCG could take to
improve crew satisfaction with precommissioning assign-
ments on OPCs and overall fleet readiness. They evaluated the
options using five criteria: crew satisfaction, crew preparation
and knowledge retention, timeliness, feasibility, and cost.
https://www.rand.org/pubs/research_reports/
RRA1617-1.html
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USCG Project Evergreen V:
Compilation of Activities and Summary of Results

Aaron C. Davenport, Michelle D. Ziegler, Susan A. Resetar,
Scott Savitz, Katherine Anania, Melissa Bauman,
Karishma McDonald

This report summarizes the findings of Evergreen V, the most
recent iteration of an ongoing scenario-based strategic fore-
sight initiative that aims to help the USCG identify issues,
areas of opportunity, and potential challenges that it will likely
face in the coming decades, so that senior leadership can
better bridge the gap between near- and long-term planning

and prepare the service to meet future demands.

Activities and Results from
U.S. Coast Guard Project Evergreen V

Aaron C. Davenport, Michelle D. Ziegler, Susan A. Resetar,
Scott Savitz, Katherine Anania, Melissa Bauman,
Karishma McDonald

This brief summarizes the findings of USCG Project
Evergreen V, part of a long-term strategic planning effort to
identify emerging challenges and future trends that might
alter demand for missions and the ability to perform them.
https://www.rand.org/pubs/research_briefs/RBA872-1.html

Risk-Informed Analysis of Transportation Worker
Identification Credential Reader Requirements

Joseph C. Chang, James V. Marrone, David Metz, Sean
Colbert-Kelly, Matthew A. DeNardo, Keith Gierlack,
Chelsea Kolb, Ryan Bauer, Devon Hill, Kristin J. Leuschner

The USCG is determining how many facilities handle certain
dangerous cargoes and whether, according to a risk analysis,
requiring those facilities to biometrically verify the TWIC

of every person accessing a secure area of such a facility
would be cost-effective. This report answers those questions.
https://www.rand.org/pubs/research_reports/
RRA1687-1.html

Homeland Security Operational
Analysis Center (HSOAC)

This brochure describes HSOAC, an FFRDC operated
by RAND.
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Commentary

Each year, RAND experts write short commentaries that are published on either the RAND blog or on the
commentary pages of newspapers and trade outlets around the world. Many RAND commentaries cover
issues of interest to DHS and the broader homeland security community and are authored by staff who work
in HSOAC. In this section of the annual report, we provide a sample of some of the commentaries. We invite

you to visit rand.org for more.

Cyber Attacks Reveal Uncomfortable
Truths About U.S. Defenses

As has been reported time and again, U.S. critical infrastruc-
ture is under constant attack, held at risk by the insecurity of
the computing systems that operate its most-essential services.
Increasingly, the means for this misconduct are the very tools
employed in the name of cybersecurity.
https://www.rand.org/blog/2023/09/

cyber-attacks-reveal-uncomfortable-truths-about-us.html

Taking the Measure of Al and National Security

The rise of Al and ML gives new meaning to the measure—
countermeasure dynamic—that is, the continuous evolution of
defensive and offensive capabilities. The development of large
language models, in particular, underscores the necessity of
understanding and managing this dynamic.
https://www.rand.org/blog/2023/09/

taking-the-measure-of-ai-and-national-security.html

Disaster Recovery Creates Its Own Bubble

The initial estimates of damage from the wildfire on Maui in
August 2023 suggest that it will cost $5.5 billion to rebuild just
the town of Lahaina. But that is certain to be too low, and not
just because construction costs in Hawaii are about 20-percent
above the national average.
https://www.rand.org/blog/2023/09/

disaster-recovery-creates-its-own-bubble.html
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It’s Time to Take Societal Resilience Seriously

The devastating floods in Libya, the earthquake in Morocco,
and catastrophic wildfires in Hawaii and Greece in summer
2023 have once again raised questions about how societies
respond to moments of national crisis. A new focus on societal
resilience could improve response and mitigation efforts when
future disasters strike.

https://www.rand.org/blog/2023/09/

its-time-to-take-societal-resilience-seriously.html

After Maui Fires, Food Security Is a Major
Concern and Opportunity

The COVID-19 pandemic exposed the fragility of food supply
chains and highlighted Hawaii’s reliance on food imports. The
fires that devastated Maui provide another warning and per-
haps an opportunity. The full impact that the deadly Maui fires
will have on food resilience strategies remains to be seen and
discussed by those on the frontlines, but the disaster neverthe-
less highlights an urgent need for a system-based approach to
address both food security and wildfire prevention.
https://www.rand.org/blog/2023/09/

after-maui-fires-food-security-is-a-major-concern-and.html
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When a Quantum Computer Is Able to Break Our
Encryption, It Won’t Be a Secret

On October 23, 2019, Google published a groundbreaking sci-
entific research article announcing one of the “holy grails” of
quantum computing research: For the first time ever, a quan-
tum computer had solved a mathematical problem faster than
the world’s fastest supercomputer could. To maximize impact,
the Google team had kept the article tightly under wraps in
the lead-up to publication—unusually, it had not posted a pre-
print to the arXiv preprint server. The article sank, making
barely a ripple in the expert academic community.
https://www.rand.org/blog/2023/09/

when-a-quantum-computer-is-able-to-break-our-encryption.html

What Are Practical Steps to Embrace the
Messiness of Public-Private Collaboration
in the Fight Against Botnets?

Botnets are networks of computers infected with malware that
an attacker controls and uses to fulfill malicious cyber activ-
ities. Decisionmakers could incorporate a complex, adap-

tive system perspective to assess whether its organization and
immediate network, as well as the overall ecosystem, are adapt-
able and resilient enough to respond to botnet activities.
https://www.rand.org/blog/2023/08/
what-are-practical-steps-to-embrace-the-messiness-of.html

Much of the Damage in Maui
Will Be Invisible, but Very Real

The wildfires on Maui killed at least 96 people and damaged
or destroyed thousands of buildings in the town of Lahaina.
Although the loss of life is clearly the most tragic loss, officials
estimate that the cost to rebuild will exceed $5 billion. But the
full economic cost will likely be far higher because it will reach
deep into the intangible factors that make communities thrive.
After a natural disaster—be it wildfire, such as occurred on
Maui, or a flood, snowstorm, heat wave, hurricane, or
tornado—the physical wreckage from a disaster is obvious. In
contrast, the damage to a region’s human capital is invisible,
but it is real and persistent, creating a drag on the communi-
ty’s economic growth and development.
https://www.rand.org/blog,/2023/08/
much-of-the-damage-in-maui-will-be-invisible-but-very.html

Money, Markets, and Machine Learning:
Unpacking the Risks of Adversarial Al

It is impossible to ignore the critical role that Al and its subset,
ML, play in the stock market today. Although Al refers to a
machine’s ability to perform tasks that would normally require
human intelligence, ML involves learning patterns from data,
which enhances the machine’s ability to make predictions

and decisions.

https://www.rand.org/blog/2023/08/
money-markets-and-machine-learning-unpacking-the-risks.html
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A Model for Regulating Al

Although Al will bring many benefits, it is also potentially dan-
gerous. Curbing the gravity of that danger could involve estab-
lishing a model of oversight that focuses on the three parts of
the Al supply chain: hardware, the training of each model,
and rigorous review before each model is released.
https://www.rand.org/blog/2023/08/

a-model-for-regulating-ai.html

Truth Decay and National Security

The line between fact and opinion in public discourse has
been eroding and, with it, the public’s ability to have argu-
ments and find common ground based in fact. RAND calls
this diminishing role of facts and analysis in American public
life Truth Decay. Everyone can feel how it affects their day-to-
day lives—the family member who has fallen down a QAnon
rabbit hole, avoiding discussing current affairs with a neigh-
bor, or the fractious discourse on a television program. But
this phenomenon is also degrading U.S. national security, in
ways more difficult to observe than these.
https://www.rand.org/blog/2023/08/

truth-decay-and-national-security.html
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ChatGPT Is Creating New Risks for National Security

Large language models, such as ChatGPT and Claude, offer
a wide variety of beneficial applications. But some significant
risks associated with their use demand a coordinated effort
among partner nations to forge a solid, integrated defense
against the threat of malign information operations.
https://www.rand.org/blog/2023,/07/

chatgpt-is-creating-new-risks-for-national-security.html

The Promise—and Pitfalls—
of Researching Extremism Online

How big of a problem is extremism in the United States and
around the world? Is it getting worse? Are social media plat-
forms responsible, or did the internet simply reveal existing
trends? Few answers have been found because this research is
easy to do poorly and hard to do well.
https://www.rand.org/blog/2023,/07/
the-promise-and-pitfalls-of-researching-extremism-online.html

When Mass Shooters Are Seeking Fame

What motivates mass shooters? And what might break the
cycle of violence? Developing an effective policy response
first requires better understanding of the factors that drive
would-be attackers to kill.
https://www.rand.org/blog/2023/07/

when-mass-shooters-are-seeking-fame.html
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Tackling the Existential Threats
from Artificial Intelligence

Addressing potential risks posed by Al could begin with
simple steps, such as finding appropriate risk-management
approaches, conducting research to determine how Al can
better meet designers’ intent, and devising responses to issues
related to racism, sexism, and other biases in Al systems.
https://www.rand.org/blog/2023/07/

tackling-the-existential-threats-from-artificial-intelligence.html

The Problem of Surge Capacity

Supply chains’ vulnerability to routine disruptions has been
widely discussed and documented, but meeting such chal-
lenges can be even more difficult during unexpected surges
in demand caused by wars, public health crises, or other emer-
gencies. The creation of option contracts that would kick in
during surges is one promising solution.
https://www.rand.org/blog/2023/07/
the-problem-of-surge-capacity.html

The Arctic Is Our Last Global Commons—Let’s
Manage Its Fisheries Properly

Itis time to create a multilateral Arctic fishery management
plan before a moratorium on fishing in Arctic high seas
sunsets in 2037. There is an opportunity to get this right, but
not for long.
https://www.rand.org/blog/2023/06/the-arctic-is-our-last-
global-commons-lets-manage-its.html

The Al Conspiracy Theories Are Coming

For as long as there have been scientific breakthroughs and
technological innovations, people have been labeling them
as magic, witchcraft, or the product of nefarious conspiracies
directed by powerful, unseen actors.
https://www.rand.org/blog/2023/06/

the-ai-conspiracy-theories-are-coming.html

How Should the U.S. Government Buy Al Tools?

Al is increasingly being integrated into everyday life through
such tools as ChatGPT and the facial recognition on smart-
phones. Likewise, the federal government is expanding its use
of AI, but there has not been a coherent federal regulatory
process or policy expressed for responsible procurement of
Al tools.

https://www.rand.org/blog,/2023/06/

how-should-the-us-government-buy-ai-tools.html

We Aren’t Helpless in the Face
of Increasing Fires and Smoke

As swaths of central and eastern North America faced skies
choked with smoke in June 2023, people in the western part of
the continent empathized. That part of the continent watches
sunsets turned blood red through bloodshot eyes every year.
https://www.rand.org/blog,/2023/06/

we-arent-helpless-in-the-face-of-increasing-fires-and.html
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The United States Needs a Moonshot to Prevent
Extremism from Metastasizing

There are very real, and growing, concerns about domes-

tic extremism these days. In a poll from 2022, 88 percent of
Americans surveyed reported that they were very or somewhat
concerned about politically motivated violence. To put this in
perspective, in the month after 9/11, 71 percent of Americans
surveyed said they were very or somewhat worried about
another terrorist attack. As the country heads into what will
likely be a highly polarized election cycle, there is a real and
growing need for a sustained investment that could

prevent extremism from ripping through the social fabric of
the country.

https://www.rand.org/blog/2023/05/
the-united-states-needs-a-moonshot-to-prevent-extremism.html

Enter Outer Space at Your Own Risk?

If a customer pays a company, such as SpaceX, Blue Origin,
Virgin Galactic, or Boeing, to take them into space, perhaps
even enable them to perform their own spacewalk, should
those companies be bound by safety regulations issued by the
Federal Aviation Administration? Currently, the answer is
“no,” thanks to a law that bans federal regulation of commer-
cial space enterprises. As a result, individuals who choose to
go to space, and the public, might not have sufficient informa-
tion to reasonably assess the safety of commercial spaceflight.
Itis time to allow the moratorium on regulation to expire and
allow the development of safety standards, led by the Federal
Aviation Administration.
https://www.rand.org/blog/2023/05/

enter-outer-space-at-your-own-risk.html
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The End of the U.S. COVID-19 Public Health
Emergency: Q&A with RAND Experts

On March 13, 2020, as COVID-19 began claiming lives world-
wide at a frightening pace, the U.S. government declared a
public health emergency. That declaration was set to expire
on May 11, 2023. RAND experts reflected on the preceding
three years: What were the effects on the United States and
around the world, what had changed, what were the most
important takeaways, what was done right, and what was done
wrong? At the same time, they looked ahead to what might be
done to mitigate the health and geopolitical impacts of
future pandemics.

https://www.rand.org/blog/2023/05/
the-end-of-the-us-covid-19-public-health-emergency.html

ChatGPT’s Work Lacks Transparency
and That Is a Problem

After getting a set of questions about the COVID-19 pandemic
and putting together responses, Carter C. Price thought that
he would see how ChatGPT would do. ChatGPT could not pro-
vide concrete data or citations to back up its point, even with
more prompting, and it missed some nuance, but this was a
nice first start for a summary of the consensus view on the key
takeaways from the pandemic—and that is the problem.
https://www.rand.org/blog,/2023/05/

chatgpts-work-lacks-transparency-and-that-is-a-problem.html
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Coast Guard Leans Forward in New UxS [Uncrewed
System] Strategy but Faces Significant Challenges

The rise of uncrewed systems creates a challenging landscape
for the USCG as it endeavors to conduct its diverse missions
in the future. Among the most-daunting challenges are the
acquisition program’s inability to keep pace with emerging
systems, a lack of regulations to ensure the safe use of legal
systems, and a shortage of capabilities to deter and defend
against illegal activities.
https://www.rand.org/blog/2023/05/

coast-guard-leans-forward-in-new-uxs-strategy-but-faces.html

Do Car Companies Know Where Their
Critical Minerals Come From?

The initial slate of electric vehicles qualifying for the $7,500
federal tax credit in the U.S. Inflation Reduction Act was
announced in April 2023. Key to eligibility is the source of
critical minerals used in their batteries. Although the list of
acceptable countries of origin is still being negotiated, the IRS
should ask this important question: Do carmakers really know
where their critical minerals come from?
https://www.rand.org/blog/2023/04/

do-car-companies-know-where-their-critical-minerals.html

An Opportunity to Learn from Our COVID-19
Successes and Failures

COVID-19 showed that the U.S. pandemic response plans of
the past were no match for a protracted nationwide health
emergency. With this pandemic’s emergency phase over, it is
time to consider how the United States can do better next time
against a yet-unknown threat.
https://www.rand.org/blog/2023/04/

an-opportunity-to-learn-from-our-covid-19-successes.html

Can China’s Green Energy Acceleration Put at Risk
the West’s Hydrogen Plans?

Hydrogen (H2) plays a key role in the decarbonization plans
of the European Union and the United States. Both have
launched aggressive H2 strategies to increase the generation
of H2 and the deployment of related technologies. But these
bold ambitions could face headwinds caused by the accelera-
tion of China’s energy transition.
https://www.rand.org/blog/2023/04/

can-china-green-energy-acceleration-put-at-risk-the.html
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Should Mexico’s Drug Cartels Be Designated Foreign
Terrorist Organizations?

The March 2023 kidnapping and murder of U.S. citizens by
members of the Gulf cartel in the Mexican border town of
Matamoros provoked expressions of anger and calls for action.
Legislators introduced a bill to formally designate several

of Mexico’s drug cartels as foreign terrorist organizations.
Although the outcry was understandable, stridency should not
preclude strategic assessment. America’s problem with drug
trafficking is not the lack of statutes but the magnitude

of the problem.

https://www.rand.org/blog/2023/03/

should-mexicos-drug-cartels-be-designated-foreign-terrorist.html

The Time to Prevent Shortfalls in
Critical Materials Is Now

Rare earth elements are—despite their name—everywhere.
They are in cell phones, cars, even in dental crowns. They

are in satellites, wind turbines, night-vision goggles, and
laser-guided missiles. By one estimate, every F-35 Lightning

II fighter jet has around 920 pounds of rare earth elements
built into its engines and electronics. All of this makes China’s
near-total domination of the rare earth market a matter of
economic and national security concern.
https://www.rand.org/blog/rand-review/2023/03/

the-time-to-prevent-shortfalls-in-critical-materials.html
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lllegal Opioids Are Hurting Too Many of Us.
We Need a New Approach

Fatal overdoses are on the rise in the United States as potent,
synthetic opioids—such as fentanyl—proliferate. But deaths
are just the tip of America’s iceberg-sized opioid problem. To
save and improve lives, policymakers will need to take a
holistic approach. People who use opioids and the families of
those people should be at the heart of this new response.
https://www.rand.org/blog/articles/2023/03/
opioids-are-hurting-too-many-of-us-we-need-a-new-approach.html

Puerto Rico’s Food Security Must Factor in
Planning Energy Security

The devastation wrought by Hurricanes Irma and Maria in
Puerto Rico could provide an opportunity to rebuild Puerto
Rico’s energy system in a sustainable way. But failing to take
food security into account could leave people with plenty of
power but less food.

https://www.rand.org/blog/2023/02/

puerto-ricos-food-security-must-factor-in-planning.html
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Ohio’s Train Derailment—Not Spy Balloons—Is the
Real National Security Threat

In February 2023, a threat with potentially serious conse-
quences for the long-term national security of the United
States presented itself—and not in the form of a high-altitude
balloon. It was a railroad derailment, in East Palestine, Ohio,
which resulted in a discharge of vinyl chloride, a cancer-
causing substance that response crews burned to prevent an
explosion. Many organizations, including those responsible
for the safety and well-being of the people of East Palestine,
might not have viewed this incident as a national security
issue. But it is and, as such, requires a more vigorous response,
and certainly more attention than the spy balloon or balloons.
https://www.rand.org/blog/2023/02/
ohios-train-derailment-not-spy-balloons-is-the-real-national.html

Great Power Competition Is on the Arctic Agenda

Politicians, scientists, businesspeople, Indigenous lead-

ers, media representatives, and others met in January and
February 2023 at the Arctic Frontiers conference in Tromsg
to discuss a variety of topics, including occupational hazards,
energy projects, and marine plastic pollution. One of the
most-common refrains was laments about the end to Arctic
“exceptionalism,” the idea that this far northern region could
be immune to geopolitical troubles at lower latitudes. Can
great power politics be checked at the door of the Far North?
There are no easy answers to this question. But there is a grow-
ing realization that China is not going away in the Arctic,
bringing both of the United States’ strategic competitors into
Alaska’s backyard.

https://www.rand.org/blog/2023/02/

great-power-competition-is-on-the-arctic-agenda.html

Software Supply Chain Risk Is Growing,
but Mitigation Solutions Exist

Software supply chain risk has emerged as a leading concern
for private-sector firms and government agencies of all sizes.
There is even a legislative effort within the Senate Committee
on Homeland Security and Governmental Affairs to help
secure open-source software. Unpacking this supply chain and
finding methods to estimate and reduce the risk are a massive
problem for a variety of reasons.
https://www.rand.org/blog/2023/01/

software-supply-chain-risk-is-growing-but-mitigation.html

Immigrant Location Policies Can Be Done Right,
but That Isn’t Happening Right Now

An average of 2,400 migrants per day had been encountered
near El Paso, Texas, in the second week of January 2023, lead-
ing the city’s mayor to declare a state of emergency. Shelters
were overflowing, migrants were sleeping in the streets in
near-freezing weather, and the usually welcoming city was
overwhelmed. Far from El Paso, the mayor of Denver had just
declared a state of emergency because of the city’s struggles to
manage migrants’ arrivals.
https://www.rand.org/blog/2023/01/
immigrant-location-policies-can-be-done-right-but-that.html
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The Calls for More Progress on Space
Governance Are Growing Louder

Space might seem infinite, but the narrow band that hugs the
earth, where satellites and space stations operate, is not. A
recent RAND study described it as congested, contested, and
littered with debris. Tens of thousands of additional satellites
are scheduled to launch in the next few years, the vanguard of
a new space era. Existing space treaties will not be enough to
keep them safe, prevent crowding and collisions, and preserve
the promise of outer space.
https://www.rand.org/blog/rand-review/2023/01/

the-calls-for-more-progress-on-space-governance-are.html

What Does China’s Arctic Presence Mean
to the United States?

A USCGC spotted the ships during a routine patrol of the
Bering Sea, north of Alaska: a guided-missile cruiser and two
smaller ships from China, traveling in formation with four
ships from Russia. The cutter followed until they split up and
dispersed. The ships broke no rules and violated no boundar-
ies. But their appearance so close to the Arctic in the autumn
of 2022 raised concern in Washington nonetheless. For years,
China has worked to establish footholds in the region that
would give it access to rich mineral deposits and shipping
lanes, as well as a greater say in Arctic affairs. That—and a
strategic presence in a region ringed by the United States and
several other North Atlantic Treaty Organization countries.
Researchers at RAND and the Swedish Defence Research
Agency studied where China was operating in the Arctic, what
it wants, and what that could mean for regional security. They
concluded that China had made only limited inroads in the
Arctic but that that was not for lack of trying.
https://www.rand.org/pubs/articles/2022/what-does-chinas-

arctic-presence-mean-to-the-us.html
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A Way Forward for Police Recruiting

Police recruiting—and staffing in general—is in a prolonged
crisis, documented through a variety of media sources, select
surveys, and expert panels. Agencies are reporting significant
decreases in staffing and interest in careers, highlighted by
such figures as a 50-percent decrease in applications in New
Orleans from 2019 to 2021 and a recent staffing report show-
ing that the San Francisco Police Department was operating
at 1,263 personnel, not the recommended number of 1,528.
The sustained decline in interest in the police profession and
rising numbers of those leaving might be an outcome of public
pressure to change policing, the COVID-19 pandemic, chang-
ing demographics, and a host of other factors. It might also be
traceable to a longer-term change in attitudes toward police
careers stemming from the events in Ferguson, Missouri, that
sparked backlash against law enforcement.
https://www.rand.org/blog/2022/12/

a-way-forward-for-police-recruiting.html

The CHIPS Act Alone Won’t Secure U.S.
Semiconductor Supply Chains

The implementation of the Creating Helpful Incentives to
Produce Semiconductors (CHIPS) Act shows promise for revi-
talizing the U.S. semiconductor manufacturing industry via
investments in R&D, workforce development, and incentive
programs. Indeed, the act is projected to increase U.S. domes-
tic microelectronic manufacturing capacity by more than

1 million wafers per month. But executing on these ambitions
could take some time: to staff federal program offices, solicit
proposals from industry and academia, mature a sufficient
workforce, and construct new fabrication facilities.
https://www.rand.org/blog,/2022/10/

the-chips-act-alone-wont-secure-us-semiconductor-supply.html
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Q&A with the Experts: Puerto Rico

When Hurricane Fiona struck Puerto Rico on September 18,
2022, electricity went out across Puerto Rico. It was a reminder
that recovery from 2017’s Hurricane Maria was far from com-
plete. RAND researchers discussed the difficulties Puerto Rico
is still facing.

https://www.rand.org/blog/2022/10/

qa-with-the-experts-puerto-rico.html

Preparing for a Post-Quantum Future

Quantum computers could create a significant national secu-
rity risk by enabling attackers to break a foundational element
of security in U.S. networked communication infrastructure.
The federal government was engaged in a multipronged,
coordinated response to address the risks, but the task was
just beginning.

https://www.rand.org/blog/2022/10/

preparing-for-a-post-quantum-future.html

Climate, Technology, Trust: Ways to Help Students
Report Threats to Their School

In this RAND blog post, Pauline Moore and Brian A. Jackson
argue that schools already doubled down on physical security
in the wake of earlier mass shootings and that what is needed
now is a stronger focus on the human dimension. What might
be especially important is ensuring that students and other
community members feel safe coming forward with informa-
tion about a threat before tragedy strikes. When students or
others do not know how to report or are not willing to do so,
important opportunities to protect students could be missed.
https://www.rand.org/blog,/2022/09/

climate-technology-trust-ways-to-help-students-report.html

The Disaster Bills Coming Due

The United States still largely waits for a disaster to strike and
then spends billions to repair damage, rather than allocate
more funding to efforts that might reduce the level of damage.
Research shows that investing in resilience today—in other
words, preparing communities to bounce back after a disaster
hits—can significantly reduce the costs to recover after a
disaster strikes.

https://www.rand.org/blog,/2022/09/
the-disaster-bills-coming-due.html
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HSOAC is an FFRDC operated by RAND under contract with DHS.

RAND is a research organization that develops solutions to public policy
challenges to help make communities throughout the world safer and more secure,
healthier and more prosperous. RAND is nonprofit, nonpartisan, and committed
to the public interest.

For more information, visit www.rand.org/hsrd/hsoac.
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