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This report presents an individual’s strategy for preparing for, and responding to, terrorist attacks involving chemical, radiological, nuclear, and biological weapons. The objective is to provide simple and clear guidance for individuals to help them protect themselves in the event of an actual terrorist attack, which may involve extremely hazardous and unfamiliar conditions. Steps individuals are now taking or might take to avoid such attacks are not considered in this report.
In fall 2002, the Alfred P. Sloan Foundation asked RAND to conduct this study in an effort to develop guidance for individuals that would complement terrorism preparedness efforts at the local and national government levels. The result is an empirically based strategy that individuals can adopt and implement on their own.
Beyond individuals, government agencies and nongovernmental organizations charged with emergency preparedness, response, and management are encouraged to integrate this material into their plans, training, education, and public awareness campaigns. In addition, the report outlines the important roles that government and businesses play in enabling some of the individual’s actions.
The reference card included at the back of the report encapsulates the key recommendations in the individual’s preparedness and response strategy and can be removed for display in a prominent place. This strategy is also available in the form of a quick guide. See Individual Preparedness and Response to Chemical, Radiological, Nuclear, and Biological Terrorist Attacks: A Quick Guide, Santa Monica Calif.: RAND, MR-1731/1, 2003.
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This report defines a strategy that individuals could adopt to prepare for, and respond to, terrorist attacks involving chemical, radiological, nuclear, and biological weapons. Although the characteristics of such attacks may vary widely, they can all inflict severe damage and, as a result, create circumstances in which individuals would need to be concerned with protecting their safety and health and perhaps even their own lives.
The likelihood of such terrorist attacks is highly uncertain. Focusing on terrorist attacks involving chemical, radiological, nuclear, and biological weapons does not imply anything about their probability. Indeed, numerous recent terrorist attacks in the United States, including those in Oklahoma City and at the World Trade Center and the Pentagon, involved conventional weapons with catastrophic effects. Nonetheless, providing individual guidance for such attacks is important for several reasons. First, such attacks create conditions that can be extremely dangerous, so it is essential for individuals to know what protective actions to take to avoid injury or death. Second, the effects of such weapons are unfamiliar to most people and so individuals may find themselves in situations in which their instincts and conventional wisdom may be wrong. Finally, the recent heightened concern over terrorism has spurred demands for individual guidance for attacks involving chemical, radiological, nuclear, and biological weapons.
The Department of Homeland Security has taken an important step in launching the Ready campaign. A description of the various activities in this campaign can be found on its web page: www.ready.gov (U.S. Department of Homeland Security, 2003a). We view our recommendations as further developing these and other recent terrorism preparedness guidelines.
To develop an individual’s strategy, we designed an approach that began with scenarios and involved five steps:
The strategy that emerged from this approach involves actions that individuals can take that can save lives, even in catastrophic situations. These actions differ in important ways from how individuals should prepare for natural and other types of disasters. They are appropriate regardless of the likelihood of an attack, the scale of an attack, or whatever the government alert level. They are designed to be sensitive to potential variations in how such attacks might unfold but are also presented in ways to prepare individuals for surprises. Although comprehensive in character, the strategy is defined in terms of simple goals and rules that should be easy for an individual to adopt both to prepare for and respond to terrorist attacks.
At the same time, we appreciate that any preparedness strategy will need to be refined and updated continually, both as opportunities arise for further analysis and to account for the evolving nature of the terrorist threat.
The individual’s strategy that we recommend begins with specific actions that individuals would take in response to four types of terrorist attacks: chemical, radiological, nuclear, and biological. For each of the four types of terrorist attacks, the strategy provides the context in which individuals will be acting, what their overarching goals should be, and why these responses are appropriate and others are not. The strategy goes on to list the priorities individuals should have in responding, because one’s initial instincts may not always be the
right ones. The strategy concludes by defining those preparatory steps that individuals should take to be able to respond in these recommended ways. While not a part of our individual’s strategy, enabling government and business actions will be important to its success, and so these are included as well.
Box S.1 (below) summarizes the response strategy for a chemical attack.
Chemical attacks entail the dispersal of chemical vapors, aerosols, liquids, or solids and affect individuals through inhalation or exposure to eyes and skin. Numerous chemical agents could be used in a terrorist attack, including both industrial chemicals and chemical warfare agents. Chemical weapons act very quickly, often within a few seconds. As a result, government officials are unlikely to be able to give warning or guidance. Individuals must act almost instantly and on their own to minimize exposure. Critical to an individual’s response will be knowing where the chemical attack has occurred (outdoors or indoors) and then taking actions in light of where one is in relation to that release. An individual’s overarching goal would be to find clean air very quickly.
If the chemical attack is outdoors, sheltering inside and taking steps to close off the air flows provides protection by keeping out the chemical agent that is so dangerous when inhaled. However, because shelters cannot be entirely sealed from chemical agents, an individual needs to vacate the shelter as soon as it is safe. Knowing when it is safe will likely require guidance from emergency officials. Evacuation in such attacks is not recommended because individuals could not discover soon enough where it would be safe to evacuate to. Neither is using respiratory protective equipment recommended in an outdoor chemical attack because it would provide protection only if it could be done within a minute or less, and this is probably not feasible.
Box S.1
Overarching Goal
Find clean air very quickly.
Specific Actions
Finding clean air is particularly challenging in an indoor chemical attack, given the variations in ventilation systems. Consequently, response plans designed specifically for particular buildings should be followed. If no specific plan is available, the following strategy should be used. The most direct way to get fresh air is to open a window or door to the outside. If that option is not available, individuals should evacuate the building by the stairs to the street or, if closer and known to be accessible, to the roof. Because a risk exists that evacuation will involve moving through areas with dangerous concentrations of chemical agents, evacuation can be made safer by using an emergency escape hood.1 However, because escape hoods are costly and require advance training, using one may not be an option for many individuals. Individuals should evacuate the premises whether they have a hood or not because the alternative of sheltering in an interior space creates potentially more serious dangers.
Once an individual has obtained a reliable source of clean air, decontamination (remove and bag clothing, wash with soap and water) should be undertaken, because of the residual dangers of the chemical agents.2 Given the range of potential medical effects of chemical agents, anyone potentially exposed should also seek medical care.
Box S.2 (next page) summarizes the response strategy for a radiological attack.
A dirty bomb is likely to use conventional explosives to disperse radioactive material quickly across a wide area. The primary short-term exposure hazard is inhalation of radioactive material suspended with the dust and smoke from the explosion. A second, long-term hazard exists for many years for individuals who remain in the contaminated areas. The levels of radiation will be quite low, and, except for individuals injured by the explosion, the health effects will manifest themselves only after many years in the form of an elevated risk of cancer. As authorities are unlikely to detect the radiation immediately, individuals will need to respond on their own, without knowing whether radiation is present.
Box S.2
Overarching Goal
Avoid inhaling dust that could be radioactive.
Specific Actions
Critical to an individual’s response will be identifying where the radiological attack has occurred (outdoors or indoors) and then taking actions appropriate for where one is in relation to release of the radiation. The individual’s overarching goal would be to avoid inhaling dust that could be radioactive.
Individuals can protect themselves against radiological dust by quickly moving inside or outside—as appropriate, depending on where the explosion occurs—and covering their nose and mouth, using cloth or a particulate filter-equipped (dust) mask. A complication is that it is unlikely to be apparent for some time that radioactive material has been released. However, these actions are generally advisable in any explosion because many types of nonradioactive dust present health hazards and should be avoided as well. Evacuating the area immediately is not recommended because it cannot be accomplished in time to avoid the danger of inhaling radiation. Individuals on their own will also have little way of knowing the direction or extent of the radioactive contamination and, thus, where or how to find safety.
Anyone who has been exposed to radioactive material should undergo decontamination (remove and bag clothing, wash with soap and water) once safely sheltered from the source of radioactive material. Although contamination levels from a radiological weapon are likely to be quite low, the possibility of long-term exposure may be high enough in some areas that authorities will ask individuals to leave their homes or businesses for an extended period. Individuals should seek medical attention after officials tell them that it is safe to do so.
Box S.3 (below) summarizes the response strategy for a nuclear attack.
A nuclear explosion has immediate blast effects that knock over buildings. It also produces high-energy radiation and extreme heat. After 10–15 minutes, highly lethal radioactive material begins to fall out of a cloud that can extend for tens of miles. A nuclear detonation will be unmistakable the moment it occurs, but individuals are unlikely to receive any warning, guidance, or support from officials for up to several days. Critical to an individual’s response will be locating the area of this radioactive cloud. The individual’s overarching goal would be to avoid fallout by either evacuating the fallout zone quickly or seeking the best available shelter.
Evacuating out of the path of the radioactive cloud within 10 minutes provides highly effective protection against the fallout danger and is possible for individuals able to walk, even in the time available, given the relatively short distances. Finding the right way out of the path of the radioactive cloud requires effort but is not as difficult as it may first seem. The cloud is likely to cover a portion of the blast zone, so anyone there should move directly away from the blast center (away from the location of initial bright flash and from the greatest damage) until clear. The approximate location of the rest of the radioactive cloud can be determined by the direction in which the wind seems to be blowing the cloud. Individuals should move cross-wind until out from underneath the cloud. Once safe, individuals should find medical care immediately.
Box S.3
Overarching Goal
Avoid radioactive fallout: evacuate the fallout zone quickly or, if not possible, seek best available shelter.
Specific Actions
If evacuating is not possible, then sheltering is essential. Sheltering from nuclear fallout requires getting as much solid material (dirt, concrete, or masonry) and space as possible between the individual and the radioactive fallout. Such sheltering would be required for at least 24 to 48 hours. If the individual cannot get to an underground shelter within the timelines of the arrival of the radioactive fallout, the next-best shelter would be on the upper floors of a multistory building (greater than 10 stories), but at least three stories below the roof to avoid the fallout deposited there.
Individuals moving out of the path of the radioactive cloud can gain some additional protection by covering their skin, nose, and mouth, but this should be done only if it causes no more than a few moments delay in evacuating the fallout zone or finding shelter. Once protected from the fallout, people should decontaminate themselves. Those anywhere outside this fallout area should also take shelter, in their house or building basements, given the uncertainties about exactly where the radioactive cloud will travel.
Box S.4 (next page) summarizes the response strategy for a biological attack.
Biological attacks can involve two basic types of biological agents: contagious and noncontagious. Some agents (possibly anthrax) can survive in the environment for extended periods and cause further risk of exposure if the agent is resuspended into the air.
Each disease has its own timeline that depends on the properties of the biological agent. Most biological agents possess the unique feature that the attack may not be recognized until days later, after the incubation period of the disease. What this means is the government will play a central role in identifying the attack and guiding individuals about what to do. At the same time, the government will face many challenges in providing appropriate medical care, especially when many essential services will be disrupted. So individuals will need to be ready to act on their own, even in covert attacks, to achieve the overarching goal: to get medical aid and minimize further exposure to agents.
Box S.4
Overarching Goal
Get medical aid and minimize further exposure to agents.
Specific Actions
— If “in contact” with persons symptomatic with smallpox, obtain vaccination immediately.
•For noncontagious diseases, expect to receive medical evaluation.
— For anthrax, obtain appropriate antibiotics quickly.
3. For all others, monitor for symptoms and, for contagious diseases, minimize contact with others.
4. Leave anthrax-affected area once on antibiotics if advised to do so by public health officials.
Critical to an individual’s response will be knowing whether the biological agent is contagious or not and then whether he or she has been exposed. This strategy defines actions in general for contagious and noncontagious agents and then describes the guidance that individuals today would expect to receive for smallpox and anthrax, contagious and noncontagious agents, respectively, for those cases when the attacks are identified through clinical diagnosis.3
Individuals would be instructed to get medical treatment immediately if they are symptomatic. Anthrax can be countered with aggressive antibiotic treatment. Although no cure for smallpox exists, chances of survival improve with medical care.
Those individuals potentially exposed in a biological attack are those not showing symptoms but who were either present in the area of the attack or, in the case of a contagious agent, exposed to those who were. The primary concern for these individuals is the heightened probability that they may have been infected but are not yet showing symptoms. These individuals will be identified by public health officials.
For contagious diseases, individuals should expect and closely follow guidance from public health officials about the possible need for medical evaluations, medical surveillance, or quarantine. This helps ensure that if they become symptomatic they are treated quickly for their own safety and that they also do not infect others.
In the case of smallpox, individuals potentially exposed fall into two groups: those “in contact” with persons infected with smallpox and those present in the release area at the time of the attack or over the next two days. Because smallpox is thought to be contagious from the time a patient develops a rash until scabs have formed, it is critical that individuals “in contact” with those persons receive a smallpox vaccination as quickly as possible.4 Smallpox is the only known potential biological weapon for which postexposure vaccination has proven value, if given within three to seven days after exposure. In the case where a smallpox attack is identified more than seven days after the exposure, vaccination is unlikely for those individuals in the area at the time of attack because their exposure will have occurred too long ago for vaccination to be effective.
For noncontagious diseases, individuals should expect and closely follow guidance from public health officials about the possible need for medical evaluations and, in the case of anthrax, receive antibiotic therapy, which is useful for prevention in those who have been infected with anthrax spores. Individuals potentially exposed to anthrax include those present in the release area at any time since the attack.
Considerable uncertainty exists about the extent to which anthrax spores released in the air can become resuspended again after they have settled on the ground, thereby presenting a continuing health hazard. To avoid long-term dangers, officials may call for individuals in the affected area to relocate themselves to housing in other areas.
Because biological attacks will most likely be undetected for many days, the threat of being infected by the release is long past by the time individuals become aware of an attack. Thus, there is no practical benefit at this point to protect oneself by taking shelter or pursuing forms of respiratory protection (e.g., wearing particulate masks). If an attack were, however, identified at the time, such respiratory protection and sheltering would provide effective protection.
For sheltering and respiratory protection to be useful in a covert attack, they would need to be in place at the time. Possibilities for passive, “always-on” sheltering or respiratory protection exist, and these are discussed below as a useful preparatory action.
Box S.5 (below) summarizes the priorities to take as part of the individual’s strategy.
In responding in these ways to these potential terrorist attacks, it will be important for an individual to act with a set of clear priorities because an individual’s initial instincts may be wrong. Stopping to help others or acting to contact family and friends is a natural reaction. However, such actions could put an individual’s own survival at risk, where taking the recommended actions needs to happen quickly. Given the dangers to an individual’s body of radiological dust, radioactive fallout, and chemical agents, an individual’s next priority needs to be to take decontamination steps. In the case of helping others, most individuals will not be qualified medically to provide treatment in these types of terrorist attacks. Only after individuals have ensured their own safety should they attempt to contact family members or friends.
To accomplish the actions necessary to respond to the different types of attacks discussed above, an individual will need to take preparatory actions, the most critical one being to gain an understanding of what will be required and why. (See Table S.1.) Beyond this, advance plans can facilitate family communications, provide for long-term shelter, ensure proper medical treatment, and prepare for safe building evacuations and sheltering. A few items are important to have in an individual’s emergency kit for terrorist attacks. One is a dust mask with an 95-rated particulate filter, which protects against radiological dust and fallout as well as from biological agents. They are inexpensive and can be stored easily at home, at work, and in the car. Another is a battery-operated radio that could be a critical tool in providing information regarding when it is safe to vacate shelters and for receiving other instructions from government officials after chemical, radiological, and nuclear attacks. In the event of a chemical release, duct tape and plastic sheeting would be useful in sealing openings in a shelter that could admit chemical agents. Finally, protection against a biological attack can be improved by creating barriers to biological agents (weatherizing homes) and by installing high-quality particulate filtering systems that can remove contaminants from indoor air. To be effective during biological attacks, they would need to be in place in advance.
Box S.5
Table S.1
Preparatory Actions

Box S.6 (next page) summarizes enabling government and business actions.
Box S.6
While not a part of an individual’s strategy, enabling government and business actions will be important to an individual’s ability to carry out the recommended response actions. The more that individuals know about government plans for emergency and other kinds of medical treatment (vaccinations and antibiotics), decontamination steps, possible relocation plans, and how such information will be conveyed, the better they are prepared to respond appropriately and the more likely they are to comply with official guidance. Education and training programs, spearheaded by government and private industry, could serve these same goals. An individual’s ability to survive in different types of terrorist attacks could also be improved, perhaps significantly, through the introduction of detection and warning systems. A final area of government and business enabling activity would be to help ensure that products marketed for terrorism preparedness and response are safe and effective by setting standards for the design and performance of equipment, guidelines for their use, and warning labels.

1 An emergency escape hood is a soft-sided pullover hood with an elastic neck seal. These hoods provide chemical and biological air filtration for 15–60 minutes to enable the wearer to exit dangerous environments. Because there is no face seal, hoods require no fit-testing and are compatible with eye glasses and facial hair. As with any respiratory protection, users should be trained on proper employment of the hood. Escape hoods should only be used when issued as part of a workplace or other organizational safety program.
2 Contaminated clothing should be treated or disposed of in accordance with official guidance.
3 We include biological toxin agents, such as botulinum toxin or ricin, under biological attacks because, while their effects in the body are chemical in nature and they do not contain organisms or viruses, the consequences of the attack might not be realized for hours or even a few days and so the steps an individual would take would be similar to those for an attack involving noncontagious biological agents.
4 The contagious period is approximately 12 days, beginning 12–16 days after infection (Henderson et al., 1999). A “contact” is an individual who has come into close contact with an infected person while that person is contagious, as well as household members of those contacts (CDC, 2003a). Close contact is defined as living in the same home as someone who has smallpox or spending at least three hours in the same room with someone who has smallpox (CDC, 2003a).
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The September 11 attacks and the anthrax incidents that occurred in autumn 2001 clearly demonstrated to Americans that the possibility of becoming a victim of terrorism is very real. This new awareness has generated considerable interest and concern about how Americans should best prepare for, and respond to, terrorist attacks in the future.
Central to such preparation and response planning are the roles of federal, state, and local government agencies, which include activities ranging from global intelligence gathering to local emergency response. Beginning in the mid-1990s and accelerating rapidly since September 2001, all levels of government have focused on improving their capabilities to foresee, intercept, prepare for, and respond to terrorism in the United States.
The role of the individual citizen is a potentially valuable additional component of our nation’s effort to prepare for terrorism. Addressing the role individuals can play in preparing for and responding to terrorist attacks has benefits on two levels. On one level, an act of terrorism will result in an emergency situation and, as with any sort of emergency event, there are a number of preparatory and response activities that individuals can engage in to help protect their safety and health. On another level, because ordinary citizens are a primary target of terrorism, being informed, prepared, and ready to respond is likely to provide an individual with a sense of empowerment and confidence to combat the feelings of violation and despair that are the aims of terrorism. Moreover, if terrorists believe that they are less likely to be successful because of individual preparedness, then that preparedness could also serve to deflect terrorists from attacks against Americans.
Although considerable progress is being made in preparing government agencies to deal with terrorism, comparatively little attention had been paid to preparing the average citizen when this study began in fall 2002. This was understandable, given the formidable challenges and uncertainties involved. For example, predicting what kinds of terrorist attacks may occur in the future is very difficult, making it hard to advise individuals on a course of action. Questions also exist about how government agencies and other emergency response organizations will respond after an attack and how their activities will interface with what individuals will need to do for themselves.
To fill the gap, the Alfred P. Sloan Foundation asked RAND to undertake a study to examine the steps individuals should take to improve their ability to survive a catastrophic terrorist attack.
In carrying out the study objective, we used a scenario-driven approach to identify individual preparedness and response actions that enhance the safety and security of individuals in chemical, radiological, nuclear, and biological terrorist attacks.1 In this way, the analysis and recommendations in this report form the basis for a personal strategy for these types of terrorist attacks. In focusing on the role of individuals, the strategy complements the efforts of the government and private organizations who have critical roles to play. The strategy involves actions an individual would take to prepare and then respond in the event of an actual attack. Steps that individuals are now taking or might take to avoid such attacks are not considered as part of this report.
A strength of this approach is that it uses the effects of terrorist attacks and the resulting needs of individuals to identify potential actions that will result in the best protection for individuals who are victims. Working in the other direction—that is, adapting existing emergency guidelines to terrorist attacks—can lead to overlooked particular needs or can result in ambiguous, unnecessary, or counterproductive guidance.
The report focuses on developing an individual’s strategy for large terrorist attacks involving chemical, radiological, nuclear, and biological weapons, which are collectively referred to in this report as unconventional weapons. The strategy combines overarching goals, individual response actions to carry out in the event of an attack, priorities to keep in mind in carrying out these actions, and preparatory steps required to take the actions.
In developing this strategy, we drew on several resources. Our analysis included extensive research on the effects of different potential terrorist attack weapons, review of hundreds of available emergency preparedness guidelines, detailed review of published technical analyses of protective actions and equipment, and review of governmental terrorism preparation and response plans. We also conducted four focus group sessions with citizens to obtain community feedback on our ideas for an individual preparedness strategy and met with a group of emergency responders and emergency planners to gain their insights into how individuals should prepare for future terrorist attacks.
Since this study began in fall 2002, government agencies and other organizations have been devoting increasing attention to terrorism preparedness for individuals. (See, for example, Federal Emergency Management Agency, 2002; U.S. Department of Homeland Security, 2003a.) This is an important and very useful development. This report is intended to complement those efforts by providing a credible analytical basis for generating emergency guidance to individuals. In doing so, it is intended to present guidance that is specific and better linked to the anticipated effects of terrorist attacks, account for important differences between the effects of terrorist attacks as opposed to industrial accidents or natural disasters, and clearly distinguish and emphasize actions that address individuals’ immediate and primary safety and health needs. More fundamentally, this report also may contribute to ongoing efforts to understand the potential effects of different types of terrorist attacks and to help identify critical areas of uncertainty surrounding them, ultimately contributing to our ability to plan for and respond to terrorist attacks at all levels.
The terrorist attacks in 2001 indicate that the intent and capability of terrorists has increased and that the once-speculative threat of attacks with unconventional weapons in this country is now real. Still, terrorists face numerous challenges in carrying out such attacks, and many uncertainties surround what they may be able or willing to do.
The fact that this report focuses on terrorist attacks using unconventional weapons does not imply anything about the probability of such attacks occurring. Indeed, numerous recent terrorist attacks in the United States, including those in Oklahoma City and at the World Trade Center and the Pentagon, used conventional weapons with catastrophic effects. Although the risks of attacks using unconventional weapons may be small compared to the risk of those using conventional weapons or even natural disasters, providing individual guidance for such terrorist attacks is still important for several reasons. First, such attacks create conditions that can be extremely hazardous, so it is essential to know what protective actions to take to avoid injury or death. Second, the effects of unconventional weapons are unfamiliar to most people; as a result, potential victims may find themselves in situations where their instincts and conventional wisdom may be unproductive or even dangerous. Finally, the recent heightened concern over terrorism has spurred demands for individual guidance for attacks involving unconventional weapons.
The study began with the goal of addressing catastrophic terrorist attacks. Several different definitions of catastrophic terrorism have been proffered, typically relating to the type of weapon used, the number of casualties involved, and the extent to which services are disrupted.2 However, it soon became apparent that the scale of a terrorist attack is largely irrelevant in determining the best course of action an individual could take. Most of the steps that an individual can take will be equally effective or ineffective regardless of the size of an attack. Therefore, while our study has centered around “large” terrorist attacks, it made no rigorous effort to distinguish terrorist attacks on the basis of scale. Thus, the use of the term “catastrophic” throughout this report refers to large terrorist attacks involving unconventional weapons that create circumstances in which individuals would need to be concerned with protecting their safety and health and, perhaps, even with survival.
This report presents our approach and resulting individual’s strategy to prepare for, and respond to, catastrophic terrorist attacks. In Chapter Two, we describe the steps in our approach, including the information that we collected or created, the analysis we conducted, and the most important findings that emerged for the design of an individual’s strategy. This discussion is supported by detailed descriptions of each of the terrorism scenarios (Appendix A), a comprehensive list of the emergency preparedness guidelines reviewed as background for developing the individual’s strategy (Appendix B), and a description of the structure, purposes, and results of the four focus groups that RAND convened to obtain community feedback on our individual ideas for an individual preparedness strategy (Appendix C).
In Chapter Three, we present the individual’s strategy. For each type of terrorist attack, we introduce the response actions with a brief description of the characteristics of these attacks—i.e., the context in which an individual would need to act and the information that will be available. The response actions are then defined, beginning with the overarching goal that would guide an individual’s actions. The actions are followed by a discussion of why the recommended actions were chosen and why other actions were not. This is followed by the priorities an individual should have in responding to catastrophic terrorist attacks. The chapter then describes the steps individuals should take in advance to be prepared to take these response actions, including ways individuals can increase the level of “passive protection” from covert biological attacks through barrier and filtering strategies. The chapter concludes by discussing several ways in which the government and businesses can improve the ability of an individual to carry out this strategy or improve the strategy itself.
Chapter Four presents our overall conclusions, the most important one being that individuals can take simple actions that can save lives, even in catastrophic terrorist attacks. This chapter describes the critical aspects of our recommended strategy, including how it helps prepare individuals to deal with the uncertainties that will necessarily accompany any future terrorist attack. A brief overview of the risk perception and risk communication literatures, which is critical to effective dissemination and implementation of the strategy, is given in Appendix D. The chapter then describes how our individual’s strategy differs from the actions recommended in the current U.S. government terrorism guidelines. The report concludes with a brief description of how the study approach can be used in the future when strategies for specific populations need to be developed, when the terrorist threat changes, or when new response actions become available.

1 Scenarios have been used effectively in designing strategies for mitigating other types of hazards and for establishing property insurance premiums in the cases of earthquakes and floods. They are now being used in government emergency response efforts for terrorist attacks. This report extends this scenario-based approach to address individual preparedness and response to terrorist attacks.
2 The National Strategy for Homeland Security, for example, defines catastrophic terrorism as “a chemical, biological, radiological, nuclear terrorist attack involving large numbers of casualties, mass psychological disruptions, and contamination, that could overwhelm local medical capability” (Office of Homeland Security, Office of the President, Washington D.C., July 2002, p. 89).


In defining an individual’s strategy for catastrophic terrorism, we developed an approach consisting of five steps:
Figure 2.1 shows the five steps.

Figure 2.1—Overview of Approach
The remainder of this chapter describes, in turn, each of these five steps, including the information we collected or created in carrying out these steps and the most important findings that emerged for the design of an individual’s strategy.
We begin by developing catastrophic terrorist attack scenarios for two important reasons. The first reason is to discover whether individuals can take any actions in such situations that will make a difference in terms of their ability to survive. Only by evaluating the effectiveness of individual actions in these catastrophic terrorist attacks can this most fundamental question be answered. As their point of departure, the current U.S. government guidelines for terrorist attacks argue that preparing makes sense, suggesting that their recommendations will save lives. However, they offer no supporting analysis or evidence. (U.S. Department of Homeland Security, 2003a.)
Second, only by defining the specific situations and the resulting individual needs in catastrophic terrorist attacks can one discover what preparation and response actions are appropriate for an individual. Guidelines designed for other types of emergencies or emergencies in general (e.g., emergency kits and evacuation plans) are useful. However, in the context of terrorist attacks involving unconventional weapons, this general guidance may not address an individual’s specific needs. Even though the effects of the covert release of the smallpox virus and the spread of a naturally occurring contagious disease may be nominally similar, an individual’s needs may not be the same. Similar situations may hold for chemical attacks compared to hazardous material releases, for radiological attacks compared to leaks of nuclear reactor fuel, or for terrorist nuclear explosions compared to Cold War strategic nuclear attacks.
What emerged is a strategy that individuals can adopt that will help them survive and one tailored to the specific types of terrorist attacks, rather than one designed for emergencies in general, sometimes referred to as an “all hazards” approach.
The scenarios developed in our approach span the range of unconventional weapons—chemical, radiological, nuclear, and biological—and were designed to produce large effects (i.e., attacks that yield large numbers of casualties, put at risk the survival of significant number of individuals, and affect substantially
different types of services and/or infrastructure). Estimates of the major effects of these scenarios are summarized in Table 2.1.
Future terrorist attacks could vary in many different ways, such as the agents or weapons employed, the size of an attack, the kind of release, the location (rural or urban), and whether it occurs inside a building or outdoors. For the scenarios to be useful in designing an individual’s strategy, they need to be as representative as possible of the broad spectrum of potential types of terrorist attacks.
To achieve this, the chemical scenarios employed both a chemical weapon (sarin) and a chemical (hydrogen cyanide) that can be fashioned from readily available industrial chemicals; they involved attacks both outdoors and inside a building. The radiological scenarios involved commercially available or potentially orphaned radioisotopes (Americium 241 and Cesium 137) and were designed to maximize respectively the short-term radiation hazard over a small area and long-term contamination of a large area with low-level radiation. Variations in weapon yield were included in the nuclear scenario. The biological scenarios were defined to demonstrate the effects on individuals of both a noncontagious (anthrax) and a contagious (smallpox) agent.
Table 2.1
Scenario Effectsa1

There are many other possibilities for catastrophic terrorist attacks. Other types of contagious biological agents include plague, ebola, and dengue fever. Terrorists could also develop a chemical agent that had longer-term, more persistent effects, such as VX. In addition, terrorists could seek to release chemical or radioactive materials through attacks on industrial or nuclear facilities, respectively. These would each have different effects on individuals, but for designing an individual’s strategy, we conclude that the characteristics of the needs of individuals are similar enough in these other possibilities not to require developing additional scenarios or defining actions specific to such attacks.
The scenarios in our approach are intended to give a reasonable order of magnitude for the effects of such terrorist attacks. The precise effects, of course, are unknowable. Our goal was to have sufficient confidence to be able to define appropriate and effective individual response actions.
Many uncertainties surround what terrorists may be able or willing to do in carrying out attacks involving unconventional weapons. The risks of such attacks may be small compared with those from conventional attacks or even from natural disasters. However, one’s view of the terrorist threat or the potential risks is really not germane to what actions individuals should take if a catastrophic terrorist attack were actually to occur. Only when substantial costs to undertaking actions in advance are involved might some consideration of the potential risks be appropriate. Thus, while we considered that such attacks as those modeled in the scenarios were possible, we made no judgment about the probability of any of them occurring.
For our analysis, we assumed that the terrorist attacks occurred without warning. This may or may not be the worst case, but the result of this assumption is that it produces very challenging situations for individuals.
For each scenario, we described in detail the method of attack and the time scales (i.e., when the attack would be identified and how long its dangerous effects would be expected to last). Moreover, in each case, we made assumptions about what individuals could expect in terms of official actions (i.e., what kinds of information, guidance, and services they would likely receive from officials). We also estimated the number of individuals who would be potentially exposed to the attacks. Finally, and most important, we defined the effects on individuals. In contrast to many other efforts defining terrorism scenarios, we were exhaustive in describing the potential effects, covering not just casualties but also the damage to infrastructure and the disruptions in the various kinds of services. Some key scenario characteristics are summarized in Table 2.2. Detailed descriptions of each of the scenarios and their effects are provided in Appendix A.
Chemical Attack. For chemical terrorist attacks, we designed two scenarios. One scenario involves the outdoor release of 100 kilograms of aerosolized sarin sprayed from a truck. The material forms a cloud that spreads downwind from the release point. The cloud reaches its maximum dimension of approximately 2.5 by 1.5 kilometers (1.6 by 0.9 miles) in about an hour, after which it rapidly disperses. About 30,000 people are potentially exposed to lethal concentrations of sarin.
Table 2.2
Characteristics of Scenarios

The second chemical scenario involves the release of 34 kilograms of hydrogen cyanide into the air ventilation system of a 10-story building. In less than 10 minutes, the gas would be dispersed throughout all floors, potentially exposing the 1,000 occupants to lethal concentrations of the vapor.
In both cases, an individual will become aware of the attack by seeing its effects on other people, animals, and/or themselves. However, while the presence of a chemical agent would be immediately evident, the type would not likely be identified until after the fact. Because of the rapid onset of the dangers in both these scenarios, no warning or coherent announcement of the attack can be expected. The dangers in these scenarios are immediate but are likely to last for only a few hours at most. Officials should be in a position to announce when the dangers are over. The duration of the dangers in these chemical scenarios is one to four hours.
Radiological Attack. We designed two radiological attack scenarios using commercially available or potentially orphaned radioisotopes. In each attack, the isotopes are dispersed by a 100-pound conventional explosive. In the first scenario, 50 curies of Americium 241 are used to represent the short-term (few hours) hazards posed by inhaling radioactive dust in a small area, about one square kilometer. In the second scenario, the attack employs 10,000 curies of Cesium 137 to represent the long-term (years) hazards posed by contaminating a large area (approximately 500 square kilometers). Individuals would become aware of a radiological component to the attack shortly after emergency responders with detection equipment arrive on the scene, although determining the type, amount, and aerial extent of radiation would take significantly longer. The health effects in the form of elevated risk of cancer in individuals would manifest themselves only after many years. The biggest problem from these weapons will be long-term contamination that could make areas potentially uninhabitable for months or even years.
Nuclear Attack. For a nuclear terrorist attack, we designed a single scenario involving a one-kiloton nuclear surface burst in a medium-size city.2 The immediate effects of this ground burst would involve blast damage, heat, and prompt radiation in an area extending a little over one kilometer (0.6 mile) around the detonation point. Approximately 10 minutes later, radioactive debris would begin to fall from the cloud forming above the detonation and would be deposited on all surfaces in its path. Debris would continue to fall from the cloud as it moved downwind. Eventually, the radioactive fallout would cover an area a few kilometers wide and extend some 21 kilometers (13 miles) downwind. The debris would continue to fall for up to 24 hours, and the levels of radiation would remain high enough to pose an immediate hazard for several days, even for short exposures. Some 100,000 people would be potentially exposed. We also explored the effects of variations on the size of the nuclear weapon. In the case of a 10-kiloton weapon, the distances of the blast effects would be roughly double and the downwind extent (distance) of the fallout would more than double. Officials would not be in a position to provide guidance in the critical minutes before the fallout begins, but they should be in a position to announce when the dangers from the cloud’s radiation are over.
Biological Attack. We developed two biological attack scenarios. The first involves the aerial release of 50 kilograms of aerosolized anthrax over a medium-size city. We examined two variations: one with an efficient dispersal under ideal weather conditions and another with an inefficient dispersal under less favorable weather conditions. The release forms an invisible cloud and occurs undetected. Under ideal conditions with an efficient dispersal, the anthrax spreads over some 300 square kilometers (115 square miles), potentially exposing 500,000 people and infecting about 300,000 people. Under less than ideal conditions, the anthrax spreads over 30 square kilometers (11 square miles) potentially exposing 5,000 people and infecting about 3,000 people.
The second biological scenario involves a covert release of aerosolized smallpox virus in an enclosed arena. The virus is released by individuals through portable nebulizers and potentially exposes both those in the arena at the time of the release and those who enter the arena over the following two days. Of the more than 20,000 people in the arena, 300 are initially infected and begin a chain of infections that results in 1,000–2,000 smallpox infections before the epidemic is brought under control. During this period an undetermined number of individuals are at risk of becoming infected. In both biological scenarios, the attack is not identified until days after, when symptoms appear and are recognized by the medical and public health communities. At that point, officials would be in a position to offer guidance about the appropriate kinds of medical treatment and whether there would be a need for quarantine or relocation. The duration of the dangers in these biological scenarios is 50–70 days.
Some of the effects of terrorist attacks are so lethal or will happen so quickly that an individual can do very little about them (e.g., the blast and immediate radiation effects in a nuclear attack). However, other effects can be avoided or ameliorated by individual actions. We focused on individual needs in these situations. Notwithstanding the horrific character of these terrorist attacks, starting with scenarios led us to discover that the needs that affect an individual’s ability to survive across a wide range of attacks (primary needs) are few and that they tend to fall into two areas: clean environment and medical care. Beyond meeting their primary needs, individuals may also require access to emergency response services in the cases of fires or releases of hazardous material or experience losses in terms of infrastructure and utilities. While these needs are important, they are secondary and generally do not represent significant health or safety hazards. Addressing these needs is also well covered in the currently available general emergency preparedness and response guidelines. Consequently, these secondary needs are not addressed in our individual’s strategy.
Acting to meet these primary needs forms the basis for a set of overarching goals that individuals—on recognizing their exposure to the dangers—would seek in responding to each of these terrorist attacks. These goals, shown in Table 2.3, differ depending on the type of terrorist attack. Given how fast chemical agents spread in chemical attacks, the overarching goal is to find clean air quickly. Dust is always a danger in conventional weapon explosions and if infused with radiation it becomes an even greater danger. Thus, the overarching goal in a radiological attack is to avoid inhaling dust that could be radioactive. In a nuclear attack, radioactive fallout is a very serious danger that arises after the occurrence of the immediate blast effects. Thus, the individual’s overarching goal is to avoid this fallout by evacuating the area quickly or seeking the best available shelter. The main danger to an individual in biological attacks arises from exposure to, and infection from, the agents. Thus, getting medical treatment and minimizing further exposure is the overarching goal.
By using this scenario-driven approach, we were also able to identify the situational factors (listed in Table 2.4) that are critical in dictating what course of action an individual should take to achieve these overarching goals. For chemical and radiological attacks, the critical factors are whether the release is inside a building or outdoors and where an individual is in relation to that release. In nuclear attacks, the critical factors involve where the radioactive fallout cloud spreads and whether an individual can move out of this area before it becomes contaminated. In the case of biological attacks, the critical factors involve whether the agent is or is not contagious and whether an individual is exposed or infected.
Table 2.3
Overarching Individual Goals

| Chemical attack | Find clean air quickly |
| Radiological attack | Avoid inhaling dust that could be radioactive |
| Nuclear attack | Avoid radioactive fallout: evacuate the fallout zone quickly or seek the best available shelter |
| Biological attack | Get medical aid and minimize further exposure to agents |

Table 2.4
Critical Factors in Determining an Individual’s Response Actions

| Chemical attack | Whether release inside or outside and where an individual is in relation to release |
| Radiological attack | Whether release inside or outside and where an individual is in relation to release |
| Nuclear attack | Where radioactive fallout cloud spreads and whether an individual can move out of the area |
| Biological attack | Whether agent is contagious and whether an individual is exposed or infected |

In the next step, we defined a suite of potential actions that individuals could take to fill their primary needs in light of the different situations in which they might find themselves. This step in our approach involved an iterative process that matched actions to individual needs in the specific scenarios. In collecting potential actions, we sought to be as comprehensive as possible, regardless of an action’s actual merit. The potential actions are summarized in Table 2.5.
In this step, we drew heavily on the actions recommended in current U.S. government guidelines for responding to both terrorist attacks and other kinds of emergencies. We began by reviewing more than 200 currently available guidelines that include those prepared by approximately 30 federal agencies, departments, and national institutes, as well as those drawn from the websites of various state and local governments, universities, nonprofit organizations, private disaster relief organizations, and professional associations.3 We also surveyed publicly available emergency guidelines in other countries (United Kingdom, Israel, Japan, Switzerland, Canada, and Australia) that have had experience in preparing for terrorist attacks and, in the case of Israel, for chemical weapons attacks.
In the winter of 2002–2003, the Department of Homeland Security launched the Ready campaign that focuses on preparing for terrorist attacks (U.S. Department of Homeland Security, 2003a). Its guidance suggests ways in which an individual should prepare for, and respond to, attacks involving conventional explosions and biological, chemical, radiological, and nuclear weapons. These more recent guidelines became an additional source of potential actions in our approach, although they were largely drawn from previously existing guidelines.
Table 2.5
Potential Actions

| Medical treatment | Obtain medical care if injured, infected, or potentially exposed Undertake preventive medical treatment Self-medicate Minimize contact with others |

| Respiratory protection | Cover nose and mouth Use particulate mask Use chemical respirator |
| Shelter | Move indoors, close windows and doors, shut off air circulation systems (normal) Normal, plus sealing windows and doors Normal, plus weatherized structure Filtered-pressurized |
Evacuation | Immediately move out of affected area Relocate over time to avoid long-term hazards |
| Decontamination | Remove contaminated clothing Dispose of contaminated clothing Shower thoroughly |

We catalogued the individual actions into a database, where they were grouped into preparation and response actions and then further classified them according to a number of dimensions, ranging from information needs to taking shelter. They were also categorized according to the type of emergency (e.g., chemical, biological, nuclear, radiological, or natural disaster) or hazard they were designed to address.
The suite of potential actions for each type of catastrophic attack was then subjected to an evaluation process to determine how well each action would contribute to preventing, protecting against, or minimizing injury. A number of different criteria, intended to span the range of issues relevant to the overall effectiveness of an action, helped guide the evaluation. These criteria are listed in Table 2.6. The criteria were drawn primarily from a technical evaluation of protective actions for residents near chemical weapons repositories (Rogers et al., 1990). While these criteria were derived to address chemical protection actions, they are sufficiently general to evaluate actions in all our scenarios.
The extent to which technical data are available to evaluate the different actions varies considerably. In some cases, good measurements have been made, but in many cases, no relevant technical evaluations were available and we relied on our judgment. The evaluation process was thus somewhat subjective. Nonetheless, it provided an opportunity to examine a potential action in the context of the range of factors that influence its effectiveness.
In our evaluation, we paid particular attention to how the potential action fared in terms of its effectiveness for variations in the scenarios and in where an individual was located. We did this to ensure that the actions chosen would be appropriate for the various types of terrorist attacks—chemical, radiological, nuclear, and biological—and would not be specific to the scenario or an individual’s location. What emerges from our evaluation of the suite of potential actions is an appreciation of how important it is to match the individual action to the type of terrorist attack. For example, sheltering can be useful in all but an undetected biological attack. However, the form of sheltering differs significantly. Individuals need to move inside in both chemical and radiological attacks that occur outside; however, in a chemical attack, even more protection is called for (i.e., closing down air flows). Shelters against fallout from a nuclear attack need to be far underground.
Table 2.6
Evaluation Criteria for Potential Actions

Criterion | Explanation |

Protection capacity | Ability of action to provide protection in a technical capacity, regardless of other factors |
Implementation speed | The ability, based on both info from the scenario as well as the action itself, of being able to implement the action in time to help |
Protection duration | Ability of action to provide protection for the duration of the event |
Appropriateness for all populations | Children/infants, physically impaired, vaccine contraindicated |
Appropriateness for all locations | Home, office, school, out and about, car |
Maintenance | Extent of attention required when action not in use (i.e., before attack) |
Cost | Investment or sustainment cost |
Information limitations | Difficulty of obtaining information needed to know whether to execute |
Training or education needs | Training, education, skill required to prepare for or execute action |
Intrusiveness | How much it intrudes on daily life prior to event or activity during event |
Scenario specificity | Extent to which the action is appropriate only for the specific scenario being considered |
Discouraged by professionals | Extent to which action may be harmful to others or goes against professional recommendations |
Potential for adverse health effects | Potential to introduce other problems even while protecting against threat |

Our final step was to assemble those actions that proved effective into an individual’s strategy for catastrophic terrorism. The strategy begins with actions an individual would take to respond to each of the four types of terrorist attacks. It then describes the priorities an individual should have in such responses, given that one’s initial reactions might not always be right. Our individual’s strategy concludes with recommendations for the specific steps an individual should take to prepare for future catastrophic terrorist attacks, deriving these preparatory steps from the recommended response actions.
The development of this strategy was governed by a number of guiding principles. These emerged from our analysis of the effects of the scenarios and the resulting individual needs, from our review of the current U.S. government terrorism preparedness guidelines, and from the insights of citizens who participated in our focus groups.4 Based on this, the individual’s strategy should:
Because of the horrific nature of the effects of terrorist events involving unconventional weapons, an individual must not be distracted in the critical minutes of an attack by less important needs or in their preparations by a laundry list of measures. Thus, the strategy focuses on the primary needs of individuals to ensure their survival. Given how quickly an individual will need to act and the enormous psychological strain that will accompany such events, the strategy aims to leave an individual with as few choices and decisions as possible to make at the time. The actions are also designed to be triggered by some information that an individual can reasonably be expected to possess during an attack.
The response actions in the strategy have been defined so that they are appropriate for a range of variations in potential terrorist attacks, as well as for wherever an individual might be at the time—at home, work, or play. At the same time, we recognize that it will not be possible to predict all the possibilities for future terrorist attacks. Thus, the strategy and ensuing discussion provide the context and rationale for the actions to allow for refinements on the part of individuals at the time.
Only in the case of an attack using biological weapons does our strategy suggest that individuals will need to rely on government actions. This is because individuals are unlikely to identify such an attack on their own or have the medical resources to provide for their own health and safety. Therefore, the strategy suggests actions that an individual would take in those situations where guidance will be available from government officials or emergency responders. This is intended to help an individual understand why certain actions will be required and to gain confidence in what is being planned. At the same time, the government will face many challenges in providing appropriate medical care, especially when many essential services will be disrupted. So individuals will need to be ready to act on their own, even in covert biological attacks, to get medical aid and minimize their further exposure to biological agents.

1 A rad is a unit of absorbed dose from ionizing radiation that has the dimensions of energy per unit mass. A rem is a unit of biologically absorbed radiation dose and is equal to the dose equivalent to when the total dose multiplied by dimensionless factors that account for the efficacy of transfer of radiation energy into biological materials is equal to one rad. For the type of radiation that is created by a nuclear weapon, the two units can be considered as equivalent.
2 The size of a medium city is defined as 1 million to 5 million people.
3 In this effort, we discovered that many of the guidelines closely resemble each other and are based largely on those developed by the American Red Cross and the Federal Emergency Management Agency (FEMA). A complete list of guidelines reviewed in this stage is provided in Appendix B.
4 See Appendix C for a description of the structure, purposes, and results of these focus groups.


Based on implementing the approach described in the preceding chapter, this chapter defines a strategy that an individual would adopt to respond to, and prepare for, large terrorist attacks involving unconventional weapons. The strategy focuses on four types of terrorist attacks: chemical, radiological, nuclear, and biological. In each case, the strategy begins by describing what an individual would need to know about the characteristics and dangers of each type of attack. We then present an individual’s primary needs and overarching goals. This sets the stage for a description of the actions that an individual would take and why these are appropriate. Because an individual’s instincts in responding to such terrorist attacks may run counter to the course that provides the best protection, the strategy includes a set of priorities that an individual should bear in mind. The final part of the strategy is a discussion of the preparatory steps that an individual would take to carry out the recommended response actions. Given their importance to the success of the individual’s strategy, enabling government and business actions are also included at the end of this chapter.
Types of Attack. Chemical attacks entail the dispersal of chemical vapors, aerosols, liquids, or solids that have hazardous effects on people, animals, or plants. Chemical agents can be released by a variety of methods, including by bombs or by spraying from vehicles. They affect individuals through inhalation or exposure to eyes and skin. Their impact may be immediate (a few seconds) or delayed (several hours to several days), and some chemical agents are odorless and tasteless (FEMA, 2002).
Numerous chemical agents could be used in a terrorist attack, including both industrial chemicals and chemical warfare agents. A large number of industrial chemicals might be used, including various acids, ammonia, chlorine, hydrogen cyanide, pesticides, or phosgene. The main chemical warfare agents include nerve agents (e.g., sarin, tabun, soman, VX) and blister agents (e.g., lewisite, mustard) (CDC, 2000). Chemical attacks can occur outdoors or indoors, with this distinction having significant ramifications for the best response actions. The area affected by a chemical attack is likely to be fairly small, on the order of a square kilometer (0.4 square mile).
Timelines. Chemical weapons act very quickly, often within a few seconds, although symptoms can take longer to manifest themselves if concentrations are low. Individuals will have very little time to react to an attack unless they are warned that a cloud of vapor or gas is headed their way, which is unlikely. For an indoor release, the spread of the agent throughout the building will likely occur within minutes. Outdoors, the impact near the source will be immediate, with the lethal cloud reaching its maximum extent in about an hour.
Detection. While hazardous-chemical detectors are used routinely in many industrial environments, they are very rare in commercial or public areas. Consequently, the first signs of a chemical attack are likely to be the symptoms exhibited by other people or animals. In an indoor attack, events unfolding in one area could prompt an announcement over a public address system, giving those in other areas some additional warning. In some outdoor attack situations, if the chemical cloud is large and slow moving, media reports of the first casualties may provide some warning for those not yet affected.
Support from Officials/Governments. Because of the localized nature of chemical weapons and the lack of detectors, the government is not likely to play a role until after the dangers have largely subsided. At that point, it will provide emergency services to casualties and tell individuals when it is safe to go outside (if the attack was outdoors) or inside (if the attack was in a building).
Individual’s Primary Needs. Fundamentally, in a chemical attack, an individual needs access to clean air within a few minutes or less. If exposed, individuals will also need access to medical care and may need to decontaminate themselves. Because official guidance will not be available until after the attack, individuals must act by themselves to minimize exposure.
The response strategy is summarized in Box 3.1 (next page) and discussed in more detail below.
Critical to an individual’s response will be knowing whether the chemical attack has occurred indoors or outdoors and then taking actions in light of where one is in relation to that release. Key characteristics of chemical attacks are that they are fast-acting but are of short duration and cover a small area. The length and time scales are limited by the fact that dangerous concentrations of chemical agents are quickly diluted through diffusion and degradation by ultraviolet radiation. Consequently, these are localized and transient events. Response actions are therefore biased toward achieving rapid implementation over long-term protection. As a result, the individual’s overarching goal, as noted earlier, would be to find clean air very quickly.
Box 3.1
Overarching Goal
Find clean air very quickly.
Specific Actions
1. If the attack is outdoors and you are outdoors, take shelter quickly in the closest building, close all windows/doors, and shut off the flow of air. If inside, stay inside. Then, to the extent possible, move upstairs, find an interior room, and seal the room. Remain inside until told it is safe to leave and then ventilate and vacate the shelter immediately.
If the chemical attack is outdoors, finding shelter inside is the most critical action an individual should take. Individuals already inside should stay inside. Individuals outside should get inside the closest building as quickly as possible.
Such sheltering provides protection by blocking the chemical agent out of a space that contains uncontaminated air. It is an attractive action for a number of reasons. First, it can be implemented very quickly. In an urban environment, an individual can probably move indoors in less than one minute.
Second, it requires very little information. There is no need to determine the location of the source or direction or speed of the chemical cloud. Third, and most important, it provides very good protection. Technical evaluations indicate that such basic sheltering can reduce chemical exposure by 75 percent or more compared to the exposure outside the shelter.1 These results are consistent with the outcomes of the aerosolized sarin attack by the Aum Shinrikyo group in a residential area in Matsumoto, Japan, in June 1994. In that incident, all seven people who died had their windows open. All of those individuals who had closed their windows—including many people closer to the source, those in units adjacent to buildings in which fatalities occurred, and those on the lower floors of these buildings—survived the attack (Yanagisawa, 1995).
Because of the variability and uncertainties in the barrier capacity of shelters, individuals should always attempt additional expedient measures. These include moving upstairs, into an interior room, and sealing windows, doors, vents, and other openings with duct tape and plastic sheeting or any other available materials. These steps reduce the infiltration rate of the outside agent into a shelter. Because most chemical agents are heavier than air, they will sink, and the highest concentrations will form at the lowest points. Thus, moving upstairs will take a person into an area where the outside concentration is lower, thereby reducing the infiltration rate into the shelter. Moving to an interior room puts more doors and walls between a person and the outside, which also reduces the infiltration rate. Finally, taping and sealing a room, as detailed in Rogers et al. (1990) and Sorensen and Vogt (2001a), will improve the barrier capacity of the shelter and reduce infiltration.2
Because shelters do not provide perfect protection, the chemical agent will leak into the shelter. After some time, the chemical agent outside the shelter will dissipate and the concentration will drop to a level below that inside the shelter. While the concentration inside the shelter will also begin to decrease at this point, it will occur much more slowly than it does outside. If an individual remains in the shelter after this time, the reduction in his cumulative exposure relative to the outside begins to erode.3 Thus, a general concern for sheltering is minimizing unnecessary chemical exposure by vacating the shelter as soon as it is safe. This will require a combination of observation from inside as well as guidance from emergency officials.4
2. If attack is indoors, follow chemical attack plans specific to your building. If these are not available, open windows and breathe fresh air. If open windows are not accessible, evacuate (using escape hood if available) by stairs to street or roof.
For a suspected indoor chemical release, an individual should first try to verify that the source of the chemical release is really indoors. The simplest test is to look outside and see if people or animals are succumbing to the agent. Generally, if a chemical agent is detected in dangerous concentrations inside a building, it is very likely to be coming from inside, since only an enormous outdoor release would permeate indoor spaces in large quantities. Thus, while individuals should attempt to verify the source of the release, little time should be wasted in deliberations. If the result is unclear, an individual should assume that the release is indoors.
Responding to an indoor chemical attack is complicated by two important uncertainties. First, building air ventilation systems differ widely in their design and operation, making predicting how the chemicals will spread and concentrate difficult. Given this uncertainty, a response strategy designed for all buildings is necessarily generic and may not be ideal for all buildings. As such, the first action to take in an indoor chemical attack is to follow response plans for chemical release/attack specific to your building, if such plans exist.
The second important uncertainty is the risk that evacuating a building, particularly in large structures, could take an individual into harm’s way: The danger from the chemical agent along an evacuation route could be greater than where someone is currently situated. For this reason, the initial action in our recommended strategy is one that supersedes evacuation.
The quickest way to access fresh air in an indoor chemical release would be to open a window or door to the outside and breathe the outside air. This action is simple and quick and is recommended in any situation in which it is possible to do so safely. Major drawbacks are that outside windows are not readily accessible in many work environments and that many windows, particularly in newer buildings, do not open. However, while we recognize that this action is likely to be impossible for many, whether an individual will be able to take this action can be established with reasonable certainty ahead of time. Thus, an important consideration for this action is to determine its feasibility in advance so that valuable time is not lost ascertaining its feasibility during an attack.
For individuals who cannot access open windows or doors, evacuation is the other course of action. The dangers to an individual in evacuating the building could be reduced if they have rapid access to respiratory protection. For individuals in work environments who spend large amounts of time at or near a fixed location (e.g., a desk), respiratory protection stored at that location could be donned within a minute or less, which is fast enough to be effective. Among the different types of chemical respirators available, the relatively recently introduced “emergency escape hood”5 may be the most practical and effective for the general public. When a chemical attack occurs, an individual would immediately don the escape hood and evacuate the building.
While using escape hoods can be very effective for certain indoor chemical attacks, two important factors limit their overall attractiveness as part of an individual response strategy. First, escape hoods, like all types of chemical respiratory protection, can have adverse health effects if not used properly. As a result, they should not be purchased or issued without also providing proper training on their use, limitations, storage requirements, and other aspects of their operation. Second, escape hoods are currently quite expensive ($100–$200) and must be replaced after a single use (whether exposed to a chemical agent or not). Thus, escape hoods are not readily accessible to all.
As a result, substantial expertise, cost, and time are involved in using escape hoods for which an individual cannot be expected to be responsible. For these reasons, we view acquiring escape hoods not as an action to be taken by an individual but rather as an action to be taken by a business or building operator. Escape hoods should only be used when issued as part of a workplace or other organizational safety program. Decisions about whether to supply escape hoods should entail considering such factors as the type of activities conducted in the building, cost, training requirements, and perceived threats to particular areas or buildings.
With or without an escape hood, an individual should evacuate the building by the stairs to the street or, if closer and known to be accessible, to the roof.6 Moving through areas where the dangers could exist entails risk, but the alternative of sheltering in an interior space creates potentially more serious dangers (see the discussion below).
3. Once protected from chemical agent exposure, decontaminate by removing clothes and showering.
Individuals exposed to a chemical agent in an attack should always attempt decontamination. Individuals should only attempt decontamination after they have obtained a reliable source of uncontaminated air inside a shelter (for an outdoor attack) or outside a contaminated building (for an indoor attack). Outer clothing may absorb certain chemical agents and, hence, continue to present a hazard, particularly to the occupants inside a shelter. Exposed clothing should be removed and sealed in a bag or other container to avoid further contact with the chemical agent. Contact lenses and eyeglasses should be removed immediately (after washing hands) to avoid continued exposure to the eyes. If an individual is noticeably damp or otherwise contaminated beyond outer clothing, further decontamination by removing all clothing and rinsing with water may be required.
In some instances professional emergency responders may establish decontamination capabilities. These facilities should be used if accessible. However, in some cases (such as in a shelter), access to emergency responders may be delayed. In those cases, individual decontamination is an important action.
The danger posed by contaminated clothing may persist long after most acute health and safety risks have subsided, so contaminated clothing should be treated or disposed of in accordance with official guidance.
4. When conditions are safe to move about freely, seek medical treatment.
Given the range of potential medical effects of exposure to chemical agents, anyone potentially exposed should seek medical care. For many, this will mean emergency medical treatment on the scene. However, in some instances, the onset of symptoms from a chemical attack may be delayed by hours or days, so individuals with less-acute symptoms should not leave the scene before receiving instructions about where and when to seek medical care. Medical treatments can minimize or reverse the effects of some chemical agents, and the time scale for such treatments to be effective can range from minutes to days.
Based on our evaluation, the following actions are not recommended in a chemical attack.
For evacuation to be effective, an individual must move outside the dangerous area before being overcome by the chemical agent. While it may be possible for a person to successfully outrun the advancing cloud, this would require knowing fairly accurately which direction to run. Given the complex, small-scale wind patterns that can arise in an urban environment, there is no way to know with any certainty in which direction the cloud is spreading or whether the concentration decreases monotonically in that direction—pockets of high concentration may form downwind of lower concentrations. Even if the necessary evacuation direction is apparent, the local arrangement of streets and buildings may block that path.
We also do not recommend evacuating by car. While a car could allow for more rapid evacuation, the chemical protective capacity of a moving car is lower than that for buildings by a factor of 10 or more (Sorensen at al., 2002). Given the delay that may be incurred in getting into a car, as well as the uncertainties about which direction to take and whether an evacuating path is available, the potential dangers involved do not warrant taking this action when shelter is available.
Thus, given these formidable uncertainties, as well as the immediate protection provided by indoor shelter and the relatively short duration of a chemical attack, evacuation is not recommended. If, however, the release is in a large open area away from buildings, evacuation may be the only available course of action. In that case, an individual should move in a cross-wind direction and avoid low places where the gas could collect.
Because of the very rapid onset of the hazard in an outdoor chemical attack, respiratory protection would only be feasible if it were carried on the person and could be donned within a minute or less. This is considered impractical. Chemical respiratory protection stored in the home, workplace, or car would be of little use in an outdoor chemical attack because there will not be time to retrieve these items.
Expedient respiratory protective actions (e.g., covering nose and mouth with cloth) provide no protection from gases and only moderate filtration of aerosols (Rogers et al., 1990; Sorensen and Vogt, 2001b).7 Many chemical agents that may be delivered as aerosols, such as sarin, are also quite volatile; hence, aerosol particles condensed onto filter materials may still release hazardous vapors. Implementing expedient respiratory protection will also cause a brief but nonetheless critical delay in an individual’s effort to find shelter and will also hinder that effort by tying up one or both hands. These weaknesses outweigh the potential benefit. Thus, we do not recommend respiratory protection of any kind for an outdoor chemical attack.
Similarly, there will be no time to don chemical protective clothing. Further, since the primary hazard for most chemical agents is respiratory or to the mucous membranes, protective clothing would not protect the user from the most dangerous threat. Thus, protective clothing is not recommended for any outdoor chemical attack.
For indoor chemical attacks, sheltering in place has two serious flaws. First, since the agent is likely to be distributed through the building ventilation system, little chance exists of knowing whether a potential shelter space has already been contaminated. Second, sealing the shelter would require rapid and efficient sealing of the ventilation system because the agent is being forcibly introduced through a fan-driven air circulation system. Sealing a shelter with tape and plastic sheeting can be expected to take longer than the time required for the chemical agent to infiltrate the building.8 This action is therefore not recommended and should only be attempted if all evacuation routes are blocked. A predetermined and presealed shelter in a building would avoid some of these problems, but it would have to be located close enough that individuals could reach it in less than a minute. Therefore, one would be required on every floor.
Types of Attack. A dirty bomb uses conventional explosives to disperse radioactive material across a wide area, although slower and less dramatic methods are possible and may escape detection.9 The area affected by a radiological attack could be fairly small—a few blocks—or could cover hundreds of square kilometers with low-level radiation, depending primarily on the type and amount of radioactive material used. The hazards to individuals from the radiation are likely to be quite low and will manifest themselves only after many years, if they do so at all. For those close to the explosion, the hazards from the blast are much higher. While indoor attacks are also possible, outdoor attacks have the potential to affect more people, cause more social anxiety, and contaminate a larger area than indoor attacks.
The hazard from a radiological bomb results from two categories of exposure. The primary short-term exposure hazard is inhalation of radioactive material suspended with the dust and smoke from the explosion. Inhaled radioactive material can be deposited in the lungs and will continue to expose the individual to radiation for as long as the material remains in the lungs, which can be many years. A second, long-term external exposure hazard exists for individuals who remain in the contaminated areas over a period of years. Although there is considerable debate in the scientific community about the effects of low levels of radiation on individuals (e.g., Jones, 2000), it is likely that authorities will take steps to address this risk, either by limiting access or decontaminating the area (Levi and Kelly, 2002).
Timelines. The dispersal of radiological material by explosives is likely to be quick. Much of the material will be lofted into the air with the smoke cloud and then deposited on the ground within several hours of the explosion as the cloud passes overhead. Authorities may not know for an hour or more that the explosion dispersed radiological materials, and it could take a day or more to identify and characterize the contaminated area.
The key characteristic of radiological attacks is that the resulting levels of radiation will be quite low. Except for the individuals injured by the explosion, the health effects of both short- and long-term exposure will manifest themselves only after many years in the form of an elevated risk of cancer.
Detection. Because any immediately visible consequences of the radiation are unlikely, an individual will only become aware of a radioactive release from officials or media reports. Radioactive contamination is very easy to detect with relatively inexpensive equipment. First responders in some areas and most hazmat units are equipped with detectors and could confirm a radioactive release associated with an explosion soon after arrival on the scene. Some cities are reported to have installed monitoring systems that continuously sample the air (Department of Homeland Security, 2003c;Rashbaum, 2002), which could enhance detection capabilities. Determining the type of radioactive material may take a little longer, because it requires more-sophisticated instruments. If the material is released slowly, without an explosion, detection of contamination could be delayed significantly if the city does not have monitoring systems installed.
Support from Officials/Governments. Since detectors are required to signal the presence of radiological materials, the government will likely play a central role in the response to any such attack. However, because it could take an hour or more to detect the radiation, individuals within the cloud will not know that radiation is present immediately following the event, the period when the risk from inhalation is greatest.
Individual’s Primary Needs. Fundamentally, an individual needs to avoid exposure to radiation, particularly through inhaling radioactive dust from the cloud. If exposed, an individual should also seek medical care as soon as it is safe
The response strategy for a radiological attack is summarized in Box 3.2 (next page) and then discussed in more detail below.
Critical to an individual’s response will be knowing where the radiological attack has occurred (outdoors or indoors) and then taking actions appropriate for where one is in relation to release of the radiation. The individual’s overarching goal would be to avoid inhaling dust that could be radioactive.
Box 3.2
Overarching Goal
Avoid inhaling dust that could be radioactive.
Specific Actions
1. If an explosion occurs outdoors or you are informed of an outside release of radiation and you are outside, cover nose and mouth and seek indoor shelter. If you are inside an undamaged building, stay there. Close windows and doors and shut down ventilation systems. Exit shelter when told it is safe.
2. If an explosion occurs inside your building or you are informed of a release of radiation, cover nose and mouth and go outside immediately.
The primary safety and health hazard in a radiological attack is inhalation of radioactive particulate matter generated from an explosion or other type of release (e.g., aerosol). A simple and effective way to prevent this is to take shelter in a structure that blocks the infiltration of particulates. This action is attractive because it is simple, quick, and effective. The onset of the exposure hazard in a radiological attack initiated with a bomb is expected to be immediate, and the exposure is greatest in the first few hours, while the particulate matter is still airborne.
For individuals outside when such an attack occurs, sheltering in a nearby building will provide good protection and should be attempted immediately. The closest shelter not damaged or endangered by the explosion should be sought because the goal is to minimize exposure to suspended particulate matter. Individuals already indoors should remain there as long as their building has not been damaged and is not threatened by fires or other consequences of the attack.
The primary complication with this action is that it is unlikely to be apparent that any radioactive material has been released for some time. However, this action is generally advisable in response to any explosion event because many types of nonradioactive dust present health hazards and should be avoided as well. In addition, sheltering will help counter the tendency for people to gather at an explosion site, thus decreasing the impact of any secondary device that may target those who gather at the scene. As a result, finding shelter should be the goal in any explosion. Once emergency responders begin to understand the type and extent of radioactive contamination, they can provide guidance about when and how to vacate shelters.
Respiratory protection should be used to prevent inhalation of radioactive particulate matter. As with sheltering, a complication of this action is that the release of radioactive material is unlikely to be apparent for some time. However, for the same reasons as with sheltering, this action is beneficial in the response to any explosion event, whether radioactive material is present or not.
There are two primary variations of respiratory protection: expedient and particulate filter10 equipped facemasks. Expedient respiratory protection refers to using available materials, such as clothing or towels, as filter material. For individuals outside when such an attack occurs, expedient respiratory protection will be necessary, because the onset of the hazard is expected to be so rapid that effective use of a filter mask will be either impractical (i.e., it will have to be carried at all times) or too slow (because an individual would need to travel to a car or other storage space to retrieve it).
Evaluation of expedient respiratory protection shows that a wide variety of common materials have similar filtration efficiencies, with the efficiency increasing with the number of layers used (Guyton et al., 1959; Sorensen and Vogt, 2001b). According to those sources, wetting the material makes it no more effective and also increases breathing resistance and so should not be done. Given that most likely expedient filtration materials have similar protective capacities, the primary concern is obtaining a good seal around the nose and mouth. Thus, while understanding that options may be very limited, one should strive to use soft cloth and fold, cut, or tear it so that it can be handled in such a way as to hold it tightly over the nose and mouth. If tape is available, the material should be taped to the face to improve the seal. A substantial short-coming of expedient respiratory protection is that it requires at least one hand to hold it in place, thereby decreasing agility and mobility. In addition to improving the seal, taping the mask to the face can eliminate this problem. In any case, one should keep in mind that the respiratory hazard increases with the cumulative inhalation exposure, so even if expedient respiratory protection must be temporarily removed, it should be replaced as soon as possible.
Individuals indoors should evacuate the premises if the attack occurs indoors or damages or threatens their building enough to undermine its sheltering capacity. In this situation, a particulate filter mask may be appropriate. Regular building occupants could store a filter mask in their work space for rapid retrieval and donning in the event of a radiological attack or other explosion. These masks are much more effective than expedient measures, are inexpensive, are widely available, are compact, have long shelf lives, have minimal maintenance requirements, and are simple to use. We therefore recommend their use for anyone indoors in a potential indoor radiological attack.
3. Decontaminate by removing clothing and showering.
Radioactive particulate matter trapped on a person’s clothing, hair, or skin can pose an exposure hazard that remains even after direct contact from suspended particulate matter has been eliminated. Therefore, anyone who has been exposed to radioactive material should undergo decontamination once safely sheltered from the source of radioactive material. Decontamination should initially focus on removing any respirable dust, which would entail removing outer clothing and securing it in a bag or other container. While the hazard is primarily respiratory, contact of radioactive material with skin and eyes should be minimized by rinsing exposed skin, removing contact lenses, and showering as soon as possible. The danger posed by contaminated clothing may persist for long durations, so contaminated clothing should be treated or disposed of in accordance with official guidance.
4. Relocate outside the contaminated zone, only if instructed to do so by public officials.
Although contamination levels from a radiological weapon are likely to be quite low, long-term exposure may be high enough in some areas that authorities will ask individuals to leave their homes or businesses for some period of time. Relocation does not need to be done quickly because it is the exposure over many years that is the concern; the relocation could happen over weeks or months. Individuals may be allowed to return within a few months if the area is to be decontaminated, but it may also be many years before individuals will be allowed to return. Individuals will have to rely on authorities for information about whether relocation is called for and how long it is likely to last.
Based on our evaluation, the following actions are not recommended in a radiological attack.
The protection goal in a radiological attack is to avoid inhaling radioactive particulate matter. Evacuation could provide protection by enabling the individual to get outside of the range of the suspended material. While this action is attractive in some respects (e.g., it is effective, simple, and applicable to all locations), it suffers from slow implementation speed and requires more information than is likely to be available. Furthermore, the risk to an individual’s health from external exposure to the radiation is likely to be quite low. The greatest exposure hazard is in the initial minutes and hours after the attack, when the concentration of suspended material is highest. This is the time during which evacuation is least effective because it takes time to clear the contaminated area. Thus, individuals could incur more exposure during evacuation than by staying indoors. Also, individuals will have little way of knowing the direction or extent to which the radioactive contamination is distributed, so it may not be clear where or how far to evacuate. For those outdoors or inside an unaffected building, evacuation is not recommended.
Types of Attack. A nuclear detonation has several immediate effects: a powerful blast that knocks over buildings, high-energy prompt radiation from the nuclear reaction, a strong flash of light and heat, and an electromagnetic pulse that may interfere with electronic equipment. The distance those effects are felt from the detonation depends on the size of the weapon and how high above the ground the detonation occurs. In the Cold War, attacks were expected to have involved many strikes with very large weapons (hundreds of kilotons). While it is not possible to predict the characteristics of future terrorist attacks, they are probably more likely to use a single smaller weapon that ranges from less than a kiloton to 10 kilotons and are likely to detonate the nuclear device on the ground, not in the air.11 A ground burst will have reduced blast effects but will produce a larger footprint on the ground of the highly radioactive fallout cloud, extending possibly tens of miles. This fallout could be lethal to those in its path who are not well protected. Nuclear attacks will also significantly damage infrastructure, not only to buildings but also to utilities, electronics, and other services.
Timelines. The prompt effects of nuclear weapons are essentially instantaneous—they last for a minute or less. The fires caused by the heat from the detonation start soon after but are not likely to become a broad fire for 20 minutes or more. Radioactive particles from the fallout cloud begin to fall to the ground 10–15 minutes after the detonation near the spot of the detonation. Farther away, the radioactive fallout begins to land soon after the cloud passes overhead. After about 24 hours, all the fallout is deposited. The radioactivity in the fallout is extremely high early on. However, after two days, it will have decreased in intensity significantly (by a factor of 100 compared to one hour after the blast).
Detection. A nuclear detonation will be unmistakable from the moment it occurs. The bright flash, the widespread physical destruction, the searing heat, and the mushroom cloud are unique. During the Cold War, the attack would have been detected as satellites tracked missiles on their 30-minute journey to the United States from Russia, which would have given individuals a chance to get to a fallout shelter. Terrorists are much more likely to deliver the weapon surreptitiously, perhaps by a truck or ship, rather than by missile. Hence, there would be little chance for early detection and warning.
Support from Officials/Governments. Government officials would be unlikely to provide support until well after the detonation. Initial activities would include providing medical care to survivors, rescuing people from areas that are safe enough to enter briefly, and informing individuals when the fallout radiation was low enough that individuals could leave their shelters and the contaminated fallout area.
Individual Primary Needs. If the nuclear detonation occurs without warning, individuals inside the blast zone will have absorbed whatever prompt radiation they were exposed to seconds after the blast. Because the effects of radiation are cumulative, an individual’s primary need then is to protect against any further exposure. Because government support is unlikely to be available inside the fallout zone, possibly for days after the attack, individuals will need to act on their own to minimize such exposure.
The response strategy for a nuclear attack is summarized in Box 3.3 (next page) and discussed in more detail below.
Box 3.3
Overarching Goal
Avoid radioactive fallout: evacuate the fallout zone quickly or, if not possible, seek best available shelter.
Specific Actions
In a surprise attack, an individual cannot avoid the initial effects of a nuclear detonation—blast, heat, and prompt radiation. However, the dangers from exposure to the radioactive fallout from the cloud that will form shortly thereafter can be reduced significantly. This will require that an individual locate the area of this radioactive cloud and act quickly. The individual’s overarching goal would be to avoid fallout by either quickly evacuating the fallout zone or seeking the best available shelter.
1. Move out of the path of the radioactive fallout cloud as quickly as possible (less than 10 minutes when in immediate blast zone) and then find medical care immediately.
Individuals can best protect themselves by evacuating the area where the radioactive fallout is likely to land. This is the case because evacuation provides protection that is full and indefinite and is appropriate for wherever the attack occurs and for different variations in an attack. It makes possible access to medical care, which will be critical to individuals in the blast zone who may have absorbed a high dose of prompt radiation from the detonation or sustained injuries from the blast and heat. It is also low in cost and requires little preparation. The fallout zone is defined as that area in which the fallout will generate 100 rad over 24 hours.12 See Figure 3.1.
Evacuation affords such protection because the onset of the radioactive fallout is not immediate but is expected to begin 10–15 minutes after the detonation in the vicinity of the blast and extend for hours as the radioactive cloud moves downwind.13 Thus, a shortcoming of evacuation in attacks involving chemical or radiological weapons—that it cannot be done quickly enough to provide adequate protection—does not hold in this case. Evacuation also protects against the hazard of large fires that may emerge in the blast zone within 20 minutes or so after the detonation and could endanger individuals in shelters.
The distances an individual must travel to evacuate the fallout zone are not large. Even for a 10-kiloton weapon, a person located anywhere in the region between the blast site and up to about 10 kilometers (6 miles) downwind of the blast site would need to travel less than 2 kilometers (1.2 miles) to evacuate the most dangerous fallout area. Even where the radioactive cloud is at its widest, some 20 to 50 kilometers (10 to 30 miles) downwind, an individual would only need to travel at most about 5 kilometers (3 miles). In this latter case, more than 10 minutes would be available for evacuation because it would take some time for the cloud to reach that distance. Because roads are likely to be impassable for automobiles in many areas because of damage, debris, or traffic, individuals should evacuate on foot.
The primary considerations for this action are knowing whether one is in an area that may become contaminated by radioactive fallout and, if so, knowing which direction to take. Fallout is likely to cover a portion of the blast zone (Figure 3.1). Thus, anyone in the blast zone, which will be characterized by severe damage and broken windows even at its outer periphery, is in danger of contamination from radioactive fallout. The fallout zone will extend some 20–80 kilometers (10–50 miles) downwind, depending on the weapon’s size and the local winds. The downwind fallout zone will be less clearly delineated than the blast zone, but its approximate location can be determined by observing the mushroom cloud and the direction in which the wind seems to be blowing.
To evacuate from the blast zone, individuals should move directly away from the blast center until they are clear. The location of the center will be apparent from the initial bright flash and subsequent vertical rise of a mushroom cloud. If the location of the detonation cannot be determined quickly, individuals should walk in the direction of less damage, where more buildings are standing and where there are fewer broken windows.

Figure 3.1—Blast Zone and Radioactive Fallout Contours for a One-Kiloton and a Ten-Kiloton Nuclear Explosion
Individuals outside the blast zone who are in the radioactive cloud path (including those who evacuated in a downwind direction from the blast zone) should move in a cross-wind direction until out from underneath the path of the developing radioactive cloud. To determine the wind direction, individuals should look for the direction that the mushroom cloud or smoke from fires is going and go perpendicular to it. If they can feel the wind, they should walk with the wind in their ears.
Although individuals may not feel any symptoms, those in the blast zone may have absorbed a high dose of prompt radiation from the detonation. Thus, we highly recommend that such individuals receive immediate medical care once outside the fallout area because such care could be essential for survival.
2. If it is not possible to move out of the path of the radioactive fallout cloud, take shelter as far underground as possible or if underground shelter is not available, seek shelter in upper floors of a multistory building.
If evacuation is impossible, shelter is essential for anyone remaining in the path of the radioactive fallout cloud. Radiation from local fallout can be intense, delivering a lethal dose to an unprotected person in an area up to 8 kilometers (5 miles) downwind of the detonation within an hour, depending on the size of the weapon. To protect against this radiation, individuals should get as much solid material (dirt, concrete, or masonry) and space as possible between themselves and the fallout, which collects on the ground and roofs of buildings.14 The best shelter is well below ground level, in the sub-basement of a building, a subway tunnel, or the lowest level of an underground garage. These shelters can reduce exposure levels by factors of 1,000 or higher, as shown in Table 3.1.15
If an individual cannot get to an underground shelter within the timelines of the arrival of the radioactive fallout, the next best shelter would be in the upper floors of a multistory building (greater than 10 stories) but at least three stories below the roof to avoid the fallout deposited there.16 Protection is best as far as possible from the outside walls. Such a shelter can provide protection factors of 100 or higher, but it could be significantly less if the windows or structures have been damaged.
Table 3.1
Radiation Protection Factors for Different Shelter Types

Structure | Protection Factor |
Under three-feet of earth, sub-basements of | 1,000 or greater |
Central areas of upper floors (excluding top three | 100–1,000 |
Basements of houses | 10–20 |
Frame house | 1.5–3 |

SOURCE: Glasstone (1962), Glasstone and Dolan (1977).
Ordinary house basements provide inadequate protection in areas of intense radioactive fallout because they provide protection factors of only 10–20. However, at distances greater than about 25 kilometers (15 miles) from the detonation, where the levels of radiation will be much less, they could be sufficient.17 Nevertheless, because it could be difficult to know where you are in relation to the detonation and because the yield of the weapon is not known, the more shelter the better. In all cases, once inside the shelter, shut off all air circulation systems and close off doorways and windows. The room should not be sealed completely, because enough air will be needed to breathe for at least 48 hours. Individuals should remain in the shelter and await guidance from officials about when it is safe to leave, which could take 24 to 48 hours. Individuals should attempt to gain access to their emergency supply kit for use while in the shelter, but it is better to reach a good shelter in time without the kit. The ideal shelter would be prestocked with supplies to support occupants for two to three days.
3. Find ways to cover skin, nose, and mouth, if it does not impede either evacuating the fallout zone or taking shelter.
Although radioactive fallout will not begin to land in the blast zone and surrounding areas for at least 10 minutes, some radioactive particles and dust are likely to be present from the detonation. Therefore, individuals should take the precautionary step of protecting themselves from this radiation. Respiratory protection can be achieved by using particulate filter masks or other expedient measures, such as covering the nose and mouth with clothing or towels. (See the discussion in radiological attack section.) It is important to note that, in contrast to a radiological bomb, the primary hazard from radioactive fallout is radiation absorbed from outside the body. Respiratory protection steps, therefore, will provide only limited protection. As a result, we recommend that respiratory protection be retrieved and donned but only if this causes no more than a few moments delay in evacuating the fallout zone or finding shelter.
The radiation in nuclear fallout consists primarily of gamma emitters but also includes beta radiation. Protective clothing provides no protection from gamma radiation, although it can provide significant protection from beta radiation. We therefore recommend covering exposed skin but again only if it does not impede evacuating or taking shelter. In this context, any clothing that covers exposed skin and the head is considered protective clothing. Thus, most fully dressed individuals would only need a hat or hood. Protective clothing has the additional advantage of facilitating decontamination by providing a layer that can be quickly removed to dispose of any fallout material that may have accumulated on a person during evacuation or prior to sheltering.
4. Decontaminate as soon as possible once protected from the fallout.
Decontamination can provide protection for anyone who has spent time in the area of the nuclear blast or the radioactive fallout zone by eliminating exposure from radioactive particulates (dust) that have adhered to the body. Decontamination should initially focus on removing outer clothing, including shoes, and securing it in a bag or other container. Individuals should minimize contact of radioactive material with skin and eyes by rinsing exposed skin, removing contact lenses, and showering as soon as possible. Contaminated clothing should be treated or disposed of in accordance with official guidance.
Decontamination should be undertaken as quickly as possible but only after an individual is protected from exposure to fallout by evacuation or sheltering.
5. If outside the radioactive fallout area, still take shelter to avoid any residual radiation.
Because uncertainty exists about exactly where the radioactive cloud will travel and where the fallout will land, it is important for individuals outside the apparent fallout zone to take shelter. House or building basements should provide sufficient protection.
Types of Attack. Biological attacks can involve two basic types of biological agents: contagious and noncontagious. Contagious agents spread from person to person and include such agents as smallpox, plague, ebola, and dengue fever. Noncontagious agents do not spread from person to person; the primary threat is posed from the initial release of the agent. Such agents include anthrax and tularemia as well as biological toxins.18 Some agents have the potential to survive in the environment for extended periods of time and cause further risk of exposure if the agent is resuspended into the air. Left untreated, some of the diseases caused by either type of agent have the potential to kill a sizable fraction of those exposed to them. Because biological attacks may not be noticed for several days or weeks, there is no real difference for the individual whether the attack occurs indoors or outdoors. Some general characteristics of some biological agents are listed in Table 3.2.
Timelines. Each disease has its own timeline that depends on the clinical and epidemiological characteristics of the biological agent. When compared to other types of potential weapons, most biological agents possess the unique feature that the consequences of the attack might not be realized for several days to weeks after the attack has occurred. This duration correlates with the incubation period of the disease, some of which are listed in Table 3.2.
Anthrax. Based on data from the 1979 anthrax release at Sverdlovsk, the mean time between infection with inhalational anthrax and the onset of symptoms is 10 days, with the earliest and latest appearance of symptoms being 3 days and about 40 days after the release (Meselson et al., 1994). The large variation is thought to result from the ability of anthrax spores to remain in the body for long durations before germinating to produce the toxic vegetative form of the anthrax bacteria (Dixon et al., 1999; Inglesby et al., 2002). In a large attack, initial symptoms will likely begin to appear in the first week. If the release is undetected, it may take another two days or more before anthrax is suspected and another day before it has been confirmed. After the attack, anthrax spores can remain on the ground and other surfaces indefinitely and, if of high weapon quality, could potentially be resuspended and inhaled, posing further risk of infections. The risk of infection from resuspended spores is highly uncertain but thought to be much less than the risk from exposure of the initial release (e.g., Davids and Lejeune, 1981; Birensvidge, 1992; Weis et al., 2002).
Table 3.2
Selected Properties of Potential Biological Agents

Smallpox. The incubation period for smallpox averages 12–14 days (Henderson et al., 1999). After incubation, those infected with smallpox will begin to exhibit the initial flu-like symptoms (e.g., high fever). Roughly two days later, a characteristic rash begins to emerge on the extremities of the body. Smallpox will likely be confirmed a few days later, at which point the outbreak will be announced to the public. This announcement is expected to occur about 16 days after the attack. It could take public health efforts many weeks to stop the spread of smallpox.
Detection. A biological attack may be perpetrated in a number of ways. If an attack is detected while a biological agent is still being released, measures can be taken to prevent exposure and infection (e.g., moving away from the release and early prophylaxis). At this point, however, government officials are likely to detect an attack only after those who are initially infected report to health care facilities and are diagnosed with the disease.19
Support from Officials/Governments. Because of the gradual nature of biological weapons effects, the government will play a central role in helping the individual. The medical and public health systems will be instrumental in diagnosing any illness caused by biological weapons, as well as in estimating the time and location of attack. They will investigate whether cases of illness may result from a bioterrorism attack; coordinate the medical response; provide vaccinations and/or antibiotics; and inform the public about when and where to get medical treatment, how to minimize exposure, and whether to relocate. This includes informing the public about whether the biological agent used is contagious or noncontagious.
Individual’s Primary Needs. Fundamentally, an individual needs access to an environment free of infection-producing agents. If potentially exposed, individuals will also need access to medical evaluation and treatment. Individuals can expect guidance about where to go and what to do. Note that guidance in this area is expected to evolve with time as officials learn more about bioterrorist threats, effective treatments, and public responses.
The response strategy for a biological attack is summarized in Box 3.4 and discussed in more detail below.
Although great uncertainty exists about how a biological agent might be delivered, many plausible delivery methods could easily go undetected. As a result, the strategy involves actions designed to occur as part of official activities that will have been put into place. Nevertheless, an individual will be required to act quickly. Thus, learning in advance what these actions will be, and gaining confidence in government plans, will be important. Moreover, the government will face many challenges in providing appropriate medical care, especially when many essential services will be disrupted. Individuals will therefore need to be ready to act on their own, even in covert attacks, to achieve the overarching goal: to get medical aid and minimize further exposure to agents.
Critical to an individual’s response will be knowing whether the biological agent is contagious and then whether he or she has been exposed. Based on current government planning for biological attacks identified through clinical diagnosis, individuals can expect the following in terms of guidance about how to achieve this goal.
Box 3.4
Overarching Goal
Get medical aid and minimize further exposure to agents.
Specific Actions
2022; For contagious diseases, expect to receive medical evaluation, surveillance, or quarantine.
— If “in contact” with persons symptomatic with smallpox, obtain vaccination immediately.
2022; For noncontagious diseases, expect to receive medical evaluation.
— For anthrax, obtain appropriate antibiotics quickly.
3. For all others, monitor for symptoms and, for contagious diseases, minimize contact with others.
4. Leave anthrax-affected area once on antibiotics if advised to do so by public health officials.
1. If symptomatic, immediately go to medical provider specified by public health officials for medical treatment.
Getting medical treatment if symptoms arise is an important action for improving one’s chances of recovery. An individual can expect guidance from officials about the likely symptoms for the specific kind of biological attack that has occurred. Because anthrax is caused by a bacterium, antibiotics are required for treatment and anthrax can be countered with aggressive antibiotic treatment (Dixon et al., 1999; CDC, 2001a; Inglesby et al., 2002). While it is important to begin antibiotic treatment in these cases as soon as possible, we do not recommend that individuals self-medicate with home supplies of antibiotics for reasons discussed later in this chapter. Although no cure for smallpox exists, chances of survival improve with medical care (Henderson et al., 1999; Brenan and Henderson, 2002). In the event of a bioterrorist attack, special treatment facilities may be established, and individuals should follow the guidance of public health officials about where to seek medical treatment.
2. If informed by public health officials of being potentially exposed, follow their guidance.
2022; For contagious diseases, expect to receive medical evaluation, surveillance, or quarantine.
— If “in contact” with persons symptomatic with smallpox, obtain vaccination immediately.
2022; For noncontagious diseases, expect to receive medical evaluation.
— For anthrax, obtain appropriate antibiotics quickly.
Those individuals potentially exposed in a biological attack are those not showing symptoms but who were either present in the area of the attack or, in the case of a contagious agent, exposed to those who were. The primary concern for these individuals is the heightened probability that they may have been infected but are not yet showing symptoms. These individuals will be identified by public health officials. How precisely this group can be defined will depend on the ability of public health officials to pinpoint the time and place of the attack.
Contagious Diseases. For contagious diseases, individuals should expect and closely follow guidance from public health officials about the possible need for medical evaluations, medical surveillance, or quarantine. Doing so helps ensure that if they become symptomatic they are treated quickly for their own safety and that they do not infect others.
Individuals potentially exposed to smallpox include two groups: those “in contact” with persons infected with smallpox and those present in the release area at the time of the attack or over the next two days. Because smallpox is thought to be contagious from the time a patient develops a rash until scabs have formed—a period of approximately 12 days that begins 12–16 days after infection (Henderson et al., 1999)—individuals “in contact” with those persons will be offered a smallpox vaccination and should get vaccinated as quickly as possible. A “contact” is an individual who has come into close contact20 with an infected person while that person is contagious, as well as household members of those contacts (CDC, 2003a). Because there is some uncertainty about exactly when a smallpox patient is contagious, public health officials may specify a different period during which contacts are vulnerable.21
Contact vaccination is effective because smallpox is the only known potential biological weapon for which postexposure vaccination has proven value (World Health Organization, 2001). Postexposure vaccination can be an effective response because production of protective antibodies in response to the vaccine have been detected as early as 10 days after vaccination, which is shorter than the incubation period. Thus, if given within three to four days after exposure, vaccination could offer complete or partial protection against smallpox (Henderson and Moss, 1999; Henderson et al., 1999). Vaccination four to seven days after exposure likely offers some protection from disease or may modify the severity of disease (CDC, 2003a).
In the case where a smallpox attack is identified more than seven days after the exposure, vaccination is unlikely for the second group of individuals (those in the area at the time of attack) because their exposure will have occurred too long ago for vaccination to be effective.
The CDC, in conjunction with state and local governments, has developed procedures for vaccine distribution and administration designed to vaccinate large populations anywhere in the United States on the order of days (CDC, 2002a).
Noncontagious Diseases. For noncontagious diseases, individuals should expect and closely follow guidance from public health officials about the possible need for medical evaluations. This helps ensure that if they become symptomatic, they are treated quickly.
Individuals potentially exposed to anthrax include those present in the release area at any time since the attack. This group should begin antibiotic therapy as soon as possible because antibiotics are useful for prevention of anthrax in those who have been infected with anthrax spores (e.g., Dixon et al., 1999; CDC, 2001a; Inglesby et al., 2002).22 As a postexposure step to prevent the development of inhalational anthrax, the CDC recommends that individuals take a 60-day course of preventive antibiotics because the incubation period for inhalational anthrax among humans may range up to 60 days (CDC, 2001a). Those who have been partially or fully vaccinated should receive at least a 30-day course of antibiotics and continue with the vaccination regimen (CDC, 2002b).
Through the National Pharmaceutical Stockpile (NPS), the federal government has developed a plan for delivering needed supplies (including antibiotics) into a region when an incident requires a response larger or more sustained than the local community can handle. The NPS consists of an initial stockpile that can be distributed immediately, as well as a vendor-managed inventory component that is to be shipped to arrive at 24 and 36 hours after activation.23
Anthrax vaccine exists, but it is available only for preexposure protection to those at high risk and is not licensed for postexposure use in preventing anthrax. Distributing anthrax vaccine is therefore currently not part of the government’s terrorism response plan. However, because of a potential preventive benefit of combined antimicrobial and vaccine postexposure treatment and the availability of a limited supply of anthrax vaccine for civilian use, the CDC’s Advisory Committee on Immunization Practices has endorsed making anthrax vaccine available in combination with antibiotics under an Investigational New Drug application for persons at risk for inhalational anthrax (CDC, 2002b). What action the government may actually take in another anthrax attack is therefore unclear. In addition to helping prevent the contraction of anthrax, use of the vaccine may reduce the need for long-term antimicrobial therapy, with its associated problems of nonadherence and possible adverse events (CDC, 2002b).
3. For all others, monitor for symptoms and, for contagious diseases, minimize contact with others.
Given the uncertainties surrounding who may have been infected in a biological attack, even individuals who are not symptomatic and who have no reason to believe they have been exposed to a biological agent should monitor themselves and their family members for signs of infection and be prepared to seek treatment. A common symptom of almost all potential biological agents is the presence of a fever. Thus, if officials announce that a biological attack has occurred in a particular area, it would be prudent for individuals in this group to monitor their temperature daily or as instructed by officials.
The CDC’s current Smallpox Response Plan consists of isolating confirmed and suspected smallpox cases and vaccinating primary contacts of cases and family members of contacts, but it does not include postexposure vaccination of the general public (CDC, 2003a). While some studies indicate that mass vaccination during an outbreak may be effective, the net benefit of such a policy is still under debate (e.g., Kaplan, Craft, and Wein, 2002; Halloran et al., 2002; Bozzette et al., 2003).
In the case of such contagious agents as smallpox, these individuals should also minimize contact with potentially infected persons by “shielding” with their families at home (e.g., Critical Incident Analysis Group, 2002). Shielding entails minimizing unessential trips and possibly using a particulate mask when outings (e.g., going to and from work, shopping for food, or seeking medical treatment) are necessary.
4. Leave anthrax-affected area once on antibiotics if advised to do so by public health officials.
Considerable uncertainty exists about the extent to which anthrax spores released in the air can become resuspended again after they have settled on the ground, thereby presenting a continuing health hazard (Davids and Lejeune, 1981; Birensvidge, 1992; Weis et al., 2002). If long-term environmental dangers are possible, officials may call for individuals in the affected area to relocate to housing in other areas. If they do call for relocation, it would not have to be done immediately; individuals would have time to secure their homes, but, to prevent spreading spores, they would probably not be allowed to take their belongings with them. For those moving in or out of the affected area, N95 particulate filter masks could be useful if officials believe the risk of infection from resuspension of the spores is significant (CDC, 2001c).
Based on our evaluation, the following actions are not recommended for a biological attack.
Individuals will not improve their chance of survival in attacks involving contagious biological agents by leaving their homes. No place will be safer than any other, given the uncertainties about who has been exposed, beyond those in the general area where the attack has occurred. Furthermore, by remaining in the region of the attack, individuals are more likely to have access to specialized medical care and national resources and will help to contain the spread of the disease.
Preexposure smallpox vaccination is currently available only to individuals at high risk, such as health care workers and emergency responders. Because of the potentially serious side effects of the smallpox vaccine and because there is no information that a biological attack is imminent, the federal government does not recommend vaccination for the general public as a preventive measure at this time (CDC, 2002a).
Because biological attacks will most likely be undetected for many days, the threat of being infected by airborne particulate matter from the initial attack is long past by the time individuals become aware of an attack. Thus, no practical benefit occurs when protecting oneself by taking shelter or pursuing forms of respiratory protection (e.g., wearing particulate masks). Masks may be useful, however, to avoid contracting a contagious disease from someone who has been infected. If an attack were, however, identified at the time, such respiratory protection and sheltering would provide effective protection.
For sheltering and respiratory protection to be useful in a covert attack, they would need to be in place at the time, before an individual becomes aware of the attack. Wearing masks all the time is impractical. However, other possibilities for passive, “always-on” sheltering or respiratory protection can be useful as a preparatory action. Recommendations on these actions are included later in this individual’s strategy.
Certain antibiotics can be very effective in preventing the contraction of and treating anthrax. While it is important to begin antibiotic treatment quickly, the extent to which the effectiveness of antibiotics decreases with the duration of the interval between either initial inhalation or contraction of anthrax and the initiation of antibiotics is unclear (e.g., Inglesby et al., 2002). This uncertainty has fueled a debate over the merits of individuals’ storing and self-administering antibiotics.
We do not recommend such an action for a variety of reasons. First, in the case where an attack is not detected and is only identified days afterward, the government has plans to provide the appropriate antibiotics and they could be available from one’s personal physician. So an individual need not already have them. Second, anthrax does not necessarily respond to all antibiotics, and indiscriminate use of incorrect antibiotics could be dangerous and may cause a person to delay in obtaining the correct prescription. Third, antibiotics have a limited shelf life, which means that individuals risk taking ineffective or dangerous medications if they neglect to replenish their stocks periodically. Fourth, after initiation of antibiotics, standard blood cultures appear to be sterilized, which might hinder confirmation of an anthrax infection and thereby raise the risk that an individual would not get the appropriate medical treatment (Inglesby et al., 2002).
In responding in these ways to potential terrorist attacks, individuals need to act with a set of clear priorities. A critical part of the individual’s strategy for catastrophic terrorism is to understand what these priorities are and why they are appropriate. Box 3.5 presents those priorities, which are discussed below in more detail.
Our analysis and focus group sessions suggest that an individual’s initial instincts in responding to catastrophic terrorist attacks may not be the right ones.24 This is why we have included in this strategy the priorities that should guide an individual’s actions.
Box 3.5
Stopping to help others or acting to contact family and friends is a natural reaction. However, such actions could put at risk an individual’s own survival in chemical, radiological, and nuclear attacks, where taking the recommended actions (evacuation or sheltering) must happen in a matter of minutes. Even in a biological attack, which is identified long after the event, the sooner an individual obtains preventive medical treatment the better.
Given the dangers to an individual’s body of chemical agents, radiological dust, and radioactive fallout, an individual’s next priority needs to be to take decontamination steps. These need to be tailored to the particular attack and timed not to interfere with those immediate actions necessary to survival.
In the case of helping others, most individuals will not be qualified medically to provide treatment in these types of terrorist attacks. However, once the dangers of radiation and chemical agents are over and it is safe, there may be ways in which individuals can help others or assist the emergency responders.
Only after individuals have ensured their own safety should they attempt to contact family members or friends. Giving priority to one’s survival and decontamination will take time, measured in hours but not days, except in the case of sheltering in a nuclear attack. Thus, making contact with families and friends is delayed, but not for too long.
To accomplish the actions necessary to respond to the different types of terrorist attacks discussed above, an individual will need to take preparatory steps, shown below in Table 3.3. Note that the steps shown in Table 3.3 address terrorist attacks involving unconventional weapons only. Focusing on these in no way suggests that it is not also important to take steps to prepare for other emergencies.
These steps center around educating oneself about the potential attacks and what to expect (and not expect) authorities to do, making plans and gathering information to facilitate the response actions, preparing appropriate emergency supplies, and implementing permanent “passive” actions to protect against biological attacks.
The more prepared an individual can be for what will happen in a terrorist attack and what will be required the better. Preparedness calls for an individual to learn about the characteristics, dangers, and effects of each type of attack and then the appropriate responses, as described in the strategy above. In doing this, individuals will also need to understand when they will be acting on their own (chemical, radiological, and nuclear attacks) and when they can expect guidance from government officials (e.g., biological attacks).
Table 3.3
Preparatory Actions

Critical to responding successfully will be understanding in advance the signs and symptoms of each type of terrorist attack. The symptoms in a chemical attack include difficulty breathing, eye irritation, blurred vision, salivation, nausea, and convulsions (FEMA, 2002). Although these chemical attack symptoms could be mistaken for a number of individual maladies, more than one person exhibiting them simultaneously may signal a chemical release. Dead or dying birds or people collapsing could be another sign (Price et al., 2003).
In the case of a radiological attack, there are likely to be no immediate recognizable effects of the radiological component to the attack, and an individual might not be aware that radioactive material was released until notified by officials. By contrast, an individual will certainly recognize a nuclear attack from a number of characteristic features. There will be a bright flash, a loud explosion, widespread destruction, intense heat, strong winds, and the development of a rising mushroom cloud.25
For smallpox, the symptoms will be a rash, high fever, itching, malaise, head and body aches, and sometimes vomiting (CDC, 2002d). In the case of inhalation anthrax, the initial symptoms often mimic those of the common cold or influenza (CDC, 2001b).
A family plan is recommended for all emergencies, including those involving terrorist attacks, so that family members can arrange in advance how to get in touch with an individual in case he or she is separated (FEMA, 2002). This would involve having in place a communications plan (e.g., a family member or friend is designated outside of one’s area who can be the point of contact to let others know about their situation and where they can be reached). Identifying predetermined meeting places near one’s home or outside of the neighborhood to gather one’s family could also be important, if one is prevented from returning home or is separated from other family members. For the possibility that individuals will be called on to relocate away from affected areas in anthrax, radiological, and nuclear attacks, it will be useful to locate potential long-term shelters, such as places to stay with a friend or relative and/or shelter locations (National Disaster Education Coalition, 1999).
Individuals will want to consult with their medical providers about what treatments will be appropriate for different types of terrorist attacks and what makes sense for themselves and their family, especially for those who have preexisting medical conditions or allergies that might put them at high risk for certain types of treatments (e.g., vaccine for smallpox, certain antibiotics for treatment of anthrax).
It will also benefit individuals to learn in advance about evacuation plans in buildings they often frequent. In an indoor chemical release, the most appropriate actions to take may depend on the characteristics of the building’s ventilation system or other design features. In some cases, building operators may have instituted specific terrorism response plans that are consistent with these features. Building occupants should familiarize themselves with these plans and be prepared to execute them. Individuals also should identify in advance the preassembly areas that have been designated for key buildings to know where they should congregate in the event of an indoor chemical release so that individuals can be accounted for, triaged and/or treated, or decontaminated.
Finally, individuals should put together a list of potential shelters near their homes, schools, or workplaces. For outdoor chemical and radiological attacks, this would be in buildings that are close by. For nuclear attacks, it would include underground basements, parking garages, subways, and other tunnels.
Currently available general emergency preparedness guidelines provide very important advice about storing emergency supplies and sustaining oneself in the absence of some essential services (e.g., FEMA, 2002; U.S. Department of Homeland Security, 2003a). These guidelines are appropriate for responding to some of the secondary effects of potential terrorist attacks. However, given that these guidelines provide a large amount of information about numerous supplies and other preparatory actions that apply to needs that range from the most urgent to the most mundane, it is important to identify and highlight steps critical to surviving terrorist attacks using unconventional weapons.
Specifically, individuals will need to include in their disaster preparedness kits supplies for the different response actions discussed above. One key item is a dust mask with an N95-rated particulate filter, which would be useful in protecting against radioactive dust and fallout, as well as infection from biological agents. These masks are inexpensive and stored easily, and it is reasonable to have a mask at home, at work, and in the car.
A battery-operated radio could be useful in any type of emergency, it could be a critical tool in gaining information about when it is safe to vacate shelters following a nuclear, radiological, or chemical attack and for receiving other instructions from government officials.26
Finally, in the event of a chemical release, duct tape and plastic sheeting can be used to seal openings in a shelter that could admit chemical agents. An emergency preparedness kit should therefore include these or other similar materials.
Protection against biological attacks must be in place at the time of an attack and before an individual is even aware that it is needed. Consequently, effective protection requires a “passive” or “always on” approach. Protection against the inhalation of biological agents can be enhanced through barrier or filtering strategies.
Ordinary buildings can provide good barrier protection against particulate biological agents. Individuals who work indoors spend approximately 80 percent of their time indoors on work days (Rogers et al., 1990) and are thus ideally protected against 80 percent of biological attacks. However, the particulate barrier capacity of buildings varies considerably and depends on such factors as the degree of weatherproofing and whether the air system draws outside air.
By way of a baseline, an average residential home with an air exchange rate of about one air change per hour (Rogers et al., 1990; Sorensen and Vogt, 2001a) would reduce the indoor exposure level by about 83 percent for a cloud of biological agent that engulfed the building for 10 minutes. Thus, simply being indoors provides substantial protection against biological agents dispersed outside. The barrier capacity of residential homes can be increased to about 0.5 air changes per hour by implementing some of the standard weatherizing steps designed to improve energy efficiency, such as weather stripping (Rogers et al., 1990).
Most new commercial buildings are sealed fairly well and draw some fraction of air from the outside (make-up air). The barrier capacity of such buildings can be made very high by maintaining a slight positive pressure and using high-quality particulate filters (e.g., N95) on the outside air intakes (U.S. Army Corps of Engineers, 2001; Price et al., 2003). Such filter materials are effective at removing most potential biological contaminants.
A barrier strategy can be supplemented with a filtering strategy, which removes particulates that have penetrated the barrier. N95 particulate filters can be installed in internal forced-air systems in residential and commercial buildings or in commercially available stand-alone indoor air filtration units (air purifiers). The effectiveness of such steps depends on the fraction of time that the air system is running and the flow rate of the system. Home heating and air conditioning systems typically move roughly 1,000 cubic feet per minute (cfm), which would cycle the air volume of a 1,500-square-foot home in about 30 minutes for a system running 50 percent of the time. However, such a system provides no protection when it is not running. Commercial air purifiers filter about 300 cfm and are typically designed to filter a single room. Depending on the home design, three to five units would be required to protect a 1,500-square-foot home. These systems are designed to run all the time, and four units would cycle the air volume of a 1,500-square-foot home about once every 10 minutes.
Barrier and filtering strategies can provide effective protection for biological attacks that occur outdoors and for some forms of indoor attacks.27 Thus, weatherizing homes is a practical and inexpensive action and is recommended. While the protective capacity of installing high-quality particulate filters on residential forced-air systems is highly variable, this is also a relatively inexpensive step and so is also recommended.28 Commercial air purifiers provide greater protection but are also more expensive.29 While this action can provide additional protection, weatherizing, which provides greater protection and is less expensive, should be pursued first.
A barrier strategy involving filtering outside air intakes and maintaining positive internal pressure provides the greatest protection.30 Most residential homes do not draw outside air, making it impossible to maintain a positive pressure without fairly substantial and expensive retrofitting. In other settings, such as apartment complexes and commercial and industrial buildings, this is not an action that can typically be taken by an individual and so is not included in our recommended strategy. However, it is an area that is highly recommended for businesses. See U.S. Army Corps of Engineers (2001) and Price et al. (2003) for more discussion.
Our individual’s strategy emphasizes actions that can be taken by an individual in the context of current individual knowledge, societal practices, and available technology. This section explores how the ability of an individual to carry out this strategy or the strategy itself could be improved, perhaps significantly, through various enabling actions on the part of governments and businesses. These potential actions are organized into four categories:
One important enabling action on the part of governments would be to communicate actively and clearly their plans for preparing and responding to terrorist attacks. Indeed, learning about the government’s plans is an explicit component of our recommended individual’s strategy.
For biological attacks, the most important of these involves plans for the administration of vaccinations, antibiotics, and other preventive treatments and medications and then descriptions of where and how emergency medical treatment and decontamination would be provided. Plans need also to be developed and communicated with respect to what kinds of relocations could be called for in nuclear and radiological attacks and how these might be undertaken. Governments also need to be prepared with event-specific details about how such plans will be conveyed if an attack occurs.
The principal value of such communication would be to better prepare individuals to respond in an appropriate manner in the event of a terrorist attack. For example, it would minimize their uncertainty about whether to take a certain action or await official guidance. In addition, clear communication ahead of time would facilitate an individual’s willingness and ability to comply with government actions and recommendations when they are put into play after an attack. Clearly and convincingly communicating plans for dispensing antibiotics, for example, is particularly important for assuaging people’s urge to stockpile antibiotics and take them without medical supervision.
An additional benefit of being informed of government plans and abilities is that such knowledge can increase an individual’s confidence that the government’s capabilities and their own actions can really help protect their safety and health in a terrorist attack. Such confidence could have the effect of a person treating both the individual and government preparation and response strategies more seriously than they would otherwise. Taking the strategies more seriously may, in turn, have several positive effects, including increasing an individual’s willingness to undertake the strategy, improving the ability of an individual to carry out the strategy, and reducing the negative effects of stress and anxiety, both before and after an attack.
Given that government plans are evolving as agencies continue to examine their options and gain new knowledge from research and exercises, there may be a tendency to wait until the “final plans” are developed rather than present citizens with too many changes. While too frequent changes can invite criticisms, waiting too long for the perfect final plan can paralyze the process. The best currently available information can be made available today, along with declarations that there will be updates as plans and knowledge improve.
Another government or business enabling action is to develop and implement education and training programs. The goal of such programs would be to familiarize individuals with the various preparation and response actions involved in the strategy. The Department of Homeland Security has taken an important step in launching its preparedness campaign entitled “Preparing Makes Sense. Get Ready Now.” A description of the various activities in this campaign can be found on its web page: www.ready.gov (U.S. Department of Homeland Security, 2003a). As noted in the individual’s strategy, one’s instincts in responding to a terrorist attack may lead to actions that are dangerously wrong in some situations. Education and training would help instill in individuals the appropriate actions to take in different circumstances and would mentally and physically prepare them to carry out the actions.
Both government and private industry could spearhead this effort, perhaps in combination. For example, the federal government could develop a general curriculum that could then be tailored by local governments or individual businesses to reflect considerations specific to particular locations or types of facilities. Education and training could be delivered in a number of different formats, including distributing booklets or videos for self-administered instruction, conducting drills in schools, and providing seminars and classes in workplaces and community centers. These materials could usefully be integrated into current region-specific disaster preparedness programs.
Individual responses to catastrophic terrorist attacks may be greatly improved with information that could be provided by detection systems. Current and potential future sensors and communication technologies could be leveraged to relay critical information to individuals, which could provide some warning, supply information about the nature of the dangers, and guide individuals out of contaminated areas.
A number of sensors to detect the effects of potential terrorist weapons are available or in development. These include sensors capable of detecting chemical agents, biological agents, and radiological materials (see, e.g., National Institute of Justice, 2001). These sensors can be installed in such strategic locations as public buildings, symbolic sites, subway stations, office buildings, and heavily trafficked outdoor areas.31
Detection and warning systems have numerous potential applications in responding to terrorist attacks. One application is detecting the presence of a potentially hazardous chemical substance in a building. In addition to providing warning to building occupants, such systems could be used to initiate automated responses, such as adjusting air circulation systems to purge the agent from the affected areas. Another potential application is to use radiation detectors to sense the presence of a radioactive material that may be released in a bomb attack or covert release. A third type of application is to provide early identification of a biological attack. Although reliable real-time biological agent sensors have yet to become commercially available, detection time scales on the order of days, which are currently possible, can still provide critically important information in a biological attack. If air samples could be collected and analyzed on a time scale that is short relative to the incubation period of potential biological agents, biological attacks could be detected early enough for victims to be protected by postexposure prophylaxis.
Although sensors and warning networks have great potential for reducing the casualties from unconventional attacks, there are some significant challenges to achieving that potential. First, sensors are expensive to develop, purchase, and operate. They must be carefully maintained and operated by trained people who know their strengths and limitations and are able to keep them calibrated. Moreover, any warning system must be designed to minimize false alarms or it will be useless, or worse. For example, having a sensor network that could detect radioactive materials could quickly become a public nuisance if the thousands of people who are receiving certain types of radiation treatments for cancer were stopped and detained by the police every time they entered the subway system or a public building (Buettner and Surks, 2002, p. 2687). People would ignore alarms that went off frequently when no attack took place, even when a real attack occurred. Finally, an early warning network would only be useful if the people and organizations that must respond to a warning know what to do and can act on it in a timely way.
While undeniably a technologically challenging and costly approach, detection and warning systems could provide enormous benefits in a terrorist attack in the form of early detection and rapid response. Many industrial environments using hazardous materials already have extensive detection and communication systems, and lessons learned from these applications may be useful for developing systems appropriate for terrorism. Although many important differences exist between the two applications, experience from industrial applications may nonetheless be helpful in determining certain requirements, such as necessary sensor densities, response times, or sensitivities; education and training; reliability; and costs.
A final area of government and business activity that can enable an individual’s response is ensuring that products marketed for terrorism preparedness and response are safe and effective. Since the September 11 terrorist attacks and the anthrax attacks in fall 2001, the amount of merchandise intended to help individuals respond to a terrorist attack has sharply increased. In some cases, this merchandise consists of existing equipment previously marketed for other purposes, such as respirators and emergency supply kits. In other cases, new products have been developed expressly for terrorism, such as portable shelters.
Given that these products are designed to protect a user’s safety and health in potentially life-threatening situations, these items may need to be scrutinized to ensure that they live up to their advertised claims and are safe to use. Among the areas that deserve to be explored are whether and how the government and businesses should:
Private industry can play an important role in the nation’s efforts to prepare for terrorism, and providing individuals with equipment to help them in a terrorism response is a valuable contribution. As with any new business area, however, the development of terrorism response products will likely encounter unforeseen complications and uncertainties that may warrant government oversight.

1 Rogers et al. (1990) examined the effectiveness of various forms of sheltering in protecting the occupants against passing clouds of different chemical warfare agents. The barrier capacity of shelters for chemical agents is often characterized in terms of the number of air changes per hour (ACH), which Rogers et al. found ranged from 1.5 for “fairly leaky units” to 0 for a completely sealed shelter. Subsequent studies found that typical homes near Oak Ridge, Tennessee, and Edgewood, Maryland, have ACH values of 0.21 to 0.45 (Sorensen and Vogt, 2001a), suggesting that an ACH value of 0.5 may be appropriate for a typical shelter. Simulations conducted by Rogers et al. show that the cumulative exposure in a shelter with ACH = 0.5 ranges from 75 percent to 95 percent less than the exposure outside the shelter. The actual exposure reduction in any situation will vary depending on the exposure received in the time it takes to reach the shelter and the leakiness of the shelter.
2 A final consideration is being unable to shut off the air circulation system in an unfamiliar shelter. In such situations, people should remain in the shelter and attempt to block air vents. Commercial air circulation systems typically use more than 80 percent recycled (i.e., drawn from the interior) air, depending on the season, so the barrier capacity can still be quite high with the air system running.
3 In fact, in some of the Rogers et al. (1990) simulations, there is a time after which the cumulative exposure of someone inside the shelter actually exceeds that of someone outside in the direct path of the cloud. However, such an extreme situation is unlikely and will only occur at exposures far above lethal.
4 A related consideration is the habitability of a shelter. In terms of the duration of the air supply in a sealed shelter, 80 cubic feet of air (a 10-square-foot area in a room with eight-foot ceilings) contains enough air to support a person for 1.5–4.8 hours, depending on the level of activity (Rogers et al., 1990). This is comparable to the expected maximum duration of the hazard in a chemical attack of a few hours. Note that 10 square feet (3.3 × 3.3 feet) is a very small area and available shelter even in crowded areas is likely to provide more space than this. Because the event duration is on the order of a few hours, food, water, or other emergency supplies are not major concerns. A shower or source of running water would be useful for decontamination. Also, plastic bags would be useful to seal in contaminated clothes after they have been removed.
5 An emergency escape hood is a soft-sided pullover hood with an elastic neck seal. These hoods provide chemical and biological air filtration for 15–60 minutes to enable the wearer to exit dangerous environments. Because they lack face seals, hoods require no fit-testing and are compatible with eyeglasses and facial hair. As with any respiratory protection, users should be trained on proper use. No agency in the United States tests and certifies respirators for use by the general public. However, the National Institute for Occupational Safety and Health (NIOSH), part of the Centers for Disease Control and Prevention (CDC), tests and certifies respirators for use by workers to protect against workplace hazards. Respirators certified by NIOSH will say “NIOSH-Approved” and may have a certification number. However, NIOSH only certifies respirators against specific hazards. NIOSH-certified respirators are supplied with Approval Labels that identify the hazards that the respirator is approved to protect against. NIOSH is currently developing certification standards for escape hoods for protection against chemical, biological, radiological, and nuclear respiratory hazards, and standards are expected to be finalized this year. If you are buying a respirator, you should check the Approval Label to be sure that it has been certified against the hazards you want protection against (NIOSH, 2003).
6 Note that roof access is very often blocked from inside, so evacuating to the roof should only be considered when an individual is very confident that the roof is accessible.
7 Although we have found no data examining the chemical agent protection capacity of particulate filter masks, such masks are expected to provide protection similar to that of expedient measures.
8 Rogers et al. (1990) estimate that sealing a shelter would take about 17 minutes, longer than the time required for a chemical agent to completely infiltrate a 10-story building (five to seven minutes; see Appendix A).
9 Radiological dispersal devices (RDDs) aim to disperse radioactive materials. This goal can be achieved by methods other than using explosives (e.g., aerosol release).
10 The Occupational Safety and Health Administration (OSHA) and NIOSH rate particulate filter masks. The most relevant of nine ratings are N95, P95, N100, and P100, which are based on whether the filters have been tested to filter out 95 percent or 99.97 percent of particles 0.3 microns in diameter and whether they can (P) or cannot (N) function in the presence of petroleum fumes. Human lungs do not retain particles smaller than about 1 micron in diameter, so these percentage ratings are highly conservative. The efficiency of N95 respirators reaches approximately 99.5 percent or higher at about 0.75 microns (Qian et al., 1998).
11 For a discussion of why this is the case, see U.S. Navy, 2002.
12 As discussed in Appendix A, short-term radiation doses below about 200 rad (or rem) are nonfatal when treated. Thus, people receiving 100 rad or less in the few days after the blast will suffer no acute effects.
13 By contrast, the immediacy of the hazard in chemical or radiological attack makes evacuation unattractive.
14 The radiation doses that could be absorbed as a result of a nuclear detonation are several orders of magnitude greater than in the case of a dirty bomb. Thus, shielding is critical to an individual’s survival in the nuclear detonation case.
15 Individuals should try to limit their total exposure to no more than 100 rem and preferably far less. (See Appendix A for discussion about the effects of radiation on people.) In the close-in zones, where exposures for unprotected people could exceed 10,000 rem over 48 hours, protection factors of 100 or higher will be essential. Such shelters could be required up to 15 miles downwind of the blast site for a 10-kiloton weapon. Outside of that zone, where 48-hour exposures would be 1,000 rem or less without protection, typical house basements, with protection factors of 10–20, would be sufficient.
16 In a building surrounded by neighboring buildings with roofs that are somewhat lower, the safest place is three stories below those lower roofs.
17 Individuals would know that they are at least 15 miles away from the detonation point if at least 75 seconds go by between the flash from the detonation and the arrival of the blast wave. This is the same method commonly used to estimate the distance of a lightning strike during a thunderstorm: Count the time (in seconds) between the arrival of the flash and the arrival of the thunderclap and divide that time by five to get the distance in miles from the detonation.
18 We include biological toxin agents, such as botulinum toxin or ricin, under biological attacks because, while their effects in the body are chemical in nature and they do not contain organisms or viruses, the consequences of the attack might not be realized for hours or even a few days and so the steps an individual would take would be similar to those for an attack involving noncontagious biological agents. See Ostroff (2000) for more discussion of biological agents that may be used in a terrorist attack.
19 A recent proposal to monitor cities around the country for potential biological warfare agents may give warning after a day or two if it is implemented and proves effective (Bender, 2002; U.S. Department of Homeland Security, 2003c; CDC, 2003c).
20 Close contact is defined as living in the same home as someone who has smallpox or spending at least three hours in the same room with someone who has smallpox (CDC, 2003a).
21 The CDC goes on to recommend that direct contacts should be vaccinated regardless of any contraindications to the vaccination. If a household member of a contact has vaccine contraindications, that household member should not be vaccinated and should avoid physical contact with the primary contact until the incubation period of the disease has passed (18 days) or all vaccinated persons in the household are noninfectious for vaccinia virus (after the scab at the vaccine site has separated, 14 to 21 days after vaccination).
22 We restate here that, while it is important to begin antibiotic treatment quickly, individuals should not self-medicate with home supplies of antibiotics for reasons discussed later in this chapter.
23 The NPS vendor-managed inventory component consists of packages that can be delivered from one or more pharmaceutical manufacturers or prime vendors and that can be tailored to provide medications, supplies, and/or products specific for the suspected or confirmed agent(s). Anthrax is one of the biologic agents that has been given a high priority to guide the purchasing decisions for the NPS (CDC, 2002c).
24 See Appendix C for a description of the structure, purposes, and results of these focus groups.
25 For a nuclear attack, the individual should know the signs and symptoms of acute radiation syndrome, including headache, fatigue, weakness, nausea, diarrhea, skin damage, or hair loss. These symptoms may take minutes or weeks to appear depending on the radiation dose received (American Public Health Association, 2002).
26 Since detonation of a nuclear weapon can generate an electromagnetic pulse that may damage equipment connected to power sources or antennas, battery-operated radios are recommended since they generally will not be affected.
27 For the smallpox scenario described in this report, the barrier strategy is not effective because the release occurs indoors. Further, because the virus is delivered by terrorists moving close to people in the arena, a filtering strategy is expected to be ineffective as well because the virus is expected to be transferred immediately to the victims without passing through any filtration systems. For a variation in which the smallpox is released into the air handling system of a building, such as is described for the indoor chemical release scenario, the filtering strategy would be effective.
28 Before taking this step, it is important to ensure that the air system can handle the increased air resistance created by high quality particulate filters.
29 Four medium-priced units would cost about $1,500.
30 Most residential homes do not draw outside air, making it impossible to maintain positive pressure without fairly substantial and expensive retrofitting.
31 Note that such systems are beginning to be deployed (e.g., see U.S. Department of Homeland Security, 2003c; Rashbaum, 2002).


Our recommended strategy involves actions that individuals can take that can save lives, even in catastrophic terrorist attacks. This can be demonstrated by tracing the recommended actions back to the terrorist attack scenarios and seeing how they respond effectively to an individual’s needs for safety and health. Protection can be achieved against chemical agents, dirty bombs, and nuclear fallout. Once a biological attack has been identified, medical treatment can help prevent smallpox and anthrax infections. Even in the most challenging situations of nuclear and indoor chemical attacks, individuals can avoid the dangers, if they act quickly.
Terrorist attacks and the accompanying uncertainties can be expected to evoke intense emotional and behavioral responses on the part of individuals. Knowing that individuals can act to save lives and knowing what to do has the additional advantage of making it easier and potentially more likely that individuals will be able to cope in such catastrophic situations.1
The individual’s strategy is sensitive to potential variations in how terrorist attacks might unfold. This is by design because the response actions are derived from scenarios representative of each of the types of attacks and were chosen because of their effectiveness, even when the underlying assumptions in the scenarios change (e.g., warning time). At the same time, we recognize that the response actions may not be ideal for every possibility and every kind of potential attack. Many uncertainties surround what terrorists will be able and willing to do, as well as their adaptability to changing circumstances. Nevertheless, the alternative of not providing individuals with a strategy with specific actions is much less attractive. Without such guidance, individuals would be required to decide what to do when an attack occurs, with the associated risks of acting in far more dangerous ways.
In the public mind since the September 11 attacks, and even in official pronouncements, catastrophic terrorism has been associated with massive numbers of casualties and widespread devastation. Indeed, these could be the results. However, what individuals need to do to survive has little to do with the extent of the effects but rather with the dangers that arise to their own personal safety and health. Thus, the individual’s strategy is not based on the scale of potential attacks, and in presenting the strategy, no mention is made about the likely number of casualties in the different types of attacks.2
By exhaustively analyzing the effects of various terrorist scenarios, we discovered that individuals would have only a few primary needs rather than the multiplicity that might be expected in such catastrophic situations. These primary needs are captured in the individual’s strategy in terms of the overarching goals that an individual would seek in each type of attack.
Chemical Attack: Find clean air quickly.
Radiological Attack: Avoid inhaling dust that could be radio-active. Nuclear Attack: Avoid radioactive fallout—evacuate the fallout zone quickly or, if not possible, seek best available shelter. Biological Attack: Get medical aid and minimize further exposure to agents.
Such a small number of key responses makes it easy for individuals to remember. Keeping these overarching goals in mind helps individuals understand the reasoning behind the strategy’s specific response actions and also allows an individual to adapt to the circumstances as they may actually arise at the time of an attack. Acting simply on the basis of these goals would improve an individual’s chances of survival.
By understanding the effects of the scenarios, it is then possible to discover what factors are most critical to an individual’s ability to achieve these over-arching goals. For chemical and radiological attacks, the critical factors are whether the release is inside a building or outdoors and where an individual is in relation to that release. In nuclear attacks, the critical factors are where the radioactive fallout cloud spreads and whether an individual can move out of this area before it becomes contaminated. The critical factors in biological attacks involve whether the agent is or is not contagious and whether an individual has been exposed or infected.
Guided by these overarching goals and critical factors, the individual’s strategy that emerges is one tailored to the different types of terrorist attacks. Generic concepts for response actions are not appropriate. Finding shelter can be useful in all but an undetected biological attack. However, the form of sheltering needed differs significantly. Moving inside is what is needed in both chemical and radiological attacks that are outdoors. However, in a chemical attack, even more protection is called for: finding an interior room and closing down the air flows. To be effective in a nuclear attack, sheltering needs to be as far underground as possible.
Different types of respiratory protection are available, but in the same way, their value depends critically on the type of attack. The predominant threat to survival in a nuclear attack is from radiation outside the body, not inhaled radioactive particles. Thus, a filter mask helps, but relatively little compared with other actions. However, in a radiological attack, using a filter mask, or covering one’s nose and mouth, is the appropriate response, given the primary danger is inhaling radioactive dust. For chemical attacks inside a building, an emergency escape hood, if available, would make it possible to evacuate the premises safely. Filtering systems that are always on could usefully protect against covert biological attacks.
Evacuation of the area of the radioactive fallout in a nuclear attack is the best response for an individual. If inside in a building where a chemical or radiological attack has occurred, evacuating the building is in most cases the best way to find clean air. However, evacuating is not the best response in such attacks that occur outdoors. In these cases, an individual needs to find shelter immediately inside a building. Evacuation is not called for in biological attacks, although it may be necessary for individuals to relocate out of an anthrax-contaminated area.
Because the response actions in the individual’s strategy presented here are tailored to the different types of attacks and to the situational factors, they are fairly large in number. Nevertheless, they can each be defined in terms of simple rules that an individual can understand and adopt. They are available and can be implemented fairly easily. One problem, however, is that the recommended response actions may not be the ones that individuals would intuitively undertake. Indeed, an individual’s first instincts may often be to care for others or find one’s family or friends. This is why our individual’s strategy includes the priorities that should guide an individual’s actions, the first being to act to ensure one’s own survival.
Success in implementing the individual’s strategy will depend critically on individuals having advance knowledge about the characteristics of terrorist attacks and the appropriate response actions. This is especially the case for those attacks (chemical, radiological, nuclear) where individuals will need to act on their own quickly without official guidance.
This places a premium on communications and selling our strategy to individuals. How this should be accomplished is beyond the purview of this report. At the same time, we have drawn on the general principles found in the risk perception and risk communication literature in choosing how to present our recommended individual’s strategy.3 One of these principles is that individuals need to understand the nature of the risks. As a result, for each type of terrorist attack, the strategy describes specific dangers of exposure to chemical gases, radiological dust, radioactive fallout, and smallpox and anthrax, as well as how long the dangers can be expected to last. Building trust in the adequacy of recommendations is also key to gaining an individual’s acceptance. This is why we include in our strategy a detailed description of the reasons for each recommended response action, as well as why other actions are not recommended.
Beyond having an advance understanding of what to do in the event of a terrorist attack, the individual’s strategy includes additional preparatory steps. Because these have been derived from the response actions, the strategy can ensure that an individual focuses on those critical for terrorist attacks. It turns out that only a few things need to be included in an individual’s emergency kit for terrorist attacks beyond what should already be there for general emergencies: a dust mask with an N95-rated particulate filter, battery-powered radio, and duct tape and plastic sheeting. Gathering information and making plans are by far the most important preparatory steps (e.g., creating a family communication plan, learning about the evacuation plans in buildings one occupies frequently). At the same time, these preparatory steps are not absolutely essential to the success of the individual’s strategy. It is also the case that the response actions for the most part do not require any advance training or practice.
The strategy that we recommend involves actions that individuals can take that can be effective in saving lives, even in catastrophic terrorist attacks. These actions differ in important ways from how individuals should prepare for natural and other types of disasters. They are appropriate regardless of the likelihood of an attack or whatever the government alert level might be. They are designed to be sensitive to potential variations in how such attacks might unfold but are presented in ways to prepare individuals for surprises. Although comprehensive in character, the strategy is defined in terms of simple goals and rules that should be easy for an individual to adopt both to prepare for and respond to terrorist attacks.
In comparing the recommendations that have emerged from our approach and the guidelines in the Department of Homeland Security’s Ready campaign, there are many similarities and some important differences.4
The Ready campaign guidelines provide recommendations for chemical, radiological, nuclear, and biological terrorist attacks. By beginning with terrorist scenarios, our strategy is, however, able to provide more specific guidance, leaving individuals with less uncertainty about what to do at the time of an attack or with the need to make choices. We have been able to tailor our recommended actions to the specific type of attack, rather than having to rely on generic concepts, as do the Ready campaign guidelines. They, for example, recommend a sheltering concept (known as “shelter-in-place”) that calls for an individual to go inside, lock the doors, close the windows, turn off fans, go into an interior room, and seal the windows and doors in case of indoor and outdoor chemical attacks, as well as for nuclear attacks. This response, in our view, is appropriate for outdoor chemical attacks but not for chemical attacks inside. Such steps would also provide little protection in a nuclear attack.
The Ready campaign guidelines for terrorist nuclear attacks correctly distinguish between the dangers from the immediate blast effects and subsequent radiation fallout. Problems arise when they recommend that an individual “take cover immediately below ground if possible though any shield or shelter will help protect you from the immediate effects of the blast and the pressure wave.” This is misleading, because an individual is unlikely to have sufficient time to make such a step effective. Such guidance seems to be a holdover from earlier Cold War nuclear scenarios in which up to 30 minutes of warning was expected.
For the radioactive fallout that will develop soon after a nuclear attack, the Ready campaign guidelines do not indicate the time urgency involved and leave it to an individual to “consider if you can get out of the area; or if it would be better to go inside a building and follow your plan to ‘shelter-in-place.”’ Our individual’s strategy is based on the critical need to act quickly (within 10 minutes when in the immediate blast zone) either to move out of the path of the fallout cloud or into a deep underground shelter.
The Ready campaign guidance (“get away as quickly as possible”) is given only for those biological attacks that are detected at the time, even though they note that the “more likely” attack will be one in which health care workers later report “a pattern of unusual illness.” Such covert biological attacks form the basis for our individual’s strategy, which calls for response actions involving preventive medical treatment and preparatory steps to improve passive protection in buildings.
The Ready campaign guidelines for chemical attacks, as does our individual’s strategy, differentiate between indoor and outdoor attacks, but then leave to individuals the choice of what to do at the time, calling for an individual to “consider” whether to find shelter or evacuate the area. Our individual’s strategy specifies opening a window or evacuation for a chemical release inside a building and sheltering inside for a chemical release outdoors. Doing anything else would not provide as effective protection.
In a radiological attack, the Ready campaign guidelines call for steps based on three principles—“shielding, distance, and time”—guidance designed for conditions in laboratories handling radioactive materials. Our individual’s strategy instead focuses on protecting against the primary danger in radiological attacks (i.e., radiological dust). The recommended response actions include distancing from the explosion, but shielding provides little extra protection.
Where the Ready campaign guidelines are specific and detailed is in their recommendations for “preparatory steps” for terrorist attacks. As these are largely drawn from general emergency guidelines, they are certainly useful. The problem is that individuals could be led to believe that the measures are all essential for some or all of the different types of terrorist attacks. This is not the case.
Our approach is to focus in our individual’s strategy on those preparatory actions critical to surviving terrorist attacks. This leads us to recommend, as do the Ready campaign guidelines, that individuals learn about the characteristics of terrorist attacks, develop family plans, consult in advance with personal physicians on appropriate kinds of medical treatment, have in their emergency kit a dust mask, duct tape and plastic sheeting, and a battery powered radio.
The Ready campaign guidelines then go on, for example, to call for individuals to stock days of supplies of food and water. Having food and water could be convenient, if supplies were interrupted in the aftermath of an attack involving biological, radiological, and nuclear weapons or in cases where individuals were staying at home to protect themselves from exposure to contagious biological diseases. Supplies of food and water will probably only be “essential” for those taking shelter in a nuclear attack.
The Ready campaign guidelines also suggest ways in which individuals should prepare to evacuate quickly by car, beginning with the instruction that the circumstances and the nature of the attack will require a decision about “whether you stay put or get away.” The guidelines then suggest that an individual create an evacuation plan that would include keeping a half tank of gas in a car at all times and becoming familiar with alternate routes. In our individual’s strategy, evacuation is recommended only in a nuclear attack, and then using a car is unlikely to be feasible given the accompanying destruction and potentially impassable roads. For those situations in which individuals are asked to relocate out of contaminated anthrax or radiation areas, there will be time to prepare and plan for the exodus.
The results of our scenario-driven approach provide the empirical basis for refining the Ready campaign’s guidelines by giving more specific guidance to individuals about how to respond, by making clear the types of shelters, respiratory protection, and evacuation needed in each type of terrorist attack, and by focusing on those preparatory steps that are the most critical.
One important advantage of our approach to defining an individual’s strategy is that it can be used now to focus on how groups of individuals in special situations, such as the elderly, sick, and disabled, should prepare for catastrophic terrorism. In some cases, these individuals could be at an advantage (e.g., those in nursing homes will already be inside in the event of outdoor chemical or radiological attacks). However, they would be at a clear disadvantage in situations in which they needed to move quickly, such as in an indoor chemical attack or a nuclear attack.
Given the uncertainties surrounding terrorist threats, our approach could also be used to update the strategy as the characteristics of the threat evolve. New and different scenarios could be examined and our recommended strategy evaluated to assess its continuing relevance in such new environments. Revisions could be introduced using the five-step process.
In addition, actions that today are not available to individuals could be evaluated as new technologies or medical treatments become available (e.g., new types of air-filtering systems or vaccines). With the development of detection systems, individuals might gain more effective ways to respond. These could be evaluated using our process and criteria.
Finally, should attacks occur in the future, lessons could be learned about the actual effects, individual needs, and utility of various response actions, and these could be introduced into our analysis to see whether any changes should be made.

1 The guidelines on coping from the American Red Cross (http://www.redcross.org/services/disaster/afterdis/), American Psychological Association (http://www.helping.apa.org/daily/terrorism.html), and the National Center on Post-Traumatic Stress Disorder (http://www.ncptsd.org/facts/disasters/) suggest the importance of individuals understanding the nature of the events and gaining a sense of control in coping with trauma. A recent workshop reached a consensus that physical safety and security are essential components of effective interventions for mental health consequences of traumatic events. See National Institute of Mental Health (2002).
2 By contrast, those responsible for emergency planning and response need to pay particular attention to the scale of potential attacks.
3 For a brief description of the main principles in the risk perception and risk communication literature, see Appendix D.
4 For purposes of comparison, we will use those guidelines now being presented in Department of Homeland Security’s Ready campaign, found on the web at www.ready.gov (U.S. Department of Homeland Security, 2003a). These guidelines, in turn, drew heavily on those put out by FEMA (2002).


This appendix describes the six types of scenarios that were created to examine the effects of catastrophic terrorist attacks: outdoor chemical release, indoor chemical release, dirty bomb, nuclear detonation, anthrax release, and smallpox release. The goal of these scenarios is to highlight the needs of individuals during such events by identifying the potential effects of the attacks. The scenarios do not assume the implementation of any individual strategy. To achieve catastrophic effects, the scenarios involve attacks with various weapons of mass destruction. They are based on a combination of previously existing scenarios, historical experiences, models, and publicly available literature. Estimates of exposures, casualties, and fatalities are included only to gain a sense of the impact on various services and infrastructure critical to individuals. These order-of-magnitude estimates should not be construed as the results of a rigorous evaluation of weapons effects. They merely represent a point in the range of possible effects.
We attempted to make the consequences of the various types of attacks plausible. We did not assess the probability of the attacks. In addition, there are many variations of how these weapons could be used and often much debate over the extent of the effects. Our analysis seeks solely to ascertain the needs of the individual, which we concluded to be sufficiently similar across variations in the scenarios.
Each scenario is organized as follows. First, a brief overview of the scenario is given in the background. Second, the event history describes the details of the attack and its consequences. Next, the scenario timescale is mapped to delineate the different periods of the attack—i.e., before, during, and after (the methodology for determining each of these is described below). Finally, an exhaustive examination of the effects of the attack on services, infrastructure, and other dimensions is summarized.1
To estimate timescales for each of the scenarios, we developed two timelines. The first is the actual timeline, which defines when the events occur from an “all-knowing” perspective. The second timeline estimates when individuals become aware and/or affected by events. In each timeline, “before,” “during,” and “after” periods were defined. To estimate when these periods occur, the following steps were taken for each scenario:
It is important to note that in each scenario critical parameters affect the timescales. For example, the amount of agent used and its persistence are critical to determining the amount of time necessary to decontaminate the affected areas. Thus, the timescales estimated below should be treated as broad estimates for the type of agent considered.
In addition, in some scenarios the “after” period could have a large uncertainty associated with the estimate. For example, it is difficult to predict with any degree of certainty when a smallpox outbreak would completely cease. Thus, the estimated end for the “during” period does not indicate that smallpox cases have ceased but rather that they have diminished to a point where further outbreaks are not a major risk to the public and infrastructure.
This scenario examines a sarin attack delivered by a truck sprayer just upwind of a prominent building in a city with a population of 1 million to 5 million people:
Table A.1
Parameters of Aerosolized Sarin Scenario

Parameter | Scale |

Footprint (km2) | 3 |
Number of people exposed | 30,000 |
Number of people injured (without preventive measures)a | 3,000 |
Number of fatalities without preventive measures or treatment | 100 |
Number of fatalities with prevention or treatment | ? |

a Number of people injured and killed assumes no protective measures are taken before or are in effect during the attack.

Figure A.1—Casualty Contours of Aerosolized Sarin over a Four-Hour Period
Table A.2
Sarin Scenario—Event History



Figure A.2—Timeline of Sarin Scenario
Table A.3
Sarin Scenario—Summary of Effects

Weapon/agent | Aerosolized sarin release in a city. |

Disruption of emergency services | |||
Law and order | First responders on the scene will be overwhelmed by the aerosol. Hazmat units take a little time to determine what the cause is. Not all law enforcement personnel will have personal protective equipment readily available. Will have an important role to play in warning people before the cloud arrives. Must deal with mass anxiety, spontaneous self-evacuation of the area, and establishing exclusion zones. | ||
Fire services | First arriving units are overwhelmed by aerosol. Some put on their tanks and masks and are able to operate. Subsequent units are better prepared but hampered by the time limits of their air supplies. | ||
Hazmat teams | Identify agent and characterize the cloud. | ||
EMS | First arriving units are overwhelmed by aerosol. Many do not have personal protective equipment. | ||
Disruption of health services | |||
Medical care | Overwhelmed with thousands of victims. Stressed by people exhibiting psychosomatic symptoms. Strained by decontamination issues. | ||
Public health | Epidemiologic investigation is straightforward. Education is the largest issue. Quick recovery, but monitor those exposed for long-term effects. | ||
Behavioral health | Initial confusion and anxiety. Possible depression and posttraumatic stress disorder issues. In addition, long-term neuropsychological deficits (cognitive, problems with emotion) might be significant. | ||
Mortuary services | No major impact. Bodies are not hazardous. | ||
Disruption of infrastructure | |||
Power (electricity, gas, heat, etc.) | NA | ||
Transportation | Potential for widespread anxiety, crowd control issues as some flee the city, but expected to be short-lived given the short duration of the attack. | ||
Shelter | NA | ||
Water and sewerage | Public may need to be reassured that water supplies are not contaminated. | ||
Food | NA | ||
Disruption of sanitation services | |||
Trash | NA | ||
Biowaste | NA | Disruption of communications | |
Telephone, TV, radio, computer, etc. | Cell phone, landlines, and e-mail might be overwhelmed, but short duration of attack reduces load quickly. | ||
Environmental safety | |||
Clean air | Contaminated air disperses quickly. Agent can linger for about one to four hours depending on environmental conditions. | ||
Soil, ground, and surfaces | Sarin on the soil degrades and loses its effectiveness after several hours. | ||
Time to recovery | Initial recovery likely to take 24 hours. Decontamination of affected area not necessary; agent will dilute and lose effectiveness within 4 hours. | ||
Evacuation needs/actions | Spontaneous self-evacuations of the area might cause traffic problems. Officials do not order evacuation of any area. | ||
Quarantine | NA | ||
Simultaneity | Multiple attacks could lead to panic as people might try to leave city. Could affect self-evacuation routes if events are close. Could also affect arrival of regional/federal resources. Potential to further strain hospitals. | ||
Surprise nature | No warning time of the initial attack, but after the first 15 minutes, media warns others nearby to take precautions. This could be considered a warning for people located outside the dashed line in Figure A.1. | ||
Threat of further attacks | Threats may cause people to self-evacuate affected city and perhaps other urban areas. | ||
Lethality | |||
General (number of fatalities/injuries) | Casualties—3,000 | ||
Personal (family members) | ? | ||
Cyber consequences | NA |

This scenario examines an attack on an office building in a city with a population of 1 million to 5 million people carried out by mixing potassium cyanide (KCN) with sulfuric acid (H2SO4), both commercially available chemicals. The resulting chemical reaction creates hydrogen cyanide (HCN), which is a highly toxic gas. Terrorists posing as maintenance workers mix the chemicals on the roof of the building such that the resulting hydrogen cyanide is drawn into the air intake.2 The hydrogen cyanide could spread throughout the building in five minutes or less (see Figure A.3) (BOMA, 2003).
Hydrogen cyanide gas has a faint almond odor, however, 20 percent to 50 percent of humans are incapable of detecting hydrogen cyanide in any concentration. Estimates for the LC50 (the concentration that would be lethal for 50 percent of persons exposed to it) of hydrogen cyanide range from 2,500 to 5,000 mg-min/m3. People who survive exposure to hydrogen cyanide should not display any long-term health effects stemming from the exposure.
Table A.4
Building Parameters

| Parameter | Value |

| Height of building | 10 stories (30 m) |
| Occupancy of building | 1,000 people |
| Floor area of building | 22,300 m2 |
| Volume of building | 68,000 m3 |
| Air changes per hour (ACH) | 1.0 |
| Air flow rate through ventilation system | 5,650 m3/min |
| Outdoor air intake rate | 1,130 m3/min |
| Outdoor air intake percentage | 20% |

Table A.5
Chemical Parameters

| Parameter | Value |

| LC50 | 5,000 mg-min/m3 |
| Amount of KCN | 82 kg (180 lbs) |
| Amount of H2SO4 | 34 liters (140 lbs) |
| Amount of HCN produced by reaction | 34 kg (75 lbs) |
| Concentration of hydrogen cyanide inside building after 10 minutes | 500 mg/m3 |

Table A.6
Hydrogen Cyanide Scenario—Event History



Figure A.3—Timeline of Hydrogen Cyanide Scenario

Figure A.4—Hydrogen Cyanide Concentration Over Time
Table A.7
Hydrogen Cyanide Scenario—Summary of Effects

Weapon/agent | Hydrogen cyanide released into HVAC system of a building. |

Disruption of emergency services | |
Law and order | First responders on the scene will be overwhelmed by the gas. Will take hazmat units a little time to determine the cause. Not all law enforcement personnel will have personal protective equipment readily available. Responsible for establishing a perimeter. |
Fire services | First arriving units are overwhelmed by gas. Some put on their tanks and masks and are able to operate. Subsequent units are better prepared but hampered by the time limits of their air supplies. |
Hazmat teams | Identify agent and characterize any potential contamination. |
EMS | First arriving units are overwhelmed by gas. Many do not have personal protective equipment. |
Disruption of health services | |
Medical care | Overwhelmed with hundreds of victims. Stressed by people exhibiting psychosomatic symptoms. |
Public health | Epidemiologic investigation is straightforward. Education is the largest issue. Quick recovery. |
Behavioral health | Initial confusion and anxiety. Possible depression and posttraumatic stress disorder issues. |
Mortuary services | No major impact. Bodies are not hazardous. |
Disruption of infrastructure | |
Power (electricity, gas, heat, etc.) | NA |
Transportation | Potential for widespread anxiety, crowd control issues as some might flee the city, but expected to be short-lived given the short duration and localized nature of the attack. |
Shelter | NA |
Water and sewerage | NA |
Food | NA |
Disruption of sanitation services | |
Trash | NA |
Biowaste | NA |
Disruption of communications | |
Telephone, TV, radio, computer, etc. | Cell phone, landlines, and e-mail might be overwhelmed, but short duration of attack reduces load quickly. |
Environmental safety | |
Clean air | People in areas with less air flow fare better than those in areas with higher air flow. HVAC system dissipates the gas from the building in small concentrations over a few hours. Most of the gas is gone within one hour. |
Soil, ground, and surfaces | Hydrogen cyanide disperses to nonlethal concentrations after approximately one hour. |
Time to recovery | Building is safe for people to enter without protective equipment in less than one day. However, investigation will likely delay opening of building to the public. |
Evacuation needs/actions | Difficulty evacuating the building. Potential for spontaneous self-evacuations of other buildings and/or parts of the city. |
Quarantine | NA |
Simultaneity | Multiple attacks could lead to mass anxiety as people try to leave city. Could affect evacuation routes if events are close. Potential to further strain hospitals. |
Surprise nature | No warning time of the initial attack. After the fire alarm is sounded people know that there may be an emergency, however, they do not know the exact nature of the emergency. |
Threat of further attacks | Threats may cause people to evacuate threatened buildings or stop going to work. |
Lethality | |
General (number of fatalities/injuries) | Potential exposures—1,000 |
Personal (family members) | ? |
Cyber consequences | NA |

Physical Zones of Dirty Bomb Effects. A radiological weapon could be a relatively straightforward device in which a conventional high explosive is combined with a radioactive material and then exploded. There are two zones in such an explosion:
In the immediate zone, the consequences are primarily caused by the explosion. While large fragments will increase radiation doses, it is very unlikely that any casualties will display symptoms of acute radiation sickness. Thus, there will probably not be any immediate fatalities as a result of a dirty bomb, other than those caused by the conventional explosive.
Types of Radiation. The nature of the potential health effects of nuclear radiation depends on the character of the radiation source. The three principle types of radioactive decay are shown in Table A.8.
Health Effects of Low-Level Radiation. The type of radioactive source used in a dirty bomb is the key factor that determines the nature of the consequences. While all radioactive material can be inhaled and pose health hazards, alpha emitters cause greater damage when inhaled. Because alpha particles are easily shielded, they only pose a hazard if they are inhaled or ingested. Inhaled radioactive materials can remain in the lungs indefinitely and continue to emit radiation. The danger of inhalation is likely to be on the order of hours. However, the consequences (e.g., cancer) of inhaling small amounts of radioactive materials that would likely result from a dirty bomb will probably not occur for decades, if at all.
Table A.8
Characteristics of Radioactive Decay

| Type of Radiation | Characteristics |

| Alpha (α) | Alpha particles are very short range and are easily shielded by a single sheet of paper. Alpha particles cannot penetrate the outer layers of skin and are not an external hazard. Radioactive materials that emit them are an internal hazard if ingested or inhaled. |
| Beta (β) | Beta particles have a longer range and are less easily shielded. Aluminum foil or glass will stop beta particles. They can penetrate the outer layers of skin and are both an external and internal hazard. |
| Gamma (γ) | Gamma radiation has a very long range and is very difficult to shield. Unlike alpha or beta particles, gamma rays are electromagnetic energy waves (radio waves with a much shorter wavelength) similar to x-rays. Concrete, lead, or steel is needed to shield sources of gamma rays. The radiation can penetrate through the whole body. It is an external and an internal hazard. |

SOURCE: NCRP, 2001.
Radioactive sources that emit high-energy gamma particles can create long-term contamination issues over large areas (greater than 500 square kilometers) because they are not shielded adequately by clothing or skin.
Radioisotopes of Potential Interest. There are a wide range of radioisotopes of potential interest and concern in addressing the prospect of a radiological weapon attack. Although an attack might in principle involve spent reactor fuel, it is more likely the radioactive source would be radioisotopes employed commercially (now or in the past) as sources of ionizing radiation in applications as diverse as medical diagnostics, medical therapy, sterilizing food and medical instruments, inspecting welds, and drilling for oil. Some are produced from the reprocessing of spent nuclear fuel. Others come from the direct irradiation of samples in nuclear reactors.
Most of the radioisotopes with current commercial applications emit high-energy gamma rays. However, some are beta particle emitters (some gamma emitters also incidentally produce beta particles) and some are alpha particle emitters. The effects of the different types of radiation on humans are very much a function of whether an individual suffers radiant exposure on the skin or inhales the radioactive material through breathing or ingests contaminated food. The radioisotopes of principal concern in terms of their applicability in radiological weapons are shown in Table A.9. The amount of radioactivity in a source is measured by the number of nuclear decays per second and expressed with a unit called the curie, which equals 37 billion decays per second.
Radiation Safety Standards. Various government entities have established radiation standards for public protection. These standards are based on a linear, no-threshold model for stochastic effects. In effect, these standards assume that low levels of ionizing radiation, well below natural background radiation, may cause an increased cancer risk. Considerable controversy has arisen within the health physics community whether the increased danger (in terms of risk of cancer) from low-radiation doses and dose rates, such as those expected from a dirty bomb, significantly affects the risk already present from natural background radiation. The issue is one of the validity of extrapolating from risks at high levels of radiation (based on experience and experiment) to low doses and low dose rates. As emphasized in the 1990 report issued by the National Research Council’s Committee on Biological Effects of Ionizing Radiations Report (BEIR V), “it must be recognized that derivation of risk estimates at low doses and dose rates through the use of any type of risk model involves assumptions that remain to be validated” (“Health Effects of Exposure to Low Levels of Ionizing Radiation: BEIR V,” 1990). In effect, existing research data on low-level radiation effects are inadequate to either establish a safety threshold or exclude the possibility of no effects. As a result, in a radiological incident, state and local officials must make decisions in this context. Some agency standards are shown in Table A.10.
Table A.9
Properties and Applications of Radioisotopes

Modeling the Effects of a Dirty Bomb. The Lawrence Livermore National Laboratory Hotspot (Version 2.01) code has been used to produce simple deposition contours of radioactive materials from dirty bombs. The effects of two dirty bomb scenarios are examined for a city with a population of 1 million to 5 million people in the following section. These scenarios were chosen to illustrate:
The initial parameters for the two scenarios are summarized in the Table A.11.
Table A.10
Standards for Radiation Exposure

| Agency | Standard | Radiation Dose |

EPA | Protective action guidelines: relocation standard for nuclear accidents | 2 rem for first year 0.5 rem each subsequent year 5 rem cumulative dose over 50 years |
EPA | Regulation of cleanup of nuclear sites | 0.015 rem over first year |
NRC | Annual relocation standard for general population | 0.025 rem over first year |

Table A.11
Model Inputs

| Parameter | Scenario γ | Scenario α |

| Radioactive source | Cs-137 | Am-241 |
| Source amount | 10,000 Ci | 50 Ci |
| High explosive | 100 lbs TNT | 100 lbs TNT |
| Half-life | 30 years | 432.2 years |
| Wind velocity (at 2 m) | 5 m/s | 5 m/s |
| Stability class (city) | C | C |
| Receptor height | 1.5 m | 1.5 m |
| Respirable release fraction | 0.20 | 0.20 |
| Respirable deposition velocity | 0.30 cm/s | 0.30 cm/s |
| Airborne fraction | 1.0 | 1.0 |
| Nonrespirable deposition velocity | 8.0 cm/s | 8.0 cm/s |
| Debris cloud top | 240 m | 240 m |

Table A.12
Dirty Bomb Scenario—Event History





Figure A.5—The Initial Hazard of Americium 241

Figure A.6—Long-Term Contamination of Cesium 137 and Americium 241

Figure A.7—Timeline of Dirty Bomb Scenario
Table A.13
Dirty Bomb Scenario—Summary of Effects

Scenario γ | Scenario α |

Weapon/agent | 10,000 Ci Cesium 137 bomb explosion in a city. | 50 Ci Americium 241 bomb explosion in a city. |
Disruption of emergency services | ||
Law and order | Must deal with mass anxiety, relocation, and establishing exclusion zones. Investigation of possible nonradiological explosions and spurious events. | |
Fire services | Strained by false incidents and decontamination procedures. An exclusion zone may be created where radiation levels are too high to allow first responders to enter until the extent of contamination can be better characterized. This zone could contain victims who will not be accessible to first responders (but would be accessible to hazmat teams). The NCRP report recommends setting a “turnaround” threshold radiation dose that exceeds 10 rem/hr or a total exposure of 10 rem. | |
Hazmat teams | Strained by need to characterize cloud and possible false incidents. Responsible for decontamination of those directly exposed. Exclusion zone could contain victims that will not be accessible to first responders and therefore must be handled by hazmat teams. | |
EMS | Strained by calls from people concerned they may become seriously ill. EMS concerned about exposure of its personnel. Need to provide treatment for people injured by the blast. Possibly strained by need to characterize cloud and possible false incidents. Exclusion zone could contain victims who will not be accessible to first responders. | |
Disruption of health services | ||
Medical care | Issues about how to decontaminate victims. Victims may begin receiving treatment for blast injuries before the event is discovered to involve radioactive materials. Some people coming into emergency rooms demand to be tested and treated for potential radiation exposure. Three categories of victims: immediate (blast victims), those exhibiting psychosomatic symptoms, and long-term (posttraumatic stress disorder). | |
Public health | Public health authorities responsible for keeping the public informed and determining appropriate areas from which citizens may be required to relocate. Inform public about how much radiation is harmful and how to avoid exposure. Responsible for monitoring the environment and the people exposed to radiation. If it is determined that the radioactive source does not contain radioactive iodine, people need to be made aware that medications, such as potassium iodide, will not be of any benefit. | |
Behavioral health | Initial confusion and anxiety. Emergency response teams wearing protective gear could lead people to believe significant risk is in the area. Long-term problems with people potentially exposed who may experience anxiety about whether they will develop cancer. Possible depression and posttraumatic stress disorder issues. Also impossible to distinguish between those who would have developed cancer otherwise and those who develop cancer as a result of the attack. | |
Mortuary services | Quantity of fatalities is not a problem, however concern arises that bodies killed in the explosion might be contaminated. | |
Disruption of infrastructure | ||
Power (electricity, gas, heat, etc.) | NA | |
Transportation | Potential for mass panic, crowd control issues. Self-evacuation issues (traffic). False incidents may cause further alarm on roadways. | |
Shelter | Potential issue with self-evacuees. Potential issue with relocation. | |
Water and sewerage | Potential issues with contamination of water. | |
Food | Food from farms and gardens inedible for large area within contaminated area. Ground water contamination is a possible concern. | |
Disruption of sanitation services | ||
Trash | Services may be disrupted in contaminated zones. Issues about how to dispose of potentially contaminated personal items (e.g., clothing, etc.). | |
Biowaste | NA | |
Disruption of communications | ||
Telephone, TV, radio, computer, etc. | Cell phone, landlines, and e-mail might be overwhelmed, but short duration of attack reduces load quickly. | |
Environmental safety | ||
Clean aira | Air may contain radioactive materials during cloud passage. | |
Soil, ground, and surfaces | Soil affected by radioactive materials for long period, so it must be removed in some places. Cs-137 difficult to remove because it tends to bind to concrete. Takes time to assess extent of contamination. People might be unwilling to return home even if determined safe. | |
Time to recovery | Initial recovery might take days. Decontamination of affected area, if economically feasible, might take years. | |
Evacuation needs/actions | Public officials may order relocation from affected area. Potential for spontaneous self-evacuations of the area. | |
Quarantine | NA | |
Simultaneity | Could affect self-evacuation routes if events are close. Strain first responders and hazmat teams. | |
Surprise nature | Slight negative warning time (i.e., people are not aware of attack even while it is happening; it takes on the order of tens of minutes to a few hours to realize a radiological attack has occurred). This takes place because a gap occurs between the time that the radioactive material is dispersed and the time that the public is made aware that the incident involved radioactive material. | |
Threat of further attacks | Threats may cause people to self-evacuate the affected city and perhaps other urban areas. People may begin stocking medications and facemasks in an attempt to reduce potential risk of exposure. | |
Lethality | Scenario γ | Scenario α |
General (number of fatalities/injuries) | 0—Initial Exposure greater than 0.25 rem | 10,000—Initial Exposure greater than 0.25 rem |
Indeterminate—Long-Term Exposure | 1,800—Initial Exposure greater than 1.0 rem | |
370—Initial Exposure greater than 2.5 rem | ||
Indeterminate—Long-Term Exposure | ||
Personal (family members) | ? | |
Cyber consequences | NA | |

a For Americium 241, there is also the problem of resuspension of radioactive materials.
This scenario examines one category of nuclear attack: a one-kiloton weapon in a truck detonated on the ground in the middle of a city with a population of 1 million to 5 million people without many skyscrapers. A larger-scale attack would have most of the same effects, but the scale would be larger. Initial conditions for the attack assume the following:
Effects of Attack. Unlike biological weapons, many of the effects of a nuclear attack are felt instantaneously. Nuclear weapons have four primary effects: blast, prompt ionizing radiation, thermal radiation, and long-term radiation (fallout). The number of people exposed to any of the effects of the weapon is about 100,000 in this scenario.
Blast Effects. Blast effects are essentially instantaneous and the most destructive for physical structures and people. The effects on infrastructure and services can be severe and long lasting, particularly within the 5 psi ring (about 0.4 kilometers [0.25 miles] from detonation point). Disruptions will also be significant within the 2 psi ring (about 0.8 kilometers [0.5 miles] from detonation point) but can be overcome more rapidly. Figure A.8 (A) shows the overpressure rings caused by the blast.
Prompt Radiation Effects. Prompt radiation is also essentially instantaneous. With a one-kiloton weapon detonated on the ground, the radiation effects reach out farther than blast and thermal effects. For doses of 600 to 1,000 rem, it is estimated that 90–100 percent of casualties, respectively, will be fatal even with medical treatment. For doses of 300 rem, it is estimated that 10 percent of casualties will be fatal with treatment. Below 200 rem no fatalities will stem from prompt radiation but people will suffer symptoms of radiation sickness. See Figure A.8 (B) for a schematic of prompt radiation effects.
Thermal Radiation Effects. Thermal radiation (heat) will burn skin directly exposed to heat from the detonation. Figure A.8 (C) is a schematic of burn severity caused by thermal radiation. Secondary effects of nuclear weapons include fires started by thermal radiation and by gas and electrical lines damaged by the blast.
Local Radioactive Fallout Effects. Radioactive fallout starts to deposit in 10–15 minutes after the detonation in the area around ground zero and continues to deposit locally over the next 24–48 hours from a cloud determined by wind and other meteorological and geographic factors. The direction, intensity, and dispersal of the fallout are highly dependent on local conditions and cannot be predicted. Radiation has a cumulative effect on the body. Doses above 600 rem accumulated over a week or less are 90 percent fatal with treatment, 10 percent fatal at 300 rem with treatment, and nonfatal at 200 rem without treatment. Doses cause no acute symptoms at 50 rem. Exposures of 50 rem or lower will increase long-term cancer deaths, however, by 0.4 to 2.5 percent. Even nonfatal radiation effects can increase chances of death from burns, other traumas, and infection. The effects of long-term exposure to low levels of fallout radiation are primarily in increased incidence of cancer and genetic mutations, although the magnitude of the effect is a matter of debate. The standard approach used by U.S. regulatory agencies is to assume that the effect is linear and to use the factor of one additional cancer death for every 2,500 people exposed to a cumulative dose of 1 rem, whether it was absorbed in one month or 10 years. Areas within the fallout zone are likely to remain uninhabited for years.
The local radioactive fallout contours shown in Figure A.8 (D) were estimated using the Hotspot model (Version 2.01) created at Lawrence Livermore National Laboratory. An 18-km/hr (~11 mph) wind speed was assumed in the model. For a 24-hour exposure, Hotspot estimated that the 1,000 rem and greater area for a one-kiloton weapon detonated on the ground is 2.3 square kilometers (0.9 square miles), the 300 rem and greater area is 8.9 square kilometers (3.4 square miles), the 100 rem and greater area is 23 square kilometers (8.9 square miles), and the 10 rem and greater area is about 60 square kilometers (23 square miles). Note that the entire blast zone will be exposed to local fallout. The number of people exposed (10 rem or greater) to fallout outside the prompt radiation zone is about 60,000, assuming an average population density over that large area of 1,000 people per square kilometer (~2,600 people per square mile).
Other Effects. Another effect is an electromagnetic pulse (EMP), which will damage components attached to large antennas and power lines. EMP can also destroy computers. It is also likely to affect communications networks, but the duration of the disruption is unknown.
Table A.14
Parameters of Nuclear Scenario, Surface Burst


Table A.15
Nuclear Detonation Scenario—Event History



Figure A.8—One Kiloton Prompt Blast Effects—Overpressure Contours (A), Radiation Dose Contours (B), Burn Contours (C), and Local Fallout 24-Hour Radiation Dose Contours (D)

Figure A.9—Timeline of Nuclear Detonation Scenario
Table A.16
Nuclear Detonation Scenario—Summary of Effects

Weapon/agent | One-kiloton nuclear weapon detonated on the ground in a city. |

Disruption of emergency services | |
Law and order | Those who survive and are not incapacitated (outside 200-rem prompt-radiation ring) will be severely stressed dealing with establishing order; duty cycles will be limited by radiation environment. Must deal with mass anxiety, evacuation, and establishing exclusion zones. National Guard call up to support law enforcement. |
Fire services | Those who survive and are not incapacitated (outside 200-rem prompt-radiation ring) will be severely stressed fighting fires; duty cycles will be limited by radiation environment. Fires a significant factor within 5-psi ring. More manageable within the 2–5-psi band, but many left to burn because radiation environment from early fallout may prohibit access. Fires started by thermal radiation (ignites furniture inside buildings), secondary fires started by downed power lines and broken gas lines. Firehouses might be inoperable. Water likely to be unavailable for at least 24 hours outside 1-psi ring. Available irregularly between 1- and 2-psi rings after power is reestablished. |
Hazmat teams | Characterize fallout cloud. Overwhelmed by need for rescue workers in radiation environment. |
EMS | Those who survive and are not incapacitated (outside 200-rem prompt-radiation ring) will be severely stressed helping the injured; duty cycles will be limited by radiation environment. |
Disruption of health services | |
Medical care | Within 200-rem prompt-radiation ring, most people are killed or disabled by the various effects of the detonation. Hospitals in fallout zone are unusable. Surviving local hospitals overwhelmed by thousands of burn and radiation patients. Must rely on regional and national support. Burn facilities in region quickly overwhelmed. Hospitals must worry about contamination brought in by patients. Trauma centers are strained and could be damaged. Military provides support. |
Public health | Local services quickly overwhelmed. Must contend with disease from bodies, lack of sanitation. Establish triage centers. Monitor cancer possibilities. Educate public about radiation and other health aspects of dealing with the disaster. |
Behavioral health | Widespread confusion and mass anxiety. Significant and long-lasting behavioral health effects. Possible depression and post-traumatic stress disorder. |
Mortuary services | Many fatalities from blast, radiation, and burns. Large number of fatalities stress mortuary services. |
Disruption of infrastructure | |
Power (electricity, gas, heat, etc.) | Shut down for 24 hours throughout metropolitan area. Restored to 1-psi ring within one to two days; 2-psi ring within two to four days. Repair personnel duty cycles are limited by radiation environment. |
Transportation | Attack will not damage roads outside 12-psi ring, but debris and clutter on roads will be a problem within the blast zone. Can be cleared fairly easily on wide roads (highways). Bridges and overpasses likely to survive. Severe issues in evacuating the city. |
Shelter | Severe housing and refugee crisis. Buildings within the 2-psi ring likely to be severely damaged. Buildings and houses within the larger 100-rem fallout zone likely to be uninhabitable for weeks or months. |
Water and sewerage | No pressure, but distribution system largely intact. Pressure outside 1-psi ring restored as power restored. Closer in, service restored as broken connections fixed/capped. 12 psi, severe damage to mains, 5–12 psi moderate damage, 2–5, sporadic damage. Long-term contamination of water supplies from fallout is an issue. |
Food | Services and delivery unlikely inside 10-rem prompt-radiation ring. Panic causes people to stockpile food in case of disruption of services and delivery. Refugees must be fed. |
Disruption of sanitation services | |
Trash | Radioactive debris. Severe disruption of trash-collection services, restored up to the 10-rem zone within a week. |
Biowaste | NA |
Disruption of communications | |
Telephone, TV, radio, computer, etc. | EMP and radiation will disrupt many communication systems, at least initially, but level of permanent damage difficult to estimate. Portable electronics less susceptible to damage. |
Environmental safety | |
Clean air | Air contaminated by radioactive airborne fallout particles. |
Soil, ground, and surfaces | Serious problem in fallout zones, contaminated by radiation (short-term and long-term). Some areas may require extensive decontamination (e.g., soil removal). |
Time to recovery | Recovery of services and infrastructure outside the blast zone might take weeks. Health-care reconstitution might take months. Decontamination and reconstruction of affected areas, some 8 km2 (~3 mi2) around detonation and several times more area in the fallout cloud, might take decades. |
Evacuation needs/actions | Large portions of the population might want to leave affected area. Mass evacuations (spontaneous and ordered) might create a refugee problem. |
Quarantine | NA |
Simultaneity | Could affect evacuation routes if events are close. Could affect arrival of regional/federal resources. Could further strain hospitals. |
Surprise nature | No warning time assumed. Warning likely to be ineffective if city, time of attacks, and specific target not known. |
Threat of further attacks | Threats may cause people to evacuate affected city and perhaps other urban areas. |
Lethality | |
General (number of fatalities/injuries) | Casualties—20,000 |
Personal (family members) | ? |
Cyber consequences | Significant disruption of communication networks and automated control systems. |

SOURCES: OTA, 1979; Glasstone and Dolan, 1977.
This scenario examines two categories of anthrax attack: (a) a large-scale, very efficient attack under ideal conditions and (b) a small-scale, inefficient attack under nonideal conditions. Where appropriate, differences between small- and large-scale events are distinguished. When consequences are not categorized as large- and small-scale, they can be assumed to be equivalent. Both attacks are assumed to have occurred in a city with a population of 1 million to 5 million. Initial conditions for large- and small-scale attacks are as follows:
Table A.17
Parameters of Aerosolized Anthrax Scenario

| Parameter | Large-Scale | Small-Scale |

| Footprint (km2) | 300 | 30 |
| Number of people exposed | 500,000 | 5,000 |
| Number of people infected (symptomatic) | 300,000a | 3,000a |
| Number of fatalities without treatment | 250,000b | 2,500b |
| Number of fatalities with treatment | 125,000c | 1,250c |

a Number of people infected assumes no protective measures are taken before or are in effect during the attack.
b The fatality figure without treatment assumes that 80 percent of symptomatic cases are fatal, according to a World Health Organization (WHO) study in 1970.
c The fatality figure assumes that treatment with antibiotics would reduce fatality rate by 50 percent, according to the 1970 WHO study. That figure is highly dependent on the details of the scenario, particularly the time it takes to detect the attack and the speed and comprehensiveness of the antibiotic campaign.
Table A.18
Anthrax Scenario—Event History




Figure A. 10—Efficient and Inefficient Anthrax Dispersal Density

Figure A. 11—Timeline of Anthrax Scenario

Figure A.12—Fatalities per Week for Large-Scale Anthrax Scenario
Table A.19
Anthrax Scenario—Summary of Effects



This scenario examines the consequences of covert release of aerosolized smallpox on January 1 inside an arena in a city with a population of 1 million to 5 million. As an audience of 20,000 people gathers in the arena for a New Year’s celebration, several terrorists release aerosolized smallpox sufficient to cause
Table A.20
Smallpox Infection and Fatality History


Figure A.13—Smallpox Infections and Fatalities per Generation
Table A.21
Smallpox Scenario—Event History









Figure A.14—Timeline of Events in Smallpox Scenario

Figure A.15—Timeline of Smallpox Scenario
Table A.22
Smallpox Scenario—Summary of Effects

Weapon/agent | Aerosolized smallpox release in an arena. |

Disruption of emergency services | |
Law and order | Services are stretched after public learns of the attack. Local police provide security around hospitals and vaccination centers. They might also be called on to enforce quarantines or curfews if they are imposed. Personnel may stop going to work because of fear of infection. May be supplemented by National Guard within a few days. |
Fire services | Strained by real and false terrorist incidents, but they are not critical to survival of individuals. |
Hazmat teams | Strained by false incidents, but they are not critical to survival of individuals. |
EMS | Severe consequences: system overwhelmed by calls, many of them false alarms. Personnel may stop going to work because of fear they are infected. When symptoms of first generation become severe, possibility exists for transmission of infection to personnel before they are vaccinated. As personnel begin to feel psychological effects, more absenteeism occurs. National Guard may be mobilized. |
Disruption of health services | |
Medical care | Severe consequences: hospitals overloaded, smallpox hospitals established. Hospital personnel may stop going to work because of fear of infection. Many private practices closed by fear of smallpox. Stress felt by medical personnel concerned about their own lives and the lives of loved ones. National Guard may be mobilized. |
Public health | Severe consequences: public health system undertakes investigation and surveillance activities. Smallpox response plan is implemented. Ring vaccination is initiated. Medical and other personnel may stop going to work because of fear of infection. When symptoms of first generation become severe, possibility exists for transmittal of infection to personnel before they are vaccinated. Potential for long-term unexplained medical maladies in affected community. National Guard may be mobilized. |
Behavioral health | Uncertainties about the disease, exposure, and treatment may cause widespread anxiety. Possible depression and posttraumatic stress disorders. |
Mortuary services | Assumption: Mortuary services can handle the given number of fatalities. But challenged in the capability to handle biohazard bodies. |
Disruption of infrastructure | |
Power (electricity, gas, heat, etc.) | NA |
Transportation | People might avoid public transportation for fear of becoming infected by neighboring passengers. Additionally, staff absenteeism may make public transportation unreliable. Potential for large spontaneous self-evacuation of the area might cause severe traffic jams because it will not be organized by authorities. Potential for spontaneous self-evacuation of multiple, neighboring cities if simultaneous releases of smallpox agent. |
Shelter | Some people will be displaced by infections in their home. Potential shelter, feeding issues (refugee crisis) from spontaneous self-evacuations. Concerns may occur in host area that self-evacuees from the infected area are contagious. |
Water and sewerage | Public may need to be reassured that water supplies are not contaminated. |
Food | Panic causes people to stockpile food supplies. Disruption of delivery system because drivers refuse to enter city. Potential for looting of stores as situation becomes more severe. Government may have to establish food distribution centers. People that elect to shield or isolate themselves in their homes will need access to adequate food supplies. |
Disruption of sanitation services | |
Trash | Could be disrupted if workers are concerned about potential biowaste in trash from homes. |
Biowaste | Biowaste in homes a concern. Hospitals may be strained by amount of biowaste. |
Disruption of communications | |
Telephone, TV, radio, computer, etc. | Communications infrastructure may be strained but probably not severely disrupted. |
Environmental safety | |
Clean air | Primary mode of transmission is by contaminated saliva droplets in the air. |
Soil, ground, and surfaces | NA |
Time to recovery | ~70 days for large outbreaks to cease. Perhaps up to one year for isolated cases to end. |
Evacuation needs/actions | Not recommended but might occur spontaneously. Authorities advise against self-evacuation. |
Quarantine | Officials are not likely to impose quarantine because people will either be vaccinated or isolated. Self-isolation may be spontaneous or urged by authorities. Raises food and medicine distribution problem. |
Simultaneity | Raises pressure to do mass vaccinations. Potential to cause self-evacuations of urban areas. Real or suspected simultaneity might diminish trust in ability of authorities to manage the consequences. Epidemiological investigation is complicated by simultaneous attacks. |
Surprise nature | Negative warning time (i.e., people are not aware of attack until several days after it has occurred). For second generation, 10-day warning before symptoms. For third generation, 24-day warning before symptoms. For fourth generation, 38-day warning before symptoms. |
Threat of further attacks | Causes severe problems because people may fear shortage of vaccines. May cause people to self-evacuate urban areas. |
Lethality | |
General (number of fatalities/injuries) | Infections—1,000–2,000. |
Fatalities—200–400. | |
Personal (family members) | Family members stricken raise a number of issues. |
Cyber consequences | NA |


1 The economic impact of the various attacks was not considered because it is not critical to an individual’s survival.
2 Gas could also be introduced at the ground level if the air intake is located there.


Table B.1
Emergency Preparedness Guidelines Reviewed for This Study



















In January 2003, RAND convened focus groups in two cities (Los Angeles and Washington, D.C.) to obtain community feedback on our initial ideas for individual preparedness and response strategies for catastrophic terrorism. The overall purpose of these focus group discussions was to inform the project’s recommendations for an individual’s strategy for catastrophic terrorism.
Individuals were contacted by a recruitment firm and invited to participate in a discussion at the RAND offices in Santa Monica, California, or Arlington, Virginia. Recruitment was stratified into two groups by socioeconomic status (SES) based on household income and education: one group had annual incomes of less than $40,000 and no education beyond high school and the other had annual incomes greater than $40,000 and a college education. Participants were screened for eligibility; criteria included being at least 18 years old, English speaking, not currently employed by government or in a first responder capacity, and lack of evident of posttraumatic stress disorder. Participants were recruited to represent parental status (at least four parents or guardians of children under 18 per group) and gender (approximately half men and half women). A $75 payment was given for participation. There were a total of four groups, held on January 6, 2003 (Los Angeles), January 7, 2003 (Los Angeles), January 21, 2003 (Washington), and January 23, 2003 (Washington).
Each focus group consisted of a two-hour discussion organized into three phases: general risk perceptions, feedback on specific terrorism events (scenarios and the project’s recommended actions) and personal preparedness actions and communication strategies. We organized the discussion in this manner to get individuals comfortable talking about risks and sharing information about their concerns before presenting detailed information about terrorism. The purposes of the discussion are highlighted below with a brief description of how each issue was addressed.
Between seven and 12 participants attended each of the four groups for a total of 39 participants. By design, each group was composed of 50–60 percent women and at least a third of each group included parents with children under 18. Participants’ ages ranged from 21 to 77, 50–75 percent of participants were married or living with a partner, and 50–83 percent owned their homes.
We began by trying to identify common threats that concern individuals. To do this, individuals were asked to identify the types of dangers or risks that they may think about in their daily lives. We then asked participants to identify risks and dangers specifically related to terrorism. We created lists of the risks and dangers offered by participants and asked them to rate the biggest risks from among the two lists
We then described four terrorist attack scenarios: aerial release of anthrax over a city, dispersal of smallpox in an indoor arena, sarin gas release outside a famous building, and a nuclear weapon detonation in a large city. For each scenario, we provided a brief verbal description of the event that included information about the type and scale of the event (agent and distance covered, etc.), and what officials would reasonably be expected to do (provide information and guidance) or not do. Individuals were asked to imagine that this had actually just happened. Following our description of each scenario, we asked individuals several questions, including how the situation made them feel, how real it seemed, and what they would do. Our goal was to learn about the responses that people take and consider taking in these situations.
Following discussion of these questions, for each scenario we read aloud and projected written summaries to present the proposed response actions for their consideration. For example, obtain medical care and move to a spore-free environment in the anthrax release or seek indoor shelter immediately in the sarin attack. Individuals were asked a series of questions to obtain feedback about the likelihood of their taking those actions, whether the actions were possible, and if some actions seemed difficult, did not make sense, or needed further explanation. We also asked participants how confident they were that the local or federal government is prepared to deal with this type of attack.
We also presented the proposed individual preparedness and response strategy to participants (learning to recognize characteristics of events, understanding appropriate response actions, etc.) and asked similar questions about the likelihood of taking those steps. Finally, we asked individuals for feedback and ideas about communicating this type of information to people to increase the likelihood that they would take such steps to prepare for and respond to terrorism events.
Our findings are summarized here. Where relevant, we attribute the finding to a particular group (low SES versus high SES).
- — Specific risks (e.g., anthrax, sarin).
- — Appropriate response (e.g., when to take the smallpox vaccine and understanding how effective it is; how to find shelter or seal off a room).
- — Misperceptions about taking potentially harmful actions.
- — Some asked for materials now.
- — They felt that more motivation to act may be necessary.
- — Low-SES and Washington, D.C., groups were less confident in the government’s ability to handle these situations.
- — Mailing information with utility bills.
- — Conducting education/drills associated with an alert system.
- — Providing brochures in retail stores (e.g., grocery stores).
More detailed information and results are available from the authors.


Communicating the recommended individual strategy successfully to the public is outside the scope of this report. But in its design and presentation, we have drawn on the main principles in the risk-perception and risk-communication literature. This appendix provides the more salient lessons from these literatures to build an understanding for how people perceive and behave in response to those perceptions and the information they are provided.
Four main theories have been proffered to explain how individuals process risk information, form risk perceptions, and make decisions about about avoiding or minimizing risk. Together, these theories provide a foundation for considering and coordinating effective communication in high-concern situations (Covello et al., 2001).
The Risk Perception Model defines an individual’s perception as a combination of a hazard, defined as the magnitude times the probability of mortality or morbidity, and outrage, which is the perceptual or emotional component of risk such as fear or anxiety (Sandman, 1991; 1993). Several factors directly related to the risk itself determine how we perceive it, as shown in Table D.1.
Risk also includes the subjective evaluation of that risk, and a number of principles from the behavioral and social sciences guide how people make these evaluations. Risk perception determines the level of concern, worry, anger, fear, and hostility, which are the subjective factors that influence how people interpret a threat. How people respond emotionally to perceived hazards (Slovic, Fischhoff, and Lichtenstein, 1990) in turn affects their attitudes and subsequent behaviors.
Table D.1
Factors Related to How We Determine Risk

Risk Factor | Perceptions of Risk Will Be Greater When the Threat Is Seen As: |

Voluntariness | Involuntary or imposed |
Controllability | Under the control of others |
Familiarity | Unfamiliar |
Equity | Unevenly and inequitably distributed |
Benefits | Unclear or having questionable benefits |
Understanding | Poorly understood |
Uncertainty | Relatively unknown or having highly uncertain dimensions |
Dread | Evoking fear, terror, or anxiety |
Reversibility | Having potentially irreversible adverse effects |
Trust in institutions | Requiring credible institutional response |
Personal stake | Placing people personally and directly at risk |
Ethical/moral nature | Ethically objectionable or morally wrong |
Human versus natural origin | Generated by human action (versus “acts of God”) |
Victim identity | Producing victims that one can identify with |
Catastrophic potential | Producing fatalities/injuries/illness grouped spatially and temporarily |

Somewhat by definition, catastrophic terrorism scenarios meet many of these criteria (e.g., uncontrollable, uncertain, human intent, catastrophic potential) and as such, the threat of terrorism to most individuals will be perceived as greater than its probability (Blendon et al., 2001; 2002). Therefore, strategies to educate, inform, and communicate with individuals about the threat of terrorism should be sensitive to these factors and consider strategies to address them directly to lessen potential fear.
The Mental Noise Model focuses on how people perceive information under conditions of stress, suggesting that in such high-concern situations as catastrophic terrorism, the ability for effective communication is impaired. If values are threatened, emotional arousal and/or mental agitation from feelings tend to create “mental noise.” Being exposed to risks with negative psychological attributes as listed above (e.g., involuntary, uncontrollable, low benefit, unfair, or dreaded) is accompanied by severe mental noise. Mental noise interferes with an individual’s ability to respond rationally.
The Negative Dominance Model describes processing of negative and positive information in high-concern situations as having an asymmetrical relationship between negative and positive information (with more weight on the negative). People tend to place greater value on losses (negative outcomes) than on gains (positive outcomes). Therefore, negative messages should be counterbalanced by a larger number of positive or “solution-oriented” messages. However, communications that contain negatives (e.g., no, not, never, etc.) receive closer scrutiny, are remembered longer, and have greater impact.
Another model, the Trust Determination Model, emphasizes the importance of trust for effective risk communication. Trust is built over time through ongoing actions, listening, and communication skills, including caring and empathy, dedication and commitment competence and expertise, and honesty and openness. Individual or small group settings (information exchanges, public workshops) are most effective for communicating trust (Renn and Levine, 1991). Trust in individuals overrides trust in the organization. Perceived trust is lower if experts disagree, are insensitive or unwilling to disclose information, are perceived as being irresponsible, or do not coordinate their messages.
Other relevant theories and principles from social psychology include Expectancy-Value Theory (Fishbein and Ajzen, 1975), which purports that acceptability of risks is strongly and positively related to the perception of the benefits of the hazardous activities. Perceived Control (Ajzen, 1985) predicts individuals’ behavioral intentions. Stress and Coping Theory (Lazarus and Folkman, 1984) suggests that primary appraisal processes focus on assessing the threat and secondary appraisal focuses on perceived coping abilities. Social Cognitive Theory (Bandura, 1986) views behavior as a function of self-efficacy expectations—i.e., whether individuals think they can take the appropriate action(s)—and Protection Motivation Theory (Rogers, 1983) views self-protective behavior as determined by danger or vulnerability to the threat, the probability of the threat, the extent to which an action is possible, and the perceived effectiveness of the action. The Precaution Adoption Process Model, for example, suggests that perception of personal risk susceptibility and severity determines the extent to which individuals will attend to information about risk and whether they will decide to alter their behavior.
A number of principles from social psychology can help explain individual preparatory and response behaviors about catastrophic terrorism. One is that people routinely employ heuristics (rules of thumb) and biases to simplify difficult mental tasks when evaluating risks (Tversky and Kahneman, 1974). The optimistic bias is a heuristic that leads to unrealistic perceptions of no or low risk compared with similar others (false illusion of control). This false notion creates overconfidence in the ability to overcome a risk and a desire for certainty to act on that risk. The availability heuristic leads people to judge events as likely or frequent if instances are easy to imagine or recall. For example, rare causes of death are overestimated (terrorism, pregnancy) and common causes are underestimated (lightning, diabetes). These are possible explanations for why many will not prepare for terrorism.
As such, communication strategies about the threat of terrorism, as well as about how to prepare and respond to terrorism, should take these factors into consideration.
In the context of emergency situations, there are two types of risk communication to the public (Sorensen and Mileti, 1991): preemergency risk communication, which provides information and education about hazards and includes the nature of the hazard, ways to mitigate losses and protective actions to take in an emergency, and emergency risk communication, which provides communications by officials just before (warnings) or during (guidance) an emergency. While both types of risk communication are critical, we focus here only on research surrounding preemergency risk communications because the individual strategies presented in this report are designed to help people respond to, and prepare for, a terrorist attack prior to the attack.
Changing Behavior Through Preemergency Risk Communication. The main goal of preemergency risk communication is to change people’s behavior. In this regard, the literature on public health and social marketing (Andreason, 1995) campaigns provides a number of lessons about how to influence behavior change. Examples of successful public education efforts include increasing the use of seat belts, decreasing smoking, antilittering, and changing dietary habits, especially with respect to low-fat diets. All of these well-known campaigns were successful for three key reasons: they raised the awareness and created questions in the minds of their recipients, they offered fairly straightforward answers, and they had authorities available over time to reinforce the message.
The primary mechanism through which these public health efforts are realized is through changing the perceptions of normative behavior. One route to changing norms is through linking them to social values and also by imposing clear, nonambiguous sanctions when those standards are violated.
The more-effective campaigns also tended to use multiple forms of media, used a systems approach to combine mass media and community/small group activities, and targeted the groups they wanted to reach using fairly modest, attainable goals. For example, successful programs for promoting safety belt use have attributed their success to availability to local grassroots organizations and volunteers to help implement and institutionalize the behavior change program (Geller, 1984).
Punitive measures (e.g., laws or fines) are generally viewed as undesirable strategies for inducing responsible protective behavior, particularly since they can be perceived as threatening individual freedom. Further, they may be less sensible for inducing a protective behavior than for the more typical “law-breaking” behavior. However, fear appeals can be useful if they are paired with mechanisms for reducing associated anxiety and fear.
Incentives and other positive reinforcement (e.g., lottery prizes, coupons, or direct payment) as in paying citizens to recycle are a promising approach to changing behavior. However, the incentives themselves are often impractical and their removal generally results in a lack of sustained behavior change. In the case of preparing for terrorism, it may be difficult to identify meaningful incentives for every type of preparatory action.
Designing Preemergency Risk Communication Messages to Change Behavior.
In the case of preparing for and responding to catastrophic terrorism, the focus of preemergency risk communication is on encouraging the development of new behaviors (Rothman, 2000). As such, the literature has some suggestions about how to design such messages.
Disseminating Prermergency Risk Communications. From our focus groups and review of the literature, we offer several suggestions on methods for disseminating such communications:
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