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PREFACE

Urban terrain is a great facilitator of deception. Combatants in any
type of urban conflict (and at any level of war) can and do make
effective use of deception for offensive, defensive, or intelligencegathering purposes. Yet the science of deception is relatively underdeveloped, and numerous questions about the cost and benefit
tradeoffs of employing deception remain unasked and, therefore,
unanswered. The research and analysis reported here was undertaken to elaborate upon existing deception theory and propose new
paths for technological, doctrinal, educational, and experimental
development. The primary source for the principles and prescriptions described in this report is the voluminous literature of animal
and plant biology, specifically as it relates to the practice of deception.
This study will be of interest to armed forces, law enforcement, and
intelligence community personnel planning for or conducting operations and training in urban terrain. Specifically, those who face
the challenge of employing or combating deception should find the
contents of this report a stimulus to thinking comprehensively and
innovatively about the topic. Other governmental or nongovernmental agencies considering policies involving the dedication of
military, law enforcement, or intelligence assets in urban settings will
likewise find material of value in generating alternate or novel approaches in applying or countering deception. Finally, the authors
hope to find an interested audience in academia, particularly among
those studying animal biology and behavior. We believe that a great
deal of mutual benefit is to be gained when different disciplines
bring their respective analysis to bear on a shared problem set.
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SUMMARY

Deception is widely appreciated as a powerful instrument of war, yet
it is surprisingly understudied. There is much to be learned from the
flexibility and innovation demonstrated at times by opposing forces.
The authors believe that this holds as true in training exercises as in
actual deployments. While there is no lack of ingenuity and guile
among U.S. service members (at any rank), there is little training in
“how to craft and employ ruses” and relatively few resources tasked
to support deception operations. The authors have also noted that
there is little analysis or doctrinal guidance for combatants or commanders to mull over when making tradeoffs regarding deception,
even for so simple a question as whether to employ camouflage or
decoys.
This research was conducted in an attempt to delve more deeply into
the theory of deception and, in so doing, to reveal new avenues of
experimentation. These pathways may lead to new technologies or
new training techniques, and hopefully will provoke a new look at
deception doctrine applicable at every level of war. After reviewing
the military deception literature, the authors examined a wide range
of research on deception in the animal kingdom, where ruses of virtually infinite variety are applied to offense, defense, and intelligence
gathering. What fundamentally ties animal deception to military
deception? Since all entities seek accuracy in their perceptions, and
accurate perceptions rely heavily upon the performance of an individual’s sensors, improvements to sensors or sensory processing are
significant contributors to survival; this is as true for human combatants as it is for any animal in any environment. It should not be surprising, therefore, that the reverse holds true: capabilities that
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engender inaccuracy in the perceptions of the foe (be it attacker or
defender) tend to be highly advantageous. This capability is defined
as deception, and the advantage it provides stems from the erroneous
action that so often follows an inaccurate perception.
Although the literature on deception in animal biology has only
recently emerged from naturalism and become an experimental science, it is richer and more scientifically rigorous than the corresponding literature on military deception. This should not be taken
as a criticism of the quality of work on military deception, but rather
a comment on its nature: there is relatively little scientific literature
on military deception. What experimental work exists is often narrowly focused, and the remainder of the literature is made up of
informed opinion and illustrative anecdote. In light of this, the
authors have sought to mine animal biology for suggestive lessons
and experimental hypotheses on deception and counterdeception.
The authors found this enterprise to be of value in several respects:
Deception can be of immense value. The unforgiving nature of natural selection, combined with a truly staggering prevalence of
deception, strongly supports the argument that causing an adversary’s perceptions to be inaccurate (i.e., degrading their situational
awareness) is of enormous value in virtually any setting or type of
conflict. As an adaptation, deception techniques are as important as
improvements to speed, armor, and weapons; why, then, does the
U.S. military accord deception such little actual importance? What
can be done to change this, and what can be gained thereby? More
emphasis and tighter integration of deception in tactics, techniques,
and procedures (TTPs) into operations and technological development would clearly be of benefit, particularly in a world of asymmetrically minded opponents.
Deception is a complex phenomenon that requires a nuanced analytic approach. There are many deceptive methods that may accomplish similar ends, and the details of the deceptions matter
greatly. Some deceptions rely mainly on the physical realm, while
others emphasize the behavioral realm. Some deceptions are fixed
and unchanging, while others show great flexibility and may even be
tailored to particular opponents. The authors have identified at least
three axes along which to measure individual deceptions, and at least
three means by which individual deceptions may be aggregated.
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When faced with an individual deception, the warfighter or analyst
can usefully distinguish between different levels of sophistication
(static, dynamic, adaptive, premeditative); different effects sought
(masking, misleading, confusing); and different means of deception
(morphological, behavioral). Moreover, deceptions in practice are
often aggregations of individual deceptions, and such aggregation
can be across physical space and time, or can be synergistic combinations of individual methods. The authors found the complexities
and nuances of animal deception a rich source of material in developing deception theory for both prescriptive and proscriptive ends.
Moreover, this material proved to be a wellspring of numerous questions that must be asked about military deception, and it suggests
experiments that may answer them with an ultimate aim of improved cost/benefit analysis of deception.
As noted in their previous work (Gerwehr and Glenn, 2000), the
authors have found that synergy arises when deception is conducted
in urban terrain. The characteristics of urban environments—the
density of structures, the teeming population, the complexity of terrain, the multiplicity of channels for communication, the voluminous background “noise,” the prodigious quantity and heterogeneity
of resources—allow for a great diversity and enhanced effectiveness
of deception measures. The vast majority of deceptions practiced in
the animal kingdom have valuable analogs in urban terrain. The
authors believe that from animals there are useful insights to be
gained about all military deception in all environments, yet the
benefits to urban operations will be greatest.
The term “adaptation” is often used when describing the learning
and innovation of combatants in military conflicts, particularly in
urban operations. Many of these adaptations involve improvements
to deception methods, that is, means for degrading or manipulating
an adversary’s situational awareness. Not surprisingly, this type of
adaptation is tremendously commonplace and valuable in animal
biology. An observer can begin to characterize combatants along a
spectrum of adaptability, a descriptor we call the adaptive index.
Further, an analysis of this type has a prescriptive role quite apart
from its descriptive one. As we consider why combatants innovate,
the rate at which such innovation occurs, and with what means
innovation is institutionalized, a doctrine for countering adversary
adaptation begins to emerge. The authors believe that this type of
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guidance is especially needed in urban operations, where the qualities and pace of adversary adaptation have significant, even decisive,
consequences. Moreover, the authors believe that U.S. forces may
want to consider instituting means (in both training and technology)
that encourage adaptations (devolved to the company, platoon, or
squad levels) as a counterweight to those of the adversary.
Having studied deception at some length, the authors believe that
although counterdeception is an important component of reconnaissance and surveillance (R&S), the two concepts are not equal.
Counterdeception is a skill set of its own that requires conscious
allocation of resources and training. The authors identified at least
five distinct categories of counterdeception (focusing upon data
type, data collection, data analysis, unmasking deception with
deception, and rendering deception moot). We hypothesize that the
most effective approaches to penetrating deception entail (1) combining more than one category of counterdeception and (2) applying the right category of counterdeception. Intelligence analysts
receive counterdeception training as a distinct element in their curriculum. Given the prevalence and diversity of deceptions encountered by friendly forces in urban operations, training in counterdeception and improved counterdeception TTPs would prove quite
valuable.
Adaptation features prominently in operations in urban terrain that
occur or unfold over time and with multiple engagements. U.S.
forces ought to explicitly aim to interfere with or manage adversary
adaptation. Among the greatest benefits of a counteradaptive approach is in the area of counterdeception. Those adaptations that
interfere with an opponent’s reconnaissance and situational awareness—that is, deceptions—improve one’s own survivability at the
expense of the opponent. Built-up terrain supports and promotes
these types of adaptations greatly. Thus, hindering an adversary’s
adaptation is likely to reduce the quantity and quality of deceptions
that he is able to field, adding value to one’s own reconnaissance
efforts (and thus to every action that requires situational awareness).
The authors believe that just as experiments in encouraging/
improving friendly adaptation ought to be run, so should experiments and exercises in which an explicit aim of the friendly force is
to hinder or otherwise manage adversary adaptation. This would be
the biological equivalent of choosing from an array of selective pres-
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sures to apply to one’s competitors, instead of simply leaving the
choice up to chance and nature. Lessons learned on the friendly
actions that are the most effective in shaping adversary adaptation
would be invaluable, particularly in stability and support operations
(SASO) occurring over time in urban terrain.
A better understanding of deception carries important technological
implications. As plans are drawn up for the technologies that will
undergird the Interim Brigade Combat Team and Objective Force,
improvements in the science of deception should figure prominently in these designs. Given the enhanced survivability of organisms that employ well-tailored deceptions, it would appear that investment in deception science is extremely worthwhile.
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ABBREVIATIONS

APC

armored personnel carrier

BDU

battle dress uniform

BLUFOR

blue force

CCD

camouflage, concealment, and deception

COA

course of action

COMINT

communications intelligence

FLIR

forward-looking infrared radar

FLN

Front de Libération Nationale

FOPEN

foliage-penetrating

GPS

global positioning system

HARM

high-speed anti-radiation missile

HQ

headquarters

HUMINT

human intelligence

IAD

integrated air defense

IFF

identification, friend or foe

IMINT

imagery intelligence

IPB

intelligence preparation of the battlefield

IR

infrared
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JSEAD

joint suppression of enemy air defenses

JSTARS

joint surveillance, targeting, and reconnaissance
system

LO

low observable

LTTE

Liberation Tigers of Tamil Elam

MANPADS

man-portable air defense system

MCCD

multispectral close combat decoy

NATO

North Atlantic Treaty Organization

NEO

noncombatant evacuation operation

NGO

nongovernmental organization

NIR

near infrared

OPFOR

opposing force

OPLANS

operational plans

OPTEMPO

operational tempo

PGM

precision guided munition

PIRA

Provisional Irish Republic Army

Pk

Probability of kill

ROE

rules of engagement

SAR

synthetic aperture radar

SEAD

suppression of enemy air defenses

SIGINT

signals intelligence

SOP

standard operating procedures (or standing
operating procedures)

TTPs

tactics, techniques, and procedures

UAV

unmanned aerial vehicle

