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Intelligence analysts, law enforcement officials, and policymakers have become increasingly concerned about the possibility of future maritime terrorist attacks. The maritime environment possesses some unique characteristics that, in principle, could make it attractive to terrorist operations, including the extraterritoriality of the high seas and poor or inconsistent security measures that apply in coastal areas and facilities in many parts of the world. Maritime attacks have the potential to inflict significant harms on persons and property and, in at least some instances, could be highly disruptive to U.S. commerce.
This book focuses on the study of terrorism risk and liability issues in connection with two general types of maritime terrorism scenarios: attacks that target passenger vessels and attacks that target (or leverage) containerized shipping. With regard to analyzing risk, this book explores underlying threats, vulnerabilities, and potential consequences, and then combines this information to construct a picture of the relative risks posed by different terrorism scenarios. With regard to analyzing liability, this book outlines key concepts, legal authorities, and ambiguities that would apply in determining civil liability for acts of maritime terrorism, focusing particularly on third-party (commercial) defendants. By combining the investigation of risk and liability into a single study, this book offers insights both into the nature of maritime terrorism risk, as well as the ways in which government might respond to that risk through the instrumentality of the civil justice system. This book would be of interest to anyone who is concerned with understanding and managing maritime terrorist risks.
This version corrects errors in the book first posted on the RAND Web site in October 2006 and available through January 1, 2007. Errata associated with that version appear on the Web site. The corrections affect Figures 6.2, 6.3, 6.4, and 7.2 and Tables A.5 and A.6.
As a result of these corrections, the revised version of the book identifies an additional scenario as being high risk; USS Cole–style attacks involving ramming an improvised explosive device into a passenger ferry. This additional high-risk scenario is also reflected in the appropriate places in the text.
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Policymakers have become increasingly concerned in recent years about the possibility of future maritime terrorist attacks. Although the historical occurrence of such attacks has been limited, concerns have nevertheless been galvanized by recognition that maritime vessels and facilities may (in some respects) be particularly vulnerable to terrorism. In addition, some plausible maritime attacks could have very significant consequences, in the form of mass casualties, severe property damage, and attendant disruption of commerce. Understanding the nature of maritime terrorism risk requires an investigation of threats, vulnerabilities, and consequences associated with potential attacks, as grounded both by relevant historical data and by intelligence on the capabilities and intentions of known terrorist groups. Assessment of the risks associated with maritime terrorism can help policymakers and private firms to calibrate and prioritize security measures, prevention efforts, and mitigation plans.
The risks associated with maritime terrorism also provide the context for understanding government institutions that will respond to future attacks, and particularly so with regard to the U.S. civil justice system. In principle, civil liability operates to redistribute the harms associated with legally redressable claims, so that related costs are borne by the parties responsible for having caused them. In connection with maritime terrorism, civil liability creates the prospect that independent commercial defendants will be held responsible for damages caused by terrorist attacks. Liability is thus a key aspect of the government’s institutional response to terrorism, because (1) it creates strong incentives for private-sector prevention and mitigation efforts, (2) it serves as a foundation for insurance to spread related risks, and (3) it defines the scope and likelihood of compensatory transfer payments from firms to victims.
This book explores the nature of maritime terrorism risks associated with a limited set of attack scenarios involving passenger and container shipping. The book also examines U.S. civil liability rules as they may apply in the context of these types of attacks.
Our analytic strategy for addressing the risks associated with attacks on passenger and container shipping began from a broad assessment of related threats and vulnerabilities, based on a combination of historical data regarding previous attacks, and on a series of interviews with counterterrorism experts. We then investigated the likely consequences that would follow from different modes of attack, drawing on historical data and publicly available analyses, and by framing those consequences in terms of human effects (e.g., casualties), economic effects (e.g., property damage and business disruption), and intangible effects (e.g., political and governmental responses). Finally, we combined the information on threat, vulnerability, and consequences to generate estimates of relative risk, in connection with attack scenarios involving ferries, cruise ships, and container shipping. Our qualitative method for generating these risk estimates involved the use of defined ordinal scales to assess terrorists’ intents and capabilities, target vulnerabilities, and attack consequences. This method is described in detail in the appendix.
With regard to attacks on ferries, our findings suggest that on-board bombings present the greatest combination of threat and vulnerability among the specific types of assaults that we considered. In terms of consequences, all of the attack modes targeting ferries involve roughly comparable estimates of potential economic harm, but on-board bombings are projected to be somewhat less invidious in inflicting human casualties than two other modes of assault (parasitic bombing, and ramming attacks involving improvised explosive devices [IEDs]). With regard to attacks on cruise ships, we considered a broader range of likely attacks, and found that on-board bombings, followed by standoff artillery assaults and food or water contamination scenarios, present the greatest combination of threat and vulnerability. Once again, all of the attack modes targeting cruise ships involve roughly comparable estimates of potential economic harm, but parasitic bombings, ramming attacks with IEDs, and biological attacks (i.e., those involving contamination of a ship’s food or water supply) are projected as presenting somewhat greater potential for harm in the form of human casualties.
With regard to attacks on containerized shipping, we note that cargo vessels themselves are attractive primarily as a means to transport weapons or to sabotage commercial operations more broadly, rather than as a direct target for terrorist assaults per se. This being said, most scenarios we considered had comparable combinations of threat and vulnerability. The economic consequences associated with any maritime assault that shuts down operations at a major U.S. port could be severe. A dirty-bomb attack perpetrated using an illicit cargo container presents the greatest combination of likelihood and expected economic harm. In terms of human consequences (i.e., casualties), most container shipping scenarios present a low likelihood of inflicting such harms, and the prospect of relatively modest human consequences even where that likelihood is realized. Perhaps most notably, container shipping scenarios involving nuclear detonations are less likely than the other scenarios we considered, but could entail far greater potential consequences in both human and economic terms.
Our analysis of civil liability connected with maritime terrorist attacks draws primarily on a review of legal authorities, related materials, and scholarly commentaries addressing the topic. Our aim in conducting this review was to accomplish three things: first, to identify major issues that arise in analyzing maritime terrorism liability problems; second, to describe some of the key legal rules (and ambiguities) that will likely apply in future cases; and third, to analyze some of the implications for potential victims, commercial defendants, and insurers. As a threshold matter, civil liability is important both because it operates to transfer some of the costs associated with attacks from victims to other parties and because it creates private-sector incentives for prevention and mitigation efforts. By corollary, civil liability contributes directly to the magnitude of financial risks that firms confront in participating in maritime commerce. Civil liability also comprises the primary, well-established government mechanism for compensating victims.1
Analyzing civil liability in the context of future acts of maritime terrorism is complex, and it depends significantly on the facts involved in particular attacks. Nevertheless, several of the major steps involved in any such analysis are clear. The first question that arises involves the location of an attack and the circumstances leading up to it. Most attacks occurring in U.S. waters or territory and on the high seas are likely to be subject to U.S. jurisdiction and, in many instances, may be subject to federal admiralty rules that will determine liability standards. The second analytic question that arises simply involves identifying who is likely to be hurt in a hypothetical attack, and how: The nature of the harm defines the pool of potential plaintiffs and the types of the claims that they may bring. Subsequent steps in analyzing terrorism liability involve looking in detail at U.S. admiralty rules, at the substantive legal standards that they establish, and at the limits of their scope of application.
The central tort issue that will likely arise in connection with future maritime terrorist attacks involves the extent to which commercial defendants can be held liable for the independent criminal acts of terrorists. Traditional legal doctrines have tended to define the scope of negligence liability in terms of preventing “foreseeable” risks, with the result of substantially limiting liability for criminal acts committed by third parties (these mostly being viewed as unforeseeable). But in the wake of September 11, the standard of foreseeability as applied to terrorist attacks is far from clear, and conceivably could be expansive. As a result, current tort liability risks associated with maritime terrorism are fundamentally ill-defined, but potentially quite large.
Based on the findings of our investigations into maritime terrorism risk and liability, we offer the following set of conclusions and recommendations for policymakers:
1 Notably however, this mechanism was partially bypassed in the wake of September 11, through special federal legislation that created a compensation fund for victims (49 USCS 40101).
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With the collapse of the Soviet Union and the European Communist bloc in the late 1980s, it was widely assumed that the international system was on the threshold of unprecedented peace and stability. Politicians, academics, and diplomats alike began to forecast the establishment of a “new world order” that would be managed by liberal democratic institutions. It was assumed that as this new structure emerged and took root, destabilizing threats to national and international security would decline commensurately.
However, the initial euphoria evoked by the end of the Cold War has been replaced by growing recognition that global stability has not been achieved and has, in fact, been decisively undermined by transnational security challenges. These new threats cannot readily be defeated by the traditional defenses that states have erected to protect their territories and their citizenry. Stated another way, the current geopolitical landscape lacks the relative stability of the linear Cold War division between East and West. Few of today’s dangers have the character of overt military aggression stemming from a clearly defined sovereign source. By contrast, security, conflict, and threat definition have become far more opaque and diffuse in nature, often taking the form of amorphous challenges, “gray area phenomena,” and acts of politically motivated violence by groups unaffiliated with sovereign governments, operating outside the mainstream of the international community.
The maritime realm is particularly conducive to these types of threat contingencies, given its vast and largely unregulated nature. Covering more than 130 million square miles of the earth’s surface, most of the planet’s maritime environment takes the form of high seas that lie beyond the strict jurisdiction of any one state—meaning that they are, by definition, anarchic. A complex lattice of territorial waters, estuaries, and riverine systems, which in many cases are poorly monitored, fringe and link these oceans. The basic characteristics of the maritime environment have increasingly galvanized concern on the part of academics, intelligence analysts, law enforcement officials, and politicians about the possible exploitation of the maritime realm to facilitate terrorist logistical and operational designs. Indeed, commentators in several countries now appear to believe that the next major terrorist strike against Western interests is as likely to emanate from a nonterritorial theater, as from a land-based one. The potential leverage of the maritime domain for violent acts of political extremism presents a host of challenges for policymakers in the United States and abroad. This book aims to address some of these challenges by providing a better understanding of (1) the nature of maritime terrorist threats and corresponding vulnerabilities; (2) the potential consequences that might follow from an attack; (3) the interplay between threat, vulnerability, and consequences in determining maritime risk; and (4) the manner in which U.S. civil liability institutions might respond in the aftermath of a maritime terrorist attack.
The threshold step in any complete analysis of maritime terrorism involves a detailed examination of threat. The marine environment lends itself to a broad range of plausible attack scenarios. By examining how these possible contingencies might manifest, assessing their operational implications, and exploring their relationship to historical attacks and the characteristics of known terrorist groups, we can generate an empirically based foundation for characterizing the risks confronted by sovereign states across the globe. An analysis of this sort has particular relevance and salience for the United States, in that it will help to anchor policy decisions about how best to secure and manage the nautical domain (proactively as well as reactively), and how to apportion risks and costs associated with potential attacks in the future.
While discussion of terrorist threats is very important, a full account of maritime risks also requires consideration of the vulnerability of nonterritorial platforms and systems to attack or exploitation. More specifically, the design and operation of maritime vessels and facilities, together with related security procedures, are integral to any assessment of the likelihood of success for terrorist attempts to strike at, or leverage, different types of targets. Just as important, infrastructure vulnerability is critical to informing the development (and prioritization) of future mitigation and deterrence measures, in a manner that is both rational and cost-effective.
The scope of ramifications for a maritime terrorist event targeting American interests is wide. At the most immediate level, consequences of an attack could include casualties and loss of life, property damage, and economic disruption. Even bounding what those consequences might look like across a range of attack scenarios presents a significant challenge, given limitations in available empirical data and analogous historical events. Nevertheless, an attempt to determine the consequential “footprint” of maritime strikes is very important, largely because attack implications are an essential part of the risks that government and business interests are already confronting and seeking to mitigate and manage.
When taken together, the assessment of threats, vulnerabilities, and consequences of maritime terrorism plays a key role in defining the nature of the terrorism risks that the U.S. faces, and the relative importance of different attack scenarios for purposes of structuring protective measures and remediation mechanisms.1
But analysis of the full risks associated with hypothetical maritime terrorist attacks goes even beyond threat, vulnerability, and consequences. Potential strikes occur against a backdrop of existing government institutions and business interests that have some responsibility for preventing those assaults. Once an attack actually takes place, the same institutions and interests become focal to efforts to compensate the damages and to rebuild. The U.S. civil justice system is the basic institution that defines the scope of legally redressable claims in the United States, providing a mechanism for victims to seek compensation from parties responsible for their injuries. The civil justice system also operates to create incentives in the private sector for taking appropriate precautions and for obtaining insurance to spread risks. Thus, a third dimension in analyzing potential maritime terrorist attacks involves examining the likely application of civil liability rules to those assaults. This kind of liability analysis determines the extent to which many of the costs of an attack are likely to be transferred from immediate victims to other persons and business interests. For companies engaged in maritime commerce, the liability dimension of terrorism is important because it defines both private-sector accountability for anticipating attacks and financial responsibility for harms in their wake.2 For government policymakers, the liability dimension raises an additional set of concerns, particularly in relation to whether legal rules are clear as applied to terrorist attacks and whether the rules are likely to result in appropriate compensation to victims and incentives for the private sector.
A complicating feature of liability in connection with maritime terrorist attacks involves unique legal and jurisdictional issues that arise concerning events that occur on navigable waterways. In particular, to the extent that some plausible terrorism scenarios involve attacks on the high seas, those scenarios are fundamentally extraterritorial in nature, creating ambiguity as to what jurisdiction or substantive laws might apply to them. Moreover, for attacks occurring on American territorial waters, it is likely that U.S. admiralty law will apply in determining liability. This legal regime involves its own set of technical requirements, precedents, and standards, independent of other federal and state laws that might be used to ascertain civil liability for other sorts of terrorist strikes. For these reasons, the analysis of liability problems connected with maritime terrorism is unique, although some of the lessons to be learned might well have broader application with regard to other terrorist contingencies.
Businesses engaged in maritime commerce confront the problem of taking appropriate security measures to prevent and mitigate attacks, and to fulfill legal duties of care to potential victims. In practice, that means that those companies must assess and respond to terrorist threats and consequences, in light of the accountability standards imposed by civil liability rules. In the absence of liability, commercial interests would have no financial responsibility for terrorism-related harms to third parties, and by implication, would bear only limited risks and operating costs associated with possible maritime attacks. Unlimited liability, on the other hand, would mean that businesses would bear complete responsibility for all possible terrorism-related harms to third parties, which would necessarily entail far higher risks and, presumably, much greater operating costs. In short, understanding the private sector implications of maritime terrorism requires a consideration of threat, consequences, and liability. Only then can the implications for maritime commerce be fully appreciated and evaluated in light of broader social interests pertaining to the protection of trade, the prevention of attacks, and the provision of compensation to victims.
At the outset, we acknowledge that, apart from civil liability in tort, many other aspects of policy and legal doctrine will also contribute to the government’s response to future terrorist attacks and, consequently, to risks and incentives for the private sector. For example, bankruptcy and state corporation laws exemplify other legal regimes that have the power to shift the costs of an attack between persons who are injured by it (i.e., victims) and those who might otherwise be held responsible for it (i.e., firms and their owners). We do not here attempt to analyze fully all of the policy and legal issues that are likely to influence terrorism compensation or that may affect the financial risks that maritime firms will confront in connection with future terrorist attacks. Instead, we have limited our focus to civil liability issues. We believe that these issues are particularly important, for several reasons. First, civil liability establishes fundamental standards for whether victims will have any rights to recover in tort and, consequently, whether firms will be forced to bear corresponding financial risk. These basic legal standards are complicated and ambiguous in their own right, and can be viewed as imposing their own set of risks and uncertainties on firms and victims in connection with terrorism. Second, civil liability also establishes the legal foundation for other sorts of risk-transfer and risk-sharing mechanisms. This is most notably true of the private insurance market, where tort liability determines whether (1) firms will be compelled to insure against terrorist harms to third-party victims or (2) potential victims will need to self-insure against terrorism risks. Finally, the application of tort liability in connection with terrorist attacks raises basic questions about the soundness of the civil justice system as a mechanism for dealing with terrorism risk. Where attacks have the potential to result in mass litigation, perverse incentives for private firms, and uncertain or delayed compensation for victims, the application of civil liability standards to such attacks demands close scrutiny.
The focus of this book is to study terrorism risk and liability issues in connection with two general types of maritime terrorism scenarios: attacks that target passenger vessels and attacks that target (or that leverage) container shipping. We note at the outset that there are other possible forms of maritime terrorist events that we do not address here, such as attacks targeting liquefied natural gas (LNG) tankers. Our current focus is limited because we believe that attacks on passenger and container shipping represent two of the most important and realistic categories of potential maritime terrorist events. Although the findings we present here serve to illuminate the nature and implications of attacks on passenger and container shipping, they also highlight an analytical framework that could be applied to the study of other sorts of terrorist events.
In the text that follows, note that much of the examination of threat draws on international data concerning historical maritime terrorist attacks and related groups. By contrast, the analysis of liability issues focuses specifically on U.S. laws and, by implication, on hypothetical terrorist events that would either affect or occur within U.S. territory. Because the analysis of threat necessarily relies significantly on historical data, and because virtually all maritime terrorism activity to date has occurred outside the United States, any study of seaborne threats will necessarily focus in large part on international events and foreign terrorist groups. The findings presented here are nevertheless relevant to U.S. security, because threats against maritime targets in U.S. territory would require either (1) an expanded scope of activity by foreign nationals or (2) the emergence of new domestic terrorist groups with maritime capabilities not currently known. With regard to exploring civil liability issues, we deliberately limit our investigation here to U.S. law, because questions regarding the application of foreign liability rules to overseas attacks are extremely complicated and would likely vary depending on the legal framework of a specific nation targeted in an attack. Thus, our analysis on liability issues pertains most directly to attacks occurring in the United States (or on U.S. targets on the high seas). That said, the methodological approach adopted here also serves to illustrate some of the basic legal concepts and liability problems that will likely arise in the context of attacks occurring elsewhere in the world.
In the remainder of this book, we address risk and liability in connection with maritime terrorist attacks on or involving passenger and containerized shipping. Chapter Two provides a broad overview of the nature of maritime terrorist threats and associated vulnerabilities, based on historical and interview data. Chapter Three offers a taxonomy for analyzing the consequences of maritime terrorist events involving passenger and containerized shipping. Chapter Four assesses the manner in which U.S. civil liability rules and jurisdiction would apply in the wake of a maritime terrorist event and ties some of the key issues in liability to the facts of a particular attack. Chapters Five, Six, and Seven use the components of the previous analyses to assess the respective terrorist risk to container vessels, cruise liners, and ferries. Finally, Chapter Eight offers a discussion of some of the main implications gleaned from the analyses of threat, consequences, and liability. Chapter Eight concludes with a list of key observations and recommendations to policymakers, intended to facilitate understanding and management—partly through the mechanisms of private-sector civil liability—of the risks posed by terrorist attacks on passenger and container shipping.
1 For previous discussion of a conceptual “threat, vulnerability, consequences” framework for estimating terrorism risks, see Willis et al. (2005).
2 As we discuss in Chapter Four, ambiguous liability standards underscore the reality that specific terrorist attacks are difficult to foresee in detail and, in consequence, that firms may be held accountable for events that they cannot realistically anticipate.

Intelligence analysts, law enforcement officials, and policymakers have become increasingly concerned in recent years about the possibility of terrorist groups carrying out attacks in the maritime realm. The Council for Security Cooperation in the Asia Pacific (CSCAP) Working Group has offered an expansive definition for the types of events that comprise maritime terrorism:
… the undertaking of terrorist acts and activities (1) within the maritime environment, (2) using or against vessels or fixed platforms at sea or in port, or against any one of their passengers or personnel, (3) against coastal facilities or settlements, including tourist resorts, port areas and port towns or cities. (Quentin, 2003)
Yet despite the breadth of this definition, the world’s oceans have not historically been a major locus of terrorist activity. Indeed, according to the RAND Terrorism Database, seaborne strikes have constituted only 2 percent of all international incidents over the last 30 years. What explains the apparent contradiction between current concerns regarding maritime terrorism and existing evidence of terrorist activity?
To answer this question, this chapter evaluates the potential threats of maritime terrorism. We begin by discussing the factors underscoring the current concern with this particular manifestation of militant extremism and the reasons that might motivate terrorists to undertake operations in a marine environment. We then briefly examine the main terrorist organizations that have actually operated at sea, summarizing some of the key strikes that have been linked to these various groups.
It should perhaps not be surprising that until now terrorists have neglected to exploit maritime targets. In the past, maritime terrorism did not correspond well to terrorists’ available opportunities, capabilities, or intentions. Many terrorist organizations have neither been located near to coastal regions nor possessed the necessary means to extend their physical reach beyond purely local theaters. Even for those groups that did have a geographic opportunity, there are several problems associated with carrying out waterborne strikes that have, at least historically, worked to offset some of the tactical advantages of the maritime environment.1
Operating at sea requires terrorists to have mariner skills, access to appropriate assault and transport vehicles, the ability to mount and sustain operations from a non–land-based environment, and familiarity with certain specialist capabilities (for example, surface and underwater demolition techniques).2 Limited resources have traditionally precluded such options being available to most groups.
The inherently conservative nature of terrorists in terms of their chosen attack modalities compounds the constraints imposed by limited opportunities and lack of technical skills. Precisely because groups are constrained by ceilings in operational finance and skill sets, most have deliberately chosen to follow the course of least resistance—adhering to tried and tested methods that are known to work, which offer a reasonably high chance of success, and whose consequences can be relatively easily predicted. Stated more directly, in a world of finite human and material assets, the costs and unpredictability associated with expanding to the maritime realm have typically trumped any potential benefits to terrorists that might have been garnered from initiating such a change in operational direction.
A further consideration has to do with the nature of maritime targets themselves. Since many maritime targets are largely out of sight (something that is particularly true of oceangoing commercial vessels), they are relatively speaking also out of mind. Attacking a ship is, thus, less likely to elicit the same publicity—in either scope or immediacy—as striking land-based venues, which, because they are fixed and typically located near some urban conglomeration, are far more media-accessible (although as is argued below, this may be less true with respect to contingencies involving heavily laden cruise liners and ferries) (Wilkinson, 1986, p. 34; Jenkins et al., 1986, p. 65). This consideration is important, since terrorism, at root, is a tactic that can only be effective if it is able 3
Despite these considerations, the perceived threat of maritime terrorism has risen markedly over the last several years and is now taking on a singular importance in terms of national and international counterterrorism planning.4 This is particularly true of the United States, which has been at the forefront of attempts to strengthen the global regime of maritime security in the post–September 11 era. The reasons for this heightened level of apprehension are complex and multifaceted, but generally pertain to concerns that can be grouped in terms of vulnerability, capability, and intent.
The international community appears to have become progressively more cognizant of the general vulnerability of global shipping as a result of the largely unpoliced nature of the high seas, the fact that many littoral governments lack the resources—and in certain cases, the willingness—to enact serious programs of coastal surveillance, and the sheer esoteric character that typifies much of the oceanic environment. As Rupert Herbert-Burns of Lloyd’s of London observes:
The combination of the enormous scope, variety and “room for maneuver” offered by the physical and geographical realities of the [earth’s] maritime environment … presents a sobering and uncomfortable reality…. [W]hat compounds this reality further is that the commercial milieu that simultaneously affords … the ability to deploy, finance operations, tactical concealment, logistical fluidity and wealth of targets of opportunity—the commercial maritime industry—is itself numerically vast, complex, deliberately opaque and in a perpetual state of flux. (Herbert-Burns, 2005, p. 158)
Exacerbating international concern is the increased dependence of seaborne commercial traffic (which itself has risen markedly over the last five to ten years)5 on passing through narrow and congested maritime choke points, where, owing to forced restrictions on speed and maneuverability, vessels remain highly vulnerable to offensive interception.6 Such misgivings have been especially palpable in light of moves by a growing number of shipping companies to replace full staffing complements with “skeleton” crews—sometimes numbering no more than half a dozen personnel—as a cost-cutting device. Although this practice has helped to lower overhead operating costs, it has also made gaining control of ships that much easier.
Certain vessels have also been highlighted as remaining particularly vulnerable to deliberate sabotage. As is discussed at greater length in the next chapter, passenger ferries are often singled out in this regard, largely because they tend to be characterized by extremely lax predeparture security screening of passengers, sail according to preset and widely available schedules, and, at least in the case of ships that transport vehicles, necessarily lack stabilizing bulkheads on their lower decks (anonymous UK customs and excise officials, Raytheon and Glenn Defense Marine analysts, and Control Risks Group officials, 2005).
The inherent openness and opaqueness of the maritime environment has been viewed as particularly worrisome during a time when terrorist capabilities to act on a nonterritorial “footing” may be increasing. Two broad issues have been raised. First, various commentators have argued that the growth of offshore industries combined with the general popularity of maritime sports is serving to expand greatly the potential ease by which groups can gain basic skills and equipment for seaborne attacks.7 The southern Philippines is often taken as a salient case in point. Here, suspected members of Jemaah Islamiyah (JI) are known to have enrolled in scuba courses run by commercial or resort diving companies, which members of the security forces widely believe have been undertaken for the specific purpose of facilitating underwater attacks against gas and oil pipelines off the coast of Mindanao.8
Second, there is a general fear that terrorists could overcome existing shortcomings in seaborne attack capabilities by contracting out to pirate syndicates. Most concern in this regard has focused on the possible employment of maritime crime groups to hijack and deliver major ocean-going vessels (such as oil tankers, container ships, and LNG carriers), which might then either be scuttled to block critical sea-lanes of communication (SLOCs) or detonated to cause a major explosion at a target port of opportunity. While the possible convergence between piracy and terrorism remains highly debatable—not least because these actors are motivated by differing and, in many ways, conflicting objectives9—it is a contingency that has been highlighted in several maritime threat assessments over the past five years and is clearly one that security, intelligence, and maritime officials are not prepared to dismiss out of hand (Frittelli, 2004, p. 8; Raymond, 2005, p. 197; Sinai, 2004, p. 51; “ASEAN,” 2002; Ijaz, 2003). A case in point was the Lloyd’s Joint War Council (JWC) 2005 designation of the Malacca Strait as an “Area of Enhanced [Terrorism] Risk.”10 This determination was based on a disputed threat-vulnerability study carried out by the UK-based Aegis group, which specifically considered anticipated future links between regional Islamist militants and maritime criminals in its analysis.11
For several reasons, government and intelligence personnel believe contemporary terrorist groups may be actively seeking to extend operational mandates to the maritime environment. On one level, there is an argument that extremists groups could see utility in instituting sea-based activities as a means for overcoming extant security measures on land, the comprehensiveness of which has dramatically escalated over the last several years. Certainly while heightened internally based immigration and customs arrangements and general target-hardening have emerged as staples of counterterrorism in many countries since September 11, 2001, the overall latitude of action on the world’s oceans and coastal waters remains prevalent, offering extremists the opportunity to move, hide, and strike in a manner not possible in a terrestrial theater (Herbert-Burns, 2005, p. 157). In many ways, this process of threat displacement has arguably been further encouraged by international pressure on littoral states to invest in territorially bounded homeland security initiatives. In the case of governments that have consistently struggled to enact effective systems of coastal surveillance (for example, the Philippines, Indonesia, Turkey, Eritrea, and Kenya), such external demands have negatively impacted already limited resources for offshore surveillance (anonymous Raytheon and Glenn Defense Marine analysts and Control Risks Group personnel, 2005). Policy analysts contend that the resultant void would be of particular interest to terrorist groups, given their asymmetric relationship with state adversaries and, therefore, their need to opt for operational environments that are most conducive to their tactical designs (anonymous former defense intelligence official, 2005).
Maritime attacks may also hold an increasing degree of attractiveness in that they have emerged as an alternative means for potentially causing mass economic destabilization. Today roughly 80 percent of global freight moves by sea, much of which takes the form of cargo that is transshipped on the basis of a “just enough, just in time” inventory. Disrupting the mechanics of this highly intensive and efficient trading system has the potential to trigger vast and cascading fiscal effects, particularly if the operations of a major commercial port were severely curtailed.12 As Michael Richardson explains,
The global economy is built on integrated supply chains that feed components and other materials to users just before they are required and just in the right amounts. That way, inventory costs are kept low. If the supply chains are disrupted, it will have repercussions around the world, profoundly affecting business confidence. (Richardson, 2004, p. 7)
Attacking petroleum tankers and offshore energy facilities has been similarly highlighted in terms of generating significant economic externalities.
The suicide attack against the M/V 13
The disruptive economic dimension of maritime terrorism has been singled out as having specific pertinence to al Qaeda precisely because Osama bin Laden has emphasized that attacking key pillars of the Western commercial and trading system is integral to his self-defined war on the United States and its major allies. Certainly there have been repeated statements attributed to the Saudi renegade and his major cohorts post–September 11, which have explicitly denigrated America as a paper tiger on the verge of financial collapse, with many further urging young Muslims to wage their jihad against Washington by focusing on targets that are liable to have a disruptive economic effect, including shipping (Eedle, 2002; Campbell and Gunaratna, 2003, pp. 73–74; Jehl and Johnston, 2004). This stance was perhaps best exemplified in an al Qaeda communiqué that was issued following the bombing of the M/V Limburg:
By exploding the oil tanker in Yemen, the holy warriors hit the umbilical cord and lifeline of the crusader community, reminding the enemy of the heavy cost of blood and the gravity of losses they will pay as a price for their continued aggression on our community and looting of our wealth.14
Besides economic fallout, maritime security experts point to the potential of sea-based terrorism as a further means for inflicting “mass coercive punishment” or triggering a major environmental disaster.
In terms of inflicting coercive punishment, cruise ships and passenger ferries are commonly accepted as representing viable venues for executing large-scale civilian-centric strikes. These types of vessels move and cater to large numbers of people and, at least in the case of luxury liners, they often represent high-prestige, symbolic targets (anonymous former defense intelligence official, 2005). Moreover, thanks to international media and satellite communications, it is now far more probable that these types of attacks will elicit the necessary exposure and publicity that terrorists crave. As one British naval expert put it, “Should a cruise ship be bombed—even in the middle of vast oceans—one can expect that news teams would be on the scene covering the story, if not within minutes, certainly within hours.”15 Even if this were not the case, the advent of modern video technology has provided terrorists with a ready means to record and transmit their messages of death and destruction, as has been so vividly demonstrated with the televised images of beheadings of Westerners in Iraq since 2003.
With regard to creating potential environmental disasters, government officials and environmental groups contend there is good reason to speculate that a decisive terrorist strike could result in extensive ecological damage and, quite possibly, instability. These commentators argue that because heavy crude oil will not disperse or easily emulsify when treated with detergents, a major spill from a stricken petroleum tanker is liable to devastate the marine environment in the immediate vicinity of the release and, if left to drift, could conceivably degrade elongated stretches of fertile coastline (Richardson, 2004, p. 42). For some developing states in Africa and Asia that rely heavily on fish for both indigenous consumption and overseas export earnings, such effects have the potential to feed into wider socioeconomic unrest and could possibly act as a trigger for political instability.16 Although deliberately causing environmental harm has yet to emerge as a mainstream terrorist tactic, it is certainly one that analysts have postulated as a potential motivator for future acts of extremism, particularly as militants seek to extend the focus of their aggression toward venues that have historically not factored significantly in national or international security planning.17
Security analysts note with alarm that these various rationales are already becoming manifest in the sense that not only are international terrorists exhibiting greater tactical sophistication and innovation than in the past—perhaps best exemplified by the September 11 strikes18—a growing number also appear to be broadening their militant agendas to include specific experimentation with seaborne modalities. Indeed as Tables 2.1 highlights, no fewer than five major maritime terrorist events have taken place since 2000. The main fear is that these incidents may be indicative of a future trend in militant Islamist extremism that increasingly views the maritime realm as both a viable and conducive theater of activity.19
Tables 2.1 catalogs some of the higher-profile and publicized incidents connected to these groups.
Several groups have already recognized the inherent advantages of operating at sea and moved conspicuously to integrate waterborne modalities into their overall logistical and attack mandates. The following have been among the better known of these organizations:
Table 2.1
High-Profile Maritime Terrorism Incidents, 1961–2004





Looking to predict how terrorists may actually seek to exploit the maritime realm for future operational purposes, intelligence analysts and security experts have highlighted several scenarios in their analytical forecasting. At least seven possibilities are routinely postulated:
A thorough discussion of all these contingencies is beyond the scope of this analysis. However, to give a flavor of extant vulnerabilities and potential opportunities that might be available to terrorists wishing to operate in the maritime realm in the near to medium term, Chapters Five, Six, and Seven of this book are devoted to assessing the risks posed in connection with three specific types of shipping targets: cruise liners, passenger ferries, and container vessels.
These types of shipping targets were selected in part because they receive a great deal of public attention and for two additional reasons. First, attacks against passenger vessels have already occurred and constitute the most frequent occurrence of terrorism in the maritime realm. Second, as years of drug trafficking bear witness, it is relatively easy to compromise the integrity of the oceanic container network for smuggling purposes. Thus, container shipping is vulnerable to terrorists’ attempts to smuggle goods.
1 Again, the advantages to terrorists of maritime settings include the fundamentally anarchic nature of “over the horizon” oceans, together with frequently lax security monitoring over coastal waters, riparian systems, and related facilities and infrastructure.
2 Anonymous Institute of Defense and Strategic Studies representative (2005). See also Wilkinson (1986) and Jenkins et al. (1986).
3 For a discussion on this aspect of the terrorist phenomenon see Chalk (1996, Chapter One). Rather like the philosopher’s conundrum regarding the unobserved tree that falls in a forest (i.e., does it make a sound?), one might raise a similar question regarding the effect of an unwitnessed and unpublicized terrorist attack: Does it really accomplish a political purpose?
4 Anonymous former British defense official and Department of Homeland Security Liaison attache (2005). See also Frittelli (2004, pp. 1–3); Wrightson (2005, pp. 1, 7).
5 More than 6 million containers enter U.S. ports every year, which accounts for nearly half of the world’s present inventory (12–15 million containers are estimated to be moving on the world’s oceans at any given point in time). See Sinai (2004, p. 49).
6 Key choke points of concern include the straits of Malacca, Bab el Mandeb, Hormuz, Bosporus, Dardanelles, Dover, and Gibraltar, and the Suez, Panama, and Keele canals. All of these waterways require ships to reduce speed significantly to ensure safe passage (in the Bosporus Strait, for instance, at least six accidents occur every 1 million transit miles); are vital to global commercial, passenger, and military shipping; and constitute viable locations from which to launch maritime attacks using contiguous land-based platforms. Anonymous former British defense official (2005). See also Köknar (2005).
7 See, for instance, Jenkins et al. (1986, p. 67).
8 Anonymous defense antiterrorism and intelligence officials and Anti-Terrorism Task Force officials (2005). What appears to have particularly attracted the attention of Philippine and American security personnel is that the alleged JI members actively sought training in deep-sea water diving but exhibited little or no interest in decompression techniques.
9 The “business” of piracy, for instance, depends directly on a thriving and active global shipping industry while contemporary terrorists associated with the international jihadist network generally seek to disrupt maritime trade as part of their self-defined economic war against the West. The incompatability of these objectives was repeatedly expressed to the authors during interviews with Ministry of Foreign Affairs and Ministry of Home Affairs officials and Control Risks Group analysts (2005).
10 The designation of the Malacca Strait as an area of enhanced risk allows maritime insurance companies to levy a “war surcharge” on ships transiting the waterway up to 0.01 percent of the total value of their cargo; this is over and above the 0.05-percent baseline premium that is routinely imposed on seaborne freight. At the time of writing, no shipping association had actually been required to make the additional payment. Notably, while the Malacca Strait was included on the Lloyd’s list of designated regions and countries, Syria, Iran, Sri Lanka, and Yemen were all taken off. The JWC reviews each designation quarterly (anonymous Lloyd’s of London analysts, 2005).
11 Anonymous Lloyd’s of London analysts (2005). It should be noted that both Singaporean and Western maritime security and intelligence officials dismissed the validity of the Aegis report, noting that the group has no recognized analytical presence in the region and that its assessment was not in line with the empirical risk of attack (terrorist or pirate) in the Malacca Strait (especially when one compares the number of incidents that have occurred with the volume of traffic passing through the strait).
12 Anonymous Control Risks Group (UK) personnel (2005). See also Raymond (2005, p. 179).
13 See Sheppard (2003, p. 55), Richardson (2004, p. 70), Herbert-Burns (2005, p. 165), and Chalk et al. (2005, p. 22, fn. 20–21).
14 Alleged bin Laden statement cited in Herbert-Burns (2005, p. 165). See also Whitaker (2002).
15 Comment made during the Senior Counter-Terrorism Course (SCTC), Asia Pacific Center for Security Studies (APCSS), Honolulu, September 1, 2005.
16 Asia is particularly prone to effects such as these, not least because popular perceptions of governing legitimacy often rest on the ability of the central administration to provide socioeconomic prosperity.
17 See, for instance, Penders and Thomas (2002).
18 The sophistication and innovation of September 11 was reflected in several respects: the coordination of multiple aircraft hijackings; long-term planning and surveillance on the part of the perpetrators—much of which was undertaken in hostile, enemy territory; the institution of an effective logistics support infrastructure that literally spanned the globe; and the ability to mount simultaneous, mass casualty attacks using conventional weapons.
19 Anonymous Control Risks Group (UK) personnel and Maritime Intelligence Group analyst (2005). See Sinai (2004, pp. 50–51).
20 Many of these weapons were procured from Libya and transported to Ireland in container vessels fraudulently registered under flags of convenience. In the course of one year during the late 1980s, PIRA took delivery of nearly 120 tonnes of arms and explosives through this conduit, including AK47 assault rifles, Webley pistols, rocket-propelled grenade (RPG) launchers, surface-to-air missiles (SAMs), hand grenades, and a wide assortment of ammunition, detonators, fuses, and SEMTEX-H explosives. See Chalk (1996, p. 42) and “Arming the IRA” (1990).
21 Anonymous Institute of Defense and Strategic Studies representative (2005). According to a former member of British defense intelligence, Hezbollah has also acquired a Soviet-era patrol boat that it uses for its own coastal “policing” purposes (anonymous former defense intelligence official, 2005).
22 It should be noted that many commentators do not view these strikes as terroristic, as their prime motivation is economic. However, the fact that seized funds have been used specifically to support GAM’s insurgency in Aceh suggests that the attacks represent something more than basic criminality and do, in fact, involve a definite political dimension that Herbert-Burns has termed “logistical-support terrorism.” See Herbert-Burns and Zucker (2004) and Raymond (2005, p. 197).
23 Percival (2005, p. 9), Richardson (2004, p. 19), Köknar (2005), “Al-Qaeda Has Multi-Faceted Marine Strategy” (2003), Smith (2004). Nashiri had apparently developed a four-point plan for the attacks in the Mediterranean, which included ramming ships with small boats; detonating medium-sized vessels near other craft or at port; crashing aircraft into large carriers such as supertankers; and using suicide divers or underwater parasitic devices (for example, submersible limpet mines) to destroy surface platforms.
24 See Sakhuja (2002); Raymond (2005, p. 193); Herbert-Burns (2005, pp. 171–172); Sinai (2004, p. 58); Grier and Bowers (2003); Mintz (2002); and “Al-Qaida Training Manual Shows Seaports Top Target” (2003). According to one former British defense official, al Qaeda owns only one or two ships outright, with most of its assets taking the form of charter vessels (anonymous former defense intelligence official, 2005).
25 Anonymous former defense official and Control Risks Group (UK) personnel (2005). See also Campbell and Gunaratna (2003, pp. 70–89), Herbert-Burns (2005, pp. 163–169), Sinai (2004, pp. 63–64), and Percival (2005, pp. 10–13).

Passenger and commercial shipping in the maritime domain are both large and highly profitable industries in the United States. Their size and importance alone make it worthwhile to estimate the potential consequences of terrorism to these industries.
Both the U.S. and global economies depend on commercial shipping. U.S. ports handle approximately 20 percent of worldwide maritime trade. The value of national and international products transported through the United States annually is approximately $9.1 trillion, with the international component of that being roughly $2 trillion (almost half of which is container-transported materials). Moreover, the international tonnage of trade transported through the United States is expected to double by 2020, tripling the volume currently transported through the East Coast ports and quadrupling that currently transported through the West Coast ports (Foschi, 2004, pp. 1–46).
Passenger ships, meanwhile, are used in the United States for both commuting and leisure travel. More than 66 million passengers travel by ferry each year in the United States, with the largest ferry systems operating in the Seattle/Tacoma, New York/New Jersey, New Orleans, Boston, and San Francisco Bay areas (American Public Transportation Association, 2006). More than 9 million passengers board cruise ships each year in North America, contributing approximately $14.7 billion to the U.S. economy (Business Research and Economic Advisors, 2005).
Given the foregoing, attacks involving U.S. passenger or container shipping clearly have the potential to affect large numbers of people and important sectors of the U.S. economy. The types of consequences that could be expected after an attack on passenger or container shipping can be broadly defined in terms of who is affected, how they are affected, and by how much they are affected. This chapter provides an ontology to address the first two of these issues. Since the magnitude of attack effects is scenario specific (i.e., dependent on the nature of a particular attack), the last issue is addressed separately through case studies of maritime risks in cruise-, ferry-, and container-related attacks, provided in Chapters Five, Six, and Seven of this book.
The distribution of the consequences of maritime terrorist attacks may be just as relevant to public policy as their magnitude. Terrorist attacks can destroy property that is exclusive to individuals or private firms. Attacks can likewise affect the public sector, by destroying public property and by interfering with revenue sources that provide for public goods and services.
In drawing a similar distinction among the parties affected by terrorism, Jackson and Dixon (2005) distinguish how the scope and motivations of investment decisions differ between individuals, private-sector firms, and public-sector institutions. According to microeconomic theory, individuals act to maximize personal welfare to the extent their resources allow. Similarly, firms maximize the profit generated through the value of present and future revenues. This is in contrast to the assumed responsibility of the public sector to maximize welfare of society as a whole, occasionally through the redistribution of goods, services, and wealth.
Categorizing the consequences of terrorism in terms of its effects on individuals, private-sector firms, and public-sector institutions can help to frame issues of distribution. For example, the distribution of effects across these three sets of parties can influence perceived equity in the aftermath of an attack. The public may view a terrorist attack that predominantly contaminates houses of people living near an industrial facility but who are not employees of the facility very differently than it would a cyberattack that destroys only the infrastructure of a single private firm.
In some important respects, the consequences of a terrorist attack to individuals, private firms, and the public sector are unlikely to be independent. This is true in the obvious sense that the lives lost in a terrorist attack simultaneously involve catastrophic harm to the individuals involved and a loss of human capital to the businesses or agencies that employ them. On a more esoteric level, though, government policies can also have the effect of redistributing some of the consequences of an attack in a manner that may shift related burdens among individuals and private-sector firms. For example, under applicable workers’ compensation laws, most businesses are required to insure their employees against injury while working. This insurance lessens the burden of accidental injury to victims, by shifting a portion of related costs to private firms, under administrative oversight by government. In a similar manner, civil liability is another mechanism for redistributing the burden of injuries among individuals, private firms, and government agencies.
Although the operation of these kinds of cost-shifting policy mechanisms might itself be construed broadly as a “consequence” in the wake of a terrorist attack, the mechanisms can also be understood independently as a complex set of rules and procedures for limiting, preventing, or remediating some of the effects of hypothetical attacks. In this book, we address the civil liability implications of potential maritime terrorist attacks separately and in detail in Chapter Four. For current purposes, it suffices to emphasize that the public-sector effects of terrorism may include both immediate harms to public institutions and assets in the wake of an attack, as well as secondary cost-shifting effects through the operation of public institutions like the civil justice system.
Whether or not presumed consequences can be observed is affected by the proximity of the causal link between the terrorist event and presumed consequences. Direct consequences manifest themselves in the form of loss of human life, physical destruction of property caused by the physical and biological effects of a terrorist event, and response and recovery from the attack.
Many other indirect consequences subsequently result from these effects. Businesses may be unable to operate because of policing and infrastructure damage around them. Individuals and businesses depending on those directly affected by an attack may suffer disruptions as a result. Individual and firm decisionmaking may change because of psychological reactions to the consequences of an event. Broader consequences can continue to ripple outward as these disruptions propagate, and individual and firm decisionmaking is influenced by the occurrence of terrorism.
The indirect consequences of terrorism are difficult to estimate. Jackson and Dixon (2005) appropriately noted that the distinction between direct and indirect effects can be quite ambiguous. The magnitude of indirect effects depends on how broadly the scope of a terrorist event is defined. Considering only those entities physically affected and connecting effects in adjacent communities will result in different estimates than would result, for example, from also considering effects on businesses across the nation that suffer logistical disruptions.
As the causal chain of events stretches, it also becomes increasingly difficult to attribute behavior to a particular event.1 There are two explanations for this. One is that manifestation of indirect consequences depends on choices that individuals and organizations make in response to an event. A company that sits and waits for its supplier to recover may lose significant business, but one that places a replacement order from an unaffected supplier may not suffer at all. How people and organizations do, in fact, respond when faced with particular terrorist events is not well understood, making it difficult to estimate these indirect consequences. A second explanation is that, as the causal proximity grows more distant, effects might fade into the noise of other events shaping economic activity. For example, supplier disruptions that might be expected to limit supply of a commodity and raise prices may be offset by an unrelated oversupply of the same commodity.
As an alternative to distinguishing between direct and indirect costs, Jackson and Dixon (2005) captured causal relationships between events and consequences by considering attack costs, security and preparedness costs, and costs resulting from behavioral change. Where relevant in the chapters that follow, we describe our estimates of the consequences of terrorist acts in terms of these three types of costs, again as experienced by individuals, private firms, and the public sector.
The consequences of maritime terrorism can manifest in many forms. Tables 3.1 presents a summary of the types of consequences of maritime terrorism that might affect individuals, the private sector, and the public sector. Broadly, these consequences fall into one of three groups: human, economic, and intangible effects.
Human consequences refers to effects on lives caused by fatalities and injuries. Economic consequences are those effects easily quantified in financial terms. Intangible effects capture those effects that are difficult to measure in human lives or financial metrics either because they are measured in metrics that are not easily translated into lives or financial metrics or because the cause-and-effect linkage is not understood well enough to allow precise estimation and attribution of effects.
Individuals carry the ultimate burden of the consequences of terrorism. It is people who are injured or killed and who suffer debilitating psychological consequences following terrorist attacks. Moreover, the indirect consequences of fatalities and injuries can flow into both the public and private sectors, particularly in terms of economic costs. Again, the costs associated with fatalities and injuries may be transferred, at least in part, through compensatory mechanisms like insurance and civil tort claims, with some of the burdens associated with human injuries borne by the private sector.
Table 3.1
The Scope of Consequences of a Maritime Terrorist Attack

In addition, fatalities affect both the public and private sectors in terms of loss of human capital. To the public sector, this most frequently results in a temporary loss of capability (a diseconomy of scale) until organizations can be reorganized. If a large proportion of people with a particular specialty skill (such as nuclear power plant design) or serving a specific function (such as elected government) were affected by a terrorist attack, the results could be severely disruptive and could potentially take years from which to recover. In the private sector, loss of human capital that would not affect the nation’s production capabilities can be devastating to individual firms. For example, in the World Trade Center attacks on September 11, 2001, 658 employees of the investment firm of Cantor Fitzgerald died, leading to the collapse of Cantor Fitzgerald’s core interdealer business in the United States (Cantor Fitzgerald, undated).
Terrorist attacks can destroy both physical and intellectual property. Attacks that damage facilities, ships, vehicles, airplanes, infrastructure, or products and raw materials reduce the assets of private firms. In cases in which power is disrupted or computer networks are targeted, loss of data may also reduce firm assets that enable future revenues.
Damage to infrastructure, facilities, and information systems may propagate into both short-and long-term economic disruptions. Firms may immediately experience delivery delays, loss of revenue from interrupted business, and increased transportation costs. Reduction of demand or supply could eliminate the benefits of economies of scale until facilities and infrastructure can be replaced. As the magnitude and duration of disruptions to infrastructure, facilities, and information systems increase, the consequences can be more permanent. Firms may experience long-term transportation inefficiencies.
In extreme cases, disruptions can lead to long-term or permanent loss of business. Following a large fire in a Philips Electronics manufacturing facility, Ericsson’s inability to adapt its supply chain quickly for mobile phone components contributed to the firm’s loss of significant market share to competitor Nokia (Sheffi, 2005).
These private-sector effects can spill over into the public sector as well. Business disruptions can lead to significant loss of revenue for local and state governments. The pooled effects of destruction of private infrastructure along with public infrastructure can lead to significant loss of public services, such as freight and public transportation. These public-sector effects were most recently demonstrated by the devastation wrought by Hurricane Katrina. Loss of population and business prompted initial projections of a budget shortfall of as much as $1 billion for the state government of Louisiana2 and freight transportation was disrupted for months by damage to rail, road ($3 billion [Burton and Hicks, 2005]), and port facilities ($1.7 billion [Blanco, 2005] in Louisiana alone).
The unfolding of events and reactions following a terrorist attack can result in a cascade of secondary consequences. In addition to the direct costs of emergency response to the attack, subsequent changes in the nation’s posture toward terrorism and the economic impact of those changes can also be construed as consequences of terrorism. Experience from the events of September 11, 2001, strongly suggest that terrorist events will be followed by increased public-and private-sector security investments or increases in insurance rates as firms and the public sector react to new perceived and realized threats (Zycher, 2003).
Terrorism-induced changes in risk perception may also lead individuals and firms to change their consumption and investment preferences. Some business sectors might experience loss of future revenue. This could be particularly significant for luxury and substitutable industries, such as jewelry or travel tourism, respectively.
Large terrorist events might also provoke shifts in foreign policy and have domestic political consequences. By analogy to the costs of the Iraq war, Linda Bilmes and Joseph Stiglitz (2006) have suggested that costs from shifting political focus might compound other human and economic consequences of the Iraq war, thereby contributing to reduced confidence in the national economy, and ultimately leading to the macroeconomic effect of decreased foreign investment. This kind of effect could alter even technological innovation, if severe uncertainty about the future were to lead to a reduced tolerance for risk investments. These kinds of effects could lead to shifts and loss of value in domestic securities markets.
Though these consequences are poorly understood and difficult to estimate, it is prudent to consider proactively how they may arise and how alternative responses might amplify or counter them. Scenario-based tools, such as day-after gaming, may be particularly useful for assessing risk management for these types of consequences.
Past maritime terrorist events provide the most direct means of estimating the consequences of future attacks. However, there are two significant limitations to relying on this type of historical analysis. First, terrorist attacks on maritime targets are fortunately infrequent. As discussed in Chapter Two, a few events can be used as benchmarks for the potential consequences of terrorist attacks. However, the small number of events is limiting because it does not provide a representative sample of attack modes that terrorism analysts have discussed. Second, historical analysis does not provide a means for extrapolating to events that may occur as terrorists adapt and affect maritime systems in new ways.
Therefore, additional approaches are necessary to augment this direct historical analysis. In the analysis of risks of cruise, passenger, and container ships in the subsequent chapters, we used three additional sources of information.
First, terrorist attacks in nonmaritime arenas can provide a measure of typical fatalities and injuries from different attack modes. While maritime attacks are relatively rare, terrorists have been active with land-based and aviation-based attacks for decades. Reviewing shootings, suicide bombings in crowds, and hijackings in other scenarios can provide a better understanding of what the consequences of these attacks might be in the maritime domain.
Second, modeling and simulation can provide estimates of direct and indirect impacts of terrorism. Physical models have been used to understand the impacts of weapons on structures and humans. These can be used to estimate the casualties from conventional, nuclear, radiological, and biological weapons. Direct economic effects can often be easily estimated through modeling and simulation, though uncertainty in the extent of disruptions must be addressed. Economic models, such as input-output models, represent the interdependencies of sectors in the economy. Day-after games and scenario analysis can be used to elicit expert estimates of consequences and how firms and individuals will respond to terrorist events. All of these tools can be used to estimate the indirect effects of terrorism on regional and national economies.
Finally, non–terrorist-related events that cause disruptions provide additional proxies for infrastructure disruptions that might occur following terrorist attacks.3 Natural disasters like the Northridge Earthquake, Hurricane Andrew, and Hurricane Katrina provide case studies of large-scale regional disruption. Labor disputes like the 2002 West Coast port lockout provide another source of case studies that can be used as a proxy for disruptions.
1 Note that the U.S. civil justice system has long grappled with the problem of bounding the limits of causal relationships in the context of compensating tort claims. Beyond the general observation that indirect causes are often subjective in interpretation and difficult to apprehend fully, the law has frequently taken the position that some categories of injury (e.g., harm to future income in the absence of loss of property or physical or psychological injury) will simply not be compensated in tort, by virtue of the fact that causal relationships involved may be too distant to justify it.
2 Hochberg (2005). Note that apparent increases in sales tax receipts from increased purchases ultimately eased the projected deficits.
3 Although natural disasters (for example) can provide useful proxies for the infrastructure disruptions that might follow from terrorist attacks, disasters are not a good proxy for the civil liability consequences of attacks, because attacks are unique in that they involve the independent criminal actions of terrorists. We discuss the tort liability implications of this distinction in Chapter Four of this book.

One of the defining hallmarks of a terrorist attack is that it inflicts damage and harm on persons and property, usually outside the context of conventional warfare. The victims of terrorist aggression are frequently private citizens and commercial interests, for whom the central problem in the wake of a terrorist attack is recovering from the damages inflicted and, where possible, seeking compensation for those damages from any available resource. In the ordinary course of the U.S. civil justice system, deliberate injuries inflicted by one person or group on another are frequently tortious. Such injuries offer a basis for filing a lawsuit to recover damages. Terrorism, however, presents problems for this sort of conventional tort recovery. Lawsuits filed by victims against terrorist perpetrators can be difficult to pursue, particularly when perpetrators deliberately kill themselves to perpetrate an attack, or when perpetrators are international fugitives who are impossible to locate or to investigate.1 Lawsuits filed against state sponsors of terrorism also present major challenges. One such challenge lies in developing the evidence to tie responsibility for terrorist acts to foreign governments. A second involves overcoming traditional legal rules that, until recently, protected sovereign states from civil suits brought by U.S. nationals in U.S. courts.2 As a result, victims of terrorist attacks that occur within U.S. territory may be compelled to look beyond perpetrators in seeking compensation for their injuries through the justice system. When terrorists target high-profile U.S. assets and transit systems (as on September 11), the custodians and owners of those systems will themselves become defendants in civil litigation, on the theory that those parties have a duty to prevent, or to mitigate the effects of, terrorist attacks.
Civil liability is an important dimension to consider in examining the impact of maritime terrorist threats on the United States. Liability is tied not only to the harms actually inflicted by an attack, but also to complicated legal rules that shift associated costs from one party to another. To the extent that U.S. law makes commercial shippers, ports, and vessel owners responsible for terrorist attacks that strike at their own operations, those parties will become a focus for redistributing a significant, and possibly catastrophic, set of terrorism risks. In the wake of an actual terrorist event, the costs of civil liability to such parties could become enormous. Yet quantifying the magnitude of liability risk in connection with terrorist attacks remains difficult, because tort principles associated with such attacks are not fully settled under U.S. law.3 Liability problems associated with 4 to catastrophic attacks involving concealed weapons of mass destruction entering the United States through seaports. Even if U.S. terrorism liability rules were static and unambiguous, the application of those rules to widely disparate maritime terrorism scenarios presents an element of considerable legal uncertainty.
For policymakers seeking to manage maritime terrorism liability and risk, the threshold challenge is to avoid becoming overwhelmed by a labyrinth of jurisdictional issues, legal rules, attack scenarios, and commercial relationships. In the analysis that follows, we endeavor to provide a basic framework for thinking about civil liability in the context of maritime terrorist events in the United States (see Figure 4.1). We highlight some key aspects of U.S. maritime law that are likely to influence future civil litigation over attacks, and we discuss how those laws might apply to different sorts of attacks. We distinguish between tort liability and contractual liability that might arise as a result of future terrorist events, and we describe why the former may present more difficulty and more ambiguity than the latter. We identify a central problem in legal doctrine regarding third-party tort liability for harms caused by terrorist attacks, and we discuss the implications of that doctrine for the commercial parties and interests who may assume tort liability as a result of it. In the end, our analysis does not specify the scope of terrorism liability risk for parties in maritime commerce, because current U.S. law is neither clear nor uniform in defining the boundaries of such liability. Instead, we offer some observations regarding key points in the law and legal issues that could offer a focus for future reforms by policymakers. We conclude with a brief examination of (1) the relationship between liability rules and insurance practices and (2) the implications of terrorism risk for maritime insurance and commerce more generally. Participants in maritime commerce confront the problem of how to manage their terrorism risks, in light of evolving liability rules. Government officials confront a somewhat different problem: to decide the extent to which civil liability principles should apply to terrorism risks, or are instead fundamentally ill-suited to address them.
Figure 4.1
Summary Flowchart on Liability Problems in Maritime Terrorism

The defining hallmark of a 5 Our inquiry here focuses on examining U.S. civil liability issues, for those maritime terrorist events where U.S. laws and jurisdiction are most likely to apply. Setting aside hypothetical attacks that occur either clearly within U.S. territory and waters (where U.S. law applies) or clearly within foreign territory and waters (where U.S. law is unlikely to apply), a third category of potential attack scenarios remains in which the relevance of U.S. law is considerably more ambiguous: What are the limits of application for U.S. jurisdiction and civil liability concerning terrorist attacks on passenger vessels on the high seas?6
The answer to this question draws partly on international treaties and common law doctrines concerning jurisdiction on the high seas generally and, in particular, in relation to acts of piracy and terrorism. The general rule regarding police and judicial jurisdiction on the high seas is (1) that it cannot be arbitrarily imposed by a state on a foreign-flagged vessel and (2) that the flag state ordinarily retains sole jurisdiction and regulatory authority over its own flagged vessels while they operate on the high seas.7 The 1982 United Nations Convention on the Law of the Sea (UNCLOS) clarifies that foreign-flagged vessels only become subject to the jurisdiction of a state when operating within that state’s territorial waters.8 Perhaps the most important exception to the general rule regarding jurisdiction on the high seas involves acts of piracy, which, pursuant to UNCLOS and international common law, can become subject to the jurisdiction of any state, regardless of the flag status of a pirated vessel, because piratical acts have customarily been viewed as “crimes against the human race” (Jesus, 2003, p. 374). Notwithstanding this expansive rule on jurisdiction over piracy, however, jurisdiction over terrorism on the high seas is likely to be somewhat more limited. In particular, UNCLOS defines piracy as acts involving violence, detention, or depredation committed “for private ends” (United Nations, 1982, pp. 60–61). Commentators have disputed for years exactly what “private ends” means, but the consensus appears to distinguish terrorist acts (i.e., those politically motivated) from piratical acts (i.e., those criminally motivated), with the former falling outside the rule of universal jurisdiction.9 Subsequent international treaty efforts designed to combat maritime terrorism have created separate legal grounds and mechanisms for international jurisdiction over high-seas terrorist attacks, but with rules that could easily create conflicting or ambiguous jurisdiction among multiple sovereign states under some circumstances.10 Whether any of these international treaty grounds for high-seas jurisdiction would apply in the context of a tort claim against a third-party defendant is less than clear. It will likely depend on the facts of a particular attack.11
In sum, all maritime terrorism scenarios can be grouped into one of three categories. Attacks occurring in U.S. territory or waters clearly fall into U.S. jurisdiction and would be dealt with through U.S. civil liability rules. Our discussion of liability focuses implicitly on this set of attack scenarios. By contrast, attacks occurring in foreign territorial waters would ordinarily not fall under U.S. jurisdiction and, depending on the facts involved in a particular case, most aspects of civil liability would likely be resolved under foreign substantive laws. Finally, terrorist attacks on the high seas present ambiguity in terms of the extent to which U.S. jurisdiction and civil liability rules would apply. While U.S. admiralty law and international conventions both appear to create grounds for U.S. jurisdiction in connection with high seas terrorist attacks, exactly how such jurisdiction might apply to specific third-party liability claims is not clear under the law and would likely depend on the facts in a specific case.
Hypothetical maritime terrorist attacks could involve direct and indirect harms to a large number of persons and businesses. Particularly in the event of a catastrophic attack, the harms could be widespread; they also might result in an abundance of tort theories for recovery. It is not difficult to imagine scenarios that could involve hundreds or thousands of persons seeking compensation for the negligent infliction of emotional distress, to imagine physically distant business interests seeking compensation for foreseeable economic disruptions, to imagine large-scale environmental liability problems that might emerge from an attack, or to imagine stockholders in an affected public company seeking damages from directors and officers on theories of breach fiduciary duty or of failure to disclose risks adequately. These kinds of scenarios can rapidly spiral into very technical analyses of liability rules that might apply to specific cases. But they obscure a more general principle for understanding and evaluating liability problems in connection with maritime terrorist attacks. The impact of civil liability rules is not to create harm, but rather to transfer related costs from one party to another.12 Thus, the injuries that people and property owners actually suffer as the result of an attack ultimately bound the scope of liability. Identifying the categories of persons and business interests directly harmed is always the first step in understanding liability problems associated with terrorism, because those persons and interests will become the primary plaintiffs in any civil suits to recover damages.
Consider the application of this principle to maritime terrorism scenarios involving attacks on passenger shipping. Who is likely to be harmed in the context of such attacks, and how?13 Clearly, the primary effect of attacks on ferries or on cruise liners is the potential for human casualties among passengers and crew members. Related harms are not limited to deaths: They could potentially extend to other sorts of physical injuries and emotional trauma as well, plus secondary types of injuries, such as loss of consortium. The other obvious potential effect from attacks on ferries or cruise liners is harm to property, which, in the most straightforward cases, would presumably take the form of damage to, or destruction of, a target ship. Assuming that this captures the kinds of injuries that are likely to result from attacks on passenger shipping, it also describes the potential plaintiffs and the kinds of tort claims that they are most likely to assert. Even for the most egregious terrorist attacks on passenger ships, i.e., those designed to maximize casualties and the loss of life, the magnitude and nature of potential civil liability can still be understood within this simple framework. More-exotic terrorism scenarios involving passenger shipping could conceivably involve additional categories of injuries and the possibility for physical harms to persons or property beyond a single, targeted ship. But even in those sorts of scenarios, the initial analysis of liability depends on the following:
Terrorist attacks involving container shipping present a more complicated set of problems for this kind of threshold liability analysis. Again, the primary harms inflicted in these sorts of scenarios will involve human injuries, deaths, and damage to property. But because the spectrum of potential terrorist attacks involving container shipping is broader and more heterogeneous, so, too, is the pool of potential victims. Persons physically harmed in a terrorist attack involving containerized shipping could include crew members and seaport workers, but because shipping containers are attractive to terrorists primarily as a method of conveyance rather than as a target, attacks delivered via container could likely be aimed at persons unconnected with maritime industry. Notably, attacks involving concealed chemical, biological, radiological, or nuclear (CBRN) weapons could plausibly inflict mass casualties and, in some scenarios, might result in toxic exposure for large numbers of persons, with risks for subsequent development of long-term illness.14 Physical harm to property in attacks involving containerized shipping could take on many forms as well, ranging from direct damage to containerized sea vessels to the destruction of property interests entirely removed from maritime activity (apart from proximity to cargo containers). Despite the heterogeneity, the threshold step in evaluating related liability issues remains the same as in the passenger shipping scenarios. The initial questions that bound liability are who is likely to be harmed in a hypothetical attack and how (see Tables 4.1). Attacks involving containerized shipping add another category of direct harms beyond physical injuries and property losses, in the form of potential disruptions to the supply chain. When the results of a terrorist attack break a chain of commercial transactions (e.g., as between suppliers and manufacturers), the result could be to disrupt the operations of business interests far removed from the physical site of an attack. We discuss some of the liability implications of maritime supply chain disruptions in more detail later in this chapter. For current purposes, it suffices to note that this is another category of harm that enters into the calculus of liability.
Table 4.1
Direct Harms and Liability in Two Categories of Maritime Terrorism
| Harm | Attacks on Passenger Shipping | Attacks on Container Shipping |
| Physical harm to victims | Focus of attacks on passenger shipping is harm to passengers and crew. Physical harm to persons beyond a target ship is less likely. | Depending on the nature of attack, physical harm to victims could be either nonexistent or very widespread. Victims could potentially be far removed from the maritime setting. |
| Damage to property | Less focal. For most scenarios, property damage would be limited to the target ship or to the personal property of passengers on board the ship. | Damage to property is a logical aim for attacks on container shipping. Such damage could target ships, seaports, containerized cargo, or other facilities and property in proximity to shipping containers. |
| Business disruption | Less focal. For most scenarios involving attacks in the United States, business disruption would be limited to the commercial owner of a targeted ship or to passenger shipping and tourism more generally, but with only limited disruptions to broader commerce.a | Supply chain disruption is a logical aim for attacks on container shipping. Damage to property or port facilities could have direct effects on downstream commercial interests, and closure of seaports or shipping lanes could have widespread disruptive effects on U.S. commerce. |
a Note, however, that business disruption effects related to terrorist attacks on passenger shipping are geographically contextual and, in the case of at least some international “choke points,” e.g., a hypothetical attack on ferry traffic across the English channel, broad-based business disruption effects could plausibly occur.
The reason for framing the analysis of civil liability in terms of who gets hurt and how is to simplify and organize related legal problems associated with maritime terrorism. In the event of a significant maritime attack, many additional parties could experience indirect injuries as a result. But the technical legalities of civil suits for secondary or indirect harms are likely to be subordinate to the merits of more central liability claims brought by persons who are directly injured in an attack. For example, some commentators have discussed the potential for terrorism-associated liability on the part of corporate officers and directors, in connection either with a breach of their fiduciary duties or with a failure to disclose terrorism risks adequately to their shareholders.15 The merits of these kinds of liability suits are not well-resolved under current law. What is clear, though, is that the scope and validity of these sorts of claims will likely depend, at least in part, on how the civil justice system handles the claims of the direct victims of a terrorist attack. To the extent that the law upholds third-party tort claims filed by persons directly harmed in a terrorist attack, then the companies that bear liability as a result will also be placed at risk for derivative civil suits brought by their own shareholders. To the extent that the law rejects the tort claims of persons directly harmed by a terrorist attack, then the potential for secondary shareholder derivative suits appears substantially diminished.
The application of civil liability rules to particular terrorism scenarios involves complicated questions of fact and of law and areas of legal doctrine not fully settled. The threshold challenge for policymakers in understanding liability is to gauge who is likely to be harmed in a terrorist attack and what the nature of that harm is likely to look like. By corollary, answers to those questions will identify the most important categories of plaintiffs for potential litigation. The answers will also characterize the sorts of civil claims that those plaintiffs might seek to bring. Potential liability in specific maritime terrorism scenarios is bounded by an analysis of the harms that the terrorists would likely inflict. Such an analysis then frames the legal rules that would determine the outcome of civil claims and thereby the transfer of related costs from direct victims in an attack to third parties with responsibility to prevent or to mitigate an attack.
One of the unique aspects of U.S. law concerning maritime activities and commerce is a special set of procedural and substantive rules in admiralty. Under the U.S. Constitution, federal courts have subject-matter jurisdiction over maritime and admiralty matters.16 This is important partly because it means that plaintiffs in admiralty disputes are automatically entitled to bring their claims in federal court and because federal admiralty laws, as opposed to state laws, may apply to the resolution of those claims. U.S. admiralty jurisdiction in tort cases requires an allegation that the tort occurred on navigable waters and that the tort bears some nexus to traditional maritime activities.17 By contrast, admiralty jurisdiction in contract cases involves an analysis of the subject matter of a disputed contract, which must be characterized as “maritime” pursuant to a series of U.S. common law precedents.18 The contours of admiralty jurisdiction are likely to affect the analysis of civil liability problems in connection with specific maritime terrorist threats against the United States. For example, admiralty jurisdiction carries with it special procedural rules and choices for plaintiffs, most notably in regard to whether to bring an admiralty claim in state or in federal court, which, in turn, could determine whether a plaintiff is entitled to a jury trial.19 Without examining these sorts of procedural issues in detail, we simply note that they are likely to influence the course of civil litigation in the wake of a maritime terrorist event.20 More important for current purposes is the existence of a set of federal admiralty laws that could apply in determining third-party civil liability in connection with many maritime terrorism scenarios. These federal maritime rules are different from the liability rules that might otherwise apply on land. We discuss several of the most important aspects of these rules below (see also Tables 4.2).
Table 4.2
Selected Admiralty Laws Relevant to Terrorism Liability
| Admiralty Statute | Description |
| Jones Act (46 USCS Appx 688) | Provides seamen the right to recover from employers for negligence resulting in personal injury or death. |
| Longshore and Harbor Workers’ Compensation Act (LHWCA) (33 USCS 901) | Provides workers’ compensation–type benefits for employment-related injuries to harbor workers. |
| Death on the High Seas Act (DOHSA) (46 USCS Appx 761) | Establishes a basis for wrongful death tort claims for passengers occurring more than three miles from U.S. shores. |
| Harter Act (46 USCS Appx 190) | Establishes standards of care and immunities for cargo carriers operating in transit between U.S. ports. |
| Carriage of Goods by Sea Act (COGSA) (46 USCS Appx 1300) | Establishes standards of care and immunities for cargo carriers operating in transit between foreign and U.S. ports. |
| Limitation of Vessel Owner’s Liability Act (LVOLA) (46 USCS Appx 181) | Permits vessel owners to limit their liability in connection with maritime casualties, provided that owner has no “knowledge or privity” connected with the loss. |
One of the major categories of injury in connection with potential terrorist attacks on U.S. shipping, and particularly on U.S. passenger shipping, involves deaths and injuries to crew and to passengers. On land, a host of legal mechanisms and theories exist to compensate the victims of similar sorts of injuries, ranging from possible tort claims for negligence and wrongful death, to workers’ compensation claims for those whose harms are sustained within the course and scope of their employment. The rights and remedies that are available to vessel crew members and passengers in the context of maritime injuries, however, are somewhat unique. Under the federal Jones Act,21 a seaman possesses the right to recover damages against his or her employer for negligence resulting in personal injury or death.22 Related claims under the Jones Act turn on detailed legal definitions of who qualifies as a “seaman,” what qualifies as a “vessel,” and who constitutes an “employer” for purposes of the act.23 Where a claim under the Jones Act can be made, the seaman (or the seaman’s beneficiary) is entitled to a jury trial, and some of the standards for negligence claims that apply under the act are more liberal than those that would typically apply on land.24 For longshoremen and harbor workers, LHWCA offers a very different set of federal benefits for maritime work-related injuries, with core features similar to those of a workers’ compensation statute.25 And, for passengers who are injured or killed aboard a vessel, several sets of maritime laws provide potential tort remedies. DOHSA provides a basis for wrongful-death tort claims (including those of passengers) that occur more than three miles from U.S. shores (46 USCS Appx 761–768). DOHSA actions can be based on any tort theory and are not limited to negligence claims but, in general, require a showing of proximate causation in order to support a recovery (see Force, 2004, p. 119). Although DOHSA claims do not apply to deaths that occur closer than three miles from shore, several maritime law precedents have established a basis for similar wrongful death claims in such cases.26 Even more generally, ship owners have a duty under maritime law to exercise reasonable care toward persons lawfully present on their vessels—a basis for negligence claims by passengers in connection with injuries other than death (see Force, 2004, pp. 114–115).
Federal maritime rules also include provisions governing potential tort liability in connection with damage to cargo aboard container shipping vessels and in connection with vessel collisions and allisions.27 Transportation of goods by water among U.S. ports and between foreign ports and the United States is governed by the Harter Act (46 USCS Appx 190–196) and by COGSA (46 USCS Appx 1300–1315), respectively. The Harter Act prohibits carriers from exculpating themselves from negligence liability for damage to cargo through the use of contractual provisions in shipping documents, e.g., as by a contractual term limiting a vessel owner’s vicarious liability for the actions of its agents (46 USCS Appx 190, 191). At the same time, where a carrier exercises appropriate care in making a vessel seaworthy and properly staffing and supplying it, the Harter Act also provides the carrier with protection from liability for damage to cargo resulting from any of an enumerated list of events, most notably including “the acts of public enemies.”28 The effect of the Harter Act is to help institute a standard for negligence in connection with transportation of goods by water between U.S. ports and to prevent carriers from contracting out of related liability. By contrast with the Harter Act, COGSA applies to cargo shipping between foreign ports and those in the United States and establishes a more specific set of statutory rights and responsibilities for carriers and shippers.29 Under COGSA, a carrier has a set of duties to ensure the seaworthiness of a ship and to take appropriate care in staffing and supplying it, as well as in the proper handling and maintenance of cargo (46 USCS Appx 1303). Like the Harter Act, COGSA prohibits the exculpation of a carrier’s duties by contract and, once again, where a carrier has exercised due care, it becomes entitled to a series of statutory immunities against liability for damage to cargo (46 USCS Appx 1304). Notably, COGSA establishes specific immunities in connection both with “acts of war” and “acts of public enemies.”30 Finally, even when a carrier is not immune from liability under COGSA, the statute also limits compensable damages on cargo to $500 per package or per customary freight unit, unless carrier and shipper agree to a higher limit in advance (46 USCS Appx 1304[5]).
A different set of maritime legal rules applies in collision and allision cases, where damage occurs primarily to vessels (passenger-or cargo-carrying) or, in the case of allision, to stationary objects that vessels strike. Under U.S. law, fault in a collision case may arise from negligent practice by navigators, from a violation of applicable rules of navigation or local customs, or from the unseaworthy condition or malfunction of equipment.31 Although collision liability is often associated with a navigator’s negligence that causes an accident, such liability might also apply in connection with violation of safety standards established by law. Generally under the doctrine of negligence per se, violation of a legal safety standard is grounds for presuming fault against a party (e.g., a carrier), where violation of that standard results in an injury to someone whom the law was intended to protect.32 Moreover, under the Pennsylvania Rule, a vessel that commits a violation of a legal safety standard bears the burden of proving that the violation could not have caused an accident, in order to avoid the potential for related liability.33 Taken together, these doctrines may result in collision liability in situations other than those involving negligence in navigation. In particular, the doctrines might also result in liability in connection with some maritime terrorism scenarios (e.g., where a carrier has violated U.S. regulatory requirements intended to prevent or to mitigate terrorist attacks). 34 Damages recoverable under U.S. collision law depend on whether an affected vessel is deemed a partial or total loss. In the former case, damages may include the cost of repair and the loss of vessel earnings during repair, plus incidental costs. In the later case, damages include the fair value of the vessel plus cleanup and incidental costs, but not the value of the loss of vessel earnings.35 U.S. law typically limits economic damages in collision cases to plaintiffs possessing a proprietary interest in a damaged vessel.36 Related rules have generally foreclosed recoveries by those with economic losses but without physical harm as a result of a maritime collision.37
One additional maritime legal rule could be important in determining civil liability consequences in connection with some maritime terrorist attacks. Under LVOLA (46 USCS Appx 181–189), a vessel owner may elect to limit its liability following a maritime casualty involving vessels, cargo, or people. More specifically, when a vessel owner has no “privity or knowledge” in connection with the circumstances of a maritime casualty, the owner may respond to civil claims filed against it by instituting a proceeding to limit liability (46 USCS Appx 183[a]). Liability under LVOLA is restricted to the value of the owner’s interest in its vessel and any pending freight, though when that amount is insufficient to cover the payment of damages “in respect of loss of life or personal injury,” then the vessel owner’s liability with respect to those damages is increased to a maximum of $420 per ton of the vessel’s tonnage (46 USCS Appx 183[b]). A filing by an owner to limit its liability under LVOLA requires that the owner place on deposit an amount equal to its interest in the vessel and pending freight, pursuant to provisions in the Supplemental Rules of Civil Procedure.38 Limited liability under LVOLA could potentially enter into play across a broad range of maritime terrorist events, whenever tort claims against a vessel owner are likely to be central in postattack litigation.
The admiralty rules and statutes described above are important in understanding the potential liability consequences of maritime terrorism in the United States, because many of these rules could apply in the context of specific terrorist attacks. For example, attacks on U.S. passenger shipping would likely involve passenger injuries or deaths. Those attacks might well involve DOHSA or federal common law claims. Damages related to those claims could be limited under LVOLA, however, at least to the extent that the claims are brought against a defendant vessel owner. By contrast, claims for damage to goods in an attack involving containerized shipping may be harder to make out, given that both COGSA and the Harter Act provide immunity from liability to carriers in connection with the “acts of public enemies,” at least to the extent that the carriers take appropriate care in supplying, equipping, and staffing their vessels. Although the application of these admiralty laws to future maritime terrorist events seems almost inevitable, it is less than clear exactly how the statutes (or existing precedents interpreting them) would apply to the facts of hypothetical terrorism cases. In any potential terrorism-related claim against vessel owners or carriers in which negligence or fault is asserted, future questions will arise around the scope of the legal duty that is owed and what the appropriate standard of care specifically requires. Even the limitation of vessel owner liability under LVOLA is contingent on an owner lacking “knowledge” in connection with the circumstances of a maritime casualty: Again, it is not clear how the rule would be interpreted in connection with future terrorist incidents. We discuss the core set of legal ambiguities surrounding terrorism and third-party negligence doctrines in more detail below.
Two additional complications are likely to constrain the influence of federal admiralty laws in fully determining civil liability following a maritime terrorist attack. First, even simple attack scenarios (e.g., a terrorist hijacking of a passenger vessel on the high seas) could involve tort claims against defendants other than ship owners and carriers. To the extent that parties on shore and unconnected with a ship contribute to the circumstances that result in an attack, tort liability for those parties might well be subject to legal rules other than those in admiralty. An example might involve a failure by a land-based security company to perform its functions with due care, with the foreseeable result of allowing terrorists or their contraband to penetrate into a harbor facility. Liability for the security company might be predicated on an act of negligence committed by its agents on land, even though the actual damage from the subsequent attack occurs later and on the water. By implication, even a simple terrorist attack could involve multiple civil claims against multiple defendants: Some of those claims will likely be based on admiralty law, but some might not. Second, and on a related point, the contours of federal preemption are far from clear as applied to state laws that might, or might not, encroach on federal admiralty laws. In at least some past instances, state law claims for maritime torts have been upheld against federal preemption (see Force, 2004, pp. 23–26). This means that even where federal admiralty laws clearly apply, plaintiffs may sometimes also have access to additional claims or rights of action under state law. Although past cases have established preemption of state remedies in connection with claims under the Jones Act, DOHSA, LHWCA, and COGSA (Force, 2004, p. 24), future terrorism liability cases could potentially require new analyses on the federal preemption of state laws.
If the initial step in analyzing liability in maritime terrorist attacks is to identify the likely plaintiffs and the nature and extent of their probable injuries, then the next step involves identifying the likely defendants and the legal grounds on which they might be sued. Again, the key plaintiffs in a maritime terrorism scenario will be the persons directly harmed by an attack. Potential defendants are somewhat more difficult to identify. In all maritime terrorism scenarios, third-party defendants will be independent of terrorist attackers and will instead be parties whose commercial or property interests somehow become implicated or targeted by the circumstances of an attack. In general, tort claims against these defendants will require that the defendants’ conduct be (1) causally connected with the harms suffered by plaintiffs and (2) legally actionable by them. The point is illustrated by civil litigation in the wake of the September 11 attacks, in which consolidated claims have been brought against airlines, airport security companies, airport operators, airplane manufacturers, and the owners and operators of the World Trade Center buildings and businesses (see 39 most of the tort claims against defendants in a maritime terrorist attack would likely involve variations on negligence theory, and the argument that defendants’ breached their legal duties of care to the plaintiffs.40
Identifying more specifically the civil claims and legal rules that might apply in the context of a hypothetical terrorist attack is highly fact dependent. Different maritime terrorism scenarios could involve very different groups of injured persons, differences in the nature of the injuries and in the pool of potential commercial defendants, and differences in the site of an attack, with potential consequences for both legal jurisdiction and choice of law. For example, a relatively simple maritime terrorism scenario might involve a small-scale attack on a passenger vessel in the United States with damages limited to a single fatality.41 Assuming the attack occurs on navigable water, then admiralty jurisdiction and maritime legal rules will likely apply to the wrongful death claim. 42 Potential defendants could include the carrier and vessel owner, as well as perhaps the port facility through which terrorists boarded the vessel. Each of these defendants might be subject to negligence-based tort claims. At the other extreme, a high-impact maritime terrorism scenario could plausibly involve the use of a containerized cargo shipment to execute a CBRN attack at an inland site in the United States. Depending on where the actual attack occurs (e.g., on water or on land), civil claims connected to mass casualties and catastrophic property losses might or might not invoke U.S. maritime laws. Moreover, given that a sabotaged cargo container could easily pass through the hands of multiple carriers, ports, and commercial parties, possibly both in the United States and abroad, then the alleged torts of each of the defendants might likely have occurred in a different jurisdiction. Determining exactly which legal rules would apply in evaluating the conduct of each defendant in this sort of scenario could require a nontrivial choice-of-law analysis.43
Regardless of the specific substantive laws that would apply to resolving negligence-based claims in connection with a maritime terrorist attack, two core legal issues would need to be resolved in any such claim. First is the question whether the defendants in a maritime terrorism case owe any recognized duty of care to the plaintiffs, given that U.S. common law has traditionally been conservative in imposing liability on defendants for their failure to control the conduct of others, particularly where that conduct is criminal.44 In a relatively recent analysis of this issue, the court in the September 11 litigation addressed the question under New York law and applied a balancing test of several factors, including “the reasonable expectations of parties and society generally, the proliferation of claims, the likelihood of unlimited or insurer-like liability, disproportionate risk and reparation allocation, and public policies affecting the expansion or limitation of new channels of liability.”45 Based on that balancing test, the court concluded that the September 11 defendants did owe duties of care to the plaintiffs (see In re September 11 Litig., 2003, pp. 290–295). A second and related legal question arises in defining the scope of the duty that defendants have to safeguard plaintiffs, particularly in connection with terrorist attacks. Traditionally, the scope of duty in most negligence cases is tied to the concept of foreseeability: Defendants have a duty to take reasonable precautions against foreseeable risks. By corollary, defendants do not have a duty to protect against risks they cannot foresee, nor can their conduct be viewed as having caused unforeseeable injuries.46 Again, legal questions about the foreseeability of terrorist attacks were addressed in a preliminary decision in the September 11 litigation, with a ruling that favored the plaintiffs and concluded that their claims could not be thrown out based on the putative lack of foreseeability of the terrorist attacks (see In re September 11 Litig., 2003, pp. 295–297).
For purposes of evaluating future civil claims in connection with maritime terrorism, several broad implications emerge. Defendants against such claims will likely include all of the commercial parties whose operations or property interests are directly targeted or touched by an attack and who arguably might have been able to prevent or to mitigate it through their own conduct. Tort claims against the defendants will likely include many variations on negligence theory and perhaps on strict product-liability theory as well, though the particular legal standards that apply in any given case will depend heavily on the facts of that case. More specifically, although U.S. maritime laws could apply to resolve many related claims in many hypothetical attack scenarios, other state and federal laws could potentially apply to claims asserting negligent security practices or precautions based on land. Perhaps most importantly, any future negligence claims connected with maritime terrorism will confront fundamental questions about whether defendants owe any legal duties to plaintiffs and whether specific maritime terrorist attacks are foreseeable for purposes of determining negligent misconduct. Preliminary rulings in the September 11 litigation have favored plaintiffs on these issues, and suggest that courts might interpret legal theories of duty and foreseeability liberally in the future (see 47
In the wake of the September 11 attacks, both U.S. regulations and international maritime security conventions were strengthened to protect against potential terrorist threats. Related international rules were established in December 2002 under the International Ship and Port Facility Security (ISPS) Code, as an amendment to the International Convention for the Safety of Life at Sea (SOLAS).48 At around the same time, the United States passed a complementary set of security provisions under the auspices of the Maritime Transportation Security Act of 2002 (MTSA) (46 USCS 70101–70117). Both U.S. and international authorities have now adopted a set of requirements designed to tighten vessel and port security practices against terrorism. Chief among the related provisions of U.S. law is a mandate for Coast Guard–approved vessel security plans (VSPs) and port facility security plans (FSPs). Pursuant to U.S. regulations under MTSA, VSPs and FSPs are required to address security through various measures, including personnel training, drills, communications, and specific plans to protect restricted areas and cargo handling processes. The provisions of MTSA apply to most cargo and passenger ships that either depart from or are bound to U.S. ports (33 CFR 104.105), and MTSA requires that vessels and facilities actually comply with their approved security plans as a condition for their continuing operation (see 46 USCS 71103[c][5]). Apart from MTSA, the United States has also instituted several other programs and requirements designed to improve maritime and supply chain security against terrorist threats, including the Containerized Shipping Initiative (CSI), the Customs-Trade Partnership Against Terrorism (C-TPAT), the Proliferation Security Initiative (PSI), and the Coast Guard’s 24-Hour Rule.49
For purposes of determining civil liability, MTSA and other U.S. legal requirements for vessel and port security are important because those mandates set standards that could become tied into civil suits following a maritime terrorist attack. For example, when vessel owners or maritime facility operators violate the terms of their own security plans under MTSA then become targets in an attack, the failure to fulfill those security plans will likely become a focus for civil liability. Once again, under the legal doctrine of negligence per se, violation of a statutory safety requirement is generally grounds for presuming fault against a party (e.g., a carrier), at least when that violation results in an injury to someone whom the law was intended to protect.50 Likewise, under the Pennsylvania Rule, violation of a statutory safety standard may also be grounds for presuming the causation of damages, in connection with an alleged maritime tort. Even though maritime terrorist attacks involve the independent criminal activities of third parties, where vessels and port facilities have both defined their own security plans and agreed to uphold them under MTSA, violation of those plans would seem to fall squarely within the negligence per se and Pennsylvania Rule doctrines. Exactly how U.S. maritime laws will ultimately structure and resolve civil claims in the wake of a terrorist attack will depend both on the facts of the attack and on applicable maritime and admiralty statutes, described previously. But a key element to recognize is that U.S. laws governing vessel and port security, though silent as to the issue of civil liability, may nevertheless bear directly on the standard of care that is required in operating vessels and port facilities in the United States, and on the liability of parties who breach that standard.
In addition to generating tort claims, some maritime terrorist attacks could plausibly generate significant contractual liability as well. In particular, terrorist attacks on containerized shipping are likely to involve harm to cargo at minimum and, in some scenarios, could be targeted at damaging port facilities or disrupting cargo traffic through U.S. seaports. As demonstrated by the 2002 experience with the labor lockout at the port of Los Angeles, even a short-term closure of a seaport can result in very significant economic disruptions.51 Shipments of goods and commodities through seaports can often entail a lengthy series of elaborate contractual relationships between the originators of goods, maritime carriers, port facilities, land-based carriers, the immediate recipients of goods, and more distant downstream commercial interests. Any disruption of port operations by a maritime terrorist attack has the potential to interrupt the supply chain, with the result of disrupting all subsequent transactions in goods further down the chain. From an economic perspective, this kind of disruption can result in cascading commercial losses to many private sector firms, with effects felt far beyond the direct physical site of a maritime attack (see Chapter Three in regard to the consequences of attacks).52 From a legal standpoint, a terrorist-induced supply chain disruption raises the possibility that an initial party in the supply chain will be forced into default on its own bilateral contractual obligations, with the result of forcing a series of domino-like defaults in subsequent, downstream contracts. The liability consequences of this kind of cascade turn on a simple question: How will the law deal with broken or unfulfilled contracts, in the context of a maritime terrorist attack?
In principle, the answer to this question turns partly on the terms of specific contracts that are either broken or rendered unfulfillable by an attack and partly on the provisions of the Uniform Commercial Code (UCC), a set of general background terms that applies to most U.S. transactions in goods.53 Notably, the UCC defines some standard contractual provisions by which a seller of goods can obligate itself to undertake shipment to a purchaser, while the seller retains associated risks and expenses (see UCC 2-319). Failure by a seller to deliver goods under a contract would ordinarily result in default, except where the terms of the contract or the UCC provide an exception. Notably, the UCC includes a provision excusing a seller’s nonperformance of delivery based on impracticability, this given the occurrence of a contingency (such as a terrorist attack) “the non-occurrence of which was a basic assumption on which the contract was made” (UCC 2-615[a]). It is likely that this UCC provision will cover at least some instances of contractual nonperformance of the delivery of goods, in the context of a supervening terrorist event.54 More generally, the impact of a terrorist attack on contractual obligations is likely to turn on the interpretation of standard contract provisions, such as force majeure clauses,55 which arguably could excuse nonperformance in the context of an attack. The most challenging cases of contractual nonperformance are those in which a contract is silent or ambiguous as to the parties’ intent regarding a contingency like terrorism. In those cases, courts are compelled to interpret the contract’s terms in light of precedent and customary commercial practice, to try to infer what the parties would have agreed to had they contemplated the contingency.
In practice, ambiguities about the contractual implications of terrorism are probably less important now than they were prior to the September 11 attacks. In the wake of those attacks, it is fairly clear that terrorism is a risk that broadly affects many commercial transactions, including maritime cargo contracts and transactions in goods. Whenever two parties to a contract are specifically aware of a risk or contingency as they enter into an agreement, they can always write terms into the agreement explicitly to address that contingency. Presumably this is now the case with regard to many transactions in goods and maritime contracts, given that the risks of terrorism are now universally salient. By implication, contractual liability problems in future maritime terrorist attacks are likely to be somewhat less important than tort problems. They will also likely be trumped by the underlying disruptions to commerce and the supply chain that could likely result from an attack upon, or damage to, a U.S. seaport. Recall again that contractual liability, like tort liability, fundamentally involves a set of rules for shifting costs associated with an injury. Even where explicit contract terms eliminate liability associated with an impracticable contract, the underlying economic injuries to the participants may remain overwhelming. Thus, the economic effects of supply chain disruption in some maritime terrorism scenarios are likely to be highly consequential, even though civil liability for broken contract provisions may be expressly limited or nonexistent.
In the wake of a maritime terrorist attack, injured persons and property owners will have an incentive to seek compensation for their injuries from any available resource. The immediate plaintiffs in civil claims will be the parties directly injured by an attack, and the magnitude of their claims will be determined by the nature and extent of the harm. Civil liability rules offer a mechanism for shifting the costs of injury from one party to another, consistent with legal standards for fault, causation, and negligence in tort and for default in contract. The immediate defendants in civil claims will be parties whose commercial or property interests are touched or targeted in a terrorist attack: parties who arguably could have prevented or mitigated an attack through their own conduct and who arguably owe duties of care to foreseeable victims. The specific legal standards and precedents that will apply to determining liability in particular maritime terrorism scenarios are complex and fact-dependent. Some maritime attacks will focus entirely on vessels on navigable water, where U.S. admiralty jurisdiction and a special set of maritime laws are likely to apply. Other maritime attacks may target facilities on land or may involve land-based negligence by commercial entities in the performance of security functions on shore—facts that are likely to implicate nonmaritime liability rules under applicable state and federal laws. Regardless, core tort claims will likely arise in virtually any maritime terrorist attack. These claims will likely draw on the traditional elements of negligence, with defendants being accused of breaching duties to plaintiffs by failing to take reasonable measures to protect plaintiffs from foreseeable harm.
Negligence liability for the independent acts of third parties turns on the notion of foreseeability. At common law, this notion resulted in only limited tort liability risk, because the criminal acts of third parties were frequently viewed as being unforeseeable. But the attacks of September 11 have changed the meaning of 56 Ideally, civil liability rules are supposed to shift the costs of negligent injuries to the parties responsible for causing them and to incentivize appropriate precautions and insurance against risk. As applied to terrorism, though, evolving liability rules could have a very different effect: namely, to take a broad set of risks to society at large and, paradoxically, to focus related costs onto a limited set of commercial interests in a manner that makes those costs difficult to ensure.57
One of the prime implications of civil liability in maritime terrorism involves its effect on commercial insurers and insurance products. By now, the post–September 11 history of U.S. government intervention to backstop both the airlines and private-sector insurance and reinsurance mechanisms is widely known.58 In the aftermath of the September 11 attacks, insurers and reinsurers began to drop coverage for terrorism from their policies, having recognized a poorly defined but potentially very large set of terrorism risks.59 With the government assumption of related risks under the Terrorism Risk Insurance Act of 2002 (TRIA), insurers returned to the market for providing terrorism risk coverage and began to reformulate their policies and contracts in order to delimit and value terrorism risks better (see Chalk et al., 2005). Traditional terms in maritime insurance policies had involved significant ambiguity over the extent to which terrorist acts might be covered, under various provisions relating to civil commotions, barratry, piracy, and war risks.60 Greater clarity has reportedly emerged following September 11, with clearer exclusions for terrorism risks written into maritime policies for hull insurance and property and indemnity (P&I) insurance, and with separate protection against terrorism risks expressly offered through the mechanism of multiple levels of war risk insurance coverage (see International Group of P&I Clubs, 2005). But despite the improved clarity in maritime insurance contracting (and presumably in other types of insurance contracting as well), underlying civil liability risks connected with terrorism remain difficult to estimate for potential commercial defendants, as well as for the insurers who cover them. Given the uncertainties in this liability landscape, it should come as little surprise that Congress recently decided to extend TRIA and to continue offering its backstop to insurers (Pub. L. 109-144).
For maritime commercial interests, the challenge posed by civil liability is to take reasonable care against a broad set of legally foreseeable terrorist threats and to obtain insurance sufficient to cover the remote possibility of highly consequential attacks with severe liability. For the justice system and for policymakers, the challenge is to review whether traditional civil liability rules and negligence doctrines make sense as applied to maritime terrorist attacks. Third-party liability is, at least in theory, a device for creating optimal incentives to those private-sector parties who are best positioned to prevent or mitigate attacks. But the incentives only work where terrorism risks are knowable and reasonably well-defined and where legal standards do not result in unlimited civil liability after the fact.61 September 11 and TRIA demonstrate the likelihood that the federal government may become an insurer of last resort in the event of future catastrophic terrorist events. Where the government actually steps into that role, it suggests a set of risks and costs that are inconsistent with traditional legal notions of foreseeability and that perhaps might be better understood instead as aggregate risks and costs to society. The key question then becomes this: If tort liability as applied to maritime terrorism is effective neither in generating appropriate private-sector incentives nor in capturing terrorism risks in a way that facilitates private-sector insurance mechanisms, does it then become more sensible to remove the compensation of terrorism victims entirely from the traditional mechanisms of civil justice?
The answer to this question is fundamentally one for policymakers to decide (although passage of TRIA and of the Victims’ Compensation Fund after September 11 is at least suggestive of standing concerns about the adequacy of conventional compensation mechanisms in the aftermath of a major attack). With regard to future acts of maritime terrorism, there are several potential targets for more limited, incremental reforms. First, private firms engaged in maritime commerce may be in the best position to evaluate their own unique tort liability risks, based both on their business operations and on applicable laws. In consequence, firms would be well advised to review their own exposure to terrorism liability, as one part of their broader risk-management efforts. Second, U.S. legal standards for tort liability connected with maritime attacks are currently split across multiple statutory and common law authorities at both state and federal levels. This fragmentation makes legal analysis of these sorts of problems more challenging and, over time, it could result in the evolution of inconsistent liability standards in connection with different terrorist attacks. Fragmentation raises the question whether third-party liability presents a sufficiently distinctive problem to justify legislation to simplify and harmonize related rules, against the existing backdrop of various admiralty and nonadmiralty laws that might otherwise apply. Finally, and on a related note, policymakers will eventually be compelled to address the ambiguity of foreseeability of harm as the defining criterion for negligence related to terrorist attacks. The justice system, by its nature, cannot resolve this ambiguity until it arises in future cases. Again, policymakers may want to consider dealing with the issue more proactively, in support of better incentives and more stable insurance mechanisms ex ante, and swifter, more certain compensation for victims ex post.
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Every year, millions of people around the world include cruise vacations in their leisure travel plans. As of January 1, 2004, 339 active ocean-going liners were operating around the world with a combined weight of some 10.9 million gross tons. Included in this global fleet were vessels capable of carrying well in excess of 1,000 people—the Queen Mary 2, for instance, carries up to 3,900 passengers and crew members—although most ships are of the lower berth category with an average passenger load of 224 (Ebersold, 2004; Cunard, undated).
Despite being a global industry, the cruise business is quite geographically and economically concentrated. Ten companies control more than 60 percent of the market. Approximately 12 million paying customers were projected to have taken a cruise in 2004, 78 percent of whom were from North America, 18 percent from Europe, and 4 percent from Asia and the South Pacific. The bulk of this traffic was concentrated in the Caribbean (46 percent), followed by the Mediterranean (21 percent) and Alaska (8 percent) (Ebersold, 2004). For North America, this translates into more than 9 million passengers contributing approximately $14.7 billion to the U.S. economy (Business Research and Economic Advisors, 2005).
Historically, cruise ships have been targets for terrorism. One notable attack occurred on October 7, 1985, when four men representing the PLF hijacked the Achille Lauro. Ultimately, the hijackers killed one passenger, were unsuccessful in achieving their demands for the release of Palestinians held in Israeli prisons, and were convicted in Italian courts.
This chapter provides an overview of the nature and magnitude of risks of terrorist attacks on cruise ships. Of the numerous scenarios that could be imagined, this chapter focuses on the following six to demonstrate the diversity of threats, vulnerabilities, and potential consequences that surround terrorist risks to cruise ships:
There are several facets of the luxury-oriented, yet highly popular cruise liner industry that would appear to have particular relevance for future terrorist attack contingencies. Most fundamentally, these vessels constitute an attractive target that directly resonates with the underlying ideological and operational rationale of al Qaeda and the wider international jihadist movement. Not only do cruise ships cater to large numbers of people who are confined to a single geographic space—which makes them ideal venues for carrying out assaults intended to maximize civilian casualties (a hallmark of jihadist terrorism in the post–September 11 era)—they are also highly iconic in nature, reflecting the type of explicit Western materialism, affluence, and discretionary spending to which bin Laden–inspired extremists are opposed.2 Moreover, the fact that an overwhelming majority of passengers on cruise lines are of Judeo-Christian background means that indiscriminate attacks can be carried out with little or no risk of negatively affecting wider Muslim interests (anonymous former defense intelligence official, 2005). This is not necessarily the case with land-based incidents, as bombings of Western embassies in Kenya and Tanzania (1998), tourist resorts in Bali (2002), and hotels in Jakarta and Amman (2003 and 2005, respectively) clearly demonstrated.3
On a more general level, a decisive strike against a major ocean-going carrier would almost certainly result in a global CNN effect. Indeed, as the November 2005 attack against the Seabourn Spirit off the coast of Somalia demonstrates, even comparatively small-scale events have the potential to elicit considerable international media attention and interest. Generating this type of publicity is critical to the dynamics of any terrorist entity, not least because it can be readily exploited to demonstrate operational vibrancy, which is vital for attracting recruits and boosting the morale of existing cadres.
Besides being an attractive target, there are also vulnerabilities pertinent to the cruise industry that terrorists could potentially exploit. Although more rigorous since September 11, 2001, security checks remain far less stringent than those employed for commercial aviation. According to UK officials, while prominent British companies like Cunard require all boarding passengers to pass through a metal detector and x-ray all carry-on luggage, only about 2 percent of those embarking ships are physically inspected. Moreover, under normal circumstances bags are not scanned before they are transferred to cabins. In addition, while virtually all major operators thoroughly vet their own crew and maintenance staff, many of the service employees who have access to ships at overseas docks may not have undergone any form of comprehensive background checking. These personnel, who are often highly receptive to bribes and other forms of subversion (given the low wages they are routinely paid), offer terrorists a ready conduit through which to smuggle and stash weapons or explosives for subsequent attacks (anonymous UK customs and excise officials, 2005).
Besides these problems, there are certain operational traits that could conceivably open up cruise ships to possible terrorist risks. Vessels frequently anchor off shore for extended periods of time (sometimes up to 24 hours) to allow those on board an opportunity to sight-see and take day trips. It is during these prolonged stops that a liner would be most exposed to a collision assault—either from a fast approach and explosive-laden suicide craft or a more sizable boat (2,000+ tonnage) that is deliberately smashed into its side (anonymous Control Risks Group [Netherlands] personnel and Department of Homeland Security Liaison attache, 2005). The traditional practice of passengers congregating on upper decks and waving to onlookers, friends, and relatives at a departing port could be just as problematic in terms of inviting attacks, particularly land-based strikes involving flat trajectory weapons such as rocket-propelled grenades (RPGs), missiles, shoulder-launched missiles, and sniper rifles (anonymous former defense intelligence official, 2005).
Finally, virtually all luxury liners sail according to precise schedules and preplanned itineraries that are readily available through the Internet, advertising brochures, or travel agents. This information constitutes a highly valuable source of intelligence for terrorists, allowing a perpetrating group to pick the time and place for easiest covert expedition of transfer of explosives and operatives to a targeted vessel or when a ship will be most susceptible to a mid-sea assault. Though this does not distinguish cruise ships from other modes of public transportation, it does provide information that contributes to their vulnerability to attack. Such advanced knowledge, if adroitly exploited, would help to offset greatly the uncertainty that is normally associated with attack planning and logistics (anonymous Control Risks Group [UK] personnel and Department of Homeland Security Liaison attache, 2005).
While these vulnerabilities make cruise ships potentially susceptible to many types of terrorist attack, most experts agree that sinking a cruise liner would be extremely difficult. These vessels are built with safety as a foremost priority. Hulls are double-lined and, in most cases, interiors are compartmentalized with largely if not fully watertight systems in place.4 Attempting to overcome these safeguards through an on-board explosion would require several highly powerful bombs as well as a sophisticated understanding of the structural integrity of the target in question, particularly in terms of being able to discern quickly and accurately locations where explosions could be expected to cause the most damage (anonymous International Maritime Bureau personnel, 2005).
An external small-boat ramming attack has a far greater prospect of causing extensive damage. However, even here, the possibility of a critical breach is questionable. In the United States, the security measures that are put in place around cruise ships as they enter and dock in port provide an outer layer of defense against this type of attack. Moreover, the suicide strikes on the USS Cole and M/V Limburg highlight the general difficulty of critically damaging a large ocean-going vessel if the site of impact does not correlate with weak points in the craft’s “skeleton” design.
Another terrorist option for sinking a cruise liner is through an underwater attack, specifically by attaching mines or other “parasitic devices” to a berthed ship’s hull.5 Although possible, this type of combat diving requires considerable training and skill both requiring swimming undetected and avoiding the high volume of traffic that typically traverses major maritime terminals.6 Moreover, in the case of a shallow-water port such as Rotterdam, the net effect of a submersible strike would merely be to cause the stricken vessel to settle on the bottom of the seabed, not to sink it (anonymous Control Risks Group [Netherlands] personnel and independent maritime expert, 2005).
There are several other terrorist scenarios, however, that, while somewhat less dramatic in manifestation, could still elicit considerable fear, damage, or publicity. In each of these cases, the relative freedom of movement throughout a ship and comparatively low level of screening feasible for passengers and crew leave cruise ships potentially vulnerable to attack. For instance, a group could bomb venues where passengers routinely congregate for relaxation and recreation on board, including restaurants, casinos, and cinemas. Plastic or C4 explosive would be well suited for this type of attack, as it is both hard to detect and highly malleable in nature (which means it can be broken down and repackaged in everyday items unlikely to raise suspicions). A series of random killings or hostage-takings could also be staged, using either basic weapons that are accessible on board (for example, knives stolen from kitchen galleys) or more lethal assault rifles and pistols that had already been predeployed by co-opted members of the crew. Similarly, an organization could carry out localized acts of arson in areas where fire doors are absent or where sprinkle systems and alarms had first been disabled. Finally, various biological assaults might be possible, ranging from high-tech releases of airborne viruses through a ship’s ventilation system, to more rudimentary (and, therefore, arguably more probable) disseminations of foodborne contaminants such as salmonella, E. coli, botulinum toxin, and mercury.7
The consequences of terrorist strikes on cruise liners are relatively open-ended and depend on the dimensions of the ship attacked; extent of damage caused to the vessel; and how the government, private, and public sectors respond to the event. However, it is possible to bound the potential ramifications of various scenarios by considering the size of passenger liners, the size of the cruise ship industry, and economic effects of previous terrorism events that have actually taken place. An assessment of these consequences is provided in Tables 5.1.
Table 5.1
Potential Consequences of Terrorist Attack Scenarios Involving Cruise Ships

As mentioned above, the largest cruise ships can carry over 3,000 passengers and 1,000 crew members. Thus, in the most extreme cases, it is theoretically possible that a terrorist attack could claim the lives of several thousand people in a single strike. Even in cases short of a cataclysmic sinking, potential fatalities from a major on-board explosion would probably still number in the dozens, if not the hundreds.
Looking at the 652 suicide bombings in the RAND terrorism database, the median number of deaths and injuries per suicide attack is 5 and 12, respectively. For maritime incidents, the corresponding figures are 1 and 5. Thus, based on empirical evidence from historical bombing attacks, potential consequences can be expected to result in tens to, at most, hundreds of fatalities and injuries. This magnitude of human consequences would appear comparable for standoff artillery attacks or even ship hijackings that included fatalities, assuming munitions of a comparative size were used.
Historical evidence of contagious disease outbreaks on land and at sea provides benchmarks for the human consequences of biological attacks on cruise ships. Though a sophisticated strike on a cruise ship using weaponized anthrax or engineered viruses could theoretically kill thousands of people, obtaining such materials and successfully infecting a sufficient number of passengers and crew to achieve these results would be difficult. Successfully carrying out an attack using these pathogens requires resources and capability to obtain and handle the microbe as well as skill to administer an infective dose successfully. In contrast, attacks that have consequences similar to food-and waterborne illnesses require less sophistication and thus may be more likely. Toxins such as botulinum and bacteria such as E. coli and salmonella can be easily produced and handled and are difficult to detect by taste, smell, or color in food or water that has been contaminated. Scenarios involving these agents to could kill tens of people and require treatment of hundreds to thousands of other victims are easily envisioned.
Scenarios that present the risk of significant damage to, or loss of, the ship itself could produce direct damages on the order of hundreds of millions of dollars. According to CruiseCrew.com, the largest new cruise ships cost more than $500 million to build (“Cruise Ship Listing,” undated). Many of the other potential economic consequences of terrorist attacks on cruise ships are independent of the attack scenario. Rather, they are the product of terrorists deciding to target the cruise industry once, along with the anticipation that additional events may occur in the future. These consequences include compensation for injuries and loss of life, increased security costs associated with future passenger line operations, changes in individual consumption patterns that reduce demand for cruises, costs of the immediate response, and various other capital outlays such as increases in insurance rates.
Empirical evidence from previous terrorist attacks provides a benchmark for considering the compensation payments that might follow an attack on a cruise ship. According to “Insurance Claims to Exceed $110m” (2004) and Knight and Pretty (1997), the amounts insured for in the Estonia and Herald of Free Enterprise ferry disasters are quantified as $70 million and $110 million, respectively. Extrapolating from these figures and accounting for the fact that cruise ships carry significantly more passengers than ferries do, the life and injury compensation expected for scenarios involving catastrophic attacks on cruise liners could be on the order of hundreds of millions of dollars.
Of course, private-sector costs associated with compensating for injuries and loss of life may be strongly affected by the liability rules and the threshold determination on whether operators themselves can be held legally accountable in the context of the facts of a given attack. Depending on future liability rulings, the result could be to open commercial defendants to the possibility of enormous payouts in connection with attacks or to foreclose tort recoveries and allow those costs to remain with the victims. Either way, liability rules do not change the underlying valuation of loss of life in connection with an attack.
An obvious but highly important component of counterterrorism efforts resides in enhanced security measures provided by the government and private companies. Associated costs that might arise in the aftermath of an attack could include one-time capital expenditures as firms build new infrastructure to harden buildings and facilities against attacks. They may also incorporate expenses arising from changes in operational and business processes to account for greater surveillance, increased inspections, or more persistent due diligence before contractual relationships are initiated.
On the government end, these expenditures can be extremely high and will affect the allocation of government spending long after heightened security measures are relaxed (if this ever happens). On the private end, such costs are typically passed on to the consumer in terms of higher prices for services, decreasing demand.
Coughlin, Cohen, and Khan (2002) estimated the costs of security for the airline industry post–September 11 to be roughly $9 billion annually. Certainly, increased security after an attack would be much lower for the cruise industry largely because it receives significantly fewer passengers per year and the United States has many fewer cruise destinations than it has airports. That said, comparing the approximately 12 million cruise passengers each year to the 685 million airline passengers per year, one would still expect security in the cruise industry to be on the order of hundreds of millions of dollars.
Some of the increased costs in private security measures following an attack may plausibly be driven by liability proceedings against commercial defendants. Tort suits against cruise lines (and other associated commercial interests) will be based on the argument that legal duties and standards of care have been breached. At present, those standards of care are uncertain in application and unclear in reach. But following an attack, judgments against commercial defendants may clarify the nature of the duties owed and of the security standards that defendants are required to meet under the law. Perhaps more importantly, large liability judgments against those defendants could create very strong private-sector incentives in guarding against future attacks: incentives that would tend to lead private firms to invest more heavily in preventive security measures.
Various studies of the impact of terrorist attacks on tourism suggest that assaults on cruise liners could result in decreased demand for cruise vacations. Frey, Luechinger, and Stutzer (2004), citing Enders, Sandler, and Parise (1991), for instance, estimate that in 1988, 1.5 times as many tourists would have visited Spain, were it not for the 18 terrorist incidents that occurred in the country that year. What this shows is that tourists’ preferences to visit a country can be highly elastic with regard to the number of terrorist incidents that occur in it. Thus, it would stand to reason that any terrorist attack would have severe repercussions on a country’s tourism base (particularly the two sectors that stand to benefit the most from this industry—travel and lodging).
Terrorism may also affect consumers’ decisions about types of vacation travel, not just locations. Ito and Lee (2005) concluded that the September 11 attacks and the attendant security measures put in place after the strikes accounted for approximately 94 percent of the subsequent decline in airline revenue.
It is conceivable that attacks on cruise ships could have a long-term impact of billions of dollars per year. As mentioned previously, the industry reportedly accounts for just over $14.7 billion in economic activity around major American tourist ports including some 315,000 full-and part-time jobs.8 States that would be most affected by a decrease in the attractiveness of tourism by sea would be Florida, California, and New York which, respectively, spent $5 billion, $1.5 billion, and $1.4 billion in 2004 on cruise ship products (Business Research and Economic Advisors, 2005).
That said, these damages, though significant, are modest when compared to the respective regional economies. According to Bureau of Economic Analysis statistics on gross state product (GSP), this works out to approximately 1 percent of GSP for Florida, 0.1 percent for California, and approximately 0.15 percent for New York. Furthermore, leisure travel is readily substitutable. Individuals who choose not to take cruises will still take vacations and may well take alternative (land-based) holidays in the regions or states that lost business to a drop in demand for cruises.
Additional economic consequences may result from costs of response and potentially higher insurance rates following terrorist events. The former expenditures would include emergency response, medical and public health services, and decontamination as required. Changes in insurance rates would depend on the magnitude of damages and uptake rates of insurance prior to and following the terrorist events.
We have not yet identified reasonable estimates for bounding these sources of economic consequences and, as a result, cannot speculate on whether the costs would be significant.
The principal intangible consequence of maritime terrorist attacks would be the loss of human capital to firms and society at large that result from these incidents. Though this is difficult to quantify in economic terms, the scale of human consequences discussed above does allow for some bounding of these potential impacts. As tragic as the loss of human life would be from these events, assaults that affect a few thousand passengers on a cruise ship would not have a significant effect on the balance of skills and capabilities in the general U.S. workforce. Nevertheless, consequences could be devastating to particular firms if fatalities and injuries included a large proportion of the companies’ employee base either as crew or passengers.
The risk of terrorist attacks on cruise ships can be gleaned from discussions of threat, vulnerability, and consequences in the preceding questions. Using the qualitative risk assessment methodology outlined in the appendix, it is possible to translate these discussions into assessments of terrorism risk.
Assessment of terrorist intent and capability and of cruise ship vulnerability to various types of attacks determines the relative threat of different terrorist cruise line scenarios. As discussed previously, these vessels are attractive for terrorism since there is potential to kill large numbers of people and cause billions of dollars in economic damages, as well as to elicit considerable media attention by attacking a highly visible and symbolic target. At the same time, some attack scenarios are more easily completed than others. An on-board bombing would require only basic skills typical of volunteers to construct a simple improvised explosive and carry it on board. On the other extreme, parasitic bombs would necessitate specialized military skills of underwater maritime combat techniques. Capabilities required for other attack types would fall between these two extremes. Use of standoff artillery would require terrorists to accurately fire mortars or similar weapons, unless they were able to acquire the more sophisticated (and less available) modern self-aiming weapon systems. Similar capability would be required to board and hijack a ship’s crew and passengers. Finally, ramming a ship with an IED or contaminating food and water would require basic military and technical training to be able to construct a more sophisticated IED and develop and handle the contaminant. As seen in Figure 5.1, this results in a matrix of cruise ship attack scenarios that are relatively high in terms of intent, spanning a broad range of capabilities.
The actual likelihood of attack depends on both the threat terrorists pose and the chosen targets’ vulnerability. As shown in Figure 5.1, threats to cruise ships range from high (on-board bombs, IED attacks, and food or water contamination) to the comparatively low (terrorists piloting a hijacked ship) based on assessments of terrorist capabilities and intentions.9
All scenarios score relatively high in terms of terrorists’ intentions. However, the vulnerability of liners to attacks varies considerably between scenarios. For example, the design of cruise ships—which are explicitly intended to prevent a vessel from sinking in the event of an accidental hull breach—greatly reduces their exposure to decisive IED and parasitic bomb strikes. Security measures in place around cruise ships while in dock further reduce these vulnerabilities (although, admittedly, procedures employed at U.S. ports may be more heavily enforced than is the case overseas). However, the mere fact that cruise ships accommodate movement of thousands of people on, off, and throughout the vessel creates inherent vulnerabilities to on-board bombings, hijackings, and food or water contamination.10 As Figure 5.2 shows, the most likely attacks on cruise ships (taking into account both threat and vulnerability) would manifest as either on-board bombings or standoff attacks, and the least likely would be those involving parasitic devices designed to achieve a critical hull breach.
Figure 5.1
Assessment of the Capability Required in Scenarios Involving Terrorist Attacks on Cruise Ships and Extent to Which the Scenario Aligns with Terrorist Groups’ Intentions

Finally, to determine the relative risk posed by various terrorist attacks on cruise ships, one needs to consider both the likelihood of the assault in question and the potential consequences that might arise
Figure 5.2
Assessment of the Threat of Terrorist Attacks on Cruise Ships and the Vulnerability of Cruise Ships to These Attack Scenarios

from it. Among scenarios involving maritime terrorism, the most likely are those involving on-board bombing, food or water contamination, and standoff artillery. These scenarios correspond well to perceived intentions and capabilities of terrorist groups and some involve targets that are vulnerable to attack. The least likely of cruise ship scenarios we considered is the use of a parasitic bomb.11
The magnitude of consequences of these scenarios seems, at first cut, to be similar across the range of scenarios assessed in this case study. One of the primary economic effects arising from terrorist attacks on cruise liners would be reduced demand for these types of vacations. Though it is unlikely that the ramifications would be catastrophic from a national perspective, they could easily account for the loss of billions of dollars both to the cruise industry and to specific regional economies. These fiscal damages are likely to be significantly larger than any others resulting from life and injury compensation, resources directed to increased security, or costs from damage to or loss of a cruise ship.
The potential human consequences are similarly consistent across scenarios and generally fall into two categories: (1) attacks involving small explosives, hijacking, or food or water contamination, which can be expected to affect tens to hundreds of people; and (2) assaults employing larger munitions, which could potentially kill hundreds to thousands of people, depending on the location of the vessel when it is struck and the extent of damage that befalls the targeted ship.
Figures 5.3 and 5.4 summarize the various themes covered in this chapter. They show that the most realistic attack contingencies pertaining to cruise ships are those that are liable to result in moderate human and economic consequences. In this regard, ramming a vessel with an IED probably represents the greatest relative risk. For human consequences alone, the greatest relative risk is likely to arise from food and water contamination, while from a purely economic perspective, a suicide bombing would seem to carry the most relevance.
Figure 5.3
Assessment of the Relative Likelihood of Terrorist Attacks on Cruise Ships and Potential Economic Consequences of These Attack Scenarios

Figure 5.4
Assessment of the Relative Likelihood of Terrorist Attacks on Cruise Ships and Potential Human Consequences of These Attack Scenarios

1 The liner, which was en route from Egypt to Mombasa, Kenya, with 302 passengers and crew members, was attacked with machine-gun fire and RPGs after it strayed too close to the Somali shore. Although no one was seriously injured in the assault, the incident caught the headlines of major newspapers around the world, many of whom focused on the fact that the ship was carrying mostly Western tourists. See “Cruise Ship Repels Somali Pirates” (2005).
2 A dossier captured with Nashiri in 2003 specifically listed cruise liners sailing from Western ports among al Qaeda’s targets of opportunity, highlighting their “attractiveness” in terms of mass casualty attacks. See Köknar (2005) and English, Gallagher, and Sommerfeld (2003).
3 All of these attacks resulted in inordinately high casualty rates for local Muslims, which, at least in the case of the embassy bombings, far outweighed Western fatalities and injuries.
4 It would be impossible to construct a cruise liner that has a fully compartmentalized, watertight system in place, as the recreational and luxury-oriented nature of these vessels necessarily requires an on-board configuration that is open and accessible (within the constraints of allowable safety limits).
5 It would be highly difficult to carry out an attack of this sort against a moving ship, given the extremely strong currents and undertow that its engines would necessarily generate. The U.S. government issued a warning in spring 2002 specifically highlighting the threat posed to cruise liners by “swimmers” attaching incendiary devices to ship hulls. See Sinai (2004, p. 65) and Newman (2003).
6 Anonymous Control Risks Group (Netherlands) personnel (2005). One group that is acknowledged to have mastered combat scuba techniques is the LTTE. Indeed, the Tigers are known to have developed their own two-person mini submarine specifically for the purpose of covertly debussing divers inside Sri Lankan harbors (anonymous Sri Lankan intelligence officials and Western diplomat, 2005). For further details, see Davis (2000).
7 Anonymous UK customs and excise officials, former defense intelligence official, and Control Risks Group (UK) personnel (2005). See also Sinai (2004, p. 65) and Watkins (2002).
8 Figures derived from International Council of Cruise Lines (undated).
9 The assessment of threat is based on the normalized, multiplicative combination of intent and capability assessments, as discussed in the appendix.
10 These vulnerabilities are reduced in cases where access to targeted areas can be controlled, such as water distribution systems, food preparation and storage areas, or ship navigation and control rooms.
11 The assessment of likelihood is based on the normalized, multiplicative combination of threat and vulnerability assessments, as discussed in the appendix.

Passenger ferries provide a cheap, highly accessible, and ubiquitous mode of transport on which many people have come to rely as a principal means of national and international movement. Journey times can be as long as 24 hours or as short as 10 minutes, with routes embracing everything from major sea sailings to interisland transits and harbor or river crossings.
Many of the larger vessels currently in operation are able to accommodate a customer base numbering in the thousands. Besides civilians, ferries frequently cater for a wide array of vehicles. Colloquially known as ro-ros (roll on, roll off), these craft are designed with expansive open decks immediately above their hulls that allow for the rapid loading and debussing of cars, tourist coaches, buses, minivans, and freight trucks.
As is exemplified by the Port of Dover—the principal maritime gateway to the English Channel and Europe—in Tables 6.1, the total volume of traffic passing through a particular hub can quickly add up.
In the United States, more than 66 million passengers travel by ferry each year. Services are provided in approximately 30 urban areas, with the largest networks operating in the Seattle/Tacoma, New York/New Jersey, New Orleans, Boston, and San Francisco Bay areas. Most of these systems service short distances, though in some routes may cover several miles (American Public Transportation Association, 2006, p. 61).
Table 6.1
Ferry Traffic Passing Through the Port of Dover in June 2005
| Form of Traffic | Number Moved |
| Passengers | 1,300,000 |
| Cars | 259,000 |
| Freight vehicles | 180,000 |
| Coaches | 12,000 |
SOURCE: Anonymous UK customs and excise officials (2005).
This chapter provides an overview of the nature and magnitude of the terrorist risk to passenger ferries. Of the numerous attack scenarios that could be imagined, this chapter focuses on the following four to demonstrate the diversity of threats, vulnerabilities, and potential consequences that surround risks of terrorist attack on passenger ferries:
Ferries are certainly not as iconic or prestige a target as are cruise ships, nor do they constitute the same type of high economic value associated with container shipping. That said, several traits inherent to passenger ferries make them especially attractive to terrorist aggression. Principally, attacks on ferries are easy to execute, have the potential to kill many people, are likely to capture significant media attention and can be exploited to visibly demonstrate a terrorist group’s salience and vibrancy.
Perhaps the best example of the positive cost-benefit ratio associated with terrorist ferry attacks2 was the explosion that partially sunk SuperFerry 14 in the Philippines on February 27, 2004. Although costing only between $300 and $400 and involving less than 5 kilograms of TNT, the bombing killed 116, wounded over 300, garnered considerable coverage in the press, and thrust the hitherto moribund ASG back into the limelight of international terrorist attention.3
Thus, it would seem reasonable to speculate that the motivation for terrorists’ targeting ferries in the United States would be principally based on the perceived vulnerability and potential consequences of these scenarios.
Several factors contribute to passenger ferries’ perceived vulnerability to terrorist attack. First, extant security measures at passenger terminals vary greatly. Even in developed littoral states such as the Netherlands, Canada, the United Kingdom, and the United States, they are not nearly as extensive as those employed for cruise liners, much less for commercial aviation. This is an inevitable fallout from the need to move high volumes of embarking traffic in as efficient a manner as possible, which necessarily precludes the option of carrying out concerted checks on baggage, cars, trucks, and people.4 Under such circumstances, it would be relatively easy for terrorists to smuggle weapons onto a ferry for an on-board attack, including driving an explosive-rigged vehicle set to detonate when the vessel is fully laden.
Indeed, the institution of even minimal precautionary measures can have the effect of generating huge delays and backlogs. Dover provides a case in point. In the immediate aftermath of the July 2005 London underground bombings, all motorists bound for Calais were subjected to a slightly more rigorous regime of predeparture scrutiny and examination. Although individual inspections and questions generally took no more than a few minutes per vehicle, combined they served to create queues that extended over four miles (anonymous UK customs and excise officials, 2005).
Second, vetting of those working on-board ferries is ad hoc and partial, reflecting the seasonal and highly transient nature of these personnel. Background checks, to the extent that they occur, are generally aimed at verifying past employers and rarely embrace wider criminal investigations. Throughout much of Asia and Africa, it is unlikely that any consistent form of examination takes place, largely because owners and operators lack the means (and frequently the willingness) to do so. Maritime experts generally concur that the absence of effective staff and crew scrutiny represents a significant point of vulnerability for commercial ferry companies, providing extremists with an ideal opening to place insiders covertly on board targeted vessels for strike or logistical purposes.
Several commentators argue that dangers are further exacerbated—at least in the context of the post–September 11 international extremist-Islamist threat—by the overwhelming number of North Africans, Arabs, Muslim Filipinos, and Indonesians whom owner-operators typically hire to fill service positions on their ships. This employment bias is viewed as potentially worrisome in that it affords al Qaeda cohorts and affiliates with a perfect cover that allows them to take advantage of one of the key principles emphasized in jihadist field and training manuals—to “hide in plain sight” whenever possible (anonymous Department of Homeland Security Liaison attache and former defense intelligence official, 2005).
Third, and in common with cruise liners, ferries sail along predefined routes according to set departure and arrival times.5 By definition, these schedules have to be made widely available to the paying public and, as a result, are easily accessed through a broad array of mediums and conduits, ranging from travel guides and port terminals to the Internet. Itineraries are, in short, both fixed and highly transparent, availing terrorists with a reasonably accurate cartographic picture that can be used to gauge the point at which vessels are most susceptible to attack and interception. The ASG in the southern Philippines provides a good example of an organization that has conspicuously planned many of its maritime assaults around information of this sort (anonymous Anti-Terrorism Task Force officials and former defense intelligence official, 2005).
Finally, certain features in the specific construction of ferries serve to weaken their wider structural integrity and safety. As noted above, ro-ros are deliberately built with large open car decks to avail the efficient embarkation and disembarkation of vehicles. Crucially, this particular design format makes these vessels acutely sensitive to subtle shifts in their center of gravity, largely because they lack stabilizing bulkheads on their lower sections. Undue movements of improperly secured automobiles or sudden accumulations of even small amounts of water6 are especially likely to trigger such effects and could, depending on the severity of the situation at hand, cause a ship to list or to capsize fully.7 As one high-ranking official with the International Maritime Bureau (IMB) in London put it: “One [event] and that’s it; these boats have no damage limitation at all” (anonymous International Maritime Bureau personnel, 2005).
Fast cats, a rapid passenger-only ferry that is used extensively in many parts of the world for short interisland crossings and river trips, suffer from different but potentially equally serious vulnerabilities. To facilitate speed, these craft have a minimal superstructure that is typically developed from lightweight metal alloys such as aluminum. Hulls, consequently, tend to be thinner than steel hulls, which makes them extremely susceptible to critical breach from either external or internal sources. Moreover, because outer shells are based on a material (aluminum) that has a relatively low ignition temperature, the possibility of a primary attack spawning a large-scale secondary fire (together with all the smoke and heat that this would entail) is high (anonymous International Maritime Bureau personnel and former defense intelligence official, 2005).
Of all the types of shipping covered in this chapter, ferries are probably the most vulnerable to terrorist aggression, given the structural nature of the vessels and the highly open environment in which they operate.
Three factors determine the potential consequences of terrorist strikes on passenger ferries: the magnitude of the attack, how extensive damage to the ship is, and how people change their behavior in the months following the attack.
For the attacks considered, only human consequences are likely to vary significantly between scenarios. All of the postulated scenarios have the potential for causing significant damage to the vessel and being large enough to result in considerable indirect economic consequences. As with cruise liners, a mass casualty event is likely to have acute political ramifications and may well elicit strong domestic pressure for the initiation of mitigation measures that extend far beyond the maritime realm.
The overall consequences are bounded by the size of ferry boats and criticality of passenger ferries for regional transportation in different areas. Tables 6.2 provides an overview of assessment of the potential consequences for attack scenarios presented in this chapter and discussed below.
The most significant determinant of fatalities and injuries resulting from attacks on passenger ferries is the extent of damage to the vessel. The largest ferries operating today hold 1,500 passengers and a very minimal crew. Scenarios involving significant damage could easily result in several hundred fatalities. The greater the damage, the more likely it will be that the vessel will sink and the higher the death toll would be.
The Abu Sayyaf ferry bombing that caused 116 deaths (Manalo, 2004) is a good example of the minimal capabilities terrorist groups need to possess in order to execute attacks with damaging and far-reaching effects. Other good indicators of the scale of the potential loss of life can be derived from accidents such as the 1994 sinking of the Estonia in the Baltic Sea, which resulted in 852 deaths, and the 1987 Herald of Free Enterprise tragedy in Belgium, which caused 193 deaths (“Insurance Claims to Exceed $110m,” 2004, p. 1; Knight and Pretty, 1997; Lawson and Weisbrod, 2005).
Table 6.2
Potential Consequences of Terrorist Attack Scenarios Involving Ferry Boats

Similar to cruise ship attacks, land-based suicide terrorist strikes provide a measure for the expected consequences of martyr attacks on passenger ferries. As discussed in Chapter Five, based on the 652 suicide bombings in the RAND terrorism database, the median number of deaths and injuries associated with such incidents is 5 and 12, respectively. Assuming munitions of comparable size are used for standoff artillery attacks, the same range of consequences could also be expected for those scenarios.
The direct economic consequences of terrorist attacks on passenger ferries are the result of damage to the vessel. According to the American Public Transportation Association (2006), only one to two ferry boats are built every five years in the United States. Costs vary from about $250,000 for the smallest vessels up to tens of millions of dollars for the largest. Other economic consequences result from the resulting loss of life and the cost of immediate and continued response and change in policies following a terrorist attack.
Various ferry accidents that have occurred indicate that fatalities and injuries from attacks on passenger ferries could expose owneroperators to large-scale compensation or liability payouts—either of which would have import for subsequent maritime insurance coverage. The 1994 sinking of the Estonia in the Baltic Sea (852 deaths), for instance, generated victim claims in excess of US$110 million while the (known) legal costs associated with the capsizing of the Herald of Free Enterprise outside the Belgian port of Zeebrugge in 1987 (193 fatalities) have been calculated at US$70 million (“Insurance Claims to Exceed $110m,” 2004, p. 1; Knight and Pretty, 1997; Lawson and Weisbrod, 2005).
Ferry attacks could also promote shifts in security policy, resulting in the largest economic effect of terrorist attacks on passenger ferries. In the Philippines, for instance, the 2004 strike against 8 Attempts to introduce extrajudicial measures of this sort9 are noteworthy in light of the country’s relatively recent martial past under Ferdinand Marcos and the extreme sensitivity this experience fostered—both within the governing establishment and among the population at large—toward sanctioning any type of extrajudicial processes or legal practices.
Increased security costs following terrorist attacks on ferries could reach hundreds of millions of dollars. As discussed in Chapter Five, increased costs for security for the airline industry provide a useful benchmark for comparison, with Coughlin, Cohen, and Khan (2002) estimating expenditures to be in the range of roughly $9 billion annually. Increased security after an attack would be much lower for the ferry industry than for the airline industry because it is a smaller system that moves fewer passengers. Comparing the approximately 66 million cruise passengers to the 685 million airline passengers, one would expect security in the cruise industry to be on the order of hundreds of millions of dollars, as opposed to billions.
Additional economic consequences would result from direct costs of response and potentially higher insurance rates following the terrorist events. Costs of response would include emergency response, medical and public health services, and decontamination as required. Changes in insurance rates would depend on the magnitude of damages and uptake rates of insurance prior to and following the terrorist events.
We have not yet identified reasonable estimates for bounding these sources of economic consequences.
The principal intangible consequence of attacks on passenger ferries would involve their effects on individuals’ consumption and investment decisions in the future. Because ferry transit is such an important and visible part in some people’s daily routines, these effects could lead to significant behavioral changes.
In the United States, ferry transit is largely a substitutable form of transportation. Following a terrorist attack, it could be expected that ridership would decline, but the economic costs of this shift would not necessarily be large.
However, in the United Kingdom, repeated acts of terrorism in the Dover Strait could encourage trucking companies to use the Chunnel as their primary conduit to the European continent. This underwater rail route, although rapid, is far more expensive than the sea crossing, which could potentially raise the overall rate-charge for freight shipments—creating a price burden that would ultimately fall on the individual consumer (anonymous UK customs and excise officials, 2005). Similarly, this effect may be particularly large in the developing world where geographic factors often dictate the need for cheap, high-volume passenger vessels to avail travel between island archipelagos as well as to compensate for the lack of viable surface infrastructure, such as a functioning road and bridge system (see Lawson and Weisbrod, 2005, p. 20). Even in advanced states, such considerations can have relevance. These economic and geographic pressures would seemingly decrease the extent of shifts in preferences for transportation and increase the economic consequences of decisions to use alternative transportation.
Passenger ferry attacks could also result in the loss of human capital to firms and society at large. Though this is difficult to quantify in economic terms, the scale of human consequences discussed above allows bounding of the potential impacts on human capital. As tragic as the loss of human life would be from these events, incidents that affect a few thousand passengers on a passenger ferry would not have a significant effect on the balance of skills and capabilities of a nation’s workforce. Nevertheless, these consequences could be devastating to particular firms if a large proportion of the firm’s skilled workforce were included in the hundreds or thousands of victims.
We used the qualitative risk analysis methodology described in the appendix to assess the risks of terrorist attacks on cruise ships in terms of the threats, vulnerabilities, and consequences of these attack scenarios.
Threat of terrorist attack on passenger ferries is determined by both terrorists’ intent and capability. As discussed previously, passenger vessels do not represent symbolic targets for terrorist attack. However, the scenarios considered are all ones that could capture media attention and result in both loss of life and economic damage. Thus, attack scenarios involving passenger ferries seem moderately aligned with terrorist intentions discussed in Chapter Two.
At the same time, some attack scenarios are more easily completed than others. While a suicide bombing would require only basic skills typical of volunteers, parasitic bombs would necessitate far more specialized maritime combat techniques and expertise. Capabilities required for other attack types would fall between these two extremes. Ramming a ship with an IED would require the military skill required to assemble a more sophisticated IED and firing and aiming a mortar (or other similar device) would require expert military skills associated with targeting weapons. As seen in Figure 6.1, this results in a matrix of passenger ferry attack scenarios that are moderate in terms of intent, spanning a broad range of capabilities.
The estimated likelihood of attack depends on both the threat posed by terrorists and the vulnerability of the chosen targets. As shown in Figure 6.2, threats to passenger ferries range from relatively high for on-board bomb and USS 10
The vulnerability of ferries to the attack scenarios considered falls into two categories. As discussed above, ferries must necessarily be operated on a predictable schedule and in a manner that allows free and uninhibited access to large numbers of people. This makes this mode of public transport particularly vulnerable to scenarios involving suicide bombings or standoff artillery. Though security around ferries can be monitored and controlled while they are at dock, these vessels remain vulnerable to IED and parasitic bombing attacks. The predictability of their schedules in terms of arrival and departure times contributes to this vulnerability. Also, unlike cruise ships, passenger ferries are not designed to be as robust to partial failures of their hulls and would be more likely to sink if attacked. As Figures 6.3 and 6.4 show, the most likely attacks on passenger ferries (taking into account both threat and vulnerability) appear to manifest as on-board bombings and USS Cole–style attacks. The least likely appear to be those involving parasitic devices.
Figure 6.1
Assessment of the Capability Required in Scenarios Involving Terrorist Attacks on Passenger Ferries and Extent to Which the Scenario Aligns with Terrorist Groups’ Intentions

Figure 6.2
Assessment of the Threat of Terrorist Attacks on Passenger Ferries and the Vulnerability of Passenger Ferries to These Attack Scenarios

Finally, to determine the relative risk of various terrorist attacks on passenger ferries, one needs to consider both the likelihood of the assault in question and the potential consequences that might arise from it.11
Attack scenarios involving on-board bombs and USS Cole–style IED attacks on passenger ferries appear to be relatively high as compared to other maritime terrorism scenarios discussed in this book. They represent scenarios to which ferries are vulnerable and terrorists are seemingly motivated to conduct. The factor that most differentiates likelihood is capability. Scenarios involving on-board bombs would appear the easiest to conduct. On the other hand, there is much less variation on the range of expected consequences arising from each of the postulated contingencies assessed in this case study.
Figure 6.3
Assessment of the Relative Likelihood of Terrorist Attacks on Passenger Ferries and Potential Economic Consequences of These Attack Scenarios

As discussed previously, the primary determinants of economic consequences of terrorist attacks on passenger ships are the costs of increased security that might be implemented following such assaults. Compared to other terrorist scenarios, in particular those involving container shipping, the economic effects of attacks on passenger ferries can be expected to be relatively modest, though still in the order of hundreds of millions of dollars.
Figure 6.4
Assessment of the Relative Likelihood of Terrorist Attacks on Passenger Ferries and Potential Human Consequences of These Attack Scenarios

The potential human consequences are similarly consistent across scenarios and generally fall into two categories: (1) attacks involving small explosives or munitions and (2) attacks employing larger munitions, which could potentially sink the ship and kill hundreds of people.
Figures 6.3 and 6.4 summarize the risk to the passenger ferry scenarios covered in this chapter. They show that while the probability of attacks on passenger ferries is seemingly high, the potential consequences of the attacks are likely to be moderate. In this regard, assaults involving on-board bombing or standoff artillery are the most likely of the scenarios considered. When considering economic consequences, they are accordingly the scenarios of greatest risk since economic consequences are not expected to vary dramatically across these scenarios. However, from the perspective of human consequences, attacks involving IEDs or parasitic devices present a risk more comparable to those from standoff artillery because they have the potential to kill more people than do the other scenarios.
1 The liner, which was en route from Egypt to Mombasa, Kenya, with 302 passengers and crew, was attacked with machine-gun fire and RPGs after it strayed too close to the Somali shore. Although no one was seriously injured in the assault, the incident caught the headlines of major newspapers around the world, many of which focused on the fact that the ship was carrying mostly Western tourists. See “Cruise Ship Repels Somali Pirates” (2005).
2 It should be noted that although commonly accepted as an act of terrorism, there have been some suggestions that the SuperFerry 14 was targeted because its owners had not complied with ASG demands for protection money. Claims to this effect have been made by officials with the ATTF as well as by Philippine Transport Security Leandro Mendoza. See Republic of the Philippines (2004).
3 Anonymous Anti-Terrorism Task Force officials (2005). See also Elegant (2004).
4 In Britain, for instance, cars and coaches are inspected on a random, selective basis. Freight vehicles are rarely, if ever checked (especially those bearing the Trans International Routier (TIR) insignia—see Chapter Seven). As one former defense intelligence official opined: “Ferries are their own worst enemies: [the industry is] designed to transport a high volume of people as conveniently, cheaply, and quickly as possible. Most operators simply do not have the infrastructure—or willingness—to carry out a comprehensive regimen of security checks” (anonymous former defense intelligence official, 2005).
5 Also similar to cruise liners, the fixed schedule of ferries does not significantly differentiate ferries from other modes of public transportation though does contribute to their vulnerability of attack.
6 According to one U.S.-based maritime security analyst, as little as a foot of water accumulated in a single location could upset a ship’s center of gravity (anonymous Maritime Intelligence Group analyst, 2005).
7 It should be noted that certain countries have moved to address this specific structural vulnerability. In the United Kingdom, for instance, ferries are now constructed with drains in their car decks to prevent the free-surface effect. Many also have additional buoyancy devices, such as air-filled tanks strapped to either side of the vessel (anonymous UK customs and excise officials, 2005).
8 Comments made during the “Terrorism in Southeast Asia—The Threat and Response” conference, Singapore, April 12–13, 2006.
9 These measures are contained within a proposed antiterrorism bill, which at the time of writing, was still being debated in the legislature (anonymous Anti-Terrorism Task Force officials, 2005).
10 The assessment of threat is based on the normalized, multiplicative combination of intent and capability assessments, as discussed in the appendix.
11 The assessment of likelihood is based on the normalized, multiplicative combination of threat and vulnerability assessments, as discussed in the appendix.

The intermodal shipping system is a critical component of international trade. The system of ocean routes, road, and rail networks connects almost any two points in the world. Traveling on specialized ocean vessels, truck chassis, and rail cars, container transport is inexpensive, reliable, and ubiquitous. The rise of container transportation over the past half century has enabled production to occur far from the goods’ eventual market, and manufacturing to be partitioned into discrete steps, with work in progress traveling among production centers according to tightly choreographed schedules.
Today, approximately 112,000 merchant vessels, 6,500 ports and harbor facilities, and 45,000 shipping bureaus constitute the contemporary international maritime transport system, linking roughly 225 coastal nations, dependent territories, and island states. This network caters to around 80 percent of commercial freight, which, in 2001, included an estimated 15 million containers that collectively registered 232 million point-to-point movements across the world’s seas.1
It is feared that terrorists could use the ubiquitous, anonymous, and largely innocuous steel boxes and their transport system to devastating effect (Flynn, 2004a). Global commerce relies on the predictable performance of the container supply chain, and a significant disruption at a critical facility—a channel, port, or exchange point—could disable for some time all business that relies on goods shipped through it. For example, over 40 percent of all containerized inputs into the United States pass through the ports of Los Angeles and Long Beach. A major disruption at these ports could damage the U.S. economy. Terrorists could also use the container supply chain to deliver a CBRN weapon to any location in the United States through a Trojan horse–style attack.
This chapter provides an overview of the nature and magnitude of risks from terrorist attacks via the container supply chain. The five scenarios listed below represent a range of threats within the two attack scenarios described above. The scenarios demonstrate the diversity of threats, vulnerabilities, and potential consequences of terrorist attack on container shipping:
The container supply chain has been the focus of considerable attention, largely because it is widely seen to represent a viable conduit for availing the covert movement of terrorist weapons and personnel then facilitating an attack (anonymous former defense intelligence official, 2005). There are at least three factors that underscore this perceived attractiveness.
First, the container shipping system is an easy target. For terrorists, to attack or to use the container shipping system appears to be low risk. The container supply chain is very accessible and operationally flexible. These attributes have contributed to the development of a highly vibrant and efficient global import-export transportation network and have also created openings for terrorist misuse and exploitation. Because container transportation is critical to the U.S. and global economies, security measures cannot have a significant effect on the movement of goods; most experts acknowledge that inspecting all or even a significant fraction of incoming cargo without adversely affecting commerce would be extremely difficult and expensive. Currently, between 2 and 5 percent of containers are currently checked at ports around the world, even at facilities equipped with the most advanced x-ray or gamma ray scanning technologies.3 Since relatively few containers are scanned or inspected, it is feared that terrorists could easily employ the system for their ends.
Second, the container shipping system is pervasive and ubiquitous; it is able to transport efficiently a weapon of mass destruction to any location in the world. The intermodal shipping container is a common sight. Were a bomb to be shipped via a container and get past the gates of the port, it would travel along an open highway and rail network that is optimized to transport goods quickly and efficiently. A location-sensing device in the container could be programmed to detonate the weapon when it reaches an area with a dense population.
Third, a successful attack on the container shipping system could inflict significant economic damage on the nation. Ports are critical components of the global supply chain and the principal location where containers make the switch between ocean and land transport. Were a bomb to destroy a port or disable a vessel in a critical access channel, the operations of that port would be disrupted severely. The U.S. freight transport system operates at its capacity, so a disruption at a single port would be felt throughout the system. In addition, ports are typically located in densely populated areas, so the explosion of a weapon of mass destruction at a port also has the ability to cause many deaths.
The container supply chain is ubiquitous, creating many opportunities for terrorist infiltration. Container ships carry goods and commodities from hundreds of companies and individuals, which, in most cases, are transported and received from inland warehouses. Every shipment involves many actors: the exporter, the importer, the freight forwarder, a customs broker, excise inspectors, truckers, railroad workers, dock workers, and the crews of feeder and ocean vessels (Willis and Ortiz, 2004). Whenever and wherever a container is handled during movement represents a potential vulnerability for the security and integrity of the cargo. Terrorists may exploit vulnerabilities to “stuff” a container with a weapon or tamper with its contents (Frittelli, 2004, p. 9; Hoge and Rose, 2001, p. 188).
There are several ways by which container shipping could be used to facilitate terrorist designs, ranging from availing the covert movement of arms to assisting with smuggling operatives into a third country.4 Consider the case of a radiological dispersion device, i.e., a “dirty bomb,” that is detonated at a U.S. port. Such a device need not kill many people to have a significant economic effect. Gordon et al. (2005) report that two small radiological dispersal devices, each containing 5 pounds of high explosives could contaminate an area of 5–10 km2. Depending on the amount of radioactive material contained in the device and placement of the device within the port, this could require closure of significant parts of a large port for weeks or months, if not years. Rosoff and von Winterfeldt (2005) noted that closures of several months could be prompted by detonation of a device constructed using radioactive pellets from a blood or industrial irradiator in a U.S. facility (representing 10,000 to 100,000 Ci of radioactive material).
Terrorist attacks of the containerized shipping system are more likely to exploit the cargo supply chain than to attack the vessels carrying the cargo. Container ships are large vessels with considerable freeboard; a significant quantity of explosives would be required to sink the vessel. Also, to place a bomb in a container with the intent of sinking the vessel requires that the compromised container be loaded into the appropriate location on the vessel; the would-be terrorist would have no control over this aspect of the attack. Ocean transport is not a concern of most citizens. Therefore, such an attack would elicit little attention and most likely evoke little “terror.” An exception would be an attack that sinks or disables a vessel in a canal or strait, disrupting maritime trade. However, there are few nonsubstitutable choke points; for example, bypassing the Malacca Strait requires three days of additional travel. Were the Panama and Suez canals to be disabled, it is possible to route traffic around South America and Africa. Transport costs would rise and delays would increase, but the overall effects would be marginal. Other than oil, highly perishable food, and critical medical supplies, most commodities would not be affected significantly by short delays in delivery (anonymous Lloyd’s of London analysts, 2005).
Were containers themselves secure, the vulnerabilities associated with their packing and movement would be mitigated; unfortunately, the locks and seals used to secure containers are rudimentary and easily defeated. Existing devices offer little, if any, protection, and often consist of nothing more than a bolt that can be quickly cut and reattached.5 A standard seal purchased in bulk may cost as little as a few cents. More-secure tamper-resistant and tamper-evident seals may cost up to several dollars each. The most robust container security devices, which include GPS transponders and radio frequency identification (RFID) devices that transmit data regarding the integrity of the container, may cost several hundred dollars. Most commercial shipping companies have been reluctant to deploy the more sophisticated seals, citing cost as the principal concern. At the time of writing, the international maritime industry has not embraced any of these devices.6
The vulnerabilities extend to the level of the package. The Trans International Routier (TIR) haulage system is used to transport merchandise from warehouse to port; any container bearing the TIR logo is assumed to have been inspected and sealed by relevant authorities. The TIR designation precludes any additional inspection before stuffing into a container and loading onto a vessel. Terrorists could compromise this internationally recognized arrangement and exploit it for their own purposes in at least three ways:
The effectiveness of point-of-origin inspections for containerized freight is questionable. Many littoral states fail to vet stevedores,7 do not require that truck drivers present valid identification before entering the port, and overlook the need to ensure that an accurate manifest accompany all cargo.8 Standards for inspecting containers at originating ports do not exist. It is exceptionally difficult, and often impossible, to inspect containers en route. Inspections at U.S. seaports may occur too late to prevent a terrorist attack. The ISPS code alleviates some of these problems by mandating a minimum set of requirements to govern the integrity of the maritime export-import chain.9 However, the ISPS does not cover small vessels nor operations in coastal rivers and tributaries. Furthermore, most oceanic trading countries have failed to meet these regulations10 and many nations do not audit security measures that have been enacted. One analyst observed that security practices at Rotterdam—one of the world’s busiest commercial ocean terminals—remain weak, constituting not much more than “a tick in the box exercise” (anonymous Control Risks Group [Netherlands] personnel, 2005).
The human consequences of attacks on the container shipping system range from minimal for direct attacks using conventional weapons to massive for an attack using a nuclear bomb.
Should terrorists sink or disable a ship in a channel or port, hijack the vessel for use as a ram to destroy infrastructure, or plant a conventional bomb on a container ship, the human consequences are bounded by the number of persons on the vessel and in the immediate vicinity. Twenty-four crew members operate a vessel capable of transporting more than 3,000 40-foot containers.11 Therefore, the maximum number of injuries or deaths resulting from an attack on a vessel is in the tens. In the case in which terrorists hijack a vessel and use it destructively, the injuries and deaths affect all persons in the path of the vessel. In a worst-case scenario, the injuries and deaths would reach into the hundreds.
When a container is used to transport a conventional weapon, the human consequences depend on the location of the container when the weapon is detonated. For example, if the container is in midtown Manhattan on a weekday morning when the bomb it carries detonates, the loss of life will be significantly greater than that if the container were sitting in an intermodal transfer facility at a port during off hours. In this study, we consider only the consequences of detonation at a port. The human consequences of the detonation of a conventional weapon in a shipping container are likely to be similar to those of the case in which a vessel is used destructively, depending on the configuration of the port area and its proximity to areas of dense human activity.
Radiological and nuclear weapons have the capability of inflicting direct and severe human consequences. Since U.S. ports are equipped with radiation portal monitors, we assume that the detonation of a radiological device or nuclear bomb would occur at or near the seaport of entry. An artifact of U.S. industrialization, ports tend to be near cities, so the detonation of a radiological device or nuclear bomb near a port has the potential to affect or kill many people. For the detonation of a radiological device, depending on the size and placement of a bomb as well as atmospheric conditions, the injuries and deaths resulting from such an attack range from tens to hundreds (Rosoff and von Winterfeldt, 2005). Abt Associates estimated the range of deaths from the detonation of a Hiroshima-sized, 10–20-kiloton nuclear bomb at a U.S. port to be 50,000 to 1 million persons, depending on the method of detonation, the density of the area, and the path of the fallout. Since some illness and fatalities associated with exposure to radiation can occur in the form of latent cancer, the consequences may persist for decades.12
The economic consequences of a successful terrorist attack on the container shipping system are likely to be large and widespread. This is in contrast to human casualties, which are large only in the event of a successful attack with a weapon of mass destruction. Economic consequences of attacks on the container shipping system may be parsed into direct and indirect effects. The direct effects are an immediate consequence of the terrorist attack: life and injury compensation, repair or replacement of the vessel (if terrorists attack a container ship), losses of cargo, and damaged and destroyed private property and public infrastructure. Indirect effects are a consequence of the role of the container supply chain in the economy: short-term business disruptions due to delayed or missing shipments, long-term adjustments to the modified freight transport system, augmented security procedures and equipment, and lost revenue to the government and firms. Because the container shipping system is interwoven into the economy, quantifying the economic consequences of a terrorist attack on the container shipping system is especially difficult. Therefore, we provide an order-of-magnitude estimate of direct and indirect economic consequences. We do not consider some types of economic effects because of a lack of reliable data on which to base estimates: the direct costs of response and recovery and the indirect costs of increased insurance premiums and changes in investment patterns.
Human consequences, quantified in the previous section, result in economic consequences proportional to the number of lives lost or injuries incurred. Based on past incidents and analyses of possible terrorist attacks, we estimate the economic consequences per death or injury to be approximately $1 million.13 Therefore, in the cases in which a ship is attacked or hijacked, the worst-case economic consequences due to life and injury compensation range from tens of millions of dollars for the bombing of a ship to hundreds of millions of dollars for the hijacking of a vessel. For cases in which the container is used to facilitate an attack, life and injury compensation is estimated to be hundreds of millions of dollars for an attack via a conventional bomb, hundreds of millions of dollars for a dirty bomb attack, and hundreds of billions of dollars for a nuclear attack.
Damage to property and infrastructure in a port area represents direct effects of a terrorist attack on the containerized shipping system. For an attack on a vessel, the damage will be limited to the vessel itself and will cost tens of millions of dollars to repair or replace (Thompson and Fry, 2004). If all of the cargo on the vessel is lost, the economic consequences may be in the hundreds of millions of dollars (Thompson and Fry, 2004). Ports are key pieces of public infrastructure and an attack may seek to destroy the ability of the port to operate efficiently. For example, two key bridges service the ports of Los Angeles and Long Beach; the replacement value of each is approximately $50 million (Gordon et al., 2005). Therefore, infrastructure damage from a terrorist attack is likely to be in the tens of millions of dollars. When the container is used to transport the weapon, damage to the port, its facilities, and surrounding area will occur, but the extent may vary widely depending on the type of bomb. In a conventional bomb attack, assuming that a critical piece of infrastructure—such as a bridge—is not damaged, infrastructure damage is likely to be in the millions of dollars;14 in the previously identified case of a dirty bomb attack using a small conventional explosive, the physical damage is posited to be minimal, on the order of several hundred thousand dollars (Gordon et al., 2005); and in an attack with a nuclear weapon, the port itself could conceivably be destroyed, resulting in billions of dollars of infrastructure damage.15 Many businesses operate at U.S. ports and any attack is likely to destroy public property, including facilities, cranes, and handling equipment in addition to cargo. In an attack with a conventional bomb, property damage may be relatively minor, in the billions of dollars; in an attack with a dirty bomb or a nuclear weapon, much property may be contaminated or destroyed, with economic effects ranging from tens of millions to hundreds of billions of dollars; a nuclear bomb is likely to destroy or contaminate homes and businesses in the vicinity of the port (Gordon et al., 2005).
Significant economic costs would occur if a successful terrorist attack were to disable a critical U.S. port for a long period.16 The result of any successful attack is likely to be the immediate closure of the attacked port—regardless of actual damage—and may instigate a shutdown of the U.S. intermodal transportation system until the system could be determined to be secure (anonymous Department of Homeland Security Liaison attaches, 2005). So critical is the system to the operation of the economy that former U.S. Coast Guard officer and researcher at the Council on Foreign Relations Stephen Flynn believes that the immediate and latent economic effects from such a terrorist attack on the container supply chain could lead to a global recession.17
The closure of all 29 seaports along the U.S. West Coast in October 2002 provides an empirical indication of the damage that could occur from the shutdown of a key seaport. From September 27 to October 9, 2002, port owners and operators locked the gates of their facilities along the U.S. West Coast, shutting them down for business. The ports on the U.S. West Coast are critical to U.S. trade: the ports of Los Angeles and Long Beach are the entry point for over 40 percent of U.S.-bound containers; terminals in Washington handle approximately 42 percent of that state’s maritime imports and exports by value. The lockout disrupted the itineraries of more than 200 ships carrying 300,000 containers, resulting in cargo delays, costly diversions to alternative ports, and unemployment lines as businesses laid off workers and cut production. The cost to the U.S. economy—in the form of delayed shipments and business disruptions—has been estimated to range from $450 million to several billion dollars; the subsequent effort to clear freight backlogs is thought to have removed between 0.4 and 1.1 percent of nominal GDP from prominent Asian exporters, including Hong Kong, Malaysia, and Singapore. It is worth noting that the lockout necessitated very few post-strike changes that would slow supply, unlike what might be expected following a terrorist attack (Richardson, 2004, p. 66; Organization for Economic Cooperation and Development, 2003, pp. 17–18; Department of Foreign Affairs and Trade, 2003).
Again, we provide order-of-magnitude estimates for indirect economic costs of an attack on the container shipping system. The Congressional Budget Office recently estimated that an unexpected one-week shutdown of the ports of Los Angeles and Long Beach would have a short-term macroeconomic effect ranging from $65 million to $150 million per day (Arnold, 2006). Since we expect a brief shutdown of the port in the event of an attack on a vessel or a conventional bomb, the short-term business disruptions would therefore be in the billions of dollars. National business disruptions from a dirty-bomb attack that closes the ports of Los Angeles and Long Beach for several months have been estimated to be in the tens of billions of dollars.18 In the short-term, e.g., periods shorter than one year—the detonation of a nuclear weapon would cause a similar amount of business disruption as would a dirty bomb. Long-term disruptions to the freight transport system would result from any attack on the container shipping system, with economic consequences.
In all cases, security procedures would be tightened. Since September 11, 2001, expenditures on port security have been several billion dollars; in response to an attack on a U.S. port, we estimate that expenditures would double, and direct costs of additional security procedures and equipment would remain in the billions of dollars.19
Our estimates of the intangible consequences of a terrorist attack on a major U.S. port, though speculative, are derived from the human and economic effects. All attacks result in the loss of human capital—the experience and skills of workers. Some affected firms might be unable to cope with the loss. Most of the attack scenarios that we consider do not result in significant loss of life or economic damage; intangible consequences of these types of attacks are fundamentally political in nature. The responses of politicians might be to impose stricter guidelines on the movement of container freight. The intangible consequences of a successful attack with a weapon of mass destruction would be political and social upheaval, possibly resulting in political and economic instability.
A successful terrorist attack on a vessel would have political ramifications that may lead to economic consequences. As discussed previously, if terrorists were successful in sinking or disabling a vessel in a channel, or hijacking a vessel and using it to destroy infrastructure, the loss of life and local economic damage would be relatively small. However, since the container shipping system and port security have received considerable attention, the public would perceive the attack as a failure of leadership and our current policies. Taking the experience of aviation security after the attacks of September 11, 2001, as an example, decisionmakers would react most likely to the event by greatly increasing waterborne patrols of port areas and increased inspection of vessels entering U.S. territorial waters.
Alternatively, if the attack takes the form of a bomb being transported by a container, the intangible consequences would be different. As discussed earlier, the direct human and economic consequences would be minor from a national standpoint. The public and certain decisionmakers would view the attack as verification of the danger that the container shipping system poses to the United States. The result would be the quick implementation of increased scanning and inspection of containers, with direct effects on the U.S. economy.
The most significant damage would result from a successful attack on U.S. soil via a weapon of mass destruction, especially a nuclear bomb, shipped via a container. Such an attack would be beyond the ability of local and state agencies to respond and would create a humanitarian disaster of an enormous magnitude. The intangible consequences would be the loss of human capital in a wide area. Also, similar to the reaction of the nation after Hurricane Katrina devastated New Orleans, the loss of an American city, its history and culture, would have profound effects.
Tables 7.1 summarizes the consequences of successful terrorist attacks for the scenarios discussed in the previous section. We have not attempted to estimate costs associated with terms in italics.
A nuclear strike could conceivably destroy a port, and even more rudimentary radiological strikes have the potential to impede a terminal’s operations seriously over the long term should they result in large-scale radioactive contamination. In time, the supply chain would adapt to the loss of a port with increases in capacity elsewhere in the system. The Congressional Budget Office estimated that a three-year shutdown of the ports of Los Angeles and Long Beach would result in macroeconomic losses of $45 billion to $70 billion per year (Arnold, 2006). Therefore, in the case of a nuclear attack, which would close a port for at least several years, the macroeconomic effects would be in the hundreds of billions of dollars. For the case of an attack with a dirty bomb, the length of the shutdown would be much less, and the macroeconomic effects would be on the order of tens of billions of dollars.
The risk of terrorist attacks on or using the container shipping system may be assessed by integrating the threat, vulnerability, and consequences discussed in the previous sections. We apply the qualitative risk assessment methodology discussed in the appendix.
The assessment of intent and capability of attack gives an indication of the relative threat of a particular type of attack. Figure 7.1 presents the results of the qualitative assessment of intent and capability for container attack scenarios. Nuclear detonation scenarios represent the highly emotive, high consequence types of attacks that correspond well with terrorist intentions discussed in Chapter Two. However, the required capability to conduct this type of scenario is also the most demanding. Sinking or disabling a ship and and hijacking a ship also required special skills related to knowledge of ship design or piloting a ship in a port or channel. A dirty bomb requires specialized knowledge of handling radioactive materials and building explosive devices witheffective dispersal capabilities. In contrast, building a container-sized conventional explosive device requires only basic military skills.
Table 7.1
Potential Consequences of Terrorist Attack Scenarios Involving Container Shipping


Figure 7.1
Assessment of the Capability Required in Scenarios Involving Terrorist Attacks on Container Shipping and Extent to Which the Scenario Aligns with Terrorist Groups’ Intentions

Taking intent and capability into account, relative threat of these scenarios is plotted in Figure 7.2.20 This assessment suggests that all container shipping scenarios considered represent roughly equivalent threats except those involving nuclear detonation. Nuclear detonation scenarios represent a lower threat because of the high required capabilities.
Figure 7.2 presents assessments of relative vulnerabilities of each scenario. The container shipping system is relatively vulnerable. Access controls for the waterways surrounding ports are minimal. Access to the port terminals themselves requires some authentication, but since these facilities are designed to facilitate commerce, the entry and exit controls are not too stringent. Therefore, using the qualitative risk assessment methodology in the appendix, we determined that the relatively likelihood of the attack scenarios that we consider is greatest for a hijacking or attempt at sinking or disabling a ship, in which the terrorists would approach a vessel from an open waterway. In contrast, container shipping is somewhat less vulnerable to scenarios involving placing a device in a container because of security procedures in place to restrict access to containers during stuffing, reviewing manifests, and inspecting containers.
Figure 7.2
Assessment of the Threat of Terrorist Attacks on Container Shipping and the Vulnerability of Container Shipping to These Attack Scenarios

The assessment of threat and vulnerability gives an indication of the relatively likelihood of a particular type of attack.21 Comparing the relative likelihood of an attack and the consequences gives an indication of the overall risk posed by a particular type of attack. Figures 7.3 and 7.4 present likelihood versus consequences in terms of economic damages and human impacts, respectively. The consequence assessments used are based on the discussions above and Tables 7.1.
Once again, the only distinction made among these scenarios is that the scenario involving nuclear detonation is less likely than the others. As a group of scenarios, these are overall less likely than those involving ferries and cruise ships.
Figure 7.3
Assessment of the Relative Likelihood of Terrorist Attacks on Container Shipping and Potential Economic Consequences of These Attack Scenarios

Figure 7.4
Assessment of the Relative Likelihood of Terrorist Attacks on Container Shipping and Potential Human Consequences of These Attack Scenarios

Because of the reliance of the U.S. and global economies on the intermodal shipping system, the risk, in terms of economic consequences, of terrorist attacks that affect a port is generally greater than those that target a ship (i.e., hijacking or sinking or disabling a ship). In fact, a scenario involving a dirty-bomb detonation appears to be among the riskiest of those considered. In contrast, all scenarios appear to represent quite low risks in terms of human consequences because of the low likelihood of a nuclear detonation scenario and the relatively low consequences of most other scenarios.
With respect to human consequences, the worst-case scenarios we present estimate small human consequences for conventional attacks (disabling a vessel, hijacking a vessel, or destruction with a conventional bomb). Though relatively less likely, the potential human consequences of the delivery of a weapon of mass destruction via a shipping container increase the risk from such attacks.
1 Anonymous Maritime Intelligence Group analyst (2005). See also Herbert-Burns (2005, pp. 158–159), Sinai (2004, p. 49), Organization for Economic Cooperation and Development (2003), Central Intelligence Agency (undated).
2 This is the scenario considered by Gordon et al. (2005).
3 Anonymous Department of Homeland Security Liaison attache (Singapore) (2005). See also Frittelli (2004, p. 4), Raymond (2005, p. 187), Brew (2003, p. 5), and Customs and Border Protection (2004).
4 Commercial shipping represents a tried and tested means of moving people around the world without being detected. Illegal migrants have frequently been able to enter a third country by posing as sailors, which gives them the right to go ashore (while their vessel is docked) without being subjected to the type of immigration procedures that are used to check normal passengers. Terrorists could certainly exploit this modus operandi to facilitate the placement of their own cadres around the world. Of more immediate relevance to container carriers is the possibility of an operative stowing away in an on-board crate. One case just after September 11, which involved an Egyptian who had transformed an empty container bound for Halifax, Nova Scotia, into a sophisticated living area complete with a bed, food-making facilities, and a rudimentary latrine system, highlights the potential. The individual, who was apprehended in possession of American airport maps and security passes, disappeared after being granted bail (anonymous Control Risks Group [UK] personnel, 2005). See also Sinai (2004, p. 57) and Shenon (2003).
5 See, for instance, Saunders (2003, p. 4).
6 Anonymous International Maritime Bureau personnel (2005). In bulk order form, these types of technologies would cost at least US$500 per container.
7 This is true of both small and large terminals. Privacy regulations in the Netherlands, for instance, preclude the option of comprehensive security vetting for dock workers without first gaining their permission. In the words of one Dutch expert: “I would be amazed if harbor employees at Rotterdam, Antwerp or Amsterdam were required to undergo any form of mandatory background criminal check” (anonymous Control Risks Group [Netherlands] personnel, 2005).
8 Again, in many ways, this is a problem unique to small, resource-constrained littoral nations. Singapore, which runs arguably one of the world’s most sophisticated and well-protected commercial maritime terminals, does not require shipping companies to declare goods on their vessels if they are only transiting through the country’s port (largely due to a fear that, if this was made mandatory, the resulting red tape would deflect trade north to Malaysia). As a result, the government does not know what is being transported on the vast bulk of carriers that transship through the city state (anonymous Ministry of Foreign Affairs officials and Raytheon and Glenn Defense Marine analysts, 2005).
9 The ISPS was adopted by the International Maritime Organization (IMO) at its December 2002 conference. The ISPS outlines minimum security procedures that all ships and ports must meet to improve overall maritime security. Any vessel that does not meet these requirements or which leaves from a port that does not can be turned away by relevant authorities at the destination terminal. Stipulations in the code are based on those that underscore MTSA. For further details, see Frittelli (2004, pp. 13–14), “FAQ on ISPS Code and Maritime Security” (undated).
10 As of June 2004, only 10 percent of port facilities around the world were in compliance with ISPS stipulations. See “ISPS Code Status Update 01” (undated).
11 Pollak (2004). Also, the Regina Maersk, a post-Panamax container ship that entered service in 1996, operates with only 15 crew (see Maersk Line, undated).
12 Abt (2003). Note that if terrorists constructed a device smaller than 10 kT, the resulting detonation would have a smaller destructive radius. However, depending on the type of detonation and location of the detonation its consequences may be comparable in terms of fatalities and economic damage.
13 “Insurance Claims to Exceed $110m” (2004) and Knight and Pretty (1997) quantify the amounts insured for in the 1987 Herald of Free Enterprise (193 dead) and 1994 Estonia (852 dead) ferry disasters as $70M and $110M, respectively. Both of these figures are thought to be somewhat underestimated, as these are only the known claims. The typical known compensation per death for these incidents ranges from $130,000 to $360,000. Abt (2003) estimated compensation to be $3 million per death.
14 We estimate that the damage in the area surrounding a bomb would be an order of magnitude less than that of a piece of critical infrastructure.
15 The destruction wrought by a nuclear attack is likely to be an order of magnitude higher than the figure of $50 million per bridge cited by Gordon et al. (2005).
16 Since U.S. ports are to be equipped with radiation portal monitors, we assume that, in the estimation of economic effects, a radiological device or nuclear weapon is detected at the port and that detonation occurs at the port.
17 Flynn (2004b, p. 25); see also Chalk et al. (2005, p. 34).
18 Gordon et al. (2005) estimated the broader economic effects of a dirty-bomb attack that shuts down the ports of Los Angeles and Long Beach for 120 days to be $34 billion.
19 See the U.S. Department of Homeland Security budget for FY 2006 (U.S. Department of Homeland Security, 2006).
20 The assessment of threat is based on the normalized, multiplicative combination of intent and capability assessments, as discussed in the appendix.
21 The assessment of likelihood is based on the normalized, multiplicative combination of threat and vulnerability assessments, as discussed in the appendix.

The aim of this book has been to address several aspects of maritime terrorism: (1) threat and vulnerability, (2) consequences, and (3) liability implications, particularly regarding attacks on passenger and container shipping. Threat, vulnerability, and consequences collectively define the risk profile with regard to different forms of potential attack: in essence, weighting the likelihood of an attack (given the capabilities and intent of known terrorist groups and the characteristics of potential targets) against the projected damage that such an attack might inflict. Some of the basic assumptions underlying these sorts of calculations are very intuitive. For example, other factors being equal, terrorists will tend to prefer easier, less costly attack strategies to complicated, more expensive ones. Likewise, attacks that cause more-significant damage, other factors being equal, will tend to be more invidious and burdensome to society as a whole. Threat and vulnerability information, when put together, allow for a qualified assessment of the relative attractiveness of different types of targets and attack modalities to terrorists.1 Consequence assessment, on the other hand, involves constructing a footprint regarding all of the economic and intangible harms that might likely result from different forms of attack. Taken in combination, threat, vulnerability, and consequences can suggest the relative magnitude of the risks to U.S. interests associated with different attack scenarios. This is potentially very useful information, given the need to prioritize limited resources in detection, prevention, and interdiction efforts.
Drawing on this framework for examining the risks posed by maritime terrorism, we conclude that some types of attack scenarios present considerably greater risks than others. For example, with regard to scenarios involving cruise ships, attacks employing on-board bombs appear more probable and, on the whole, pose greater risk than do attacks involving scuba-diving terrorists with limpet mines (which would require greater technical expertise and better logistics capability to execute). Similarly, scenarios involving on-board explosives attacks or USS Cole–style IED attacks against ferries are among the highest-risk scenarios we considered, in particular because ferries are characterized by prominent structural vulnerabilities, weak security measures, and close proximity to mass media outlets. Many plausible attacks on container shipping pose comparatively low risk, owing to the fact that container ships, as opposed to passenger ships, are intrinsically less attractive as targets: The opportunity to inflict high-profile human casualties aboard cargo ships is simply lower. On the other hand, an attack involving the use of a compromised cargo container as a concealed-weapon platform poses a greater risk than do attacks on the vessels themselves, in part because such an attack would leverage the vulnerabilities inherent to the container shipping system. Even so, the risk of a CBRN attack using a compromised cargo container is somewhat offset by the difficulty of terrorists’ obtaining an unconventional weapon capacity in the first place. Nevertheless, the prospect of severe commercial disruptions or catastrophic damage associated with a CBRN attack boosts the risks (in terms of human and economic consequences) associated with this kind of maritime scenario.
This sort of calculus regarding relative risks posed by maritime terrorism scenarios raises the question of absolute risk: What is the risk in absolute terms connected with a particular type of attack, as compared with the full spectrum of potential terrorism risks? This is a very difficult question to answer. One way to begin to address it would be (1) to expand on the analysis that we have undertaken here and (2) to try to characterize threat, vulnerability, and consequences across a much broader range of potential attack modalities. But though this could help to answer part of the question regarding absolute risks (e.g., by characterizing the consequential “footprint” for a broader range of attacks), it cannot answer the question fully. In particular, any empirically based assessment of terrorism risks necessarily draws on past experience and current intelligence as a metric for estimating future probabilities. And as we have already discussed, growing concerns about the risks posed by maritime terrorism are fundamentally based not on the experience of past attacks, but rather on increased recognition of unexploited vulnerabilities, allegedly shifting intentions and capabilities among terrorist groups, and the potential for risk transformation effects as terrorist groups respond to increased vigilance and security measures on land. For current purposes, it suffices to say that the absolute risks associated with maritime attacks involving cruise ships, ferries, and cargo containers are not negligible; evaluating relative risk can help guide policymakers in formulating priorities for guarding against attacks in the future.
By contrast with the foregoing, our analysis of civil liability in connection with maritime terrorism addresses something qualitatively different from our analysis of terrorism risks. At heart, liability is a policy mechanism for responding to injuries and for shifting related costs from one party to another. Thus, liability can perhaps best be understood as one aspect of the government’s response to terrorism. That response includes both a set of incentives for private-sector firms to take measures to prevent and mitigate attacks ex ante and a set of rules for shifting some of the costs of attacks away from victims and (potentially) to third-party commercial interests ex post. Liability is only one of several aspects of the government’s response to terrorism, but it is a particularly important aspect of that response for several reasons. First, because civil liability operates as a cost-shifting mechanism, it contributes directly to the magnitude of financial risks that private-sector firms face in connection with future attacks. By corollary, liability provides a foundation for commercial insurance mechanisms that spread terrorism risks: In principle, firms have no incentive to insure against risks for which they carry no legal or financial responsibility. Second, civil liability involves a very complex system of rules for determining whether and to what extent the victims of particular maritime attacks will be compensable. Without understanding those rules, it becomes impossible to assess how the compensation of victims might work, or fail to work, in the future. Finally, the essential nature of the civil justice system involves the application of precedent, by analogy, to determine the outcome of future cases. That means that the contours of liability for terrorist acts may well grow out of legal rules that were originally developed to deal with other sorts of problems (e.g., responsibility for negligence or for the criminal acts of third parties). Whether that is likely to result in a reasonable basis for compensating terrorism victims or for structuring private-sector security incentives remains to be seen.
On an immediate level, our analysis of liability issues offers some specific insights with regard to the sequelae of future attacks on cruise ships, ferries, and containerized shipping. Thus, as a threshold matter, attacks on cruise ships are much more likely to pose problems relating to extraterritorial jurisdiction and, consequently, questions regarding which nation’s substantive civil justice laws (United States or another) will apply. On a different note, because attacks on cruise ships and ferries are more likely to focus on maximizing human casualties than on causing property damage, the nature of the claims arising from those attacks is more likely to focus on personal injuries and wrongful deaths. U.S. admiralty laws establish specific standards that will apply to resolving many of these sorts of claims, including limited liability for vessel owners under at least some circumstances. Meanwhile, terrorist attacks involving the containerized cargo system present a very different set of legal complexities. Future terrorism-related contractual disputes among commercial counterparts will optimally be limited by the general recognition of maritime threats and by explicit contract provisions (and standardized business practices) designed to apportion related risks. Tort risk, on the other hand, could be very significant in connection with an attack that uses a cargo container as a concealed-weapon platform. Such an attack could implicate a range of U.S. and foreign jurisdictions and substantive laws, in connection with a host of commercial defendants who arguably might have prevented or mitigated the attack through appropriate precautions. If such an attack were to result in mass casualties or property damage, the liability implications could conceivably be severe. The only certainties are that the civil justice system would not be able to deal with such an event quickly and that legal ambiguity would cloud the prospects of compensation for victims.
On a more abstract level, our analysis of liability issues connected with maritime terrorism suggests two more general insights. First, the specific U.S. legal rules that will apply to determining civil liability in the context of future attacks are deeply fragmented. Depending on the facts of a particular attack, applicable rules might involve any of a half-dozen statutes under U.S. admiralty law, related maritime common law precedents, or various other state or federal laws concerning negligence and wrongful death, or terrorism. This kind of legal fragmentation is problematic in itself, because it means that current and future standards for civil liability may not be consistent. That is, similarly situated plaintiffs might encounter radically different results in seeking compensation through the civil justice system, in ways fundamentally unrelated to the nature of their underlying claims or injuries. Second, a central issue at the heart of future tort claims will involve the extent to which commercial firms can be held responsible for the independent criminal acts of terrorists. This question is already being addressed in the ongoing World Trade Center litigation: Similar legal questions will likely arise in connection with a host of admiralty standards governing the conduct of passenger and commercial shipping. Expansive interpretations of the foreseeability of future attacks could lead to broad contours for liability, but with little practical guidance to firms about how to fulfill their duties of care (particularly given an abundance of low-likelihood, but highly consequential, terrorist threats).2 Here again, the end result of liability could be to focus the risks and costs of terrorist attacks onto maritime firms, in ways that may make insuring them fully through private markets difficult. For policymakers, this prospect raises basic questions about the appropriateness of tort liability as a mechanism for compensating terrorism injuries, and for incentivizing security measures on the part of the private sector.
It is important for us to acknowledge that our examination of civil liability issues pertaining to maritime terrorism reflects only one aspect of a broader set of institutional mechanisms and legal standards that will collectively shape the government’s response to future attacks and, by implication, the financial risks and incentives faced by the private sector. Many other aspects of policy and law are likely to be important as well: security regulations and their enforcement for participants in maritime commerce, public investment in terrorism interdiction and prevention efforts, and the effectiveness of disaster response authorities also come quickly to mind. We do not address any of these other aspects of terrorism policy in this book. Nor do we explore the potential trade-offs in risk that government might achieve by emphasizing one or more of these alternative management strategies, while simultaneously reducing or eliminating civil liability. These are weighty questions for policymakers to consider. In our view, though, civil liability has a particularly central role as the established, default mechanism for compensating victims in the aftermath of an attack. Liability standards as applied to terrorism are complicated and difficult to penetrate in themselves. Yet those standards are foundational in defining the financial risks faced both by firms and by victims in connection with terrorism. To the extent that this book succeeds in outlining relevant civil liability standards, pinpointing areas of ambiguity, and analyzing some of the implications with regard to future maritime attacks, then it also provides a launching point for inquiry by policymakers into the broader domain of terrorism risk management.
Perhaps the most important implication of our work touches on the future of related commercial insurance practices. On a basic level, our analysis of maritime threats, vulnerabilities, and consequences reflects exactly the sort of calculus that insurers confront in trying to actuarialize related risks. Again, while our analysis cannot benchmark the absolute risk associated with specific terrorism scenarios, we nevertheless can characterize some important aspects of relative risk, across a range of potential attacks. In this sense, our work could help insurers to incorporate those risks better in the way that they structure corresponding insurance contracts (e.g., in weighting risks, defining the limits of coverage, or demanding related disclosures or covenants from policyholders). Our work might also be viewed more broadly as a blueprint for the kind of risk analysis that maritime insurers will need to undertake in the future, with regard to a wider spectrum of threats. The liability dimension of our work suggests, meanwhile, that some lines of insurance (e.g., property and casualty) will be dramatically impacted by future legal determinations regarding the extent of third-party liability for terrorism. The recent extension of TRIA highlights the continuing uncertainty that is associated with insuring against terrorist attacks, but perhaps obscures the fact that some of that uncertainty actually accrues to the U.S. civil justice system and the ambiguity of related legal standards in apportioning potentially catastrophic risks. To the extent that future reforms can simplify and clarify those legal standards, some of the pressures for government involvement in re-insurance markets might be eased.
1 We acknowledge that the assessment is necessarily nondefinitive, as terrorists frequently do not have sufficient or appropriate information to make a fully reasoned judgment of the pros and cons of attacking particular targets. In addition, other factors could conceivably shape the decisionmaking process of terrorists and move it away from a purely rationally driven cost/benefit analysis (for example, the value preferences or self-defined priorities of terrorists’ leaders).
2 As we noted in Chapter Four, as negligence becomes less wedded to meaningful standards that define the duty of care for firms, then those legal standards will begin to look increasingly like strict liability rather than negligence. This is a result that is unlikely to create optimal incentives for terrorism prevention efforts by firms.

Terrorism risk does not exist without the existence of threat, the presence of vulnerability, and the potential for consequences. Terrorism threats exist if a group or individual has both the capability and intent to attack a target. As discussed in Chapter Three, terrorist attacks can result in human, economic, and intangible consequences. However, risks only exist if an attack can cause a change to the state of a target that results in negative consequences—in other words, if the targets are vulnerable to attack (Willis et al., 2005; Haimes, 2006).
Assessments of threat, vulnerability, and consequences can be integrated to compare terrorism risks to each other and to risks from other hazards. Ideally, one would want the risk assessment process to be fully quantitative. In such an ideal case, risks could then be broadly compared, and the effectiveness of risk management strategies could be compared to their costs. For terrorism risk, however, a fully quantitative approach would require the difficult assessment of threat in terms of the probability that terrorist attacks will occur.1
In the absence of information needed to support this kind of quantitative assessment, qualitative methods of risk analysis can be used. Qualitative analysis cannot guide decisions on the absolute amount of effort that should be devoted to managing risk. It can, however, guide priorities for risk management within the context of a specified level of effort. In other words, qualitative risk analysis cannot be used to determine how much money to spend on managing risk, but it can help answer the question of where to spend it.
In Chapters Five, Six, and Seven of this book, we present the results of a qualitative risk analysis of maritime terrorism risk scenarios involving cruise ships, passenger ferries, and container shipping. The approach, which is described in this section, relies on five basic concepts:
Chapter Two provides an overview of factors that influence the intentions of terrorist groups. That discussion forms the basis for this derivation of an anchored, ordinal scale for assessing threat.
In defining an anchored scale for intent, it is necessary to identify explicitly the terrorist organization for which the scale is attempting to match intentions. No single scale is appropriate for all groups as each has unique goals and motivations. For the purposes of this study, we use a scale of intent to capture factors that motivate terrorists affiliated with the international jihadist extremist network, which is generally viewed as constituting the greatest present threat to U.S. interests domestically and abroad. The methodology could be revised to assess threat from other terrorist groups.
The magnitude of expected consequences of attack is the most important factor motivating jihadist terrorists, with a primary goal of causing human deaths and injuries and a secondary goal of causing economic disruption.
After expected consequences, the ability to capture media attention is presumed to determine jihadists’ intent in the sense that these terrorists are more prone to conduct attacks that are likely to generate significant media attention and emotive response than those that would not. Finally, assaults that also involve a venue of symbolic importance to those attacked and resonate with the global jihadist enterprise are presumed to be more attractive as targets of terrorism than those that do not.
Table A.1 describes the determinants that were used in making qualitative assessments of how maritime attack scenarios aligned with terrorists’ intentions. In general, events that involved more of these factors were associated with greater intent and, as discussed above, intention is considered to increase exponentially along this scale.
On this metric, events that had consequences that were counter to terrorists’ goals and objectives would receive the lowest scores (for example, strikes that are liable to result in a negative backlash on terrorist groups and hamper their ability to recruit new members or if they spark debilitating retaliatory action on the part of the attacked party). Scenarios that are more aligned with terrorists’ intentions are presumed to be more likely.
Table A.1
Determinants Used in Making Qualitative Assessments of Alignment of Maritime Attack Scenarios with Terrorists’ Intentions
| Score | Determinants of Intent Score |
| 1 (Low) | Outcomes would conflict with stated goals and objectives of terrorist group |
| 2 | Kills people, but without media attention, symbolic damage, or economic consequences |
| 3 | Kills people and causes economic damage, but without symbolic damage or media attention |
| 4 | Kills people and causes economic damage with media attention, but without symbolic damage |
| 5 (High) | Kills significant numbers of people, causes significant symbolic damage, attracts significant media attention, and causes economic damage |
A limiting factor on terrorists’ capability to attack is the training and skill of the operatives in an attack scenario. Some attack scenarios, such as suicide bombings, require relatively basic skills. In contrast, chemical, biological, nuclear, and radiological attacks all require some special skills in producing weapons, obtaining weapons, or carrying out an attack.
For the qualitative assessments of required capabilities for attack, we adopted definitions developed by Risk Management Solutions. Listed in Table A.2, these definitions were developed to assess the required skill of terrorists who were to attempt different attack scenarios. They range from low levels that require only manual labor to levels requiring highly specialized and rare skills. Scenarios that require greater skill are presumed to be less likely. As with the scale used for intent, the required capability is presumed to increase exponentially with increases in each level of this scale.
Table A.2
Determinants Used in Making Qualitative Assessments of Required Capabilities of Attack Scenarios
| Score | Determinants of Required Capability Score |
| 1 (High) | Highly specialized skills: requires highly specialized and rare skills such as operation of nuclear power plant, large-scale manufacturing, or precision or highly technical production operation in secret |
| 2 | Specialty skills: requires specialist skills such as hacking computers, piloting vehicles, or ability to plan and implement advanced coordinated operations |
| 3 | Expert military skills: requires accurately positioned explosives, accurate firing, or using more sophisticated military weapons |
| 4 | Basic military skills: requires military training skills up to basic combat level, including ability to handle personal weapons and carry out close-quarter combat |
| 5 (Low) | Volunteer or practical skills: can be carried out using only manual labor or school-educated personnel |
Vulnerability of maritime targets to attack scenarios is determined by how a ship or facility is both designed and operated. Engineering controls, such as hull designs and fencing, may be used to reduce vulnerability. Surveillance, access controls and identification cards, and inspection technologies also may reduce vulnerability.
In the qualitative assessment method used in this report, scenarios that required terrorists to counter personnel certification, surveillance, inspection, or engineered systems were assessed as being less vulnerable. The determinants used to score scenarios are listed in Table A.3. As with the previously defined scales, the vulnerability associated with a scenario is presumed to increase exponentially with increases in each level of this scale.
Table A.3
Determinants Used in Making Qualitative Assessments of Vulnerability of Targets to Attack Scenarios
| Score | Determinants of Vulnerability Score |
| 1 (Low) | Limited access to certified personnel to positions where attack can be carried out; engineering controls to prevent consequences; invasive screening, surveillance, or inspections to detect attacks |
| 2 | Limited access to certified personnel to positions where attack can be carried out; engineering controls to limit consequences; invasive screening, surveillance, or inspections to detect attacks |
| 3 | Controlled access to positions where attack can be carried out; no engineering controls to limit consequences; semi-invasive screening, surveillance, or inspections to detect attacks (e.g., check IDs, bag scanning, metal detectors) |
| 4 | Controlled access to positions where attack can be carried out; no engineering controls to limit consequences; no invasive screening, surveillance, or inspections to detect attacks (e.g., check IDs and cursory metal detectors) |
| 5 (High) | Free access to positions where attack can be carried out; no engineering controls to limit consequences; no screening, surveillance, or inspections to detect attacks |
Qualitative assessments of threat were made based on score scenarios received based on judgments of intent and capability. The translation of these component scores into a judgment of threat was made using a normalized, multiplicative relationship shown in this equation:
Threat = ROUND([Intent × Capability]/ 5).
Threat scores are rounded using the guide in Table A.4.
Table A.4
Threat Score Rounding Guide
| Normalized Threat | Rounded Score |
| 0–1.0 | 1 |
| >1–2.0 | 2 |
| >2–3.0 | 3 |
| >3–4.0 | 4 |
| >4–5.0 | 5 |
This translation was adopted based on two intuitive observations that support a multiplicative relationship between intent and capability. First, threat only exists if both intent and capability are present. If either is absent, then no threat exists. Second, presence of high intent and high capability (i.e., a score of 5 on each scale) is intuitively much worse not just worse than a high intent (i.e., score of 5) and moderate capability (i.e., score of 3). A multiplicative relationship captures these observations more appropriately than does an additive or averaging relationship.
The resulting translation is shown in Table A.5.
Table A.5
Matrix Used to Translate Qualitative Assessments of Intent and Capability into an Assessment of Threat

Qualitative assessments of likelihood were made based on score scenarios received based on judgments of threat and vulnerability. The translation of these component scores into a judgment of likelihood is shown in Table A.6. This translation was derived using the same normalized, multiplicative relationship used to assess threat. The normalized multiplicative relationship was adopted for the same reasons.
Chapters Five, Six, Seven present risk assessments based upon both human and economic consequences of terrorist attack scenarios. Tables A.7 and A.8 present the scales used to group consequences of maritime attack scenarios.
Low ends of these scales were selected to correspond with the size of attacks that have the smallest potential consequences. For human consequences, events expected to kill or injure fewer than 10 people were given a score of 1. For economic consequences, events resulting in up to tens of millions of dollars in economic damages were given a score of 1.
Table A.6
Matrix Used to Translate Qualitative Assessments of Threat and Vulnerability into an Assessment of Likelihood

The high end of the scales was established as a point above which changes in scale would not greatly influence reaction and response to the event. In terms of deaths and injuries, events expected to kill or injure more than 10,000 were given a score of 5. Events that were expected to result in hundreds of billions of dollars of economic damage were also given a score of 5.
Between these points, the ordinal scales were based on logarithmic scales of consequences. The logarithmic scales were used for two reasons. First, the tremendous uncertainty surrounding and the event-specific determinants of actual consequences of any given terrorist attack preclude assessments at a resolution much finer than an order-of-magnitude assessment. Second, logarithmic scales are widely used in descriptive scales of disasters that span a wide range of magnitude. Other common examples include the Richter scale used for earthquakes and the Saffir-Simpson Hurricane Scale.
Table A.7
Determinants Used in Making Qualitative Assessments of Human Consequences of Maritime Attack Scenarios
| Score | Determinants of Human Consequences Score |
| 1 (Low) | Fewer than 10 killed or injured |
| 2 | 10–100 killed or injured |
| 3 | 100–1,000 killed or injured |
| 4 | 1,000–10,000 killed or injured |
| 5 (High) | >10,000 killed or injured |
Table A.8
Determinants Used in Making Qualitative Assessments of Economic Consequences of Maritime Attack Scenarios
| Score | Determinants of Economic Consequences Score |
| 1 (Low) | Up to tens of millions of dollars in economic damages |
| 2 | Hundreds of millions of dollars in economic damages |
| 3 | Billions of dollars in economic damages |
| 4 | Tens of billions of dollars in economic damages |
| 5 (High) | Hundreds of billions of economic damages or more |
1 Though it is difficult to assess terrorism threats, it is debatably not impossible. Bayesian decision theory has been applied to translate expert judgments of terrorists’ intentions and capabilities and target vulnerabilities into probabilities of attack. For example, modeling firms like Risk Management Solutions, AIR Worldwide, and EQUECAT have developed probabilistic models to estimate terrorism risk.
2 Integrating the concept on logarithmic relationships into the definitions of anchored scales supports the intuitive notion that concern or perceptions increase exponentially as intent, vulnerabilities, capabilities, and consequence increase on these anchored scales. This notion is consistent with the observation from psychophysics that a sensation is proportional to the logarithm of its stimulus, referred to as the Weber-Fechner law (Fechner and Wundt, 1889).
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