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Summary

How to invest homeland security resources wisely in the United States
can appear to be an intractable problem because the large, open American society seems to be vulnerable to so many threats in every corner of
the country. This monograph is intended to present a defense-planning
approach to bound the problem and thereby aid policy and resource
decisions about one type of potential threat to the homeland: cruise
missiles and unmanned aerial vehicles (UAVs). The methodology used
can be applied to other modes of attack, and the insights gained from
this approach extend to other threats as well. Indeed, although the
focus of the research is on a speciﬁc class of weapons, it does not look
at that class in isolation; rather, it considers the weapons as one of many
options open to a potential attacker and seeks to identify investment
strategies that are eﬀective against multiple threats and weapons.
Cruise missiles and UAVs are the chosen focus of this monograph because they represent important tools in the arsenal of the U.S.
military. The U.S. military has demonstrated their utility in modern
combat in many recent conﬂicts. Therefore, it should not be surprising that cruise missiles and UAVs are increasingly entering the inventories of militaries around the world, and even those of some terrorist
organizations. Cruise missiles are at times dubbed “the poor man’s air
force”: In some circumstances, they can achieve similar eﬀects to that
of ﬁxed-winged aircraft for a fraction of the cost. And, although perhaps not as illustrious as ballistic missiles, cruise missiles carry a certain
status for countries and militaries as a milestone in weapon prowess
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and technical advancement. But how much of a threat do these capabilities represent?
The diﬃculty in answering this question stems from intelligence
and law-enforcement organizations’ limited ability to monitor terrorist organizations and uncover new attack modes before they have
been used in an attack. For instance, in July 2006, Hezbollah apparently surprised both Israeli and U.S. intelligence organizations when
it attacked an Israeli naval vessel with a C-802 anti-ship cruise missile. That limited ability means that, in planning defenses, a traditional
intelligence threat assessment cannot focus only on known or likely
attack modes. Instead, defense planners must consider plausible attack
modes, including weapons that could be transferred from a national
military to a terrorist organization, particularly those that can be operated by a small number of people and do not require large infrastructure or support investments.
Assessing how such weapons could be used in attacks in the
United States is also diﬃcult, because there is also an almost inﬁnite
number of targets within the homeland that are vulnerable from the
air and therefore represent possible sites for attack. For such a challenge as thinking about how to respond to the potential use of these
weapons or the design of defensive approaches, an unbounded problem becomes intractable: The resource requirements of protecting
everything quickly become staggering. This challenge is further complicated because such weapons represent only one from a variety of
attack options an adversary could choose to use. Before the country
invests in a wide array of cruise-missile or other air-defense assets for
the nation, the problem needs to be bounded so that scarce resources
can be focused productively.

Examining the Threat from UAVs and Cruise Missiles via a
“Red Analysis of Alternatives”
In essence, to assess the threat of cruise missiles and UAVs to the homeland, we cannot consider them in isolation; instead, we must consider
the problem from the attacker’s point of view, in which these systems
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are only one of many ways to stage an attack. We call this approach a
“red analysis of alternatives” because it will consider cruise missiles and
UAVs as one option among many attack possibilities from the point of
view of a potential adversary. As a result, we designed our analysis to
explicitly compare these systems against other ways in which adversaries could choose to stage oﬀensive operations and to explicitly test
whether (and in what speciﬁc operational situations) UAVs and cruise
missiles provided signiﬁcant advantages over those alternatives.
The advantages provided by UAVs and cruise missiles over other
attack modes are not in the destructive power that they can carry; they
are in the way they carry that power and the distance from which they
allow an adversary to control its delivery. The value of this advantage to
an adversary and, as a result, the likely attractiveness of these systems
will therefore be driven by the beneﬁts of aerial attack in solving speciﬁc operational problems.
UAVs and cruise missiles are most likely to be attractive in situations in which their aerial, long-standoﬀ capability solves key operational problems an attacker faces in planning and mounting an operation. These systems appear most advantageous because they could
make it easier for an adversary to do ﬁve main things:
1.
2.
3.
4.
5.

attack over perimeter defenses
attack over national borders
carry out multiple simultaneous attacks
conduct an attack campaign (a series of attacks over time)
attack area targets with unconventional weapons.

Looking speciﬁcally at how adversaries can perform these speciﬁc tasks enables analysis of UAVs and cruise missiles in the context
of where their advantages are likely to be most important. Through
such an analysis, it is possible to identify the key characteristics of the
systems that distinguish them from other means of attack and highlight the speciﬁc factors that might lead adversaries to acquire and use
them.
After analyzing cruise missiles and UAVs in their most favorable light from the attacker’s perspective, we conclude that they do
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not appear to have major advantages over other ways of carrying out
operations against similar targets, although they cannot be dismissed
outright as a potential threat. Where they did appear preferable, the
choice for these systems was driven by the actions of the defense or inplace security measures—i.e., were alternative attack modes foreclosed
by defenses or did concerns about a potentially compromised plan push
the attacking group farther away from its desired targets? The price
of these advantages was, however, greater complexity, technological
uncertainty, and higher cost and risks associated with these platforms.
Consequently, rather than being an attack mode likely to be widely
embraced by such actors, UAVs and cruise missiles appear to represent
a “niche threat”—potentially making some contribution to the overall
asymmetric and terrorist threat. Cruise missiles and UAVs do provide
some advantages to an attacker, but in most cases there are simpler
alternatives that provide similar, or even superior, capabilities.

Considering Defensive Approaches
In considering appropriate defensive responses to these systems, the
homeland-security planner must weigh the scale of investments that
are appropriate given the nature of the threat they pose. In view of the
availability of alternative attack modes and the uncertainties associated with the success of cruise missiles and UAVs to adversaries, broadbased and expensive eﬀorts focused only on this speciﬁc threat appear
unrealistic. Given resource constraints, defense planning must therefore also include a broad examination of all the defensive options that
are available to craft a prudent and realistic response.
Eﬀorts to defend against this threat could be directed in a wide
variety of ways, ranging from counterproliferation eﬀorts to limit technology acquisition, to counterterrorism targeting groups’ procuring the
devices, to recovery plans for addressing the consequences of attacks
if they do occur. From a comparison of the options and qualitative
examination of their costs, we conclude that a prudent defensive strategy appropriate to the magnitude of the cruise-missile and UAV threat
would focus primarily on counterterrorism and law enforcement to
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prevent attacks and on measures to mitigate the results of such attacks
and quickly recover after they occur. Such an investment will increase
security not only against cruise-missile and UAV attacks but against a
wide variety of potential terrorist attacks.
Some modest defensive investments speciﬁc to cruise missiles and
UAVs are called for. The Defense Department and the Intelligence
Community should gather information to help law enforcement identify potential supply chains and conduct forensics analysis of these systems. Collection of relevant technology and information to support the
development of better forensics approaches—e.g., acquisition and study
of foreign UAV and cruise-missile systems in ongoing eﬀorts to gather
and exploit technical intelligence—has an important role in building
the foundations needed for post-attack study and for determining any
unique signatures of speciﬁc countries’ systems. The key to gaining the
full beneﬁts of such activity is the ability to share relevant information
with law-enforcement organizations.
In addition, diplomatic eﬀorts to strengthen international arms
control regimes, particularly those focused on long-range and largepayload air vehicles, could make it more diﬃcult for adversaries to
obtain the most destructive of these systems.
In our examination of defensive options, we assessed the potential
for deploying active defenses to shoot down cruise missiles and UAVs;
nevertheless, we do not recommend broadly investing in such defenses
for use in the homeland. Relative to the threat posed by UAVs and
cruise missiles, active defense systems are too costly to operate, can
defend only very small areas, and have limitations even within these
small, defended areas. It is our conclusion that investments in defenses
at the point of attack will take away resources from other moreproductive defense investments focused on preventing a much wider
range of attacks before they occur.

