THE ARTS
CHILD POLICY
CIVIL JUSTICE
EDUCATION
ENERGY AND ENVIRONMENT

This PDF document was made available from www.rand.org as a public
service of the RAND Corporation.
Jump down to document6

HEALTH AND HEALTH CARE
INTERNATIONAL AFFAIRS
NATIONAL SECURITY
POPULATION AND AGING
PUBLIC SAFETY
SCIENCE AND TECHNOLOGY
SUBSTANCE ABUSE

The RAND Corporation is a nonprofit research
organization providing objective analysis and effective
solutions that address the challenges facing the public
and private sectors around the world.

TERRORISM AND
HOMELAND SECURITY
TRANSPORTATION AND
INFRASTRUCTURE
WORKFORCE AND WORKPLACE

Support RAND
Purchase this document
Browse Books & Publications
Make a charitable contribution

For More Information
Visit RAND at www.rand.org
Explore the RAND Homeland Security Program
View document details

Limited Electronic Distribution Rights
This document and trademark(s) contained herein are protected by law as indicated in a notice appearing later in
this work. This electronic representation of RAND intellectual property is provided for non-commercial use only.
Unauthorized posting of RAND PDFs to a non-RAND Web site is prohibited. RAND PDFs are protected under
copyright law. Permission is required from RAND to reproduce, or reuse in another form, any of our research
documents for commercial use. For information on reprint and linking permissions, please see RAND Permissions.

This product is part of the RAND Corporation occasional paper series. RAND
occasional papers may include an informed perspective on a timely policy issue, a
discussion of new research methodologies, essays, a paper presented at a conference, a
conference summary, or a summary of work in progress. All RAND occasional papers
undergo rigorous peer review to ensure that they meet high standards for research
quality and objectivity.

Marrying Prevention
and Resiliency
Balancing Approaches to an
Uncertain Terrorist Threat
Brian A. Jackson

Homeland Security
A RAND I NFRASTRUCTURE , SAFE TY, AND E N VIR O NMEN T PR O G R A M

This Occasional Paper results from the RAND Corporation's continuing program of
self-initiated research. Support for such research is provided, in part, by the generosity of
RAND's donors and by the fees earned on client-funded research.

The RAND Corporation is a nonprofit research organization providing objective analysis
and effective solutions that address the challenges facing the public and private sectors
around the world. RAND’s publications do not necessarily reflect the opinions of its
research clients and sponsors.

R® is a registered trademark.

© Copyright 2008 RAND Corporation

All rights reserved. No part of this book may be reproduced in any form by any electronic or
mechanical means (including photocopying, recording, or information storage and retrieval)
without permission in writing from RAND.
Published 2008 by the RAND Corporation
1776 Main Street, P.O. Box 2138, Santa Monica, CA 90407-2138
1200 South Hayes Street, Arlington, VA 22202-5050
4570 Fifth Avenue, Suite 600, Pittsburgh, PA 15213-2665
RAND URL: http://www.rand.org
To order RAND documents or to obtain additional information, contact
Distribution Services: Telephone: (310) 451-7002;
Fax: (310) 451-6915; Email: order@rand.org

Summary

The uncertain nature of the terrorist threat is a fundamental challenge in the design of counterterrorism policy. For eﬀorts to prevent terrorist attacks before they happen, this uncertainty presents a particular problem: To detect and stop attacks, security organizations need
to know how to identify threatening individuals, what type of weapons to look for, and where
to be on the lookout in a nation with a multitude of targets attackers might choose among.
Though intelligence gathering can reduce threat uncertainty, because of both practical and
societal constraints it cannot eliminate it entirely. It is also to terrorist groups’ advantage to
increase uncertainty by altering their behaviors, tactics, and strategies. This uncertainty complicates decisionmaking about which preventive measures to implement and creates the risk
that resources will be expended that—because the threats they are designed to prevent do not
materialize as expected—do not produce protective beneﬁts.
These problems have led some to suggest that the country focus on mitigation and resiliency instead of investing in measures designed to prevent attacks. Mitigation and resiliency
measures are designed to reduce the impact of a damaging event when it occurs and to make
it possible for key infrastructures, economic activities, and other parts of society to rapidly
bounce back. While traditional prevention measures buy a chance of preventing all damage
from individual attacks by stopping them completely, mitigation and resiliency measures buy
a lower, but more certain, payoﬀ: preventing only some of the damage from attacks, but doing
so predictably across the many diﬀerent ways in which threats might become manifest. Such
measures can also help address risks that have nothing to do with terrorism, such as accidents
or natural disasters.

A Hybrid Approach: Consequence Prevention
Instead of seeing an either/or choice between traditional prevention and mitigation or resiliency measures, it is more productive to consider them together in an integrated way—as two
complementary elements of a strategy aimed at lessening the consequences of successful terrorist
attacks. Doing so essentially stretches the concept of prevention beyond the ideal of halting
attacks before they happen to also include eﬀorts to limit the human and economic costs of
even successful attack operations. The central advantage to viewing prevention in this way is
that it broadens the options available to policymakers to include options that are less sensitive
to threat uncertainty.
With such a hybrid approach, policymakers would not be constrained to only investing
more in intelligence activities to try to eliminate uncertainties or adding layer upon layer of
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security in an eﬀort to prevent every attack. Instead, they can assemble combinations of measures that could perform better than either type alone across a wider variety of future threats.
This makes it possible to take a portfolio approach to homeland security. In a prevention and
mitigation portfolio, some measures would reach for the highest payoﬀ of completely preventing attacks, while others would provide a more stable protective return by limiting the damages
from any terrorist operation or other event.
For example, in the area of aviation security, traditional preventive measures (e.g., prescreening passengers for air transport) could be combined with measures such as strengthening airframes or placing checked bags and other cargo in containers reinforced to withstand
the eﬀects of a bomb detonation. In such a protective portfolio, the mitigation strategies hedge
against the chance attackers will be able to get a weapon onto an aircraft and, by doing so,
make prevention less of an all-or-nothing proposition.
Similar capabilities-based strategies for hedging uncertain futures have been pursued in
other policy arenas, such as defense planning. The Department of Homeland Security already
is applying similar approaches in some areas: Capabilities-based planning has been used in
response and recovery planning in an eﬀort to build a national portfolio of capabilities that are
suitable for a wide range of possible incidents. These strategies might save resources as well—
for example, if the costs associated with trying to reduce uncertainty by improving intelligence
gathering is high compared with adding additional mitigation measures, spending on the latter
might provide more protection per dollar invested.

Assessing Consequence Prevention Strategies
Portfolios that combine diﬀerent ways to prevent the consequences of terrorist attacks will serve
the country better than strategies built from either of these options alone. But how should the
results of such an approach be assessed? Determining how much better this approach might be
requires examining a variety of such portfolios to explore their strengths and weaknesses across
a number of possible futures. To get a full picture, assessments should examine
1. their monetary costs (including direct costs of the measures themselves, their indirect
ﬁnancial costs, and the opportunity costs of using resources one way and not another)
to see if such strategies do provide more protection per dollar
2. any intangible costs associated with their impacts on personal privacy, civil liberties,
or quality of life, as understanding the full eﬀects of security strategies requires going
beyond the costs that are easiest to measure
3. the beneﬁts of the portfolios with respect to preventing terrorism, other potential disruptions, and any other beneﬁts the measures in the portfolio might produce.
Because the goal is developing protective strategies that are not hostage to the uncertain
nature of tomorrow’s threats, it will be critical to understand how diﬀerent portfolios perform
in diﬀerent threat and hazard environments, in situations when threats come from unexpected
sources, when attackers use varied attack types, and when groups change their strategic and
tactical behavior over time. Protective portfolios that perform well across a range of possible
futures would be judged less sensitive to threat uncertainty—and therefore more attractive
given an uncertain future.

