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Abstract

Efforts at protocol verification have involved a number of
formal models such as Petri nets, UCLA Graphs, state diagrams,
and assertions. The powerful general theory developed for these
abstract models has been brought to bear on various aspects of
protocol operation and has succeeded in verifying some facets of
protocol reliability. This paper surveys recent work in
verifying the correct operation of communication protocols for
computer networks.

Unfortunately, both the complexity of more powerful
protocols, and more hostile transmission media are beyond the
capabilities of current formal models. Assertion techniques have
been most successful to date in verifying data transfer aspects
of protocols. Analysis of control functions is less advanced,
and consequences of protocol failures have been almost totally
ignored. Despite the limited successs of some formal models,
verification of many "real world" protocols must still rely on
less rigorous techniques of broader applicability.

This paper will be presented at the Symposium on Computer
Networks: Trends and Applications, Gaithersburg, Maryland,
November 17, 1976.






Introduction

The design of communication protocols for computer networks
remains an arcane art with occasional unexpected results even in
the hands of the most respected practitioners. While analysis of
protocol efficiency (quantitative performance) has met with some
success, verification of .protocol reliability is still in its
infancy. This paper surveys recent work in verifying the correct
operation of communication protocols for computer networks and
identifies several problems that must be overcome before work can
progress.

Protocol verification presupposes a clear definitionm of
protocol performance goals or the capabilities to be provided by
the protocol to its users. Typical interprocess communication
protocols perform both data transfer and control functions
[Stenning 76]. For data transfer, performance goals include
avoiding loss, duplication, or damage of messages transmitted,
and delivering them in the proper sequence [Sunshine 75]. For
control functions, reliability goals involve the proper
initialization and synchronization of control information on both
sides of a connection. The possibility of deadlock and the
consequences of protocol failures (usually the result of system
crashes) must also be considered in assessing protocol
reliability.

Transmission medium characteristics provide another
important input to the protocol verification task. Packet
switching networks typically allow occasional loss, duplication,
damage, or reordering of messages transmitted, with widely
varying transmission delays [Crowther 75] in contrast with the
relatively simple failure modes of point-to-point lines.

The operation of a communication protocol can be modelled
by two automata connected by a transmission medium (e.g., a
packet switching network). The automata receive commands or
events from their respective users, and from each other via the
transmission line (which may introduce errors). Protocol
verification consists of demonstrating constraints on the
operation of the composite system which reflect the reliability
performance goals.

A number of formalisms have been used to specify the
communication protocol itself, including flow charts, programming
languages, state diagrams, state transition matrixes, Petri nets,
UCLA graphs, and prose. Protocol specifications must ultimately
serve several purposes including definition, verification,
simulation, analysis, implementation, and documentation of the
algorithms involved ([Danthine 75b, Bochman 75]. The remainder of
this paper discusses the attempts of several researchers to use
some of these specification techniques for protocol verification.



Survey

Several authors have considered simple ARQ (Acknowledgement
Retransmission Request) protocols which rely on negative
acknowledgements for error recovery. Benice and Frey (1964) have
used flow charts to specify their protocols, and exhaustive case
analysis to determine the probability of undetected errors.

Lynch (1968) and Bartlett (1969) have used state diagrams with an
informal case analysis. Bochman (1974) has analyzed the same
protocol by means of "action sequences" which describe all the
possible message transmission patterns as sentences in a
language. He then shows that only sentences (action sequences)
of the correct sort can occur. Birke (1971) and Seidler (1975)
present analysis techniques for more general ARQ protocols. All
of these analyses assume a well-behaved transmission medium that
never loses or duplicates megsages, or delivers them out of
order.

A Positive Acknowledgement, Retransmission on timeout (PAR)
type protocol is more suitable in a packet switching net
environment where data packets or acknowledgements may be
completely lost, since these protocols do not require a negative
acknowledgement (NACK) to stimulate retransmission. Metcalfe
(1973) and Postel (1974) provide good discussions of the
motivation for and suitability of PAR protocols.

Postel (1974) has extended the UCLA graph model to analyze
some simple examples of PAR protocols. The protocols are
specified with flow charts and a simple program-like language,
and then manually translated into the graph model. Assumptions
about the transmission medium such as ordered delivery must be
included in the model. An automated analysis of the model shows
primarily that deadlocks are avoided, i.e. that the only final
state is a "clean" one with no left over messages. The number of
states in the model rises rapidly with the size of the sequence
number space (from 75 for n=2 to 723 for n=5). To combat this
problem, the concept of a graph module which simplifies a large
group of states is introduced. Postel also analyzes a connection
establishment protocol (the ARPANET Initial Connection Protocol)
to discover a race condition.

Merlin (1974, 1975) has used Petri nets and their
corresponding '"token machines" to show that a simple class of PAR
protocols is '"recoverable" from loss or duplication of packets by
the transmission medium, and that packets are delivered in order.
By extending the Petri net model to include time constraints on
the firing of enabled bars, limits on the timing of protocol
elements are shown to be necessary for correct operation (e.g.
message sequence numbers must not cycle within a maximum message
lifetime). Connection establishment and protocol failures are
not discussed, although the analysis techniﬁue may be applicable
to some types of failures.



Bochman (1975) has explored an algorithmic protocol
specification as a basis for both assertion proof techniques and
protocol implementation by structured programming. A PAR
protocol with infinite sequence number space and an arbitrary
size limit on the "window" of sent but not yet acknowledged
messages is shown to deliver messages correctly, assuming a
well-behaved transmission medium. (However, these assumptions do
not appear vital to the proof.) He demonstrates that the proof
also holds for a finite sequence space greater than or equal to
twice the window size.

Stenning (1976) has used Pascal to specify a PAR protocol
with cyclic sequence number space and arbitrary window size. By
using assertion proof techniques similar to Bochman’s, he is able
to verify that the protocol delivers messages correctly over a
transmission medium with the full range of error characteristics.

Le Moli (1973) has proposed a "colloquy'" model for protocol
specification consisting of a finite state machine with separate
user and network input/output alphabets. Danthine and Bremer
(1975a, 1975b, 1976) have extended this model to include
"context" information (such as the next message sequence number
expected) in the state machine to reduce the number of explicit
states, and are in process of simulating the CYCLADES net
process-process protocol [Zimmerman 75] by means of the model.

Sunshine (1975) has used flow diagrams to specify several
simple PAR protocols which are then verified by an informal case
analysis including all transmission medium failure modes. To
analyze the control functions of a sophisticated connection
protocol (the Transmission Control Program [Cerf 74a, 75b1), a
composite state model is defined consisting of the protocol state
on each side of the connection plus messages in transit. Context
information is used to decrease the number of states that must be
explicitly represented. The consequences of protocol failures in
either data transfer or control functions are also demonstrated.

Members of IFIP WG6.1l (INWG) have been active in developing
reliable interprocess communication protocols. Day (1975) has
begun research to determine the issues involved in designing
"resilient" protocols. He suggests that protocol specification
techniques are of primary importance, and that several approaches
to verification may prove useful including formal modeling,
program proving, implementation aids, and implementation testers
or exercisers. Researchers at Stanford University and Bolt
Beranek and Newman have focused on analyzing control functions of
connection oriented protocols by case analysis [Cerf 74b, Dalal
74, 75, Sunshine 75, Belsnes 74, Tomlinson 74, McKenzie 741.



Conclusions

Efforts at protocol verification have involved a number of
formal models such as Petri nets, UCLA Graphs, state diagrams,
and assertions. The powerful general theory developed for these
abstract models has been brought to bear on various aspects of
protocol operation and has succeeded in verifying some facets of
protocol reliability. .

Unfortunately, both the complexity of more powerful
protocols, and more hostile transmission media are beyond the
capabilities of current formal models. The explosion of states
or nodes required to represent more complex protocols causes some
problems. The inclusion of "context" information in protocol
models promises to reduce their complexity, but requires new
techniques for analysis. Other difficulties arise in trying to
incorporate transmission media allowing total loss (as opposed to
damage) of packets, large amounts of internal storage, internal
duplication, and out-of-order delivery of packets.

Assertion techniques have been most successful to date in
verifying data transfer aspects of protocols. Analysis of
control functions is less advanced (Dijkstra’s work on self-
stabilizing systems [Dijkstra 74] may provide some useful ideas
here), and consequences of protocol failures have been almost
totally ignored. Despite the limited successs of some formal
models, verification of many '"real world" protocols must still
rely on less rigorous techniques of broader applicability.
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