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This presentation was given by Bryan Gabbard at the Center for Contemporary Arab Studies at
Georgetown University on 20 April 1995. It was presented in a panel titled “Erasing Borders: Dimensions of
the Information Revolution.” This work is the product of a collaboration between RAND’s Center for
Information Revolution Analysis (CIRA) and Greater Middle East Studies Center (GMESC).

CIRA’s mission is to “understand the social, economic, political, and personal impacts” of the
profound changes that computers and telecommunications are making in our society. Its concerns include
information and telecommunications infrastructure development, changes in the nature and structure of
organizations, and impacts of technology on the relationship between the “haves” and the “have-nots.”!
Because of the broad scope of these issues, CIRA uses a multidisciplinary approach which draws upon the
expertise of scientists, economists, social scientists, and engineers.

GMESC’s mission is to “propose tangible, workable solutions to the enormous social, economic and
political issues facing the peoples of the Middle East and adjacent areas of North Africa, Central and
Southwest Asia. Solutions to these widespread problems will be based on intensive multidisciplinary studies
and analyses.”2 The Center’s areas of research include economic issues, environment and resources matters,
information technology, political issues, security and military concerns, and social and demographic
concerns.

1) From the CIRA brochure.
2) From the GMESC www home page (http://www.rand.org/centers/gmesc/). Page 1
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The Middle East Meets the Internet

Objectives
—Examine the penetration of networking in the Middle East
—Consider the current situation and make notional predictions
—Set the stage for further research and discussion

( —Primer and introduction \
—General trends in computer networking
Education and Research Networks

Business Networks
Community Networks

Outline —Interaction with govt, business, society
—Local profiles
Egypt Tunisia Jordan
Kuwait Syria Iran
Israel Saudi Arabia

K —Summary j
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This briefing has three main objectives. First, we wish to generally examine the penetration of the
Internet inside the Middle East, drawing comparisons and contrasts with other regions of the world. Second,
we want to consider the current status of networking in a sample of Middle Eastern countries and, by doing
so, arrive at some notional predictions of how networking could proceed in those areas. Finally, by setting
this framework, we hope to set the stage for further research and discussion on this dynamic subject.

Although most academics are already familiar with some aspects of telecommunications and
networking (at least email), there are certain esoteric technical details which can greatly influence how users
interact with the Internet. With that in mind, we begin the presentation with our general definition of the
information revolution, as well as a primer on networking and the Internet Protocol. We use these ideas to
see how the Middle East generally compares with other regions along the lines of Internet connectivity.
With this foundation in place, we examine the historical and current development of three broad types of
networks: education and research, business, and community. We go on to discuss how these networks
interact with government, the economy, and society.

To provide some concrete examples of our assertions, we include local profiles of Internet access in
Egypt, Iran, Israel, Jordan, Kuwait, Saudi Arabia, Syria, and Tunisia. Note that we give local profiles, rather
than local studies. Besides the existing and planned Internet systems that are discussed in this presentation,
there are many other noteworthy developments which are not. There may be local and wide area computer
networks in these countries which, while not being on the Internet, still share networking concepts and could
be readily hooked onto the Internet. We use this presentation to try to point out trends in a widely varying
and quickly changing environment.

Page 2
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Information Revolution

- Exponential Growth
« Qualitative Changes

- Revolutionary Impact
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The “Information Revolution” has received much attention in recent months, as evidenced by
numerous articles on the subject as well as special editions of publications such as Business Week, Time,
Newsweek, and Scientific American. In a narrow sense, this revolution can be conceived of in terms of the
quantity and quality of information technologies in society. The number of computers and computer
accounts in developed countries has been rising exponentially, appearing in many schools, businesses, and
households. The utility of those computers and computer accounts has also been rising exponentially, as
manufacturing technologies cram more circuitry into chips and designers develop more sophisticated and
capable software. The net impact of these two trends has been a broad and deep penetration of information
tools and networking into our society. This revolution is still in progress, and issues regarding
technological changes, pervasive interconnectivity of computers, and universal public access to computers
and computer networks are as yet far from fully developed. In fact, the progress of these three
underpinnings of the “Information Revolution” is still hotly under debate; for example, recent work at
RAND has shown great disparities in the availability of computers along gender, socio-economic, age, and
ethnic lines.3 Nevertheless, major changes are taking place because of information technologies, and the
growth of the Internet suggests how rapidly the revolution is spreading.

3) Anderson, Robert H., Tora K. Bikson, Sally Ann Law, and Bridger M. Mitchell. Universal Access to E-Mail: Feasibility and Societal
Implications, RAND MR-650-MF (1995). Page 3
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The Internet is an electronic network of computer networks.4 This network can be compared to a
postal system. If network host “x” wishes to send a message (email, remote command, news article, etc.) to
network host “y,” it breaks down the message into packets, and the packets (each of which contains the
source and destination addresses) independently make their way to the destination host using whatever route
is available at the time. If any of the packets does not arrive or arrives in a corrupted form, an error message
is sent out and that packet is re-transmitted. This packet switched network design was chosen over a circuit
switched network design (used in conventional telephone systems) to provide robustness: should any portion
of the network be taken out, messages by-pass that section and communication is maintained.

The common language used by the networks to transmit and receive the packets is the Transmission
Control Protocol/Internet Protocol (TCP/IP). The TCP is responsible for breaking up the messages into
packets (as well as reassembling the packets into messages). The IP is responsible for setting unique
addresses for each network host. This addressing is done by dividing the network into domains, with each
domain often having subdomains. Thus, “John_Doe@rand.org” specifies user “John_Doe” in subdomain
“rand” of domain “org.” A domain name server at the router to each network is responsible for assigning
unique names for all the members of its subclass. Originally, the six domains were com, edu, gov, mil, org,
and net. However, as other networks have come on-line, the list has grown; in particular, each country has a
two-character top level domain name reserved on the network (e.g.: sa for Saudi Arabia, uk for the United
Kingdom, etc.).

4) For a more detailed reference, see (for example) Richard J. Smith and Mark Gibbs, Navigating the Internet, Sams Publishing,
Indianapolis, IN (1994); Harley Hahn and Rick Stout, The Internet Complete Reference, Osborne McGraw-Hill, Berkeley, CA (1994); Ed
Krol, The Whole Internet User's Guide and Catalog, O'Reilly & Associates, Sebastopol, CA (1992). Page 4
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The Internet is a network of networks. It uses a common IP protocol to allow seamless
communications between its members. Non-IP networks can “talk with” the Internet by
using gateways (service translators). Although an Internet host (a computer with an IP
address) is capable of full Internet functionality (ftp, telnet, email, newsgroups), a computer
with Internet access provided through a gateway may have limited capabilities.
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Some computer networks use different sets of protocols for internal communications. In order to
communicate with the wider Internet, these networks (such as BITNET) use gateways to translate their
messages to TCP/IP (and vice-versa). While such networks are connected to the Internet, they may or may
not have access to the full range of Internet capabilities. For example, while BITNET users may send and
receive mail from the Internet, they may not be able to use telnet (remote computer processing) or ftp (file
transfer).

In the diagram, the dark-outlined computers are Internet hosts (have IP addresses). If these hosts act
as gateways for other computers, they will determine the level of connectivity afforded to the users.
Connectivity may be limited in terms of functionality (domain .xxx allows only email and ftp), direction of
traffic (ftp may only be allowed to come into a system), traffic flow (.xxx is a store-and-forward system,
with a build-up of messages stored at the router), or network structure (in .xxx, the computers can talk to
each other only via the central computer, whereas the computers in the subdomains of .edu have direct
communications capability). Of course, the system administrator of any network can examine and modify
the packets coming into and out of his network; however, such monitoring is much tougher for an
instantaneous (as opposed to store-and-forward) system with full functionality (creating huge volumes of
traffic). Note that the BITNET system on the lower left has its own network (with darkened lines) as well
as ties to the Internet. The darkened packets indicate that a different protocol is used.

Page 5
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In a sense, no one “runs” the Internet: any computer network with the proper hardware and software
protocols can join the Internet and make use of its capabilities. Major hosts generally use specialized
dedicated lines such as T-1 (1.5 million bits per second transmission speed) or T-3 (45 Mbps) to establish
connections. However, the protocol is largely insensitive to the communications medium, and even simple
telephone lines can be used to establish connections (albeit slow).

This open architecture has allowed the Internet to spread widely during the last few years. The
global connectivity map’ shows that, by the end of 1994, all of the developed and many developing countries
had at least one computer with Internet connectivity. Of the remainder, nearly half had some other form of
connectivity (either BITNET or some form of email) and thus had some sort of connection to the global
Internet community.

Unfortunately, the map does not indicate the bandwidth of networking connections nor the level of
Internet use; thus, Russia, with 2 Internet hosts per million people, is represented the same way as the United
States, with 8 thousand hosts per million. Even if the number of hosts were considered, it would be difficult
to gauge the impact of networking in each country. As stated previously, there are a number of technical
methods to limit capabilities in any given network. Furthermore, the threat of eavesdropping, censorship, or
lack of security could stifle the use of the network. For example, some have argued that although Singapore
is heavily “wired,” users’ fears of government reactions to electronic messages may constrain the use of the
network to communicate political ideas.

Regarding the Middle East, the map indicates that the level of connectivity is as of yet relatively low
(at least compared with Europe and North and South America). More detailed connectivity information will
be given in the following viewgraphs.

5) Internet Society (ftp://ftp.isoc.org/isoc/charts/connectivity-map-v12.gif). Page 6
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Correlation of the number of Internet hosts
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The upper left chart shows the number of Internet hosts for various countries as a function of
population: Middle Eastern countries are shown as open circles while a sample of North American,
European, and East Asian countries are shown as filled circles.6 Although the correlation between the
number of hosts and population is poor, it is evident that besides Israel, the per capita number of hosts in
Middle Eastern countries is generally below the sample average. This trend would be highlighted if the
countries with zero hosts could also be included on this logarithmic chart. By comparison, the lower right
chart shows the number of telephones for various countries as a function of population; once again, Middle
Eastern countries are shown in open circles. The Middle Eastern countries are shown to be closer to the
global trend as far as telephones per capita are concerned; thus, the poor showing with regards to the number
of Internet hosts cannot necessarily be blamed on the lack of infrastructure or aversion to
telecommunications technologies.

6) Hosts data from Network Wizards (http:/www.nw.com/zone/WWW/bygnp.txt). Population data from the Central Intelligence

Agency, The World Factbook 1994, Brassey's, Washington (1994). Telephone data from correspondence with the International
Telecommunications Union. Page 7
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Correlation of the number of Internet hosts to
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The upper left chart on this page shows the number of Internet hosts for various countries as a
function of per capita GNP.7 The chart shows a general correlation between those two variables, and as with
the correlation with population, Middle Eastern countries are shown to be below the global trend. Once
again, Middle Eastern countries were closer to the global trend when the number of telephones were

compared.

7) GNP data from the Central Intelligence Agency, The World Factbook, Brassey’s, Washington (1994).

Page 8
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The differences in the number of hosts among the Middle East and North America and Europe are
shown on an absolute scale on the left chart.8 Basically, the number of hosts in the Middle East is orders of
magnitude smaller than in either of the other two regions. On the other hand, the growth rate in the number
of hosts in the Middle East compares well to the rate elsewhere (albeit from the smaller base). In fact, we
will show indications that the level of connectivity in the Middle East is poised for yet further growth.

8) Internet Society (http://www.nw.com/zone/WWW/isoc-pr-9501.txt). Page 9
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Networking in the Middle East

The level of computer use and networking in the Middle East is rapidly growing
*Computer hardware market in the Gulf, Turkey, and Egypt >$860M in 1993
*Wide-scale communications infrastructure projects are planned
*The number of Internet hosts is expanding

Networks

Government Policies

/ and Regulations

\ Social and Economic
Environment

Gnter -for Information Revolution Analysis

Greater Middle
East Studies Center

There are a number of signs pointing towards the continued growth of networking in the Middle
East; three such indications are listed above. First, the market for computer hardware in the Gulf, Turkey,
and Egypt exceeded $860 million in 1993;% naturally, as more computers are sold in the Middle East, more
computers should be expected to be networked there. Second, large scale information infrastructure projects
have been planned for the region, the most ambitious of which might be Saudi Arabia’s $4 billion contract to
digitize the existing telephone system as well as to add another 1.5 million digital lines.10 This expansion
should greatly facilitate computer networking. Third, the number of Internet hosts in the region is rapidly
growing, having doubled in the year from January 1994 to January 1995.11 The local profiles of various
nations will show further indications of this growth in connectivity.

The rapid growth and unsupervised nature of the Internet precludes easy categorization of its
components or relationships with external forces. Nevertheless, in order to provide a framework with which
to characterize the growth and impact of the Internet in the Middle East, we have divided computer networks
into three broad categories 1) research and education networks, 2) business networks, and 3) community
networks; however, it is important to note that these distinctions are artificial insofar as many networks serve
multiple purposes. Taken together, the overall network of networks must interact with 1) government
policies and regulations, and 2) the social and economic environment.

In the following viewgraphs, we will discuss the growth (and potential for growth) of these networks,
first in developed societies (as far as Internet connectivity is concerned) and then in the Middle East region.
We then continue to consider the relationship between the networks and the government, economy, and
society. We note, however, that profound differences between the Internet-developed countries and the
Middle East region preclude simple one-to-one comparisons.

9) International Data Corporation, from Middle East Insight, November-December 1994, p. 57.
10) Wall Street Journal, 10 May 1994, p. B6.
11) Internet Society (http://www.nw.com/zone/W W W/isoc-pr-9501.txt). Page 10
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Globally, Research and Education Have Been
Early Users of Networks

Why? Because students and researchers...
*Have the technical expertise
*Need to use ftp, email, and telnet
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Globally, research and education groups have been early users of computer networks. ARPAnet, in
many ways the first major internet, was developed to facilitate U.S. military research nearly 20 years ago.
Building upon ARPAnet’s IP technology, the National Science Foundation developed NSFNET in the late
1980’s to connect university campuses to five supercomputer centers. This tight connection between
research and networking can be understood in terms of simple supply and demand. The research community
provides the engineers and scientists necessary to build and operate the networks. In turn, the networks
provide the community with the file transfer, email, and telnet capabilities necessary to perform research.
The internationalization of scientific research (demonstrated on the chart on the right) may largely be a
reflection of the use of such communications capabilities to facilitate collaboration.12

Educational facilities, having close ties with the research community, have also been early users of
the Internet. Furthermore, as computers and computer networks have permeated into society and businesses,
networking skills have become standard components of college (and even secondary) education. Not
surprisingly, the number of Internet hosts in the educational domain (demonstrated on the chart on the left)
has traditionally been high and continues to grow.13 Within the United States, most university researchers
and students have access to the Internet. Graduating students bring the skills and ideas developed by this
access into businesses and society.

12) Research authorship data from the National Science Foundation (gopher://x.nsf.gov:70/59/SRS/se-ind/sei9308ZIP).
13) Domain data from Network Wizards (http://www.nw.com/zone/WWW/top.html). Page 11
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Research and Education Will Pull Networks
into the Middle East
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The mutually beneficial relationship between the Internet and the research and education community
generally applies in the Middle East as well. Not surprisingly, many of the existing and planned Internet
connections in the region are based in research and educational institutions (as will be seen in the local
profiles). The future growth of research and education networks may be further supported by two regional
factors. First, the general level of education has been rising in the area, as demonstrated on the left diagram
by the rise in the secondary school enrollment ratio for various countries in the region.14 As the population
becomes better educated, it should become more familiar and proficient at using information tools such as
computer networks. The second supporting factor in the growth of research and education networks is the
large number of Middle Eastern students and researchers studying abroad.15 These traveling scholars
acquire computing and networking skills in more technically developed countries (often to communicate
with their home countries); furthermore, many (if not most) of these scholars return home after training,
bringing back these skills to the region. The chart on the right shows that a steady number of Middle
Eastern scientists and engineers has been studying and working in the United States; we should expect a
large number to be studying in Europe as well.

14) World Bank, World Tables 1994, Johns Hopkins University Press, Baltimore, MD (1994).
15) Foreign scientists and engineers data from the National Science Foundation (http://www.nsf.gov/sbe/srs/stats.htm). Page 12
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Globally, Businesses Are Building Networks
Companies are turning to information technologies to increase
productivity and “add value.” Business networks allow companies

to capitalize on their technological tools and intellectual assets.
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Research and education networks have allowed information technologies to spread and mature. At
the same time, these technologies have become vastly less expensive and more powerful. The combination
of these factors has led businesses to invest in information tools to expand and improve their capabilities and
increase productivity. One business observer recently commented “Far more than most people realize,
economic growth is now being driven not by services, but by the the computer, software, and telecommu-
nications industries.”16 While there is still debate regarding information technologies’ impact on
productivity, data clearly demonstrate that businesses are investing more on these tools. For example, the
chart on the right shows that by 1984, U.S. firms were spending more on computer and information
technology investment than on industrial machinery equipment. Since 1984, the difference has widened.!”

In the past, many of the computers bought by businesses may have either operated in isolation or
only within the confines of the businesses’ own local area network. However, the growth of the Internet has
led many businesses to make a presence there. Thus, the number of commercial Internet hosts has followed
and (recently) exceeded the number of educational hosts. The graph on the left charts this exponential
growth, with commercial hosts identified by the “.com” domain.18

16) Business Week, “The Information Revolution” (1994).
17) Commerce Department, from Business Week, “The Information Revolution™ (1994), p. 23.
18) Domain data from Network Wizards (http://www.nw.com/zone/WWW/top.html). Page 13
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Businesses Are Growing Interested in
Information Technologies in the Middle East

Expect business networks to grow as
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While businesses in North America, Western Europe, and East Asia have been quick to make use of
computers and computer networks, businesses in the Middle East have generally adapted these technologies
more slowly. The lower level of knowledge-based economic activity in this region reduces the overall need
for information technologies, while the lower values of transactions often do not justify the relatively high
price of investment in such technologies. Petroleum is a high-value, high-technology industry, and
information tools are used in it. However, the specialized information technologies used by that industry
may not promote the general use of networks in the larger business community.

Despite these constraints, interest in business networks has been growing, as indicated by the number
of computer and network trade shows in the region.1 This growth is at least partly supported by three forces
in current Middle Eastern economies. First, the level of manufactures imports and exports has been
expanding, as shown on the left chart.20 This trade not only brings information technologies into the region,
but also spurs computer use as Middle Eastern firms compete with international rivals. Second, foreign
multilateral firms doing business in the region are spreading technologies to regional subsidiaries and
partners. One of the first commercial hosts in Kuwait is the local authorized Apple computer retailer.
Finally, the growth of a native computer-literate populace, along with the Arabization of software and fall of
computer prices, are increasing the purchase and use of computers by local businesses. Microsoft’s
introduction of an Arabic version of the Windows operating system two years ago exemplifies this trend.

One noteworthy indication of the development of the region’s computer market is the invigorated
enforcement of copyright laws: “The UAE set a September 1 (1994) deadline for stores to clear the shelves
of illegal software...Saudi Arabia is also working with US officials on tightening their copyright policies.”2!
The protection provided by such laws should promote the creation of Arabic software by both local and
foreign developers.

19) Conferences listed by RITSEC (gopher://ritsec.com.eg:70/11/News%20%26%20Events).
20) World Bank, World Tables 1994, Johns Hopkins University Press, Baltimore, MD (1994).

21) Middle East Insight, November-December 1994, p. 59. Page 14



In the U.S., Home Users Are Joining the
Internet in Community Networks

In the U.S., as the Information Revolution progresses...
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After research and education groups and businesses, the third general type of network community is
composed of home users. As shown on the left, the percentage of homes in the United States with
computers has been steadily increasing. Furthermore, as shown on the right, the percentage of those
computers with network access has also been rising. A recent RAND study has shown that the extent of
these increases in computer use can vary greatly by gender, ethnicity, and income; however, the overall
conclusion reached by these data is that more American households are coming on-line.22

22) Anderson, Robert H., Tora K. Bikson, Sally Ann Law, and Bridger M. Mitchell. Universal Access to E-Mail: Feasibility and Societal
Implications RAND MR-650-MF (1995). Page 15
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Community Networks Face Obstacles in the
Middle East
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*Price (most nations have GDP/Capita <$5000)
eInfrastructure (e.g.: lack of fiber or ISDN lines)
sl anguage (lack of Arabic software)

. . In the 8 days from 3/29/95 to
But when technologies have become available, 4/6/95, theyfonowin; m/lmber
Middle Eastern groups have used them... of articles were posted onto
Usenet groups:
Millions of minutes of intl.
outgoing calls: alt.culture.egyptian 29
alt.culture.kuwait 8
1990 1991 alt.religion.islam 77
Iran 81 108 soc.culture.arabic 306
Jordan 39 42 soc.culture.egyptian 150
Oman 25 31 soc.culture.iranian 640
Syria 18 18 soc.culture.israel 418
UAE 229 263 source: AT&T soc.culture. jordan 60
soc.culture.kuwait 100
Wall Street Journal, 8 Aug 1994, p 10: soc.culture. lebanon 207
“...Satellite dishes are sprouting like mushrooms on Iranian soc.culture.maghreb 81
rooftops. Suddenly, people who have been in the grip of soc.culture.palestine 138
the puritanical morals police for 15 years are watching soc.culture. turkish 1074
American TV sitcoms, racy Turkish, Indian and Israeli talk.politics.mideast 326
films, and slick rap.”

Gnter -for Information Revolution Analysis N,

Greater Middle
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There are significant barriers to the growth of corresponding community networks in the Middle
East. The most obvious barrier is the cost of computer systems. Most of the countries in the region have per
capita GDPs less than $5,000; families living on such resources could not be expected to spend $1,000 or
more for a computer with networking capabilities. Besides this cost barrier, the lack of good
telecommunications infrastructure as well as general Arabic software also limits the use of computers and
networks by the general populace. Of course, people could still have access to the Internet at schools,
businesses, or other organizations; however, such types of access are qualitatively different from that
provided by the home computers of a large number of Americans.

While these barriers are substantial, there does not seem to be any general cultural impediment to
information tools and communications. In fact, when such technologies have become widely available,
Middle Eastern communities have quickly made use of them. For example, as shown by the AT&T data,
Middle Eastern countries have been steadily making more outgoing international calls as telephone networks
have expanded.23 More surprisingly, Iranians (as well as Saudi Arabians) have been using satellite dishes to
watch international broadcasting despite attempts at restriction by the government.24

There are signs that if the aforementioned barriers could be overcome, Middle Eastern groups would
also make use of the Internet. The list on the right gives an example of the fairly active rate of postings to
various Middle East-related news groups.25 Although the majority of the postings came from outside the
region, many of the authors were Middle Eastern in origin. This “cyber” community also maintains a
presence at various sites on the Internet, including the Lebanese Server (Switzerland), the Palestinian Server
(UK), the Arab Society (Princeton), the MIT Arab Student Organization, and the Iranian Information Home
Page (Stanford). The activities of these users indicate the potential for Middle Eastern community networks.

23) AT&T, The World's Telephones (1992).

24) Wall Street Journal, 8 Aug 1994, p. 10.
25) Data compiled by authors. Page 16
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The Role of Government, Economy, and
Society on the Network Development

Governments start networks by providing...

*Funding . . .
. Need stable and improving economies...
*Requlations
*So schools and households can afford
*Standards

*So businesses will be willing to invest
Need stable international relations...

*So govts will allow people to talk

*So standards and technologies can diffuse
Need societal acceptance of the Internet

Governments may try to control networks by...
sLimiting services
sLimiting users
*"Eavesdropping"”

But once a network grows, it is hard to constrain

Government Social ar.ld
Policies and P Economic
Regulations Environment

Gnter “for Information Revolution Analysis
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Research and education networks, business networks, and community networks each have their own
demands from the Internet, and each make their own contributions to it. However, the overall structure of
networks in any given country will also be shaped by 1) government policies and regulations, and 2) the
social and economic environment. These complex relationships exist in various forms both in the
developing Middle Eastern networks as well as the evolving North American and Western European ones.

Historically, governments have often been responsible for developing backbone computer networks
(ARPAnet and NSFNET are examples). In this way, governments are instrumental in providing the initial
funding, regulations, and standards for the networks in a country. Once networks have been established,
private firms may continue the growth of the Internet by adding commercial sites and providing household
on-line services. The standardization of networking protocols and the maturation of the industry should
simplify that non-governmental development. Nevertheless, governments may try to maintain control of
networking by 1) limiting network services (e.g.: banning certain newsgroups), 2) limiting users (e.g.:
providing access to only academics or certain businesses), or 3) monitoring traffic (“eavesdropping”). This
desire for control is easy to understand: groups have successfully used information technologies (faxes and
email) for anti-government actions in Mexico, China, and Iran. Even the United States has tried to maintain
control of encrypted digital transmission, originally by supporting the Clipper Chip and subsequently by
trying to control the export of encryption technology. However, because of the sheer volume of information
traffic, once the network “genie” is let loose, networking may become impossible to control or contain.
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The Role of Government, Economy, and Society
on the Network Development (continued)
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The social and economic environment also plays an important role in the development of
networking. In general, a stable and well-off economic environment is necessary so that 1) schools,
research institutions, and households will be able to afford computers, and 2) businesses will be willing to
invest in information technologies. Meanwhile, stable political order will support development by 1)
encouraging governments to allow freer communications, and 2) allowing standards and technologies to
cross borders and diffuse. Finally, societal acceptance of the Internet must be necessary to maintain growth.
While this acceptance has not yet been a major problem, it may become one if, for example, pornographic
materials begin to circulate widely within certain religiously minded states.

As far as the Middle East region is concerned, the political environment seems to be somewhat
favorable to continued network growth. Governments in the region have recognized the importance of
computers and networks in a modern economy, and they have embarked upon a number of initiatives to
foster these technologies. However, some governments are also fearful of the destabilizing potential of
networks and may try to constrain access and capabilities. Considering the history of strong government
censorship in television, print, and radio in many of the countries in the region, it should not be surprising if
governments were to try to constrain traffic in computer networks. However, because of the decentralized
structure of these networks, these regimes may be forced either to accept some loss of control of
information flow or to adopt draconian (and perhaps Pyrrhic) measures to maintain censorship.

The effect of the regional social and economic situation on network growth is harder to predict and
generalize. While certain countries in the region are experiencing either social or economic turmoil (e.g.:
Algeria and Iran), others are enjoying and benefitting from relative stability. Furthermore, while the
unlikelihood of large-scale international conflicts (along the lines of the Gulf War or another Arab-Israeli
war) should promote the regional economy and support the growth of computer and network use, internal
and supranational tensions (such as radical fundamentalism and the Kurdish problem) could cause
instabilities in the various countries of the Middle East.
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Local Profiles
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The development of networking in any given country depends upon its particular blend of social,
economic, and political environments. Thus, although we have attempted to demonstrate some broad trends
in the first part of the briefing, local profiles are necessary to understand the situation in more detail.
Towards that end, we have given profiles for eight Middle Eastern countries: Egypt, Iran, Israel, Jordan,
Kuwait, Saudi Arabia, Syria, and Tunisia. Note that this list describes a geographical demarcation rather
than a cultural one; thus, although neither Iran nor Israel are Arab states (as are the others) they are included
in the list.

The fact that certain states are not included in the list does not necessarily imply that they are not
participating in the Internet. As shown on the connectivity map, Algeria has an Internet presence, and
Turkey has Internet traffic comparable to West European levels. The profiles were chosen not so much to
provide an exhaustive reference of the region as much as to demonstrate various avenues of development
undertaken by various countries there. In fact, the rapid transformation of the region would quickly make
obsolete any attempt at an all-encompassing analysis: much of the information described in the profiles
would not have been available (or even predictable) one year ago.

While the following profiles primarily discuss links between countries and the global Internet, it is
also important to note that active networking is also taking place through local and regional networks.
GULEFNET, for example, was launched in May 1985 and connects several education and research
institutions in the Gulf countries.26 GULFNET maintains a connection to the larger international networking
community through BITNET; however, most of its traffic remains inside the regional boundary.

26) Online, March 1992, p. 106. Page 19
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The data for the local profiles came largely from files found over the Internet as well as email
correspondence with systems administrators, officials, and users. Population, GDP, and literacy data were
obtained from the CIA World Factbook 1994 (http://www.ic.gov/94fact/fb94toc/fb94toc.html#appendix).
The secondary school enrollment ratio (the gross enrollment of all ages at secondary level as a percentage of
children in the country's secondary school age group) was taken from the World Bank’s World Tables 1994.
The World Tables also had values for population and GDP/Capita; those figures for GDP/Capita were
generally lower than the CIA’s. The data on the number of networks, traffic, and capabilities came partially
from Merit and the Internet Society. The information for the local profiles was largely obtained through
correspondence with students, researchers, and officials over the Internet; unless otherwise stated, the
following quotes come from these sources.
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Egypt

Major Networks
RITNET EARN FRCU IDSC

Population (x1000) 60,765

. GDP/Capita (3$) 2,400
Sample sites Literacy Rate 48%

*Egyptian Society for Information Management 2ndary School Enroll. 80%

. . . Telephones/100 4.3
*Regional Information Technology Institute Televisions/100 9.0
*American University in Cairo Net .

. Y . ets
*Regional Association for Information Technology Hosts 52
and Software 1993 MBytes in 90

1993 MBytes out 369

i Network Capability BITNET
Incentives for Growth work Capability

Internet
esEstablished network base UUCP
°Internati.onal Con”ec_tions Potential Barriers to Growth
*Computing community «Low GDP/capita

*State bureaucracy ‘
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Egypt possesses relatively advanced Internet connectivity provided by a number of agencies
including RITNET, EARN, FRCU, and IDSC. RITNET is the regional information and communication
network established by RITSEC (Regional Information Technology and Software Engineering Center).
EARN (European Academic Research Network) is a BITNET system which connects over 750 computers in
24 countries, extending from Europe into Africa and the Middle East. The FRCU (Supreme Council of
Universities) is another academic network, and the IDSC is the Information Decision and Support Center of
the Egyptian Cabinet which (along with the UNDP and Arab Fund) helps support RITSEC.

Within these networks, Egypt has a variety of network sites, including the four shown above. Not
surprisingly, a large number of them are academically oriented. However, business and professional groups
are also represented, such as the Egyptian Society for Information Management (“professionals dedicated to
the advancement of information technology in Egypt”) and the Regional Association for Information
Technology and Software (whose purpose is “to stimulate activities in software development by addressing
issues such as copyrights, regulations for software trade, etc.”).

Egypt’s existing networks and network sites should provide a solid foundation for the continued
growth of Internet in the country. Relative to other Middle East nations, Egypt also has many social and
business ties with the international community (note the American University in Cairo node) as well as an
indigenous supply of software developers (estimated as ~300 in late 1994). These resources should also
encourage the growth of networking.

However, this growth also faces some major barriers. Most obviously, the low GDP/Capita
precludes the possibility of any significant community of home users in the near future. Furthermore,
governmental over-regulation of the economy could hold back modernization of various sectors.
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Iran

Institute for Theoretical Physics and Math (IPM) runs...
elran node on the Internet (operational Feb 94)
*EARN node (operational Jan 93)
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Information Network"

Incentive for Growth Potential Barriers to Growth
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Connections to the Internet have been available in Iran for over two years. An EARN node has been
operational since January 1993, and Iran’s own Internet node since February 1994. By early 1995, 18
universities and research centers throughout the country were connected to these, supplying nearly 5000
email addresses; there are plans to connect all the major universities within a year. The Institute for
Theoretical Physics and Mathematics (IPM) is Iran’s representative to EARN as well as Iran’s main node
(name provider) on the Internet. It is currently connected to the University of Vienna with a 9600 bps leased
line, soon to be upgraded to a 64 Kbps line.

In March 1995, the Office of National and Expatriate Iranian Scholars Scientific Information
Network began operations. According to a representative in the United States, the network has so far
received a very strong response, though it is still too early to provide detailed statistics. This network was
developed to promote educational, scientific and cultural cooperation between Iranian educators,
researchers, scholars and students living abroad and colleagues in Iranian universities and research centers.

In fact, the expertise of such scholars living abroad could give a substantial boost to networking
activities within Iran (the Iran Home Page based in Stanford is another example of this expertise). However,
the scope of this networking does not seem to extend much beyond the students, academics, and researchers
at the wired institutions. The limited variety of connected institutions and users presents a barrier for the
more widespread impact of the Internet in the country.
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Iran (continued)

Institute for Theoretical Physics and Math (IPM) runs...
e[ran node on the Internet (operational Feb 94)
*EARN node (operational Jan 93)

Which supplies networking for... :
18 Universities and Research Centers Population (x1000) 65,615

. GDP/Capita 4,780
+~5000 email addresses pita ($)

. ) . ) Literacy Rate 54%
Iranian Scholars Scientific Information Network 2ndary School Enroll. 57%

(operational Mar 95)

Telephones per 100 3.3
...to facilitate communication between Iranian educators, Hosts 4
researchers, scholars and students living abroad and their Network Capability  BITNET
colleagues in Iranian universities and research centers, the
Ministry of Culture and Higher Education has established the
"Office of National and Expatriate Iranian Scholars Scientific
Information Network"

Incentive for Growth Potential Barriers to Growth
eExpatriates’ expertise eLimited connections
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Considering the force of religion in Iran, it is interesting to note the use of networks by an effort
begun by some of the clerics there. In Qom, a group of scholars are entering religious texts into networks:
"Under the blue mosaic domes of Iran's main religious center, an Islamic revolution is stirring - again. This
time, the nerve center isn't the spartan lair of an angry ayatollah but the top floor of a modern theological
seminary where dozens of turbaned men with beards and bare feet peck at personal computers. Byte by
byte, the young clerics - wired to the world via Sprintnet and other networks - are computerizing the full text
and commentaries of all seven branches of Islamic law..."2!

Some of the more traditional mullahs have opposed such efforts at automating these texts, under the
assumption that easy access to them could diminish the power of the clergy. Such a situation would be
analogous to the erosion of the Roman Church's power after the printing press allowed wide-scale
dissemination of the Bible in the 15th and 16th centuries. Should this analogy hold, the networking of the
texts could eventually have a large impact on the relationship between society and religion in the region.

27) Wall Street Journal, 11 May 1995. Page 23



20 1271038 1080

Israel

Sample Networks

ILAN EARN elronet NetVision
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Israel stands in marked contrast to the other countries in the region (with the possible exception of
Turkey). It boasts world-class levels of networking, with a large number of networks, hosts, and Internet
traffic in the research and education, business, and community sectors. ILAN (the IsraeLi Academic
Network) is an example of an educational network: it is owned and operated by the Israeli Interuniversity
Computer Center and dedicated to the service of universities, academic and research institutes as well as
non-profit research institutes. In contrast, NetVision and elroNet are commercial Internet access providers,
supplying connectivity to home and business users.

A variety of academic, business, governmental, and other sites are available on these networks, and a
few sample ones are listed above. There are many incentives for growth of the Internet, including a highly
educated populace, high per capita GDP, a modern economy, good telecommunications infrastructure, and
high literacy in English (which allows the use of American software).
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Jordan

Non-connected member of EARN

National Equipment & Technical Services

(NETS) allows... Population (x1000) 3,961
GDP/Capita ($) 3,000

* Email
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Services are currently performed off-line
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Incentive for Growth Potential Barriers to Growth
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Internet networking is limited in Jordan. Although local area networks using mainframes or pc’s
exists at some universities and businesses (banks, for example), actual Internet access does not seem to be
widespread in any sector. Jordan is a member of EARN but does not have a node on the network. NETS
(National Equipment & Technical Services) has recently offered limited Internet services, including email,
Whois, Archie requests, and newsgroup subscriptions. However, these services are currently performed off-
line (rather than instantaneously), though there are plans to enable on-line use.

Jordan’s above average literacy rate and secondary school enrollment ratio could encourage the
growth of the Internet in Jordan. However, the low per capita GDP and small existing base of networks will
constrain such growth. Government constraints could pose another barrier. For example, many of the
country’s major data banks are currently operated by the National Information System; such control could
easily turn to censorship. While many other governments also have agencies with such powers, the
hierarchical structure of the local area networks in Jordan is easier to control than the dispersed structure of
internetted networks in other countries.
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Kuwait

Connectivity supplied solely by Gulfnet Kuwait
eUnder contract to Ministry of Communications
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Gulfnet Kuwait is the sole-source provider of Internet connectivity in Kuwait. It is a private
company under contract to the Ministry of Communications, which spun off its data services during the
process of privatization after the Gulf War. Gulfnet Kuwait provides businesses and private users with a
variety of Internet access alternatives, ranging from simple user accounts to SLLIP/PPP connections to 64
Kbps dedicated leased lines. At this point, the two major institutes with links are Kuwait University and the
Public Authority for Applied Education and Training, but a small number of companies (such as the Al Sane
group) are also on-line.

There are strong incentives for the growth of the Internet in Kuwait. The country has a relatively
high per capita GDP, a well educated population, and an opening and expanding economy. On the other
hand, there are two forseeable barriers to growth. First, although Gulfnet Kuwait has so far been responsive
to customers’ needs, the single source arrangement for Internet service may ultimately slow growth, at least
compared with more deregulated markets in other countries. Second, while access is available, the price is
still expensive. As stated by one observer “...the cost of Internet remains extremely high here (over $200 per
month for a dial-up account), so only a very small number of people have been exposed to it. The high cost
of the required international leased circuits is an obstacle we can't overcome without some sort of goverment
subsidy. And with the current budget-conscious attitudes in this region, I am not optimistic about any such
subsidies becoming available.”
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Saudi Arabia

International Network Connections
*Connected member of EARN with 8 nodes
*3 nodes will soon be connected to the Internet
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King Fahd University of Petroleum and Minerals Network Capability BITNET
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Incentive for Growth Potential Barriers to Growth
*Many networks currently in place *Government constraints
*Relatively high GDP/capita sLimited use (educational)

*Telecommunications improvement
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Saudi Arabia is currently marginally connected to the Internet, but is planning to greatly expand
connectivity in the very near future. It is a connected member of EARN with 8 nodes, and Saudi Telecom
allows dial-up connections with foreign on-line services using its packet switched network (Al Waseet).
Furthermore, many businesses have their own internal networks and have the ability to lease 64 Kbps lines.

The most significant Internet growth is occurring at the universities and research centers. Currently,
the networks listed above allow chatting, email, newsgroups, ftp, and mailing-list traffic via BITNET
protocols. The KACST (King Abdul Aziz City for Science and Technology) server is the main node for
Saudi Arabia, providing the outside satellite connections to the rest of the networking world. It has recently
obtained an Internet address and full connectivity is expected very shortly. Besides KACST, the King Fahd
University of Petroleum and Minerals also recently gained an Internet connection, which is currently under
testing stages; and the King Faisal Specialist Hospital has a connection which is used to conduct research
and real-time medical operations via satellite with U.S. hospitals.

Not surprisingly, the education and research community has been making the most use of the
country’s networking system. According to one observer, “email is widely used for academic and
researching purposes. Examples are the SAMATH (SA Mathematics Mailing List) and SAPHYSIA (SA
Physics Association forum) where users world-wide discuss the related topics. There are many newsgroups
and forums on different research topics ranging from Networking to Camel research.” The observer goes on
to state, however, that single users also log-on for general entertainment purposes.
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International Network Connections
*Connected member of EARN with 8 nodes
*3 nodes will soon be connected to the Internet
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The future growth of Internet connectivity in Saudi Arabia seems generally promising. The
operation of the three relatively new Internet nodes should greatly encourage the use of Internet services
over the already existing network system. The telecommunications backbone is slated for large-scale
improvement. The seven-year, $4+ billion Telephone Expansion Project calls for the installation of digital

switching and fiber-optic gear for 1.5 million new phone lines.

The potential barriers to further growth include government censorship and the limited base of users
(primarily in the research and education sectors). Considering the anti-government use of faxes and the
Internet by the Committee for the Defense of Legitimate Rights (an opposition group currently in exile in
London), further restrictions may be likely. Furthermore, although Saudi Arabia boasts a relatively high per
capita GDP, the government has been steadily running at a deficit, and further investments in the network

infrastructure may or may not be forthcoming.
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Syria
Non-connected member of EARN

Scientific Studies and Research Center
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Currently, Syria does not maintain a significant presence in the Internet. Although it is a member of
EARN, it does not have an EARN network connection. Recently, the government has considered the
development of Syria’s first national computer network (Syriapac). Such a network is planned to be realized
through a cooperative effort between the Scientific Studies and Research Center and the Syrian Telecom-
munications establishment. Besides this networking initiative, the Scientific Studies and Research Center is
also involved with the provision of computer consulting services to government institutions as well as
general centralized information processing services.

Syriapac was supposed to go on-line in early 1995. According to one source, the project was
rejected last year because of disagreements regarding system administrator authority, but Syriapac was
subsequently approved after “it was agreed that there would be a script that gives users access only to
authorized servers (Porno, anti government servers will not be received).” While the development of
Syriapac should increase the country’s exposure to the Internet, these kinds of government constraints could
pose significant barriers to continued network growth.
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Tunisia

National Research and Technology Network
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As in Kuwait, Internet connectivity in Tunisia is provided by a single source: the National Research
and Technology Network (RNRT). Since 1991, the RNRT has allowed “Tunisian researchers to
communicate, exchange files and retrieve data from scientific databases. The Tunisian research network is
connected to X400 electronic mail, EARN/BITNET, Internet and to many computers throughout the world,
for file transfer, electronic mail, teleprocessing of data and data retrieval from remote sites.” The network’s
Internet connectivity comes from EUnet in Amsterdam.

As evidenced by the various sites listed above, networking is fairly well developed in Tunisia
(mostly used by academic and governmental institutions, but also by businesses). Furthermore, Tunisia
performs research on information technologies and telecommunications, under the auspices of the Regional
Institute for Informatics and Telecommunications (created by the government on December 1986). IRSIT’s
main task consists of “promoting and developing the potentials and capacities in the field of informatics and
telecommunications and associated technologies.” This task includes activities such as the development of
Arabic software, database management, and technology standardization.

There are potential barriers to the growth of the Internet in Tunisia, including the single source
access and the low per capita GDP. However, the existing wide network base attests to the generally strong
incentives for network growth in the region. The stable economic and political environment, the diversified
and international economy, and the government’s conscious effort to nurture technology have all helped
foster the growth of the Internet in the country.
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Predictions and Uncertainties

General predictions for the region...
eInternet will continue to grow (in traffic and number of hosts)
*Most of the growth will be in research, education, and business networks
*Because of a variety of factors, community networks will take more time
*Governments will encourage growth, though perhaps restricted
*Foreign/local vendors will provide more “Arab” systems

Caveats and uncertainties to general predictions...
eEach nation has its own policies and economic and social environment
sInternet in the Middle East is going through rapid changes
*The Internet has not yet touched the general population
*The social and economic situation could change
*We’re not even really sure how the Internet is affecting the U.S.

CZInter - for Information Revolution Analysis

Greater Middle
East Studies Center

Reviewing the current developments in Internet access in the Middle East, certain trends seem to be
evident. 1) Internet use will continue to grow in terms of the number of hosts and the traffic rate. 2) For the
forseeable future, most of this growth will be primarily in the education and research sectors and secondarily
in businesses. 3) Meanwhile, because of a variety of factors (especially the low per capita GDP),
community networks of home users will take much more time to develop. 4) Governments will be
instrumental to the development of networks; however, they will often attempt to impose some sorts of
restrictions on them. 5) As these networks (and markets) develop, foreign and local vendors will provide
more Arab-based systems, further encouraging growth.

While these predictions seem fairly conservative, there are many caveats and uncertainties. 1) As
demonstrated by the local profiles, each nation has its own set of policies and economic and social
environments; consequently, each nation will follow its own path towards development. In particular,
authoritarian regimes in the region could completely derail these trends if they felt that the growth of the Net
were undermining their control of information. 2) Internet connectivity in the region is going through rapid
and major changes; in a sense, there are few real data points with which to make extrapolations. 3) The
Internet has yet to really make an impact on the general population; once it does, the subsequent interaction
is difficult to predict. 4) The social and economic situations in any of the countries could change. Israel
could make a comprehensive peace. Instabilities in Yemen, Iraq, or Algeria could spill over into
neighboring states. There could be a succession crisis in Saudi Arabia. Any such situation could drastically
affect the rate of growth of Internet connectivity in a country. 5) Finally, the world is still in the midst of the
information revolution. Considering that we are not even really sure how the Internet is affecting the United
States, we should realize that much analysis will be necessary to fully understand the changes taking place in
the Middle East.
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Impacts of the Information Revolution on
Civil Society

e Changes to:

- Work
Social services
Education
Entertainment

» Affecting:
- Individuals
- Organizations

- Government

Gnter -for Information Revolution Analysis

Greater Middle
East Studies Center

Taking a longer view towards the future, information technologies will have a profound effect on
individuals, organizations, and governments, not only in the Middle East but globally. Information tools
affect workplace productivity and capability; consequently, they will force a reassessment of the requisite
skills in future businesses. Advanced telecommunications allow audio, visual, and general informational
interaction via transparent networks: concepts of proximity and community will be re-examined. Open and
wide access to information and capability will knock down traditional structures of hierarchical
organizations; new structures will need to be erected. Taken together, information technologies will
revolutionize the way we work, learn, play, and interact with one another, and the development of the
Internet is giving indications as to how these changes will take place.

As stated previously, the information for the local profiles was largely obtained through
correspondence with students, researchers, and officials over the Internet. The authors are indebted to those
scholars for that information.
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