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INFORMATION TECHNOLOGY, CRIME AND THE LAW [ 1] 

Ladies and gentlemen, you know from my background that my primary 

focus of research has not been computer crime and abuse; but you also 

know that I have had a long and strong interest in the consequences of 

computer technology for society, particularly with respect to computer 

security safeguards and recordkeeping privacy.[2] More recently though, 

my interests have turned to new aspects of privacy and new dimensions of 

computer-related effects, although I have tracked what has happened in 

the computer crime and abuse area. 

I don't want to deal with privacy this morning other than to note 

that new dimensions of it have appeared. Historically, privacy has been 

in the recordkeeping context -- computer systems that hold information 

about people which is used to make decisions about them. There are a 

variety of other computer-based systems that contain information about 

people, but as a collateral consequence of the main function of the 

system. A prominent example is an electronic mail system whose purpose 

is to deliver messages but which contains data about senders and 

addressees.[3] 

[1] Presented as the keynote speech at a National Issues Seminar on
Computer Crime and Privacy, The Brookings Institution, Washington, D.C., 
November 10, 1982. This is a slightly elaborated version of the oral 
presentation; footnotes and references have been added. 

[2] The author was chairman of the Secretary's (then, HEW) Special
Advisory Committee on Automated Personal Data Systems whose seminal re­
port, Records, Computers and the Rights of Citizens, is generally re­
garded as the intellectual foundation for the Federal Privacy Act of 
1974. Subsequently, he was a member and vice-chairman of the Privacy 
Protection Study Commission, created by the Act. Its report, Personal 
Privacy in an Information Society, was published in July 1977. 

[3] Ware, W. H., Information Policy--Thoughts for the 80s, The Rand
Corporation, P-6798, August 1982. 
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Beyond simply noting the existence of new dimensions of privacy 

and also acknowledging the existence of the international aspects of 

privacy, I want to concentrate on the crime and abuse topic because I 

think it warrants the most attention. I hope to offer you some new 

points of view, ideas and concepts, and perhaps some new perspectives. 

In doing so I may well tread on legal doctrine or long-established prin­

ciples of law, but unless some such transgression occurs this morning, I 

probably have not been adventuresome enough in my thinking. 

The world of today has become one in which the actions of one indi­

vidual or of a very small group can perpetrate enormous financial conse­

quences; there are current examples before us. 

o A prominent and current one is the Tylenol caper. Who knows

what the final bill will be even if no one is ever appre­

hended -- the financial cost to the manufacturer, the cost of

investigative and law enforcement organizations, the cost in

lost sales to dealers, the cost to stores of removing the

merchandise, and on and on.

o Another is a recent disastrous brushfire set by an arsonist in

Southern California; its damage consequence is many tens of

millions of dollars.

If the Tylenol perpetrator is caught and prosecuted, present law of 

some kind will be used. There is not likely to be a cry for a law that 

makes it a crime to tamper with prepackaged pharmaceuticals. Quite 

the contrary, the thrust has been for tamper-proof packages. The 

severity of the crime -- measured in terms of financial consequences 
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presumably would be reflected in the vigor of any judicial sentence. 

Correspondingly, if the arsonist who sets brushfires is ever prosecuted, 

there will not be a cry for a new law making it a crime to light brush­

fires in Southern California; the cry every time is for noncombustible 

roofing materials to be required by law. The latter is in the nature of 

legally enforced consumer self-protection, not a deterrent against a 

criminal act. Even with such a law, the fire would burn just as 

brightly; the arsonist would still get his psychological kicks; the 

residential damage might be less. 

The analog of a roofing law for the Tylenol situation would be one 

to require that each consumer conduct a chemical test for toxic sub­

stances before ingesting a capsule. Just think of the whole new indus­

tries that could be created by such a law: an industry to conduct such 

consumer-oriented toxicity tests -- one media suggestion has been the 

use of small animals, an industry to market kits for the do-it­

yourselfer, an industry to give training courses, an industry to write 

books, and on and on. 

This is silliness, of course, but relevant to the computer informa­

tion system scene and its involvement with crime and abuse. It leads 

one to ask: What is it that needs to be protected? And how? Why 

should there be new legislation to deal with computer-related criminal 

acts at the federal level? Let me suggest some questions whose answers 

might justify federal law, and see what might be learned by way of new 

insights. 

If a computer system were used (for example) to commit� fraud, is 

there some deficiency in the law that does not cover the situation? If 
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an automobile is a part of committing the fraud, we do not seek a law 

against committing fraud by automobile; rather we keep our legal eye on 

the crime per se. If the mechanisms and the details used to commit a 

fraud are reflected at all in prosecution, I would suppose they might 

influence only the sentence. Is there a valid reason for computer­

committed fraud being treated differently? 

Are we worried about the use of computers, especially federal ones, 

for personal gain -- perhaps maintaining offtrack betting records or 

doing�•� income tax? If so, it would seem to be a theft of a 

resource or a commodity that has a readily establishable monetary value. 

One would think that present laws ought to work satisfactorily for such 

circumstances. However, computer capability might not be perceived by 

a prosecutor or a judge as a tangible object of value. Therefore, it 

might require some new interpretation in case law, or redefinition of 

tangible property, or creation of a category of intangible property. 

Undoubtedly, better management controls or auditing procedures in the 

computing centers themselves would negate much such abuse. Organiza­

tions have learned on their own to use safes and vaults to protect money 

and valuable property; law did not make it happen. If computer power 

can be perceived as an equally valuable resource and if institutions 

will recognize its loss in terms of financial consequences, one would 

think appropriate responses would be forthcoming. 

Furthermore, the government already has rules prohibiting the use 

of its telephones for personal business; presumably the government 

could extrapolate and strengthen the principle to govern its computer 

resources as well. New law does not seem warranted here, but if there 
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are indeed aspects of misusing federal computers that need some atten­

tion, we ought to identify what they are and focus any necessary law 

directly on them. 

One could for example create law that said something like: 

It is a crime to use federal computer resources for purposes 

unrelated to an individual's job responsibility or to conduct 

an apparent job activity with malicious or criminal intent. 

Or, if one wanted to target the managers, try this administrative rule. 

It shall be dereliction of management performance, warranting 

a severe reprimand, to permit use of federal computer resources 

for other than purposes related solely to job performance. 

I would note that there is a similar line of argument that pertains 

not to computer time, but to data stored in computers. Lest anyone 

think that information stored in a computer is not a marketable commo­

dity, notice the hundreds of organizations selling information through 

a computer network. There really is an information commodity market. 

Is there some scale-factor phenomenon that might drive us toward 

new legislation? Do we want to distinguish between arson that destroys 

one $100,000 house and one that destroys $50 million of brushland and 

multiple houses? I cannot think of a legal circumstance that keys the 

details of law to the magnitude of the crime, but the principle is 

worthy of examination. Richard Hamming, a well-known mathematician 

formerly of Bell Telephone Laboratories, once pointed out that there are 

fundamentally new phenomena when something changes by a factor of ten. 

This is readily seen in the physical world. Modern air travel is ten 
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times the speed of an auto and a hundred times the speed of horseback 

travel. There are new phenomena: jet lag, for one; business meetings 

of a few hours duration but thousands of miles away, for another. 

Nuclear explosives are enormously more powerful than conventional high 

explosives, but one does not have to describe the extensive consequences 

of such a scale factor enlargement. 

We ought to ask: Are there criminal acts which if committed with 

the aid of a computer would be ten times, or fifty times, or even bigger 

than if committed by more traditional means? "Bigger" would probably 

be measured in terms of dollar effects, or social outrage, or social 

destructiveness. If we can identify such criminal acts in which the 

computer enormously magnifies the consequence, then we might want some 

kind of "major-catastrophe-by-computer" law to cover the unlikely but 

extremely destructive event. 

Are we seeking new law because there are new crimes that can be 

committed only £Y the aid of� computer, or become feasible only� com­

puter? This one is tricky and may even be misleading. For example, one 

can by computer alter or erase a file but do so from miles away; one can 

also alter or destroy paper records. However, there are differences. 

There probably is no evidence of computer tampering; there could be evi­

dence of paper tampering, but remember the forger and the skill with 

which he can change even the written or printed item. Paper records of 

course would require physical access to alter; computer records, 

generally not. 

Do such differences mean that the nature of the crime is different? 

Or do they just relate to the subtlety with which a crime can be committed 
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or concealed? Might it even relate to the possibility that a computer 

could be used not only to plan but also to simulate and model a crim­

inal act in order to enhance the success with which it can be carried 

out? Just on general principles, one would expect that crimes do 

exist whose complexity, careful sequence of timing, intricacy of execu­

tion, etc. would require a computer or possibly computer analysis. But, 

are they essentially new crimes, or are they simply exquisitely new ver­

sions of old ones? Unless one can identify basically and genuinely new 

crimes, differences of magnitude do not offhand seem to warrant legisla­

tion. 

Are we seeking new law to offset the inability of our legal and 

judicial community to really understand the new technology? To counter 

the tendency to think of the new with a traditional mindset? To illus­

trate, a fact or an item of data can be printed on paper, stored in 

computer memory, or transmitted electrically. In each case the detailed 

physical mechanism used to represent the fact is different -- paper, 

magnetics, electrical voltages -- but the information content is identi­

cal. Legal protection clearly should apply to the information per se, 

not to the way it happens to be represented. The failure to understand 

this subtlety -- which is one made important only by modern technology 

is why one court ruled that a computer program represented in micro­

circuit memory was not copyrightable but another has ruled to the 

opposite. 

It seems inappropriate to create new legislation as a substitute 

for failure in the legal and judicial industry to understand and appre­

ciate computing-plus-communications technology. Even if this particular 
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aspect were a problem, it is a temporal one at best; and it would seem 

manageable through training courses, seminars, and similar means. 

Are we seeking law to make !!_E for management inadequacies; for 

example, to motivate a management to take action that it really should 

have taken on its own? Are we seeking law because the defenses against 

crime involving a computer simply have not caught up with the offensive 

skill of the perpetrator? One ought to note that the offense-defense 

contest is always a race, and that usually the offense leads the 

defense. If this is the basis for a drive toward new legislation, then 

the subject is properly one of security safeguards for computer systems, 

and all it takes is management action to erect quite sturdy protective 

mechanisms. Just add these additional points to the previously sug­

gested law or administrative rule. 

[It shall be a crime (or dereliction of management performance) to] 

o fail to protect a computer system, including its hardware,

software, and data assets, against commonly anticipated

risks such as fire, water damage, physical assault, etc.

o not have appropriate management controls and audit pro­

cedures to assist in deterring all such negative conse­

quences previously mentioned.

I might note parenthetically that institutions have been reluctant 

to invest in security safeguards for computer systems, but a few fires, 

loss of corporate records on magnetic tape, or even bombings have per­

suaded much of the industrial community. In the federal government, an 

initial motivation was a collateral consequence of the Privacy Act of 
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1974, which stipulated certain behaviors for federal agencies in use of 

information about people. In particular, the Act required that reason­

able steps be taken to protect such data; and the response of agencies 

was installation of some computer system security safeguards. It is a 

curious twist that the Privacy Act addressed the use of information, but 

forced federal agencies to do what they should have done in the first 

place with their computing installations, namely, protect them properly. 

One does not always have to target law head-on against a problem in 

order to have an effect. 

Although the Privacy Act of 1974 had some effect, the government 

does not yet have its house in order. The Office of Management and 

Budget Circular A-71 of July 1978 tried to encourage executive agencies 

to install a reasonable level of protection in and over their computer 

systems. A GAO report of April 1982[4] clearly indicates that [in over 

three years] "little change or improvement has occurred ... A total system 

of controls to eliminate the fraudulent, wasteful, abusive and illegal 

practices [has not been developed]." Is this the shortfall we are try­

ing to fix by law? If so, put A-71 into law; legislate installation of 

total system safeguards, but be sure to define the threat that the safe­

guards protect against. 

Are we trying to simply raise the level of deterrence against using 

the computer to implement� whole broad range of crime? Do we think 

somehow that present law is not strong enough to deter an attempt to 

perpetrate a criminal act in some massive way by computer? Do we think 

[4] Federal Information Systems Remain Highly Vulnerable to Fraudu­
lent, Wasteful, Abusive and Illegal Practices, General Accounting Office, 
April 21, 1982. 
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that mere existence of more deterrence would prevent abuse because 

people would fear the punishment? 

If that is what we are after, perhaps California's "use a gun; go 

to jail" law offers a suggestion. All we need is one short law: "Use 

a computer for a crime; go to jail." There are attractive features 

to such an approach. While it may seem overly simplistic, it does 

straightforwardly target the issue. It would build a bridge to a lot of 

existing law, and it could even speak of "aggravated circumstances" with 

special penalties. 

Are there genuinely new and different aspects of computery that 

require legal protection? Are there really some new phenomena that have 

never appeared before in mankind's use and misuse of technology that are 

truly unaddressed by present law? 

Are we seeking� federal law to make !!E for deficiency of law, or 

variability of law, or inadequacy of law in the states and other juris-

dictions? 

Are we seeking new law because there is� growing awareness that� 

highly computerized society may have new kinds of vulnerabilities that 

warrant new legal and other protections? This is an emergent issue of 

national vulnerabilities, and very little attention has been as yet 

given it. A group sponsored by the American Federation of Information 

Processing Societies has treated the issue in an initial way; a written 

report will be shortly available. [5] 

[5] Turn, Rein, et al., Observations on the Resiliency of the U.S.
Information Society, AFIPS Press, Arlington, VA, in publication. 
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Are we simply tidying� the legislative scene? Are we seeking law 

for expedience? Or to avoid waiting for interpretations of present law? 

One could ask such questions on and on, but I have addressed the 

subject this way for a particular reason. At best, computer technology 

is 35 years old; in terms of the effects we are discussing, it is more 

like 15 or so years old. It has come upon us as a society, as a nation 

and a government, very suddenly and in broad scope. No one really 

understands in a comprehensive way the full impact of computer and com­

munication technology on the country, on our society, on the government, 

or on our institutions. In large measure, we are all groping forward 

with substantially less than 20:20 vision, even on the crime issue. 

Our past performance does not clearly support the view that we know 

what we are doing, but notice what happens when some complex situation 

is understood poorly and exhibits threatening aspects. Inevitably, 

there is a knee-jerk reaction to do something. I submit that we are 

seeing just such an effect in legislative attempts to deal with criminal 

and abusive acts related to computers. 

I have not of course seen all the law that has been proposed, but 

most of what I have seen appears to be a hasty response to an ill­

understood situation. One exception -- there may be others -- is the 

Florida law.[6] I immediately sensed when I first read it that here had 

been an effort to target some dimensions of computer activities that 

were different and unique; it did not try to encompass all the criminal 

things that other law might adequately cover. 

[6] Florida Computer Crimes Act, Florida Regular Session, Chapter
78-92, Laws 1978, House Bill No. 1305.
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By now you have a sense of where I am coming from. It is not clear 

to me that proposed and even some of the new laws precisely reflect what 

each is trying to accomplish other than a quick response to some hastily 

perceived need. Nor is it clear often what it is trying to target. In 

asking the questions above, I have attempted to suggest that there are 

in fact many reasons why law might be desirable. There is a variety of 

things it might speak to, but based on our total and collective under­

standing to date, I am not prepared to argue what the details of such 

law might be, nor what it should address, nor which of the above 

questions it would be a response to. 

To come at this from a different direction, let me offer an 

observation about the evolution of computer-based systems. Generally 

speaking, the designers of such systems have tended to implement manual 

recordkeeping procedures, or at best have slightly modified old ways but 

cast them into a computer-based environment. In the large, the record­

keeping systems that are functioning today are of Model-T vintage in the 

sense that very few of them are truly old enough to have proceeded 

through several cycles of improvement. What tends to happen is that an 

initial design is repeatedly modified as experience with it is achieved, 

and as new operational capabilities are perceived for it. Rarely, 

perhaps never, is an original design completely junked in favor of a 

wholly new one. 

Moreover, in implementing processes and recordkeeping systems with 

which organizations have long familiarity and therefore institutional 

comfort, the designers have tended to overlook the role that people have 

played in such systems. While astute designers and computer programmers 
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do incorporate features to accommodate errors and other anomalies of 

behavior as they perceive them, such features tend to reflect clerical 

mistakes or technical difficulties that are anticipated, rather than to 

replicate the intuition, the judgment, and other contributions to proper 

performance that people in earlier systems have made. Therefore, I will 

assert that there are yet many opportunities, especially technical ones, 

for tightening present-day computer-based systems. If such technical 

opportunities were ambitiously pursued, then a lot of what we now call 

computer abuse and many of the crimes that have been described, will 

simply disappear. 

Let me also address the question of computer system security con­

trols, which is partly a technical matter but is also partly an adminis­

trative, management, and procedural matter. The first comprehensive 

study of security safeguards in computer systems took place in the late 

1960s and understanding has gradually accumulated;[7] but the response 

of organizations that operate computer-based systems has been sluggish. 

The awareness of threats against computer systems and the thoroughness 

with which safeguards have been installed is of course quite uneven. 

Some organizations are obviously better than others; many are poor. I 

feel confident that carelessness abounds in many ways and in many 

[7] Ware, W. H., "Security and Privacy: Similarities and Differ­
ences," 1967 Spring Joint Computer Conference Proceedings, Vol. 30, 
AFIPS Press, Arlington, VA, pp 287-290. This is one of a group of 
papers that publicly spoke to the security issue for the first time. In 
this paper, "privacy" was not used in its current context; rather it was 
used to describe the analog for civil government of security in defense 
government. 

Ware, W. H. (ed.), Security Controls for Computer Systems, The Rand 
Corporation, R-609-1. Initially published as a classified document in 
February 1970; reissued as an unclassified document in October 1979. 
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places. Otherwise, why would one well-informed expert note that "less 

than one percent of actual dollar losses [is attributable] to techni­

cally competent [insiders] and only trivially small losses to techni­

cally competent outsiders"? 

The simple techniques which have been used in so many of the 

reported computer-related crimes are further testimony to my assertion 

that management attention is needed. In altogether too many cases, 

inadequate computer security safeguards -- sometimes technical, but more 

often administrative, procedural, and management -- have provided the 

loophole through which the perpetrator acted. The entire issue under 

discussion is obviously a temporal one because the technology is improv­

ing continuously and the understanding by organizations is proceeding as 

well. In some period of time, measured in a few years, significantly 

improved security safeguards will automatically close off many of the 

opportunities for criminal action. 

Therefore, the whole matter of controlling crime and abusive 

activities by and to a computer system is partly one of significantly 

more awareness by management of the issue, partly one of tighter manage­

ment controls, partly one of better system safeguards, and partly one of 

appropriate and adequate law. What will happen of course as things 

improve along each of these dimensions, is that the simplistic tech­

niques that have been used by many will be closed off, and we will move 

into an era in which more sophistication in the planning and execution 

of the criminal act will be essential. On the other hand, let us not 

delude ourselves that it cannot or will not happen. We will still be 

subject to the risk of a Tylenol situation in which an individual 
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through intellectual insight, or luck, or other things becomes the fuse 

that creates an event with enormous consequences. 

The computer-abuse research that has been done to date is valuable 

for bringing real data and developing insight to a previously confused 

situation.[8) The research has helped lay a foundation for true under­

standing of all the crime-oriented activities with which a computer 

might be associated, but we do not have full understanding yet. Nor 

have we cataloged all the ways in which a computer system can be a part 

of or the object of socially unacceptable acts. There is enough experi­

ence with computer systems now to make such an analysis, and moreover 

a lot of presently concealed experience needs to be brought out of the 

closet. We must examine extant legislation to see what already 

adequately in place can accommodate a part of the computer-related menu 

of crime. 

As I see it, we have been through the spasm reaction; we are 

through the Sputnik phase. We ought now to be more analytic in our 

understanding of the computer-related criminal or abusive activities. 

We ought to realize what we are trying to accomplish with new law, and 

we ought to design such new law to target what we intend to accomplish. 

Finally, we probably ought to include some sunset provisions in any new 

law, because computers-plus-communications is an extremely fast-changing 

technology. The law that we will need in ten years is very likely to be 

different from present needs if for no other reason that the whole 

[8] Notably the work of Donn B. Parker (Stanford Research Insti­
tute, Palo Alto, CA) and Susan H. Nycum (Gaston Snow and Ely Bartlett, 
Palo Alto, CA). The early work of these two pioneering individuals was 
supported by the National Science Foundation; more recently, some of it 
has been sponsored by the Justice Department. 
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situation will be better understood. Society will have fitted 

computer-communication technology properly into the scheme of things; 

people and institutions will be more comfortable with it; the real 

differences between it and things already understood will be all the 

better appreciated. In particular, law enforcement, prosecutors, 

lawyers, and judges will all have developed their own awareness of the 

technology and separated reality from mythology. 

The question is how to achieve the analytic insight that I think 

desirable at this point in calendar time? My recipe would be a national 

commission as an appropriate mechanism to undertake the entire range of 

issues that surround the widespread use of computer technology. 

As you know, I participated personally in one such commission, and 

I have been close to others. I would be the last to argue that every 

commission does a quality and thorough job; but at least one has, and I 

think its model could be emulated. I would levy two broad tasks on it. 

The first would be to structure the problem -- to catalog, describe, and 

identify the problem areas of computer-based systems, particularly as 

they relate to abuse or criminal activity; to similarly catalog extant 

and relevant law; and to provide guidance for properly designed new law 

or revised law. The other would be to examine the whole range of poten­

tial vulnerabilities that the country may be drifting into as a result 

of our enormous dependence on this technology. I would put the two 

topics together in one commission because they are related; and more­

over, the second is really a more top-level extrapolation of the first. 

I am attracted to the commission approach partly because of my 

experience with the Privacy Protection Study Commission and what it 



-17-

could achieve, and party because it can function at the highest national 

level where the problems are. It can attract the quality of people 

needed; it can cut across jurisdictional boundaries which is essential; 

and it can have the leverage to bring forth information that might 

otherwise stay hidden. 

Having offered you such a variety of views, I should now bring some 

cohesion to the discussion. As a result of a knee-jerk hasty response to 

an ill-understood situation, we are trending toward what I will call 

tactical law. It deals with a lot of nitty-gritty details, and it will 

rapidly be outrun by the progress of technology. 

I will assert that we need strategic law that deals with broad 

principles not details, and is wide in scope. The principles are prob­

ably few in number and are almost one-liners. "Use a computer; go to 

jail" has all the right characteristics for strategic law. 

Let me offer you some principles of my own -- not as a part of 

becoming strategic law but as guidance toward moving the problem 

forward. 

First and foremost, keep your eye on the functional role of the 

information system, for therein will be the crime. Do not be misled by 

the manner in which information is represented -- on magnetic tape, on 

cards, on paper, on video discs. Moreover, do not be confused by how it 

is manipulated -- by computer, by computer and communications, by manual 

methods, or a combination of them. Furthermore, do not be misled by the 

way information is transported -- by satellite, by microwave, by Pony 

Express, or by U.S. Mail. 
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Keep your eye on the information, how it is used, misused, or 

laundered; and how it relates to the crime or abuse to be deterred. 

Target the law accordingly. 

Next, put as much of the computer scene under existing law as is 

possible. There are many advantages: interpretation and case law is 

established; its idiosyncrasies are understood; importantly, law 

enforcement, prosecutors, and the judicial community are comfortable 

with it. If necessary, redefine or extend a few terms. Just as infor­

mation can be represented in many but equivalent ways, so also can 

"property." It does not have to be a physical object; it can be intel­

lectual in nature. As such it also can be represented in many ways -­

paper, magnetic tape, semiconductor memory. By all means, wring the 

best response you can by whatever means possible from improved manage­

ment controls, audit features, 0MB circulars, and computer system 

security safeguards. 

The third of my broad principles would be: look for useful and 

helpful analogs between computer-based affairs and other things which 

we understand and with which we are familiar. Use such analogs to 

highlight and understand genuine differences in the computer world as 

well as identify insightful similarities to existing things. 

Finally and of great pertinence to the computer-related world, 

distinguish fact from mythology with extreme care. Computer technology 

seems mysterious, and its practitioners are prone to argue that it is 

fundamentally different in some vague way. Occasionally, yes; but 

often, no. There is much mythology in the computer business to be 

discounted and discarded. 
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There you have my views as an outside-insider to the arena of 

computer crime and abuse law. I hope that my views, perspectives, 

insights, concepts, ideas and general comments will be of value as 

Congress and the country move ahead with the issue. 
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