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Police in an underdeveloped country beat a man to death in an alley

link-analysis tools, and facial-recognition software, the government

after a political protest. A passerby captures the action on the video

is able to reconstruct the operation and identify the operatives, whose

camera in his cell phone and sends it to a local television station,

identities are then exposed on television and the Internet. Because

which broadcasts the action the same day. Minutes later the graphic

they were unaware of the threat the cameras and related search tech-

video goes viral on the Internet. The government is immediately

nologies posed to their operation, the future travel and utility of these

forced to confront a problem that either would have gone unnoticed

operatives is now in question.

in the past or would have been buried by the country’s security appa-

T

ratus and soon forgotten out of fear of reprisals from the authorities.
✴✴✴

In the midst of civil war in another underdeveloped country, a young
child uses a cell phone camera to photograph and geolocate snipers
who are trying to protect the regime from rebel advances in the capital
city. She sends the photos and geolocational data to rebel leaders, who
confirm the snipers’ locations and then attack them.
✴✴✴

hese three brief composite examples show how several
commonplace commercial technologies can be combined
and used in unique ways to reshape an urban environment1
and to disrupt how we live and work at home and abroad.

The technologies are not new but are becoming ubiquitous and are
being used in new ways.2 They highlight a democratizing trend that

gives more people the freedom and power to use any number of
new, commercially available technologies to innovate and to chal-

Hotel security cameras capture the faces of several assassins in a

lenge existing government rules and community practices.3 This

hotel in a large, first-world city. Using deep-web search capabilities,

democratizing trend, however, comes at a cost to privacy, security,

Mobile Communication

Anyone with a smart phone can now be a
news reporter, a detective, and a spy.

Anyone with a smart phone can now be a news reporter, a detective, and a spy. The handheld phone is becoming as ubiquitous in
the third world as it is in the first world. It provides its owner with

and secrecy and is changing the way people interact socially and

Internet access, video and photography, and GPS tracking, along

politically. It is changing the way we conduct business, diplomacy,

with applications for various analytics. The location and movement

intelligence operations, and war, the future of which is likely to be

of a phone across an urban landscape can be determined easily by

increasingly urban in nature.

the communications towers it uses.8 It also can be turned into a
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receiver/transmitter. The phone itself enables instant, widespread

All of the commercial technologies we are about to discuss can
be used to identify and track individuals and to discern patterns

mobile communication but, when coupled with other technologies,

in their behavior over time. They are persistent and are dual-use,

such as facial recognition and pattern recognition software, predic-

which means that they can benefit society or harm it. Although

tive analytics, deep-web search capabilities, and link analysis tools,

they are intended for commercial purposes, such as learning about

it becomes perhaps the single most significant threat to privacy,

shoppers’ preferences and finding new markets, they can easily be

secrecy, and security. The dangers to clandestine collection are

used by police and security services to identify and track criminals,

myriad.
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Having a cell phone means that an intelligence officer can be

terrorists, insurgents, and spies. This means that these technologies
have the potential to disrupt military intelligence operations and

tracked. Not having one, however, is equally alerting. After all,

to jeopardize the plans, actions, and security of the warfighter. In

who doesn’t have a cell phone, and why would it be left at home or

turn, the intelligence officer, the warfighter, and others who often

turned off at regular intervals during the day or in the course of a

live and work on the margins and in the gaps of society can use

week? Behavior of this type is a way of identifying anomalies and

many of these same technologies to skirt government control, as

patterns that might be worth further investigation. Being able to

well as to enhance the effectiveness of their operations. The nature

blend into the landscape is an essential feature of clandestine intel-

of these human activities remains the same, but the infrastructure

ligence operations—one made considerably more complex by this

and urban setting in which the activities occur and in which many

everyday, everywhere technology. The ubiquitous nature of these

future wars will be conducted are changing in ways that may be

new handheld devices means that case officers need to be increas-

hard to realize. Some of the most disruptive technologies in this

ingly aware of where and how this technology can be used against

rapidly changing environment are also the most common. The key

them, as well as how they might be able to use this particular tech-

lies in understanding what they are and how they can be used in

nology to their advantage. Multiple layers of obfuscation and VPN

the next five to ten years to protect and otherwise aid military intel-

nesting, for example, under the right circumstances, could provide

ligence collection and the warfighter.

security for conversations that otherwise would be open to track-

6

7

2

ing.9 Even just being more aware of what is possible in terms of the

tracking device and could be slapped on the bottom of a vehicle

threat will be a necessary input to operational planning.

to keep track of a business partner or unfaithful spouse. Rental

The trends are for this technology to become smaller, lighter,

car companies often have at least one GPS device on their cars to

and cheaper and to continue growing in diversity and spread of

ensure compliance with the distance and range stipulations of the

use. Some of the newest applications are for monitoring health and

rental contract. Foreign intelligence services can also easily embed

other biometrics and diagnostics, as well as for virtual gaming, data

similar devices on the vehicles of diplomats and businesses to

sharing, and information searches. Additionally, the technology’s

establish patterns of behavior and contacts with country nationals.12

form is changing from something that is handheld to something

Countermeasures engineered to spoof these systems may function

that can be wireless and worn, as eyeglasses or on the wrist, or

well technically but are unlikely to produce the desired results if

embedded in clothing in the future. What is perhaps most signifi-

the police or host intelligence service couples the GPS tracking

cant is how the technology can become a platform for other appli-

with physical surveillance and cameras. Jamming the devices will

cations and for collecting and analyzing data and events—such as

send them a clear signal that you are in fact something more than

assessing mass protests and other large events in real time by using

you pretend to be. Other technical attempts to fool these systems

crowd-sourced reporting techniques.

could have the unintended effect of exposing what the military case
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officer, warfighter, diplomat, or businessperson most wants to hide.
Ambient Sensing
Ambient sensing describes the persistent ability to use a given

Radio Frequency Identiﬁcation Devices

infrastructure to identify and track individuals and things within a

The use of Radio Frequency Identification (RFID) devices is

sensor-heavy environment, such as a city or a network. This ability

becoming widespread. These sensors already are used to locate

has also been called ambient findability. The following paragraphs

everything from rental cars in large parking lots to trauma equip-

review some of the most common commercially available technolo-

ment in hospitals.13 Some construction workers put the devices on
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gies currently being used.
GPS

Technical attempts to fool these systems
could have the unintended effect of exposing
what the military case officer, warfighter,
diplomat, or businessperson most wants to
hide.

The use of GPS tracking as a technology has become widespread
and is open to abuse by individuals, governments, and businesses.
It can be found in an ever-widening range of products. One of the
most startling developments in recent years was a magnetic business card displayed by a Chinese vendor at the Las Vegas Electronics Show in 2009. He explained that the card contained a GPS
3

their tools to ensure that they have what they need in their trucks

the same technology, data, and environment to mislead and disrupt

before leaving home in the morning. RFIDs make finding things

through deception. At a minimum, the opportunities bring with

extremely efficient. Once they are included in clothing and moni-

them new challenges for both sides.15

tored through the infrastructure of a city, they will make finding

In addition to the increasing ubiquity of these devices in cars,

people equally efficient. This will be an immediate boon to busi-

equipment, and clothing, the trends are for GPS, RFIDs, and

nesses that want to identify shoppers as they pass certain stores on

other types of sensors to be used in conjunction with wireless mesh

the street or specific displays inside. Combined with detailed web

networks in cities and haptic technologies embedded under people’s

histories of a customer’s past purchases, shop owners will be able to

skin.16 In sports medicine, physiolytics is the relatively new sci-

customize their sales offers. Police and security services, no doubt,

ence and practice of linking wearable computing devices (watches

will find similar uses for the technology, which, once embedded

and shoes) with data analysis and quantified feedback to improve

in driver’s licenses, passports, and other documents and articles

performance.17 Further advances in the general area of ubiquitous

of clothing, can provide a foundation for logging, analyzing, and

sensing include recent work on bendable “wallpaper” cameras (also

predicting an individual’s movements and relationships over time

called flexible lens arrays) that can wrap around lampposts and

and in real time. As part of a predictive policing effort, some police

adhere to walls and other building structures, as well as automo-

departments in the United States are already using scanners, along

biles, to monitor selected activities and to capture data that might

with RFIDs on license plates, to locate stolen vehicles. A foreign

otherwise go unnoticed.18
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security service could easily use the same techniques to determine
the ownership of vehicles in areas that are otherwise off-limits to

Biometrics

foreigners.

By identifying foreign fighters and terrorists who pose a threat

In war, a sensor-rich battlefield environment can cut two ways:

to military operations and plans, the proliferation of biometric

providing the warfighters, collectors, and analysts with data previ-

collection systems on the battlefield already has and will continue

ously unavailable and yet simultaneously creating an illusion of

to yield significant intelligence and force protection results. In addi-

dominant knowledge of the enemy, who could take advantage of

tion, facial recognition software, iris scans, and fingerprinting are

In war, a sensor-rich battlefield environment can cut two ways: providing the warfighters,
collectors, and analysts with data previously unavailable and yet simultaneously creating
an illusion of dominant knowledge of the enemy, who could take advantage of the same
technology, data, and environment to mislead and disrupt through deception.
4

being deployed with increasing frequency at airports around the

Technological breakthroughs over the past
several years have increased the speed by
which biometric data are acquired over
longer distances.

world. It will not be long before these same biometric capabilities
and others are used for identity-verification purposes in banks and
other businesses throughout metropolitan areas, as well as online.
Vocord, a Russian company, has already developed a prototype
covert facial recognition tool that can overcome shadows and other
long-standing problems with facial data collection of the past: “Conceivably, the technology could be linked to police databases across

Attempts to spoof these systems are unlikely to work for either

Russia, notifying law enforcement as individuals of interest . . . are

side because they contain built-in counterdetection capabilities,

recognized.” The widespread use of these technologies poses a

and because the traveler will not have up-to-date information about

significant threat to both the clandestine military collector and the

what biometric system is being used at a given location. Computer

warfighter, as well as to the insurgent and the terrorist who ben-

algorithms, for example, will be able to sense the “liveness” of the

efit by hiding in plain sight—something that is more difficult in

target.20 The risk of wearing a fake iris or latex fingerprint is too

an operating environment that can find you. Alias travel becomes

high and would threaten immediate exposure. It would be safer

impossible, and operational meetings conducted in an assumed

and easier simply to travel in true name and have a reasonable story

name may be uncovered before they occur.

for being there. In addition, passive iris-collection capabilities and
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Imagine being able to collect the biometric signature of an

databases are expanding. India’s Unique Identity Project to col-

operative entering your city to meet with a clandestine source. As

lect and store identifying information on its citizens, for example,

the head of the security service, you could run the data collected

will further enhance the efforts of its police and security services

at the airport on every foreign traveler through the Ministry of

to track criminals and locate its citizens, at least in major urban

Interior’s computers to see whether any one of these individuals

areas.21

ever traveled to your country before under a different name. In

Technological breakthroughs over the past several years have

combination with other technologies, such as web cameras, link

increased the speed by which biometric data are acquired over lon-

analysis, and other predictive analytics, you would be able to not

ger distances and the speed by which the data can be retrieved and

only identify the true names and affiliations of travelers but also

verified.22 In the field of fingerprint collection, contactless acquisition

track their movements and identify both the people they meet and

is one of the fastest-growing research areas.23 In the field of facial

those with whom they traveled or have had contact in the past. If

recognition, Facebook has one of the most widely used programs.

you are one of these travelers, then it would be useful to know all

As users upload their photos, Facebook provides immediate name

of this ahead of time and plan accordingly. Not doing so would be

suggestions to “tag” as friends. Some merchant outlets have begun

dangerous and negligent.

using applications that allow customers to “pay by face,”24 and
5

apartment complexes in New York City are beginning to migrate

ments revealed photo substitutions and other irregularities. The

from keycards to keyless facial-recognition door sensors. While

immigration officers normally would not have the additional time

mainstay biometric signatures, such as iris, fingerprint, and facial

needed for such close scrutiny.
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recognition, continue to be improved upon, advances in pulse and

Remote thermal imaging has also moved out of the lab and

voice detection and other soft biometric identifiers, such as gait,

into public use as a resource-management tool. Some police depart-

gender, skin color, and height, will be added as metrics for collec-

ments now use this technology to interview suspects.29 There is

tion. Add still further, the speed, rhythm, and general way a person

only so much time and only so many detectives available to pursue

types can be a way of determining identity and emotion. The

a given number of criminal leads. The faster they can filter out

amalgamation of these signatures will only increase the accuracy

those who are confident in their stories, the faster they can focus

and reliability of analysis.

attention on the most likely suspects. This technology could offer
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significant benefits in any similar secure interview setting (safe
Deception Detection

house or embassy walk-in room) where a military intelligence offi-

Stress Detection

cer might need to validate the claims of an unproven clandestine

Thermal imaging (which remotely reads the heat signature on
your face; see Figure 1), voice-stress analysis (which measures the

Figure 1. Thermal Imaging

fluctuations in speech during periods of heightened stress), and
other sensors are being used with increasing frequency at some
foreign airports and by some foreign insurance companies to
authenticate claims and detect fraud during face-to-face meetings
and phone interviews with applicants and travelers.27 Despite the
healthy debate about the science behind these efforts at deception
detection, practitioners in government and the commercial sector
are moving ahead and are finding some of these technologies useful
as ways to enhance the way all types of interviews are conducted.
Immigration officers at one particular foreign airport in 2009, for
example, openly monitored the voice stress of travelers who were
waiting in line to enter the country.28 They were able to uncover
numerous fraudulent passports over a period of several months that
would have gone unnoticed if they had been unable to identify

SOURCE: Image by Hotflashhome, used in accordance with CC BY-SA 3.0.

candidates for secondary interviews. Closer scrutiny of their docu-
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As more of daily life moves onto the Internet and into the realm of the virtual, verification and
authentication will become mandatory, persistent, and commercially available to businesses,
governments, and individual users.
source who is offering information about a threat to U.S. forces and

Syntax and Word Count Online

facilities. The technology could be used further to indicate behav-

The trust and reliability required for the rising number of busi-

ioral changes in a relationship with an otherwise vetted source

ness and social relationships online has led to an increased interest

and to provide early warning by prescreening terrorist informants

in detecting deception in text. Deceivers use certain words and

who might pose a threat. In each of these cases, these technologies

expressions as bridges in conversation to hide their intentions.30

would supplement rather than supplant various other methods cur-

They do this in different ways from, and more frequently than,

rently used to validate sources and their information. The tech-

truth tellers. Being able to distinguish these patterns in an email

nology also could be used to quickly prescreen local guard force

message could enable people to tell whether the writer is trying to

applicants at U.S. embassies and military facilities—all of which

deceive the reader, whether it is one or two individuals doing the

are prime targets for al-Qa‘ida and other jihadist groups.

writing, and perhaps whether it is the same person writing each

In time, thermal imaging, voice-stress analysis, and other types

message.31 This technology is commercially available and is on the

of remote sensing technologies that are already being used in the

threshold of becoming widespread. Being aware of how to use this

medical industry to measure patients’ vital signs are likely to be

type of technology to your advantage and how to guard against it

designed with algorithms to record person-specific data (such as

being used against you is the first step. The second step is in deter-

thermal vasculature) as a means of identification. Thermal imag-

mining whether the person writing the message is actually real or

ing and voice stress in particular are likely to be designed in form

simply a bot that has been programmed to engage in conversation

factors small and light enough for soldiers to carry and use dur-

with you. The technology that permits you to determine whether

ing raids to protect themselves. For example, during a raid where

or not the person writing the email is real has serious implications,

only the family members of a terrorist or insurgent remain in the

once implemented, for attempts (official and criminal) to seed data-

targeted house, the intelligence officer on the team could more

bases with alias personas and to hide in plain sight on the Internet.

quickly determine (as these technologies advance) which member

In short, as more of daily life moves onto the Internet and into the

of the family might be willing to talk and provide useful informa-

realm of the virtual, verification and authentication will become

tion, some of which might be time sensitive and contribute to force

mandatory, persistent, and commercially available to businesses,

protection.
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governments, and individual users. Terrorists and criminals will

get closer to a particular intelligence target could be easily uncov-

have the same access everyone else has. Their capabilities in this

ered if his digital identity did not show that he has always been

area will need to be factored into all online police, security, and

a German banker—i.e., he went to the right schools, belongs to

intelligence operations.

the right social clubs, is connected to the right people, and looks
more or less like every other person in his profession. All of this

Big Data Analytics

information is immediately findable—which makes hiding in plain

As deception-detection capabilities are refined and expand in

sight difficult unless you are who you say you are. This has obvi-

use, they will be coupled with predictive analytical packages and

ous, serious implications for how the military intelligence com-

an ever-increasing ability to burrow deeply into the public (and

munity recruits, trains, and deploys its officers. The ability to seed

perhaps private) records of an individual’s activities, online and

databases with any degree of reliability ahead of time with alias or

off. Current link analysis and big-data analytic software already

synthetic personalities is unrealistic given the costs involved and

enable businesses to watch individuals’ habits and to track, log,

scope of data available over time.

and map their locations, sentiments, social contacts, and behaviors

On the other side of the ledger, these capabilities can be com-

automatically. These tools, although limited when used alone,

bined with historical and cultural data to help project, if not pre-

can be coupled with biometric sensors to further complete what is

dict, the movements of enemy forces. If throughout history enemy

known as life logging and to provide “data-guided insight.” The

commanders from a particular nation have responded to A (e.g., a

digital exhaust left by just about everyone online through social

given military maneuver) by doing B, then it is at least statistically

media, commercial purchases, gaming, and other activities provides

likely they will do so again. If every time a foreign leader has used

businesses, as well as governments and crime syndicates, with a

a particular expression or metaphor in a speech, her country has

wealth of data to mine and manipulate. Staying offline might be

undertaken an aggressive action against a neighboring nation, then

safer but would itself be an anomaly or a sign that you are different

it is possible the same thing will happen again. Using the data to

and perhaps trying to hide something. A good counterintelligence

unearth these patterns can help determine the likelihood of certain

service would key in on this type of signature and would try to find

behaviors and create opportunities, both diplomatic and military,

out more, which is precisely what an intelligence officer would not

which in turn can help focus and otherwise refine intelligence

want. For example, someone posing in alias as a German banker to

collection. As a field of inquiry, big-data analytics has the power to
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The digital exhaust left by just about everyone online . . . provides businesses, as well as
governments and crime syndicates, with a wealth of data to mine and manipulate.
8

Figure 2. London’s Ring of Steel

mine open-source literature and media to make foreign policy and
warfare more predictive.
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SOURCE: Adapted from Carrick Mollenkamp and Christine Haughney,
“’Ring of Steel’ for New York?” Wall Street Journal, January 25, 2006.

London and an even larger number deployed in downtown Beijing.36 The Lower Manhattan Security Initiative in New York City

RAND PE181-2

ties an unspecified number of these webcams (perhaps as many as
2,000 cameras and 100 license plate readers, as well as other sensors) in the Wall Street area to a police operations center.37 Eventu-

be recorded as an anomaly worth identifying and worth further

ally, webcams and sensors will cover the entire island and its ports

tracking and investigation. In turn, intelligence officers could use

of entry. This is a trend that will influence similar projects in other

the open webcams of a city and apply the same pattern-recognition

cities. The cameras and sensors alone are enough to make people

software and analytics for countersurveillance and early warning to

look over their shoulders. When coupled with pattern-recognition

determine what a particular street in a particular area looks like on

software and advanced/predictive analytics, the potential disrup-

a normal day (since most people come and go the same way to the

tive impact that these networks of surveillance cameras will have

same places according to a daily routine) and what the street looks

on human behavior (criminal or otherwise) becomes undeniable.

like on the day your intelligence operation will take place. These

38

Anyone intent on breaking a law in a city where these technolo-

capabilities will continue to grow in access and availability and in

gies are deployed will have to take into consideration the range and

the speed with which video can be searched and combined with

capabilities of these cameras and their accompanying technologies

other biometric technologies to quickly identify and track related

when planning an operation, even one as straightforward as casing

individuals in a moving crowd.39

a facility. If you do not usually belong in a given area, you could
9

Car Telematics

warning. However, few barriers exist to impede growth and inte-

The entertainment and diagnostic systems in modern cars enable

gration into other sectors, such as social media platforms to provide

manufacturers, rental car companies, police, and others to gain

real-time locational data on customers for product deliveries, faster

remote access to almost any vehicle. Information flows freely in and

wireless networking, and insurance.41

out of every new car and truck. Current trends show that vehicles
are becoming automated to the point of eventually driving them-

Drones

selves. Within an urban environment, these same telematics could

Cities and businesses worldwide already are exploring the use of

be used to locate and otherwise track every car in every neighbor-

small, unmanned aerial vehicles (UAVs) as a way to enhance police

hood over time and distance. Yet again, with the application of

surveillance, traffic monitoring, and pizza delivery (see Figure 3).

pattern-recognition software and advanced analytics, this technol-

Regulatory issues aside, the most likely future is their widespread

ogy will enable businesses, security services, and perhaps crime

use. As they become quieter, they will be able to blend more read-

syndicates to establish and recognize behavioral patterns, similar to
Figure 3. Civilian Quadracopter Drone

the way the control of cell phone towers can be used to identify and
track people. Cars that do not belong in certain locations would
stand out and be scrutinized as suspicious and worth recording
and inspecting. The ability to locate and track a vehicle, as well as
monitor the passengers’ conversations through wireless systems,
will make police and counterintelligence work much easier and
more predictive. The ability to remotely stop a car, lock the doors,
and explode the airbags will make police and counterintelligence
officers’ jobs safer—eliminating the danger of shoot-outs during
criminal arrests and counterterrorist renditions. In turn, each of
these new capabilities will be highly disruptive to those on the
receiving end.40
Telematics technology is heavily used today in commercial
transportation and is expected to grow, particularly in Europe,
from 1.5 million users in 2010 to an estimated 44 million by 2017.
The largest market is likely to remain automotive: for fleet manage-

SOURCE: “Quadcopter Coaxial—OnyxStar FOX-C8 XT Observer from
AltiGator,” image by ZullyC3P, used in accordance with CC BY-SA 4.0.

ment and monitoring, GPS navigation, and predictive and early
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ily with the landscape and be harder to detect. They will be even

industry will be worth $82 billion globally in 2025 and that civil-

more-formidable allies for law enforcement and security services

ian use will be fueled by advances in power, fuel consumption,

when combined with other technologies, such as video, pattern-

communications, encryption, interoperability, and ease of use, as

recognition software, data analytics, and any variety of sensors that

well as varying new levels of autonomy.42

will fit on the platform. Flown over selected roads in a war zone,
such as the main streets of Kabul, Afghanistan, a drone equipped

Virtual Reality

with this particular array of technologies could detect and track

The blending of real-world activities with the virtual has become

terrorists embedding an improvised explosive device alongside a

more commonplace in cities over the past several years and is likely

road at night for remote detonation when a U.S. military convoy

to continue to shape financial transactions, entertainment, and

passes by in the morning. Other types of drones can already be

social and business relationships.43 Augmented reality games and

used by military forces and intelligence collectors to determine the

social networking virtual worlds, such as Second Life (see Figure 4)

location of enemy movements to gain early warning and tactical

and Twinity, blur the distinctions between real and virtual by

advantage. In turn, however, terrorists can benefit by using drones

incorporating real-world technologies and activities, such as cell

to case an otherwise remote, heavily guarded facility to assess its

phone conversations, advertising, and marketing, as well as the sale

vulnerabilities and to plan for an attack. Security officials need to

of goods (both real and virtual) into a virtual space or game. Police

take all of these potential uses into consideration when considering
force protection and the susceptibility of embassies and government

Figure 4. Second Life (Social Networking/Virtual

facilities to attack—something that has been underscored in recent

Reality)

years by the repeated violations of controlled airspace by drones in
Washington, D.C. Electronic jamming in given areas might be one
simple, low-cost way to defeat the threat.
Rapid advances in UAV technology development, application,
and user innovation are expected to continue over the next five
years and into the foreseeable future. Investments in research and
development by Lockheed Martin, Boeing, Northrop Grumman,
and AeroVironment, along with current military and commercial use, confirm the trend. Privacy concerns continue to mount,
but the Federal Aviation Authority still expects that approximately 7,500 UAVs will be in the air by 2020. The Association for

SOURCE: Image by HyacintheLuynes, used in accordance with CC BY-SA 3.0.
RAND PE181-4

Unmanned Vehicle Systems International predicts that the drone
11

departments, for example, have complained in recent years about

less, is creating a new sociology and is just one more example of an

how disruptive some of these augmented reality games can be when

emerging trend that is dramatically changing how human beings

information from a virtual space is used to locate, track, and attack

interact and use a cityscape.45

or kidnap other participants in the game on the streets of a real
Other Technology Trends to Watch

city.44
Business and intelligence relationships between avatars in a

Combine all of the technologies noted above with an urban envi-

purely virtual space can be beneficial by helping compress the time

ronment that is completely interconnected through a wireless mesh

and space needed to develop a relationship or to close a deal (such

network. Add cognitive computing46 and the arrival of advanced

as recruiting new sources of information or simply meeting with

robotics (and drones)47 armed with sensor platforms for both general

them to collect information). This capability would be especially

surveillance and safety, as well as to facilitate the flow of traffic for

helpful when face-to-face meetings over lunch or dinner are not

people and cars in crowded areas. Add further the spread of do-it-

possible, because one person is in China and the other is in Europe,

yourself 3-D manufacturing,48 which could enable some individuals

or because the military asset or source lives in a hostile or otherwise

to make their own weapons and step off the grid in some areas,

denied area or a war zone, where operations are excessively risky.

along with nanomaterials and synthetic biology, which might eventu-

Meeting with an avatar might also more appropriately fit the per-

ally offer ways to counter biometric identification systems that are

son’s lifestyle, whereas a personal meeting might make him stand

more reliable than those currently available and transform the way

out, because it was something he would not normally do.

we communicate. These innovations and changes are likely to be
gradual and absorbed as they are introduced into the fabric of an

Being able to conduct these types of meetings for business or
other purposes would first require considerable study and knowl-

urban environment. How they will shape behavior and, in turn,

edge of what can be done securely. Everything resides on a server

be shaped or redirected by daily use is uncertain. However, there is

somewhere, but not everything is noticeable, especially if the

little doubt that this is the direction in which our cities—the places

activity fits the behavior of the participants in the game or in that

where most people live, work, and play—are heading. Understand-

particular virtual space, and not everything is stored forever. This

ing more about how these technologies work and where and in

particular combination of technologies in time and space, neverthe-

The U.S. defense intelligence enterprise will need to know much more about these disruptive
combinations of technologies in order to navigate properly within the confines of a city or a
war zone in the future.
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what numbers they are deployed is essential for the warfighter and

Figure 5. Intelligence Collection and

military intelligence collector alike.

Production Cycle

Assessment and Recommendations
Plan

The U.S. defense intelligence enterprise will need to know much
more about these disruptive combinations of technologies in order
to navigate properly within the confines of a city or a war zone in
the future. Its officers will need and will want to know how these

Produce

Prepare

technologies work, where they are deployed, and what they mean
for living and working, transportation, education, health, safety,
and personal relationships. Gaining this type of awareness will
require a focused effort to collect information and learn about
things that officers have not had to pay attention to in the past.
To avoid surprise, they will have to pay particular attention to the

Process

Collect

advantages and disadvantages of some of these inherently disruptive
trends.49

RAND PE181-5

Preparing for these changes and guarding against disruption
and surprise, while at the same time taking advantage of what each

Figure 6. Road Map

new development in commercial technology offers, will require
modifying the way clandestine operations are conducted currently.
As illustrated in the intelligence collection and production cycle in

Collection

Figure 5, the defense intelligence enterprise will need to focus more

Analysis

Awareness

Avoidance

on collecting information about these potentially disruptive ideas,
RAND PE181-6

techniques, and technologies, and it will need to spend more time
and money analyzing what they mean as both a counterintelligence
threat to the way information is obtained and a means to enhance

Collection

collection.

A new collection focus on commercial technologies will be neces-

The following recommendations offer a road map (Figure 6)

sary. It is not currently being done sufficiently or in an organized,

for making these changes.

systematic way that would support either military intelligence
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A dedicated cadre of knowledgeable analysts will be needed to search for, review, and assess
this new stream of collection for early warning of potential threats and for the benefits that
could accrue from an awareness of how these new technologies could be used to enhance
military intelligence operations and protect the warfighter.
operations or the warfighter, let alone other government personnel

Awareness

who travel, live, and work abroad. Some information about how

Focused analytical and forensic assessments of the threats posed

commercial technologies are being used will have to be acquired

by these technologies will provide situational awareness of a given

by clandestine means. The vast majority of information on new

operating environment that can enable the intelligence collector

commercial technologies, however, will be available from open

and soldier to plan more effectively to either avoid the threat or

sources and proprietary data held by businesses and departments

otherwise counter it, if appropriate. Urban operating environments

of the government outside the intelligence community. Once

can be mapped to display the data on each of the technologies

located and acquired, the information could be centralized and

and to more fully present a digital display of the areas where it is

compartmented in a database and made available to military intel-

hardest and, alternatively, safest to operate. This type of digital

ligence analysts and operators, as well as others in the government

“thick mapping”50 could include everything from the locations of

who have a need to know the information’s counterintelligence

web cameras and the ranges they cover to the locations of police

implications.

stations, checkpoints, and enemy sympathizers. Knowledge about
technologies that are harder to map, such as predictive analytics

Analysis

and virtual reality, can be made available on traveler and counter-

A dedicated cadre of knowledgeable analysts will be needed to

intelligence websites.

search for, review, and assess this new stream of collection for early
warning of potential threats and for the benefits that could accrue

Avoidance

from an awareness of how these new technologies could be used

Avoiding the threat is likely to be the most reliable course of action.

to enhance military intelligence operations and protect the war-

Current knowledge of the technologies arrayed within an urban

fighter. This effort will require hiring and training analysts who

environment against the collector, combined with an appreciation

have technical backgrounds but who also understand military intel-

for how those technologies work and how they are used by foreign

ligence and the needs of the warfighter and the defense intelligence

intelligence services and others, will provide a valuable baseline for

enterprise.

planning but is unlikely to ever be current and detailed enough to
14

be reliable for operations. As a result, case officers would be unwise

already reside within the defense intelligence enterprise or the U.S.

to rely on technical countermeasures. Jamming a GPS unit, for

government at large.

example, will always require greater knowledge of the physical
surveillance threat. Likewise, the ability to effectively spoof a bio-

Rapid Technology Transition

metric system will require complete, up-to-the-minute knowledge

Designing a process by which to quickly bring new commercially

of the system in place, how it works, and what upgrades have been

available technologies into the workplace will help avoid the valley

made. Because of these knowledge requirements, few actual coun-

of death so often seen in the private sector, where new inventions

termeasures are likely to be technical; all of them, however, will be

never make it to market despite the need for them and the promise

critical to protecting the collector and the warfighter, who, unlike

they hold. Innovation and change are always difficult. A process

ever before, will need to know this type of counterintelligence

to aid senior managers in the decisionmaking required to bring

information for the detailed operational planning they will need to

new products and technology into the defense intelligence enter-

do long before leaving home.

prise will help. One way to do this is described in Figure 7, which
shows how to combine the processes discussed above to search for

Strategic Technology Search

new technologies, assess them, and then present them to a board

Being aware of technologies on the market and how they can be

of senior decisionmakers (who know their business areas, such as

combined with other products and used in new ways will require

HUMINT [human intelligence], SIGINT [signals intelligence],

a mechanism or series of processes that can systematically search

and logistics), with the aim of quickly getting the new capability

for new technologies and that, in turn, can help analysts forecast

into the hands of the soldier or case officer who needs it. There

trends in technology areas that are most likely to impinge on
analysts’ business areas. Intelligence Advanced Research Projects

Figure 7. Technology Transition Process

Activity’s (IARPA’s) Foresight and Understanding from Scientific
Exposition (FUSE) program51 is an example of how an analysis of

Makers

Users

new patents, scientific articles, and investments can be brought
together to gain insight and to forecast where existing commercial
technologies, such as facial recognition, are heading.52 Other tech-

Collection

Assessment

niques for searching the market could tap into In-Q-Tel’s strategic
investment capabilities in this area and could use outside firms
who specialize in particular technologies, such as communications
• Technology search

or new materials.53 In certain cases, some of this knowledge might
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• Expert working
group
• Senior approval
board

Transfer
•
•
•
•

Money
Pilot projects
Alliances
Organizational
obstacles/culture

A robust, multidisciplinary, and routine dialogue between users and makers is one of the
best ways to ensure that users’ needs are understood clearly and that products are designed
properly and delivered as quickly as possible.
will continue to be a requirement for longer-term research and

understood clearly and that products are designed properly and

development, as well as for fundamental science, but an increas-

delivered as quickly as possible. Too often the absence of this type

ingly large number of defense intelligence needs can be addressed

of dialogue leads to money being spent to produce what is thought

directly by commercial products requiring little or no modification.

to be needed but is not ultimately used. People will generally pay

This process would supplement the military’s existing acquisition

lip service to the need for collaboration and dialogue, but they

efforts and current logistics focus on Silicon Valley and on leverag-

rarely actually do it. Because of this organizational tendency to

ing commercial technologies through the Pentagon’s Better Buying

avoid coordinating and collaborating with others, a formal mecha-

Power 3.0 program.

nism is needed to make that happen. The mechanism can be as

54

In-Q-Tel is yet another resource that can be used to innovate

simple as a regular working-group meeting to gauge progress on a

and solve some of the defense intelligence enterprise’s hardest prob-

given project and to exchange knowledge. Another method is to

lems by making strategic investments in new commercial technolo-

embed referents in the offices that share a mission. Yet another way

gies that offer solutions to pressing, immediate military needs—

is to collapse units working on the same mission under one roof

particularly in instances when these needs do not call for enough

as parts of a center or larger task force. In each case, the aim is to

commercial production to entice or warrant investment by venture

create a shared vision and sense of mission among people who too

capital firms. This type of immediate, strategic investment can be

often regard “the other” as unimportant or outside the scope of

vital when certain components are required for integration into

their work. Organizational arrangements that help dissolve these

larger, short-term development projects. Lighter-weight armor for

barriers and create proximity between users and makers, as well as

protective clothing and vehicles used in war zones is one example

between employees and managers, will enhance production, inno-

of where this resource can come into play as a strategic search and

vation, and performance.

assessment tool.
Conclusion
Engagement Between Users and Makers

In the end, these commercial technologies are primarily about iden-

A robust, multidisciplinary, and routine dialogue between users

tifying and tracking people and patterns of behavior. Their pres-

and makers is one of the best ways to ensure that users’ needs are

ence is greatest in urban environments, which happen to be where
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most military intelligence operations are conducted and where most

can be done, however, does not mean that it will be done in every

future insurgencies and wars are likely to be fought. The combina-

country or every city in the same way. The challenge is to under-

tion of the technical and behavioral is the key to understanding

stand what is possible in each place or each operating environment

these technologies, as is an experience-based approach to analyzing

in advance and to be ready for it—i.e., to see how certain commer-

the scenarios in which each technology can be applied in unique

cial technologies could be used to benefit military intelligence col-

ways, either alone or in tandem with others, as it becomes widely

lection and warfighting and to avoid applications that could disrupt

used in a given place and at a given time. Just because something

or otherwise harm those endeavors.

These commercial technologies are primarily about identifying and tracking people and
patterns of behavior. Their presence is greatest in urban environments, which happen to be
where most military intelligence operations are conducted and where most future insurgencies
and wars are likely to be fought.
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