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he United States’ national security strategy is now significantly—perhaps

dominantly—focused on the challenge of deterrence. From potential Rus-

sian aggression against North Atlantic Treaty Organization (NATO) mem-

bers to Chinese action against Taiwan in the South China Sea to regional
adventurism by North Korea or Iran, the United States confronts a wide variety of
potential major conflicts that it aims to deter. These potential aggressors pose far
greater military threats than did the middle-tier competitors of the 1990s, such as
Iraq, and the growing coordination among these rivals has created the potential for
an unprecedented number of simultaneous deterrence challenges.

In recognition of this growing centrality of deterrence, the 2022 National
Defense Strategy (NDS) advocated a particular theory of success: integrated deter-
rence.! This concept is based on the idea that better coordination and synergy of
U.S. and ally and partner efforts—within the U.S. joint force, across various instru-
ments of power, domains, and theaters, and among partner nations—can achieve
greater deterrent effect than individual capabilities, actions, or policies. The U.S. '
Department of Defense’s public statement on the concept argued that threats of
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aggression are mounting and that business as usual will not
sustain a degrading U.S. deterrent posture.? Bolder action
is required, and integrated deterrence represents one prom-
ising avenue. Space capabilities, activities, and policies are a
key piece of this strategy of integrated deterrence, as illus-
trated by the scenario in the text box.

In this paper, we examine in what ways space capabili-
ties and vulnerabilities shape deterrence outcomes, specifi-
cally those laid out by the concept of integrated deterrence.
The paper is designed as a primer for professionals in the
space community to gain added insight into the role they

Scenario: A Deterrent Crisis in Space

play in this national security objective, as well as the poten-
tial risks to that role.

Deterrence in General: Types and
Requirements

Deterrence is, in one sense, a very simple notion. It involves
making threats and promises to stop another party from
doing something that the deterring party wants to pre-
vent.® These threats could be the failure of the aggressor’s
objectives or retribution against the aggressor. But decades

It is June 2025, and events in Europe have been cascading toward wider conflict. The Ukraine war has reached a de facto stale-
mate at the front line, but both Russia and Ukraine continue to punish each other with long-range strikes by missiles, unmanned
aerial vehicles, and, occasionally, tactical aircraft. Russia has continued to hit civilian and military targets throughout much of
Ukraine, and, in recent months, intensified its attacks on military supply staging points in far western Ukraine, where small num-
bers of NATO personnel had begun to operate as of 2024. In late 2024, partly empowered by some new Western weapons and
permissions, Ukraine’s deep attacks began expanding to encompass dozens of targets right up to the doorstep of Moscow.
Some of these attacks destroyed radars that are believed to be critical to Russia’s nuclear early warning system; others went
after high-level command and control (C2) sites.

Moscow warned Kyiv in March of 2025 that continued attacks on deep military targets would be met with “sudden and devas-
tating retaliation.” At the same time, Russian officials conveyed warnings to U.S. and European defense leaders that they were
prepared to escalate and “raise the risk of catastrophe” if Ukraine’s deep strikes did not return to the pattern that they had fol-
lowed before roughly December 2024, with some long-range attacks but relatively limited in number and few if any threatening
major Russian cities. Leaders in Kyiv, Washington, Paris, and London, supported by roughly a dozen NATO allies, refused.

Although Russian officials had been aware since before the war of U.S. provision of satellite intelligence to Ukraine, including
targeting data, they spent much of late 2024 and early 2025 warning that this was no longer acceptable, when combined with
the new spate of deep strikes. “This has long been an act of war against the Russian Federation,” the Russian defense minister
said in a press conference. “We will not tolerate it for much longer. If necessary, we will wipe space clean of the capabilities for
this aggressive policy.”




U.S. and allied defense establishments consider satellite intelligence absolutely essential for Ukraine’s successful prosecu-

tion of the war: It has allowed Kyiv and the West to anticipate several major Russian moves and, beyond that, to deter several
others by providing warning that allowed movement of forces and direct messaging to Moscow. The result has been an ongoing
lesson in the ways that space capabilities support not only warfighting but also deterrence.

In May 2025, Western intelligence services received credible intelligence that a recent Russian space launch, claimed to be a
weather satellite, had actually represented the deployment of a nuclear warhead on an offensive counter-space platform, as
publicly described by U.S. officials in May 2024.2 If detonated, such a weapon could destroy a significant number of space
platforms in the immediate blast area. If employed in low earth orbit (LEO) in especially dangerous ways, such a weapon could
create a cascade of effects that could render LEO unusable for some time, U.S. officials suggested. U.S. and allied officials
grew concerned that Russia had deployed this weapon as a possible extreme measure to destroy U.S. space-based intelli-
gence assets supporting Ukraine’s war effort.

The United States and numerous allies immediately undertook a focused deterrent effort to prevent Russian use of the weapon.
U.S. officials publicly revealed elements of the intelligence supporting their claim that Russia was planning to place a nuclear
weapon in space. Dozens of countries submitted a renewed version of the 2024 proposed United Nations (UN) Security Council
resolution banning the use of nuclear weapons in space. Washington noted that any such use “would be the gravest assault on
strategic stability since 1945 and would result in immediate and comprehensive actions to neutralize the aggressor’s space-
based capabilities.” Public reports indicated various forms of cost imposition that NATO was considering in the event of a nuclear
detonation. Even without U.S. prompting, China and India—who would themselves be powerfully affected by chaos in LEO—
quietly but urgently weighed in with diplomatic warnings to Moscow. The U.S. President raised the defense readiness condition
(DEFCON) level and ordered several modest but observable movements in the direction of dispersing U.S. nuclear assets.

At the same time, at the urging of Germany, Japan, and several other countries, U.S. and NATO officials held a secret meeting
with Russian counterparts in Turkey. They indicated that they would place new restrictions on Ukrainian use of Western long-
range strike systems, specifically prohibiting their use against early warning radars and C2 or political targets within 50 miles of
Moscow.

The crisis appeared to end in recent weeks when Russian officials repeated earlier claims that they did not possess space-
based nuclear systems and would never use them. They abstained from the new UN Security Council vote, which passed and
made clear the body’s view that the use of nuclear weapons in space would be a violation of international law. Russia’s urgent
warnings about Western intelligence support have largely subsided. But the system deployed in May, which Western intelli-
gence believes to include a nuclear warhead, remains in orbit and could be used for future threats or attacks.

@ Harpley, “DOD Official Confirms Russia Is Developing an ‘Indiscriminate’ Space Nuke.” See also Wood, “Remarks Before the Vote on a Russia-Drafted UN Security
Council Resolution on Outer Space Security.”.




Any strategy of deterrence
reflects interactions of
perceptions, beliefs, and
expectations rather than
objectively measurable
material factors.

of thinking have refined the concept and helped isolate
several specific types and forms of deterrence.

The most important thing to understand about deter-
rence is that the relationship between the deterring party
and the potential aggressor that they aim to deter is a com-
plex dance of mutual perceptions and uncertainty rather
than a deterministic algorithm. It depends most of all on
the perceptions, beliefs, biases, and pressures experienced

Abbreviations

Cc2 command and control
ISR intelligence, surveillance, and reconnaissance
LEO low earth orbit (Ic per RCSM H-12)

NATO North Atlantic Treaty Organization
NDS National Defense Strategy

PNT positioning, navigation, and timing
SATCOM satellite communications
UN United Nations

by the potential aggressor. Deterrence tends to fail when
the aggressor comes to believe that military action is their
only viable option—and convinces themselves that they
have a route to victory, sometimes against all apparent
evidence. As a result, assurance—signaling to a potential
adversary that its security and interests can be preserved
without aggression—is as important as threats in prevent-
ing attacks, at least in some circumstances.

The Essential Purpose and Nature of
Deterrence

Successful deterrence requires a keen understanding of
each party’s perceptions. Any strategy of deterrence reflects
interactions of perceptions, beliefs, and expectations rather
than objectively measurable material factors. Absent a clear
understand of a potential aggressor’s belief, perceptions,
and values, it is much more difficult to develop effective
deterrence strategies.

Such subjective beliefs can override objective mea-
sures of relative military power. Historically, deterrence
has failed in cases when the aggressor was either stronger
or weaker than its target. World War 2 provides two clas-
sic examples. Senior Japanese leaders were well aware that,
if the United States buckled down for a long fight and
brought its full industrial potential to bear, Japan had no
chance of winning the war. Many senior German leaders
thought Hitler’s plan for attacking the West in 1940 would
fail. Both countries attacked anyway, making the choice
based on a complex and dangerous cocktail of extreme
nationalism, fears about a deteriorating strategic situation,
conviction of their superiority in national willpower, and
hope that a bold scheme could win even in a larger con-




text of relative strategic inferiority. This is one reason why
deterrence can be so difficult to sustain in some circum-
stances: When a potential aggressor is strongly motivated
or desperate, they might become effectively undeterrable.
Because deterrence is a matter of perception rather than a
math problem, ensuring its strength is not as easy as turn-
ing up the dial on U.S. or allied capabilities. There is no
linear and predictable relationship between the inputs of a
deterrence relationship (such as signaling and capabilities)
and the outputs (effects on adversary thinking).

Successful deterrence also works best with clear
stakes—a perception that the would-be deterrer is suf-
ficiently invested in the outcome. Deterrence involves a
major threat to dissuade another actor from taking threat-
ening actions. The credibility of this threat relies on the
degree of national interests at stake for the defender: The
bigger the threat to vital interests, the more credible will be
threats of retaliation.

Finally, for deterrence to succeed, it typically has to
include some degree of reassurance—the credible promise
of restraint if the aggressor forgoes their desired objec-
tive. The aggressor has to believe that holding back will be
better than going to war. If they become convinced that the
deterring state is determined to ruin them no matter what
they do, there will be no incentive to avoid war.

Types of Deterrence

Over the years, analysts and practitioners have divided the
broad strategy of deterrence into various typologies. The
“Types of Deterrence” text box describes important types
of deterrence. Four of these are contrasting pairs (general
versus immediate and central versus extended). The other

For deterrence to
succeed, it typically has
to include some degree of
reassurance—the credible
oromise of restraint it the
aggressor forgoes their
desired objective.

four are distinct concepts of or approaches to deterrence
(cross-domain versus tailored and denial versus punish-
ment), which could theoretically be combined with any of
the others. A great power, such as the United States, will
be pursuing all or most of these types of deterrence at the
same time.

It is the way in which deterrence is applied that is
most relevant for integrated deterrence and the support
that space provides to it. Performing tasks relevant to inte-
grated deterrence from the space domain often requires
a tailored approach that takes into account the unique
contributions but also limitations of signaling in the space
domain. Attacks might be partly concealed or nonattribut-
able. An aggressor can take reversible actions as opposed to
irreversible ones. The United States also has more at stake
than others that rely less on capabilities in this domain,
although this dependency gap might be closing.




Types of Deterrence

Distinctions Based on the Time Period Covered by
Deterrent Threats

e General deterrence
- Ongoing, persistent deterrence to preclude a general
category of actions (e.g., the post-World War 2 U.S.
pledge to defend Europe)
* Immediate deterrence
- Urgent, time-limited deterrent efforts during a crisis
or on the brink of war, to dissuade a specific action
(e.9., the 1994 U.S. threat to respond if Iraq invaded
Kuwait)

Distinctions Based on the Geographic Area Covered by
Deterrent Threats

e Central deterrence
- A country’s threats to prevent attacks on itself
(e.g., U.S. threats of nuclear retaliation against Soviet
attack on the U.S. homeland)
e Extended deterrence
- Threats designed to deter attacks against a third
party (e.g., U.S. force posture and public commit-
ments during the Cold War to preclude attacks on
Europe)

Requirements of Deterrence

History suggests that three main factors or categories of
factors give a strong indication of the times when deter-
rence will work and when it will fail. The text box “Vari-
ables Governing the Success of Deterrence” outlines these
categories and provides a set of more specific criteria
within each. In essence, the success of deterrence depends

Distinctions Based on the Nature of the Deterrent Threat

e Deterrence by denial
- Efforts to create conditions in which an aggressor will
fail if it attacks (e.g., NATO building up forces in the
Baltics to make a Russian invasion difficult)
e Deterrence by punishment (or cost imposition)
- Signaling the capacity and intent to hurt an aggressor
who attacks, whether or not they achieve their military
objectives (e.g., nuclear escalatory threats)

Distinctions Based on the Ways in Which Deterrence Is
Applied

e Cross-domain deterrence
- The use of threats in one operational domain to
achieve deterrent effects in another (e.g., threatening
cyberattacks in response to conventional aggression)
e Tailored deterrence
- Developing a deterrent strategy tailored to the unique
political and military characteristics of a specific
aggressor (e.g., U.S. deterrent threats against North
Korea or Iran target that regime weaknesses)

on the mindset of the aggressor (how satisfied, desper-
ate, or bellicose they are); the clarity and specificity of the
deterrer’s threats; and the credibility and power of those
threats. For example, during the Cold War, deterrence in
Europe succeeded in part because Soviet leaders saw no
existential reason to attack NATO, because U.S. extended
deterrence threats (and mutual promises by all NATO
members) were very precise about what they sought to




Variables Governing the Success of Deterrence

Category One: Motivation of the Potential Aggressor

General level of dissatisfaction with the status quo
and determination to create a new strategic situation
Degree of fear that the strategic situation is about to
turn against them in decisive ways

Level of national interest involved in a specific terri-
tory of concern

Urgent sense of desperation to act

Category Two: Clarity and Communication of the
Defender’s Threats

Precision and consistency in communicating the
specific type of aggression the defender seeks to
prevent

Clarity and consistency of the threatened actions
that will be taken in the event of aggression
Forceful communication of those messages to out-
side audiences, especially potential aggressors
Timely response to warnings of aggression with
clarification of interests

Category Three: Credibility and Potency of Defender’s
Threats

Actual and perceived strength of the local military
capability to deny an aggressor’s aims

Degree of automaticity in the defender’s response,
including escalation to higher levels of violence
Actual and perceived credibility of the political com-
mitment to fulfill the threat

Degree of national interests involved in the country
being protected

SOURCE: Adapted from Mazarr et al., What Deters and
Why.

deter, and because the combined effects of NATO nuclear
and conventional deterrents, including their posture and
the doctrines that guided their employment, were powerful
and credible.

The credibility of deterrence threats depends on a
variety of factors. It is, most importantly, a function of the
degree of national interests at stake for the deterrer, and
there might be a limited number of national security chal-
lenges that can be addressed with deterrence strategies.
Indeed, there is a strong case to be made that the propor-
tion of national security challenges subject to deterrence
has been declining, partly because states have recognized
the need to operate in the ambiguous regions below major
war.? The credibility of a threat also depends on how costly
it would be to enforce it, and the aggressor’s perceptions of
those costs. If they believe a defender would pay an enor-
mous and politically challenging price to fulfill a threat, an
aggressor might convince themselves it will not be fulfilled.

Integrated Deterrence

The 2022 NDS delivered a new type of deterrence, or strat-
egy for achieving deterrence outcomes, into the lexicon:
integrated deterrence, which the 2022 U.S. National Security
Strategy defines as “the seamless combination of capabili-
ties to convince potential adversaries that the costs of their
hostile activities outweigh their benefits.” Nearly two years
later, many people inside the U.S. Department of Defense
and in the broader national security community remain
uncertain about the true meaning of integrated deterrence
and continue to have some difficulty connecting their
activities to its requirements.® Nor is it clear that integrated
deterrence is much different from deterrence as classically




Creating synergies among
various domains is one of
the most promising routes
to enhanced deterrent
DOWer.

understood; nations have always brought together multiple
instruments of power to achieve deterrence outcomes.

In fact, integrated deterrence embodies an important
insight about a promising way in which to shore up deter-
rence threats that might be weakening—that is, that creat-
ing synergies among various domains is one of the most
promising routes to enhanced deterrent power. But it also
confronts several powerful challenges and limitations that
must be taken seriously if the concept is to become a truly
useful guide to defense investments.

The 2022 National Security Strategy nominated five
types of integration as part of the overall concept: integra-
tion across domains, theaters, the spectrum of conflict, the
whole of the U.S. government, and with allies and partners.
Official statements seem to emphasize enhanced integration
with allies and partners as the most important of those five,
followed by synergies within the joint force across the spec-
trum of conflict. Cross-theater, cross-domain, and whole-of-
government integration have received much less attention.

U.S. strategy documents suggest that integrated deter-
rence is intended to address threats both of high-end, com-

bined arms warfare and in competition below the threshold
of war. The NDS emphasizes the warfighting challenge,
however, and the associated priority of building combat-
credible military forces.

Integrated deterrence includes tailored deterrence in
that the concept explicitly recognizes that every deterrence
situation is unique, and the United States should design
bespoke integrated deterrence campaigns for distinctive
situations. The concept also stresses the importance of
feedback loops designed to assess whether U.S. deterrence
policies are having their intended effects, by assessing the
perceptions of potential aggressors.

Integrated deterrence returns a dominant emphasis to
the classic objective of post-World War 2 U.S. national secu-
rity strategy: discouraging potential aggressors from launch-
ing wars in regions of critical importance to the United
States. Integrated deterrence is therefore not a new basic
concept, nor does it imply new fundamental requirements
for effective deterrence. It simply emphasizes one specific
route to achieving deterrence effects: gaining improved
deterrent and warfighting capability from improved integra-
tion, especially coordination across services and with allies
and partners. Therefore, the concept does not require sig-
nificant changes to current U.S. defense practices—as in cur-
rent deterrent approaches, the basic goal is to bolster threat
credibility by enhancing warfighting effectiveness, signal
solutions to current operational problems, and demonstrate
the national will to respond as threatened.

The core idea in integrated deterrence is persuasive.
Improved integration within the joint force and between
the United States and U.S. allies and partners represents
a critical avenue to warfighting effectiveness, as well as to
conveying effective geopolitical deterrent signals. But there




are practical barriers to achieving actual deterrent effect
from improved integration, several of which we list here:

o The concept is not clear about the focus of its
intended deterrent effects. In some places, public
documents seem to suggest that integrated deter-
rence aims to deter major war. Other references
include aims of deterring coercion and harassment
activities below the level of war.

o The concept does not have a clear theory that out-
lines the causal mechanisms through which integra-
tion actually achieves deterrent effects.

« RAND fieldwork suggests that many U.S. allies and
partners remain unclear about their roles within the
concept and continue to be frustrated by practical
barriers to integration, such as obstacles to informa-
tion sharing and joint defense production.

o Many institutional barriers obstruct the full
achievement of greater synergies within the joint
force. Services often continue to develop concepts
of operations and warfighting systems in isolation
from one another. These concepts of operation often
rely on the same key vulnerable nodes, resulting in
diminished resiliency.

In sum, integrated deterrence highlights an important
potential avenue to achieving deterrent effects. At a time
when unilateral U.S. power as expressed in traditional
military operational terms is ebbing relative to the pacing
threat, the United States needs new approaches to reaffirm
the credibility of its deterrent threats. Integrated deterrence
points to at least three promising ways of doing this: by
linking threats across government into a holistic package of
deterrent power; by integrating elements of the joint force

more tightly to achieve greater warfighting effect; and by
seeking enhanced political, economic, and military syner-
gies with U.S. allies and partners to complicate adversary
risk calculations. At the same time, there are practical bar-
riers to achieving all of these goals, and it is not clear that
potential adversaries will perceive gains in integration to a
degree that will enhance deterrence. The fact that warfight-
ing capability has improved does not automatically mean
that the strength of deterrence has risen along with it.

Space’s Role in Integrated
Deterrence

Leading aerospace missions, from sensing and reconnais-
sance to targeting to communications, is among the most
essential requirements for credible and effective threats of
military denial and punishment and, thus, any integrated
deterrent approach. The message of integrated deterrence is
that all elements of U.S. national power can play important
roles in deterring conflict—and resilient, effective, credible
aerospace capabilities are arguably the essential enabler for
the other military components to do their job.

This is especially true of U.S. space capabilities. For
more than six decades, the United States has upheld its
dominance in space. The global reach and presence enabled
by on-orbit assets offers indispensable functions to the
joint force in fulfilling many deterrent threats. U.S. adver-
saries have long viewed U.S. capabilities and competitive
advantages in space as critical advantages. The importance
of the space enterprise to integrated deterrence emerges in
a variety of specific capabilities and missions.




The Role of U.S. Civil and Commercial
Space Capabilities in Supporting Integrated
Deterrence

U.S. space capabilities are provided by the U.S. Space Force
as well as other services, civil and commercial space orga-
nizations, the intelligence community, and U.S. allies and
partners. Joint Publication 3-14, Space Operations, lists ten
core roles and missions fulfilled by these U.S. space enter-
prise capabilities. Many of these capabilities directly sup-
port U.S. deterrence goals and policies. The following are
key examples of these roles and missions:

o Offensive and defensive space operations help deter
attacks on U.S. space assets as part of a larger con-
flict by reducing their potential for success and
threatening potent retaliation in kind.

o Positioning, navigation, and timing (PNT) is essen-
tial to all military operations and critically under-
pins deterrent threats.

o Intelligence, surveillance, and reconnaissance (ISR)
provides essential awareness and targeting neces-
sary for national decisionmakers in crises as well as
effective military operations and thus deterrence.

o Satellite communications represent the backbone
of the broader C2 networks on which U.S. military
operations rely.

o Nuclear detonation detection provides essential noti-
fications of events that might trigger retaliation and
can empower deterrence of such events.

o Missile warning underpins deterrent threats by pro-
viding awareness of missile threats, improving the
effectiveness of missile defense, enhancing resilience

of U.S. facilities and systems, and offering warning
essential for retaliation.”

Several overarching functions of U.S. space capabilities
are especially relevant to deterrence. First, the intelligence
provided by space-based capabilities plays a vital role
in supporting deterrence decisions and actions. Since the
advent of the modern U.S. space enterprise in the late 1950s,
space ISR capabilities have played a role in U.S. deterrence
efforts on multiple occasions. With the end of aeronautical
overflight of the Soviet Union following the downing of a
U.S. U-2 spy plane in 1960, reconnaissance satellites, such as
CORONA, GAMBIT, and HEXAGON, provided the only
means of continuous imagery collection behind the Iron
Curtain. Such ISR satellites helped dispel the myth of a “mis-
sile gap” early in the Cold War and verified Soviet compli-
ance with arms control treaties later on.® These capabilities
help the United States meet at least two criteria for deter-
rence laid out previously: offering timely and precise warn-
ings and signaling credible warfighting capabilities.

Second, the ISR, targeting, and C2 functions of space
capabilities are indispensable to effective warfighting
as envisioned by current U.S. concepts and doctrine. U.S.
long-range kill chains are remotely enabled by PNT and ISR
and integrated into the Joint Common Operating Picture
via satellite communications (SATCOM). The credibility of
U.S. deterrent threats therefore hinges decisively on resilient
space operations, tying this capability to the warfighting
effectiveness criteria for deterrence.

The U.S. space architecture contributes to deterrence in
a third, more indirect but very important way: through the
growing entanglement of operational military space capa-
bilities with both civilian and allied and partner space
assets. Multinational operations, such as the U.S. Space
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Command-led Operation Olympic Defender, improve mis-
sion assurance, enhance collective resilience, and create

opportunities for access and placement in the space domain.

Policy-focused endeavors, such as the ten-nation Combined
Space Operations Initiative, create venues for develop-

ing mutually supporting policy and conveying resolve to
potential adversaries. Beyond those direct contributions to
capabilities, to the extent that the United States can develop
shared elements of the space enterprise, a prospective
aggressor hoping to disrupt U.S. space capabilities would
have to go after other countries’ assets as well—and thus
take a larger risk. An aggressor would also have to contend
with the possibility of unintended collateral damage, not
only to uninvolved third parties but also potentially to its
own space assets. These international linkages with the U.S.
space enterprise will reduce an aggressor’s capacity to limit
a conflict when it is at war with the United States, at least

if it is intent on degrading U.S. space capabilities, because
aggressive moves tend to cascade into damage that affects—
and thus generates resistance from—many countries.

In sum, then, the U.S. government space enterprise
participates in deterrence in multiple ways. These con-
nections underwrite at least three of the 12 variables that
determine the effectiveness of deterrence: Timely response
to warning, actual and perceived strength of the local mili-
tary capability, and the degree of automaticity involved
in the U.S. response. At the same time, it is important to
keep in mind that space capabilities—and U.S. warfighting
capabilities more broadly—cannot reliably affect several
other critical components of effective deterrence. They
cannot shape the aggressor’s perceptions about the wider
geopolitical situation. Nor can they guarantee a belief in
U.S. political will or indicate the national interests it has

at stake in a deterrent threat. This emphasizes again that
U.S. military capabilities, including the space enterprise,
play an important role in the incredibly complex process of
generating deterrent effects—but they cannot assure that
outcome on their own.

U.S. Civil and Commercial Space
Capabilities

From the very beginning, space has been a fused civil-
military endeavor. In the United States, the National Aero-
nautics and Space Administration (NASA) was formed to
pursue the space domain for scientific research while the
services did so for military applications. But efforts toward

U.S. military capabilities,
including the space
enterprise, play an
important role in the
iIncredibly complex
process of generating
deterrent effects—but
they cannot assure that
outcome on their own.
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one end invariably contributed to the other, with early
NASA launch tests occurring from military installations
atop modified ballistic missiles. Certain mission sets may
be split between the two halves, including meteorology.
In other cases, assets intended for military applications
can later be broadened to enhance civil society—as in the
case of the Global Positioning System (GPS), whose timing
signals undergird electronic transactions in the financial
sector, powerplant operations, and cellular networks.
Increasingly, the U.S. space architecture relies not only
on government assets but also on the growing array of
commercial space capabilities. As shown by Ukraine’s reli-
ance on SpaceX’s Starlink constellation for jam-resistant
C2 and commercial remote sensing satellites for ISR of
the Ukrainian battlefield in the war with Russia, the com-
mercial space industry is playing an ever more important
role in the suite of national space assets. Understanding
how the U.S. commercial space architecture relates to U.S.

Understanding how the
U.S. commercial space
architecture relates to

U.S. geopolitical and
military goals is thus an
important consideration for
deterrence.

geopolitical and military goals is thus an important consid-
eration for deterrence.’

Although space was once the exclusive realm of govern-
ments and quasi-governmental organizations, commercial
entities now own and operate the majority of active satellites
in orbit. Commercial imagery from U.S. companies, such as
Maxar, provide unique opportunities for information shar-
ing with allies and partners not possible using national tech-
nical means. Commercial SATCOM from Iridium, Viasat,
Inmarsat, and others helps disperse C2 through many paral-
lel networks, reinforcing deterrence by denial. SpaceX and
Blue Origin’s achievements in advancing launch tempo by
emphasizing reusability send a clear message to adversaries
regarding the U.S. military’s unique ability for reconstituting
on-orbit assets through responsive space launch.

These commercial space capabilities have a growing
role in deterrence. The release of Maxar satellite imag-
ery of the Russian build-up of its forces in advance of
their invasion of Ukraine coincided with the disclosure
of declassified U.S. intelligence of Russia’s intent to carry
through with its invasion threats. Some Biden administra-
tion officials claimed that, although the disclosures did not
ultimately deter the invasion, they did delay the invasion by
several weeks, buying U.S. and allied forces precious time
to coordinate and deploy.!

Beyond commercial satellite capabilities, international
civil collaboration in space exploration and science is also
growing. An important recent example is the Artemis
Accords, whereby the United States has partnered with
many leading actors in civil space, including Australia,
Canada, Italy, and Japan. Such civil space collaboration is
empowering a variety of space exploration activities and
building multilateral interests in a stable space environ-




ment. Taken together, such activities have the potential
to both improve resilience in various space functions and
intensify multilateral ties in space capabilities, both of
which can contribute to deterrence.

Sources of Deterrence Failure from
Space

Although there are many ways in which space capabilities,
actions, and policies can support integrated deterrence, it is
important to understand how deterrence fails and how this
is relevant for the space enterprise. The potential for deter-
rence failure in relation to the space enterprise takes several
forms. Here the analysis unavoidably blurs the two kinds of
deterrence associated with this issue: space’s cross-domain
role in deterring other attacks (nuclear and conventional)
and the challenge of deterring attacks on U.S. space assets.
It is through attacks on U.S. satellites or ground control
stations that space’s role in deterrence would be compro-
mised. If an aggressor believes that it can disrupt or destroy
U.S. space capabilities, it will be far less deterred by the
over-the-horizon warfighting advantages that such capa-
bilities enable. When we are talking about risks and threats
to space’s role in U.S. deterrence policies, we are therefore
speaking of the vulnerabilities of the space enterprise.!!
There are barriers to effective deterrence that apply
specifically to the problem of dissuading attacks on the
space architecture itself. Deterring attacks on space assets
involves both resilience and (potentially) retaliation—the
resilience of space assets can be enhanced by providing
for active and passive defenses, for example—and threats
of retaliation in space or other domains can reduce the
likelihood that an adversary will view strikes in space as

f an aggressor believes
that it can disrupt or
destroy U.S. space
capabilities, it will be far
less deterred by the over-
the-horizon warfighting
advantages that such
capabilities enable.

cost-free. For example, proliferation and diversification of
key space-enabled capabilities could also deter aggression
toward space assets by raising the bar for success. Con-
versely, building redundancy in systems to reduce their
dependence on space, such as missile guidance systems that
include inertial navigation in addition to GPS tracking,
reduces the value of denying GPS signals.

The incredible complexity of the links between
ground-based control and communication nodes and their
space-based sensors and assets creates other vulnerabili-
ties. Terrestrial facilities might be subject to cyberattacks
designed to disrupt their operations or to discover ways of
introducing malware into the space-based platforms. The
electromagnetic spectrum around these links is potentially
brittle and subject to various forms of disruption.
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Both China and Russia
view U.S. space
capabilities as a source of
asymmetric vulnerability.

Enhancing the resilience of space-based assets and
deterring attacks on them in crisis or war are thus com-
plex to achieve in practice. Conveying resilience runs into
a potential conceal/reveal dynamic: In publicly revealing
steps a state might be taking to bolster resilience, the state
might provide a rival with ideas for how to defeat those
measures. Moreover, defense against many counterspace
threats is not straightforward; in some cases, it might
involve a trade-off with operational effectiveness, and, in
general, the void of space is an extremely difficult environ-
ment in which to defend assets.

The basis for deterrence failure lies partly in the per-
ceptions and doctrines of U.S. rivals. Both China and
Russia view U.S. space capabilities as a source of asym-
metric vulnerability.!? In a crisis or war, either or both
could see disruptive or destructive attacks on the U.S. space
enterprise as a route to operational advantage, even if the
United States retaliated in kind. This vulnerability gap
means that U.S. rivals will have less to lose in an exchange
in space, and thus might not be deterred by U.S. threats
of proportional retaliation.!® This is particularly true of
Russia, which, despite some success in recent years recon-
stituting its space architecture, nevertheless wields a vastly

reduced space presence since its highs at the end of the
Soviet Union.

Another challenge to deterrence in the space domain
is that some forms of disruption can be temporary and
reversible, and most of them will not cause human casual-
ties. Effective deterrence through punishment depends on
making a credible threat of immediate response and retalia-
tion for an attack. The less absolute and decisive an attack is,
the harder it is to generate such a credible and unambiguous
threat in response. It would be perfectly believable for the
United States to promise major punishment for a large-scale
anti-satellite weapon attack on U.S. space assets. It is harder
to threaten retaliation for an adversary jamming or dazzling
a satellite for a few hours during a critical moment in a crisis
or war. Cyberattacks are one form of reversible disruption:
They can be difficult to attribute, at least in the first hours
or even days. They can also be camouflaged: When a space
asset first behaves anomalously, it might not be immediately
obvious that a cyberattack is the reason. Some cyber intru-
sions can be reversible, raising again the issue of deterring
noncatastrophic attacks. Deterring cyber disruption of space
capabilities can, therefore, be very difficult.

In some cases, ambiguities in attributing an attack
to a specific actor might complicate the deterrence chal-
lenge. Attribution is critical to deterrent retaliation. The
attribution challenge for attacks on space assets stems
partly from the fact that U.S. officials might have difficulty
distinguishing natural from intentional events, and they
might lack detailed information on the source of disrup-
tive activities.!* An aggressor could take advantage of these
ambiguities to launch attacks disguised as accidents. Sev-
eral specific offices and functions—notably, the Combined
Space Operations Center, Commercial Integration Cell,
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and National Space Defense Center—all play vital roles in
quickly assessing the character of an anomaly, attributing
the source, and collectively messaging to internal U.S. gov-
ernment, domestic, and international audiences about the
nature of the event or threat.

Conclusion: Space’s Role in
Deterrence

Practitioners in the U.S. space enterprise can ground their
thinking about their role in larger U.S. national security
priorities of deterrence in two basic facts. First, major U.S.
deterrence objectives have become more challenging, both
because of shifts in the strategic context and because of
improved capabilities and more-aggressive ambitions from
U.S. rivals. Second, the U.S. space enterprise—as a criti-
cal component of broader aerospace capabilities—plays a
critical role in any comprehensive approach, integrated or
otherwise, to deterrence.

What space practitioners also need to keep in mind,
however, are the inherent challenges of deterrence dis-
cussed above. It is not a simple functional relationship;
capability inputs do not necessarily produce proportional
deterrence outputs. U.S. military capabilities, no matter
how potent, cannot guarantee effective deterrence on their
own: The contributions of the space component are critical,

but the overall success or failure of deterrence hinges on
factors that are extremely difficult to manage. Reassurance
often plays as large a role in preventing aggression as do
threats. Deterrence typically fails not because of windows
of opportunity characterized by differential capabilities
but because a nation comes to believe that starting a war

is the only route available to safeguard or advance critical
national interests. Every deterrence relationship is a game
of signaling and perceptions, inherently subject to errors,
biases, and misperceptions. Finally, in terms of mindsets,
space has its deterrent effects in concert with other capabil-
ities, demanding integration with them not only in policy
but in thinking.

For these reasons, the practitioners of the U.S. space
enterprise need not judge the value of specific investments
primarily by their deterrent effects. The primary objectives
of U.S. space policies and strategies, from direct support
to intelligence and warfighting functions to integration
with partners and allies to promoting norms promoting
peaceful behavior in space, will naturally contribute to
deterrence—but in ways that will be difficult to measure
precisely. The value of investments can be judged by their
measurable contribution to their direct purpose (for exam-
ple, improvements in ISR or in resilient C2), confident that
such measures will also capture an important component
of their contribution to deterrence.
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APPENDIX

Deterrence, Integrated Deterrence,
and U.S. Defense Strategy: A
Taxonomy of Relevant Terms

Assurance: Providing guarantees to another state
that its interests and security will be safeguarded if
it takes—or refrains from—certain actions.
Coercion: Making another actor do something
through force or threats.

Compellence: Taking or threatening actions to
coerce another state into changing its behavior.
Distinct from deterrence in that it involves actual
or threatened imposition of costs to cause behavior
change rather than threatened imposition of costs to
prevent behavior.

Cost imposition: One meaning of this term refers

to defense investments designed to force a rival to
spend significant resources countering a friendly
capability—and to spend far more on countering

it than the United States spends on the capability.
In this sense, the investment “imposes costs” on
the rival. The term is also often used as a synonym
for the punishment component of deterrence—
imposing costs on or punishing an aggressor, on or
off the battlefield.

Cross-domain deterrence: Achieving deterrent effect
by linking threats and capabilities across warfight-
ing domains.

Denial: A deterrence strategy of building capabili-
ties that cause a potential aggressor to doubt their
ability to achieve their goals—denying them the
objectives of their aggression. If strong enough,

denial approaches can deter by making aggression
appear pointless.

Deterrence: Investments, policies, and threats
designed to prevent aggressive actions by raising
their expected costs and/or reducing their potential
for success. Direct or central deterrence involves a
state deterring attacks against its homeland or its
own military assets; extended deterrence is the pre-
vention of attacks on a third party.

Integrated deterrence: A defense strategy designed
to achieve deterrence by exploiting synergies among
joint warfighting capabilities; whole-of-government
actions; and U.S. and allied investments, capabili-
ties, and signaling efforts.

Punishment: A deterrence strategy of threatening
to inflict losses against an aggressor locally and/

or more broadly. If significant enough, such pros-
pects would make aggression appear too costly to
contemplate.

Stability: In deterrence, this term refers to the
degree of equilibrium in a strategic relationship,
especially with respect to perceptions of advan-
tage for attacking first in a crisis. A balance in
which both sides see little value to striking first is
considered stable. One in which one or both sides
believes that whoever attacks first will gain a critical
advantage—and thus perceives strong pressures to
strike first—is described as unstable.

Tailored deterrence: Designing different deter-

rent approaches for specific situations—individual
aggressors, contingencies, and geopolitical
contexts—to enhance their effectiveness.
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