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About This Paper

In this paper, we assess current knowledge about the link between biological data and the
capabilities of artificial intelligence models trained on large volumes of biological data (AI-bio models),
describe the anticipated impacts of new biological data sources, and outline potentially dangerous
capabilities that could come from broad availability of certain types of biological data. We then
recommend strategies to limit the potentially dangerous capabilities arising from biological data,
including options for governance of experiments and data creation, governance of curation and
aggregations of data, controls on access to collections of data, and governance of the use of data for
model training.

The audience for this paper includes Al safety and security institutes in the United States and
abroad, developers of AI models, organizations that compile and manage large biological datasets
(particularly those available publicly that may be used to train AI models), and policymakers
interested in biosecurity.
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Summary

Modern artificial intelligence (AI) models trained on large volumes of biological data (AI-bio
models) exhibit striking new capabilities, including prediction of protein folding and binding behavior,
sequence generation, and prediction of higher-order functional properties. There is a recent trend of
capability improvement that is also likely to continue. Decreasing costs of genomic sequencing and
ongoing efforts to expand environmental biosurveillance could dramatically expand the amount of
biological data that are used to train advanced Al models. Similarly, decreasing costs of computational
resources, new Al model architectures, and new model training algorithms could permit AI models to
be trained on much larger datasets.

Al-bio models could have many positive impacts on scientific research and health, including
assisting in discovery of new therapeutics or predicting complex molecular folding and binding
behavior in support of basic scientific research goals. But some Al-bio models may be dual use,
providing both beneficial and potentially dangerous capabilities. Potentially dangerous capabilities
include the abilities to design toxins, modify existing pathogens for increased virulence, or de novo
design a virus, as explored in a recent report from the National Academies of Sciences, Engineering,
and Medicine (2025a). A nefarious actor with access to a frontier AI-bio model might be able to use it
to design a pathogen with harmful phenotypic characteristics that enhance transmissibility.'

Researchers have assessed the current generation of AI-bio models for dangerous capabilities and
provided recommendations that may prevent Al-bio models from being used for malign purposes. But
model capabilities are closely linked to the data used to train them, and much less attention has been
devoted to the relationship between dangerous capabilities and biological training data. The data that
are included (or excluded) in model training heavily influences the models’ capabilities and
limitations. Training on diverse biological datasets—sequence, structure, and functional data, such as
viral genomes or protein three-dimensional (3D) structures—can expand a model’s biological
capabilities, whereas missing or incomplete data can create blind spots. Governance of data used to
train Al-bio models could be a useful way to allow beneficial scientific research while safeguarding
against potentially dangerous capabilities. Potentially dangerous capabilities include the ability to
design toxins, modify existing pathogens for increased virulence, or de novo design a virus,

In this paper, we assess current knowledge about the link between biological data and AI-bio
model capabilities, describe the anticipated impacts of new biological data sources, and outline
potentially dangerous capabilities that could come from broad availability of certain types of biological
data. We then recommend strategies to limit the potentially dangerous capabilities arising from
biological data, including options for governance of experiments and data creation, governance of

L A frontier Al-bio model is a state-of-the-art foundational and general purpose model, as opposed to a model narrowly tuned to
accomplish a particular task like sequence alignment.
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curation and aggregations of data, controls on access to collections of data, and governance of the use

of data for model training.

The audience for this paper includes Al safety and security institutes in the United States and

abroad, developers of AI models, organizations that compile and manage large biological datasets

(particularly those available publicly that may be used to train AI models), and policymakers

interested in biosecurity.

Key Recommendations

1. Al model developers should explore and characterize the relationship between training data

quantity and type and model capabilities. Potential implementation measures include

a.

producing better performance metrics and benchmarks for dangerous capabilities to help
measure the evolution of AI-bio model capabilities

validating links between biological data type and volume and dangerous capabilities to
predict future trends in capabilities

conducting tests to determine how restricting subsets of training data affects model
capabilities, including beneficial and concerning or potentially dangerous capabilities
considering the effects of large-scale data collection from new metagenomic biosurveillance
programs and potential data aggregation solutions and access controls for these programs.

2. Al'model developers should consider implementing data-focused mitigations as part of a

portfolio of approaches to reduce the potential misuse of Al-enabled biology. Potential

implementation measures include

a.

monitoring collection and aggregation of pathogen sequence, structure, and functional
data to provide situational awareness about the volume and type of data that could be used
to train dual-use AI-bio models

monitoring data sources used to train general-purpose and dedicated models that can
predict or design functional properties related to pathogenicity (e.g., activity, binding).

3. Policymakers should develop usage guidelines for any person or entity that uses U.S.

government—funded biological datasets that could be used to train AI models. Potential

implementation measures include

a.

evaluating the costs and benefits of implementing measures to control the use of federally
funded data and ensuring their security and integrity

advising the researchers using federally funded data to train AI models about usage
guidelines for the capabilities of the resultant AI models, including advice on avoiding
dual-use capabilities and avoiding creating the potential for misuse by training models on
pathogen data

considering developing guidance for federal agencies to implement stewardship of
biological datasets that protects the use and quality of those datasets with regard to Al
training.



4. Al developers and policymakers should conduct a capability assessment when collecting and
aggregating pathogen data and when training models on pathogen data. This capability
assessment could include predicted model capabilities and an assessment of the consequences
of making functional pathogen data public and widely available. Potential implementation
measures include

a. developing guidelines for access control measures for future concerning or potentially
dangerous datasets; these guidelines could include reviews of plans for any AI model
training prior to access

b. conducting risk assessments when collecting and aggregating pathogen data or when using
those data to train Al models, including the degree to which such datasets or aggregations
may already have been mirrored in repositories that are outside direct control, and
monitoring data sources that can predict or design properties related to pathogenicity.
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Chapter1

Introduction

Artificial intelligence (AI) models are being trained on large-scale biological data, including
sequences, structure, and annotations, most of which are derived from physical experiments. An Al-
bio model is an Al model that has a specific purpose in the biological sciences and that has been trained
on biological data.> Examples of models trained by large-scale biological data include AlphaFold,
ESM-2, Evo, and ProGen2, as described in a March 2025 National Academies of Sciences,
Engineering, and Medicine (NASEM) report (2025a). Data sources used to train these AI-bio models
include the National Center for Biotechnology Information (NCBI)'s (undated) GenBank, the
Protein Data Bank (PDB) (Sussman et al., 1998), and the Swiss Bioinformatics Resource Portal
Expasy (Gasteiger et al,, 2003), and many others that span sequences, structures, and functional data
(NASEM, 2025a). There has been major growth in biological data over the past few decades, and the
growth rate remains rapid (Goh and Wong, 2020). A broad range of publicly available data and
private data are used for model training. This includes pathogen databases, data on toxins, and other
data on potentially concerning or dangerous organisms or biological materials. For the purposes of this
work, we consider concerning or dangerous organisms or materials to be controlled pathogens (e.g.,
pathogens whose possession is controlled by the Federal Select Agent Program or by export controls)
and new or engineered “transmissible biological agents with epidemic or pandemic potential”
(NASEM, 20253, p. 2).

The current cohort of Al-bio models, beginning with AlphaFold in 2018 (Shi, 2024), has
demonstrated excellent performance at such tasks as protein folding and structure prediction (for
example, in 2018 and 2020, AlphaFold won the Critical Assessment of protein Structure Prediction
[CASP], an international protein-folding prediction competition, and in 2022 the majority of entrants
used AlphaFold [Jumper et al., 2021; Callaway, 2023]). Models can also design and predict sequences,
mutational functions, and binding relationships. It could be the case that smaller models trained with
less compute can display capabilities that are more concerning than those of larger models. In

% The U.S. government provides the following relevant definitions in Executive Order (EO) 14110:

“[A]rtificial intelligence” or “AI” has the meaning set forth in 15 U.S.C. 9401(3): a machine-based system
that can, for a given set of human-defined objectives, make predictions, recommendations, or decisions
influencing real or virtual environments. Artificial intelligence systems use machine- and human-based inputs
to perceive real and virtual environments; abstract such perceptions into models through analysis in an
automated manner; and use model inference to formulate options for information or action” (EO 14110,
2023, Section 3).

“Al model” means a component of an information system that implements Al technology and uses
computational, statistical, or machine-learning techniques to produce outputs from a given set of inputs (EO
14110, 2023, Section 3).



particular, this could be the case if the smaller models are given specific training, including access to
training data directly related to dual-use capabilities.

Model capabilities are primarily measured through performance on benchmarks and evaluations,
such as CASP (Kryshtafovych et al., 2023) (for protein folding), BioLP-bench (Ivanov, 2024) (for
biological protocol generation), LAB-bench (Laurent et al., 2024) (for practical scientific knowledge),
or GUANIRE (Robson and Ioannidis, 2024) (for functional prediction from sequence data).?
Accuracy compared with known data or experimental standards, lack of hallucinations and errors,
efficiency, and specificity are components of model performance on these evaluations.

Increasing the quantity of training data used by Al-bio models is likely to improve the capabilities
of these models, but the relationship between amount or type of training data and capability
development is not well understood. We do not currently have evidence demonstrating how biological
models’ performance improves with increased training data. Instead of strictly focusing on training
data quantity, training data diversity may also contribute to the capabilities of AI-bio models. As a
result of shotgun sequencing and other massively parallel techniques that speed the process of
sequencing large quantities of nucleic acids (Satam et al., 2023), sequence data are growing more
rapidly than structure or annotation data. Annotation data, separate from sequence data, include
information about the molecular properties, transcriptomic properties, and epigenomic properties of a
given sequence or structure. These properties can include functional information, such as expression
and activity data for a particular sequence. However, the majority of the applications of AI-bio models
involve predicting structure and function (as a component of annotation), meaning that additional
sequence data may not directly correlate to additional functionality for Al-bio models.

In this paper, we assess current knowledge about the link between biological data and AI-bio
model capabilities, describe the anticipated impacts of new sources of biological data, and outline
dangerous Al model capabilities that could arise from broad availability of certain types of biological
data. We recommend strategies to limit the potentially dangerous capabilities arising from biological
data, including options for governance of experiments and data creation, governance of curation and
aggregations of data, controls on access to collections of data, and governance of the use of data for
model training. This paper does not identify specific types of pathogen data that should be restricted,
nor does it develop quantitative relationships between types and quantities of training data and model
capabilities.

Dangerous Capabilities Made Possible by Al-Enabled Biology

Al-bio models enable people with biological expertise and education to perform biological
prediction and design tasks more quickly and efficiently, and they could allow people with little or no
biological education to perform biological analysis and modeling that would otherwise likely require
greater expertise (Pannu et al., 2024; Bloomfield et al., 2024). AI-bio models have greatly improved
the state of protein folding and structure prediction abilities since the development of AlphaFold, a
program that enables the in silico design of proteins and peptides with desired structural or sequence

3 BioLP-bench = Biological Lab Protocol benchmark; LAB-bench = Language Agent Biology Benchmark; GUANInE =
Genome Understanding and ANnotation in silico Evaluation.



characteristics (Jumper et al., 2021; European Molecular Biology Laboratory—European
Bioinformatics Institute [EMBL-EBI], 2025). The improvement in Al bio tool capabilities has been
hypothesized to enable the design of novel or enhanced pathogens, biotoxins, and other potentially
dangerous biological materials (Hunter, 2024). The use of Al-bio models to perform phenotypic
prediction from a sequence can allow for the efficient design of biological materials that possess a
certain phenotype, enabling the design of molecules that evade immune or antibiotic binding, or have
predicted binding capabilities (Lu et al., 2023; Sandbrink et al., 2023; Abramson et al., 2024). AI-bio
models have substantial and exciting beneficial uses, such as in drug discovery or basic research, but
their potential for harm should not go unexplored (Wheeler, 2025).

In this paper, we provide capability assessment guidance. This guidance is intended to be applied
to types of biological data that could be used to train dual-use AI-bio models. This work draws on the
authors’ experience and expertise in biology, biotechnology, and governance of dual-use research. In
addition, we conducted a review of relevant research and gray literature (including think tank and
industry reports, commentaries, or recommendations) related to Al-enabled biology, biological data,
and governance of data.

We focus on providing options and recommendations on governance of biological data used to
train Al-bio models to prevent deliberate misuse of AI-bio models in the design of biological weapons.
In this paper, we do not consider ways that AI-bio models could be used to assist developers of
bioweapons across the bioweapon development process, including in stages earlier than the design of a
weapon (such as experimentation around both the development and inclusion of functional
capabilities in a non-weaponized biological construct) (Mouton, Lucas, and Guest, 2023).



Chapter 2

Biological Data and Al-Bio Models

There are many ways to categorize biological data (Wooley and Lin, 2005), and several are
relevant to our purposes. We have chosen to use three simple categories (sequence, structure, and
functional data) that we feel best reflect how data are used to train AI models and how that relates to
the biological capabilities of these models, especially those models that are related to pathogens. Table
2.1 describes common sources of sequence, structure, and functional data used to train AI-bio models.
Many of these data sources are public and growing, thereby providing additional training data for Al-
bio models.

Model capabilities are understood to increase as the quantity of training data increases, but the
relationship is not directly linear, and this is thought to hold true for both beneficial model capabilities
and dangerous capabilities (Maug, O’Gara, and Besiroglu, 2024). It would be useful to be able to
predict how the capabilities of Al models will change over time. For large language models, which are
trained on data that are not exclusively biological data and have more general functionality to respond
to natural-language queries and generate text or images, we can observe and characterize relationships
between model performance on a given task; amount of compute used for training; and the type,
quality, and volume of data used to train it. High-level relationships have been observed in this way for
large language models and are often referred to as “scaling laws” (Kaplan et al., 2020). For language
models, increasing training compute, data volume, and model size generally improves performance.
There is early evidence showing that some biological models’ performances improve with increased
training compute (Workman, 2024) and model size (Hesslow, 2022). As of the time of writing, there
is no evidence demonstrating how biological models’ performances improve with increased training
data. If one observes that biological models’ performances do scale with increased training data or that
training data volume becomes a limiting factor when scaling compute or model size, then interventions
focused on the generation, availability, or use of data may influence model development.



Table 2.1. Common Biological Datasets and Their Development, by Data Type

Number of
Entries (As of Annual
February Growth Rate Method of Data

Data Type Example Datasets 2025) (As of 2025) Generation Accessibility
DNA Genbank, NCBI, USA (NCBI, 3.4 billion 31.3% DNA sequencing Public
sequence undated), est. 1982 sequences

European Nucleotide 5 billion 23% DNA sequencing Public

Archive, Europe ( European sequences
Nucleotide Archive,
undated), est. 1982

DNA Data Bank of Japan, 193 trillion 9.3% DNA sequencing Public
Japan (Bioinformation and  sequences

DNA Data Bank of Japan

Center, undated), est. 1986

Protein UniProtKB, UniProt 252 million 6.7% Inferred from known Public
sequence Consortium (Protein DNA/RNA sequences
Information Resource;
Swiss Institute of
Bioinformatics; EMBL-EBI)
(UniProt, 2022), established

2003
Protein PDB, Worldwide (Research 213,000 6.5% Experimentally Public
structure Collaboratory for Structural derived (X-ray,
Bioinformatics, undated), nuclear magnetic
est. 1971 resonance [NMR],
electron microscopy
[EM])
AlphaFold database, Unpublished Unpublished Predicted by Al model Proprietary
Google DeepMind
(Manfredi et al., 2024), est.
2021
Function KEGG pathway database, = More than 55 5-7% Genome sequencing; Public
University of Kyoto ( Kyoto  million experimentation
Encyclopedia of Genes and annotated
Genomes, undated), est. pathways
1995

NOTE: DNA = deoxyribonucleic acid; RNA = ribonucleic acid.

Table 2.2 describes some of the largest AI-bio models, their training data, and their current
capabilities (Maug, O’'Gara, and Besiroglu, 2024). Both the quantity and the diversity of training data
provided to a model could be important to the model’s ability to develop concerning capabilities,
meaning capabilities that are potentially dangerous, such as designing a virus with enhanced
transmissibility. For models that already present concerning capabilities, monitoring the growth and
availability of their already large sets of available training data, as well as the diversity of training data
with which the model has been provided, could provide an initial indication of how the potential for



model misuse is increasing: In the absence of additional controls, the more dangerous a model’s

capabilities, the greater the potential for misuse.

Table 2.2. Characteristics of Biological Al Models Trained on Large Datasets

Parameters, Future Capabilities of
Model (Year Compute, Datasets Used for Current Similarly Functional
Published) Function Architecture Training Capabilities Models
ESM3 by General-purpose 98 billion Proprietary dataset Design proteins  Design proteins and
Evolutionary- sequence- parameters;  of 2 billion entries, and peptides with peptides with
Scale (2024) structure- 75 billion including protein enhanced selected functionality
function model  FLOP; sequence, protein  functionality and particular
transformer  structure, genotype distance
functional (e.g., sequences
annotations unlike particular
controlled organisms)
CalLM by General-purpose 86 million 9 million Classify codon Generate codon and
Oxford codon sequence parameters; nonredundant and and amino acid amino acid sequences
(2024) model 2.90e+19 diverse cDNA sequences by with predicted
FLOP; sequences from species, and map properties
language the European back and forth
model Nucleotide Archive
AlphaFold3  Protein structure 93 million 500,000 Design proteins  Design proteins and
by DeepMind prediction parameters; sequences, PDB and peptides with peptides with
(2024) unknown structures, protein enhanced selected functionality
training sequences and functionality and particular
compute; protein sequence genotype distance
pairformer annotations from (e.g., sequences
and diffusion UniProt, and unlike particular
module metagenomics controlled organisms)
data from MGnify
BaseFold by Protein structure Unknown 1.01 billion genomic Perform 3D Extend current
Basecamp prediction and parameters, and protein structure capabilities to any
Research ligand docking  training sequences prediction and protein and to
(2024) (binding compute, generated from molecule docking arbitrary docking
prediction) architecture  environmental for large and targets

metagenomic

sampling and from
the collection of

geological,

geographic, and
chemical metadata
at sampling sites in

23 nations

complex proteins



Parameters, Future Capabilities of

Model (Year Compute, Datasets Used for Current Similarly Functional
Published) Function Architecture Training Capabilities Models
UniRep by Protein stability 1900-hidden- 24 million Predict the Expansion to
Harvard prediction unit UniRef50 primary  stability of natural predicting the
(2019) multiplicative amino-acid proteins and de  function of arbitrary
long short sequences novo—designed  proteins and
term memory proteins, and designed sequences;
(MLSTM), a predict the predict the functional
type of function of effects of chimeric
neural mutants sequences
network

architecture

AlphaProteo Drug design Unknown 100 million Design and Expansion of the

by DeepMind focusing on parameters, synthetic protein generate proteins target space to

(2024) target binding training structure data from that bind include arbitrary small
compute, AlphaFold3 specified targets molecules or peptides

architecture

SOURCES: Features information from Manfredi et al., 2024; Outeiral and Deane, 2024; Shi, 2024; Munsamy,
Bohnuud, and Lorenz, 2024; Alley et al., 2019; and Zambaldi et al., 2024.

NOTE: Model function, parameters, compute architecture, and datasets used for training are derived from the
respective sources; current capabilities are our summaries of publications associated with these models, and future
capabilities are predictions for the near-term (next five years) based on our summaries and interpretations of the
publications associated with these models. These are predictions of the future capabilities of similar functional
categories of models if model design and capabilities progress toward the goals outlined by their developers. cDNA =
complementary DNA; CalLM = Codon adaptation Language Model; FLOP = floating point operations per second;
MLSTM = multiplicative long short term memory.

Several AI models exemplify how including or omitting certain biological datasets affect

capabilities:
e AlphaFold, AlphaFold2, and AlphaFold3 (protein structure prediction):

—  Structural data: AlphaFold2 was trained on tens of thousands of known protein
structures, as well as evolutionary sequence alignments, enabling atomic-level structure
predictions even for proteins with no prior solved structure (EMBL-EBI, 2025).

—  Data effects on capabilities: AlphaFold2’s training excluded nonprotein components, so
it cannot natively predict structures of protein—-DNA/RNA complexes or account for
bound ligands. AlphaFold was initially developed for single chains and struggled on
multichain assemblies until a specialized version (AlphaFold-Multimer) was trained
with complex data (EMBL-EBI, 2025).

* The absence of variant effect data also means AlphaFold2 isn’t tuned to predict how
single amino acid mutations alter stability. This highlights that excluding interaction
and variant data left gaps in capability that were addressed in later model extensions

(EMBL-EBI, 2025).

e Evo 1 versus Evo 2 (genome language models):



—  Broader genome data: Evo 2 is a massive Al model trained on 9.3 trillion nucleotides

from more than 128,000 genomes spanning all domains of life. By training on DNA
sequences from bacteria, archaea, phages, plants, animals, and more, Evo 2 can predict

effects of genetic mutations and even design whole genomes up to bacterial size (Brixi
et al,, 2025).

— Data effects on capabilities: Its predecessor, Evo 1, had been trained only on single-cell

(microbial) genomes, lacking multicellular eukaryote data. Evo 2's expanded training
set enabled new capabilities (such as analyzing human variants and designing
eukaryotic genes) that Evo 1 couldn’t achieve. This demonstrates how wider training
data (in both diversity and scale, though the relative importance of diversity compared
with scale is unclear) directly translated into a more capable model (Brixi et al., 2025).

e ProGen (protein sequence generation) : ProGen is a protein language model trained on

approximately 280 million natural protein sequences from thousands of families (Madani et
al, 2023).

Sequence data: After fine-tuning ProGen on sequences of specific enzyme families (e.g.,
antibacterial lysozymes), the Al designed artificial enzymes with approximately 30
percent identity to any known protein but that are still capable of catalyzing reactions
to the degree of success in natural counterparts. X-ray crystallography confirmed a
ProGen-designed enzyme folded into the expected structure with correctly positioned
active-site residues (Madani et al., 2023).

Data effects on capabilities: The success of ProGen underscores the fact that including
extensive evolutionary sequence diversity or including a greater quantity of data

imbues generative models with the ability to create realistic, functional proteins
(Madani et al., 2023).

¢ RoseTTAFold diffusion (RFdiffusion) (structure-guided protein design): The Baker Lab’s
RFdiffusion is a diffusion-based generative model trained on protein structural patterns
(Watson et al., 2023).

Structure and co-evolution data: RFdiffusion combines a structure prediction network
(to evaluate folding) with a diffusion generator, effectively learning how partial protein
structures can be completed into full, stable folds. By training on large sets of known
protein structures and leveraging a physics-based folding validation, RFdiffusion can
design novel proteins that meet specified structural criteria (such as a particular fold or
binding interface). It has outperformed prior methods and yielded de novo proteins
that function as high-affinity binders and symmetric nanostructures (Watson et al,,
2023).

Data effects on capabilities: Earlier protein design networks had to test thousands of
candidates to find one functional protein, whereas RFdiffusion can succeed with only a
handful of designs. This jump in efficiency came from training with structural
knowledge; a model trained solely on sequences without structural context would not
achieve the same level of control over 3D outcomes (Watson et al., 2023).



e EVE and EVEscape (evolutionary models for variants and viruses): The Evolutionary
Model of Variant Effect (EVE) developed at Harvard is an unsupervised model trained on
genetic variation observed across hundreds of thousands of species (Li, Wu, and Zhou, 2024).

—  Broad evolutionary data: By learning from how a gene varies in nature, EVE can predict
whether a given mutation in a human gene is likely benign or disease-causing. This
addressed a major challenge in genome medicine—interpreting the deluge of human
genetic variants—by including nonhuman genomic data to provide context. The team
later adapted EVE for viruses: EVEscape combines an Al trained on many viral
protein sequences (thereby inferring how viruses tend to mutate) with structural
information on the current virus strain. EVEscape successfully anticipated which
mutations of severe acute respiratory syndrome coronavirus 2 (SARS-CoV-2) would
become high-risk variants, in a sense predicting viral evolution before it happened (Li,
Wou, and Zhou, 2024).

— Data effects on capabilities: Traditional methods had to wait for variants to appear in
the population. EVEscape’s case demonstrates that training on comprehensive viral
sequence databases and structural data can empower Al to forecast pathogen changes
and guide proactive vaccine design (something not possible if such data were omitted)

(Li, Wu, and Zhou, 2024).

The presence or absence of specific data types in training alters an AI model’s capabilities. If this
were not the case, all AT models with the same architecture would have the same capabilities regardless
of their training data. When relevant data are not included, however, state-of-the-art models can
sometimes use other types of data or architectures to compensate, which is a process sometimes
referred to as out-of-distribution generalization (Sharifi-Noghabi et al., 2021).

The Development and Identification of Dangerous Capabilities in
Al-Bio Models

The field of Al-bio model capability assessment is not as developed as the field of language model
capability evaluation, and fewer resources have been dedicated to their development and the
development of metrics to measure performance. Some broadly applicable metrics have been
developed for relatively more—general-purpose biological models, such as Protein sEquence
undERstanding (PEER) (Xu et al., 2022), a comprehensive and multitask benchmark for protein
sequence understanding. But there are many other tasks for which we lack metrics, and many models
are developed for specific, narrow use cases.

Certain types of biological materials are considered to be particularly dangerous to human and
animal health. For example, the U.S. government designates certain pathogens as select agents
through the Federal Select Agent program and places restrictions on their possession, use, storage, and
transfer (Federal Select Agent Program, undated). Some pathogens are labeled as pathogens with
enhanced pandemic potential (PEPPs), meaning they are considered particularly likely to cause
pandemics if released or put into contact with the public. These are similarly treated with special care



when experiments using these pathogens are proposed for federal funding (Administration for
Strategic Preparedness and Response [ASPR], 2025). Some AI models have demonstrated the
capability to model and design biological constructs similar to those with which they have been
presented as training data (Watson et al., 2023). This capability implies that AT models given
sequence or structure information for pathogens would be able to model and design components of
similar pathogens. Pathogens similar to existing ones may be similarly threatening but more difficult
to treat or identify, in the same way that new strains of flu are similar to previously identified strains of
flu but are addressed by new vaccines and health precautions. This could indicate that AI may be able
to design and predict the function of new threat agents, including pathogens similar to existing or
known pathogens. (Function refers to functional characteristics; i.e., a pathogen’s functional
characteristics refer to the traits that allow it to cause disease in a host. These traits include the ability
to infect and replicate, evade the host's immune system, and damage host tissues or cells [Alberts et al,,

2015]).

Biosecurity Concerns from Data Used to Train Leading Models
Dual use research of concern (DURC) is defined as

life sciences research that, based on current understanding, can be reasonably
anticipated to provide knowledge, information, products, or technologies that could
be directly misapplied to pose a significant threat with broad potential consequences
to public health and safety, agricultural crops and other plants, animals, the
environment, materiel, or national security (ASPR, 2025).

Research can be assessed to be DURC based on the use of specific listed agents or based on the
presence of characteristics (e.g., enhanced transmissibility) that pose one of the threats mentioned.
The federal government has identified categories of experiments that pose DURC concern (ASPR,
2025; ASPR, 2012), which we use here to categorize Al-enabled biological design capabilities that
produce the described experimental results. We do this to highlight the utility of the DURC
categories and to create a useful framework for assessing the effects of Al design capabilities.

AT tools that can be used to predict such enhanced capabilities as virulence, transmissibility, or
ability to be aerosolized could be used to design more dangerous pathogens and to evaluate several
potential candidates—such as newly sequenced viruses—on the danger they pose in terms of
spreading infection or of causing disease. This prediction capability is dual use and has been used to
predict disease variants that should be tracked most carefully and used to guide the development of
vaccines against particular variants that pose a higher risk of spreading rapidly or of causing severe
disease (James et al., 2023; Tan et al., 2025; Workman, 2024).

The prediction of pathogenic capabilities benefits from training on and extrapolation from
characteristics of known pathogens, so training models on data about pathogens (including sequence,
structure, and functional or annotated characteristics of pathogens that imply disease phenotype, such
as the presence of a furin cleavage site in coronaviruses) will enable their dual-use application. It is also
possible that models trained on a sufficient amount of data could infer the existence of data that have
been purposely removed (e.g., if asked to predict additional functional viral variants, a model trained
on all pox viruses except for smallpox may predict smallpox).
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In this section, we begin by defining Al capabilities of concern based on the DURC experiments
of concern categories listed in the DURC policy (ASPR, 2012). We then (1) identify existing AI tools
that help achieve the AI capabilities of concern and assess what data they were trained on and (2)
assess what data would be valuable to train such tools. Table 2.3 presents DURC capabilities of
concern as defined by the National Institutes of Health and relates these capabilities to previously
described AI-bio model capabilities (White House National Science and Technology Council, 2024;
Mouton, Lucas, and Guest, 2023).
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Table 2.3. Dual-Use Al-Enabled Biological Design Capabilities

DURC Experimental Category

Dual-Use Al-Enabled Biological Design

Capabilities

“Enhances the harmful consequences of the agent or toxin”
(ASPR, 2012, p. 2)

“Disrupts immunity or the effectiveness of an immunization
against the agent or toxin without clinical or agricultural
justification” (ASPR, 2012, p. 2)

“Confers to the agent or toxin resistance to clinical or
agriculturally useful prophylactic or therapeutic interventions
against that agent or toxin or facilitates their ability to evade
detection methodologies” (ASPR, 2012, p. 2)

“Increases the stability, transmissibility, or the ability to
disseminate the agent or toxin” (ASPR, 2012, p. 2)

“Alters the host range or tropism of the agent or toxin” (ASPR,
2012, p. 2)

“Enhances the susceptibility of a host population to the agent or

toxin” (ASPR, 2012, p. 3)

“Generates or reconstitutes an eradicated or extinct agent or
toxin” (ASPR, 2012, p. 3)

Virulence prediction

Modeling directed evolution

Design of genes, agents, proteins, or
epigenetic modulators that increase
virulence

Capsid engineering or design for
immune escape or suppression, or for
preventing antigen recognition
Epigenetic modulators to inhibit immune
response or immune cascade

Immune escape prediction

Viral vector engineering or viral escape

Predict or design genes, agents, and
proteins that confer resistance

Predict or design for environmental
stability (e.g., temperature, acidity,
moisture)

Predict or design for protein stability
Predict or design transmission
characteristics within or between
species

Predict or design for aerosolization

Predict genes, genetic pathways, or
proteins that enable cross species
transmission or spillover

Predict or design genes that change the
tropism within a host

Predict host genes and design of
proteins or agents that do this and draw
on immune suppression mechanisms
(see above)

N/A (this item is not relevant to design)

SOURCE: Features information from ASPR, 2012.

Having related the more-general DURC capabilities to capabilities that AI-bio models may

display, and which could be identified and tested in these models, Table 2.4 relates these capabilities

to (1) existing models that display these capabilities, (2) data that were used to train these models, and

(3) additional data that would enhance the capability (though not an exhaustive list of additional

data). Note that an actor would need to choose to use these capabilities to generate a threat agent, and

the capabilities of these models are not inherently dangerous without nefarious intent.
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Table 2.4. Dual-Use Data and lts Use in Training Al Models

DURC Capability

Existing Dual-Use Al-Enabled
Biological Tools and
Descriptions

Data Used in
Development

Additional Data That
Would be Useful in
Enabling Dual-Use

Capability

“Enhances the harmful
consequences of the
agent or toxin” (ASPR,
2012, p. 2)

“Disrupts immunity or the
effectiveness of an
immunization against the
agent or toxin without
clinical or agricultural
justification” (ASPR, 2012,

P.2)

“Confers to the agent or
toxin resistance to clinical
or agriculturally useful

prophylactic or therapeutic

interventions against that
agent or toxin or facilitates
their ability to evade
detection methodologies”
(ASPR, 2012, p. 2)

Protein folding tools like
AlphaFold or ESMFold, for
example; tools that can design
proteins and peptides with
enhanced functionality

EVEscape (Li, Wu, and Zhou,
2024) for example; tools that
predict viral immune escape or
models that can generate in
silico mutational scans

ProteinVAE (Lyu, Sowlati-
Hashjin, and Garton, 2023), for
example; a model that designs
synthetic viral serotypes for
adenovirus (potentially
pandemic [Kremer, 2021]) that
do not have epitopes for pre-
existing neutralizing antibodies

SyntheMol (Swanson et al.,
2024) or APEX (Wan et al.,
2024), for example; tools to
predict antibiotic (and therefore
antibiotic-resistant) candidate
proteins and peptides

13

Protein structures,
NMR spectroscopy
data, binding data

SARS-CoV-2
sequence data;
protein structures

711 Hexon sequences

Database of
Antimicrobial Activity
and Structure of
Peptides; EMBL-EBI;
Pharmakon-1760
library; Broad Drug
Repurposing Hub;
Broad Institute small
molecule screening
library

Database of immune
escape protein
sequences that allow the
virus to escape normal
detection (e.g., viral
entry protein deep
mutational scanning
data (Larsen et al., 2024;
Dadonaite et al., 2023)

Database of immuno-
regulatory proteins
(up/down regulate
certain immune
functions)

Additional viral
serotypes for related
virus families

Resistance databases
for potential pandemic
pathogens



DURC Capability

Existing Dual-Use Al-Enabled
Biological Tools and

Descriptions

Data Used in
Development

Additional Data That
Would be Useful in
Enabling Dual-Use

Capability

Increases the stability,
transmissibility, or the
ability to disseminate the
agent or toxin” (ASPR,
2012, p. 2)

“Alters the host range or
tropism of the agent or
toxin” (ASPR, 2012, p. 2)

“Enhances the
susceptibility of a host

population to the agent or

toxin” (ASPR, 2012, p. 2)

“Generates or
reconstitutes an

eradicated or extinct agent
or toxin” (ASPR, 2012, p. 2)

Unknown

DEEP VZN, U.S. Agency for
International Development’s

(USAID’s) Predict, USAID

Discovery and Exploration of
Emerging Pathogens—YViral
Zoonoses (DEEP VZN), U.S.
Defense Advanced Research
Projects Agency’s Prophecy

(Field, 2023), for example; tools

to predict the spread and
variation in functional
characteristics of viruses

Unknown

Evolvr (Halperin et al., 2018;

Sadanand, 2018), for example;

tools that enable pathogen

synthesis or viral genome
synthesis through cell lines that
have been optimized (“booted”)

for virus production

Database of viral
factors including
tropism, virulence, and
any determinants of
transmission

Variant discovery,
functional annotation
data, population
genetics data

Pathogen sequences;
protocols for cellular
virus production

Aerosol transmission
data (e.g., generation
and efficacy)

Experimental
transmissibility data (e.g.,
assays but for
transmissibility) could
dramatically increase
data available for
training relevant models
(Shahabipour et al.,
2023)

Virulence factor
databases that include
or target transmissibility

Database of viral factors
influencing tropism or
host range (Lamy-
Besnier et al., 2021)

Databases of virulence
factors (Chen et al.,
2005).

Data already exist and
are widely accessible;
publicly available
sequences for these
agents and reverse
genetics protocols

NOTE: Infohazard potential was considered here, and the types of data listed are high-level and do not contain
specific data that would enable specific dual-use capabilities. (For example, “viral factors influencing tropism”
describes a type of data but does not point to where those data can be found or how to produce or use them.)
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There are several potential sources of data related to pathogens on which models could be trained,
such as sequences of concern, PEPPs, the Australia Group list (Australia Group, 2023)—which offers
an international consensus of dangerous dual-use materials—and restricted data from sensitive
experiments that may inadvertently be made available to models.

It is difficult to determine what capabilities data can enable because AI models are inference and
prediction masters by design; by combining disparate datasets or inferring novel insights from data,
models may be able to produce unanticipated capabilities.

In the literature on Al tool training, there is precedent for Al tools to find patterns between
disparate data features—it is possible that training on an arbitrary number of datasets that are
individually not concerning could produce information that, in combination, is concerning.
Deidentified data can be reidentified, and models can learn and classify based on features that are
imperceptible to humans. It seems obvious from the natural emergence of new diseases that evolution
has not fully explored the space of potential viral or bacterial configurations and arrangements and
that Al could increase the pace of discovery of new but viable agents.

Characteristics Contributing to Data That Confer Dangerous
Capalbilities

By using a framing of data as containing sequence information, structural information, and
functional information, there are several ways to assess the dangerous capabilities that may result from
training a model on data corresponding to high-risk pathogens and PEPPs.

Table 2.5 describes sources of potentially dangerous subsets of data (for example, data
corresponding to controlled pathogens and PEPPs) within the categories of sequence, structure, and
functional biological data. In some cases, the availability or quantity of data available in these
subcategories is a limitation to the development of dangerous capabilities in Al-bio models trained on
these data. Table 2.5 includes a column on the justification for including each of these types of data for
highly pathogenic agents or PEPPs in training AI models. If there was no justification for the benefit
of including these types of data, it would be easy to recommend never including them in model
training data.
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Table 2.5. Examples of Dual Use Justifications for Including Potentially Hazardous Pathogen

Data and Example Sources

Data Category
(Sequence, Structure,
Function) and Type
(Highly Pathogenic

Agent and PEPP) Justification for Inclusion as Training Data

Example Data Sources®

Sequence

Highly pathogenic Inclusion of pathogenic agents can be beneficial to

agents® training models on emergent properties that are hard to
predict (e.g., small changes in pathogens can greatly
affect antibody binding or receptor binding). Having
sequences near to what is being designed is likely to
improve performance.

PEPP Same as above, and there are demonstrated examples of
models with potentially dangerous capabilities trained on
these data that also provide beneficial capabilities for
designing viral vectors for genetic engineering or
immune-related proteins (EVEscape, ProteinVAE).

Structure

Highly pathogenic Will improve structure design or prediction for highly

agents pathogenic agents. In some cases, there may be limited
data, so including as many sequences as are available is
useful to improving the capabilities of the model.

PEPP Same as above

Function

Highly pathogenic Insights from other agents might be transferrable to

agents relevant pathogens; additionally, functional labeled data
is likely a key bottleneck for the development of
functional prediction capabilities.

PEPP Functional labeled data is likely a key bottleneck for

model prediction of a variety of functions, some harmful
and some not. Additionally, functional data do not exist
for some traits and relevant pathogens, so inclusion of as
broad a dataset as available is helpful.

UniRef, UniProtKB,
GenBank, MGnify,
GISAID¢

PDB (Sussman et al.,
1998); individual protein
structures (e.g., Wu et al.,
2016)

Conotoxins (Huang et al,,
2017)

Nipah virus binding
(Larsen et al., 2024),
SARS-CoV-2 pseudovirus
binding (Dadonaite et al.,
2023)

@ The use of the phrase “data sources” in the column title indicates databases where subsets of these types of data

can be found—not that the entirety of the database is potentially dangerous.

®Highly pathogenic agents are controlled agents such as those on the Federal Select Agent Program list or the

Australia Group list.
¢GISAID = Global Initiative on Sharing All Influenza Data.

Within a given dataset, subsets of data may be more directly related to the development of a

concerning capability in an AI-bio model. Aspects of these more-concerning subsets of data include:

®  Unique: The data are unique compared with other available data, and difficult to infer.
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— Data that are not widely known and difficult to infer will confer a comparative
advantage to the user who leverages the data to make predictions. By the same token,
withholding such data may prevent a model from being able to make such predictions.

o  Functionally accurate: The data are accurately and functionally labeled and correlate well with
experimental functional validation. As AT capabilities to predict function increase, scientists
are approaching a world in which functionally predictive data that correlate as highly as
possible with experimental results, thus increasing their value, becomes a real possibility.
Functionally predictive data may also enable quick predictions of function that are likely to be
accurate, which could make the creation of pathogens easier.

e Highly pathogenic: The data include sequences, structures, or functional annotation of high-
risk pathogens, either because they are controlled agents (e.g., Federal Select Agents or
Australia Group—controlled pathogens) or because they concern pathogens that cause diseases
that are difficult to control, that are difficult to treat, or that are difficult to prevent. Examples

of these datasets include sequence repositories, such as GenBank or GISAID (Shu and
McCauley, 2017).*

— Data on controlled or otherwise dangerous pathogens pose more of a concern than
data on highly treatable pathogens or common pathogens. This is because biological
materials designed using a starting point of a dangerous pathogen are more likely to
themselves be dangerous when compared with biological materials designed with a
starting point of a common pathogen. We see from the existence of viral and bacterial
families and strains—as in an evolutionary tree of sequence similarity—that similar
pathogens are often similarly disease-causing. For example, the family of viruses
known as the filoviruses contains several viruses with similar structures that cause
similar hemorrhagic fevers. Rhinoviruses, on the other hand, are a sufficiently distinct
family of viruses, none of which causes hemorrhagic fever, such that designing a
hemorrhagic-fever-causing virus based off of a rhinovirus template would be extremely
unlikely. If an AI-bio model were to use filoviruses, it likely would design a potentially
more dangerous, fever-causing virus, whereas a model extrapolating from data on
rhinoviruses is unlikely to design such a dangerous virus. An Al model that
extrapolates a design from a dangerous starting point is more likely to end up with a
dangerous design than one that originates from an innocuous starting material.

o  Capability-enhancing: The data increase prediction accuracy and specificity.

— The addition of data to a model will increase the potentially dangerous capabilities
posed by that model if the addition of the data enhance the model’s prediction
accuracy and specificity capabilities. In this case, predictive capabilities are useful
insofar as they are accurate and specific or targeted (e.g,, accurately predicting that a
point mutation somewhere in a spike protein will increase its transmissibility is useful,

# Data sources indicate databases where subsets of these types of data can be found—they do not indicate that the entirety of the
database is potentially dangerous.
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but it is more useful to predict the specific point mutation that will increase
transmissibility).

Restricting the access of AI-bio models to concerning subsets of data has been attempted by model
developers, but the effects of restricting model access to subsets of data have not been fully explored
and can be circumvented by later fine-tuning (Workman, 2024). Furthermore, flagging sequences that
belong to potentially hazardous pathogens may inadvertently draw attention to these sequences for
those who wish to do harm and who would find such hazardous pathogens useful. The developers of
the Evo 2 model restricted adenovirus structural data from their training dataset but did not
demonstrate how or whether this restriction affected the beneficial capabilities of the model; later
work by other researchers also demonstrated that the removed structures were easily reintroduced to
the model (Marrogi and McCarty, 2025).
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Chapter 3

Data Governance Options for
Dangerous Capability Reduction

The U.S. government has expressed interest in the governance of AI-bio models and in the
creation, security, and maintenance of datasets important for the development of the bioeconomy. In
particular, several policies and studies have directly addressed the use and protection of biological data
in the context of new technology, indicating the key role played by data in AI governance. However,
data oversight in the context of its use in training Al models has not been established, and competing
policy goals exist and must be weighed. The following list contains policies and studies that addressed
U.S. government recommendations for AI model developers and for datasets that may be used to train
Al as identified through a literature search we conducted for policies related to AI and biological data.
The list is not exhaustive.

e (Rescinded) EO 14110 (“Safe, Secure, and Trustworthy Development and Use of Artificial
Intelligence”) addressed the development of processes and mechanisms to evaluate Al security,
with reference to biosecurity as one component of security (EO, 2023).

— The order required reporting by developers of models trained with a large amount of
compute or with biological data.

— EO 14110 required the National Academies of Science, Engineering and Medicine to
conduct a study on the national security implicates of the use of pathogen data for the
training of generative Al models. This report has since been published (see next
bullet).

— This EO has since been rescinded.

o The 2025 report The Age of Al in the Life Sciences: Benefits and Biosecurity Considerations
(NASEM, 2025a) includes recommendations that the U.S. Department of Defense and U.S.
Artificial Intelligence Safety Institute continuously evaluate the availability and quantity of
biological data used to train AI-bio models and monitor for the emergence of certain
capabilities. The report also recommends that federal research agencies create and steward
“Al-compatible data and training sets” for biological applications, support public—private
partnerships for generating training datasets, and explore establishing a central repository for
biological data used to train AI models (NASEM, 2025a).

e The NASEM study Strategic Report on Research and Development in Biotechnology for
Defense Innovation (NASEM, 2025b) mentions the need for data governance while
advocating the integration of Al with biotechnologies to maintain U.S. leadership in

biotechnology (NASEM, 2025b).
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e The 2024 NIH DURC/PEPP policy (White House National Science and Technology
Council, 2024) includes suggestions that researchers (1) voluntarily assess the risks and
benefits of in silico research, particularly the development of computational models that could
directly enable the design of PEPPs or novel biological agents or toxins, and (2) implement
mitigation measures for the assessed risks.

e (Rescinded) EO 14081 (“Advancing Biotechnology and Biomanufacturing Innovation for a
Sustainable, Safe, and Secure American Bioeconomy”) supported the promotion and
protection of the U.S. bioeconomy and directed the assessment of currently available and

unavailable but useful datasets for advances in biomanufacturing and the bioeconomy (EO
14081, 2022). This EO has since been rescinded.

Next, we identify broad options for governance of biological data, categorize these options, and
compare the relative merits of each. Two major categories of governance options involving data are
considered: governance of experiments and data creation and governance of access, creation, and use of
existing data. Most of these governance options have previously been or are currently in use for
governance of data in the life sciences or for AI models.

Governance of Experiments and Data Creation

Limiting or preventing certain types of experiments or data collection activities might be an
effective way to prevent potentially dangerous biological data from being used to train dual-use Al
models. These limitations could be imposed by governments—particularly when the datasets in
question are government-owned, funded by governmental funds, or funded more generally—to
encompass a broader range of experimental data collection activities. The limitations could also be
adopted voluntarily by scientists and researchers out of concern for the future use of the data
developed or curated by their work. Both risk assessment and benefit assessment are complex, and
restrictions on experimentation and data collection will entail costs to establish and maintain.

Limits on Scientific Experiments That Create New Data or New Agents

Funding decisions that aim to control which experiments are conducted in the life sciences are
common. This type of limitation has been implemented for purposes including ethics, safety, and
security, and projects have been discontinued amid safety and misuse concerns related to the data they
generate (Greenfieldboyce, 2014). Rules have been created that would limit which experiments are
legal to conduct and restrict who can conduct certain experiments and for what purpose. For example,
experiments that would provide pathogen transmission data not otherwise available and that could be
used to train models to optimize pathogen transmission-related characteristics may be limited out of
concern for biosecurity. In this discussion, we include governance both for the purpose of preventing
new data from being generated and for the purpose of preventing a new organism (e.g., a cloned
human embryo) or agent from being created.

The following are general and specific means of governance of experiments that create new data or
agents:

20



e Institutional review boards and review entities require justification for experiments that might
generate dangerous biological data.

e Entities that accept federal funding cannot do certain types of experiments; those on human
embryos, human cloning, and many pathogen gain-of-function studies (Mallapaty, 2025;
National Academies Press, 2002).

e Germany and France have legislation banning or restricting genetic research on human
embryos, presumably because of ethical concerns (Marchant and Pope, 2009).

e Globally, the United Nations, the European Union, and the World Health Organization
govern human cloning (Langlois, 2017).

e The United States has a prohibition on U.S. government—supported human embryonic stem
cell research and cloning. Some stem cell research is legal but are subject to restrictions
(Peterson, 2003). Federal funding is restricted for human embryonic stem cell research if it
involves creating or destroying embryos.

e A US.S. federal regulation prohibited “Group A streptococcus organisms or their derivatives”
from vaccines studied in humans from 1979 to 2006 because of safety concerns (Walkinshaw
et al., 2023; Bloom and Carapetis, 2024).

e DEEP VZN, a USAID-funded program designed to identify and sequence the genomes of
new viruses, was canceled by USAID following deliberation by the Biden administration amid
criticism over the safety of collecting the data and concerns about use of the generated data to
develop bioweapons (Field, 2023; Willman, 2023). The shuttering of this program added to
discussions about how potentially dangerous experiments involving viruses should be
regulated.

e The Biological and Toxin Weapons Convention prohibits the development of biological
agents that have no justification for prophylactic, protective, or other peaceful purposes
(Convention on the Prohibition of the Development, Production and Stockpiling of
Bacteriological [Biological] and Toxin Weapons and on their Destruction,1975).

Limits on Generation of Data from Nonexperimental Samples

Large-scale biological data may be generated as part of biosurveillance programs that identify and
sequence potential pathogens, and such programs could limit the data that were released. In particular,
metagenomic sequencing has been used to track the presence of pathogens in environmental and
clinical data to provide early warning of new pathogens or variants of known pathogens. In this case,
the data are not generated through the process of scientific experimentation but as part of established
surveillance programs that obtain samples from humans, animals, and the environment. Pathogen data
from such a large-scale surveillance program could be used to train Al-bio models (Steinegger,
Mirdita, and Soding, 2019; Munsamy, Bohnuud, and Lorenz, 2024).

Controls on Generation Of Synthetic Data

Synthetic data (data generated computationally as opposed to in laboratory experiments or
through environmental sampling) is increasingly common. As generative models of biological data
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become more capable, they could be used to generate training data for themselves or other models.
This would contribute more to the quantity of data available than to the diversity of data available,
and therefore may not actually change the capabilities of models trained on synthetic data. Controlling
the production of synthetic data is another way to influence training data available for models.
Synthetic data could come from generative AI models or from other types of models. Examples of
cases in which synthetic data could be useful include datasets consisting of candidate structures of
novel toxins, candidate pathogen sequences, or predicted immune escape variants (Klein et al., 2024;
Ratcliff, 2024). However, training AI models on synthetic data related to dangerous capabilities (such
as immune escape) could itself contribute to the development of dangerous capabilities.

We did not identify current efforts to control generation of synthetic biological data. Control of
generation of synthetic data in other forms of AI models is being discussed, such as in the creation of
deep fakes (National Conference of State Legislatures, 2024) or hate speech. However, in general, we
expect that limiting distribution of synthetic data could be challenging because of considerations
around freedom of publication (i.e., it would be difficult to restrict individuals from publishing
synthetic data) and the potential that synthetic data can be produced by a variety of individuals.

Governance of Access, Curation, and Use of Existing Data

Controlling Access to Existing Collections of Data

There is strong precedent for limiting access to sensitive data, such as human genomic data or
agricultural crop genomes. During the coronavirus disease 2019 (COVID-19) pandemic, the
GISAID database (Khare et al., 2021) collected information on COVID-19 sequences and variants,
and required users to register and provide their institutional affiliation to access the database.
Databases of certain types and volumes could have access controls that involve some validation of user
identity and intent. This will be challenging if databases that are currently open access are intended to
be controlled outside the public domain, as these data may have already been downloaded and locally
maintained.

Limiting access to sensitive data will include aspects of access control (login, authentication, and
recordkeeping) for database access as well as verification for users, consumers of data, and model
developers who intend to train models on the data. Know your customer (KYC) regulations from the
banking sphere may be applicable here to verify user identity. Users could establish legitimacy of use
by explaining how they will use the data, what tools they will use to analyze that data, and what
models they will train with that data. Such users could describe biosecurity processes and explain
whether and how the products could contribute to biosecurity risk. These measures could be
introduced after access control is established. There are commercial services that perform these
automated identity or KYC checks that could be used (Berger and Schneck, 2019).
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Governance of Curation and Aggregation of Existing Data

There are ways that the use of existing data as training data for AI models may be restricted. Some
methods include limitations on the existing data’s use in combination with other datasets, through
access controls or through limitations on its publication and distribution.

Even when potentially dangerous biological data exist, limiting the ways that these datasets can be
combined may help prevent their use to train AI models with dangerous capabilities. Some data may
present the potential to contribute to dangerous capabilities when combined, even if they do not
enable dangerous capabilities when considered on their own in isolation. For example, when combined
with sequence information, functional or structural annotation information could permit models
trained on the combined data to predict functional attributes of pathogen sequences. As an example of
how aggregated data could be protected, any database of more than a certain number of sequences
from certain pathogens could be subject to additional rules or could be kept and maintained by the
government. Limits on the aggregation of existing unregulated data into a larger database would be
difficult to define and enforce, however (Evans, 2022; Egan and Rosenbach, 2023). Restricting the
combination of datasets as a governance option seems unlikely to succeed as a method of regulating a
combination of constituent datasets if some of the datasets for which regulation is attempted are
publicly available.

Although many large databases of biological information are public, models can also be trained on
private databases and access-controlled databases. Implementing access controls on data that are
currently public and unrestricted will be difficult; these data may already be replicated in several
locations, and ownership of the hosting providers of the data may also be considered public or
distributed (Berger and Schneck, 2019).

Preventing results of research from being shared after the research has been conducted but before
the results have been published is possible, but doing so has costs to researchers and to the freedom of
information. In 2003, a group of journal editors, authors, and others published a “Statement on the
Consideration of Biodefence and Biosecurity” that has a number of paragraphs explaining how
important open publication is but concludes with, “We recognize that on occasions an editor may
conclude that the potential harm of publication outweighs the potential societal benefits. Under such
circumstances, the paper should be modified, or not be published” (Atlas et al., 2003, p. 1). There is
precedent, therefore, that certain details of biological experiments not be published. However, this has
never been operationalized; there is no systematic way of determining what crosses that line.

Governance of the Use of Data for Model Training

When data exist and are collected in a database and access to such data is provided, governance of
the data’s use for training AI models may be helpful to prevent these models from gaining potentially
dangerous capabilities. Model developers could be asked to disclose or report data used for training,
similar to requirements that developers not train models on proprietary or copyrighted data. Size
limits could also be placed on models, and models beyond such limits would be prohibited from
training on certain types of data (for example, toxin structures) to limit the emergence of concerning
capabilities in the largest and most capable models (NASEM, 2025a).
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In the following chapter, we provide recommendations for assessing and implementing these
governance options, including recommendations aimed at model developers and at government. The
success of these governance options will greatly depend on the details of their implementation.
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Chapter 4

Recommendations

Recommendations for Developers

Exploring and characterizing the relationship between training data quantity and type and model
capabilities, as described in Chapter 2, reveals the following:

e Examples of recent Al models demonstrated that the addition (or withholding) of categories
of biological data influence model capabilities to a substantial extent.

e Different quantities of data about pathogens can be used to train AI models that have
potentially dangerous capabilities. Table 2.2 describes models trained on large datasets, and
Table 2.4 gives examples of models with potentially dangerous capabilities trained on much
smaller datasets (e.g., proteinVAE trained on 711 Hexon sequences).

® A categorization of the potential threat posed by different categories of data can be defined
based on DURC capabilities, as shown in Table 2.4.

Further validating these relationships, testing how restricting training data affects model
capabilities, and developing additional benchmarks for capabilities that could be affected by the
provision of additional training data will be helpful in leveraging knowledge about training data to
better understand model capabilities.

We recommend that policies involving determinations of model capabilities (and other
requirements, such as reporting) include an assessment of the amount of different categories of
biological data used in training, which we describe here. We recommend that different data quantity
thresholds be used depending on the level of concern related to different types of biological data.
Examples of this are as follows:

e A small quantity of potential pandemic pathogen sequence data, sequences of concern, or
functional data related to experiments of concern for PEPPs could be considered plausibly
sufficient to train models with dangerous capabilities.

e Small quantities of nonpotential pandemic pathogen sequence data or functional data related
to experiments of concern for non-PEPPs could be considered plausibly sufficient to train
models with dangerous capabilities.

e Moderate to large quantities of biological sequence data could be considered plausibly
sufficient to train models with dangerous capabilities.

Potential implementation measures for using training data to define model capabilities include

e producing better performance metrics and benchmarks for potentially dangerous capabilities
to help measure the current and historical evolution of Al-bio model capabilities
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e validating links between biological data type and volume and potentially dangerous capabilities
to predict future trends in capabilities

e conducting tests to determine how restricting subsets of training data affects model
capabilities, including both beneficial and concerning capabilities

e considering the effects of large-scale data collection from new metagenomic biosurveillance
programs and potential data aggregation solutions and assessing the need for access controls
for the data generated by metagenomic biosurveillance programs.

Additional approaches to reduce the potential for misuse of Al-enabled biology could be useful
additions to data-focused interventions. In particular, it may be useful to consider access restrictions
for datasets that could be used to train a dual-use Al-bio model, particularly if the data are not widely
available from other sources and if access controls could be anticipated to usefully restrict data
availability.

Data-focused interventions will not always be sufficient, effective, or suitable, however. For
example, developers of data-focused mitigations must consider the following ways in which data-
focused mitigations may be insufficient:

e Large quantities of biological data already exist in the public domain. It is possible that
sufficient data already exist to train models with very dangerous design capabilities.

e Training data ablation (removing data from the training set of a model) will be ineffective if
the model can later be fine-tuned on the removed data, such that capabilities removed by data
ablation are recovered.

e Data-focused interventions are less helpful in scenarios in which the actor generates data
specifically for the purpose of training models.

e Many capabilities in Al-enabled biology are or will be dual-use, and there may be a strong case
for them to be created for beneficial research despite the potential for misuse. There is also a
trade-off with performance; severe restrictions on data are likely to lead to poor model
performance. Controls on data can help prevent training of dangerous models. Some models
have capabilities that are necessary to the goals of the model but could also be misused for
harmful purposes. When these capabilities are complex enough that only users with advanced
skills would be able to misuse those capabilities for harmful purposes, controls on the model
itself may be needed.

Recommendations for Policymakers

Policymakers may consider developing usage guidelines for U.S. government—funded biological
datasets that could be used to train AI models, and usage guidelines for any person or entity that uses
U.S government—funded biological datasets that could be used to train AI models. The cybersecurity
threats specific to biological data identified by other researchers include the risk of data being used to
design pathogens, the risk of individual privacy violations, and the risk of intellectual property theft
(DiEuliis, Lutes, and Giordano, 2018). Another threat is the need for greater cyberbiosecurity, such as
protecting DNA synthesis orders from disruption (Puzis et al., 2020).
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In the context of data being used to train Al models, pathogen design and DNA synthesis

concerns are both relevant. Pathogen design is a potentially dangerous use of biological datasets. Al

models could be used to design constructs that pass DNA synthesis screening but are intended to

preserve harmful functionalities (as demonstrated in a proof of concept by Wittmann et al., 2024),

which would be a harmful use of biological data to train DNA sequence design capabilities that

obfuscate a sequence’s properties.

Recommendations for policymakers include:

In projects that receive U.S. government funds for the creation of biological datasets that are
made available for public benefit, policymakers could evaluate the costs and benefits of
implementing measures to control the use of those data and ensure their security and integrity.
Researchers using U.S. government funds or U.S. government—funded data to train Al
models could be advised of usage guidelines for the capabilities of the resultant AI models,
including advice on avoiding dual-use capabilities or advice on avoiding creating the potential
for misuse by training models on pathogen data.

In agreement with the recommendations of the NASEM (2025a) report on Al in the life
sciences, federal research agencies could consider stewardship of biological datasets that
focuses on protecting the use and quality of those datasets in relation to Al training
applications.®

Recommendation for Both Developers and Policymakers

Both developers and policymakers could consider conducting a capability assessment when

collecting and aggregating pathogen data and when training models on pathogen data. This capability

assessment could include predicted model capabilities and the consequences of making functional

pathogen data public and widely available.
Data that are likely to facilitate the developing of DURC capabilities in AI-bio models include

> Specifically, we point to the report’s Recommendations 3-1, 3-2, and 3-3:

Recommendation 3-1: To maximize the benefits of artificial intelligence (AI) in biology, U.S. federal research
funding agencies such as the National Institutes of Health, Advanced Research Projects Agency for Health,
Defense Advanced Research Projects Agency, National Science Foundation, U.S. Department of Energy,
and others should fund efforts and infrastructures to do the following: Create and steward Al-compatible
data and training sets for biological applications that are made publicly available; [i]nitiate and support
public—private partnerships for the generation of training datasets; and [d]evelop frontier Al-enabled
biological tools that are specifically trained on biological data and focused on biological capabilities (NASEM,
20254, p. 8).

Recommendation 3-2: Federal research agencies that house or fund biological databases should consider
these to be strategic assets and concordantly implement robust data provenance mechanisms to maintain the
highest data quality. They should provide strong incentives and infrastructure for the standardization,
curation, integration, and continuous maintenance of high-quality, publicly accessible biological data at scale
(NASEM, 20253, p. 8).

Recommendation 3-3: While a public—private partnership is a reasonable approach to pilot the creation of an
artificial intelligence (AI)—ready data resource on government-owned infrastructure, a dedicated organization
is central to a sustainable national data stewardship resource. The National Artificial Intelligence Research
Resource (NAIRR) pilot should explore approaches for establishing central repositories for training Al
models (NASEM, 20254, p. 8).
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o DPEPP sequence data
e datalinking genotype to concerning phenotypes relevant to experiments of concern (i.e., data
about functionality)

e databases of sequences of concern.

Potential mitigations to the use of these data to create dangerous AI-bio model capabilities include
monitoring the creation and aggregation of such data and implementing access controls for further
potentially dangerous data that are created. This would need to be accompanied by an analysis of the
cost of such controls to research not involving training AI models so that an overall cost and benefit
assessment of the imposition of such controls could be done. Both risk assessment and benefits
assessment are complex, and restrictions on data will entail costs to establish and maintain.
Specifically, this would involve the following:

e monitoring the collection and aggregation of pathogen sequence, structure, and functional data
to provide situational awareness about the volume and type of data that could be used to train
dual-use Al-bio models.

e developing guidelines for access control measures for future concerning datasets, which include
a review of plans for any Al model training prior to access.

e conducting risk assessments when collecting and aggregating pathogen data, or when using
those data to train Al models, including the degree to which such datasets or aggregations may
already have been mirrored in repositories that are outside of direct control and monitoring
data sources that can predict or design properties related to pathogenicity

— This could include the 2025 NASEM report’s Recommendation 2 to “develop an ‘if-
then’ strategy to evaluate continuously both the availability and quality of data and
emerging Al-enabled capabilities to anticipate changes in the risk landscape”
(NASEM, 2025a, p. 6). Such an approach would allow for monitoring of both the
availability of particular types of data related to pathogen characteristics and the
resulting capabilities of AI models with access to those data.

Other interventions can also be helpful, and we recommend that other approaches to reduce the
potential for misuse are pursued in parallel to those recommended in this paper. Specifically, controls
on models that allow only legitimate users to have access to dangerous dual-use capabilities could be
useful in addressing limitations in data focused interventions. Access controls to models are already
common for frontier Al models and are being explored for some AI-bio models, such as AlphaFold-3
(Wheeler, 2025; Sevilla and Roldan, 2024). Training data used in those models can be part of the
mechanism to determine model potential for misuse (and therefore interventions) but need not be the
only factor considered.
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Abbreviations

3D

Al

Al-bio model
ASPR
CASP
COVID-19
DEEP VZN
DNA
DURC
EMBL-EBI
EO

EVE
GISAID
NASEM
NCBI

NMR

PDB

PEPP

RNA
SARS-CoV-2
USAID

three-dimensional

artificial intelligence

artificial intelligence model trained on large volumes of biological data
Administration for Strategic Preparedness and Response

Critical Assessment of protein Structure Prediction

coronavirus disease 2019

Discovery and Exploration of Emerging Pathogens— Viral Zoonoses
deoxyribonucleic acid

dual use research of concern

European Molecular Biology Laboratory—European Bioinformatics Institute
Executive Order

Evolutionary Model of Variant Effect

Global Initiative on Sharing All Influenza Data

National Academies of Sciences, Engineering, and Medicine
National Center for Biotechnology Information

nuclear magnetic resonance

Protein Data Bank

pathogen with enhanced pandemic potential

ribonucleic acid

severe acute respiratory syndrome coronavirus 2

U.S. Agency for International Development
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