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n 2004, in response to growing concerns about the potential misuse of biologi-

cal research, the National Research Council (NRC) of the National Academies

of Sciences, Engineering, and Medicine published Biotechnology Research

in an Age of Terrorism (also known as the Fink Report) (NRC, 2004). The
report introduced the concept of dual-use research of concern (DURC)—research
that is useful for legitimate science but could be used for illegitimate, malicious
purposes—and identified seven categories of “experiments of concern” that would
warrant review and discussion by members of the scientific community before they
were undertaken (NRC, 2004, pp. 114-115). These included experiments that would

+ demonstrate how to render a vaccine ineffective

« confer resistance to therapeutically useful antibiotics or antiviral agents

« enhance the virulence of a pathogen or render a nonpathogen virulent '
o increase the transmissibility of a pathogen

o alter the host range of a pathogen


https://www.rand.org/pubs/perspectives/PEA4125-1.html
https://www.rand.org/

o enable the evasion of diagnostic and detection
modalities

« enable the weaponization of a biological agent or
toxin.

Since then, advances in biotechnology, such as the
evolution of recombinant DNA technology, gene edit-
ing tools, and, more recently, artificial intelligence (AI),
have amplified dual-use concerns. Therefore, the U.S.
government (USG) published several policy guidance
documents for the oversight of DURC and pathogens with
enhanced pandemic potential (PEPPs) in the life sciences.
These publications include the 2012 policy “United States
Government Policy for Oversight of Life Sciences Dual
Use Research of Concern” (Administration for Strategic
Preparedness and Response [ASPR], undated), the United
States Government Policy for Institutional Oversight of Life
Sciences Dual Use Research of Concern (ASPR, 2014), the
U.S. Department of Health and Human Services’ (HHS’s)
“Framework for Guiding Funding Decisions About Pro-
posed Research Involving Enhanced Potential Pandemic

We propose a tool for
decisionmaking to provide
more-consistent decision-
making and oversight

for high-consequence
piological research.

Pathogens” (HHS, 2017), and the Implementation Guid-
ance for the United States Government Policy for Oversight
of Dual Use Research of Concern and Pathogens with
Enhanced Pandemic Potential (2024 DURC/PEPP policy)
(Executive Office of the President [EOP], 2024). On May 5,
2025, Executive Order (EO) 14292, “Improving the Safety
and Security of Biological Research,” was released, which
directed that the 2024 DURC/PEPP policy be revised or
replaced (EO 14292, 2025).

This EO will shape the future of DURC/PEPP policy,
and an important next step will be to clarify what research
is covered under the new policy. EO 14292 defines dan-
gerous gain-of-function research as “scientific research on
an infectious agent or toxin with the potential to cause
disease by enhancing its pathogenicity or increasing its
transmissibility” and lays out seven research activities
that qualify (EO 14292, 2025, Section 8), which are closely
related to the experimental effects from the federal and
institutional DURC policies and the Fink Report (ASPR,
undated; ASPR, 2014; NRC, 2004). However, evaluating
the true consequences of DURC based on these subjective
criteria alone in a standardized manner remains challeng-
ing. Therefore, we propose a tool that includes well-defined
criteria to score proposed and ongoing DURC/PEPP efforts
on their different levels of risk and benefits. This tool could
be applied in a standardized assessment framework for
decisionmaking, which may ultimately be supplemented
with objective criteria on the host and agent level, in com-
bination with other methods of assessment, to provide
more-consistent decisionmaking and oversight for high-
consequence biological research.

To support the development of this decisionmaking
tool and in response to Section 4, “Secure Future Research




Through Commonsense Frameworks” (EO 14292, 2025),
we defined ordinal scoring matrices to assess DURC based
on the risks and benefits that the research may provide.
The first metric, the risk score, estimates how impactful
the consequences of a research project would be in the
event of biosecurity (e.g., misuse) or biosafety breaches.
Built on existing USG DURC/PEPP policies and risk
assessment literature, this score is based on the following
five factors: (1) human health considerations;!' (2) transmis-
sibility characteristics; (3) medical countermeasure (MCM)
availability, immune recognition, and ability to control;

(4) societal and environmental implications, including
agricultural, economic, and national security concerns;
and (5) other risks. The second metric, the benefit score,
estimates the value that the research may bring to the sci-
entific community and to society. Built on existing USG
DURC/PEPP policies and risk assessment literature, this
score is based on the following seven factors: (1) MCM
availability and development, (2) scientific knowledge
generation, (3) disease surveillance and preparedness, (4)
public health policy, (5) One Health advancement,

(6) technology development, and (7) other benefits. For
each risk and benefit factor, we defined two to four indi-
cators that were added up to score the overall risk and
benefits of the research. The scores were then normalized
and compared relative to each other. Scoring scales were
developed based on published works but warrant further
validation—especially by funding agencies or other experts
in USG who may have more-extensive data.

This proposed risk-benefit scoring tool could supple-
ment the National Institutes of Health’s (NIH’s) Tools for
the Identification, Assessment, Management and Respon-
sible Communication of Dual Use Research of Concern,

which is a companion guide for best practices at the insti-
tutional level (2014). The DURC policy requires institutions
to form an institutional review entity (IRE) that creates
institutional policies and reviews potential DURC research
(ASPR, 2014), which occurs from the grant proposal to
manuscript review stages of the research life cycle (Moritz,
2022). Throughout the research life cycle, IREs, in col-
laboration with principal investigators (PIs), subject-matter
experts (SMEs), the DURC/PEPP committee within HHS, a
future bioresponsibility agency that is specifically designed
for research oversight, and funding agencies, could use the
standardized scoring system to continually review, assess,
and inform proposed and ongoing DURC/PEPP efforts.
Additionally, these entities could use this scoring system as
one tool in their decisionmaking processes to determine—
based on how the scores relate to each other—whether the
research should be funded, to what extent risk mitigation
efforts should be anticipated or amended, and whether
alternative experimental methods may be considered.

In the following section, we present opportunities to
clarify what research is covered under EO 14292, includ-
ing clearly defined indexes that can be used to assess the
consequences of DURC/PEPP, by considering the impact of
misuse and the overall benefits the research may bring to
society. Having well-defined indicators to allow for objec-
tive, reproducible, and data-driven assessment of the risks
and benefits from high-consequence biological research
could strengthen oversight and implementation, improve
public transparency, and more clearly define the scope of
what research is covered by EO 14292 without hampering
U.S. innovation in biotechnology.?

Using data from proposals previously assessed for
funding under DURC or PEPP policies (including poli-
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cies in which PEPP was previously referred to as enhanced
pandemic potential pathogens [ePPP])—we recommend that
the Office of Science and Technology Policy and relevant
agencies build on the foundational work we describe in

this paper to develop a more robust tool and decisionmak-
ing framework that is better suited to assess objectively the
risks and benefits of high-consequence research. This work
could be accomplished by an expert working group led by
the EOP, in coordination with interagency partners, and
relevant nonfederal stakeholders if appropriate. This expert
working group would benefit from the inclusion of members
with scientific knowledge and practical expertise in imple-
menting biosafety and biosecurity measures to validate the
suitability of the tool and assess the framework’s uptake by
the research community.

An annex to this report, with a companion risk-
benefit calculator tool and scoring sheet, is available at
www.rand.org/t/PEA4125-2.

Opportunities to Operationally
Define Key Terms

One of the main aims of EO 14292 is to safeguard U.S. citi-
zens from what it described as “dangerous gain-of-function
research” (2025). The EO lays out several provisions related
to this type of research, including the following:

 Revise or replace the 2024 Implementation Guidance
for the United States Government Policy for Over-
sight of Dual Use Research of Concern and Pathogens
with Enhanced Pandemic Potential (EOP, 2024) so
that it clearly defines the scope of research covered,
including dangerous gain-of-function research as
“scientific research on an infectious agent or toxin
with the potential to cause disease by enhancing
its pathogenicity or increasing its transmissibility”
(EO 14292, 2025). The EO also says that covered
research activities could result in significant societal
consequences and seek or achieve one of seven spec-
ified experimental outcomes listed in Section 8.

+ Develop guidance to end federal funding for dan-
gerous, gain-of-function research in countries of
concern.

o Develop a strategy to govern, track, and limit
non-federally funded, dangerous, gain-of-function
research within the United States that could cause
significant societal consequences.
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o Develop a reporting mechanism for recipients of
federal research funds—and non-federally funded
research to the extent permitted by law—to report
dangerous gain-of-function research within the
revised policy for the 2024 United States Govern-
ment Policy for Oversight of Dual Use Research of
Concern and Pathogens with Enhanced Pandemic
Potential that will be developed (EOP, 2024).

As referenced in the first bullet point, Section 8 of the
EO outlines several modifications to infectious agents or
toxins that constitute dangerous gain-of-function research
under the EO. There are opportunities to investigate these
modifications more objectively to assess whether research
crosses the threshold of dangerous gain-of-function. The
process outlined in this paper represents one such oppor-
tunity: We propose a tool that, when combined with other
evaluations and subject-matter expertise, could be used to
weigh the risks and benefits associated with a given project
and to identify or incorporate opportunities for additional
risk mitigation throughout the research life cycle. This pro-
cess is important for balancing the protection of populations
from high-consequence biological research that could be
misused while permitting responsible scientific innovation.

Key Considerations for the Risk—-Benefit
Scoring Tool and for Developing and
Applying a Standardized Assessment
Framework

The proposed scoring tool serves as a starting point for the
development of a more robust standardized assessment
framework that could provide a mechanism to determine

objectively the risks and benefits of high-consequence
research. Some key considerations about the scoring tool
presented in this manuscript include the following:

o Purpose and scope: The purpose of this work was to

develop the foundations of a tool that could assess
the risks and benefits of research that directly
involves any human, animal, or plant pathogen or
toxin, agent, or technology that is reasonably antici-
pated to result in one or more of the seven experi-
mental effects outlined in Section 8 (EO 14292,
2025). Although impacts across the human, animal,
and plant sectors are included in the tool, additional
considerations for animals and plants could be
included. In its finalized form, the tool would not
be the sole method for determining when research
meets the EO’s definition of “dangerous gain-of-
function” because this would likely depend on
specific experimental contexts that may warrant
tailored discussions or further assessments.
Validation: Applying the tool’s risk and benefit
categories, associated indicators, and scoring rules
warrants further validation by additional reviews
of high-consequence biological research proposals,
including risk assessments performed by institu-
tions or agencies either proposing DURC/PEPP
research or performing pre-funding reviews of
these proposals. Applying the tool to an additional
set of studies by a larger and more-diverse group of
experts could improve its generalizability and better
validate the scoring system.

Score-weighting: The proposed tool neither estab-
lishes risk or benefit scoring thresholds nor
accounts for instances in which risk or benefit fac-




tors may need to be weighed more heavily. Valida-
tion and use of the tool will reveal cases in which
acceptability depends on the types of risks and ben-
efits that are associated with research, as well as the
balance of the degree of risks and benefits.

o Pathogen-specific considerations: As of this writing,
the tool does not include criteria that are specific
to pathogen species or families. Defining pathogen
and host-specific criteria would help provide objec-
tive, quantitative metrics for scoring, but this could
also greatly alter the scoring because of innate dif-
ferences within these pathogen groups.

Additional work could be done to address these con-
siderations, specifically those related to building on the
existing scoring tool to develop a more robust tool and
decisionmaking framework that are better suited to assess-
ing objectively the risks and benefits of high-consequence
biological research. This work could be accomplished by
an expert working group led by EOP, in coordination with
interagency partners and relevant nonfederal stakeholders
when appropriate. This expert working group would ben-
efit from including members who possess scientific knowl-
edge and practical expertise in implementing biosafety and
biosecurity measures to validate the tool’s suitability for
uptake by the research community.

A standardized DURC/PEPP risk-benefit assess-
ment framework would be valuable across all stages of the
research life cycle to key stakeholders and oversight bodies
that are already involved in these processes (see Figure 1).
For example, researchers could use the framework during
project design to anticipate how their work may be

viewed by funders or IREs, explore lower-risk alternative
approaches, and identify proactively mitigation strategies.
The framework’s employment could streamline the review
process and reduce delays that are caused by multiple
rounds of revisions between investigators and funders.
Although this risk-benefit scoring tool was developed

in the context of the U.S. system, it could be adapted for
implementation in other countries.

The 2024 DURC/PEPP policy (EOP, 2024) required
researchers to submit an assessment of their research at
the proposal stage. However, to the best of our knowledge,
a publicly available standardized template or process does
not exist for these initial assessments. This tool could fill
that gap by providing a structured, transparent format to
guide applicants and reviewers more efficiently. If a project
is selected for funding, the initial researcher and funder
assessments could be forwarded to the institution’s IRE for
review. Next, a risk mitigation plan could be developed,
revised if necessary, and approved alongside the funder’s
terms and conditions.

As data are generated, the IRE could use the tool to
periodically reevaluate its assessment and refine it over
time. If the balance begins to shift toward unacceptable
risk, the institution would be required to notify the funder;
the specific triggers would be explicitly described in the
terms and conditions of the funding. Some examples
include increased virus replication in vitro or in vivo,
change in transmission dynamics, or incident notifications.
Final assessments could also occur prior to publication or
data release.




FIGURE 1

Applying the Standardized Risk—Benefit Scoring Tool Through the Research Life Cycle to Inform
Decisionmaking
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Defining Risk Scores for DURC/PEPP
Assessment

To assess how consequential proposed and ongoing
DURC/PEPP efforts may be, we defined an ordinal risk
score scale to consider the potential impacts of a biosecu-
rity or biosafety breach or misuse. In its existing form, the
risk score is based on five factors, measured by two to four
indicators each, that can be broken down into either more-
quantitative biological parameters or more-qualitative
societal parameters. In this section, we provide definitions
for each factor and indicator, as well as measurements and

examples that could be used to inform the scores. Never-
theless, we acknowledge that some factors are more quali-
tative in nature (e.g., societal and environmental implica-
tions) and could benefit from future work to ascertain
more-direct measurements that would inform these scores.
The scoring approach should also be tailored to the stage
of research, recognizing that early-stage assessments may
be more qualitative and anticipatory before the research is
performed and data are gathered. As research advances and
more data become available, a more-robust, quantitative
assessment that uses the scoring indicators provided in this
section would be conducted. Implementation is discussed
in more detail in the “Applying Results from the Risk-
Benefit Scoring Tool to Inform Decisionmaking” section.

We included the quantitative biological risk factors and
qualitative societal risk factors and their definitions based
on expert insights and discussion, previous DURC/PEPP/
ePPP policies, and biothreat risk assessment literature—
such as that found in the COBRA archive (Catalog of Bio-
threat Risk Assessments, undated); the Global Guidance
Framework for the Responsible Use of the Life Sciences: Miti-
gating Biorisks and Governing Dual-Use Research World
Health Organization (WHO), 2022; the National Acad-
emies of Sciences, Engineering, and Medicine report on
governing DURC (National Academies of Sciences, Engi-
neering, and Medicine, 2018); and multi-criteria decision
analysis tools (such as those developed to support select
agent designation in the Federal Select Agent Program
[Pillai et al., 2022] and pandemic and seasonal flu guidance
[Centers for Disease Control and Prevention, 2024; WHO,
2024]). We provide definitions for each factor, followed by
their respective indicators and how each indicator would
be scored.




Although the scoring system is applied consistently
across risk factors, there may be instances in which a
risk factor could be weighed more (or less) on a case-by-
case basis at the discretion of the tool’s users. This same
logic also applies to cases in which a benefit factor could
be weighed more (or less) on a case-by-case basis. The
optional last indicator, “other risks,” serves as a discretion-
ary weight for this purpose. The risk factors and their indi-
cators provided here are compiled with the benefit metrics
in Appendix A. The scores can be entered and summed in
a companion risk-benefit calculator tool provided in the
annex to this report.

Quantitative Biological Factors

o Human health considerations: A modified biologi-
cal agent produced over the course of the research
is more virulent than an unmodified version, could
cause worse disease outcomes (including lasting
morbidity after recovery), or could lead to more-
significant morbidity or mortality than an unmodi-
fied agent in humans. For experiments that alter
host range and enable the agent to infect humans,
this includes any resulting morbidity or mortality
in the new model host after exposure to the modi-
fied agent. It is worth noting that determining the
control for comparison purposes can be complex,
particularly for reassortant mutants or strains
generated by recombinant technologies and that
baselines may vary. It is important to specify what
the comparison group is when applying the scoring
system.
= Increased virulence in the model system: This

criterion captures the degree of harm or damage

that a pathogen causes once it infects a host. The
most direct in vitro measurements in model cells
that are meant to mimic human impacts may
include such tests as cytopathic effect (CPE), cell
death pathway assays (such as apoptosis), and
median tissue culture infectious dose (TCID50).
The most-direct in vivo metrics in a model
system that is meant to mimic human impacts
may include a histopathology of organ or tissue
damage (e.g., lung hemorrhage, inflammation).
Indirect measurements may include cytokine
secretion assays, metabolic assays, tissue chip
models, and transcriptomic profiling.
= 0 =no change in virulence or histopathology
compared with unmodified control
= 0.5 = moderate increase in virulence or sever-
ity of histopathology compared with unmodi-
fied control (e.g., <50 percent or other percent-
age [depending on pathogen] CPE or increased
tissue damage)
= 1 =significant increase in virulence or severity
of histopathology compared with unmodified
control (e.g., >50 percent or other percent-
age [depending on pathogen] CPE or enough
tissue damage)
= not applicable (NA) = cannot be reasonably
inferred or is not relevant.

— Increased morbidity in the model system: This
criterion captures how sick exposure to a modi-
fied agent makes the host, including the resulting
symptoms and functional impairments, regard-
less of whether the infection is fatal. Direct in
vivo tests may include weight loss, activity level




monitoring, and clinical scoring of symptoms.

More-indirect in vitro tests may include cytokine

secretion assays, metabolic assays, or tissue chip

models.

= 0 =no observable signs of disease or illness
compared with the control

= 0.5 = mild illness, moderate clinical signs of
disease in some of the animals exposed to the
treatment

» 1 =significantly more sick animals, disease
presentation in a significant number of ani-
mals exposed to the treatment

= NA = cannot be reasonably inferred or is not
relevant.

= Increased mortality in the model system: This

criterion captures the extent to which exposure
to treatment leads to death in the model system
relative to the control study. The most-direct
measurements in a model system that are meant
to mimic human impacts may include survival
curves, median lethal dose (LD50), median
mouse lethal dose (MLD50), time-to-death
post-inoculation, or humane endpoint triggers.
Indirect measurements may include the virulence
indexes described previously.
= 0 =no mortality observed in the model system
compared with the control
» 0.5 =any low level of mortality observed in
the model system, even if not significantly
elevated compared with controls
» 1 =significant levels of mortality in the model
system compared with controls; for research

altering the host range, this includes any mor-
tality in the new host

= NA = cannot be reasonably inferred or is not
relevant.

o Transmissibility characteristics: A modified biologi-
cal agent produced over the course of the research is
more transmissible or infectious to humans than an
unmodified form, including through host-to-host
transmission and interspecies transmission. For
experiments altering host range so that the patho-
gen is presumed to infect humans, this includes
any level of transmission in humans or humanized
model systems compared with the original patho-
gen. It is worth noting that determining the control
for comparison purposes can be complex, particu-
larly for reassortant mutants or strains generated by
recombinant technologies, and that baselines may
vary. It is important to specify what the comparison
group is when applying the scoring system.

- Increased intraspecies (host-to-host) transmission
of a pathogen with the potential to cause signifi-
cant disease in humans: This criterion captures
increased levels of transmission of the modified
agent between hosts that are the same species
compared with the unmodified form. Direct
measures may include animal transmission stud-
ies (e.g., ferret-to-ferret or mouse-to-mouse) or
pathogen abundance on intranasal swabs (or
other excretions or tissues relevant to trans-
mission), whereas indirect measurements may
include estimating and modeling the basic repro-
duction number (R0) or measuring the duration
and quantity of pathogen-shedding.

10



= 0 =no increase in transmission compared
with the control

= 0.5 = moderate increase in transmission (e.g.,
higher attack rate in model organisms, but
attack rate is not sustained)

= 1 = efficient and sustained transmission
between the same host species

= NA = cannot be reasonably inferred or is not
relevant.

Expanded host range: This criterion captures the

alteration of the ability of a biological agent to

infect humans or animals more closely related

to humans than its ability to infect the hosts

previously known or reported for the pathogen.

The most-direct in vitro metrics in model sys-

tems that are meant to mimic human impacts

may include infection studies using human or

humanized cell lines or in vivo transmission

studies in model systems. Indirect in vitro stud-

ies may include protein—protein binding assays

between surface host and pathogen proteins.

= 0 =no change in host range

= 0.5 = able to infect another host that is not
human

= 1 = able to infect human or nonhuman
primates

= NA = cannot be reasonably inferred or is not
relevant.

Increased environmental stability: A modified

agent can remain infectious outside the body or

host (on a fomite, droplet, aerosol, etc.) for longer

periods or under more-extreme conditions com-
pared with an unmodified agent. Direct mea-

surements may include viral persistence assays

after exposure to different conditions, droplet or

aerosol stability studies under different condi-

tions, time-to-inactivation studies using plaque

assays or polymerase chain reaction (PCR). Indi-

rect measurements may involve modeling trans-

mission risk based on environmental decay rates,

surface contact frequencies, or other parameters.

= 0 =no increase in environmental persistence
or decay rate remains unchanged

= 0.5 = moderate increase in survival on sur-
faces, at wider temperatures, during treat-
ments (such as centrifugation), or in alterna-
tive forms (such as aerosols) (e.g., survives
hours instead of minutes)

= 1 =substantial increase in stability on sur-
faces, at wider temperatures, during treat-
ments (such as centrifugation), or in alterna-
tive forms (such as aerosols) (e.g., survives
days or weeks, survives harsh conditions)

= NA = cannot be reasonably inferred or is not
relevant.

o MCM availability, immune recognition, and ability
to control: A modified biological agent produced
over the course of the research could lead to fewer
available ready-to-deploy MCMs or a modification
that allows the agent to evade or overwhelm the
immune response. A modified biological agent pro-
duced over the course of the research would limit
the possibility of its control and public health inter-
ventions. Scores for this factor were adapted from
the integrated technology readiness levels (TRLs)
for MCM products from the Biomedical Advanced




Research and Development Authority (BARDA)
(MCM, undated).
— Decreased number of MCMs that are available or

ready: This criterion entails a reduction in the
effectiveness or availability of ready-to-deploy
MCMs (including vaccines, antivirals, mono-
clonal antibodies, and antibiotics) against the
modified agent. The reduction may be measured
by plaque reduction neutralization test (PRNT)
to assess antibody-neutralizing ability, enzyme-
linked immunosorbent assay (ELISA), and flow
cytometry to evaluate antibody binding or the
efficacy of treatment in animal models. More-
indirect in vitro tests may include treating cell
lines with or without a modified agent after
exposure to different treatments and measuring
functional endpoints.
= 0 = there are approved or preexisting MCMs
that are available
= 0.5 = preexisting MCMs are less viable or
function less effectively
= 1 = there are no available MCM or no MCMs
that are in the pipeline or development stages
= NA = cannot be reasonably inferred or is not
relevant.
Decreased diagnostic capability: This criterion
entails a reduction in the ability of existing diag-
nostic tools (ELISA, PCR, etc.) to detect a modi-
fied agent accurately or reliably. Direct measure-
ments may include evaluating false negative and
positive rates in PCR assays, antigen tests, or
serological tests when applied to the modified
agent or evaluating antibody binding or cross-

reactivity using standard diagnostics. Indirect

measurements may include genetic analyses

(such as sequence divergence analyses) to identify

mutations in primer or probe binding sites.

= 0 = can be detected by existing diagnostic tests

= 0.5 = more false positives or negatives with
existing diagnostic tests or a small-to-
moderate reduction in the diagnostic capabil-
ity to detect a modified agent

= 1 =beyond whole genome sequencing, signifi-
cantly defeats or decreases existing diagnostic
capabilities

= NA = cannot be reasonably inferred or is not
relevant.

Host immune evasion: This criterion entails the

increased ability of a modified agent to avoid

detection or neutralization by the host immune

system, including both innate and adaptive

responses. Direct measurements may include

reduced neutralization by PRNT, decreased anti-

body binding in ELISA/flow cytometry, impaired

T cell activation by intracellular cytokine stain-

ing assays, and in vivo evidence of reinfection

despite prior immunity. Indirect measurements

may include sequence or structural changes in

key antigenic sites or epitope mapping.

= 0 = does not evade host immune response

= 0.5 = partially evades existing immunity

= 1 =no preexisting immunity (something
human has never seen there), evades exist-
ing immunity (includes overwhelming innate
immune mechanisms), or, if there is preexist-
ing immunity, exacerbates disease outcomes

12



= NA = cannot be reasonably inferred or is not
relevant.
— Diminished public health mitigation and capacity
to control: This criterion includes the extent to
which the modified biological agent limits patho-
gen prevention and control efforts or may over-
whelm public health or health care mitigation
strategies. The agent includes adjustable features
(expressions that can be turned on or off) or
selective targeting of specific populations.
= 0 =no additional features compared with
naturally occurring pathogens that could limit
critical infrastructure capacity to control dis-
semination or spread

= 0.5 = some added control features but not
highly specific or easily adjustable

= 1 =high degree of diminished controllability
or specificity (e.g., genetic switches, evasion of
testing, no MCM interventions)

= NA = cannot be reasonably inferred or is not
relevant.

Qualitative Societal Factors

Although the evaluation criteria we have described focus
on quantitative risk factors, there are often secondary, soci-
etal implications that should be considered. The following
indicators represent a need for integrating qualitative com-
ponents, particularly those related to societal and environ-
mental harm, that, although likely more complex in their
grading, are nonetheless part of the larger risk ecosystem.

o Societal and environmental implications: A modi-
tied biological agent produced over the course of

There are often secondary
implications that should

De considered, particularly
those related to societal
and environmental harm,
which are part of the
larger risk ecosystem.

the research could cause significant harm to human

populations, the environment, and the economy

compared with an unaltered form of the infec-

tious agent, if the modified version were released

into the environment. These agents could include a

large-scale epidemic on human populations, animal

populations, or the food supply. A release of such

an agent could have national security implications.

Although such implications are more speculative in

nature and difficult to measure directly, they may

be derived from, for example, transmission and
virulence studies or One Health considerations.

— Ecological impacts: The release of a modified
agent could endanger or cause the extinction of
any species that are not part of the cash economy
(pets, wildlife, etc.) or could have greater negative
impacts on environmental health indicators, such
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as soil quality or drinking water quality, than the
release of the unmodified agent. These impacts
would have indirect effects on human well-being.
= 0 = no anticipated or measurable impact on
nontarget species or ecosystems
= 0.5 = could cause localized or short-term
ecological disruption (e.g., may affect a single
species or population)
= 1= could cause broad, long-lasting, or irre-
versible ecological damage (e.g., disrupts food
web, leads to species extinction)
= NA = cannot be reasonably inferred or is not
relevant.
Critical agriculture and food systems: The release
of a modified agent could more negatively affect
systems that are important for human survival
or well-being and economic stability, excluding
direct human health outcomes and including
food-producing animals, livestock, agriculture,
crops, farm-raised animals, and drinking water
quality or infected water. This criterion captures
the risk to economic, national, and agricultural
security caused by the disruption of critical
biological or environmental systems, directly
excluding human mortality and morbidity, which
are captured in health impacts, and including
significant impacts on laboratory animals.
= 0 = no anticipated or measurable effect on
livestock, crops, or other economically signifi-
cant organisms
= 0.5 = could cause moderate disruption (e.g.,
reduced yield in crops or livestock illness that
may affect production)

= 1 = could cause major disruption to agricul-
tural systems or animal production (e.g., live-
stock die-off, crop failure, food insecurity)

= NA = cannot be reasonably inferred or is not
relevant.
— Essential human and societal systems: The release
of a modified agent could more negatively affect
essential systems that support modern life and
public welfare, such as health care, transporta-
tion, utilities, supply chains, and critical work-
forces, than the release of the unmodified agent.
This criterion focuses on indirect social and
economic impacts beyond those captured in the
human health impact factor.
= 0 = no anticipated or measurable effect on
essential services, supply chain, or quality of
life

= 0.5 = may cause partial or temporary disrup-
tion of infrastructure (e.g., hospital overcapac-
ity, localized supply chain disruption)

= 1 = has the potential to cause widespread,
sustained disruption of infrastructure (e.g.,
health care collapse, transportation halted,
national economic impact)

= NA = cannot be reasonably inferred or is not
relevant.

Qualitative assessments should be supported by data
that are associated with categories of agents or specific
agents. Traits (including mode of transmission, environ-
mental stability, morbidity, and mortality) should inform
the assessment of these qualitative parameters in a repro-
ducible and defensible manner. Expertise from the inter-
agency and nongovernmental stakeholders will need to be
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leveraged to inform these assessments with an understand-
ing of how risks associated with these traits contribute to
large-scale ecological, environmental, agricultural, or other
societal impacts.

o Other risks category (optional): This category cap-
tures additional intangible or emergent risk factors
or some other contributions that are not captured
in previous indicators and reflect uncertainties,
philosophical considerations, or the potential for
unforeseen consequences based on research impli-
cations. This category also highlights research ele-
ments that may elevate the possibility of global-scale
catastrophic outcomes. Although this category is
more speculative in nature and difficult to measure
directly, its implications may be derived from the
extent to which one or more other indicators were
modified (e.g., triggers a significant increase in
morbidity or mortality and may have grave impacts
on humankind).

- 0 =no additional concerns are warranted; no
indication that the study introduces risks beyond
existing baseline threats

- 0.5 = some expert uncertainty exists regard-
ing the potential for catastrophic outcomes; the
research raises cautionary red flags but remains
unclear as to whether any research outcomes
could truly lead to something catastrophic

— 1 = on the basis of existing knowledge, there is
a strong justification in emphasizing the height-
ened severity or unanticipated catastrophic risks
associated with this research if it were to be mis-
used; the study may reveal novel or previously

unrecognized pathways that could be misapplied
or lead to global catastrophe.

Defining Benefit Scores for DURC/PEPP
Assessment

Although most DURC/PEPP guidance documents empha-
size the need to weigh the risks and benefits of potential
DURC efforts, to our knowledge, there are no publicly
available standardized frameworks to do these analyses,
which allows the review process to be subjective. This

is true for both assessments of the risks of the work, as
discussed previously, but also the benefits that the work
could bring to the scientific community and to society.
Therefore, we developed a benefit score scheme that could
help researchers, IREs, or other review entities identify the

Expertise can inform
these assessments with
an understanding of how
risks associated with
these traits contribute to
large-scale ecological,
environmental, agricultural,
or other societal iImpacts.
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value of the scientific insights that may be realized through

potential DURC/PEPP studies. The benefit score could be
compared with the risk score developed herein. A funda-
mental aspect of evaluating these benefits is whether the
knowledge or capabilities they provide cannot be achieved
through less risky or more-difficult approaches and
whether the anticipated benefits are likely to be realized
over a similar time frame because of the risks posed by the
research with enhanced pathogens or toxins.

The benefit factors that we include in this section and
their definitions were based on expert insights and discus-
sion, previous DURC/PEPP/ePPP policies, and the WHO
Global Guidance Framework for the Responsible Use of the
Life Sciences: Mitigating Biorisks and Governing Dual-Use
Research (WHO, 2022), and NIH’s Tools for the Identifica-
tion, Assessment, Management, and Responsible Commu-
nication of Dual Use Research of Concern companion guide
(NTH, 2014).

Although the scoring system we present is applied
consistently across the benefit factors, there may be
instances in which a benefit factor could be weighed more
(or less) on a case-by-case basis at the discretion of the
tool’s users. This same logic also applies to cases in which
a risk factor could be weighed more (or less) on a case-by-
case basis. The optional last indicator, “other benefits,”
may serve as a discretionary weight for this purpose. The
definitions for each factor that we provide here are fol-
lowed by their respective indicators and how each indica-
tor would be scored. The benefit factors and their indica-
tors provided here are compiled with the risk metrics in
Appendix A. The scores can be entered and summed in
a companion risk-benefit calculator tool provided in the
annex to this report.

o MCM development and availability: The research

advances the development, efficacy, or deployment

of MCMs, such as vaccines or antimicrobials, that

improve human health.

— Novel therapeutic or vaccine targets: This crite-

rion assesses whether research identifies or sug-

gests new molecular or biochemical targets that

are expected to be useful in therapy and vaccine

design to address societal risks from a pathogen

in the near future.

0 = no anticipated or measurable contribution
to MCM development

0.5 = may identify leads, targets, or con-

cepts that could support MCM development
indirectly

1 = directly identifies a new therapeutic

or vaccine target with strong translation
potential

NA = not applicable to the research scope.

- Increased efficacy of existing MCMs: This crite-
rion evaluates whether research improves the

effectiveness, stability, or performance of MCMs

that have already been developed.

0 = no expected contribution to improving
existing MCM performance

0.5 = may suggest possible improvements
or mechanisms that could support MCM
optimization

1 = provides evidence or mechanisms that
improve efficacy or the formulation of an
existing MCM

NA = not applicable to the research scope.
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- Generation of novel disease-blocking mechanism:
This criterion measures the development or
advancement of new approaches to interrupt
pathogen transmission or prevent infection out-
side MCM approaches that are already available
(e.g., genetically modified mosquitoes that block
virus transmission) in a manner that is likely
to address societal risks from a pathogen in the
foreseeable future.
- 0 = no anticipated impact on new disease-
blocking technologies
- 0.5 = explores the biological principles or feasibil-
ity of novel mechanisms, but the novel mecha-
nisms are not directly demonstrated
- 1 = demonstrates or advances a novel interven-
tion that is capable of interrupting disease trans-
mission or spread
— NA = not applicable to the research scope.
Scientific knowledge generation: This research con-
tributes foundational insights or fills critical gaps
in understanding biological systems, pathogens,
host responses, etc. in a manner that promises to
enhance societal preparedness for the pathogen’s
deleterious effects in the near term.
= Novel mechanism: This criterion captures
whether the research elucidates previously
uncharacterized biological processes or interac-
tions that are relevant to the disease or biology.
= 0 =no contribution to the biological under-
standing of a biological mechanism

= 0.5 = may generate hypotheses or observations
related to novel biological mechanisms that
were previously unknown

» 1 = clearly identifies or characterizes new
biological mechanisms
= NA = not applicable to the research scope.
— Hpypothesis generation: This criterion assesses the
extent to which the research opens new lines of
thinking or suggests new conceptual frameworks
for future investigation.
= 0 = unlikely to result in knowledge that chal-
lenges fundamental principles or generates
new research or avenues for inquiry

= 0.5 = may produce interesting findings that
could lead to follow-up studies

= 1 =demonstrates a strong potential to shift
paradigms or open new research avenues

= NA = not applicable to the research scope.
o Disease surveillance and preparedness: The research
enhances the ability to detect, monitor, or model
disease threats and inform public health responses
to threats that face human populations presently.
— Contributes to the development of, validation of,
or improvement of diagnostics.
= 0 =no relevance to diagnostics
= 0.5 = may identify biomarkers or suggest diag-
nostic improvements but not tested

= 1 = directly develops or validates new or
improved diagnostic tools

= NA = not applicable to the research scope.

— Informs preventative measures, such as predictive
modeling or early warning systems.
= 0 =does not inform prevention strategies
= 0.5 = provides data that may support future

preparedness efforts
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= 1 =directly supports or improves modeling,
forecasting, or early response capabilities
= NA = not applicable to the research scope.
— Improves a physical aspect of pathogen-monitoring
tools, including portable biosensors, air or
wastewater sampling devices, and microfluidic
platforms.
= 0 =no impact on monitoring capabilities
= 0.5 = may improve understanding that could
inform monitoring tools

= 1 =leads to the development or enhancement
of surveillance platforms or field-deployable
tools

= NA = not applicable to the research scope.

o Public health policy: The research supports action-
able improvements in public health policy, includ-
ing decisions on stockpiling, deploying MCMs, or
developing national or international biosecurity and
biosafety guidelines.

— Data used in national and international
guidelines
= 0 = not expected to influence policy
= 0.5 = could inform best practices or recom-

mendations but indirectly or at an early stage
= 1 =likely or already being used to inform
public health guidelines or risk assessments
= NA = not applicable to the research scope.

— Informs or enhances emergency preparedness or
response efforts
= 0 =no contribution to preparedness or

response
= 0.5 = may generate data that are useful for
scenario-planning or logistics, including data

that could inform decisionmaking for stock-
piling or deploying MCMs

1 = directly supports operational plan-
ning, response strategies, or preparedness
frameworks

NA = not applicable to the research scope.

o One Health advancement: This research benefits

plant, animal, or ecosystem health.

— Supports the development or advancement of vet-

erinary or plant-related countermeasures.

0 = no relevance to countermeasures targeting
nonhuman health concerns, such as animals,
plants, or the environment

0.5 = may have implications for the develop-
ment of countermeasures aimed at promoting
animal or plant health but not a central aim

1 = directly contributes to tools or interven-
tions for animal or plant disease mitigation or
prevention

NA = not applicable to the research scope.

— Prevents or mitigates economic loss in food pro-

duction systems.

0 = no impact on agriculture or food systems
0.5 = may have downstream implications for
food security

1 = demonstrated impact or strong potential
to protect economic and food systems from
biological threats

NA = not applicable to the research scope.

- Improves animal or plant surveillance.

0 = no application to nonhuman
disease-monitoring
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= 0.5 = identifies surveillance gaps or suggests
improvements

= 1 = directly advances or deploys animal and
plant health surveillance methods

= NA = not applicable to the research scope.

o Technology development: The research yields novel
platforms, techniques, or methods that can be
used in research that are anticipated to address the
pathogen risks that are faced currently.

— Novel vector, assay, delivery system, etc. are
developed.

» 0 =methods involve previously published
tools, and no novel vector, assay, delivery
system, etc. is developed

= 0.5 = modifies or repurposes existing tools for
novel uses

= 1 =develops a new, validated platform, deliv-
ery system, or tool

= NA = not applicable to the research scope.

— Developed tools are applicable to multiple patho-
gens and fields.

= 0 = only applicable to a specific, narrow use
case

= 0.5 = could be adapted to other systems, but
this adaptation is not demonstrated

s 1 =clearly designed for or already being used
across multiple applications

= NA = not applicable to the research scope.

o Other benefits category (optional): The research
yields other benefits that are anticipated to save lives
in the foreseeable future but that are not captured in
the previous criteria and that reviewers believe war-
rant extra emphasis in scoring.

- 0 = no additional benefits other than what is
captured already

— 0.5 = possible secondary benefits but with limited
evidence

- 1 = clear, demonstrable benefits in areas that are
not captured already.

Applying Results from the Risk-Benefit
Scoring Tool to Inform Decisionmaking

After assigning the risk and benefit scores, they can be
entered into a calculator that normalizes each score to
account for differences in scale. This process allows for
direct comparison. For example, preliminary applications
of the risk-benefit scoring matrices, along with the calcu-
lator, are shown in Appendixes B, C, and D for published
studies with varying levels of risk. A scoring sheet is also
provided in the annex to this report. Scoring scales were
developed based on published works but warrant further
validation—especially by funding agencies or experts in
USG who may have more-extensive data.

Both the magnitude of the risk-benefit scores them-
selves, as well as the magnitude of difference between the
two scores, could help inform whether the research should
be funded, to what extent risk mitigation efforts could be
anticipated or amended, and whether alternative experi-
mental methods may be considered. For example, decision-
makers may suggest considering alternative experiments or
research avenues to minimize the risks, in consideration of
the benefits, or they may decide whether the research war-
rants being funded or conducted as planned. Controlled
dissemination and publishing strategies to limit access to
potentially damaging materials or knowledge may also be
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IN response to Executive
Order 14292, we propose
that a risk—benefit scoring
tool will help clarify and
operationalize oversight

of dual-use research of
concern efforts without
hampering U.S. innovation.

advised. In contrast, studies that pose minimal risks and
more benefits may be conducted as planned.

The following entities could use the scoring tool
herein, depending on the type and stage of the research
project: PIs, IREs, SMEs, the DURC/PEPP committee
within HHS, a future bioresponsibility agency that is
specifically designed for research oversight, and funding
agencies. The risk-benefit score of potential DURC/PEPP
should be assessed throughout the entire research life cycle,
which includes the following stages: grant proposal and
experiment design (before the research study starts, includ-
ing gathering of preliminary data), data generation and
manuscript review (during the research study, including
response to manuscript reviewers), and responsible com-
munication of data (post-research study, including manu-
script publication) (Moritz, 2022).

The scoring approach that we have described could
be tailored to specific stages of research, recognizing that
early-stage assessments (such as those during the grant
proposal and experimental design stage) will be more qual-
itative and anticipatory before the research is performed
(i.e., when hypotheses are formed) and data are gathered.
Therefore, the initial DURC/PEPP analysis may change
over time. During the initial stages, PIs and IREs could use
the tool to identify, discuss, and weigh anticipated risks
and benefits, as well as to propose risk mitigation strategies
based on the five risk factors that have been described here
in a qualitative manner. As the research advances and more
data become available, a more robust, quantitative assess-
ment that uses the defined scoring indicators could then
be conducted. Once a grant is flagged as potential DURC/
PEPP, institutions are already required to perform reviews,
including the continual oversight of progress reports and
to modify the risk mitigation plan when appropriate. The
evolving assessments, including updated risk mitigation
strategies described in the risk mitigation plan, can be
incorporated into routine reporting mechanisms, such as
the annual grant progress reviews. The tool could also be
applied to studies that are not initially flagged as DURC/
PEPP in the experimental design phase but that are later
found to be so as the research life cycle progresses. The
continuous, adaptive use of the scoring tool could help
ensure that emerging risks are proactively addressed and
that oversight remains dynamic and data-driven.

Conclusion

In response to “Improving the Safety and Security of Bio-
logical Research” (EO 14292, 2025), we propose that a risk-




benefit scoring tool will help clarify and operationalize
oversight of DURC efforts without hampering U.S. innova-
tion. The model tool that we have provided evaluates the
risks and benefits of potential DURC/PEPP work using a
detailed scoring system, encompassing five risk factors and
seven benefit factors that each include two to four specific,
semi-quantitative indicators to provide a nimble, consis-
tent, and transparent risk assessment mechanism. This tool
can support oversight bodies in identifying and evaluating
high-consequence research in a systematic way.

Although this tool introduces a more structured mech-
anism to evaluate DURC/PEPP efforts, there are impor-
tant limitations. Most notably, our proposed tool is not
an exhaustive risk-benefit analysis. Rather, it is a starting
point for applying some semi-quantitative metrics to assess
the potential benefits and risks of research projects and is
meant to serve as a model for a more robustly tested tool.
This tool should be complemented by additional analyses
that use more-extensive data from previous DURC/PEPP
proposals to more comprehensively assess potential societal
benefits alongside the risks, given specific experimental
contexts. This scoring tool lays the foundation for a more
robust assessment and decisionmaking framework, which
should be populated with objective criteria at the family or
species level and include considerations for experiments
that are designed to manipulate or transfer the function of
genes involved in pathogenesis or toxicity. This could yield
a reproducible assessment framework available to all enti-
ties involved in proposing, reviewing, funding, and con-
ducting high-consequence life sciences research.

Additionally, this scoring tool does not assess actor
capability or intent. Relevant federal agencies could build
on this tool to create a more robust decisionmaking frame-

work; alternatively, they could use existing federal mecha-
nisms to assess actor capability and intent to address the
probability that misuse may occur. Finally, although we
include semi-quantitative scoring criteria, some indicators
(e.g., societal and environmental implications) will still
involve a level of subjective judgment based on incomplete
data, limiting their reproducibility across SME reviewers.
The tool can be used throughout the research life cycle,

so scores will be reevaluated and reassessed as more data
become available; however, several indicators will be left
to the discretion of the reviewer because the necessary
data will likely never be available (or may be impossible to
measure). Future efforts will need to validate, refine, and
potentially standardize scoring practices across institutions
to improve reliability. Finally, the proposed tool neither
establishes risk or benefit scoring thresholds nor accounts
for instances in which risk or benefit factors may need to
be weighted more heavily. Use of the tool will reveal cases
in which acceptability depends on the types of risks and
benefits that are associated with research, as well as the
balance of the degree of risks and benefits.

Our research team ran the scoring system for the stud-
ies described in Appendixes B, C, and D using existing Al
frontier models after we scored the studies ourselves. We
found that, although the model was able to replicate similar
scoring and rationale compared with our team assessment
for the risk score, it was unable to do so for benefits for
which it missed critical pieces of research information. As
of this writing, we do not recommend using Al frontier
models, because they determine the risk-benefit scores
described here. If automating the risk-benefit score calcu-
lations is of interest, continual evaluations of the model’s
capability with expert baselines should be conducted to see
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By offering clearly defined
indicators and scores, our
approach also promotes
consistency across
institutions, encourages
accountapility, and lays
the groundwork for more-
transparent and -effective
DIosSecurity governance.

whether future models are able to understand and accu-
rately score research with these metrics.

By offering clearly defined indicators and scores, our
approach provides an opportunity to standardize one
method that aids in determining what research may fall
under EO 14292 and the to-be-developed, revised DURC
policies without stifling innovation or research with soci-
etal benefits. The approach also promotes consistency
across institutions, encourages accountability, and lays the
groundwork for more-transparent and -effective biosecu-
rity governance.

APPENDIX A
Compiled Risk-Benefit Scoring Tool

This appendix is a compiled list of the risk and benefit
factor definitions, corresponding indicators, and score
definitions. It is meant to be a companion guide for review-
ers as they score potential DURC/PEPP efforts.

Risks

The following risk scoring system is derived from a forth-
coming RAND report.

Quantitative Biological Factors

o Human health considerations: A modified biologi-
cal agent produced over the course of the research
is more virulent than an unmodified version, could
cause worse disease outcomes (including lasting
morbidity after recovery), or could lead to more-
significant morbidity or mortality than an unmodi-
fied agent in humans. For experiments that alter
host range and enable the agent to infect humans,
this includes any resulting morbidity or mortality
in the new model host after exposure to the modi-
fied agent. It is worth noting that determining the
control for comparison purposes can be complex,
particularly for reassortant mutants or strains
generated by recombinant technologies, and that
baselines may vary. It is important to specify what
the comparison group is when applying the scoring
system.

- Increased virulence in the model system: This
criterion captures the degree of harm or damage
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that a pathogen causes once it infects a host. The

most direct in vitro measurements in model cells

meant to mimic human impacts may include

such tests as CPE, cell death pathway assays (such

as apoptosis), and TCID50. The most-direct in

vivo metrics in a model system that are meant

to mimic human impacts may include a histo-

pathology of organ or tissue damage (e.g., lung

hemorrhage, inflammation). Indirect measure-

ments may include cytokine secretion assays,

metabolic assays, tissue chip models, and tran-

scriptomic profiling.

= 0 =no change in virulence or histopathology
compared with unmodified control

= 0.5 = moderate increase in virulence or sever-
ity of histopathology compared with unmodi-
fied control (e.g., <50 percent or other percent-
age [depending on pathogen] CPE or increased
tissue damage)

= 1 =significant increase in virulence or severity
of histopathology compared with unmodified
control (e.g., >50 percent or other percent-
age [depending on pathogen] CPE or enough
tissue damage)

= NA = cannot be reasonably inferred or is not
relevant.

— Increased morbidity in the model system: This

criterion captures how sick exposure to a modi-
fied agent makes the host, including the result-
ing symptoms and functional impairments,
regardless of whether the infection is fatal. Direct
in vivo tests may include weight loss, activity
level monitoring, clinical scoring of symptoms.

More-indirect in vitro tests may include cytokine

secretion assays, metabolic assays, or tissue chip

models.

= 0 =no observable signs of disease or illness
compared with the control

= 0.5 = mild illness, moderate clinical signs of
disease in some of the animals exposed to the
treatment

» 1 =significantly more sick animals, disease
presentation in a significant number of ani-
mals exposed to the treatment

= NA = cannot or will not be measured, cannot
be reasonably inferred or is not relevant.

Increased mortality in the model system: This

criterion captures the extent to which expo-

sure to treatment leads to death in the model

system relative to the control study. The most-

direct measurements in a model system that are

meant to mimic human impacts may include

survival curves, LD50, MLD50, time-to-death

post-inoculation, or humane endpoint triggers.

Indirect measurements may include the virulence

indexes described previously.

= 0 =no mortality observed in the model system
compared with the control

» 0.5 =any low level of mortality observed in
the model system, even if not significantly
elevated compared with controls

» 1 =significant levels of mortality in the model
system compared with controls; for research
altering the host range, this includes any mor-
tality in the new host
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= NA = cannot be reasonably inferred or is not
relevant.

o Transmissibility characteristics: A modified biologi-
cal agent produced over the course of the research is
more transmissible or infectious to humans than an
unmodified form, including through host-to-host
transmission and interspecies transmission. For
experiments altering host range so that the patho-
gen is presumed to infect humans, this includes
any level of transmission in humans or humanized
model systems compared with the original patho-
gen. It is worth noting that determining the control
for comparison purposes can be complex, particu-
larly for reassortant mutants or strains generated by
recombinant technologies, and that baselines may
vary. It is important to specify what the comparison
group is when applying the scoring system.

— Increased intraspecies (host-to-host) transmission
of a pathogen with the potential to cause signifi-
cant disease in humans: This criterion captures
increased levels of transmission of the modified
agent between hosts that are the same species
compared with the unmodified form. Direct
measures may include animal transmission stud-
ies (e.g., ferret-to-ferret or mouse-to-mouse) or
measuring pathogen abundance on intranasal
swabs (or other excretions or tissues relevant
to transmission), whereas indirect measure-
ments may include estimating and modeling
RO or measuring the duration and quantity of
pathogen-shedding.
= 0 =no increase in transmission compared

with the control

= 0.5 = moderate increase in transmission (e.g.,
higher attack rate in model organisms, but
attack rate is not sustained)

= 1 = efficient and sustained transmission
between the same host species

= NA = cannot be reasonably inferred or is not
relevant.

Expanded host range: This criterion captures the

alteration of the ability of a biological agent to

infect humans or animals more closely related
to humans than its ability to infect the hosts
previously known or reported for the pathogen.

The most-direct in vitro metrics in model sys-

tems that are meant to mimic human impacts

may include infection studies using human or
humanized cell lines or in vivo transmission
studies in model systems. Indirect in vitro stud-
ies may include protein-protein binding assays
between surface host and pathogen proteins.

= 0 =no change in host range

= 0.5 = able to infect another host that is not
human

= 1 = able to infect human or nonhuman
primates

= NA = cannot be reasonably inferred or is not
relevant.

Increased environmental stability: A modified

agent can remain infectious outside the body

or host (on a fomite, droplet, aerosol, etc.) for

longer periods of time or under more-extreme
conditions compared with an unmodified agent.

Direct measurements may include viral persis-

tence assays after exposure to different condi-
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tions, droplet or aerosol stability studies under
different conditions, or time-to-inactivation
studies using plaque assays or PCR. Indirect
measurements may involve modeling transmis-
sion risk based on environmental decay rates,

surface contact frequencies, or other parameters.

= 0 =no increase in environmental persistence
or decay rate remains unchanged

= 0.5 = moderate increase in survival on sur-
faces, at wider temperatures, during treat-
ments (such as centrifugation), or in alterna-
tive forms (such as aerosols) (e.g., survives
hours instead of minutes)

= 1 = substantial increase in stability on sur-
faces, at wider temperatures, during treat-
ments (such as centrifugation), or in alterna-
tive forms (such as aerosols) (e.g., survives
days or weeks, survives harsh conditions)

= NA = cannot be reasonably inferred or is not
relevant.

o MCM availability, immune recognition, and ability

to control: A modified biological agent produced
over the course of the research could lead to fewer
available ready-to-deploy MCM:s or a modifica-
tion that allows the agent to evade or overwhelm
the immune response. A modified biological agent
produced over the course of the research would
limit the possibility of its control and public health
interventions. Scores for this factor were adapted
from the integrated TRLs for MCM products from
BARDA (MCM, undated).
— Decreased number of MCMs that are available or
ready: This criterion entails a reduction in the

effectiveness or availability of ready-to-deploy
MCMs (including vaccines, antivirals, mono-
clonal antibodies, antibiotics, etc.) against the
modified agent. The reduction may be measured
by PRNT to assess antibody-neutralizing ability,
ELISA, and flow cytometry to evaluate antibody
binding, or the efficacy of treatment in animal
models. More-indirect in vitro tests may include
treating cell lines with or without a modified
agent after exposure to different treatments and
measuring functional endpoints.
= 0 = there are approved or preexisting MCMs
that are available
= 0.5 = preexisting MCMs are less viable or
function less effectively
= 1 = there are no available MCM or no MCMs
that are in the pipeline or development stages
= NA = cannot be reasonably inferred or is not
relevant.
Decreased diagnostic capability: A reduction in
the ability of ELISA, PCR, etc. to detect a modi-
fied agent accurately or reliably. Direct measure-
ments may include evaluating false negative and
positive rates in PCR assays, antigen tests, or
serological tests when applied to the modified
agent or evaluating antibody binding or cross-
reactivity using standard diagnostics. Indirect
measurements may include genetic analyses
(such as sequence divergence analyses) to identify
mutations in primer or probe binding sites.
= 0 = can be detected by existing diagnostic tests
= 0.5 = more false positives or negatives with
existing diagnostic tests or a small-to-
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moderate reduction in the diagnostic capabil-
ity to detect a modified agent

= 1 =beyond whole genome sequencing, signifi-
cantly defeats or decreases existing diagnostic
capabilities

= NA = cannot be reasonably inferred or is not
relevant.
— Host immune evasion: This criterion entails the
increased ability of a modified agent to avoid
detection or neutralization by the host immune
system, including both innate and adaptive
responses. Direct measurements may include
reduced neutralization by PRNT, decreased anti-
body binding in ELISA/flow cytometry, impaired
T cell activation by intracellular cytokine stain-
ing assays, and in vivo evidence of reinfection
despite prior immunity. Indirect measurements
may include sequence or structural changes in
key antigenic sites or epitope mapping.
= 0 = does not evade host immune response
= 0.5 = partially evades existing immunity
= 1 =no preexisting immunity (something
human has never seen there), evades exist-
ing immunity (includes overwhelming innate
immune mechanisms), or, if there is preexist-
ing immunity, exacerbates disease outcomes

= NA = cannot be reasonably inferred or is not
relevant.

— Diminished public health mitigation and capacity
to control: This criterion includes the extent to
which the modified biological agent limits patho-
gen prevention and control efforts or may over-
whelm public health or health care mitigation

strategies. The agent includes adjustable features

(expressions that can be turned on or off) or

selective targeting of specific populations.

= 0 =no additional features compared with
naturally occurring pathogens that could limit
critical infrastructure capacity to control dis-
semination or spread

» 0.5 =some added control features, but not
highly specific or easily adjustable

= 1= high degree of diminished controllability
or specificity (e.g., genetic switches, evasion of
testing, no MCM interventions)

= NA = cannot be reasonably inferred or is not
relevant.

Qualitative Societal Factors

o Societal and environmental implications: A modi-

fied biological agent produced over the course of
the research could cause significant harm to human
populations, the environment, and the economy
compared with an unaltered form of the infec-
tious agent, if the modified version were released
into the environment. These agents could include a
large-scale epidemic on human populations, animal
populations, or the food supply. A release of such
an agent could have national security implications.
Although such implications are more speculative in
nature and difficult to measure directly, they may
be derived from, for example, transmission and
virulence studies or One Health considerations.
— Ecological impacts: The release of a modified
agent could endanger or cause the extinction of
any species that are not part of the cash economy
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(pets, wildlife, etc.) or could have greater negative

impacts on environmental health indicators, such

as soil quality or drinking water quality, than the

release of the unmodified agent would. These

impacts would have indirect effects on human

well-being.

= 0 = no anticipated or measurable impact on
nontarget species or ecosystems

= 0.5 = could cause localized or short-term
ecological disruption (e.g., may affect a single
species or population)

= 1= could cause broad, long-lasting, or irre-
versible ecological damage (e.g., disrupts food
web, leads to species extinction)

= NA = cannot be reasonably inferred or is not
relevant.

Critical agriculture and food systems: The release

of a modified agent could more negatively affect

systems that are important for human survival

or well-being and economic stability, excluding

direct human health outcomes, including food-

producing animals, livestock, agriculture, crops,

farm-raised animals, and drinking water quality

or infected water. This criterion captures the risk

to economic, national, and agricultural security

caused by the disruption of critical biological

or environmental systems, directly excluding

human mortality and morbidity, which are cap-

tured in health impacts, and including signifi-

cant impacts on laboratory animals.

= 0 =no anticipated or measurable effect on
livestock, crops, or other economically signifi-
cant organisms

= 0.5 = could cause moderate disruption (e.g.,
reduced yield in crops or livestock illness that
may affect production)

= 1 = could cause major disruption to agricul-
tural systems or animal production (e.g., live-
stock die-off, crop failure, food insecurity)

= NA = cannot be reasonably inferred or is not
relevant.

— Essential human and societal systems: The release
of a modified agent could negatively affect essen-
tial systems that support modern life and public
welfare, such as health care, transportation,
utilities, supply chains, and critical workforces,
than the release of the unmodified agent. This
criterion focuses on indirect social and economic
impacts beyond those captured in the human
health impact factor.
= 0 = no anticipated or measurable effect on

essential services, supply chain, or quality of
life

= 0.5 = may cause partial or temporary disrup-
tion of infrastructure (e.g., hospital overcapac-
ity, localized supply chain disruption)

= 1 = has the potential to cause widespread,
sustained disruption of infrastructure (e.g.,
health care collapse, transportation halted,
national economic impact)

= NA = cannot be reasonably inferred or is not
relevant.

Other risks category (optional): This category cap-

tures additional intangible or emergent risk factors

or some other contributions that are not captured
in previous indicators and reflect uncertainties,
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philosophical considerations, or the potential for
unforeseen consequences based on research impli-
cations. This category highlights research elements
that may elevate the possibility of global-scale
catastrophic outcomes. Although this category is
more speculative in nature and difficult to measure
directly, its implications may be derived from the
extent to which one or more of the other indicators
were modified (e.g., trigger a significant increase in
morbidity or mortality and may have grave impacts
on humankind).

= 0 =no additional concerns are warranted;
no indication that the study introduces risks
beyond existing baseline threats.

» 0.5 =some expert uncertainty exists regard-
ing the potential for catastrophic outcomes;
the research raises cautionary red flags, but
it remains unclear as to whether any research
outcomes could truly lead to something
catastrophic

= 1 =on the basis of existing knowledge, there
is a strong justification in emphasizing the
heightened severity or unanticipated cata-
strophic risks associated with this research
if it were to be misused; the study may reveal
novel or previously unrecognized pathways
that could be misapplied or lead to global
catastrophe.

Benefits

o MCM availability and development: The research
advances the development, efficacy, or deployment

of MCMs, such as vaccines or antimicrobials, that

improve human health.
— Novel therapeutic or vaccine targets: This crite-
rion assesses whether research identifies or sug-
gests new molecular or biochemical targets that
are expected to be useful in therapy and vaccine
design to address societal risks from a pathogen
in the near future.
= 0 =no anticipated or measurable contribution
to MCM development

= 0.5 = may identify leads, targets, or con-
cepts that could support MCM development
indirectly

= 1 =directly identifies new therapeutic or vac-
cine target with strong translation potential

= NA = not applicable to the research scope.
— Increased efficacy of existing MCMs: This crite-
rion evaluates whether research improves the
effectiveness, stability, or performance of MCMs
that have already been developed.
= 0 =no expected contribution to improving
existing MCM performance

= 0.5 = may suggest possible improvements
or mechanisms that could support MCM
optimization

= 1 = provides evidence or mechanisms that
improve efficacy or the formulation of an
existing MCM

= NA = not applicable to the research scope.

— Generation of novel disease-blocking mechanism:
This criterion measures the development or
advancement of new approaches to interrupt
pathogen transmission or prevent infection out-
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side MCM approaches that are already available

(e.g., genetically modified mosquitoes that block

virus transmission) in a manner that is likely

to address societal risks from a pathogen in the

foreseeable future.

= 0 =no anticipated impact on new disease-
blocking technologies

= 0.5 = explores the biological principles or
feasibility of novel mechanisms, but the novel
mechanisms are not directly demonstrated

» 1 =demonstrates or advances a novel inter-
vention that is capable of interrupting disease
transmission or disease spread

= NA = not applicable to the research scope.

— Hpypothesis generation: This criterion assesses the
extent to which the research opens new lines of
thinking or suggests new conceptual frameworks
for future investigation.
= 0 = unlikely to result in knowledge that chal-
lenges fundamental principles or generates
new research or avenues for inquiry

= 0.5 = may produce interesting findings that
could lead to follow-up studies

= 1 =demonstrates a strong potential to shift
paradigms or open new research avenues

= NA = not applicable to the research scope.

o Disease surveillance and preparedness: The research
enhances the ability to detect, monitor, or model

o Scientific knowledge generation: This research con- disease threats and inform public health responses
tributes foundational insights or fills critical gaps to threats that face human populations presently.
in understanding biological systems, pathogens, — Contributes to the development of, validation of,
host responses, etc. in a manner that promises to or improvement of diagnostics.
enhance societal preparedness for the pathogen’s = 0 =no relevance to diagnostics
deleterious effects in the near term. = 0.5 = may identify biomarkers or suggest diag-
— Novel mechanism: This criterion captures nostic improvements but not tested

whether the research elucidates previously = 1 =directly develops or validates new or

uncharacterized biological processes or interac- improved diagnostic tools

tions that are relevant to the disease or biology. = NA = not applicable to the research scope.

= 0 = no contribution to the biological under- — Informs preventative measures, such as predictive
standing of a biological mechanism modeling or early warning systems.

= 0.5 = may generate hypotheses or observations = 0 =does not inform prevention strategies
related to novel biological mechanisms that = 0.5 = provides data that may support future
were previously unknown preparedness efforts

= 1 = clearly identifies or characterizes new = 1 = directly supports or improves modeling,
biological mechanisms forecasting, or early response capabilities

= NA = not applicable to the research scope. = NA = not applicable to the research scope.
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— Improves a physical aspect of pathogen-monitoring
tools, including portable biosensors, air or
wastewater sampling devices, and microfluidic
platforms.
= 0 =no impact on monitoring capabilities
= 0.5 = may improve understanding that could
inform monitoring tools

= 1 =leads to the development or enhancement
of surveillance platforms or field-deployable
tools

= NA = not applicable to the research scope.

o Public health policy: The research supports action-
able improvements in public health policy, includ-
ing decisions on stockpiling, deploying MCMs, or
developing national or international biosecurity and
biosafety guidelines.

— Data used in national and international
guidelines.
= 0 = not expected to influence policy
= 0.5 = could inform best practices or recom-

mendations but indirectly or at an early stage
= 1 =likely or already being used to inform
public health guidelines or risk assessments
= NA = not applicable to the research scope.
- Informs or enhances emergency preparedness or
response efforts.
= 0 =no contribution to preparedness or
response

= 0.5 = may generate data that are useful for
scenario-planning or logistics, including data
that could inform decisionmaking for stock-
piling or deploying MCMs

1 = directly supports operational plan-
ning, response strategies, or preparedness
frameworks

NA = not applicable to the research scope.

e One Health advancement: This research benefits

plant, animal, or ecosystem health.

— Supports the development or advancement of vet-

erinary or plant-related countermeasures.

0 = no relevance to countermeasures targeting
nonhuman health concerns, such as animals,
plants, or the environment.

0.5 = may have implications for the develop-
ment of countermeasures aimed at promoting
animal or plant health, but not a central aim

1 = directly contributes to tools or interven-
tions for animal or plant disease mitigation or
prevention

NA = not applicable to the research scope.

— Prevents or mitigates economic loss in food pro-

duction systems.

0 = no impact on agriculture or food systems
0.5 = may have downstream implications for
food security

1 = demonstrated impact or strong potential
to protect economic and food systems from
biological threats

NA = not applicable to the research scope.

- Improves animal or plant surveillance.

0 = no application to nonhuman
disease-monitoring

0.5 = identifies surveillance gaps or suggests
improvements
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= 1 =directly advances or deploys animal and
plant health surveillance methods
= NA = not applicable to the research scope.

o Technology development: The research yields novel

platforms, techniques, or methods that can be
used in research that are anticipated to address the
pathogen risks that are faced.
— Novel vector, assay, delivery system, etc. are
developed.
= 0 = methods involve previously published
tools, and no novel vector, assay, delivery
system, etc. is developed
= 0.5 = modifies or repurposes existing tools for
novel uses
= 1 =develops a new, validated platform, deliv-
ery system, or tool
= NA = not applicable to the research scope.
— Developed tools that are applicable to multiple
pathogens and fields.
= 0 = only applicable to a specific, narrow use
case
= 0.5 = could be adapted to other systems, but
this adaptation is not demonstrated
= 1 = clearly designed for or already being used
across multiple applications
= NA = not applicable to the research scope.

o Other benefits category (optional): The research

yields other benefits that are anticipated to save lives
in the foreseeable future but that are not captured in
the previous criteria and that reviewers believe war-
rant extra emphasis in scoring.
= 0 =no additional benefits other than what is
captured already

= 0.5 = possible secondary benefits but with
limited evidence

= 1 = clear, demonstrable benefits in areas that
are not captured already.

APPENDIX B
Example Risk-Benefit Scoring
Tables for a Higher-Risk Study

The following case study exemplifies how the risk-benefit
scoring system described in this paper can be applied to
potential DURC/PEPP work. The scores presented in this
appendix represent decisions that were agreed to through
group discussions by SMEs on the research team.

Here, we summarize a published study and show
how the risk-benefit indicators can be applied to assign
the study a score. Then, we show how these scores can be
used in a risk-benefit analysis to inform decisionmaking.
Through that analysis, we found that the risks and benefits
of this study were roughly the same, although the risks
were slightly higher than the benefits. Both the risk and
benefit scores themselves were the highest scores across the
three studies we analyzed.

Study Summary

In “Airborne Transmission of Influenza A/H5N1 Virus
Between Ferrets,” Herfst and colleagues performed site-
directed mutagenesis on a highly pathogenic avian influ-
enza (HPAI) strain that is not naturally transmissible via
respiratory droplets (HPAI A/H5N1) so that the virus
could recognize human sialic acid receptors and then seri-
ally passaged the virus in ferrets until it became airborne
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transmissible from ferret to ferret (Herfst et al., 2012). No
significant difference in viral titers was observed in respi-

ratory tissues between wild-type (WT) and mutant virus

strains after intranasal infection. However, significantly

higher titers of mutant virus were detected in nasal swabs

following transmission in ferrets at selected time points.

None of the recipient ferrets died following airborne

transmission of the mutant virus, although one of eight

ferrets died after intranasal inoculation. The mutant virus

remained sensitive to the antiviral drug oseltamivir and

was recognized by antibodies that had been raised against

existing H5 vaccines.

Risk Score Calculation

For the total risk score, see Table B.1.

o Human health considerations:

— Increased virulence in the model system: 1

Significantly higher titers of mutant virus
were detected in nasal swabs following trans-
mission in ferrets at selected time points.

- Increased morbidity in the model system: 1

The increased number of sick animals in this
study between the control and modified virus
indicates higher morbidity. Infected ferrets
displayed lethargy, loss of appetite, and ruffled
fur.

- Increased mortality in the model system: 0.5

None of the recipient ferrets died following
airborne transmission of mutant virus strains,
but one of eight died after intranasal inocula-
tion. It is unclear whether this is significantly
more than a WT strain. The authors note that

“[i]n previously published experiments, ferrets
inoculated intranasally with WTA/Indone-
sia/5/2005 virus at a dose of 1 x 106 TCID50
showed neurological disease and/or death”
(Herfst et al., 2012).

 Transmissibility characteristics:
- Increased intraspecies (host-to-host) transmis-
sion: 1

Authors show that the mutant virus can be
transmitted through aerosols.

- Expanded host range: 0

= The virus is only transmitted ferret-to-ferret.
- Increased environmental stability: 0.5

s This study did not assess or report environ-

mental stability, but it may be deduced that
gaining the ability to be transmitted through
aerosols would make the virus more stable in
droplets.

o MCM availability, immune recognition, and ability
to control:
— Decreased MCMs that are available or ready: 0
= H5-specific antibodies were still able to

respond to mutant virus strains, indicating
that H5 vaccines would still be effective.

— Decreased diagnostic capability: 0
= Serologic or genomic-based diagnostics would

still capture mutant virus strains.

— Host immune evasion: 0
= Although the virus remained sensitive to vac-

cine antisera, human sera from elderly indi-
viduals (>70 years old) showed limited cross-
reactivity, implying the potential for partial
immune evasion in the general population.
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TABLE B.1
Risk Score Calculation for Study 1

Factor Indicator Sample Scores
Human health considerations Increased virulence in the model system 1
Increased morbidity in the model system 1
Increased mortality in the model system 0.5
Transmissibility characteristics Increased intraspecies (host-to-host) transmission 1
Expanded host range 0
Increased environmental stability 0.5
MCM availability, immune impacts, and ability Decreased MCMs that are available or ready 0
to control
Decreased diagnostic capability 0
Host immune evasion 0
Diminished public health mitigation and capacity to control 0.5
Societal and environmental implications Ecological impacts 0.5
Critical agriculture and food systems 0
Essential human and societal systems 0.5
Other risks 0.5
Total risk score 6
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According to the authors, “The introduction
of receptor-binding site mutations
Q222L/G224S and the mutations H103Y and
T156A in HA [hemagglutinin], acquired
during ferret passage, did not result in
increased cross-reactivity with human anti-
sera, indicating that humans do not have
antibodies against the HA of the airborne-
transmissible A/H5N1 virus that was selected
in our experiments.”
— Diminished public health mitigation and capac-

ity to control: 0.5

s The research demonstrates that only a
few mutations are sufficient to produce an
airborne-transmissible A/H5N1 virus, poten-
tially making surveillance and control more
challenging.

 Societal and environmental implications:

- Ecological impacts: 0.5
= Release of mutant virus could have a negative
impact on ferret populations.
- Critical agriculture and food systems: 0
= There is no indication that mutant strain
would affect agriculture, livestock, or food
supply.
- Essential human and societal systems: 0.5
= The emergence of a transmissible HPAI
A/H5NT1 strain could stress public health
systems because of its pandemic potential,
although this strain is not measured directly
in this study.
Other risks: 0.5

— The research reveals mutations that are impor-
tant for potential human-to-human transmission
in H5NI. This information could be misused.

Benefit Score Calculation

For the total benefit score, see Table B.2.

o MCM availability and development:

— Novel therapeutic and vaccine targets: 0.5
» Inidentifying the amino acids that are neces-
sary for airborne transmission, the authors
may have identified targets that could support
MCM development indirectly.
- Increased efficacy of existing MCMs: 1
= The presence of the four HA mutations
increased the reactivity with H5 antisera by
twofold or more.
— Generation of novel disease-blocking mecha-
nism: 1
= The mutant strains were found to be more
susceptible to antisera raised against H5 vac-
cines, indicating that these sites could be novel
disease-blocking targets.

o Scientific knowledge generation:

— Novel mechanism: 1

= Single-point mutations in HA/peroxisome
biogenesis disorder genes were showed to
be associated with airborne transmission in
ferrets, and these mutations specifically sta-
bilized the HA protein by lowering the pH at
which an irreversible conformation change
occurs. This was previously unknown to be a
requirement for aerosol transmission.
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TABLE B.2

Benefit Score Calculation for Study 1

Factor

Indicator

Sample Scores

MCM development and availability

Scientific knowledge generation

Disease surveillance and preparedness

Public health policy

One Health advancement

Technology development

Other benefits

Total benefit score

Novel therapeutic and vaccine targets

Increased efficacy of existing MCMs

Generation of novel disease-blocking mechanism

Novel mechanism

Hypothesis generation

Contributes to development of, validation of, or improvement of diagnostics

Informs preventative measures, such as predictive modeling or early warning systems
Improves pathogen-monitoring tools

Data used in national or international guidelines

Informs or enhances emergency preparedness and response efforts

Supports development or advancement of veterinary or plant-related countermeasures
Prevents or mitigates economic loss in food production systems

Improves animal or plant surveillance

Novel vector, assay, delivery system, etc. are developed

Developed tools applicable to multiple pathogens or fields

0.5

1

1

1

0.5

0.5

0.5

0.5
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- Hypothesis generation: 0.5
= Prior to this study, there were many research
efforts that were unable to show that H5
could be transmitted via aerosols. Follow-up
research regarding airborne transmission
mechanisms may produce interesting find-
ings. Serial passaging in mammals to show
airborne transmission, however, is not a
paradigm-shifting method.
o Disease surveillance and preparedness:
— Contributes to development of, validation of, or
improvement of diagnostics: 0

s There is no relevance to diagnostics. Although

the study finds that vaccine-derived anti-
bodies bind to mutant virus strains, these
responses do not contribute to improved diag-
nostic capabilities, the validation of existing
diagnostic methods, or the development of
new diagnostics.
- Informs preventative measures, such as predic-
tive modeling or early warning systems: 0.5
= Knowing mutations that allow for human-to-
human transmission could inform the early
warning of H5N1 transmission in the field.
- Improves pathogen-monitoring tools: 0
= Understanding that the H5N1 could mutate
and be transmitted human-to-human may

improve our understanding of virus transmis-

sion dynamics and evolutionary potential,
but it does not improve existing influenza-

monitoring capabilities or the development of
new monitoring tools.
Public health policy:
- Data is used in national or international guide-
lines: 0.5
= This study was highly influential in policy
debates (e.g., moratorium on gain-of-function
research), although it was not directly cited in
public health guidelines.
- Informs or enhances emergency preparedness
and response efforts: 0.5
= The data are useful for scenario-planning or
logistics in H5N1 preparedness.
One Health advancement:
— Supports the development or advancement of vet-
erinary or plant-related countermeasures: 0
= Does not directly support the development
or advancement of veterinary or plant-related
countermeasures. This study used ferrets as a
model system for human-to-human transmis-
sion and was not focused on avian or other
systems.
- Prevents or mitigates economic loss in food pro-
duction systems: 0
= There is no impact on agriculture or food
systems.
- Improves animal or plant surveillance: 0
= There is no application to nonhuman
disease-monitoring.
Technology development
— Novel vector, assay, delivery system, etc. are
developed: 0
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s There is no methodological innovation. dixes C and D. The scores can be entered and summed in
— Developed tools that are applicable to multiple a companion risk-benefit calculator tool provided in the
pathogens and fields: 0 annex to this report.
= There are no novel tools developed.
o Other benefits: 0

= There are no additional benefits other than
APPENDIX C

Example Risk-Benefit Scoring
Tables for a Medium-Risk Study

The following case study exemplifies how the risk-benefit

what is captured already.

Risk—Benefit Analysis

Once the risk and benefit scores have been calculated, they scoring system described in this paper can be applied to
are entered into a risk—b.enefit cal.culator, which normal.izes potential DURC/PEPP work. The scores presented in this
the score based on the risk-benefit score scale and provides appendix represent decisions that were agreed to through
an 1nterprfetatlon. For this study, we found that th.e risks group discussions by SMEs on the research team.

and benefits are roughly the same, although the risks are Here, we summarize a published study and show
slightly higher (Table B.3). Both the risk and benefit scores how the risk-benefit indicators can be applied to assign
themselves are higher than the studies assessed in Appen- the study a score. Then, we show how these scores can be
TABLE B.3

Risk—Benefit Analysis for Study 1

Risk Score Benefit Score Normalized Risk Normalized Benefit

(1-14) (1-16) (0-1) (0-1) Interpretation

5 5.5 0.33 0.30 The risks and benefits are the same.

NOTE: Risk and benefit scores range from 1 to 14 and 1 to 16, respectively. Normalized risk and benefit calculations range from 0 to 1. Interpretation was based on the
normalized risk and benefit calculations. Risk scores were considered higher than benefit scores in the “Interpretation” column when the normalized risk score exceeded the
normalized benefit score by 0.1 or more; however, we note that this delineation was arbitrary because this tool has not yet been tested on enough data to confirm statistical
significance. Benefit scores were considered higher than risk scores when the normalized benefit score exceeded the normalized risk score by 0.1 or more; however, we
again note that this delineation was arbitrary. Risk and benefit scores were considered the same when the differences between the normalized scores were less than 0.1. This
analysis is meant for model purposes only.
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used in a risk-benefit analysis to inform decisionmaking.
Through that analysis, we found that the risks and benefits
of this study were roughly the same, although the risks
were slightly higher than the benefits. Both the risk and
benefit scores themselves were in the middle of the three
studies we analyzed.

Study Summary

In “Experimental Adaptation of an Influenza H5 HA Con-
fers Respiratory Droplet Transmission to a Reassortant

H5 HA/HINI Virus in Ferrets,” Imai et al. (2012) intro-
duced random mutations into the HA gene of a human-
isolated H5NT1 strain, which retained avian-type receptor
specificity. They screened for variants that were capable of
binding to human-type receptors by solid phase binding
assays and immunohistochemistry with human airway
tissues. Select HA mutants were then incorporated into
reassortant viruses with the remaining genes from the
2009 HINI strain. Resulting mutant virus strains were
evaluated in ferrets, and the virus was isolated from the
nasal wash of high-shedding ferret (107.5 plaque-forming
unit/ml) from a transmission study.? This mutant virus
HA (N158D/N224K/Q226L/T318I)/CA04 replicated effi-
ciently in the nasal cavities of four (of six) contact ferrets
and was isolated from the brain. The infection caused lung
lesions and weight loss but was not highly pathogenic and
did not cause mortality. Notably, the variant demonstrated
efficient respiratory droplet transmission between ferrets.
This transmissible virus also retrained sensitivity to osel-
tamivir and was neutralized by antisera from individuals
who were vaccinated with a prototype H5N1 vaccine.

Note

Several enhanced biosecurity aspects of this work are
worth mentioning: (1) The researchers did not use a WT
H5NI virus but a reassortant with H5 HA and the remain-
ing seven segments from the 2009 HIN1 pandemic strain;
(2) there was an absence of serial passaging in ferrets;

(3) the multi-basic HA cleavage sequence was replaced
with a non-virulent-type cleavage sequence, making it a
biosafety level 2 virus to test library mutants (however, the
mammalian-transmissible virus tested in ferrets did have
the cleavage site); (4) like other viral reverse genetic sys-
tems, the study made use of HA mutants in plasmids that
were separate from other viral genes.

Risk Score Calculation

For the total risk score, see Table C.1.

o Human health considerations:
— Increased virulence in the model system: 0.5
= The mutant virus showed some pathogenicity
(modest weight loss, lung lesions) but was not
highly pathogenic compared with the recom-
binant 2009 HINT1 strain.
- Increased morbidity in the model system: 0.5
s The paper specifically mentioned weight loss
and lung lesions within infected ferrets but
that the pathogen was not highly pathogenic.
— Increased mortality in the model system: 0
= There is no mortality observed in ferrets.
o Transmissibility characteristics:
- Increased intraspecies (host-to-host) transmis-
sion: 1




TABLE C.1.
Risk Score Calculation for Study 2

Factor Indicator Sample Scores
Human health considerations Increased virulence in the model system 0.5
Increased morbidity in the model system 0.5
Increased mortality in the model system 0
Transmissibility characteristics Increased intraspecies (host-to-host) transmission 1
Expanded host range 1
Increased environmental stability 0.5
MCM availability, immune impacts, and ability =~ Decreased MCMs that are available or ready 0
to control
Decreased diagnostic capability 0
Host immune evasion 0
Diminished public health mitigation and capacity to control 0.5
Societal and environmental implications Ecological impacts 0.5
Critical agriculture and food systems NA
Essential human and societal systems 0
Other risks 0
Total risk score 4.5
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» There is observed efficient respiratory droplet « Societal and environmental implications:

transmission between ferrets. - Ecological impacts: 0.5
- Expanded host range: 1 = Localized or short-term ecological disruption
= HA mutations allowed for binding to human- could be caused if the pathogen is released and
type receptors and transmission in mammals infects mammals.
in a parent strain that retained avian-type — Critical agriculture and food systems: NA
receptor specificity. = Tt is difficult to infer whether this construct
- Increased environmental stability: 0.5 would infect animals of economic importance.
= Mutations improved HA stability (heat/pH), - Essential human and societal systems: 0
which may increase environmental stability. It » Only modest pathogenicity and no mortality
may also be deduced that gaining the ability to is observed; there is evidence that a prototype
be transmitted through aerosols would make H5NI1 vaccine is effective. It is likely to have
the virus more stable in droplets. minimal impacts on essential human and
MCM availability, immune recognition, and ability societal systems.
to control: « Other risks: 0
— Decreased MCMs that are available or ready: 0 » No additional concerns are warranted. The
= The virus remained sensitive to oseltamivir authors took heightened biosafety and bios-
and was neutralized by antisera from indi- ecurity precautions while designing the study.

viduals vaccinated with a prototype H5N1

vaccine. . .
: . . Benefit Score Calculation
— Decreased diagnostic capability: 0

» There is no indication that a virus would be For the total benefit score, see Table C.2.
less detectable by existing diagnostics + MCM availability and development:
- Host immune evasion: 0 - Novel therapeutic and vaccine targets: 0.5
» There is no evidence of immune escape. Pre- = In identifying the amino acids that are neces-
existing antibodies still reacted with the virus. sary for airborne transmission, the authors
— Diminished public health mitigation and capac- may have identified targets that could support
ity to control: 0.5 MCM development indirectly.
= The research demonstrates that only a ~ Increased efficacy of existing MCMs: 0
few mutations are sufficient to produce an = Mutant viruses were not more susceptible to
airborne-transmissible H5 HA/HIN1 virus, MCMs, although the airborne transmissible
potentially making surveillance and control H5N1 strain among mammals would be sus-
more challenging. ceptible to H5N1 vaccine.
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TABLE C.2

Benefit Score Calculation for Study 2

Factor

Indicator

Sample Scores

MCM development and availability

Scientific knowledge generation

Disease surveillance and preparedness

Public health policy

One Health advancement

Technology development

Other benefits

Total benefit score

Novel therapeutic and vaccine targets

Increased efficacy of existing MCMs

Generation of novel disease-blocking mechanism

Novel mechanism

Hypothesis generation

Contributes to development of, validation of, or improvement of diagnostics

Informs preventative measures, such as predictive modeling or early warning systems
Improves pathogen-monitoring tools

Data used in national or international guidelines

Informs or enhances emergency preparedness and response efforts

Supports development or advancement of veterinary or plant-related countermeasures
Prevents or mitigates economic loss in food production systems

Improves animal or plant surveillance

Novel vector, assay, delivery system, etc. are developed

Developed tools applicable to multiple pathogens or fields

0.5

0

0.5

1

0.5

0

0.5

0

0.5

0.5
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- Generation of novel disease-blocking mecha- = The data could inform best practices or

nism: 0.5 recommendations regarding DURC stud-
= Identification of H5 HA mutations that ies or other guidelines important for H5N1
are important in droplet transmission and preparedness.
could be targeted by novel disease-blocking - Informs or enhances emergency preparedness
mechanisms. and response efforts: 0.5
o Scientific knowledge generation: = The data are useful for scenario-planning or
— Novel mechanism: 1 logistics in H5N1 preparedness.
= Clearly identified novel mutations are impor- o One Health advancement:
tant in droplet transmission. - Supports the development or advancement of vet-
- Hypothesis generation: 0.5 erinary or plant-related countermeasures: 0
= Follow-up research on airborne transmis- = There is no direct support for nonhuman
sion mechanisms may produce interesting countermeasures.
findings. - Prevents or mitigates economic loss in food pro-
« Disease surveillance and preparedness: duction systems: 0
— Contributes to development of, validation of, or = There is no impact on agriculture or food
improvement of diagnostics: 0 systems.
= Findings do not contribute to improved diag- - Improves animal or plant surveillance: 0
nostic capabilities, validating existing diag- = There may be improved surveillance for non-
nostic methods, or the development of new human mammals.
diagnostics. » Technology development:
- Informs preventative measures, such as predic- — Novel vector, assay, delivery system, etc. are
tive modeling or early warning systems: 0.5 developed: 0.5
= Knowing mutations that allow for human-to- = H5NI1 virus library with HA variants is
human transmission could inform early warn- generated.
ing to H5N1 transmission in the field. — The developed tools are applicable to multiple
- Improves pathogen-monitoring tools: 0 pathogens and fields: 0
= There is no direct impact on monitoring = They are likely only applicable to influenza
capabilities. research.
o Public health policy: o Other benefits: 0
- Data used in national or international guidelines:
0.5
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TABLE C.3
Risk—Benefit Analysis for Study 2

Risk Score Benefit Score Normalized Risk Normalized Benefit
(1-14) (1-16) (0-1) (0-1) Interpretation
4 4.5 0.25 0.23 The risks and benefits are the same.

NOTE: Risk and benefit scores range from 1 to 14 and 1 to 16, respectively. Normalized risk and benefit calculations range from 0 to 1. Interpretation was based on the
normalized risk and benefit calculations. Risk scores were considered higher than benefit scores in the “Interpretation” column when the normalized risk score exceeded the
normalized benefit score by 0.1 or more; however, we note that this delineation was arbitrary because this tool has not yet been tested on enough data to confirm statisti-

cal significance. Benefit scores were considered higher than risk scores when the normalized benefit score exceeded the normalized risk score by 0.1 or more; however, we
again note that this delineation was arbitrary. Risk and benefit scores were considered the same when the differences between the normalized scores were less than 0.1. This

analysis is meant for model purposes only.

Risk-Benefit Analysis

Once the risk and benefit scores have been calculated, they
are entered into a risk-benefit calculator, which normalizes
the score based on the risk-benefit score scale and provides
an interpretation. For this study, we found that the risks
and the benefits were nearly identical (Table C.3).

APPENDIX D
Example Risk-Benefit Scoring
Tables for a Lower Risk Study

The following case study exemplifies how the risk-benefit
scoring system described in this paper can be applied to
potential DURC/PEPP work. The scores presented in this
appendix represent decisions that were agreed to through
group discussions by SMEs on the research team.

Here, we summarize a published study and show
how the risk-benefit indicators can be applied to assign
the study a score. Then, we show how these scores can be
used in a risk-benefit analysis to inform decisionmaking.
Throughout that analysis, we found that the benefits of this
study are higher than the risks. Both the risk and benefit

scores themselves were the lowest scores across the three
studies we analyzed. The risk score was lowest because this
study did not involve generating infectious material and
was only focused on proteins.

Study Summary

In “A Single Mutation in Bovine Influenza H5N1 Hemag-
glutinin Switches Specificity to Human Receptors,” Lin

et al. (2024) found that a single mutation (Q226L) in HA
from the first-reported human-infecting bovine H5N1
virus (strain A/Texas/37/2024) switched host prefer-

ence from avian (receptor: sialic acid in an a2-3 linkage)
to human (receptor: sialic acid in an a2-6 linkage), with
no detectable binding to avian receptors across all bind-
ing assays tested. Addition of a N224K mutation further
increased human receptor binding. The research team
introduced mutations in the HA receptor binding site and
measured binding affinity by surface plasmon resonance,
ELISA, and glycan array analyses. They solved the crys-
tal structures of WT and mutant HA bound to avian or
human receptors, respectively. Structural analyses revealed
that LSTc (human-type glycan) adopts a cis conformation




in the Q226L mutant HA, consistent with other human-
adapted HAs.

Risk Score Calculation

For the total risk score, see Table D.1.

o Human health considerations:
— Increased virulence in the model system: NA
= No infectious agent was generated or tested
in model systems; only HA proteins were
studied.
— Increased morbidity in the model system: NA
= This factor was not assessed in the research.
— Increased mortality in the model system: NA
= No infectious agent was generated or tested
in model systems; only HA proteins were
studied.
o Transmissibility characteristics:
- Increased intraspecies (host-to-host) transmis-
sion: NA
= No infectious agent was generated or tested
through transmission studies; only HA pro-
teins were analyzed.
- Expanded host range: 1
= The Q226L mutation in HA from the first-
reported human-infecting bovine H5N1 virus
(strain A/Texas/37/2024) was found to switch
host preference from avian to human.
- Increased environmental stability: NA
= No infectious agent was generated or tested in
model systems; only HA proteins were stud-
ied. It cannot be inferred whether this muta-
tion would affect environmental persistence.

MCM availability, immune impacts, and ability to
control:
— Decreased MCMs that are available or ready: 0
» There are several approved H5N1 vaccines
available in stockpiles, although this study did
not analyze whether or how vaccine-elicited
antibodies bind to the mutant H5 protein
compared with WT protein.
— Decreased diagnostic capability: NA
= The study did not analyze diagnostic
capability.
- Host immune evasion: NA
= The study did not evaluate host immune
evasion.
— Diminished public health mitigation and capac-
ity to control: 0
= The protein constructs themselves do not
affect public health mitigation and capacity to
control.
Societal and environmental consequences:
- Ecological impacts: 0
= Only proteins were generated; there were no
significant ecological impacts.
— Critical agriculture and food systems: 0
= Only proteins were generated; there were no
significant impacts on critical agriculture and
food systems.
— Essential human and societal systems: 0
= Only proteins were generated; there were no
significant impacts on essential human and
societal systems.
Other risks: 0
= No additional concerns are warranted.
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TABLE D1
Risk Score Calculation for Study 3

Factor Indicator Sample Scores
Human health considerations Increased virulence in the model system NA
Increased morbidity in the model system NA
Increased mortality in the model system NA
Transmissibility characteristics Increased intraspecies (host-to-host) transmission NA
Expanded host range 1
Increased environmental stability NA
MCM availability, immune impacts, and ability to =~ Decreased MCMs that are available or ready 0
control
Decreased diagnostic capability NA
Host immune evasion NA
Diminished public health mitigation and capacity to control 0
Societal and environmental consequences Ecological impacts 0
Critical agriculture and food systems 0
Essential human and societal systems 0
Other risks 0
Total risk score 1
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Benefit Score Calculation

For the total benefit score, see Table D.2.
o MCM availability and development:
— Novel therapeutic and vaccine targets: 0.5
= Key HA residues that are important for H5N1

infection in humans are identified; these could

potentially be novel therapeutic or vaccine
targets, although this is not explored.
- Increased efficacy of existing MCMs: 0
= There is no expected contribution to improv-
ing existing MCM performance.
— Generation of novel disease-blocking mecha-
nism: 0
= No new intervention strategy is proposed or
generated.
o Scientific knowledge generation:
- Novel mechanism: 1
= Structural and functional data are provided,
which show how single amino acid changes
can switch receptor specificity.
- Hypothesis generation: 1
= Raises important follow-up questions about
mammalian transmissibility and surveillance
priorities
« Disease surveillance and preparedness:
— Contributes to development of, validation of, or
improvement of diagnostics: 0
= It is unlikely that new diagnostics will be
improved or developed.
- Informs preventative measures, such as predic-
tive modeling or early warning systems: 0.5

= Data that may support future H5N1 prepared-
ness efforts are provided; mutations that could
be used to flag high-risk isolates in wastewater
surveillance or other early warning systems
are identified.
- Improves pathogen-monitoring tools: 0
= There is no impact on monitoring tools.
o Public health policy:
— Data used in national or international guidelines:
0
= The data are not expected to influence
national or international guidelines, although
H5N1 decisionmaking will be affected (cap-
tured in the next metric).
— Informs or enhances emergency preparedness
and response efforts: 0.5
= Data are generated that are useful in H5N1
emergency preparedness and response efforts,
such as stockpiling decisions.
o One Health advancement:
- Supports the development or advancement of vet-
erinary or plant-related countermeasures: 0
= There is no relevance to nonhuman health.
— Prevents or mitigates economic loss in food pro-
duction systems: 0
= There is no impact on agriculture or food
systems.
- Improves animal or plant surveillance: 0
= Although the paper identified a mutation that
could be used to flag high-risk isolates in live-
stock surveillance programs, this would not
improve surveillance for nonhuman animal
populations.
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TABLE D.2

Benefit Score Calculation for Study 3

Factor

Indicator

Sample Scores

MCM development and availability

Scientific knowledge generation

Disease surveillance and preparedness

Public health policy

One Health advancement

Technology development

Other benefits

Total benefit score

Novel therapeutic and vaccine targets

Increased efficacy of existing MCMs

Generation of novel disease-blocking mechanism

Novel mechanism

Hypothesis generation

Contributes to development of, validation of, or improvement of diagnostics

Informs preventative measures, such as predictive modeling or early warning systems
Improves pathogen-monitoring tools

Data used in national or international guidelines

Informs or enhances emergency preparedness or response efforts

Supports development or advancement of veterinary or plant-related countermeasures
Prevents or mitigates economic loss in food production systems

Improves animal or plant surveillance

Novel vector, assay, delivery system, etc. are developed

Developed tools applicable to multiple pathogens or fields

0.5

0
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« Technology development: Risk-Benefit Analysis

- Novel vector, assay, delivery system, etc. are
Y Yy Once the risk and benefit scores have been calculated, they

developed: 0 i i ] ) )
are entered into a risk-benefit calculator, which normalizes

= There are no novel tools developed. ) ) i
. . the score based on the risk-benefit score scale and provides

— Developed tools applicable to multiple patho- ) ) ) i
an interpretation. For this study, we found that the benefits

were higher than the risks (Table D.3). Both the risk and
benefit scores themselves were the lowest scores across the

gens/fields: 0
= There are no novel tools developed.
o Other benefits: 0

three studies that we analyzed. The risk score was lowest
— There are no additional benefits other than what Y

because this study did not involve generating infectious

is captured already.
P t material and was only focused on proteins.

TABLE D.3
Risk—Benefit Analysis for Study 3

Risk Score Benefit Score Normalized Risk Normalized Benefit
(1-14) (1-16) (0-1) (0-1) Interpretation
1 3.5 0 017 The benefits are higher than the risks.

NOTE: Risk and benefit scores range from 1 to 14 and 1 to 16, respectively. Normalized risk and benefit calculations range from 0 to 1. Interpretation was based on the
normalized risk and benefit calculations. Risk scores were considered higher than benefit scores in the “Interpretation” column when the normalized risk score exceeded the
normalized benefit score by 0.1 or more; however, we note that this delineation was arbitrary because this tool has not yet been tested on enough data to confirm statistical
significance. Benefit scores were considered higher than risk scores when the normalized benefit score exceeded the normalized risk score by 0.1 or more; however, we
again note that this delineation was arbitrary. Risk and benefit scores were considered the same when the differences between the normalized scores were less than 0.1. This
analysis is meant for model purposes only.
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Abbreviations

Al
BARDA

CPE
DURC
ELISA
EO
EOP
ePPP

HA
HHS

HPAI
IRE
LD50
MCM
MLD50
NA
NIH
PCR
PEPP

Pl
PRNT
RO
SME
TCID50

artificial intelligence

Biomedical Advanced Research and
Development Authority

cytopathic effect

dual-use research of concern
enzyme-linked immunosorbent assay
executive order

Executive Office of the President

enhanced pandemic potential
pathogens

hemagglutinin

U.S. Department of Health and Human
Services

highly pathogenic avian influenza
institutional review entity

median lethal dose

medical countermeasure

median mouse lethal dose

not applicable

National Institutes of Health
polymerase chain reaction

pathogen with enhanced pandemic
potential

principal investigator

plaque reduction neutralization test
basic reproduction number
subject-matter expert

median tissue culture infectious dose

TRL technology readiness level
USG U.S. government
WHO World Health Organization
WT wild type

Notes

1 The tool outlined in this paper is primarily focused on research
involving agents posing threats to human health, though it does address
impacts on plants and animals under “societal and environmental
implications.” This tool could be expanded to further account for
impacts on plants and animals, as well as additional human impacts.
This is noted in the “Key Considerations for the Risk-Benefit Scor-

ing Tool and for Developing and Applying a Standardized Assessment
Framework” section.

2 For this paper, we defined high-consequence biological research as a
subset of activities within the life sciences research enterprise that may
promise tremendous value and benefits to public health and safety but
could be used for benevolent or harmful purposes or pose risks to public
health.

3 PFU = plaque-forming unit.

References

Administration for Strategic Preparedness and Response, “United States
Government Policy for Oversight of Life Sciences Dual Use Research of
Concern,” U.S. Department of Health and Human Services, undated. As
of May 28, 2025:
https://aspr.hhs.gov/S3/Documents/us-policy-durc-032812.pdf

Administration for Strategic Preparedness and Response, United States
Government Policy for Institutional Oversight of Life Sciences Dual Use
Research of Concern, U.S. Department of Health and Human Services,
September 24, 2014. As of May 28, 2025:
https://aspr.hhs.gov/S3/Documents/durc-policy.pdf

ASPR—See Administration for Strategic Preparedness and Response.

49


https://aspr.hhs.gov/S3/Documents/us-policy-durc-032812.pdf
https://aspr.hhs.gov/S3/Documents/durc-policy.pdf

Catalog of Biothreat Risk Assessments, homepage, undated. As of
May 28, 2025:
https://cobrabiosecurity.org/

Centers for Disease Control and Prevention, webpage, June 10, 2024. As
of May 28, 2025:
https://www.cdc.gov/pandemic-flu/php/national-strategy/
severity-assessment-framework.html

EO—See Executive Order.
EOP—See Executive Office of the President.

Executive Office of the President, Implementation Guidance for the
United States Government Policy for Oversight of Dual Use Research of
Concern and Pathogens with Enhanced Pandemic Potential, May 6, 2024.

Executive Order 14292, “Improving the Safety and Security of Biological
Research,” Executive Office of the President, May 5, 2025.

Herfst, Sander, Eefje J. Schrauwen, Martin Linster, Salin Chutinimitkul,
Emmie de Wit, Vincent J. Munster, Erin M. Sorrell, Theo M. Bestebroer,
David F. Burke, Derek J. Smith, Guus F. Rimmelzwaan, Albert D.
Osterhaus, and Ron A. Fouchier, “Airborne Transmission of Influenza
A/H5N1 Virus Between Ferrets,” Science, Vol. 336, No. 6088, June 22,
2012.

HHS—See U.S. Department of Health and Human Services.

Imai, Masaki, Tokiko Watanabe, Masato Hatta, Subash C. Das, Makoto
Ozawa, Kyoko Shinya, Gongxun Zhong, Anthony Hanson, Hiroaki
Katsura, Shinji Watanabe, Chengjun Li, Eiryo Kawakami, Shinya
Yamada, Maki Kiso, Yasuo Suzuki, Eileen A. Maher, Gabriele Neumann,
and Yoshihiro Kawaoka, “Experimental Adaptation of an Influenza H5
HA Confers Respiratory Droplet Transmission to a Reassortant HSHA/
HINT1 Virus in Ferrets,” Nature, Vol. 486, 2012.

Lin, Ting-Hui, Xueyong Zhu, Shengyang Wang, Ding Zhang, Ryan
McBride, Wenli Yu, Simeon Babarinde, James C. Paulson, and Ian A.
Wilson, “A Single Mutation in Bovine Influenza H5N1 Hemagglutinin
Switches Specificity to Human Receptors,” Science, Vol. 386, No. 6726,
December 5, 2024.

MCM—See Medical Countermeasures.

Medical Countermeasures, “Integrated Technology Readiness Levels
(TRLs),” webpage, undated. As of May 28, 2025:
https://medicalcountermeasures.gov/trl/integrated-trls

Moritz, Rebecca, “Assessing Dual Use Research of Concern (DURC)-
Lessons Learned from the United States Government Institutional
DURC Policy,” Canadian Journal of Microbiology, Vol. 68, No. 11,
November 1, 2022.

National Academies of Sciences, Engineering, and Medicine,
Governance of Dual Use Research in the Life Sciences: Advancing Global
Consensus on Research Oversight: Proceedings of a Workshop, National
Academies Press, 2018.

National Institutes of Health, Tools for the Identification, Assessment,
Management, and Responsible Communication of Dual Use Research of
Concern: A Companion Guide to the United States Government Policies for
Oversight of Life Sciences Dual Use Research of Concern, September 2014.

National Research Council, Biotechnology Research in an Age of
Terrorism, National Academies Press, 2004.

NIH—See National Institutes of Health.
NRC—See National Research Council.

Pillai, Segaran P., Julia A. Fruetel, Kevin Anderson, Rebecca Levinson,
Patricia Hernandez, Brandon Heimer, and Stephen A. Morse,
“Application of Multi-Criteria Decision Analysis Techniques for
Informing Select Agent Designation and Decision Making,” Frontiers in
Bioengineering and Biotechnology, Vol. 10, June 3, 2022.

U.S. Department of Health and Human Services, “Framework for
Guiding Funding Decisions About Proposed Research Involving
Enhanced Potential Pandemic Pathogens,” 2017.

WHO—See World Health Organization.

World Health Organization, Global Guidance Framework for the
Responsible Use of the Life Sciences: Mitigating Biorisks and Governing
Dual-Use Research, 2022.

World Health Organization, “Pandemic and Seasonal Influenza Severity
Assessment Guidance Updated,” webpage, July 5, 2024. As of May 28,
2025:
https://www.who.int/news/item/05-07-2024-pandemic-and-seasonal-
influenza-severity-assessment-guidance-updated

50


https://cobrabiosecurity.org/
https://www.cdc.gov/pandemic-flu/php/national-strategy/severity-assessment-framework.html
https://medicalcountermeasures.gov/trl/integrated-trls
https://www.who.int/news/item/05-07-2024-pandemic-and-seasonal-influenza-severity-assessment-guidance-updated

About the Authors

Adeline Williams is an associate biological scientist at
RAND. Her research focuses on how the intersection of
molecular biology, emerging biotechnologies, and infec-
tious disease epidemiology can be used to strengthen bios-
ecurity and public health preparedness. Williams holds a
Ph.D. in microbiology.

John Tarangelo is a senior technical analyst at RAND.

His research focuses on health security, biodefense, and
biosecurity policy. Tarangelo holds an M.S. in public health
microbiology and emerging infectious diseases.

Barbara Del Castello is an associate physical scientist at
RAND. Her work focuses on biosecurity, examining how
emerging technologies influence biological risk and bioter-
rorism, and science diplomacy. Del Castello holds a Ph.D.
in genetics.

Rebecca Moritz is a consultant at RAND. She conducts
research on biosafety, biosecurity, and dual-use research
of concern with a focus on implementation, best prac-
tices, and lessons learned to inform future research
policy. Moritz holds an M.S. in medical microbiology and
immunology.

Saskia Popescu is a policy researcher at RAND. Her
research focuses on the intersection of science, security,
and policy, working to enhance bioresilience, readiness to
infectious disease outbreaks, and global health security.
Popescu holds a Ph.D. in biodefense.

Matt Sharkey is a senior resident at RAND. His policy
research focuses on ensuring that the risks associated with
emerging biotechnologies are sufficiently mitigated to
allow for their continued contributions to the health and
prosperity of the U.S. people. Sharkey has a Ph.D. in bio-
chemistry and molecular biology.

Acknowledgments

We would like to acknowledge Gerald Epstein, Dawid
Maciorowski, Henry Willis, Sella Nevo, Gary Cecchine,
Taylor Frey, and David Gillum for their insightful com-
ments. We would also like to acknowledge Jeffrey Lee,

Jay Atanda, Derek Roberts, Roger Brent, and Alejandro
Colman-Lerner for support in developing the risk scoring
tool. Finally, we thank Rosa Maria Torres for administra-
tive support.

51



About This Paper

The May 5, 2025, Executive Order (EO) 14292, “Improving the Safety
and Security of Biological Research,” will shape the future of dual-use
research of concern (DURC) and research involving pathogens with
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“dangerous gain-of-function research,” the authors recommend that the
Office of Science and Technology Policy and relevant agencies develop
a decisionmaking tool that includes well-defined criteria for “danger-
ous gain-of-function research.” This tool could be used to score future
proposed research and ongoing DURC/PEPP projects on their risks
and benefits. In combination with other tools and assessment meth-
ods, it could also be implemented in a standardized decisionmaking
framework to help provide oversight for high-consequence biological
research. Clearly defining the scope of what research is covered under
EO 14292 through an objective and reproducible scoring tool could
improve public transparency and may facilitate more consistent imple-
mentation without hampering U.S. innovation in biotechnology.

The tool is intended to be applied consistently and reproducibly by all
entities involved in proposing, reviewing, approving, and overseeing
high-consequence biological research. Through the application of this
scoring mechanism throughout the research cycle, principal investiga-
tors, institutional review entities, subject-matter experts, the DURC/PEPP
committee within the U.S. Department of Health and Human Services,
funding agencies, or a bioresponsibility agency can come to the same

conclusions about the appropriateness of specific research proposals for
oversight, the appropriateness of experimental designs, and the need for
additional safety and security mitigations—including when new experi-
mental results require reassessment through ongoing research.

An annex to this report, with a companion risk—benefit calculator tool
and scoring sheet, is available at www.rand.org/t/PEA4125-2.

Meselson Center

RAND Global and Emerging Risks is a division of RAND that delivers
rigorous and objective public policy research on the most consequential
challenges to civilization and global security. This work was undertaken
by the division’s Meselson Center, which is dedicated to reducing risks
from biological threats and emerging technologies. The center com-
bines policy research with technical research to provide policymakers
with the information needed to prevent, prepare for, and mitigate large-
scale catastrophes. For more information, contact meselson@rand.org.

Funding

This effort was independently initiated and conducted within the Mesel-
son Center using gifts for research at RAND’s discretion from philan-
thropic supporter Open Philanthropy, as well as gifts from other RAND
supporters and income from operations. RAND donors and grantors
have no influence over research findings or recommendations.

RAND is a research organization that develops solutions to public policy challenges to help make communities throughout the world safer and
more secure, healthier and more prosperous. RAND is nonprofit, nonpartisan, and committed to the public interest.

Research Integrity

Our mission to help improve policy and decisionmaking through research and analysis is enabled through our core values of quality and
objectivity and our unwavering commitment to the highest level of integrity and ethical behavior. To help ensure our research and analysis
are rigorous, objective, and nonpartisan, we subject our research publications to a robust and exacting quality-assurance process; avoid
both the appearance and reality of financial and other conflicts of interest through staff training, project screening, and a policy of mandatory
disclosure; and pursue transparency in our research engagements through our commitment to the open publication of our research findings
and recommendations, disclosure of the source of funding of published research, and policies to ensure intellectual independence. For more

information, visit www.rand.org/about/research-integrity.

RAND’s publications do not necessarily reflect the opinions of its research clients and sponsors. RAN D®isa registered trademark.

Limited Print and Electronic Distribution Rights

This publication and trademark(s) contained herein are protected by law. This representation of RAND intellectual property is provided for
noncommercial use only. Unauthorized posting of this publication online is prohibited; linking directly to its webpage on rand.org is encouraged.
Permission is required from RAND to reproduce, or reuse in another form, any of its research products for commercial purposes. For
information on reprint and reuse permissions, please visit www.rand.org/about/publishing/permissions.

For more information on this publication, visit www.rand.org/t/PEA4125-1.

www.rand .OIg  ©2025 RAND Corporation

PE-A4125-1


http://www.rand.org
http://www.rand.org/t/PEA4125-2
mailto:meselson@rand.org
http://www.rand.org/about/research-integrity
http://www.rand.org/about/publishing/permissions
http://www.rand.org/t/PEA4125-1



