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PREFACE

This study is a part of Rand's program of research into
decisionmaking processes in military organizations. The subject of
the study -- the operational assessment of risk -~ is an important
and recurring problem in any operational military organization. The
case study of the mission of the USS Pueblo in January 1968 was
chosen as the vehicle for the analysis because of the rich source of
authoritative unclassified material relating to that mission avail-
able in the form of Congressional hearings. The lessons learned
from this analysis, however, should be applicable to a wide variety
of situations. - The study should be of interest to military risk
assessors and to students of organizational behavior in military
organizations.

Research for this study was essentially completed in early 1970.
Publication was delayed until this time as a result of commitments

to higher priority work.
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SUMMARY

This report deals with the operational assessment of risk, i.e.,
the likelihood of consequences involving some form of significant
loss, in problems in which both the magnitude and likelihood of loss
are inherently unquantifiable. The vehicle used for analysis is a
case study of the risk assessment process for the mission on which
the USS Pueblo was seized by the Democratic People's Republic of
Korea (North Korea) in January 1968.

Standards against which to measure that risk assessment process
are derived from the qualitative examination of an abstract mathe-
matical risk assessment model whose general characteristics are
similar to those of the Pueblo mission. The model and the standards
thus derived are discussed in the text. The model itself, and the
reasons for its inapplicability as a directly usable quantitative
tool for risk assessment, are discussed in greater detail in the
Appendix. The standards thus derived are as follows:

1. The meaning of the term "risk" should be explicit

and well defined.
2, All significant consequences should be considered.

3. The effect of factors bearing on risk should be
carefully evaluated and alternative explanations
considered.

4, The quality of the risk assessment should improve

as the amount of information increases.

Measured against these standards, the risk assessment process
for the Pueblo mission exhibits serious deficiencies. The term
"risk" does not appear to have had an explicit and well-defined
meaning at any echelon in the chain of command, or even to have had
a consistent meaning across all echelons. The identification of
possible adverse consequences of the mission in the risk assessment
process appears to have been deficient in that the possibility of
attack or seizure on the high seas does not seem to have been
seriously considered. There was a strong tendency to identify as
relevant to risk assessment those factors which could be interpreted

in a manner implying low risk, and to interpret them in that manner
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without seeking or considering alternative interpretations. The
three major factors, for example, identified as having been con- -
sidered heavily in the risk assessment process, were all interpreted
in a manner which implied low risk. Alternative interpretations for
each of these factors would have been possible, however, under which
this would not have been the case. The integration of information
and judgment available in the risk assessment process at various
levels within the chain of command was hampered by the organizational
characteristics of that chain of command, making it poorly suited to
the effective assessment of risk.

These deficiencies arise in part because of the assignment of
the objective of risk assessment to the Pueblo process. An alterna-
tive objective —- verification that the risk of consequences such as
attack or seizure appears negligible -- is also considered. 1In the
abstract, the two objectives, assessment and verification, appear
quite similar. The types of processes, however, which might be
required to achieve each are quite different, and if the Pueblo
process is viewed as one of verification rather than assessment, the
deficiencies noted above appear far less serious.

The question then arises, however, of whether the appropriate
objective of the process should have been assessment or verification.
The answer to that question is beyond the scope of the study. One
of the major lessons to be derived from the study, however, is the
need for a clear distinction between the objectives of verification
and assessment, and a recognition of the fact that a process which
appears to achieve the former may not necessarily achieve the latter.
In the case of the Pueblo mission, if the objective was one of veri-
fication, the distinction was blurred by the terminology used in the
process. '

It should be noted that this study is an analysis of the risk
assessment process, and not of the assessment produced by that pro-
cess for the Pueblo mission, or the decision to conduct that mission.
That decision should -have been dependent not only on the risk, but

also on the gains expected from the mission, and on the alternative
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means available for achieving the same ends. These matters are well

beyond the scope of this study.
An overview of the surface surveillance program of which the

Pueblo mission was a part, and of the tasking, risk assessment and

review procedures for that mission is included.
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1. INTRODUCTION AND OVERVIEW

The operational assessment of risk, i.e., of the likelihood of
consequences involving some form of significant loss, is a problem
which arises frequently and in many contexts in military operations.
In some cases, e.g., routine peacetime flying operations, the oper-
ations involved are sufficiently well defined and repetitive in
nature that adequate risk assessment may be arrived at through
standard statistical techniques based on long accumulated experience.
In other cases the operations may be sufficiently unique that no
large base of comparable experience is available, and sufficiently
ill-defined to preclude any straightforward rigorous quantitative
method of risk assessment. In such cases, then, the assessment must
be based, in the last analysis, on the judgments of the individuals
making the assessment on the basis of the available information.

The quality of the risk assessment thus produced, however, will
depend on more than the amount of information available and the
ability of the assessors to judge that information. It will depend
in part on how well the information and judgments are structured,
integrated and related to the operation being considered. It is
difficult to do this well in any case, and the difficulties are
multiplied if the individuals involved are geographically or admini-
stratively separated.

This study is an analysis of some of those difficulties. The
form of the analysis -- a case study of the mission of the USS Pueblo
in January 1968 -- was chosen because the Pueblo provides an inter-
esting and instructive example of this type of risk assessment
probleﬁ. It is also an example for which a rich source of authori-
tative information exists in the form of testimony given before a
special subcommittee of the House Armed Services Committee in the

*
Spring of 1969. The unclassified nature of this material of course

*
Inquiry Into the USS Pueblo and EC-121 Plane Incidents,
Hearings Before the Special Subcommittee on the USS Pueblo of the
Committee on Armed Services, House of Representatives, Ninety-first




limits the confidence which can be placed in conclusions drawn
from it, and this limitation must be recognized. Nonetheless,
assuming that what is contained in the Hearings is correct, if
not complete, the conclusions reached in this analysis appear

highly plausible.

On the afternoon of Tuesday, January 23, 1968, warships of
the Democratic People's Republic of Korea, operating with air
cover, seized the USS Pueblo (AGER-2) on the high seas in the
vicinity of Wonsan, North Korea. The Pueblo was an intelligence
collection platform, at that time on a mission to collect
electronic intelligence and observe North Korean naval activity
in the area.

Before the start of the Pueblo mission, its plans under-
went an extensive risk assessment and review process, which
extended through various echelons of command ranging from the
immediate operational commander of the Pueblo itself to a high
level review board above the level of the Joint Chiefs of Staff.
The judgment reached in this process at all levels was that the
risk associated with the mission was '"minimal." This study
deals not with the Pueblo mission per se, or even with the
evaluation of risk for that mission, but with the process which

produced that evaluation.

Congress, First Session, U.S Government Printing Office, Washing-
ton, D.C., 1969. )

The witnesses whose testimony is referred to (with titles
held at the time of the Pueblo incident) are:

Rear Admiral Frank L. Johnson, Commander, U.S. Naval Forces,
Japan (COMNAVFORJAPAN) ;

Lieutenant General Seth J. McKee, Commander of the U.S. 5th
Air Force;

Admiral Thomas H. Moorer, Chief of Naval Operations (CNO) ;

Admiral U.S.G. Sharp (Ret.), Commander in Chief of the Pacific
Command (CINCPAC);

General Earle G. Wheeler, U.S. Army, Chairman of the Joint
Chiefs of Staff.

Hereafter referred to in citations as Hearings.



That process is measured against the following set of standards,
derived from an examination of the conceptual principles used in a
theoretical analysis of an abstraction of this assessment problem.

1. The meaning of the term "risk" should be explicit and

well defined.
2. All significant consequences should be considered.

3. The effect of factors bearing on risk should be
carefully evaluated and alternative explanations
considered.

4, The quality of the risk assessment should improve

as the amount of information available increases.

Measured against these principles, the Pueblo risk assessment
process is found to be significantly deficient. These deficiencies
stem largely from the assumption, made for purposes of analysis, that
“the objective of the process was the effective assessment of risk.
An alternative objective, the verification that the risk appeared
negligible, is also considered. If this objective is assumed, the
deficiencies appear much less serious. The question then arises:
which objective was appropriate? The answer to that question is
beyond the scope of this study.

Perhaps the most important conclusion to be drawn from this
analysis concerning the general problem of risk assessment is that
the objectives of assessment of risk and verification of negligible
risk are different, and a process which appears to achieve the latter
may not achieve the former.

The operational assessment of risk is usually only one part of
the larger process of deciding to conduct or not to conduct the
operations under consideration. This larger process also requires
.evaluation of the gains expected from the operations, and of the
"expected gains and risks of the various alternatives. Those ques-
tions are not addressed in this study.

. In order to provide the reader with the background relating to

the surface surveillance program and the Pueblo mission on which

the analysis is based, an overview of the program is given in

Section II. The material in that section is, for the most part, a



direct summarization of material from the Hearings. The sources of
key points in the Hearings are indicated by footnotes. These foot-
notes are, however, incomplete, in the sense that not all relevant
passages are cited. In some cases, interpretation of the Hearings
lmaterial, such as translation from GMI to local time, is required.
'In a few cases, noted in the footnotes, inferences have been drawn
from a combination of several pieces of testimony. Section III is
devoted to developing the standards against which the risk assessment
process is to be measured; the analysis of that process using those
standards is contained in Section IV. A detailed discussion of the
mathematical model used to derive the standards for risk assessment

is given in the Appendix.



II. BACKGROUND ON THE PUEBLO MISSION

AGER ACTIVITY BEFORE THE PUEBLO

The Pueblo was one of a class of small and relatively inexpen-~
sive non-combatant vessels configured as intelligence collectors.
These ships were designated AGER -~ for Auxiliary, General Environ-~
mental Research., Their primary function was the collection of
electronic intelligence (ELINT), but they also collected other forms
of intelligence, such as photo or visual intelligence on foreign
warships. They had the advantage of being able to remain on station
for extended periods at relatively low cost, and of operating on the
high seas where, under international law, they were nominally immune
from attack or seizure.

The AGER program was begun in 1965, at least partially in imi-
tation of the Soviet intelligence trawler program. The first AGER
was the USS Banner, whose initial operation took place in the Sea of
Japan in the Fall of 1965. That operation was apparently successful,
because upon its completion, conversion of the USS Pueblo and the
USS Palm Beach was approved. The Pueblo's first operational mission
was the one on which she was seized in 1968.*

Until late 1967 the AGERs were unarmed except for small arms
such as submachine guns, pistols and hand grenades. In December
1967, 50-caliber machine guns were placed on the Pueblo. This came
as a result of an earlier Navy decision to place some armament on
commissioned Navy ships which had not previously been armed, and not
a specific decision regarding AGERs. These machine guns were
installed on the Pueblo while she was in Japan being readied for her
first mission. The emergency destruction equipment carried by AGERs
was the same as that carried by Navy ships in general -- weighted
bags for the disposal of documents in deep water, paper shredders
and incinerators for document disposal otherwise, axes, sledge
hammers and the like for the destruction of equipment, Special
incendiary devices were not installed because of the risk of fire

on the ship at sea.

*
Hearings, pp. 635-636.



During the period October 1965 through the end of 1967, a total
of 16 surveillance missions were carried out by the USS Banner in the
Pacific area., Thirteen of these were in the Sea of Japan, probably
targeted against the Soviet Union, and the remaining three were in
the East China Sea off the People's Republic of China.* One addi-
tional mission, probably in the East China Sea, was apparently
scheduled during this period but was not carried out.** The reason
for cancellation was not discussed in the Hearings. On two of the
previous Sea of Japan missions, the Banner operated briefly off North
Korea. On one of these, she transited the coast and on the ofher she
spent about a day and a half loitering off Wonsan. The Pueblo
mission, however, was apparently the first one involving extensive
intelligence collection off North Korea.

There were no protective forces specifically identified or com-
mitted to provide protection for Banner during any of the 13 patrols
in the Sea of Japan. It was assumed that the need for protective
forces was small and that if they were required, forces in the area
could be called on. Protective forces were specifically identified
and committed to the protection of the Banner, however, for all

three missions in the East China Sea. A destroyer on Taiwan patrol

*No specific targeting is mentioned for the missions in the Sea
of Japan., The inference that they were targeted against the Soviet
Union is drawn from the fact that Banner collected intelligence off
North Korea on only two occasions, the longest of these for a day
and a half (Hearings, p. 737); and the fact that in the operating
schedule for January-July 1968 a distinction is made between "North
Korea" and "Sea of Japan" as operating areas (p. 766).

1 k%
According to testimony by Admiral Johnson (p. 734), seventeen

surface surveillance missions were scheduled prior to the Pueblo
mission, and sixteen missions were conducted by the USS Banner.
There is no mention in the testimony of any additional surveillance
ship in the Pacific area. General McKee testified (p. 863) that air
support was planned for a mission which was later cancelled by the
Navy. Since the only other missions for which air support had been
requested were targeted against People's Republic of China, the
inference is that the cancelled mission was also so targeted.



duty was notified of each mission and designated to provide support
for Banner if it became necessary. For the first two of these
missions, fighter aircraft in Okinawa were placed on alert in support
of the Banner. For the third mission, the Air Force was notified
that the mission was taking place, but no specific alert aircraft
were requested.*

On none of these missions were any aircraft launched to aid
Banner. The alert destroyer, however, did go to Banner's aid on two
occasions. On the first of these, the Banner was undergoing severe
harassment and the destroyer was sent to her aid. The destroyer was
approximately 450 miles away at the time and took about 16 hours to
reach the area of the Banner. Upon arrival, she was stationed over
the horizon about 30 miles from Banner. Shortly thereafter, Banner
indicated that the harassment had ceased and the destroyer returned
to station. On another East China Sea mission, when Banner was also
being harassed, the destroyer intercepted the transmission of Banner's
report to that effect, and proceeded on her own initiative toward the
Banner. Shortly thereafter, however, Banner indicated that no
assistance was required and the destroyer returned to station. 1In
neither case, apparently, did the destroyer make visual contact with
Banner or with the harassers.™"

Harassment was a common occurrence on Banner missions. Besides
the severe harassment on the three missions in the East China Sea,
the Banner was harassed on seven of her missions in the Sea of Japan.
The most common harassment was in the form of -the harassing ship
sailing in close proximity to Banner, creating the apparent danger
of a collision. On at least three other occasions, foreign ships
trained guns on Banner as a harassment tactic. In at least one of
these, the harassing vessel, a Soviet destroyer, signaled Banner to
heave to or be fired upon. At that time, Banner steamed slowly out
of the area and no further action was taken by the Soviet destroyer.

The risk of direct attack upon or attempted seizure of Banner

on the high seas was felt to be non-existent at all times. The

*
Hearings, p. 735.

*%
Ibid., p. 736.



point is made repeatedly throughout the Hearings that no U.S. Navy
vessel had been seized or attacked on the high seas during peacetime
for 150 years. Very little consideration was given to the possibility
of this sort of event occurring. Even in the case of the East China
Sea missions, for which alert force protection was provided for
Banner, the possibility of attack or seizure was not an issue. The
protective forces were provided primarily because of the possibility
that the harassment might result in a collision, which would disable
Banner and necessitate rescue operations to prevent her from drifting

*
into Chinese territorial waters.

THE CHAIN OF COMMAND

The chain of command for the tasking, review, and operational
control of the Pacific fleet AGERs is shown in Table 1. The nature

and function of these organizations is described below.

Table 1

COMMAND ORGANIZATION FOR TASKING AND REVIEW
OF THE PUEBLO MISSION

CHAIN OF COMMAND

Senior Review Board
108
CINCPAC

CINCPACFLT

COMNAVFORJAPAN (CTF 96)

AGER

(a) Acting for the Secretary of Defense.

*
Hearings, pp. 735, 816, 902.



At the bottom, of course, is the surveillance ship itself, whose
function it is to perform the mission. TImmediately above, exercising
immediate operational control over the AGER, is Commander, U.S. Naval
Forces, Japan (COMNAVFORJAPAN), acting in some cases in this capacity
and in others as Commander, Task Force 96 (CTF 96). The latter is
an alternate command title used when exercising direct control over
fleet units, such as search and rescue forces or surveillance ships.
He is responsible for the scheduling and initial proposal of the
mission and the operational control of the surveillance ship while
it is on the mission. Above him in the military chain of command
are the Commander in Chief, U.S. Pacific Fleet (CINCPACFLT) and the
Commander in Chief, Pacific (CINCPAC), the unified commander for the
Pacific area; at the top are the Joint Chiefs of Staff.* These ele-
ments constituted both operational chain of command for the Pacific
AGERs and the review chain through which the mission proposal passed
for review and approval. Finally, above the JCS in the review and
approval chain, but not, strictly speaking, part of the military
chain of command, is an organization we shall refer to as Senior
Review Board. The official title of this Board is consistently
deleted throughout the Hearings.**

The Senior Review Board is composed of senior officials of the
State and Defense Departments, the Joint Chiefs of Staff, and
representatives of the White House.*** The Senior Review Board
reviews all monthly reconnaissance schedules forwarded to it by

[y
]

*The Joint Chiefs of Staff possess no statutory authority in
the military chain of command, which runs from the President, through
the Secretary of Defense, to the Commanders of the Unified and
Specified Commands. The JCS act in the chain for the Secretary of

Defense, using his delegated authority.

*ok

Hearings, pp. 638, 707.

*kk
The membership of the Board is inferred from General Wheeler's
statement (Hearings, p. 885) that the proposed reconnaissance
schedule was "approved by senior officials of the State and Defense
Departments, the Joint Chiefs of Staff and representatives of the
White House."
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the Joint Chiefs and has the authority to change the schedules or
delete missions, which it has done on occasion. If the Joint Chiefs
feel that a denied mission constitutes a serious omission, they have
recourse by reclama to the decision of the Board and, if necessary,
directly to the President. This has occurred on occasion. In addi-
tion to considering the factors examined at lower levels, the Board
also examines political considerations which are not within the pur-
view of the Joint Chiefs, and provides coordination between State

*
and Defense in these matters.

THE PUEBLO MISSION

The Pueblo mission off the North Korean coast was first proposed
in a message from COMNAVFORJAPAN to CINCPACFLT on November 28, 1967,
setting forth a recommended AGER employment schedule for the first
six months of 1968. This recommended employment schedule covered
a total of nine missions, five for Pueblo and four for Banner. Each
mission was to be of approximately thirty days' duration port to
port, with a fifteen-day in-port period between missions. The tar-
get area for the first Pueblo mission in January was North Korea and
the Tsushima Straits. Of the other eight missions proposed in this
schedule, two were in the Petropavlovsk area near the tip of the
Aleutians, two in the East China Sea and four in the Sea of Japan.**

The formal proposal message for the Pueblo mission in January
was sent from COMNAVFORJAPAN to CINCPACFLT on Saturday, December 16.***

The objectives of the mission were as follows:

1. Determine nature and extent of naval activity in
vicinity of North Korean ports.

*
Hearings, pp. 925-926.
*k
Ibid, p. 766.
kkk
Ibid, p. 767.



=11~

2. Sample electronic environment of east coast of North
Korea.

3. 1Intercept and conduct surveillance of Soviet naval
units operating Tsushima Straits. :

4. Evaluate Pueblo's ability as a naval intelligence
collection and tactical surveillance ship.

Additional objectives and some amplification of these objectives were
deleted. This proposal included a combination of Navy and NSA require-
ments, the former being pfimary. In particular, the portion of the
mission off Wonsan Harbor was in support of Navy requirements. Infor-
mation copies of this proposal were sent to other Navy commands in the
Pacific area, but to no one above CINCPACFLT in the chain of command.

The proposal for the Pueblo mission was submitted four days late,
since the normal procedure called for submission by the 12th of the
month preceeding the month in which the mission was to take place.*

No reason is given in the Hearings for the delay.

The risk of the Pueblo mission was evaluated in the proposal as
"minimal, since Pueblo will be operating in international waters for
entire deployment." No additional discussions of the risk assessment,
or of the factors relevant to or considered in that assessment, was
given in the message, although in his testimony Admiral Johnson did
mention additional factors which he said were considered in that
assessment.**

On Sunday, December 17, the day following the proposal from
COMNAVFORJAPAN to CINCPACFLT, CINCPACFLT forwarded proposals for both
the Pueblo mission and the first Banner mission to CINCPAC. According
to Admiral Sharp, his staff spent three or four days studying the
operational concept and working on the risk assessment for the mission
profile as proposed. At the end of this evaluation he was briefed on
the mission by his staff, On December 22 he was briefed on the
Pueblo mission individually, not as part of a group of missions, and

probably spent 15 or 20 minutes on it. At that time he personally

*
Hearings, p. 733.

**Ibid., pp. 737, 767.
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released a message to the JCS recommending approval of the mission.*

Review of the Pueblo mission by the Joint Staff in Washington
began upon receipt of an information copy of the mission recommendation
from CINCPACFLT to CINCPAC, without waiting for the recommended
approval from CINCPAC. This was done in order to provide the maximum :
review time, even though the mission could have been modified or
disapproved by CINCPAC. After the mission had been reviewed in the
Joint Staff, it was placed in the overall reconnaissance schedule for
the month of January. On Tuesday, December 26, this schedule was
given to the Washington agencies concerned and to the military ser-
vices for their review and approval. The next morning the schedule
was reviewed at a meeting of the Joint Staff attended by represen-
tatives from the services, DIA and NSA.

On Friday, December 29, the schedule was approved by both the
Joint Chiefs of Staff and by the Board, consisting of representatives
from the State and Defense Departments, the Joint Chiefs and the
White House, referred toearlier as the Senior Review Board.***

With the New Year's weekend approaching, no further action was
taken after approval. On Tuesday morning, January 2, JCS informed
CINCPAC by message that the Pueblo operation had been approved. The
following morning CINCPAC notified CINCPACFLT of his approval, and
CINCPACFLT directed COMNAVFORJAPAN to conduct the operations.****

On December 29, a message was sent from the Director of the
National Security Agency to the JCS Special Group calling attention
to the fact that the mission might be considered provocative and
suggesting consideration of protective measures. The message said
that the information was provided to JCS only to aid in evaluating

the risk of the mission. It was not intended to reflect adversely

*
Hearings, p. 798.

*

Ibid., p. B885.
*

Ibid.

*kkk
Ibid., p. 768.

*

k%
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on the proposal. No action was taken on the message in the Joint
Staff. However, on January 2 it was readdressed to CINCPAC for
information. No action was taken by CINCPAC either. In response to
a later request for information about what had been done in response
to the message, CINCPAC said on January 29 that the message had been
reviewed and found to contain no new information beyond that avail-
able in the Pacific. The message was not transmitted lower in the
chain of command, and so was not seen by COMNAVFORJAPAN until after
the Pueblo had been seized. Admiral Johnson commented, however,
that even if he had seen it, he would probably not have changed his
risk assessment.

All handling of the message apparently occurred at staff level.
The director of‘the National Security Agency did not see it before |
its release, it was not brought to the attention of any of the Joint
Chiefs, nor was it seen by CINCPAC himself.**

The substance of the message is deleted throughout the Hearings,
although some inferences about it can be drawn from a discussion by
Admiral Sharp of the probable reaction of his staff to the message.
He states that the staff reaction would probably be that it contained
no information likely to result in the assessment of increased
risk. The message contained a statement about Korean responses to
previous reconnaissance flights, which Admiral Sharp felt his staff
would reject on the basis that the information on which the statement
was based was wrong. It said something about North Korean reaction
to the Republic of Korea fishing and Navy vessels, but the relevance
of this was questioned on the grounds that these were not U.S.
vessels, and that Banner had sailed off North Korea twice without
reaction. Finally, some statement was made in the message which
Admiral Sharp felt could be interpreted as reassuring evidence that
the North Koreans did recognize the 12-mile limit and would not
harass beyond it. Each of the reasons given in the message, then,
for considering further protective measures, apparently could be and

. . *kk
was rejected as irrelevant or superfluous.

*

Hearings, pp. 704-706, 728, 787.
*%

Ibid., p. 728.

wkk_
Ibid., pp. 823-824.
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The Pueblo, commanded by Commander Lloyd Bucher, had arrived in
Japan on December 1, 1967. She spent the period from December 1 until
she sailed on January 5 preparing for her mission. The Banner returned
to Yokosuka from her last mission on December 21. Exchanges of infor-
mation took place between Pueblo and Banner personnel, and inspections
of the Pueblo were made by members of COMNAVFORJAPAN staff. On
January 4, the day before the mission, final briefings were held for
key Pueblo personnel, including Commander Bucher, and final inspection
was made by Admiral Johnson. A decision was made that the Pueblo should
offload some specified classified material prior to leaving Yokosuka.
The Pueblo was apparently notified of this decision, either verbally
or by phone, on the afternoon of January 4, but the material was not
offloaded in Yokosuka due to lack of time. The official message
directing the offloading was not sent until 8:00 a.m. local time,
January 5, approximately an hour before the Pueblo sailed, and was
probably not received before sailing. The transmission of this message
may have been delayed until receipt of the approval message from
CINCPACFLT.*

At 5:30 p.m. local time on Thursday, January 4, COMNAVFORJAPAN
had apparently not yet received the approval message from CINCPACFLT
sent some eleven hours earlier, At that time, however, he directed
Pueblo by message to depart from Yokosuka at 9:00 the following
morning, January 5, and proceed to Sasebo. He indicated in this
message that sailing orders covering the remainder of the operations
would follow upon receipt of approval from higher authority. The
approval message from CINCPACFLT was apparently received sometime
during the night of January 4 or the morning of the 5th, and the
sailing order for the Pueblo mission was sent at about noon on
} January 5 J*

: The Pueblo left Yokosuka on the morning of January 5, 1968,
enroute to Sasebo, Japan, where she arrived on January 9. In Sasebo,

"she offloaded some of the classified material which COMNAVFORJAPAN had

*

Hearings, pp. 739, 756, 769.
*k

Ibid., pp. 768-770.



directed be offlocaded, and underwent some final repairs.

from Sasebo on January 11.
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She sailed

Seizure occurred on January 23.

A summary of the events associated with the tasking, risk assess-

ment, and review of the Pueblo mission is shown in Table 2.

1967

Tues., 28 Nov.

Fri., 1 Dec.
Sat., 16 Dec.

Sun., 17 Dec.
Fri., 22 Dec.
Tues., 26 Dec.

Wed., 27 Dec.
Fri., 29 Dec.

1968

Tues., 2 Jan.
Wed., 3 Jan.
Thurs., 4 Jan.

Fri., 5 Jan.

Tues., 23 Jan.

Table 2

EVENTS ASSOCIATED WITH THE TASKING, RISK

ASSESSMENT, AND REVIEW PROCESS

COMNAVFORJAPAN submits proposed Jan.-July 1968 AGER
operating schedule to CINCPACFLT.

Pueblo arrives in Japan,

COMNAVFORJAPAN submits proposal for Pueblo mission
to CINCPACFLT.

CINCPACFLT submits proposal for Pueblo mission to
CINCPAC; Joint Staff begins staff action for mission
upon receipt of this proposal.

CINCPAC recommends approval of Pueblo mission to JCS.

January reconnaissance schedule distributed to
interested Washington agencies.

Schedule reviewed by Joint Staff.

Schedule approved by JCS and Senior Review Board;
NSA message to JCS recommending protection.

JCS approves message to CINCPAC; NSA message
readdressed to CINCPAC for information.

CINCPAC approval sent to CINCPACFLT; CINCPACFLT
approval sent to COMNAVFORJAPAN.

Final inspections of Pueblo and briefing of crew;
COMNAVFORJAPAN orders Pueblo to depart on 5 Jan.

COMNAVFORJAPAN orders classified material offloaded;
Pueblo departs Yokosuka; COMNAVFORJAPAN sends
message to Pueblo with mission sailing orders.

Seizure of Pueblo.
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TASKING, RISK ASSESSMENT AND REVIEW PROCEDURES

The process of tasking, risk assessment, and review for sErface
surveillance missions was fundamentally a fairly straightforward
one. The mission planning, assignment of tasks to be accomplished,
and initial risk assessment were done by the immediate operational
commander, in this case COMNAVFORJAPAN, He then proposed the mis-
sion to his immediate operational commander, CINCPACFLT, in a message
describing the mission profile and the initial risk assessment. From
there, the proposal proceeded up the chain of command to the Senior
Review Board for approval. At each stage the mission was reviewed
and the risk assessment reevaluated. We shall examine that process
in some detail in order to illuminate some of the factors which
seemed to have played an important role in the nature of the process.

The first impression one gets from a superficial reading of the
Hearings is that tasking and risk assessment for surface surveillance
missions were distinct and separable operatioms, i.e., that a mission
was generated in order to fill specific intelligence requirements and
that the mission thus generated was then evaluated for risk., A
closer reading of the testimony, however, tends to modify this
impression somewhat. A recommended employment schedule for Pacific
AGERs for the period January to July 1968, was proposed by
COMNAVFORJAPAN in November of 1967. Each of the two AGERs, the
Pueblo and Banner, was to be operated on a 6-month schedule of
roughly 15 days in port, followed by a 30-day mission. The general
operating areas for the missions were contained in the proposal. It
seems likely that intelligence requirements existed which were far
in excess of the capabilities of the surface surveillance ships.
The tasking and initial risk assessment, then, were probably done
concurrently, with the planners sifting through available requirements
to see which could be met by the ships available, on missions whose
risks could be classified as minimal.

The basic source documents from which surface surveillance
missions generated are called "Specific Intelligence Collection

Requirements" (SICRs). These SICRs may be generated by military
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field commanders, the CIA, NSA or other sources. They are information-
oriented, setting forth requirements for the collection of the specific
items of intelligence. The planners for a surface surveillance mission
screen the SICRs available to them and determine which ones require
information that can be collected by the ship whose mission is being
planned. 1In the case of the Pueblo mission in January 1968, the com-
mand responsible for this initial work was COMNAVFORJAPAN. The actual
planning process was carried on jointly by the intelligence and oper-
ations divisions of COMNAVFORJAPAN staff.*

The initial risk assessment was part of this planning operation,
and was based upon those factors which the planners considered relevant.
When the planning for the Pueblo mission was completed, the heads of the
Operations and Intelligence Divisions took the mission plans to Admiral
Johnson and discussed the mission and their assessment of the risk as
minimal with him. He concurred, and the risk assessment contained in
the proposal message to CINCPACFLT was, "Estimate of risk: minimal,
since Pueblo will be operating in international waters for entire
deployment.'" This was the same risk assessment which had been used for
all previous AGER missionms.

The primary factors considered in this risk aésessment, according
to Admiral Johnson, were the fact that the Pueblo would be in inter-
national waters for the duration of the mission, the normally low level
of North Korean naval activity in January and February, and the lack of
any North Korean reaction to the Banner's presence off the North Korean
coast on two previous occasions. The three primary factors determining
the Pueblo mission's risk assessment, then, were all factors which tended
to imply a low risk; or, at least, which could be interpreted as tending
to imply a low risk. It will be argued later that other interpretations
" of these factors would have been possible. Admiral Johnson indicated in
jhis testimony that he was also aware of increased North Korean agent
boat activity in the Sea of Japan and increased North Korean activity in
and around the DMZ, and of the fact that a South Korean patrol craft had
been sunk by the North Koreans a year earlier. He did not feel, however,

*k
that any of these factors warranted modification of the risk assessment.

*

Hearings, pp. 696-697, 771.
*k

Ibid., pp. 737-738.
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The risk assessment procedure at the COMNAVFORJAPAN level was a
highly subjective one. There appear to have been no well-defined
rules to determine what factors should be considered in the assess-
ment, or how they should influence the final result, and no parficular
scale on which risk could be measured. The term "miniﬁgimfiék,"
then, was simply one which Admiral Johnson felt was appropriate to
describe the level of risk involved.*

At each succeeding level in the chain of command, the mission
was reviewed and the risk reassessed. No information was contained
in the Hearings concerning the review and reassessment procedure at
the CINCPACFLT level. It appears that this review was accomplished
fairly rapidly, since the period between the COMNAVFORJAPAN proposal
to CINCPACFLT and CINCPACFLT's proposal to CINCPAC was less than 36
hours, all on a weekend.

At the CINCPAC and JCS level, a standardized scale for risk
measurement was used, with risk falling into one of four categories.
These categories were numbered one through four, with one being the
highest risk and four the lowest.** Whether or not all four cate-
gories also have specific names is unclear, but it is clear that
category four was also referred to as "minimal risk." Standardized
check-off lists were used to determine the category of any particular
mission. This category system was used in evaluating and approving
all reconnaissance missions, other than combat missions within the
Vietnam war zone.

At the CINCPAC and JCS level then, the term "minimal risk' had
a standardized meaning. It meant that the mission fell in catepory
four, as defined by the standardized check lists. COMNAVFORJAPAN,
however, did not know of, or use, this category system, so there

*Hearings, p. 777.

%k .
The fact that there are four categories of risk is inferred in

censored testimony by Admiral Moorer (p. 701). The category num
bering system is identified by one of the committee members in ~
questioning General McKee (p. 871).
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does not appear to have been any objective comparability between the
term "minimal risk" as employed by COMNAVFORJAPAN and its employment
at higher levels in the chain of command.*

It is unclear, however, how much discrimination on the basis of
risk was provided by these categories. The testimony suggests no
mission higher than category four, "minimal risk," was ever approved
by the Joint Chiefs during the term of Admiral Moorer; and that no
missions higher than category four had even been proposed to the Joint
Chiefs, although this is less certain. Admiral Sharp testified that he
had requested missions which the Joint Chiefs had turned down on the
basis of too much risk. He could not remember, however, whether those
missions were categorized as minimal or higher than ﬁinimal. It
appears from the testimony that most, if not éll, missions proposed
~to the JCS were classified as minimal risk missions, even though a
brange of different risks were involved in these missions. Some of them
were, in fact, turned down because that risk was too high.

The review procedure in Washington seems to have been as follows.
When the proposal was first received, the mission was reviewed in the
Joint Staff. Following that, the mission was placed in the monthly
reconnaissance schedule. This schedule was then disseminated to the
various agencies concerned and to the military services for their
review and approval. This was done on December 26 for the January
schedule. The schedule as a whole was reviewed on December 27 by a
group in the Joint Staff consisting of service, DIA and NSA represen-
tatives. From there, the schedule went to the JCS and then to the
Senior Review Board for final approval.***

When the monthly reconnaissance schedule is due for consideration
on the JCS agenda, each Chief is briefed separately on that schedule
by his Operations Deputy and reconnaissance experts on his staff. As

a result of this briefing, he may take one of two actions. He may

*
Hearings, p. 777.
*k
Ibid., pp. 701-702, 797.

*okk
Ibid., p. 885.
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approve the schedule as submitted and authorize his Operations Deputy
to release it for him, or he may question or take exception to part
of the schedule. 1If all chiefs approve the schedule separately, it
is then released by the Operations Deputies without being considered
by the Chiefs as a group. If any of the Chiefs have taken exception,
that portion of the schedule is then discussed by them all. Approxi-
mately 20 percent of the time, the schedule is released by Operations
Deputies, while 80 percent of the time one or more of the Chiefs has
a question or is dissatisfied with some aspect of it. 1In these
cases, the schedule is considered by the Chiefs as a group. This
does not imply, of course, that 80 percent of the missions are con-
sidered by the Chiefs, only that 80 percent of the schedules con-
tained at least one mission which is so considered. 1In the case of
the January 1968 schedule, each of the Chiefs approved the schedule
separately after being briefed by his staff, and it was not brought
up at the afternoon meeting of the Joint Chiefs. It was released
instead at the morning meeting of the Operations Deputies on

December 29 and deleted from the agenda for the afternoon Chiefs'

. *
meeting.

*
Hearings, p. 888.
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III. STANDARDS AGAINST WHICH TO MEASURE THE RISK ASSESSMENT PROCESS

In order to evaluate the risk assessment process for the Pueblo
mission, some standards against which to measure that process are
required. In order to obtain some standards, we will turn to a
mathematical discipline in which problems of risk assessment are
rigorously addressed —-- statistical decision theory. That theory
deals with and provides quantitative tools for risk assessment in
abstract mathematical models or in problems which possess a suffi-
ciently well-defined and quantifiable structure to be adequately
represented by such models. Unfortunately, risk assessment problems
such as the one represented by the Pueblo mission are not in that
class. Hence, the tools provided by statistical decision theory are
not directly applicable.

The theory, nonetheless, has value in dealing with such problems.
The basic structuring of the problem suggested by the theory, and the
conceptual principles used, are valid regardless of whether or not the
detailed structure of the problem as such is quantifiable. These
principles, then, interpreted qualitatively and stripped of their
quantitative content, may act as guidelines for risk assessment
when quantification is not possible, and as standards against which
to measure the risk assessment process in unquantifiable situations
such as that represented by the Pueblo mission.

To obtain these standards, we will briefly sketch a mathematical
model of an idealized risk assessment problem having characteristics
similar to those of the Pueblo mission, and describe the solution
statistical decision theory provides to that idealized problem. If
the Pueblo mission were sufficiently quantifiable to be represented
by such a model, that would represent the optimal method of solution
to the real problem; however, this is not the case. Tbg;gfore,”
we shall ignore the quantitative structure of the idealized problem
and concentrate instead on some of the qualitative principles used
in the formulation of the model and the solution of the problem thus
defined. These principles will provide the standards against which
we shall then measure the risk assessment process for the Pueblo

mission.
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The model itself and the reasons for its inapplicability to the
real problem are examined in more detail in the Appendix.

The basic elements of the model of the idealized problem are:
an outcome variable representing the possible outcomes of the mission;
a set of risk variables each representing some factor to be taken in-
to consideration in the risk assessment; and a loss function, associ-
ating with each outcome the loss incurred if that outcome occurs. The
quantitative structure of the model describes the stochastic relation-
ship between the risk variables and the outcome variables, i.e., the
way in which the value of each risk variable affects the other risk
variables and the outcome variables.

At the time the final risk assessment is made, the values of some
(but not necessarily all) of the risk variables will be known. These
values may then be inserted into the model, and the model will provide
the conditional probability distribution of the outcome, given the
known values of the known risk variables. The risk associated with
the mission may then be defined as the conditional expected loss_
given the known risk variables, i.e., as the sum of the loss associ-
ated with each outcome, weighted by the conditional probability of
that outcome given the known values of the known risk variables.

If we ignore the quantitative structure of the model and concen-
trate instead on the qualitative concepts involved in its formulation
and use for risk assessment, the following principles emerge.

1. The meaning of the term "risk" should be explicit and

well-defined.

2. All significant consequences should be considered.

3. The effect of factors bearing on risk should be care-
fully evaluated and alternative explanations considered.

4. The quality of the risk assessment should improve as
the amount of information available increases.

The meaning of the term "risk' should be explicit and well

defined. Within the model theterm "risk" has a precise definition,
in terms of the probability distribution of mission outcome and
the loss function, as the expected loss with respect to that outcome

distribution given the information represented in the known risk
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variables. This sort of precise definition of risk is precluded in
unquantifiable problems by the inability to precisely define the loss
function and the outcome distribution. Nonetheless, a clear and
explicit definition is still important.

The outcome distribution within the model can be translated into
a probability distribution over the possible values of loss, and the
definition of risk stated in terms of the magnitude and probability
of loss. In the case of operational missions, when the model is
inappropriate, the analogoﬁs definition of risk should be in terms
of the qualitative analogs of loss and probability of loss, which we
will refer to as consequences and likelihood of those consequences.
The consequences of a mission, then, refer to a qualitative description
of the important negative aspects of the oufcome of that mission, such
as harassment, attack on or seizure of a ship, the involvement of
additional U.S. military forces in combat to protect the ship, etc.,
without any attempt to rate these consequences on a quantitative
scale. The likelihood of a consequence or set of consequences is a
subjective qualitative (or crude quantitative, e.g., 10%, 20%, etc.)
estimate of how prbbable it is that an outcome producing those conse-
guences will occur. The definition of risk in these terms should
include all non-negligible consequences, not simply the consequences
of the most likely outcome. If a summary scale, such as the four
category scale used by CINCPAC and the JCS, is to be defined to pro-
vide an overall summary of the risk involved in a mission, this
scale should be arrived at through the summarization of a more
refined definition, and should provide adequate discrimination to
distinguish clearly between missions with significantly different
levels of risk.

All significant consequences should be considered. Even in the

model, with sufficient quantitative structure to allow summarization
of risk by a single quantitative measure, the validity of that
measure of risk depends significantly on the completeness of the set
of outcomes considered. If the model ignores outcomes with a large

loss associated with them, the effect upon the overall evaluation
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of risk may be significant. Likewise, if serious consequences are
ignored in the real surface surveillance problem, the effect on the
quality of the risk assessment may be significant. In particular,

if consequences are not explicitly considered at the time the problem
is being formulated, then it is highly unlikely that they will be
brought into the process later, even if the available information
shows them to have a moderately high 1likelihood.

The effect of factors bearing on risk should be carefully evaluated

and alternative explanations considered. Factors bearing on the risk

are represented within the model as risk variables, and their relation-
ships to the mission outcome represented stochastically. The reason
for using a stochastic rather than a deterministic model is to allow
for the fact that the relationship between the variables will seldom
be predictable. This may in part be because that relationship is not
sufficiently understood to allow accurate prediction, or it may be
because it is one in which a certain amouﬁt of chance is inherently
involved.

In the former situation, when the relationship is not completely
understood, alternative explanations of that relationship should be
considered. In the model, thesé alternative relationships can be
introduced through the use of an additional unknown risk variable.
The true value of that unknown risk variable, then, determines the
proper relationship between the risk variable being evaluated and
the mission outcome.

In a qualitative risk assessment process for real missions, the
same principles should be applied. When uncertainty exists, that
range of uncertainty should be explicitly recognized. When a factor
is considered in the risk assessment process whose relationship with
the outcome of the mission is not precisely known, alternative
explanations should be considered. Even if one explanation of the
relationship is selected as the most probable one, the others should
be retained as possibilities and taken into account in the process
of likelihood evaluation.

The quality of the risk assessment should improve as the amount

of information available increases. In the risk assessment problem
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represented in the model, this principle comes into play in two ways.
First, the model itself may be viewed as a convenient summarization
of information available about the mission. Thus, the greater the
amount of information available, the better the model constructed
from that information should be. Second, within the model itself,
information is represented as the values of known risk variables

at the time of the assessment. The outcome distribution on which
the risk assessment is based is the conditional probability distribu-
tion given all the known risk variables. Hence, the more risk
variables are known (the more information available), the sharper
and more accurate that distribution will be.

The same principle holds with respect to the risk assessment
process for real missions. Additional information, properly eval-
uated and interpreted, can only increase the quality of the assess-
ment. This does not imply, of course, that the gain from every
piece of additional information will be significant. Some information
will be superflous or irrelevant and will not change the assessment
appreciably. This can only be determined however, if the information
is evaluated and interpreted. The possibility exists, of course, of
information being interpreted incorrectly and thus decreasing the
quality of the risk assessment. This possibility, however, is
insufficient justification for failure to consider relevant information.

The model implicitly presumes that the assessment process is
carried on by a single entity. This is frequently not the case in
problems of operational risk assessment, where the assessment is
carried on in a number of different stages by succeeding echelons
of command. This adds a new dimension to the process not considered
in the model. We will presume in the following analysis that the
objective of this multi-stage process should be the use of the
combined information and talent available at all echelons in order
to reach the best overall assessment. This implies, then, that
each succeeding stage of assessment should build on theipreceding

ones to the maximum extent possible.
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IV. EVALUATION OF THE RISK ASSESSMENT PROCESS

The principles discussed in the previous section will now be used
as standards against which to measure the risk assessment process for
the Pueblo mission described earlier. Measured against these standards
that process appears to have had serious deficiencies.

In interpreting this analysis, or attempting to draw conclusions
from it, there are several important qualifications which the reader

should keep in mind. Perhaps the most important is that this is an

analysis of the risk assessment process,zand (with the exception of
the criticism of the definition of risk) not an analysis of the final
risk assessment produced by that process for the Pueblo mission. No
judgments should be inferred from this study, therefore, about what
the risk assessment for the Pueblo mission should have been. Similarly,
no judgments should be inferred about the decision to conduct the
mission. This decision involved not only the assessment of risk, but
also of gain —- the importance of the information expected to be
obtained from the mission -- and an examination of the possible
alternative means of collection. These matters are well beyond
the scope of this study. Certainly, the fact that the mission
ended in the seizure of the Pueblo is not in itself conclusive
evidence that either the risk assessment or the decision to conduct
the mission were incorrect.

In the analysis which follows alternative interpretations of
some of the factors used in the risk assessment will be suggested.
Their suggestioﬁ does not imply that these interpretations should
have been preferred a priori to the interpretations described in the
Hearings as having been made in the risk assessment process. We
conclude only that even if considered highly improbable and eventually
rejected, these interpretations should have received explicit consider-
ation in the process.

The necessarily incomplete nature of the unclassified source
material used in this analysis limits the confidence which can be

placed in any conclusions drawn from it. This limitation must be
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recognized. This case study is focused on a single U.S. surveillance
program —— surface surveillance by AGERs in the Pacific, and speci-
fically on a single mission conducted as part of that program. The
program is no longer in existence. Moreover, the loss of the Pueblo
has resulted in a serious reexamination of all related programs by
the agencies concerned. This reexamination was based on much more
data than was available for this analysis and has undoubtedly
resulted in significant changes in the administration of related
programs. The direct applicability of this analysis to any current
practices, therefore, is highly conjectural.

Finally, this analysis is based on the presumption that the
objective of the risk assessment process is the assessment of risk.
This presumption may be somewhat artificial. Risk assessment was
not an isolated brocess, but was imbedded in the larger process of
operating the surveillance platforms for the collection of intelligence,
and indeed of directing and controlling U.S, military forces in Asia.
An alternative objective for the process, under which the deficiencies
appear much less serious, will be discussed below.

With these qualifications in mind, let us turn to the examination

of the risk assessment process itself.

THE MEANING OF RISK

The term "risk" does not appear to have had an explicit and well-
defined meaning at any echelon in the chain of command, or even to
have had a consistent meaning across all echelons of the chain of
command. At the CINCPAC level and above, the risk of surveillance
missions was assigned to one of four categories on the basis of
standardized check lists. At COMNAVFORJAPAN, however, this category
system was not used. While Admiral Johnson was aware of the possible
existence of the scale, he was not sure about its details. His scale
of risk assessment was highly personal, with no standardized meanings
for the terms used. The term "minimal risk' was simply one which he
felt adequately described the mission. The fact that he assessed a
mission's risk as minimal in no way seems to imply that the mission

would necessarily be one of minimal risk according to the category
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system used at higher levels, despite the fact that the term used is
the same.

Even at higher levels, where a standardized scale was used, the
meaning of risk does not appear to have been defined in terms of
consequences and their likelihoods, as suggested earlier. The cate-
gory system provided a summary measure of overall risk that seems
to have been used in place of any more explicit definition of the
term, rather than as a summary derived from more explicit definition.
The discrimination on the basis of risk provided by this scale appears
to have been slight. It apparently placed all missions proposed to
the Joint Chiefs, at least over a period of several years, in category
four ——- minimal risk -- in spite of the fact that these missions
involved a range of different risks, and some were, in fact, turned
down because of the large risk factor. It may have provided a useful
tool for eliminating those which fell in categories one through three,
and were clearly too high a risk to be considered, but it apparently
did not provide any basis for discriminating among the class of missions
that would seem to have been of major interest ~- those classed as cate-

gory four.

IDENTIFICATION OF POSSIBLE CONSEQUENCES

There is little in the Hearings about the extent to which the
possible consequences of surface surveillance missions were explicitly
identified in the risk assessment process. The possibility of harass-
ment leading to collision and disablement was explicitly considered,
at least for the East China Sea missions of the Banner. The possi-
bility of attack or seizure, however, seems to have been excluded
early in the AGER program, perhaps at its initiation, and never
seriously reintroduced in the risk assessmentjprocess. There is no
indication in the Hearings of any consideration being given, as part
of the risk assessment process, to possible consequences beyond
those directly involving the surveillance ship itself, such as the
consequences of U.S. military action to proteét or extricate a

surveillance ship after it had been placed in a position where that
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action became necessary, or even possible effects on the surface
surveillance program itself of an AGER being involved in a clash

with foreign warships.

IDENTIFICATION AND EVALUATION OF FACTORS BEARING ON RISK

There seems to have been a strong tendency to identify as relevant
to risk assessment those factors which could be interpreted in a
manner implying low risk, and to interpret them in that manner with-
out seeking or considering alternative interpretations. The most
striking example of this was the reliance placed on freedom of the
seas —- the sanctity of ships in international waters. This factor
apparently played a significant role in the initial decision to estab-
lish the AGER surface surveillance program, and seems to have been
overriding at all levels for all missions carried out in that program,
including those for which the risk was felt to be sufficiently great
to warrant assigned protection. The theme recurs throughout the
Hearings that the risk was minimal because the ship was in inter-
national waters, and no U.S. Navy ship had been attacked or seized in
peacetime in international waters for 150 years. (The Tonkin Gulf
incident in 1964 was apparently not considered peacetime.) The role
played by this factor seems to be such that it is difficult to see
how any other risk evaluation could have been arrived at for any
ship operating in international waters, at least outside the war
zone in Vietnam. At one point in his testimony, in fact, Admiral
Moorer suggests that were it not for this particular factor, the
other circumstances of the Pueblo mission might well have put it into
a risk category higher than category four.

The foundation of freedom of the seas rests in the principle of
reciprocity. It is in the interests of all nations operating ships
on the high seas that those ships be able to operate safely. The
Soviet Union is a major maritime power and hence might be expected
t6 weigh this principle heavily. This is true to a lesser extent
for China and to a far lesser extent for North Korea. The principle
of freedom of the seas has also become a part of international law.

Here, too, the principle could be expected to operate more strongly
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for the Soviet Union than for either China or North Korea, since both
of those nations are usually considered to be less bound by inter-
national law than is the Soviet Union. An additional and exceedingly
powerful factor comes into play to insure the safety of ships in
Soviet waters, which has no counterpart in either of the other two
cases. The Soviet Union operates a large fleet of intelligence
collection vessels near U.S. coasts and near U.S. bases around the
world. Soviet action against U.S. surface surveillance platforms
would invite retaliation in kind.

A more detailed and conservative interpretation, then, of the
circumstances operating to provide for the safety of intelligence
collectors in international waters might have suggested that those
circumstances were inherently different off the Soviet coast than
off the coast of China or North Korea. The effect of this inter-
pretation on the risk assessment process for AGER missions would
have been to explicitly identify those missions targeted against
China or North Korea as inherently more risky than those targeted
against the Soviet Union. In the case of the China missions, this
judgment must have been reached by COMNAVFORJAPAN, at least implicitly,
since he chose to provide protection for those missions which was not
provided for missions against the Soviet Union. There is no evidence,
however, that this judgment was made explicit as part of the risk
assessment for any of these missionms.

The second factor mentioned as having been of significance in
the Pueblo risk assessment was the routine low level of North »
Korean naval activity in January. There is no indication in the
Hearings of the relationship assumed between the level of North
Korean activity and the outcome of the surveillance mission, nor
is there any indication of whether or not any relationship between
the two was in fact made explicit. That relatiomnship would appear to
be strongly dependent upon North Korean intentions regarding the ship,
were a contact made between North Korean forces and the Pueblo. This
dependency is not explicitly discussed in the Hearings. The general
presumption, however, at the time the risk assessment for the Pueblo
mission was made, seems to have been that North Korean intentions

were essentially benign.
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The third item listed as a major factor in assessing the risk for
the Pueblo mission as minimal was related to the question of North
Korean intentions, and was interpreted as supporting a judgment
of those intentions as benign. This was the fact that the USS Banner
had transited the North Korean coast on two previous surveillance
missions, on one of which she had loitered off Wonsan for about a
day and a half. Ifit is assumed that the principal threat to the
Pueblo lay in actions taken by the North Koreans in accordance
with previously issued standing orders or spur of the moment decisions,
then the fact that two previous missions had been completed without
incident might be reassuring. There is an alternative model of North
Korean behavior, however, according to which these two previous
missions would at best provide no evidence in support of a minimal
risk judgment, and at worst provide evidence against such a judgment.

There is an old maxim which states, "You can get away with any-
thing once," and which might apply to activities such as surface
surveillance, at least so far as a deliberate response approved
at a high level is concerned. Before a deliberately planned response
with high level approval could be hade to a surface surveillance
mission, the response and its consequences would have to be thought
out. This requires a certain amount of planning and staff work. Unless
the contingency is important enough for contingency plans to have been
drawn in advance (and it probably wasn't), a response to the first
mission would seem unlikely. The first mission, then, might at most
act as a trigger to the planning process. It might not even do that,
since the first mission might be interpreted as an isolated incident
rather than as the beginning of a sequence against which future plans
must be laid. The danger of a planned response, then, might be higher
with the second or third missions than with the first. (One of the
two previous missions was apparently only a coastal transit. It is
not clear whether or not the North Koreans were aware of both previous
missions.)

On the whole, then, the Pueblo risk assessment process does not
appear to have been one involving the systematic identification and

evaluation of factors bearing on risk. The factors identified as
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most significant in the testimony were all factors which could be

and were interpreted in a way which supported the minimal risk evalu-
ation. There were, however, alternative interpretations of each of
those factors, which provided much less, if any, evidence in favor

of the minimal risk assessment. If these alternative interpretations
were considered in the Pueblo risk assessment process, no evidence of

that fact is contained in the Hearings.

USE OF AVATLABLE INFORMATION TO INCREASE THE QUALITY OF RISK ASSESSMENT

The increased quality of risk assessment with increasing infor-
mation within the model comes about because the model provides for the
integration of all available information. The question to be con-
sidered under this heading, then, is how well the totality of available
information bearing on risk seems to have been integrated into the
assessment. In one sense, the other principles discussed thus far
are all subsumed in this one, and the deficiencies noted in earlier
discussions could also have been included here. 1t seemed more
appropriate, however, to discuss them under the earlier headings.
Nonetheless, there is one remaining area which it seems appropriate
to discuss under this heading -- integration of the risk assessments
and the information used in risk assessment throughout the various
echelons of command participating in the process. We will begin with
a general discussion of the nature of a military command structure
and the potential weaknesses of that structure as a vehicle for the
assessment of risk.

A military command, such as those in the Pueblo chain of command
shown in Table 1, is made up of the commander and a large number of
staff officers who work for and support him. It is these staff
officers who have the individual expertise and do the bulk of the
work supporting decisions made by the commander. Many decisions,
especially those of a routine recurring nature, are made largely by
these staff officers, through the set of alternatives they present
to the commander and the way these alternatives are presented,

usually with some preferred alternative recommended,
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Decisions of the command appear externally as the decisions of
a single individual, the commander, when they may in fact be the
consensus of staff officers responsible for the question at hand,
approved by that commander. Dissent from that consensus, within the
staff, is not apparent externally. This arrangement is suited to
requirements of a military organization, and it may provide the best
mechanism for most of the decisions required from the command. 1In a
matter such as risk assessment, however, this arrangement has serious
deficiencies.

Most decisions required from a military command are decisions
to take an action, to do something definite, and indeed, the proposal
or recommendation of approval for a surveillance mission is a decision
of this type. The assessment of the risk associated with that mission
is not a decision to take an action, however, but is a judgment about
the probable effects of an action in a highly uncertain world. As
such, it should be based on a careful identification of the important
factors which should be considered, and on carefully structured judg-
ments about the relevance of each of those factors. When several
echelons of command are involved in the risk assessment process, the
objective of obtaining the best possible assessment would seem best
served by having each echelon contribute its judgments about which
factors should be considered and how they should be interpreted.

This is not, however, what seems to have happened. What was
passed up through the chain of command was not the best judgment
of each echelon about which factors should be considered and how
they should be interpreted. Rather, it was the final judgment of the
echelon concerned with the overall risk, together with a justification
for that assessment. Each echelon of command, then, acted as a filter
for the information available to it, and did little to increase the
store of information available to the echelons above.

Testimony relevant to this point is given by both Admiral Johnson
and Admiral Moorer. At various places in his testimony on the assess-
ment of risk for the Pueblo and other AGER missions, Admiral Johnson
lists a large number of factors which he or his staff were aware of,

and which were considered in assessing the risk for these missions.
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Nonetheless, the risk assessment contained in Admiral Johnson's bro-
posal message for the Pueblo mission is simply, "Estimate of risk:
minimal, since Pueblo will be operating in international waters for
entire deployment.'" Admiral Johnson indicates in his prepared state-
ment that the risk assessment for all eighteen scheduled AGER missions
was the same. Thus, other factors considered in assessment were not
indicated to higher authority, let alone the evaluation of each.

Admiral Moorer indicated twice in his testimony that if any
commander in the chain of command had opposed the mission or dis-
sented on the risk, this dissent would have come to the attention
of the Joint Chiefs. What he did not go on to indicate is that if
there were dissent from some staff expert involved in the evaluation,
and if this dissent were overruled by the commander, then the dissent
would not come to the attention of the Joint Chiefs.*

The potential dangers of this filtering process can be seen
from the examination of some hypothetical situations in which it
might have a considerable effect.

Suppose, for example, that at some level of command the staff
officer having primary cognizance over some aspect of risk assess-—
ment had doubts about the evaluation of minimal risk, based upon
his evaluation of some factor considered in reaching that assess-
ment. Unless he could persuade the commander that his doubts were
valid, the command decision might be that that particular factor
was unimportant and should not change the risk evaluation. When the
risk evaluation left the command, it would be one of minimal risk,
based on factors generally agreed upon, and the dissent expressed
by one staff officer would most likely not appear.

This could take place at each level in the chain of command.

If the same factor were questioned by some staff member at each
level, and this questioning were rejected at that level, the fact
that this factor had been questioned outside this particular command

would not be evident anywhere in the chain of command. To each

*
Hearings, pp. 686, 703.
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level of command it would appear that the factor had been questioned
only by the single lone dissenter. The fact that each dissenter
appeared to his command as the single lone dissenter would itself
provide additional justification to override his dissent.

A similar phenomenon could occur if different pieces of infor-
mation were evaluated as significant and tending to raise the risk
at different levels of command, since the risk assessment trans-
mitted from one level of command to another does not include the
originating command's evaluation of all factors considered, but
simply of those considered most salient. Suppose that at some higher
level of command information was available which tended to reflect
negatively on the mission, and which was probably also available to
the lower levels of command. At that higher level there would be no
way, without going back and asking and suffering the resulting delays,
of determining whether the lower levels had in fact considered that
information, or how they had reacted to it. The simplest reaction,
then, would be to assume that they had considered it and did not
think it significant.

Thus, if there were sufficient information available throughout
the chain of command to justify total cancellation of the mission,
and this information, rather than being concentrated, were scattered
in such a way that the information available at any particular level
was insufficient to justify cancellation, it seems highly likely
that the minimal risk assessment, started at the bottom, would con-
tinue all the way up the chain of command without being altered or
seriously questioned.

The extent to which this filtering phenomena may have affected
the risk assessment process or the final assessments reached for the
Pueblo and other AGER missions, if at all, it is not clear from the
Hearings. There is evidence, however, that some filtering may have
bccurred, both in the risk assessment process for the Pueblo mission
and for the earlier Banner missions in the East China Sea off the

coast of China. [
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As part of the surface surveillance program prior to the Pueblo
mission, three missions were conducted by the USS Banner in the East
China Sea off the coast of Japan. Specific alert forces -- aircraft,
surface ships, or a combination of both —-- were provided for each of
these missions. In none of these cases, however, was mention of this
alert force protection, or of the considerations which prompted it,
contained in the proposal message which went through the chain of
command and finally to the Senior Review Board for review and approval.
Instead, the protection was added in each case after the final approval
had been obtained.

Something similar may have occurred in the case of the Pueblo
mission. On January 4 the decision was apparently made that the
Pueblo should offload a significant amount of classified material
before sailing. No attempt was made, however, to communicate this
decision, or the reasons for it, to higher echelons in the chain of
command.

An additional occurrence of this filtering phenomena for the
Pueblo mission took place with respect to the December 29 message
from the National Security Agency to the JCS Special Groué,
discussed earlier. The message was handled within JCS at the staff
level and was not brought to the attention of any of the Joint Chiefs.
It was readdressed for information only with no action required to
CINCPAC, and there also was handled only at the staff level. It was
not brought to the attention of any of the commanders in the chain
of command or to the Senior Review Board, nor was it made available to
COMNAVFORJAPAN staff until after the Pueblo had been seized. It
does not appear likely that it would have resulted in any change in
the risk assessment had it been handled differently, given the over-
all nature of the process. Nonetheless, it does point out the pro-

blem of information filtering within the chain of command.

THE OBJECTIVE OF THE PROCESS

The fundamental premise concerning risk, underlying this analysis,
has been that the operations being considered involved some non-negligible

risk, and that a careful and explicit assessment of that risk was a neces-
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sary and important input to the decision to conduct the operations.
As a result of that premise, we have assumed that the appropriate
objective of the process was the assessment of that rigij In terms
of this objective, we have found serious deficiencies in the Pueblo
risk assessment process.

There is an alternative premise concerning risk, however, which
may be closer to the one which the Pueblo process was based —- the
premise that no operations involving any significant risk derived
from consequences such as attack or seizure should be conducted.

Under this premise, the appropriate objective of the process might
be verification that the risk (at least the risk associated with the
proscribed consequences) was negligible.

The difference between these two objectives —- assessment and
verification -- may appear to be only semantic, since verification
that the risk is negligible seems to require assessment of that
risk. In the abstract, perhaps, this is true, but in the case of
operational processes conducted by real organizations, the implications
of the difference are significant, and largely account for the
deficiencies we have noted in the Pueblo process as a process of
risk assessment,

If the existence of risk is explicitly recognized, and the
objective of the risk assessment process is to be the assessment
of the risk, then the position of the risk assessors toward the
conduct of the operation should be essentially neutral, if not
negative. This is necessary in order to avoid the unconscious
bias toward favorable assessment, which would be expected from
risk assessors having a vested interest in the conduct of the
operation. If, on the other hand, the objective is verification that
the risk appears negligible, it might appear that the required verifi-
cation could be adequately performed by the planners of the operation.
This seems to be what happened in the initial risk assessment by
COMNAVFORJAPAN, and tends to explain the deficiency noted in the inter-
pretation of factors bearing on risk.

The function of the reviewers at higher echelons of command is

much less demanding in a process of verification than in a process of
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assessment, and perhaps closer to that performed in the case of the
Pueblo, Instead of adding to and building on the risk assessment of
the echelons below, they need only insure that no information avail-
able to them contradicts the verification of negligible risk arrived

at lower echelons. They have, perhaps, less of a vested interested

in the conduct of the operation than the initial planners, but they
have instead a basic operating premise that the verification at lower
levels is probably correct, unless significant evidence to the contrary
is available.

The deficiencies noted with respect to the identification of
consequences and the definition of risk are likewise less serious
in a process of verification., The proscribed consequences (of
attack and seizure) need not be explicitly identified, since the
premise exists that those consequences are excluded by the verification
procedures (e.g., by insuring that the ship will remain in international
waters during the mission). The verification produced by the process
(e.g., estimate of risk: minimal) need only signify that the operation
has passed the verification procedure. No additional refinement is
required. _

I1f the Pueblo process is viewed as one of verification, rather
than as one of assessment, the deficiencies in the process noted
earlier appear much less serious. The questions then arise, however,
of whether verification or assessment should have the objective,
and if the former, whether the verification standards used were
sufficiently stringent. The loss of the Pueblo would seem to indicate
that the answer to the latter question should be negative.*

The answer to the former question (about the appropriate objective)
for the Pueblo process, or any other:ioperational risk evaluation pro-

cess, is beyond the scope of this study. As was noted earlier, the

*As was noted earlier, the fact that the Pueblo was lost is not,
in itself, evidence that the risk assessment for the mission should
have been high. In a verification process, however, in which care-
ful evaluation of each operation is not performed in detail, the
standards required for verification should be highly conservative.
Any failure which is not totally unforseeable should call those
standards into serious question.
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institutional structure of a military chain of command makes risk
assessment extending across several echelons difficult. Assessment
as an objective thus entails organizational costs, and these must
be weighed against the gains. In view of the differences to be
expected from the two types of processes, however, the distinction
is important. If the process is to be one of verification, that
objective should be clearly understood and differentiated from the
objective of assessment. If the Pueblo process was one of verifi-
cation, the distinction was blurred by the use of a term ('"minimal')

suggesting assessment to indicate verification.
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Appendix

A THEORETICAL TREATMENT OF RISK ASSESSMENT

This Appendix is devoted to a more detailed development and dis~
cussion of ‘the mathematical model for risk assessment described in
the text. A risk assessment model for a hypothetical idealized sur-
face surveillance mission having the same general characteristics as
those of operational missions is described below. The model deals
with an idealized mission in order to allow us to avoid the issues
for the moment of how well the assumptions of the model are satis-
fied and how closely the model approximates any actual mission. We
shall simply presume that the assumptions are satisfied, and in effect
define the idealized mission in terms of the model. Following that,
some of the considerations involved in the formulation of such a model
and the implicit assumptions made in that formulation are discussed.
The inadequacy of such a model as a directly applicable quantitative
tool for the real problem of operational risk assessment 1s examined.

Within the model, the outcome of the mission is represented by a
random variable X taking integer values x, 1l<x<n corresponding to the
possible outcomes of the mission.* Factors which affect the outcome
(perhaps stochastically), such as the level of enemy naval activity
or enemy intentions, are random variables Yj taking values yj. We

refer to these as risk variables and assume there are a total of r

such risk variables.

The purpose of the model is to describe the joint probability
distribution of the outcome variable X and the risk variables
Yl’ cee s Yr' To do this, the model must define

PX = x, Yl i STIRERR Yf = yr)

for each value x of the outcome variable and each set of possible

values Vs cees Yy of the risk variables.

*

We shall follow the standard statistical convention of repre-~
senting a random variable by a capital letter and the values which
that random variable may assume by the corresponding lower case letter.
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At the time the final decision is made to approve or disapprove
the mission, the true values of some of the risk variables, say
Yl, ceey Yk' will be known. The values of the remaining risk

variables Y ey Yr will be unknown. The risk assessment, there-

fore, will ::lgased on the conditional probability distribution of

the outcome variable X, given the known risk variables Yl’ ooy Yk;
i.e., it will be based on P(X = x|Yj = yj, 1<j<k), for 1<x<n, where yj,
1<j<k are the known values for the known risk variables.

A loss funcfion, L, is defined over the set of possible out-
comes in such a way that the value of the loss function L(x) associ-
ated with the outcome x is a measure of the loss incurred if‘outcome
x occurs, i.e., if X = x. The risk, R(y1 ceosy yk), associated with
the mission and the known values of the known loss variables is then

defined as the conditional expected value of the loss function, given

the known risk variables; i.e.,

R(yqs «ves ¥y) = E(L(X)|Yj =¥ 1<j<k)

L}
n~s

L(x) P(X=x|Y =y, 1l<i<k),
1 h| ¥ ==

X
the sum of the loss associated with each outcome weighted by the con-
ditional probability of that outcome, given the known risk variables.

This model provides a clear and precise definition of the term
"risk," and a quantitative measure of the risk associated with the
mission, derived from that definition. It further provides unam-
biguous identification of the factors (i.e., risk variables) relevant
to the risk computation and of the way those factors enter into that
computation. Using such a model, then, the risk associated with the
mission can be quantitatively measured and could be compared with
the expected gain from the mission and with the relative risks and
gains of alternatives to the mission evaluated in a similar manner.

Still with reference to a model of a hypothetical idealized

mission, let us now examine some of the considerations involved in
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formulating such a model, and some of the implicit assumptions made
about the elements of the model and the relationships between them.

The set of possible values for the outcome variable X must be
complete, in the sense that every possible mission outcome must be
unambiguously identifiable with one of those values. If the mission
could end in an outcome not represented by some value of the outcome
variable X, then the model would fail to provide a true picture of
the risk associated with that mission. If the unrepresented outcome
was one with a significant loss associated with it, the distortion
might be considerable. One outcome which should be represented in
the model is the desired one -- successful completion of the mission
without incident. Other outcomes might be represented in which
various forms of harassment were encountered, but the mission was
nonetheless successfully completed; or in which the mission was not
successfully completed for one reason or another, such as accidental
collision while undergoing harassment, disablement, sinking or
seizure. The set of possible values of the outcome variable must
also provide for discrimination between possible mission outcomes
with different losses associated with them. If this is not done,
the model cannot serve as an adequate risk assessment tool, since it
defines risk in terms of expected loss. For example, if we were to
define a single value of the outcome variable corresponding to any
occurrence of harassment but failing to distinguish between harass-
ment which did and did not result in a collision, the model would be
unable to distinguish between missions in which the probability of
harassment was the same but the probability of that harassment
resulting in a collision was different, and would yield the same
risk for each.

We note at this point, since it is relevant to our discussion of
risk assessment for real missions, that the set of values for the
outcome variable X need only distinguish between outcomes which do
have different losses associated with them. The outcome variable X
enters the risk formula through the value of the loss function
associated with the outcome. It is sufficient, therefore, to dis-

tinguish only between outcomes at which different risks are incurred,
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providing that the probability relationships between the outcome
variable and the risk variable are correctly defined.

The loss function should be defined on the set of outcomes in
such a way that the value of that function associated with each out-
come is the loss incurred if that outcome occurs. A loss of zero,
for example, might be associated with the outcome of successful com-
pletion without incident, and a small positive loss might be associ-
ated with successful completion in spite of some harassment. A
larger loss would be associated with those outcomes in which the
mission was not successfully completed. The loss would be quite
large for outcomes which resulted in the loss of the platform.

It goes without saying that the loss function must be defined
in a manner which reflects preference, i.e., less preferable outcomes
should be assigned larger values of the loss function. More, however,
is required. If expected value is to be used as a measure of risk,
the loss function must be defined in such a way that it adequately
represents preferences between probability mixtures of outcomes. For

instance, if we are indifferent between the outcome x' and a 50-50

chance on each of the two outcomes, x'' and x''', the loss function-
must reflect this indifference. It must be defined in such a way
that L(x') = (L(x"') + L(x'"''))/2. Monetary cost, for example, is
not an adequate measure of loss, not only because monetary cost does
not reflect all the losses associated with the mission outcome but
also because preferences for monetary cost are not ordinarily linear
with that cost. If the loss function does not adequately represent
preferences between probability mixtures of outcomes, then the
expected loss is an inappropriate measure of risk.

Notice that an outcome with an exceptionally large associated
loss may make a significant contribution to the overall measure of
risk, even if the probability assigned to that outcome is small.

The risk variables are used in the model to aid in determining
the correct probability distribution for the risk calculation. The
choice of the risk variables selected for representation within the
model should be based on two considerations. The first, and most

obvious, is that factors about which specific information is not
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available at the time the model is constructed, but is expected at

the time the actual risk assessment is made, should be included within
the model as risk variables. The level of enemy naval activity, for
example, might fall in this category. This consideration, then, leads
to the inclusion of risk variables whose values will be known at the
time the risk assessment is made and used to condition the probability
distribution used in the risk assessment. It will also lead to the
inclusion of some risk variables whose value might or might not be
known. 1If they do not become known, they will appear as unknown

risk variables in the model at the time of the assessment.

Risk variables whose values will not be known at the time of the
assessment might also be included because their relationship with
other risk variables or with the outcome is known, and it is easier
to define the overall probability distribution in a model which
includes them than in a model which excludes them. The primary effect
of the level of naval activity, for example, might be in determining
the probability of chance contact with the surveillance platform.

The relationship between such contact and mission outcome (and hence
between naval activity and mission outcome) depends heavily on the
enemy's intentions toward the platform if contact is made. Enemy inten-
tions, however, are inherently unknowable., A risk variable repre-
senting enemy intentions might, nonetheless, be included in the model

in order to simplify the representation of the relationship between
naval activity and mission outcome.

The joint probability distribution of the outcome and risk vari-
ables is not defined directly as part of the formulation of the model.
Rather, it is derived within the model. In order to do this, enough
marginal and conditional distributions of risk variables, or of the
outcome variable given some of the risk variables, must be defined to
determine the joint distribution.* Thus, for example, if the marginal

distribution of enemy intentions and naval activity and the conditional

*A marginal distribution is the probability distribution of a risk
variable without regard to the value of any other variables, and a con-
ditional distribution is the probability distribution of one variable
as a function of several others on which that variable depends.
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distribution of the outcome given these two variables are specified,
the joint distribution of outcome, enemy intentions, and enemy naval
activity is determined.

The marginal and conditional distributions thus specified may
represent empirically observed frequencies (e.g., levels of naval
activity) based on past and current intelligence, empirically or
theoretically derived relationships interpretable in relative
frequency terms (e.g.; the relationship between naval activity and
probability of contact), or subjective probabilities with no rela-
tive frequency interpretation. The important point is that they be
specified in the quantitative form required by the model, and in a
manner which accurately represents the mission.

When enough such marginal and conditional distributions have
been specified in a consistent manner, the overall joint distri-
~ bution of the outcome in risk variables is uniquely defined. This
joint distribution in turn defines the conditional distributions
needed in the risk calculation.

Considerations and assumptions such as those discussed above
lie at the heart of development of a mathematical model for risk
assessment. The ability to use such a model as a direct tool for
the assessment of risk in real problems, therefore, would require
that these considerations be taken into account and that all the
assumptions be adequately met. This is difficult, if not impossible,
to do in real life.

Such a model does not, therefore, provide a directly applicable
tool to the problem of risk assessment for operational missions.
Conditions imposed by the assumptions of the model are simply too
stringent, in comparison with our understanding of the processes
involved in such missions. None of the three fundamental elements of
the model, the loss function, the probability distribution over
outcomes, or even the set of outcomes itself, are describable in the

*
real problem with the precision required by the model. The most

* v
Some analysts would argue to the contrary -- that a useful
quantitative model could be constructed using subjective probability
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obvious quantitative features of the model, therefore, appear unattain-
able in the real problem.

The mathematical model for risk assessment provides a quanti-
tative measure of risk in terms of the expected loss associated with
a mission. Implicit in this computation is the assumption that a
quantitative measure of loss can be associated with each outcome,
and even more, that these losses can be assigned in such a way as to
make the averaging operation meaningful. This is a tall order. Some
of the costs associated with unfavorable outcomes could be measured,
it is true. One could estimate the cost, for example, of repairs
resulting from a minor or major collision, or even of the loss of
the entire ship. The cost by itself, however, is not an acceptable
measure of loss. A cost estimate of the loss of an entire ship and
crew, for example, would probably not take into account the associ-
ated loss in U.S. prestige, or the cost in terms of future capabili-
ties which would result from the loss of a ship. It would even be
unlikely to fully consider the monetary costs directly associated
with the loss, such as, for example, the cost of military response,
if one were made, or even the cost of all the evaluations and
inquiries made after the event., Realistically then, it is not likely
that it would be possible to assign a quantitative measure of loss to
the various outcomes in a way which would allow the probability dis-
tribution over that set of outcomes to be summarized with a single
measure of risk.

The joint probability distribution of the outcomes and risk
variables is likewise unattainable. Our ability to identify the
important factors influencing the outcome of the mission, and to
understand the relationships between those factors and the mission
_ outcome, is not adequate for meaningful quantitative definitioms of

the required marginal and conditional distributiomns.

distributions and a subjectively derived loss function. It is the
author's belief that subjective human judgments in matters such as
risk assessment seldom satisfy the conditions of consistency and
completeness required to make such quantification valid.
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Even the set of outcomes itself can hardly be precisely defined

in advance. To consider all the outcomes possible for a mission
-such as the Pueblo's, for example, would require consideration not
only of the things which might happen to the ship, such as harass-
ment, collision, disablement, attack or seizure, but also of the
U.S. responses to those actions, and of the outcomes resulting from
those responses. At best then, we can identify collections of out-
comes having some common characteristic or consequence, such as
seizure or collision. The imprecision with which we could define
the outcomes, then, would itself preclude the assignment of proba-
bility distribution or an accurate measure of loss, if other consid-
erations did not.

In spite of its inapplicability as a direct tool for risk
assessment, the model still provides a useful idealization of the
risk assessment process. By concentrating on the qualitative rather
than the quantitative aspects of the model, we can derive quali-
tative principles for risk assessment which are independent of the
quantitative structure of the model within which those principles
are realized. These principles, discussed in the text, should be
applicable to the problem of risk assessment for operational mis-

sions, even though the quantitative structure of the model is not.
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