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ORIGINAL ARTICLE

The Health Insurance Portability and Accountability Act
Privacy Rule

A Practical Guide for Researchers

Patrick P. Gunn, JD,* Allen M. Fremont, MD, PhD,† Melissa Bottrell, MPH, PhD,‡§
Lisa R. Shugarman, PhD,† Jolene Galegher, PhD,‡ and Tora Bikson, PhD†

Background: The Health Insurance Portability and Accountability
Act (HIPAA) Privacy Rule, intended to address potential threats to
patient privacy posed by the computerization and standardization of
medical records, provides a new floor level of federal protection for
health information in all 50 states. In most cases, compliance with
the Privacy Rule was required as of April 2003. Yet considerable
confusion and concern remain about the Privacy Rule and the
specific changes it requires in the way healthcare providers, health
plans, and others use, maintain, and disclose health information.
Researchers worry that the Privacy Rule could hinder their access to
health information needed to conduct their research.
Objectives: In this article, we explain how the final version of the
Privacy Rule governs disclosure of health information, assess im-
plications of the Privacy Rule for research, and offer practical
suggestions for researchers who require access to health informa-
tion.
Conclusion: The Privacy Rule is fundamentally changing the way
that healthcare providers, health plans, and others use, maintain, and
disclose health information and the steps that researchers must take
to obtain health data. The Privacy Rule requires researchers who
seek access to identifiable health information to obtain written
authorization from subjects, or, alternatively, to demonstrate that
their research protocols meet certain Privacy Rule requirements that
permit access without written authorization. To ensure continued
access to data, researchers will need to work more closely than
before with healthcare providers, health plans, and other institutions
that generate and maintain health information.

Key Words: Health Insurance Portability and Accountability Act,
confidentiality, health services research, informed consent, privacy

(Med Care 2004;42: 321–327)

On August 14, 2002, the Department of Health and
Human Services (DHHS) published final modifications

to the Privacy Rule, a set of regulations safeguarding the
privacy of health information.1 Although the Privacy Rule
does not directly regulate research, it does limit the ability of
healthcare providers, health plans, and other institutions cov-
ered by the Privacy Rule (called Covered Entities) to use or
disclose health information for research.

DHHS developed the Privacy Rule as part of its imple-
mentation of the Health Insurance Portability and Account-
ability Act (HIPAA), a complex statute intended, in part, to
ensure the portability of health insurance.2 Recognizing that
advances in information technology and increased use and
transfer of medical records in electronic form threatened
medical privacy, Congress included a provision calling for
regulations protecting the privacy of health information. Ul-
timately, DHHS was charged with developing those regula-
tions.

DHHS published an initial version of the Privacy Rule
for public comment in November 1999.3 After several itera-
tions prompted by extensive public criticism and comment,
the current version was adopted. Full compliance with the
Privacy Rule was required as of April 14, 2003, although
small health plans have until April 14, 2004, to comply.4

The complexity of the Privacy Rule, along with serious
penalties for violations, has generated considerable confusion
and concern among researchers, who worry that the Privacy
Rule could hinder their access to health information.5 Al-
though some recent publications, including a detailed analy-
sis from the National Institutes of Health (NIH), consider
research-related provisions of the Rule,6–12 they do not focus
specifically on the concerns of health services researchers or
necessarily offer practical advice about applying those pro-
visions.

This article explains the major features of the Privacy
Rule and describes its implications for health services re-
searchers. Its goals are to inform researchers about access to
health information under the regulations, to describe project
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management and cost issues, and to suggest practical strate-
gies for conducting health services research in this regulatory
environment.

KEY FEATURES OF THE PRIVACY RULE
The Privacy Rule limits the circumstances under which

Covered Entities can use or disclose protected health infor-
mation (PHI), requiring, with some exceptions, authorization
from the patient to permit uses and disclosures of PHI for
research.

Protected Health Information
In general, PHI is health information that is individu-

ally identifiable. “Health information” is defined as “any
information, whether oral or recorded in any form or medium,
that: 1) is created or received by a health care provider, health
plan, public health authority, employer, life insurer, school or
university, or health care clearinghouse; and 2) relates to the
past, present, or future physical or mental health or condition
of an individual, the provision of health care to an individual,
or the past, present, or future payment for the provision of
health care to an individual.”13 “Individually identifiable”
refers to information collected from an individual that iden-
tifies him or her or for which there is a “reasonable basis” to
believe the information could be used to identify the individ-
ual.13 The definition of PHI excludes individually identifiable
health information contained in certain educational or em-
ployment records.14

Covered Entities and Researchers
The Privacy Rule regulates the use and disclosure of

PHI by Covered Entities. Covered Entities are health plans
(eg, health insurers), healthcare clearinghouses (entities that
receive healthcare transactions from providers or others,
translate the data into a form acceptable to the payor, and
forward the processed transaction to payors and clearing-
houses), and healthcare providers (eg, hospitals and physi-
cians that transmit health information in connection with a
specified transaction).13

The Privacy Rule’s definition of Covered Entities does
not include researchers. Also, researchers do not become
Covered Entities merely by contracting with a Covered Entity
to conduct research.9 The Privacy Rule could, nevertheless,
apply to researchers if they work at a Covered Entity such as
a hospital or a health plan. Researchers could also be con-
sidered covered healthcare providers if they furnish health
care to subjects as part of their research, like in a clinical trial.
Some researchers could be covered because they work at
hybrid institutions such as universities that provide health
care as well as unrelated services. Whether researchers in
these settings are covered depends on legal decisions by
management and formal designations made to DHHS.15

Covered Entities that violate the Privacy Rule could
face substantial civil and criminal penalties,16 which could
extend to individuals who act as Covered Entities (eg, phy-
sicians) or who are employed by a Covered Entity. The
Privacy Rule allows Covered Entities to use and disclose PHI
for treatment, payment, and healthcare operations. “Treat-
ment” and “payment” have commonsense meanings, but the
definition of “healthcare operations” is more complex. It
refers to internal functions of the Covered Entity such as
“conducting quality assurance and quality improvement, in-
cluding outcomes evaluation and development of clinical
guidelines,” provided that the work is primarily intended to
improve the operations of a specific organization rather than
for research.14 The Privacy Rule defines “research” as “a
systematic investigation, including research development,
testing, and evaluation, designed to develop or contribute to
generalizable knowledge,” a definition that could exclude
quality assurance and quality improvement studies that are
part of a larger project to produce generalizable results.14

Business Associates
The Privacy Rule recognizes that Covered Entities

disclose PHI to third parties, which it calls “business associ-
ates,” to assist in quality assurance, claims processing, utili-
zation review, and billing.13 Such disclosures can continue
under the Privacy Rule, but Covered Entities must develop
data safeguarding agreements called “business associate
agreements.” Researchers are not business associates; neither
are business associate agreements required for disclosures of
PHI to researchers as long as the researcher has fulfilled other
requirements of the Privacy Rule.17 Third parties such as
business associates can deidentify health information, thus
making PHI available for research. As the following discus-
sion indicates, business associates are thus important actors in
the post-Privacy Rule research environment.

Use and Disclosure of Deidentified Data or a
Limited Dataset

The Privacy Rule treats deidentified health information
differently than PHI. A Covered Entity generally cannot use
or disclose PHI for research without authorization from the
patient or a waiver of authorization approved by an Institu-
tional Review Board (IRB) or a Privacy Board, a body that
must meet requirements similar to, but somewhat less strin-
gent than, traditional IRB requirements.18 However, if the
Covered Entity or a business associate first strips some or all
of the identifying elements from the PHI, the resulting data
could be used or disclosed without authorization.

The Privacy Rule recognizes 2 categories of data that
could be disclosed without authorization. The first category,
called a “limited dataset,” was created with research purposes
in mind. In a limited dataset, health information is stripped of
16 direct identifiers relating to the individual and his or her
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relatives, household members, and employers.19 A limited
dataset can retain identifiers potentially useful for research,
including age, date of birth and death, zip code (5 digits
only), state, county, city, geocode, dates of admission and
discharge, and other characteristics or codes not listed as
direct identifiers (Fig. 1). Because inclusion of these identi-
fiers poses a risk of identification by inference, the Privacy
Rule permits use and disclosure of a limited dataset only for
research, public health, or healthcare operations. To obtain
access, the individual or organization seeking disclosure must
enter into a “data use agreement.” The required elements of a
data use agreement include assurances that the researcher will
safeguard the data and prevent unauthorized disclosure, re-
frain from identifying or contacting individuals, and report
unauthorized use or disclosure to the Covered Entity.19

The second category of data that could be disclosed
without authorization is truly deidentified data. A Covered
Entity could use either of 2 methods to confirm that data are
satisfactorily deidentified. Under the first route, a statistician,
or other person with “appropriate training,” must document
that enough identifiers have been removed so that the risk that
the information could be used to identify an individual, either
by itself or in combination with other information, is very
small.20 The U.S. Office of Management and Budget’s guide-
lines identify the “statistical and scientific principles” that
should be applied to make such determinations.21 For exam-
ple, the guidelines warn that even if obvious identifiers are
removed, subjects could be reidentified when sample sizes

are small or the records contain unique characteristics (eg,
patients with advanced age). To address the risk of reidenti-
fication, the guidelines suggest approaches such as recoding
variables into fewer categories. The Privacy Rule also pro-
vides a second, more mechanical deidentification method,
called the “safe harbor” approach, which requires that the
Covered Entity (or a business associate operating at the
behest of the Covered Entity) remove certain identifiers from
the data (Fig. 2).20

Once the identifiers are removed, the health informa-
tion is considered deidentified, provided that the Covered
Entity has no knowledge that the information could be used
alone or in combination to identify an individual. Covered
Entities could assign a linking code to deidentify health
information allowing them to later reidentify that informa-
tion. Any code is acceptable, provided the code is not itself
derived from individually identifying information (eg, scram-
bling the medical record number) and the Covered Entity
does not disclose the code or mechanism for reidentification
to the researcher.22

Authorization for Uses and Disclosures of
Protected Health Information

The Privacy Rule takes the default position that Cov-
ered Entities are required to obtain authorization before using
or disclosing a patient’s PHI.18 An authorization is a state-
ment, signed and dated by the patient, granting permission to
disclose his or her PHI. Although the Privacy Rule does not
provide a specific form for authorizations, to be legally valid,

FIGURE 1. Identifiers that can and cannot be retained in a
“Limited Data Set.”

FIGURE 2. Identifiers that must be removed under “Safe Har-
bor” method of deidentification.
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an authorization must contain 6 “core elements” and 2 “re-
quired statements.” It must also be written in plain language,
and a signed copy must be provided to the individual (Fig.
3).23

Authorization should not be confused with informed
consent. The Privacy Rule does not modify laws or regula-
tions (such as the Common Rule) obligating researchers to
disclose to subjects the rationale, risks, and benefits of the
research project and to obtain informed consent.24 Thus, if a
research project involves a hospital chart review, the Com-
mon Rule would (absent an IRB waiver) require the re-
searcher to obtain the subject’s informed consent to partici-
pate in the project.25 At the same time, the Privacy Rule
would require the hospital to obtain a signed authorization
from the patient before disclosing the patient’s chart to the
researcher. As a practical matter, researchers will need to
obtain an authorization from the subject at the time of
recruitment and pass that authorization on to the Covered
Entity. To mitigate the burden of collecting multiple permis-
sions, a researcher could combine the informed consent for
research form with a Privacy Rule authorization to release
PHI.26

Exceptions to and Waivers of the
Authorization Requirement

The Privacy Rule specifies 4 situations in which Cov-
ered Entities could use or disclose PHI for research without
first obtaining written authorization.

First, PHI could be disclosed to researchers for “re-
views preparatory for research.” To obtain such access, the
researcher must assure the Covered Entity that 1) disclosure
is sought solely to prepare a research protocol or for similar
purposes, 2) no PHI is to be physically removed from the
Covered Entity, and 3) the PHI is necessary to plan the
research.27 DHHS’ Office of Civil Rights (OCR), the agency
that enforces the Privacy Rule, has stated that researchers
employed by Covered Entities might take advantage of this
exception to recruit research subjects by identifying those
with certain characteristics and contacting them to seek their
authorization to release their PHI for research. However,
researchers should note that some commentators and IRBs
have disagreed with the OCR’s interpretation of this provi-
sion, taking a more cautious approach. Moreover, researchers
not employed by Covered Entities would not be permitted to
recruit subjects in this manner, because the procedure would
involve removing PHI from the site of the Covered Entity.17

(Outside researchers could, however, request an IRB to waive
the authorization requirement for the limited purpose of
recruiting subjects.)

Second, PHI regarding a deceased person could be
disclosed to a researcher without authorization from the
decedent’s representatives. To obtain such access, the re-
searcher must assure the Covered Entity that the disclosure is
sought solely for research involving the PHI of the decedent
and that the requested PHI is necessary for the research.28

The Covered Entity could also require the researcher to
provide proof of death.

Third, PHI could be disclosed for research if an IRB or
Privacy Board has waived the authorization requirement.29

The IRB or Privacy Board must document that the circum-
stances of the research satisfy criteria (Fig. 4) similar, but not
identical, to those now used by IRBs to waive the Common
Rule requirement for informed consent for research partici-
pation.

DHHS expects the waiver procedure will most often be
used to conduct records research when researchers are unable
to use deidentified information and, when it is not practicable,
to obtain authorization from research participants.30 Research
projects involving review of existing records probably fall
into this category. The waiver procedure could also facilitate
subject recruitment. An IRB or Privacy Board could partially
waive the authorization requirement to enable researchers,
including researchers not employed by the Covered Entity, to
review PHI to identify prospective subjects.17,31

Fourth, the Privacy Rule includes transition provisions
that “grandfather in” permissions for research obtained before
the compliance date of April 14, 2003. Generally, a Covered
Entity could use and disclose for research any PHI created or
received before or after the compliance date, provided that,
before the compliance date, the Covered Entity obtained
permission from the subject to use or disclose the PHI forFIGURE 3. Authorizations: core elements and requirements.
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research, the subject gave informed consent to participate in
the research, or an IRB waived the informed consent require-
ment. However, this transition provision is limited. If a
waiver of informed consent was obtained before the compli-
ance date, but informed consent is sought after the compli-
ance date (ie, the subjects are reconsented as a result of a
change in protocol), the Covered Entity must obtain a Privacy
Rule-compliant authorization or demonstrate that some ex-
ception to the authorization requirement applies to permit use
or disclosure of PHI for research.32

Relationship Between the Privacy Rule and
Existing State Privacy Laws

Passage of the Privacy Rule does not mean that re-
searchers can ignore existing state medical privacy laws.
Congress and DHHS have made it clear that the Privacy Rule
provides a new federal floor level of privacy protection. Put
differently, the regulations provide new federal protection for
medical information in states that afford lesser privacy pro-
tections and generally preempt state laws that are contrary to
it.33 However, where state law provides more protection than
the Privacy Rule, state rules are not preempted.34 Researchers
should seek the advice of their IRB’s attorneys as to how their
research protocols relate to state privacy laws.

The Right of Patients to Access Their Protected
Health Information

With few exceptions, the Privacy Rule requires Cov-
ered Entities to allow individuals to inspect and copy their
medical records, to the extent those records are maintained
with a defined group of documents called a “designated
record set” (generally, the individual’s treatment, billing,
enrollment, and claims information). Research data kept by a

Covered Entity could be part of a designated record set if, for
example, the data are related to health or used by the Covered
Entity to make decisions concerning treatment. This “right of
access” has implications for researchers cooperating with
healthcare providers in clinical trials, because individual
patients could demand to inspect their PHI and discover facts
about their treatment that might skew research results. To
address this issue, the Privacy Rule permits a researcher to
temporarily suspend an individual’s access to PHI created in
research that includes treatment while the research is in
progress, provided that the individual agreed to the denial of
access when giving his or her informed consent to participate
in the research and the individual was informed that the right
of access would be reinstated on completion of the research.35

Thus, researchers who intend to suspend access to PHI during
clinical trials will need to discuss this plan with potential
subjects and ensure that their informed consent forms contain
the relevant language.

PRACTICAL SUGGESTIONS AND
IMPLICATIONS FOR RESEACHERS

Understanding the research-related provisions of the
Privacy Rule means, primarily, understanding how they af-
fect Covered Entities. To ensure continued access to health
information, researchers need to work with Covered Entities
as educators and facilitators.

As educators, researchers need to guide Covered Enti-
ties through what could appear to be a complicated maze of
new regulations. As facilitators, researchers need to take
specific actions to reduce the Covered Entities’ cost of coop-
eration, in both time and dollars. This process should begin at
the proposal stage. Some concrete suggestions are set forth
subsequently.

Consider Use of Deidentified Health
Information or a Limited Dataset

Researchers should consider from the outset whether
their project requires PHI. If deidentified health information
or health information in the form of a limited dataset would
suffice, many Privacy Rule requirements, including the au-
thorization requirement, can be avoided.

If deidentified health information or a limited dataset is
acceptable, researchers can obtain the data directly from the
Covered Entity. If the Covered Entity is unable or unwilling
to undertake the work required to deliver the data in this
form, researchers could locate and propose a business asso-
ciate to undertake this work for the Covered Entity. The
Privacy Rule also allows researchers to act as business
associates of a Covered Entity to create a limited dataset.36

This means that researchers seeking disclosure of data in the
form of a limited dataset could either help the Covered Entity
recruit a third-party business associate or could undertake the
work themselves. The Privacy Rule is unhelpfully silent on

FIGURE 4. Criteria for waiving the authorization requirement.
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the issue of researchers performing data deidentification. It
could be more expedient, however, for researchers to find
business associates who are experienced in conducting these
tasks. Of course, whether researchers or third parties carry out
deidentification, there will be costs associated with the pro-
cess. NIH has acknowledged that complying with the Privacy
Rule will increase the cost of research and has encouraged
investigators to include such costs in their budgets when
applying for grants.37

If Protected Health Information Is Required,
Work With Covered Entity to Develop
Authorization Form

When research requires identifiable health information,
the researcher must generally obtain informed consent under
the Common Rule and authorization under the Privacy Rule
from all subjects. Some Covered Entities have already devel-
oped Privacy Rule-compliant authorization forms. Research-
ers can profit from this work by consulting with the Covered
Entity to see whether it has approved authorization language.
However, researchers should be aware that the Privacy Rule
permits authorizations for research to contain special provi-
sions that might not be included in a Covered Entity’s
standard authorization form. As noted earlier, research autho-
rizations could be combined with informed consent forms.26

The Privacy Rule also recognizes that it could be undesirable
(or simply impractical) to require researchers to specify the
end date of research at the outset of a study and allows
research authorizations to indicate “no expiration date.”38 A
research authorization could also condition participation in a
study involving treatment on the individual’s signing the
authorization form.39 Covered Entities could be unfamiliar
with these provisions, so researchers should be prepared to
explain them if necessary. The final version of the authori-
zation form should be vetted with the Covered Entity to
ensure that the Covered Entity will agree to disclose PHI
based on it, and, if the authorization is to be combined with
informed consent, the form should also be discussed with the
researcher’s IRB and/or the Covered Entity’s IRB.

If Obtaining Authorization Is Impractical,
Consider Seeking an Institutional Review
Board/Privacy Board Waiver

If the researcher determines that obtaining authorization
from subjects would be impractical, the researcher should con-
sider requesting a waiver of the authorization requirement from
an IRB or Privacy Board. If qualifying circumstances exist, the
researcher should document them, advise the Covered Entity,
the Covered Entity’s IRB/Privacy Board (assuming it has one),
and the researcher’s IRB of the intent to seek a waiver and allow
time for these bodies to review the request.

Given the penalties for improper disclosures of PHI,
researchers requesting waivers should also be prepared to

address detailed questions from Covered Entities concerning
their procedures for protecting the data they seek. Some
Covered Entities could seek indemnity from researchers for
improper disclosures of data and could demand insertion of
indemnity provisions in data use agreements or confidential-
ity agreements. Researchers should seek the advice of legal
counsel before entering into such agreements.

Be Familiar With Burdens the Privacy Rule
Imposes on Covered Entities

The Privacy Rule’s specifications regarding authoriza-
tion are only a few of the obligations that the Rule imposes on
Covered Entities. They must also comply with administrative
requirements, at least 2 of which Covered Entities could
regard as burdensome. One such requirement is the “account-
ing requirement,” which gives patients the right to request
that Covered Entities provide, on demand, a written account-
ing of any disclosures of PHI for purposes other than treat-
ment, payment, or healthcare operations within the preceding
6-year period.40 The accounting must inform the individual of
the date of the disclosure, the name of the person who
received the PHI, the nature of the information disclosed, and
the purpose for which it was disclosed.41 No accounting is
required, however, for disclosures made pursuant to written
authorizations, disclosures of deidentified health information,
or disclosures of health information included in a limited
dataset. For some research, a more limited accounting obli-
gation could apply. When an IRB/Privacy Board has waived
the authorization requirement and the research protocol in-
volves PHI from more than 50 individuals, the Covered
Entity is only required to provide a list of protocols for which
the individual’s data might have been used rather than a
detailed account indicating that the individual’s data were
used for a specific protocol.42 However, even when this
exception applies, the Covered Entity is obligated to help the
individual contact the researcher if it is reasonably likely that
information was disclosed to the researcher.43

Researchers are not specifically required to maintain
accounting information, but they could lessen the adminis-
trative burdens imposed on Covered Entities by the account-
ing requirement by maintaining on their behalf a research
database of accounting information. There is at least 1 other
reason for researchers to maintain some accounting informa-
tion. As noted previously, in protocols involving disclosure of
50 or more records, Covered Entities are obligated to assist
individuals who inquire to contact researchers who have
received their information. Researchers who maintain some
form of accounting information will be better positioned to
respond to such inquiries.

The Privacy Rule also includes a “minimum necessary”
requirement, which generally requires Covered Entities to
limit disclosures of PHI to the minimum necessary to accom-
plish the intended purpose.44 Thus, Covered Entities are
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obligated to ensure that researchers who seek disclosure of
PHI have demonstrated that it is required to conduct the
research. The minimum necessary requirement applies to
disclosures of health information included in a limited dataset
and to disclosures of PHI for research under an IRB/Privacy
Board-approved waiver. Researchers should be prepared to
justify their requests for each data element.

CONCLUSION
The Privacy Rule has fundamentally changed the way

that healthcare providers, health plans, and others use, main-
tain, and disclose health information. Although the Privacy
Rule was not intended to preclude research access to health
information, the complexity and administrative burdens as-
sociated with the Rule could hinder such access, particularly
as Covered Entities learn about and adapt to the regulations.
To help ensure continued data access, researchers need to
understand how the Rule works and structure their research
protocols accordingly. Researchers should be prepared to
educate Covered Entities about the research-related provi-
sions of the Privacy Rule and to facilitate disclosures of
information by taking steps to reduce administrative burdens
associated with compliance with the Rule.
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