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C

ybersecurity economics is an emerging
ﬁeld. There is a signiﬁcant need for better
data, better understanding, and better
methods for using resources wisely, not
only to protect critical products and services but
also to provide assurances that software will work
as expected. In two articles, RAND senior scientist Shari Lawrence Pﬂeeger and her colleagues
addressed these key cybersecurity concerns and
identiﬁed how diﬀerent types of companies or
organizations perceive the importance of cybersecurity and make cybersecurity investment
decisions.
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Companies and organizations can use a wide
variety of security practices and policies to
describe, implement, and monitor cybersecurity.
To understand what inﬂuences security-related
investment decisions and how business perspectives aﬀect cybersecurity perceptions, RAND
researchers interviewed the chief security oﬃcers
of six companies in the Internet supply chain.
These leaders revealed vastly diﬀerent attitudes
about the role of security in the context of their
corporate goals. The analysis suggests that a
company’s culture and approach to market
discipline can predict corporate attitudes about
cybersecurity.
To understand these security approaches, the
RAND team considered a business framework
that could help explain the interview results and
also identify which one of three market disciplines companies embrace to compete in the
marketplace: operational excellence, product
leadership, or customer intimacy.1 This framework has been useful in other softwareengineering contexts in which it has assisted
1
Michael Treacy and Frederik D. Wiersema, The Discipline of
Market Leaders: Choose Your Customers, Narrow Your Focus,
Dominate Your Market, Reading, Mass.: Addison-Wesley, 1995.

Abstract
The emerging ﬁeld of cybersecurity economics
could beneﬁt from better data, better understanding, and better methods for using
resources wisely, not only to protect critical
products and services but also to provide
assurances that software will work as
expected. This research brief presents ﬁndings
that address these key cybersecurity concerns,
perceptions of the importance of cybersecurity,
and considerations for cybersecurity investment decisions. In particular, it suggests that
companies, the government, and other
organizations can help improve our understanding of cybersecurity economics by monitoring cybersecurity incidents and responses,
soliciting and using standard terminology
and measures, and sharing data whenever
possible.

technology adoption within the context of corporate culture. In addition, the authors believe that
the framework can be used not only to analyze
existing security attitudes but also to predict
likely future cybersecurity actions and attitudes.
An operationally excellent company strives to
provide both high-quality customer service and
the lowest prices for its goods and services. It
emphasizes eﬃciency and dedication to quality
control along with a carefully managed supply
chain. Because security is a facet of quality, an
operationally excellent company takes security
very seriously. By applying standards, controlling
processes, and encouraging certiﬁcation, operationally excellent companies consider security to
be central to their trusted brand.
By contrast, a product leader focuses on features and functionality, prizing innovation as it
experiments with new oﬀerings. Whereas opera-
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tionally excellent companies take few risks, product leaders
encourage new ventures and a steady stream of new products.
Although they take security seriously, good-enough security
is a guiding principle; innovation—not process—is the key
to avoiding or preventing security problems. As a result, security takes a back seat to performance, is less centralized, and
is not the key determinant of a product’s success.
The third market discipline, customer intimacy, emphasizes customer needs and requests and excels at meeting
them. Security is important for customer-intimate companies
when customers express security needs. Thus, the security
organizations of customer-intimate companies are less topdown than those of operationally excellent companies, and
their centralized procedures involve signiﬁcant customer
interaction. As a result, security is built into products and
services only when the customer demands security.
Numerous Cybersecurity Uncertainties

No matter what an organization’s cybersecurity posture, it
needs data on which to base its security decisions. However,
lack of data and uncertainty about the data frequently inhibit
sound corporate decisionmaking.
One signiﬁcant problem is the lack of standards in deﬁning, tracking, and reporting security incidents and attacks.
Diﬀerent surveys ask vastly diﬀerent questions about “electronic attacks,” “virus encounters,” “virus disasters,” “data
intrusions,” and “security incidents,” among many other
terms. Thus, much of the reported evidence is categorized
diﬀerently from one study to another, and the answers are
based on respondents’ perceptions, not on consistent capture and analysis of solid empirical data. Moreover, the
lack of careful sampling often obscures which population
the reported data describe. This hodgepodge of deﬁnitions,
concepts, and survey types makes it diﬃcult for software
managers to know what cybersecurity data to collect and
how to compare them with survey results.
Understanding the source and eﬀ ects of attacks is similarly
problematic. Several surveys note that the sources of attacks
are unknown in a signiﬁcant percentage of cases. In addition
to the number and types of attacks, signiﬁcant variations
exist in terms of eﬀect, particularly the cost of an attack.
Software managers need this cause-and-eﬀect information,
not only to design more secure systems but also to estimate
resource needs for preventing, mitigating, and recovering
from attacks, particularly attacks against the development
platforms on which new software is created.
A more signiﬁcant problem is the diﬃculty in detecting and measuring both the direct and indirect costs of security
breaches. There are neither accepted deﬁnitions of loss nor
standard, reliable methods to measure it. For example, one

survey notes that respondents historically underestimate costs
by a factor of seven to 10.
Survey results also highlight another gap concerning
security investments: how much organizations have invested
in security protection, prevention, and mitigation. Little is
known about how companies make investment decisions or
how eﬀective their security investments are. Inputs required
for such decisionmaking—such as the rate and severity of
attacks, cost of enterprise-wide damage and recovery, and
actual cost of all types of security measures—are not known
with any accuracy. Simple questions, such as how much more
security an extra dollar buys, go unanswered.
Faced with these challenges, a RAND study by Davis
et al. implemented a national computer security survey
on behalf of the Bureau of Justice Statistics and the U.S.
Department of Homeland Security. This ﬁrst large-scale,
carefully sampled survey of the state of U.S. cybersecurity
was intended to improve the nature and quality of data available to U.S. decisionmakers. By asking broad questions of
36,000 businesses representing all sectors of the economy,
the survey results will be similar to the FBI’s annual crime
statistics, providing a baseline from which cybersecurity
trends can be derived. This computer security survey has
demonstrated the signiﬁcant barriers to information sharing
that must be overcome before industry surveys are likely to
provide a good picture of industry’s exposure to cybercrime
and the costs and actions necessary to mitigate it.
Inputs Required for Sound Cybersecurity
Decisionmaking

Software project managers need better data to support their
decisionmaking about security. Ideally, a data source should
provide information to support the following tasks:
• Project managers must decide how to allocate resources
to monitor and address cyber incidents. Survey data can
inform resource-allocation decisions and trend data
about cybersecurity incidents, which can support more
eﬀective strategic planning.
• Government, industry, and monitoring organizations
must implement standards and guidelines, which will
facilitate the search for common problems and possible
solutions. Standardization of vulnerabilities, types of
attack, and techniques used in attacks can permit crossproject analysis that suggests best practices involving the
most cost-eﬀective technologies, policies, procedures,
and organizational structures.
• The insurance industry could play a growing role in securing cyberspace. Credible survey data could be used to
set policy terms and standards for insurability against
cyberattacks. This information would inform decisions
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about how much security to build into a product and
how much it would cost.
• There also is a need for critical infrastructure–protection
benchmarks, which could support the analysis of attack
frequency, severity trends, and consequent losses; determination of best practices for addressing current and
changing vulnerabilities; and the implementation of
regular standards updates.
• Measures of eﬀ ectiveness are needed to provide feedback
on the eﬃcacy of campaigns to strengthen cybersecurity.
Such measures could inﬂuence perception and empirical
measurement of security strategies’ eﬀectiveness, development and dissemination of good metrics, perceived
and actual eﬀects of regulations and standards and their
enforcement, and perceived and actual eﬀects of both
public- and private-sector education strategies.
To better understand the cybersecurity challenges, multidisciplinary research is needed within and across the boundaries of engineering, business, and arts and science. Although

there is a paucity of empirical analysis and a lack of agreement on ﬁndings, researchers are working on ﬁve key issues:
software quality, market interventions, evaluations, corporate
decisionmaking, and cybersecurity modeling.
Conclusions

Companies, the government, and other organizations can
be active players in improving our understanding of cybersecurity economics by monitoring cybersecurity incidents
and responses, soliciting and using standard terminology
and measures, and sharing data whenever possible. They can
participate in surveys and studies to better understand the
nature and extent of such incidents. By sharing information
with researchers and colleagues, they can enable business
sectors to take a coordinated approach to preventing and
mitigating attacks, as well as inform government policies
that aﬀect cybersecurity. And ﬁnally, they can apply appropriate business measures so security investment decisions
can eventually harmonize with other corporate investment
decisions. ■
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