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People are often assumed to 
support either privacy or security, 
as if the choice is between one or 
the other. However, RAND Europe has 
collected evidence as part of the largest ever 
surveys of citizens’ views across Europe on security, 
surveillance and privacy issues, and the results point to the 
general public having a much more nuanced understanding 
of those issues.

This brief presents people’s 
preferences in the 
context of internet 
surveillance
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T hreats to our safety range from local street crime to international terrorism and cybercrime to 
pandemic disease. In confronting such threats, policymakers must weigh up individual rights 
against the collective needs of society. Decisions are often characterised as a trade-off between 

privacy and security, issues that are inherently difficult to measure and compare. Are people willing 
to accept intrusions into their private lives, such as third-party access to medical records or internet 
surveillance, in return for enhanced security and other benefits?

In 2014, RAND Europe completed a pan-European survey (of the then EU27 Member States) to explore 
citizens’ views on these issues for the European Commission’s PACT project (Public Perception of 
Security and Privacy: Assessing Knowledge, Collecting Evidence, Translating Research into Action). 
In autumn 2013, over 26,000 citizens across EU27 participated in the survey: 13,500 through face-
to-face interviews and 12,800 through online surveys. The survey contained three stated preference 
choice experiments to quantify citizens’ views on privacy and security issues in three real-life scenarios: 
travelling by train or metro, choosing an internet service provider and storing personal health data.

The stated preference method

A key benefit of the use of stated preference choice experiments is that the outputs provide quantification 
of the strength of preferences, including an estimation of citizens’ willingness to pay for proposed 
initiatives. In this study, every respondent was presented with five questions, each with three options – 
Options A and B, and a ‘None of these’ option (please see an example of a stated preference question 
below). The first two options are described using dimensions relating to information on the handling of 
internet usage data; on the terms of continuous surveillance; on initiatives to improve online security and 
privacy; and on any additional costs or discounts incurred by data management. Across all respondents, 
the survey presented 120 unique questions, creating a wide range of scenarios and providing a detailed 
understanding of citizens’ preferences. In total, over 14,800 people from across the EU27 provided more 
than 74,000 choice observations relating to their expectations of internet surveillance and online privacy.

Which of the following options would you prefer for your internet service provider (ISP)?

Description Option A Option B Option C

How your internet usage 
information is handled:

None of these; I 
would prefer to 
look for another 
ISP

Which internet usage information 
is stored

No information will  
be stored

Websites visited and your 
location

How long the information is stored 6 months

Who has the access to your 
information

Information could only 
be shared with the police 
departments in your country

When ISP can allow 
continuous surveillance of 
users by the police

Without a warrant 
but only under 
government-declared 
state of emergency

Any time without a warrant

Services offered to improve 
online privacy

ISP will actively hide 
information on your 
internet use from 
others

ISP will advise on how to 
use internet anonymously 
without allowing websites to 
collect your personal data

Cost or discount for 
internet security and data 
management per month

You pay a €1 
premium per month

You receive a €1 discount 
per month

In this study



What type of  internet 
surveillance & privacy 
measures do people want? 

Preferences are shaped by demographic characteristics  

Across the 27 countries surveyed, people of all age groups are generally averse to any level 
of storage of information regarding their internet use. However, younger people (aged 18–
24) are less averse to storage of information about the websites they have visited. Females 
are less averse to all levels of information storage.  In terms of the conditions for continuous 

internet surveillance, people over the age of 65 are less averse to higher levels of surveillance than other 
age groups; indeed they prefer surveillance at any time without a warrant. It was also found that, while 
people of all ages prefer some level of online privacy service, those over 65 have a stronger preference for 
all such services.

Across the EU27, there is a preference for ISPs to proactively offer  
privacy features

Respondents prefer that ISPs offer privacy-enhancing features. These features, in order of 
decreasing preference, include: 1) the ISP will actively hide information on the user’s internet 
use from others; 2) the ISP will warn users which websites do not meet their desired level 

of privacy; 3) the ISP will advise on how to use the internet anonymously without allowing websites to 
collect the user’s personal data. Depending on their household income respondents are willing to pay a 
premium of €2.73–€5.31 for these features.

Respondents are averse to storage of any data about their internet usage

In general, respondents dislike having any information about their internet usage stored, 
and this aversion increases with the amount of information being stored. The aversion 
for storing information relating to persons contacted and all internet activities (including 

details of communications) is significantly greater compared to that for storing only the list of websites 
visited and the user’s location. If data are to be stored, respondents are averse to longer durations 
of data storage and dislike the idea that law enforcement agencies may have direct access to this 
information.

Surveillance preferences in the European Union

Preferred

Continuous surveillance 
only with warrant

Disliked

Surveillance without a warrant even under 
government-declared state of emergency

Most disliked

Surveillance at any time  
without a warrant

Continuous surveillance of internet use is preferred only when it is  
authorised with a warrant   

A positive preference for surveillance when authorised with a warrant indicates 
that Europeans do not categorically reject the idea of continuous surveillance. However, most  
respondents dislike internet surveillance conducted without a warrant, even under a government-
declared state of emergency.
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Summary for policymakers 
In the context of internet surveillance, our results show that perceived challenges to privacy include 
non-accountable invasions into users’ personal space (through continuous monitoring of internet 
use), and more complex issues regarding access to and storage of personal data on internet use.

A synthesis of overall PACT project findings (including travel security/surveillance and health data 
storage scenarios) indicates that:

• From a regulatory perspective, the issues most at stake concern creating a culture of 
accountability, particularly where public and private organisations are involved in collecting 
and using personal data. 

• While on average the preferences across Europe are consistent, it is important to take account 
of diversity in preferences by country and by demographic group, when designing and 
deploying security and surveillance.

• European preferences relating to security and privacy are much more nuanced than a 
straightforward inverse relationship that assumes additional security or surveillance must 
come at the cost of privacy and liberty.

Although preferences are generally very consistent 
across the 27 countries surveyed, this map shows 
on what points opinions in one country are 
significantly different from the rest:

Prefer storage of some internet 
usage information

Surveyed countries

Prefer that internet usage information 
is stored for six months

Prefer continuous surveillance of internet use 
without a warrant only under government-
declared state of emergency

Stronger preference for privacy-enhancing 
services offered by the ISP
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