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Summary 

The geographic diversity of many military enterprises, along with that of their partners and 
customers, has made virtual collaboration indispensable for conducting daily operations. To 
realize the potential of fully distributed teamwork, personnel at different work stations within the 
same site, as well as those at different sites, need to be able to work together. Virtual 
collaboration tools can enable intrasite and intersite collaborative analyses, can allow for sites to 
provide more effective surge capacity, and can allow the regional expertise developed at each 
site to be applied wherever necessary across the enterprise.  

But communication between non-colocated (virtual) teams poses important challenges. 
Experts argue that face-to-face interaction—a means of communication that is unavailable to 
non-colocated teams—is the richest and preferred medium for conveying and correctly 
interpreting information in ambiguous or uncertain situations, as well as for facilitating a shared 
meaning or understanding of that information.1,2 Face-to-face interactions can provide multiple 
nonverbal and auditory cues, such as tone of voice, hand gestures, and facial expressions, which 
allow the expression of feelings and provide greater personalization. Scholars argue that a lack of 
these cues can interfere with the team interactions necessary for effective collaboration.3 
Moreover, scholars argue that the ability to directly observe the work ethic and quality of other 
team members’ output is important for building trust in their competency and ability to deliver 
quality work.4 

Currently, secure chat is the preferred virtual collaboration medium for real-time 
communication between military personnel and their customers and partners due to its capacity 
to provide immediate feedback and its low bandwidth requirements. However, it lacks 
personalization, cannot provide nonverbal cues capable of conveying complex and nuanced 
messages, and can lead to difficulty in building trust among virtually interacting team members. 
Therefore, text-based communication tools, such as chat, which lack the “richness” of face-to-
face communication, may not always be the optimum communication medium when two 
virtually interacting teams are trying to come up with a common assessment of an ambiguous or 
uncertain tactical situation on the ground. Moreover, the use of such computer-mediated 

                                                
1 This report examines how the disciplines of communications, psychology, organizational behavior, and 
information systems have dealt with these issues using media-richness theory. We provide literature references from 
these disciplines throughout the report. See, for example, Richard L. Daft and Robert H. Lengel, “Organizational 
Information Requirements, Media Richness and Structural Design,” Management Sciences, Vol. 32, 1986, pp. 554–
571. 
2 Richard L. Daft, Robert H. Lengel, and Linda K. Trevino, “Message Equivocality, Media Selection, and Manager 
Performance—Implications for Information-Systems,” MIS Quarterly, Vol. 11, 1987, pp. 355–366. 
3 James E. Driskell, Paul H. Radtke, and Eduardo Salas, “Virtual Teams: Effects of Technological Mediation on 
Team Performance,” Group Dynamics, Theory, Research, and Practice, Vol. 7, 2003, pp. 297–323. 
4 Aubert A. Benoit and Barbara L. Kelsey, “Further Understanding of Trust and Performance in Virtual Teams,” 
Small Group Research, Vol. 34, 2003, pp. 575–618. 
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communication is hypothesized to be more likely to lead to lower levels of trust among team 
members.5 

In this report, we address these challenges and make several recommendations to tackle them 
using virtual collaboration tools. 

To determine which virtual collaboration tools and features are most beneficial, we 
recommend that intelligence enterprises invest in experimental research involving simulated 
tasks and constraints that closely mimic the enterprise’s operational environment. One option is 
to conduct this research through current U.S. military exercises such as Sentinel Focus, for 
example, or larger exercises such as Virtual Flag.6 

We also recommend that intelligence enterprises standardize the lexicon and communications 
practices associated with chat and virtual collaboration, as well as train personnel in the proper 
use of computer-mediated communication tools. Establishing a standard lexicon and best 
practices for computer-mediated communication and training personnel in their use may help 
prevent misunderstandings and decrease the potential for errors. Such standardization should be 
joint, given the nature of recent operations.  

Personal videoconferencing is the best proxy for face-to-face communication and can 
alleviate the shortcomings of chat to a certain extent. We therefore recommend that intelligence 
enterprises experiment with the use of videoconferencing (including personal or webcam-based 
videoconferencing) for real-time communication between personnel at different sites and 
between personnel and their partners and customers.7 In particular, we recommend that Air Force 
intelligence enterprises consider the use of personal or webcam-based videoconferencing (1) 
between Air Force intelligence personnel and remotely piloted aircraft (RPA) flight crews and 
(2) between intelligence personnel located at different sites. To avoid the cognitive overload that 
may occur with additional communication requirements,8 we suggest limiting webcam 
communication to noncritical times during an operation, such as when crews communicate 
virtually for the first time in a given work shift. Webcam sessions can also be used to enhance 
the personal interactions between these teams during other noncritical times of the work shift.9 
There are numerous commercial tools (Skype, FaceTime, Tanberg, etc.) that could be adapted to 
the military’s tight security environment to facilitate personal videoconferencing.  

Still, for the purpose of meeting and building trust, there is no substitute for face-to-face 
communication. Personal experience with people, procedures, and facilities goes a lot further 
than reading the tactics, techniques, and procedures of another organization. Therefore, we 
recommend that intelligence enterprises encourage face-to-face interactions whenever practical 
to familiarize supporting personnel with supported personnel and vice versa. 

                                                
5 Driskell, Radtke, and Salas, 2003. 
6 Sentinel Focus and Virtual Flag are exercises in which Air Force intelligence personnel participate. 
7 The high bandwidth requirements of webcam communication may preclude its use inside a particular theater of 
operations or between the continental United States (CONUS) and such a theater. 
8 Cognitive overload is defined later in this report. 
9 The decision about when to have these additional sessions will have to rely on the discretion of the commanding 
officer. 




