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Preface

As part of a larger ongoing study, the Homeland Security Operational Analysis Center
(HSOAC) was asked to provide the Department of Homeland Security (DHS) Joint
Requirements Council (JRC) with a quick-turn, three-month review of its business
processes to recommend actions to improve its efficiency, effectiveness, and ability to
plan for the future. The JRC is an executive-level body charged with building a unified,
effective, and eficient operational requirements process for DHS as an enterprise. This
review includes examination of best practices among similar organizations, interviews
with JRC staff, and a JRC-specific analytic framework to examine four mission areas
of the JRC: implementation and execution of the Joint Requirements Integration and
Management System, provision of training to DHS staff on the requirements process,
analysis of joint capabilities and requirements, and requirements outreach. Across mis-
sion areas, we find challenges in the organization and personnel systems of the JRC.
The findings in this report should be of interest to JRC staff, DHS components, and
DHS stakeholders impacted by the requirements review process.

This research was sponsored by the JRC and conducted within the Acquisition
and Development Program of HSOAC federally funded research and development
center (FFRDC).

About the Homeland Security Operational Analysis Center

The Homeland Security Act of 2002 (§ 305 of Public Law 107-296, as codified at
6 U.S.C. § 185), authorizes the Secretary of Homeland Security, acting through the
Under Secretary for Science and Technology, to establish one or more FFRDCs to
provide independent analysis of homeland security issues. The RAND Corporation
operates the Homeland Security Operational Analysis Center as an FFRDC for DHS
under contract HSHQDC-16-D-00007.

The HSOAC FFRDC provides the government with independent and objective
analyses and advice in core areas important to the department in support of policy
development, decisionmaking, alternative approaches, and new ideas on issues of sig-

nificance. The HSOAC FFRDC also works with and supports other federal, state,
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local, tribal, and public- and private-sector organizations that make up the homeland
security enterprise. The HSOAC FFRDC’s research is undertaken by mutual consent
with DHS and is organized as a set of discrete tasks. This report presents the results
of research and analysis conducted under HSHQDC-17-J-00043, Joint Requirements
Council Requirements Analysis Support.

The results presented in this report do not necessarily reflect official DHS opinion
or policy.

For more information on HSOAC, see www.rand.org/hsoac.

For more information on this publication, visit www.rand.org/t/RR2473.
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Summary

The Joint Requirements Council (JRC) is an executive-level body in the Department
of Homeland Security (DHS) charged with building a unified, effective, and efhicient
operational requirements process for DHS. The JRC’s mission is to create a more effec-
tive, efficient organization within DHS via the establishment of an enterprise-wide,
component-driven requirements process. The JRC is responsible for endorsing and pri-
oritizing validated capability needs for enterprise-wide and component-specific capa-
bilities across the 14 operational and support organizations that make up DHS.! Given
that the JRC is a relatively new organization, JRC leadership tasked the Homeland
Security Operational Analysis Center (HSOAC) with a quick-turn review of its busi-
ness processes to offer actions to improve its efficacy and effectiveness and to improve
its ability to plan for the future.

Methodology

Our assessment of JRC business processes adapts DHS’s Doctrine, Organization,
Training, Materiel, Leadership, Personnel, Facilities Plus Regulations, Grants, and
Standards (DOTMLPF+R/G/S) framework to examine select JRC mission areas; iden-
tify challenges faced by these efforts; and recommend areas of focus for potential solu-
tions or more detailed future analysis.? This assessment includes documentation of
current business processes across the four primary mission areas that we determined

I Operational and support components that currently make up the DHS include U.S. Citizenship and Immi-

gration Services; U.S. Customs and Border Protection; U.S. Coast Guard; Federal Emergency Management
Agency; Federal Law Enforcement Training Center; U.S. Immigration and Customs Enforcement; Transpor-
tation Security Administration; U.S. Secret Service; Directorate for Management; National Protection and
Programs Directorate; Science and Technology Directorate; Countering Weapons of Mass Destruction Office;
Office of Intelligence and Analysis; and the Office of Operations Coordination.

2 Our analysis began with a DOTMLPF+R/G/S framework, but we present only a subset of criteria in our

results. Ultimately, we found no analytic gains from including Regulations, Grants, and Standards in our analy-
sis. As such, the analysis presented in this report uses the standard DOTMLPF framework used by the military.
See Chapter Two for additional details.

Xi
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to be most critical to the success of the JRC, based on a review of authoritative JRC
documents, the JRC mission, and discussions with JRC subject-matter experts. These
areas represent the tasks the JRC is currently mandated to perform and are intended
to capture the activities JRC staff routinely engage in as part of the DHS-wide require-
ments process. The four primary mission areas of focus are:

e implementation and execution of the Joint Requirements Integration and
Management System (JRIMS) process. The JRIMS process is the primary
function of the JRC and serves to review and validate component-level require-
ments. Components submit requirements documents for new capability gaps to
the JRC for initial review, comments from across DHS, and ultimately a valida-
tion recommendation to the JRC principals (executive-level representatives from
across DHS) who endorse and validate the documents.

* provision of requirements training to DHS staff on the requirements process
through multiday workshops led by JRC staff.

* analysis of joint capabilities and requirements, including assessing capabilities
across DHS to create a prioritized list of gaps for the department and assessing
existing programs to provide input to senior leaders on investment and funding
decisions.

* requirements outreach to various enterprise-wide forums related to require-
ments, as well as external engagements with entities outside of DHS.

We examined these processes using a multimethod approach. First, we devel-
oped a general understanding of the challenges facing the JRC today and defined
each JRC mission area and framework element to guide later assessments. Second, we
reviewed literature on best practices and common pitfalls among other joint require-
ments councils for their applicability to the JRC. Third, we reviewed literature relevant
to organizations with complex missions, such as the JRC. We consider the JRC mission
complex, as it works in a decentralized environment across the diverse range of DHS
missions—DHS components are the primary drivers of requirements, without an ana-
logue to the Department of Defense (DoD) Joint Staff to coordinate efforts (see U.S.
Government Accountability Office, 2016). This review identified potential challenge
areas for the JRC. Fourth, we interviewed JRC program staff to understand their roles,
responsibilities, and the overall structure of the JRC office and assessed the challenges
that arise as a result. Finally, we combined emerging insights across JRC mission areas
through a JRC-specific adaptation of the DOTMLPF framework.> We conclude by

offering immediate and longer-term recommendations.

3 The DOTMLPF framework is a method to identify risks, challenges, and possible mechanisms to address

these issues across materiel and nonmateriel solutions. We use it as an organizing principle to codify challenges
in our assessment in an organized fashion.
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Emergent Findings and Preliminary Recommendations

We assessed each DOTMLPF category and mission area combination based on the
challenges identified in our assessment. Table S.1 presents our summary assessment
of the category/mission area combinations, with more-detailed discussions available
in the body of the report. Combinations are coded green if no challenges were noted
during our assessment. Combinations coded amber are those that present a challenge
that if addressed would provide positive benefits to JRC staff, but are not in need of
immediate attention. Combinations coded red present immediate problems to JRC
effectiveness and/or efficacy and should be addressed as soon as possible. We find that
the JRC faces two major challenges: its organizational relationship to DHS compo-
nents and its stafhing levels.

Organization

The JRC faces significant challenges, based on the nature of its relationship to the DHS
components. JRC mission areas are based on a “component-led and component-driven”
requirements process, according to authoritative documentation and several interviews
with JRC staff. As a result of the decentralized nature of requirements decisionmak-
ing within DHS, JRC staff face considerable role uncertainty in their work. Many
interview subjects expressed that the only certain aspect of their work was uncertainty.
Literature links this type of uncertainty to a variety of negative outcomes, including
lower employee well-being and satisfaction and decreased job performance (Grifhin,
Neal, and Parker, 2007; Cooper et al., 2015). Similar negative impacts are noted over
the long term for organizations that are understaffed (Hudson and Shen, 2015; Ganster

Table S.1
Summary of JRC DOTMLPF Categories by Mission Area

Requirements
Category JRIMS Training Joint Analysis Outreach

Doctrine
Organization
Training
Materiel
Leadership
Personnel

Facilities

NOTE: Assessment based on interviews with JRC staff, and application of Joint Council best practices
and organizational literature to the JRC. Details on specific challenges are available in the main
body of the report. Green = No challenge noted during assessment; amber = minor issue: addressing
would produce positive benefits for JRC staff; red = major issue: should be addressed immediately to
ameliorate negative impacts on JRC efficiency and/or effectiveness.
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and Rosen, 2013; Ton, 2008). This research suggests that significant uncertainty can
be as debilitating for an organization’s effectiveness as a lack of personnel.

While a certain amount of uncertainty is inherent in the decentralized way the
JRC interacts with DHS components, measures should be taken to mitigate uncertain-
ty’s adverse effects. Increasing outreach efforts and vesting increased authority in the
JRC over the requirements process would follow the best practices we identified among
other joint requirements councils and could also improve JRC effectiveness and efhi-
ciency. Specifically, the JRC lacks any authority over existing programs or authority to
tie budgets to validated requirements; it receives most of its information from the com-
ponent sponsor of a requirement. A JRC with more robust authority over joint require-
ments, including over component actions, would improve its effectiveness, enhance
its ability to take an enterprise-wide view of requirements, and reduce the task uncer-
tainty imposed on staff.

To address challenges associated with uncertainty, we recommend that DHS
further analyze, and consider giving the JRC more authority over, DHS compo-
nent requirements, including those for existing programs. These additional author-
ities can be thought of as an initial step identified by our application of joint council
best practice to the JRC and staff interviews. Specifying how best to execute these
authorities, the required increase in outreach to the components, and the resulting
relationship between the JRC and DHS components would require analysis of each
component’s requirements process that was beyond the scope of this effort. Such analy-
ses could be conducted using the framework established in this report, which would
streamline the process of comparing component and JRC processes.

Personnel

The JRC faces significant stafing challenges across all mission areas. We conclude
that the JRC is understaffed, given the current breadth of its responsibilities. There
is evidence that staffing has increased along with JRIMS demands, but not at a pace
required to fully meet all demands on the JRC staff. JRC stafhing increases, primarily
in the analysis section, have been sufhicient to keep pace with the increased volume of
JRIMS documents submitted, but interview subjects indicated this has done little to
help them address demands placed on their time in other mission areas. This tension
is felt across mission areas: The JRC currently lacks a single full-time staff member
dedicated to training, has limited analyst time for the analysis of joint capabilities and
requirements, and requires the majority of its staff to balance the needs of keeping to
the deadlines established in the JRIMS manual with their outreach responsibilities.
Chapter Three discusses literature that suggests that understaffing can lead to a “pull-
ing together effect,” in which team members work harder to make up for their small
numbers in the short run, but there are negative consequences for employee well-being,
satisfaction, and ability to sustain high work quality in the long run.
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To address this challenge, we recommend that DHS further analyze and con-
sider increasing JRC staffing above current staff and contractor support levels by
seven additional full-time equivalent (FTE) positions to better reflect workload
across all current JRC mission areas based on demands that have arisen in the
JRC’s implementation journey.* Additional analysis staff would allow the JRC to
more fully engage with complex documents and develop expertise with a component’s
requirements, while additional front-office staff would support other JRC efforts that
enhance the effort to establish a broader requirement community within DHS. In
Chapter Five, we offer a macro-level assessment of staffing increases and their distribu-
tion across mission areas but acknowledge that a precursor to implementing these and
future increases in staffing will likely require manpower analysis to effectively deter-
mine the purposes for which additional staff could best be utilized.

4 FTE is the method used for estimating budgeting positions in the civilian service of the U.S. government.

Estimation is done by hours of work rather than by position. According to the Office of Management and Budget,
“[FTE] employment means the total number of regular straight-time hours worked (i.e., not including overtime
or holiday hours worked) by employees divided by the number of compensable hours applicable to each fiscal
year” (U.S. Office of Management and Budget, 2015).
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CHAPTER ONE
Introduction

The Joint Requirements Council (JRC) is an executive-level body in the U.S. Depart-
ment of Homeland Security (DHS) charged with building a unified, effective, and
efficient operational requirements process for DHS.! This requirements process is to
be an enterprise-wide, component-driven requirements process. The JRC is respon-
sible for endorsing and prioritizing validated capability needs for enterprise-wide and
component-specific capability gaps (DHS, 2003).2 The JRC was formed in June 2014
as part of the Unity of Effort initiative, and it first gained permanent staff in June 2015.

Since 2015, the staffing level and composition of the JRC have changed as the
organization has developed and implemented the Joint Requirements Integration and
Management System (JRIMS) manual (signed in April 2016). The JRIMS manual
outlines the process by which DHS requirements are to be analyzed and validated by
the JRC. The JRC is currently organized into two parts: (1) an analysis section and
(2) a program management office (PMO) or “front-ofhice” section, both of which report
to the JRC director and chairman. The analysis section primarily reviews requirements
documents through the JRIMS process and interfaces with DHS components, while
the front office handles executive-level communication and preparation, conducts
office operations and maintenance, and develops longer-term strategic initiatives for
the JRC. In total, the JRC currently has 13 employees. The JRC analysis section has
six employees, five analysts, and the director of analysis, as well as additional federally

I Although used similarly, joint in the DHS context has several important differences from joins as used in a

Department of Defense (DoD) context. In military usage, joint refers to the need for forces from various services
to fight together as part of a joint whole. In a DHS context, there is no assumption of common operation, but
instead common standards and integration in requirements analysis across the components. DHS is not working
to ensure that two components execute missions together, but rather to ensure that they are applying similar levels
of rigor to requirements decisionmaking and are taking advantage of any possible cost savings through combined
acquisitions. Throughout this report, when we discuss the JRC, we use the DHS definition of joint.

2 These operational and support components currently make up DHS: U.S. Citizenship and Immigration
Services; U.S. Customs and Border Protection; U.S. Coast Guard (USCG); Federal Emergency Management
Agency; Federal Law Enforcement Training Center; U.S. Immigration and Customs Enforcement; Transpor-
tation Security Administration; U.S. Secret Service; Directorate for Management; National Protection and
Programs Directorate; Science and Technology Directorate; Countering Weapons of Mass Destruction Office;
Office of Intelligence and Analysis; and the Office of Operations Coordination.
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funded research and development center (FFRDC) analyst contractor support. The
front office section of the JRC has six employees, including administrative contractor
support.

Challenges Facing the Joint Requirements Council

Like every organization, the JRC faces vulnerabilities and obstacles that can impede
efficient operations. These challenges could affect the JRC’s ability to carry out its mis-
sion, and a careful understanding of potential challenges is needed to help JRC lead-
ership identify appropriate solutions to mitigate or eliminate these challenges. In this
report, we focus on two primary categories of challenges: complexity and the JRC’s
relative newness as an organization.

Complexity
The JRC is a complex organization within DHS, which is an even more complex orga-
nization. An organization’s complexity is related to the number of subcomponents
within the organization, the number of functions the organization performs, and
the complexity or difficulty of performing these functions and supporting processes
(Sargut and McGrath, 2011). An organization’s level of complexity is also related to the
number of stakeholders (both within and outside the organization) who have a role in
executing the organization’s functions: The more stakeholders involved, the greater the
need for integration and collaboration. The complexity of stakeholder collaborations
can be exacerbated by the level or autonomy of stakeholder organizations.

These criteria for defining complexity apply to the JRC in many ways, including
the following:

e 'There are 14 operational and support component organizations within DHS.

* These organizations are led by high-ranking political appointees and federal
career civilians.

* 'The roles and missions of some of these organizations do not overlap much with
those of the JRC, thereby making it more difficult to integrate missions across
organizations and execute the corresponding requirements.

 Conversely, some components have roles and missions very similar to those of
the JRC, thus requiring deliberate efforts to avoid redundancy and streamline
requirements.

* Interdependence across the organizations results in a need for synchronization.

* 'The wide range of requirements processes used by different organizations increases

the challenge.
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Complexity within the JRC is to a great extent the function of the complexity
and diversity of DHS’s varied missions, which include the executive protection mis-
sion of the U.S. Secret Service, the Transportation Security Administration’s mission
of securing the nation’s transportation system, the Domestic Nuclear Detection Office
mission of preventing nuclear terrorism, and USCG’s 11 maritime missions, includ-
ing search and rescue. Each of these missions is complex in its own right and has its
own unique requirements. The diversity of DHS missions means that the JRC must
be able to address a range of mission activities in its analysis of capabilities and joint
requirements.

This complexity is further magnified by the decentralized nature of DHS. Unlike
DoD, in which individual military service budgets pass through the central depart-
ment, DHS components receive their appropriations directly from Congress. This lack
of budgetary authority, and a general organizational structure that places decisionmak-
ing power in the hands of components rather than a centralized headquarters, increases
the complexity of the JRC’s mission.

Joint Requirements Council as a New Organization

Another challenge faced by the JRC is related to the newness of the organization. The
JRC is a newly formed capability at the DHS level and is to some extent still in its early
implementation phase. At the same time, it is a functioning organization that carries
out the activities called for by its mission, such as establishing processes and support-
ing the components. The entire JRC infrastructure across all of DHS is in the process
of testing and refining its initial operating concepts, while also conducting analyses
and identifying lessons learned that will help guide the organization’s future evolution.

Scope of the Study

Given that the JRC is a relatively new organization, JRC leadership asked the Home-
land Security Operational Analysis Center (HSOAC) to conduct a quick-turn review
of its business processes to offer recommended actions to improve its efficacy, effective-
ness, and ability to plan for the future. To accomplish these goals, this quick-turn study
used a multifaceted approach to provide the JRC with the following:

* prescriptive recommendations to mitigate current and longer-term challenges to
the effective and efficient execution of the JRC’s roles, responsibilities, and mis-
sions

* framework and repeatable analysis approaches to continued analysis

* recommendations for subsequent deeper analysis beyond the current study.
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Study Methods

This study examines JRC business processes in a multimethod approach consisting of
six major steps. Table 1.1 lists and summarizes the purpose of the research steps.

Step 1: Conduct Preliminary Investigation and Review of Organizational Literature
First, we conducted a preliminary investigation and a review of organizational litera-
ture relevant to the JRC. We used the results of this review to identify broad organi-
zational functions that correspond to the JRC’s major lines of effort. Based on this
preliminary investigation, we identified, assessed, and documented select JRC business
processes across four primary mission areas:

* implementation and execution of the JRIMS process
* provision of requirements training to DHS component staff on the requirements

process

* analysis of joint capabilities and requirements

* requirements outreach.

These mission areas are further described in Chapter Two and served as the core
of the multimethod assessments described later in this section.

The preliminary exploration of the JRC led us to expect that stathing and orga-
nizational construct challenges would be the areas in greatest need of attention. Chal-

Table 1.1.
Research Steps and Purposes

Research Steps

Purpose

1. Conduct JRC preliminary investigation and
review of organizational literature.

2. Perform comparative analysis of other joint
requirements councils.

3. Conduct topical literature review.

4. Hold interviews with JRC stakeholders.

5. Develop a JRC-specific analytic framework.

6. Integrate findings to derive initial
recommendations.

Gain contextual insights into the JRC to inform our
analysis, to support the goals of identifying major
functions and determining potential challenge
areas.

Provide a summary of practices across similar joint
requirements councils to identify potential lessons
for the JRC. Apply lessons to the JRC context.

Provide topical awareness on specific issues relevant
to the JRC. Discuss these issues in the JRC context.

Further explore and validate findings that emerged
in the preceding research activities and shape
prescriptive solutions.

Create a systematic approach to identifying,
coding, and prescribing solutions for issues facing
the JRC.

Provide prescriptive recommendations for current
and longer-term success in JRC operations and
functions.
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lenges in these areas are common both in complex organizations, such as joint require-
ments councils, and in newly formed organizations.

Step 2: Perform Comparative Analysis of Other Joint Requirements Councils

We then reviewed literature on best practices and common pitfalls faced by other
joint requirements councils. Councils examined include those serving departments
of defense in the United States, Canada, the United Kingdom, Australia, and New
Zealand, as well as more narrowly focused councils serving the U.S. Special Forces
and Intelligence Communities. This aspect of the literature review informed our pre-
interview assessments of the JRC and allowed us to capture potential lessons for the
JRC. Findings from this review are presented in Chapter Three.

Step 3: Conduct Topical Literature Review

Armed with information from our preliminary investigation into the JRC and our
examination of other joint council organizations, we identified focused topics for a tar-
geted literature search. To that end, we selected literature based on problems common
to complex joint council organizations:

* organizational complexity

* uncertainty

* centralized versus decentralized decisionmaking
* understaffing

 control loss.

A summary of the main literature review results is presented in Chapter Three,

with further detail provided in Appendix A.

Step 4: Hold Interviews with Stakeholders

To validate our prior assessments and support recommendations tailored to the needs
of the JRC, we interviewed JRC program staff about their roles and the structure of the
JRC office. From these interviews, we identified challenges facing JRC staff today as well
as several common concerns. The interviews and findings are discussed in Chapter Four.

Step 5: Develop a Specific Analytic Framework

We sought to develop a repeatable, systematic approach to identifying and coding issues
facing the JRC. Our approach uses a Doctrine, Organization, Training, Materiel, Lead-
ership, Personnel, Facilities Plus Regulations, Grants, and Standards (DOTMLPF+
R/G/S) framework to examine JRC mission areas, identify current challenges to these
efforts, and recommend potential solutions or areas in need of more-detailed future
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analysis.? The benefit of this framework is that it identifies problematic processes and
also indicates methods that can improve specific management areas. While we initially
considered all aspects of the framework, we found few to no analytic insights about
Regulations, Grants or Standards, and therefore we omit these items from discussion.
We matched challenges we encountered during our research to the actual DOTMLPF
categories based on expertise in the research team in terms of both content and use of
DOTMLPF as an analytic tool. Most problems fit intuitively into a category; when
they did not, we used a consensus approach or sought additional counsel from experts
within DHS and HSOAC to shape our selection of levers.

More detail on the definitions supporting this framework is provided in Chapter Two.

Step 6: Integrate Findings to Derive Initial Recommendations

Finally, we combined emerging insights from these methods across JRC mission areas
using the DOTMLPF framework to provide near-term, functional area-based recom-
mendations, as well as insights for future or long-term considerations.

Study Limitations

The conclusions drawn in this report should be examined with several limitations in
mind. First, this report is based on a short-term study of less than three months. The
quick-turn nature of the study limited the depth and breadth of the analysis. Second,
many of the processes examined in this report are new and still developing as they are
implemented across DHS. This report thus provides a snapshot of the JRC staff and
JRIMS process at the macro level at the time of publication. Third, we did not inde-
pendently verify the best practices identified among other joint councils, instead draw-
ing on existing literature.* These best practices are informative for the JRC on several
dimensions, but, given that DHS operates quite differently from the other organiza-
tions reviewed, caution is warranted in applying these best practices directly to the
JRC. Fourth, this study does not include a full analysis of manpower and positioning
requirements within the JRC. A full analysis to match staff positions descriptions to
workload modeling was beyond the scope and scale of this effort. However, we do
provide an assessment of staffing issues and proposed initial recommendations, based
on the data available to us. Finally, this study focuses on the mission areas currently
undertaken by the JRC. Should these missions change, either from an expansion of

3 See Butler et al., 2016, for an example of applying a similar version of this framework to another topic.

4 However, several U.S. Government Accountability Office (GAO) reports, upon which these recommenda-

tions are based, make attempts to establish best practices.
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duties, from mission deprioritization, or from removal by DHS leadership, our prelimi-
nary recommendations would need to be modified accordingly.’

Organization of This Report

The remainder of this report is organized in four chapters, with appendixes provid-
ing additional detail. Chapter Two describes each of the JRC’s mission areas and the
framework elements that inform our analysis. Chapter Three provides a summary of
literature with a focus on comparisons to other joint requirements councils and rel-
evant workplace structure topics. Chapter Four discusses the results of interviews with
JRC staff. Chapter Five provides a summary of emergent findings identified across
other chapters. Appendix A provides additional details on relevant literature. Appendix
B contains the interview protocols used for JRC staff interviews.

> The DHS Office Inspector General is conducting an ongoing review of the JRC that may highlight additional
areas of responsibility for the JRC.






CHAPTER TWO

Definitions of Mission Areas and Analytic Framework
Elements

In this chapter, we describe the four JRC macro-level mission areas significant for this
study. These mission areas were identified as most critical to the success of the JRC,
based on a review of authoritative JRC documents, the JRC mission, and discussions
with JRC subject-matter experts. The mission areas represent the tasks the JRC is man-
dated to perform, and are intended to capture the activities JRC staff routinely engage
in as part of the DHS-wide requirements process:

* implementation and execution of the JRIMS process

* provision of training to component staff on the requirements process
* analysis of joint capabilities and requirements

* requirements outreach.

These mission areas are meant to be representative of the major lines of efforts
that require JRC staff time and frame our assessments. We first define the types of
activities we associate with each mission area, then we present a description of the

DOTMLPF+R/G/S framework that drives our assessment.

Implementation and Execution of the JRIMS Process

The primary function of the JRC is to manage the review and validation of DHS
requirements through the JRIMS process. These requirements include component spe-
cific requirements and those that are joint across components. JRIMS is still a relatively
new process in DHS; as such, the impact of completing its steps is still unfolding on a
case-by-case basis. JRC staff report in Acquisition Review Boards—the arenas in DHS
that pass programs between Acquisition Decision Events—and note the presence or
absence of validated requirements in this context. Completing the process to have vali-
dated requirements is also beginning to influence department resource allocation deci-
sions. This process has multiple steps and involves multiple individuals across the JRC.
The JRC performs the following activities for each requirements document submitted
into the JRIMS process:
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* Precoordination: The JRC front office coordinates submission of the document
into the process and performs an initial review of the document for appropriate-
ness. JRC Analysis provides an initial review to categorize the document. This
can also involve precoordination with the component directly, if the component
requests early feedback on a requirements document.

* Commenting: JRC Analysis reviews the document for alignment with criteria in
the JRIMS manual and provides comments to the document sponsor.

* Comment adjudication: JRC Analysis works with the sponsor to adjudicate and
resolve comments from across the enterprise. The JRC front office coordinates
resubmission of the adjudicated document.

* Validation recommendation: JRC Analysis reviews the adjudicated document
and provides a recommendation memo and briefing to the JRC front office.

* Endorsement and validation: The JRC front office engages with JRC principals
(executive-level representatives from across DHS) to coordinate their endorse-
ment of the document. The JRC director and chair validate the document. The
JRC front office communicates the endorsement and validation to the sponsor
and the rest of the enterprise.

To assist in managing the JRIMS process, the JRC front office also uses and over-
sees management of the Knowledge Management and Decision Support tool. The JRC

front office also oversees any updates to the JRIMS process or manual, with input from
JRC Analysis.

Requirements Training to Component Staff

JRC staff provide training on the JRIMS process to staft across DHS. Components
have their own internal training as well, but the JRC is primarily responsible for pro-
viding a standardized and authoritative training on the JRIMS process. The JRC front
office oversees the development and execution of all training courses offered by the
JRC. Staff members from the JRC front office and JRC Analysis take turns in teaching
the training courses and training sessions. The JRC is also responsible for the develop-
ment and administration of a certification process for staff who receive this require-
ments training. We discuss the impacts of certification processes in Appendix A.

Analysis of Joint Capabilities and Requirements

The JRC oversees two efforts focusing on analysis of joint capabilities and requirements:

¢ 'The Capability Gap Assessment (CGA) assesses capability gaps from across DHS

in order to create a prioritized list of unmet capabilities for the department. JRC
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Analysis develops the initial list of gaps based on those identified in validated
Capability Analysis Reports. JRC Analysis engages DHS-wide Portfolio Teams to
assess this effort and then aggregates the assessments into a prioritized list of vali-
dated gaps. These priorities inform research and development investments, DHS
strategy development, and department-wide nonmateriel changes.

* 'The Joint Assessment of Requirements (JAR) assesses existing programs, in both
development and sustainment, in order to create an investment decision support
tool. This product is one of several that inform senior leadership decisions on pro-
gram funding and resourcing decisions. The precise approach to JAR is still being

developed.

JRC Analysis facilitates a working group composed of stakeholders from across
DHS that develops the approach and assessment criteria used by both CGA and JAR.
The JAR process is currently on hold pending guidance from senior DHS leadership.

Requirements Outreach

JRC staff also engage in requirements improvement and development activities out-
side the JRIMS process. JRC Analysis staff offer various forms of support to compo-
nents requirements staff during the development process, including informal review of
documents prior to submission to JRIMS. The requirements process has historically
been difficult for all types of organizations based on the level of complexity typically
required. For example, the Packard Commission of 1986 found in its review of the mil-
itary’s acquisition process that “problems with the present defense acquisition system
begin with the establishment of approved ‘military requirements’ for a new weapon, a
step that occurs before development starts”—and/or a procurement as applicable. The
Packard report also discussed the “user pull” or “technology push” drivers of require-
ments determination even before the requirements enter the deliberation stages for
approval (Packard, 1986, p. 45). The complexity involved in the lifecycle of require-
ments can be increased by in the involvement of a large number of stakeholders and
wide variances in the types of capabilities and items required. Like the military—
which still faces challenges in processing requirements—DHS, a relatively newer orga-
nization, faces the same issues.

JRC Analysis staff also attend enterprise-wide forums related to requirements
development, including Acquisition Review Teams, policy development working
groups, and DHS research and development integrated product teams. JRC front office
staff facilitate the JRC’s external engagement by developing and maintaining the JRC
website, responding to oversight bodies (e.g., GAO, DHS Office of Inspector General,
congressional committees), and convening meetings of requirements stakeholders from
across the department. JRC senior executives participate in many similar senior leader-
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ship forums, including Acquisition Review Boards, executive steering committees, and
the chief operating officer’s forum.

The work required of JRC staff in this mission area varies considerably from that
in other mission areas for two reasons. First, in conducting this function, the JRC
lacks the authoritative directives, policies, and processes found in other areas (e.g., the
execution of JRIMS, which clearly outlines a process to be followed). Second, out-
reach efforts vary considerably among JRC staff as each works with different compo-
nents, responds to different external requests, and participates in different committees
or other meetings.

Definitions Governing DOTMLPF Frameworks

As described in Chapter One, we used a DOTMLPF framework approach to assess
the four major lines of effort of the JRC. When we refer to the DOTMLPF framework
throughout this report we are using the definitions described in Table 2.1. This lan-
guage is based on the Defense Acquisition University’s definitions and tailored to the
JRC (Defense Acquisition University, 2018). We considered using an expanded frame-

Table 2.1
Adapted for the JRC Mission Areas DOTMLPF Framework Definitions

Category Description

Doctrine e JRCroles, responsibilities, and relationships as defined in DHS doctrine and
policy, including the JRC charter, the JRIMS manual, and other relevant
documents.

e Other forms of authoritative documents spanning statute or law to desk
guides and standing operating procedures at the local level.

Organization e JRC organization, including the front office and analysis sections.
e Organization and influence of stakeholders external to the JRC.
e Organizational relationship between JRC and DHS components.

Training e Characteristics of JRC training capabilities and execution of training events
for DHS staff.
e Requirements training levels among DHS component staff.

Materiel e Effectiveness of equipment and systems in meeting JRC requirements.

Leadership e Characteristics of JRC leadership structure in terms of roles and responsibili-
ties of key leaders.
e Leadership ability to manage, plan, and integrate JRC mission areas.

Personnel e The availability of qualified personnel within the JRC to execute JRC
functions.
¢ |dentification of personnel needs and appropriate placement of individuals
with the necessary skill set.

Facilities ¢ The state of DHS installations, properties, and facilities and whether they
effectively support JRC requirements.

SOURCE: Defense Acquisition University, 2018.
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work that includes the DHS-exclusive categories of Regulations, Grants, and Stan-
dards, but found that regulations and standards have little impact on the JRC beyond
what is already captured under the category of doctrine, and we found no applicable
mention of grants in our assessment. Thus, we use the standard DOTMLPF categories
when presenting results in this report.

In the following chapters, we combine these mission areas and framework defini-
tions as we examine best practices among other joint council organizations, describe
reviewed literature relevant to complex organizations like the JRC, and report on inter-
views with JRC staff members. In the final chapter, we again break out our discussion
by these categories and lines of effort as we present findings and recommendations.






CHAPTER THREE

Summary of Literature Review Findings

This chapter summarizes the findings from our literature review, identifying applica-
tions and potential lessons for the JRC. In this review, we examined best practices
among other joint requirements councils to serve as possible comparison points for
the JRC. The review draws from previous RAND reports, the academic literature on
workplace organization, and government reports on other joint councils and require-
ments bodies.

We further examined several workplace organization topics of concern to com-
plex organizations like the JRC: uncertainty, decentralization of decisionmaking,
understafling, and control loss. These topics are of frequent concern to organizations
with complex missions and contribute to the intricacy and complexity of the issues
these types of organizations encounter.

Organizational complexity has been defined in terms of three properties: multi-
plicity (the number of potentially interacting organizational entities), interdependence
(how connected those elements are), and diversity (degree of heterogeneity of elements)
(Sargut and McGrath, 2011). The JRC fits this definition on all fronts, as it manages
the requirements process for the 14 varied DHS operational and support components.
Each component presents the JRC with a diverse set of missions and requirements.
That said, each component is not wholly separate, as some missions have the potential
for common requirements—e.g., aviation or communications equipment needs among
U.S. Customs and Border Protection and the USCG—that necessitate the JRC exam-
ine requirements for interdependence across components as well.

The review has a broad scope, pulling from multiple disciplines, including eco-
nomics, psychology, management, business studies, international relations, defense
and security studies, and U.S. public laws and codes. A summary of the literature
review findings is available in Appendix A.

Lessons from Other Joint Councils

To identify common best practices and pitfalls, we examined literature on a number of
similar joint requirements councils, including:

15
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the DoD Joint Requirements Oversight Council (JROC) (United States)
Joint Requirements Special Operations Command (United States)

the Independent Review Panel for Defence Acquisition (IRPDA) (Canada)
United Kingdom Joint Requirements Oversight Council (UK JROC)
Capability Acquisition and Sustainment Group (Australia)

Capital Equipment Acquisition (New Zealand)

The Joint Intelligence Community Council (JICC) (United States).

NOV WA

The JRC is relatively new, but other joint councils have existed for quite some time
and provide examples both of best practices and potential pitfalls. General research on
joint processes and organizational change also offer lessons. A recent RAND report on
organizations that contest acquisition decisions found that such bodies are most effec-
tive when they are both completely independent from control of the organizations they
review and integral to the acquisitions process (Cook et al., 2016). In the case of the
JRC, this means that the JRC needs to be independent of DHS component control
even as it is a part of DHS at large; it also must be integrated into the broader DHS
acquisition processes. In a similar vein, a recent GAO report on the JRC emphasized
the importance of the GAO’s eight key practices for organizational transformation
(GAO, 2016).! These practices are listed in Box 3.1.

We caution that the examples of other joint councils do not provide perfect com-
parisons. Most importantly, there are no perfect models: Everybody struggles to get
requirements and acquisitions right (Freedberg, 2016; Locher, 2001; Macgregor, 2000;

Box 3.1: Eight Key Practices for Organizational Transformations

1. Ensure top leadership drives the transformation.
Establish a coherent mission and integrated strategic goals to guide the trans-
formation.

3. Focus on a key set of principles and priorities at the outset of the transforma-
tion.

4. Set implementation goals and a timeline to build momentum and show prog-
ress from day one.

5. Dedicate an implementation team to manage the transformation process.

6. Use the performance management system to define responsibility and assure
accountability for change.

7. Establish a communication strategy to create shared expectations and report
related progress.

8. Involve employees to obtain their ideas and gain their ownership for the trans-
formation (GAO, 2003, 2016).

I The original GAO report had nine key practices, but GAO found that only eight were relevant to the JRC.
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Omand, 2010; Stone, 2012; Perry, 2015; Sloan, 2013, 2014; Australian Department of
Defence, 2017; Stewart and Ablong, 2013). Second, there are no joint councils quite
like the JRC. Few councils are devoted solely to requirements (Cook, Nowakowski,
and Unewisse, 2012), and the best example—the JROC—is orders of magnitude
larger than the JRC. Still, these examples offer useful comparison points, even if not
direct analogues, for the JRC.

The Joint Requirements Oversight Council

The JROC provides some lessons on how joint councils operate, in terms of both suc-
cesses to emulate and problems to avoid. On the one hand, the JROC does several
things right. First, its requirements process has “teeth™ It is directly tied to the acqui-
sitions and funding processes, and military sponsors have to go through the JROC
(Roman and Tarr, 1998).2 Second, it is led by someone—the vice chair of the Joint
Chiefs of Staff (JCS)—who not only is high-ranking and influential but also works on
behalf of a joint vision, not any individual service (Meinhart, 2010; Defense Acqui-
sition University, 2003). Third, its constituent members are also very high ranking,
ensuring that the body is accorded respect and influence (Owens, 1994). Fourth, it has
large resources, in terms of both funding and manpower, along with the support of
several lower bodies designed to give the JROC the expertise needed to make decisions
(Owens, 1996; Lewis et al., 1998; JCS, undated). Fifth, the JROC has shrunk the size
of its high-level meetings and specifically has expelled contractors from those meetings.
This has allowed the JROC to discuss requirements more honestly and openly, without
undue lobbying from interested contractors (Brissett, 2017).

The JROC also demonstrates several pitfalls to avoid. It has not been able to
minimize acquisition costs and program overruns. GAO found that overruns have cost
hundreds of billions of dollars and lasted, on average, almost two years (GAO, 2009a,
2009b). In its most recent High-Risk Report, GAO found that DoD had made prog-
ress in improving the acquisition process (GAO, 2017). The JROC must also make
decisions without adequate information in the early stages of acquisition programs, a
problem that challenges the acquisition process as a whole (McKernan et al., 2017).

This problem of overruns leads to and is reinforced by the second problem: The
JROC has not been able to fully enforce a joint paradigm on the armed forces.> Many

2 For the codes that govern JROC and mandate its institutional authority, see 10 U.S.C. §§ 181, 2448a,
2366a, 2366b, 2433, 2433a. For laws that govern the acquisition process, see H.R. 5013, Pub. L. 110-417, and
Pub. L. 111-23. For DoD directives that govern the JROC, see DoD, 2015, and U.S. Chairman of the Joint
Chiefs of Staff, undated.

3 For one example of how a lack of jointness can lead to cost overruns, see Kavanagh et al., 2015. Kavanagh et
al. perform a root cause analysis to determine the reasons behind a Nunn-McCurdy breach in the Joint Precision
Approach and Landing System, finding that problems began when a civilian agency, the Army, and the Air Force
abandoned the program, leaving the Navy to toil without the economy of scale that made the program fiscally
viable.
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researchers have stressed that the branches pay lip service to jointness before budget-
ing for the services’ own strategic interests instead of joint priorities (Freedberg, 2016;
Locher, 2001; Macgregor, 2000; Schwartz, 2010). This difficulty, even among a well-
funded organization with the appropriate authorities, highlights that requirements
review is a complex challenge.

The JROC has tremendous statutory power but still faces challenges. One GAO
report found that the services can refuse to act in the joint interest, and combatant com-
manders despise a lengthy requirements process which they feel produces little added
value (GAO, 2011). The JROC exercises no authority over existing programs, having
little ability to impact requirements in the event new information becomes available
while a program is in execution. This makes cost-saving measures extremely difhicult
to implement (Lewis et al., 1998). Even for joint programs, cost savings are difficult
to achieve for complex programs, as adding additional stakeholders can increase the
technical and programmatic challenges of program management (Drezner, Roshan,
and Whitmore, 2017).

Joint Special Operations Command
The Joint Special Operations Command (JSOC) presents a possible model for the
JRC, with its focus on modification to existing systems rather than new development
(as is needed for many DHS components) and the speed at which it fields new capabili-
ties.* That said, JSOC is extremely different from the JRC and the JROC as it receives
resources differently to facilitate time-sensitive acquisition and has a high level of lead-
ership involvement. While part of its broad purview is to set joint requirements for U.S.
Special Operations Forces, its larger focus is on conducting actual combat missions as
part of U.S. Special Operations Command (USSOCOM) (Priest and Arkin, 2011). In
terms of acquisitions, JSOC receives most of its funding from the services, but does
have its own resources under an independent appropriation, known as Major Force
Program 11, that passes directly from Congress to USSOCCOM (Machina, 2014).
A recent RAND report highlights the need for special forces to have a quick pathway
to provide funding to meet time-sensitive missions with requirements that cannot be
easily foreseen, and USSOCOM, JSOC included, possesses a speedy acquisitions pro-
cess enabled by direct congressional involvement (Loredo et al., 2014; Brown, 2000).
But while JSOC demonstrates the necessity of high-level involvement to quickly
cut through bureaucratic hurdles, its founding also demonstrates the limited ability of
central management to impose control upon components. Congress had to pass numer-
ous laws and give multiple clarification comments before the system was established
(Paul, Porche, and Axelband, 2014). While such a system may be seen as a potential

4 A focus on modifications to existing systems should present less of a technical challenge than a purely new
development program, thus reducing technical and programmatic risk. As such, these programs could be expected
to be more successful than an average development program.
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model for time-sensitive acquisitions (a concern of DHS components), this high-level
leadership requirement places challenges on implementing this model for DHS.

The Independent Review Panel for Defence Acquisition
The IRPDA is a joint body that validates requirements in Canadian military procure-
ment projects (Canadian Armed Forces, 2016). Like the JRC, the IRPDA is a small,
relatively new body, but it differs from the JRC in two key ways. First, the IRPDA
has complete independence from the bodies it reviews (IRPDA, 2016). Second, the
IRPDA has direct access to expertise within the Canadian government without having
to go through a central hub or product sponsors, which ensures it gets the information
necessary to make validation decisions (IRPDA, 2016).

The IRPDA does face several challenges. First, Canadian acquisition efforts run
into the same cost overruns and project delays that challenge U.S. efforts (Stone, 2012;
Sloan, 2013). While not all overruns are the fault of the requirements process, the
IRPDA was established specifically to serve as an “independent, third-party challenge
function” to help control costs (Pugliese, 2015). The IRPDA has been in existence
for fewer than three years, so it remains to be seen whether it will succeed in its mis-
sion. Second, while the IRPDA was created with the best of intentions, even efforts
to improve requirements and reform acquisitions add another layer of bureaucracy to
an already complex system (Perry, 2015). Like the first challenge, this is not a problem
unique to Canada, but rather a generalized problem for requirement organizations.
Third, Canadian acquisition efforts are caught between two competing priorities:
buying the cheapest technology available and buying from local firms (similar to U.S.
procurement restrictions based on the Federal Acquisition Regulation) (Sloan, 2014).
The problem is particularly acute for Canada, given the smaller size of its defense
budget and national defense industry.

UK Joint Requirements Oversight Council

The United Kingdom has recently created its own version of DoD’s JROC, with the
mandate to review “major project requirements at an early stage, to ensure that the
performance, cost, time and risk balance is properly scrutinized and understood at
the most senior levels in Defence” (UK Parliament, 2015). The UK JROC has already
begun setting requirements for a new British light frigate (Allison, 2016). However, the
UK JROC is too new to offer any real lessons for the JRC.

5> Before establishing the UK JROC, British military requirements were handled less formally. The commander

of the Joint Forces Command had been responsible for prioritizing requirements, and the Defence Audit Com-
mittee functioned—and still does—as a watchdog organization which contested acquisitions decisions (UK
Ministry of Defence, 2013, 2015).



20 An Assessment of Joint Requirements Council Organization and Staffing

Capability, Acquisition, and Sustainment Group and Capital Equipment Acquisition
The Australian Capability, Acquisition, and Sustainment Group and New Zealand’s
Capital Equipment Acquisition both carry out requirements responsibilities in addi-
tion to acquisition duties more broadly (Australian Department of Defence, undated;
New Zealand Defence Force, 2013). Since the two bodies are so different from the JRC
in form and function, only a few lessons can be gleaned. First, jointness comes much
more naturally to Australia’s and New Zealand’s militaries because a core requirement
for both of them is interoperability with each other and with allied forces (Australian
National Audit Office, 2017; New Zealand Ministry of Defence, 2016a). Second, both
militaries, but New Zealand’s especially, benefit from having very specific requirements
spelled out from a high level (New Zealand Ministry of Defence, 2016b; New Zealand
Defence Force and New Zealand Ministry of Defence, 2014; Australian Department
of Defence, 2016). Of course, this is easier for a country the size of New Zealand,
whose total defense budget is a fraction of the USCG’s (New Zealand Defence Force
and New Zealand Ministry of Defence, 2015). Given smaller budgets, each individual
program can receive greater senior leader time and focus, ameliorating many of the
problems faced by joint councils. Having smaller budgets also leads to a focus on
more-mature systems, given a relative lack of development funds, and potentially eases
the requirements process. This approach cannot be directly applied to the JRC, whose
budget is significantly larger and whose senior leadership time and focus are naturally
more dispersed.

The Joint Intelligence Community Council

The JICC was established in the Intelligence Reform and Terrorism Prevention Act
(IRTPA) of 2004 (Pub. L. 108-458). It has numerous duties, mainly assisting the
director of National Intelligence, including “advising the Director on establishing
requirements, developing budgets, financial management, and monitoring and eval-
uating the performance of the [intelligence community]” (Office of the Director of
National Intelligence, 2007).

However, the JICC provides a cautionary tale for other joint councils. It is com-
posed entirely of high-ranking members.¢ This is normally a practice that increases the
influence and effectiveness of joint councils, but the JICC’s members are so high-ranking
that they have little time to devote to the JICC. Indeed, the JICC meets only semian-
nually, giving at best a superficial glance at its long list of duties (Office of the Director
of National Intelligence, 2011). Most Directors of National Intelligence (DNIs) have
bypassed the JICC in favor of the Executive Committee, which is chaired by the DNI
and consists of the heads of intelligence community components (Lowenthal, 2016).

6 The JICC’s membership consists of the DNI, the Secretary of State, the Secretary of the Treasury, the Sec-

retary of Defense, the Attorney General, the Secretary of Energy, the Secretary of DHS, and anybody else the
President decides to mandate (50 U.S.C. § 3022).



Summary of Literature Review Findings 21

Importantly, unlike the JICC, the Executive Committee does not have the mission of
setting joint requirements (Office of the Director of National Intelligence, 2011).

In describing the difficulties of establishing a joint vision over intelligence organi-
zations, David Omand asserts that effective change requires two preconditions:

The first is the old adage, follow the money. Alignment of desired change and
authority over the relevant budgets is essential. The second is that those who lead
the process of change must have, or quickly acquire, a feel for the ethos of the orga-
nization concerned (Omand, 2010, p. 100).

For the most part, the JICC has had neither. Harknett and Stever, 2011, argue
that the DNI would face challenges because IRTPA did not go far enough by making
the DNI a department in and of itself, which would have given its head the requisite
authority needed to centralize the intelligence community. Mike McConnell, a former
DNI, wrote that the challenge of the Office of the Director of National Intelligence is
“to strike the right balance between centralized direction and decentralized execution”
(McConnell, 2007, p. 51). But centralized direction is meaningless without the author-
ity to enforce it.

Summary of Joint Council Comparison

While no councils reviewed were structured exactly like the JRC, other councils did
face similar sets of problems. The overwhelming lesson from other joint councils is that
requirements, and acquisitions more broadly, are extremely difficult processes that no
system completes perfectly. However, from the examples of these bodies, several best
practices and pitfalls were identified. These best practices for joint councils revolve
primarily around what can be considered organizational and leadership issues and are
summarized in Table 3.1. We discuss the best practices in the JRC context specifically
in the final chapter of this report, after providing additional context through our staff
interviews in Chapter Four.

Best practices suggest that joint councils require authority relative to the com-
ponents they review. This can be budget authority, even if it is not executed often
(Harknett and Stever, 2011; Omand, 2010; Roman and Tarr, 1998), or an acknowl-
edged ability to review existing programs (Drezner and Simpson, 2017; Lewis et al.,
1998; Roman and Tarr, 1998). Budget authority need not be full control over a budget,
but rather a capacity to enforce that requirements be validated before a program pro-
duces a significant number of operational units. For existing programs, this includes
the ability to adapt requirements as new information becomes available during pro-
gram execution. Without such authority, councils are unable to end existing programs
and achieve the cost-savings goals assigned to them (Lewis et al., 1998).

Also key is the ability of joint councils to obtain information and expertise with-
out going through the sponsor (Australian Department of Defence, 2016; New Zea-
land Ministry of Defence, 2016a). Collecting information in this way facilitates the



22 An Assessment of Joint Requirements Council Organization and Staffing

Table 3.1
Joint Requirements Council Best Practices and Pitfalls

Joint Councils Succeed When They . .. Joint Councils Fail When They . ..

Organization

e have budgetary authority e lack budgetary authority

e are fully integrated into the larger acquisi- . .
tions processes e lack authority over existing programs

e have access to necessary expertise without e only receive information from project
going through sponsors sponsors

e consider jointness from the beginning of the e make vital decisions early in processes with-
process, not as an afterthought out adequate information

e understand the needs of components and

h . e do not receive buy-in from components
involve them in

e limit participation in order to facilitate effi- e do not say no; requirements councils must be

cient and effective willing to deny validation when necessary
Leadership

e have high-ranking leadership motivated to e rely upon officials who are so high-ranking
work on behalf of jointness when deemed that they are overwhelmed by other concerns
appropriate and lack joint vision

e receive high-level attention to quicken pro- e add layers of bureaucracy without adding
cesses and clarify specific requirements value

ability of a joint council to consider jointness early in the process (Schwartz, 2010;
GAO, 2012). Furthermore, joint councils need buy-in from the components they over-
see and need to truly understand these components’ needs. A lack of buy-in has proven
harmful to many joint councils.” Finally, joint councils are more effective when partici-
pation is limited to the smallest number possible to facilitate efficiency and effective-
ness (Brissett, 2017; Canadian Armed Forces, 2016). Joint councils, like other orga-
nizations, strike a balance between having enough participation to ensure relevant
information reaches a decisionmaking body, but not having so many participants that
decisionmaking is impeded. We discuss sizing issues and the balance between staffing
and control loss later in this chapter.

A second key dimension visible in best practices is the role of leadership in joint
council success. Leaders must be senior enough to both have a joint vision and be able
to enforce it. Research has shown the JROC benefits from being led by the vice chair-
man of the JCS (Defense Acquisition University, 2003; Meinhart, 2010). Such high-

7 See Freedberg, 2016; Harknett and Stever, 2011; Locher, 2001; Macgregor, 2000; Omand, 2010; and
Schwartz, 2010, for discussion of such problems in the JICC and JROC.
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level attention can lead to quicker processes and provide clarity of requirements.® At
the same time, tapping only leaders on the most senior levels risks leaving the council
spread thin as the council’s business will be only one of many demands on senior lead-
ers’ time, possibly leading to backlash among senior leaders, as was seen between Com-

batant Commanders and the JROC (GAO, 2011; Perry, 2015). Balancing this tension
is key when crafting a leadership structure of a joint council.

Summary of Workplace Structure Literature

In this section, we further examine several workplace organization topics of concern
to complex organizations like the JRC: uncertainty, decentralization of decisionmak-
ing, understaffing, and control loss. We discuss these challenges in general as they
relate to complex organizations, before briefly outlining their connections to the JRC
specifically.

Uncertainty

Uncertainty in the workplace can be classified into three types: job, role, and task. The
latter two are most relevant to the JRC, as it undergoes role revisions and many tasks
are unpredictable.

Role uncertainty “results from a lack of information and therefore missing clar-
ity in a specific job position. This leads employees to be uncertain about their role, job
objectives, and associated responsibilities” (Schmidt et al., 2014). In such an ambigu-
ous situation, employees struggle to meet vague expectations. Role uncertainty is fun-
damentally subjective, so its deleterious effects are dependent on the perceptions of
employee and the nature of the job. However, research has consistently shown that
higher levels of role uncertainty are linked to lower performance, dissatisfaction, inten-
tions to quit, stress, depression, and higher blood pressure (Anderson, 2006; Van Sell,
Brief, and Schuler, 1981; Schuler, 1977; Rizzo, House, and Lirtzman, 1970; Tang and
Chang, 2010; Ashford, Lee, and Bobko, 1989; Jackson and Schuler, 1985; Pollard,
2001; Dahl, 2011; Caplan and Jones, 1975; DiFonzo and Bordia, 1998; Schmidt et al.,
2014).

Task uncertainty occurs when employees are not sure which assignments they
must complete on any given day. The effects of task uncertainty are less broad-ranging
than the effects of role uncertainty, but task uncertainty does lead to lower perfor-
mance (Grifhin, Neal, and Parker, 2007; Cooper et al., 2015). An important element
of that lower performance is that task uncertainty—specifically, switching between
tasks—increases the length of time required to complete tasks.

8 See Loredo et al., 2014, and Brown, 2006, for a discussion of congressional attention and the expedited acqui-

sition process of the JSOC.
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The literature identifies several actions that can be taken by managers to reduce
uncertainty or ameliorate its negative effects. First, managers can reduce the frequency
of organizational change (Rafferty and Griffin, 2006).° Importantly, it is not just
the severity of change, but how often it occurs, that creates uncertainty. Indeed, in a
qualitative examination of businesses, Charan and Colvin, 1999, found that effective
chief executive officers (CEOs) launch relatively few major initiatives and make sure to
launch new ones only when past changes have become “embedded in the company’s
DNA.” Second, managers can carefully and openly plan for organizational change
(DiFonzo and Bordia, 1998; Rafferty and Griffin, 2006). Employees who feel like
there is a plan in place are less likely to panic when change does occur. Third, manag-
ers can improve communication with their employees about organizational changes
and the roles of employees (Schweiger and DeNisi, 1991; DiFonzo and Bordia, 1998;
Clampitt, DeKoch, and Cashman, 2000; Van Sell, Brief, and Schuler, 1981). However,
one scholar argues that one-way communication, though vital, is not enough, and
instead contends that employees must also be allowed to communicate their thoughts
and concerns to management (Bordia et al., 2004).

Fourth, managers can work to create a culture of trust among staff and between
staff and management (DiFonzo and Bordia, 1998). Fifth, management can provide
expert advisers to employees (Keith, Demirkan, and Goul, 2017). Keith, Demirkan,
and Goul found that a positive effect of uncertainty is that it increases the willingness
of employees to seek advice, which is associated with higher productivity.

Sixth, managers can involve employees in decisionmaking, which serves to
empower them (Wall, Cordery, and Clegg, 2002; Prendergast, 2002; Cordery et al.,
2010; Leifer and Mills, 1996). Indeed, empowering staff was a key recommendation in
a recent RAND study on agile acquisition (Drezner and Simpson, 2017). In the litera-
ture on business science and management, decentralization, delegation, and empower-
ment have long been buzz words. However, these practices do not work for all business
environments; they only improve employee productivity in uncertain workplaces in
which close managerial supervision makes less sense.

Centralized Versus Decentralized Decisionmaking

As highlighted above, employee involvement in (decentralized) decisionmaking offers
one way to reduce uncertainty. Much of the academic literature on organizational
decisionmaking focuses on private companies deciding between implementing cen-
tralized or decentralized procedures. Acemoglu et al., 2007, find that decentralization
is preferable when there is an information imbalance, that is, when constituent parts
have better information than central management. Similarly, Graham, Harvey, and

9 For the JRC in particular, reducing organizational change should be beneficial because frequent change has

hampered the ability of contractors to work with the government (U.S. House Committee on Armed Services,
2012).
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Puri, 2015, find that CEOs specifically are more likely to delegate when they have less
personal knowledge and greater need for information. Both findings support the litera-
ture’s recommendation that uncertainty be mitigated by delegation of some decision-
making and authority to those who have the best information access.

Understaffing

The literature describes staffing on a continuum ranging from understaffed to over-
staffed. Originally, much of the research on understafling focused on the short-term,
positive effects: Understaffing can boost motivation and creativity in teams, increase
willingness to listen to diverse viewpoints, make members feel more involved, increase
team effectiveness, and lower costs, through both lower payroll and lower costs of
coordination in smaller teams (Weiss and Hoegl, 2016; Arnold and Greenberg, 1980;
Wicker et al., 1976; Campion, Papper, and Medsker, 1996; Kessler, 2000). In teams
that are understaffed, team members feel the need to band together and work harder
to make up for their smaller numbers.

However, some studies have disputed these positive findings (Ganster and Dwyer,
1995; Mani, Kesavan, and Swaminathan, 2015). More importantly, there is broad
agreement in the literature that chronic understaffing has intense harmful effects on
employees, including stress, burnout, depression, reduced motivation, and lower per-
formance (Hudson and Shen, 2015; Ganster and Rosen, 2013). Understaffing also
reduces conformance quality, which is how well employees carry out central manage-
ment directives and standard operating procedures (Ton, 2008). When workplaces face
a labor shortage, employees cut corners to compensate for being understaffed, which
dramatically reduces product quality (Oliva and Sternman, 2001).

Control Loss and Optimal Organization Size

Related to understaffing is control loss, which refers to the dilution of control that
central management has over the components of an organization. The primary find-
ing from the literature on control loss is that, when organizations grow, there is a
trade-off between increasing the number of employees and decreasing management’s
control over them (Williamson, 1967). In effect, organizations are like a game of “tele-
phone,” with each additional layer of hierarchy increasing the chance that central man-
agement’s message will be unclear. While efforts to apply control loss to specify the
precise optimal size of an organization have run into difficulties (see Evans, 1975,
for an example of how modeling assumption can dramatically alter the predicted
optimal number of employees), the literature on control loss does offer several useful
conclusions. In general, organizations that have less time to make decisions and that
employ higher-quality individuals as decisionmakers tend to have smaller optimal sizes
(Gradstein, Nitzan, and Paroush, 1990). Regardless of the number of levels of hierar-
chy, control loss, much like uncertainty, can be reduced through effective communica-
tion and trust (Narayanaswamy, Grover, and Henry, 2013).
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Conclusions from the Literature

The literature offers several relevant conclusions for the JRC. First, other joint councils
offer examples of best practices to emulate and potential pitfalls to avoid. These best
practices are largely organizational, suggesting that joint councils operating in an orga-
nizational structure that grants them authority over the components they review are
more successful than those in other organizational structures. Given that the JRC lacks
such authority, negative outcomes common to complex organizations could result. Two
key sources of concerns are uncertainty and understaffing.

Workplace environments characterized by uncertainty to the degree that role
conflict occurs (see Rizzo, House, and Lirtzman, 1970; Schmidt et al., 2014) are
harmful to employee well-being and productivity. Such uncertainty could develop in
the JRC given the decentralized nature of decisionmaking within the DHS require-
ments process, and within DHS as a whole. With the component-driven nature of
DHS, staff at central organizations like the JRC may experience significant task uncer-
tainty. Prolonged understaffing, a possible issue in many complex organizations, also
reduces employee productivity and hurts employee morale. As the JRC matures and
the demands placed on it change, staffing levels must be watched and periodically
analyzed to avoid these negative impacts. We examine these factors in more detail in

Chapter Four, through interviews with JRC staff.



CHAPTER FOUR
Joint Requirements Council Staffing Interviews

To better understand current JRC processes and their impacts on staff, we conducted
interviews with 12 JRC staff members.! These interviews primarily examined four
topics:

* the details of staff positions

* the processes staff contribute to

* the people with whom the staff coordinate to accomplish their tasks
* any challenges that might arise during staff duties.

These topics were selected based on our review of authoritative documents, the
business processes documented in Chapter Two, and conversations with JRC subject-
matter experts. The purpose of these topics was to provide greater insight into the
details of individual staff positions and to facilitate our understanding of connections
and challenges across positions and processes.

We examined each interview for common themes and challenges, and discuss in
depth four themes that were mentioned by the majority of staff:

* changes in staff structure over time

* the efforts that JRC staff focus on

* the influence of components in the requirements process

* uncertainty among JRC staff (which corroborated the need for this discussion in
the related literature discussion in Chapter Three).

More detail on the interview methodology is available in Appendix B.

1 These 12 staff members represent the entire JRC staff available for interviews at the time of this study. We

interviewed four JRC personnel in leadership positions, four JRC analysts, and four JRC front office personnel.
Interviews took place in November 2017, and were primarily conducted in person at the JRC office (except as
required by staff schedules). Given the small size of the staff, we do not provide numeric estimates for each state-
ment or specific quotations to avoid identifying interview subjects. Nevertheless, we are confident in these general
trends, as no item reported in this chapter was mentioned by fewer than three-quarters of applicable staff.
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Interview Findings

The current staffing level and structure of the JRC, combined with the component-
dependent nature of JRC work, leaves staff reacting to external events and with less
time for executing longer-term, enterprise-wide objectives. To the extent that the JRC
is intended to be forward looking and focus on requirements with an enterprise-wide
view, as opposed to a component-centric view, stafling changes may be warranted.

It should be noted that these conclusions are drawn from subjective interviews
with JRC staff and an understanding of the organization’s changing workload and
structure over the past year, not formal analyses of time usage. JRC staffing needs to
be examined with more rigor, via a formal micro-level workforce analysis to align work
flow, organization, business processes, metrics of success, and required staffing capabil-
ities. Based on currently available data, we are unable to offer a recommendation as to
the type of staff (analyst or front office) that should be increased or how responsibilities
for enterprise-wide requirements activities should be distributed between staff to maxi-
mize organizational effectiveness. The discussion that follows should be understood in
this context. That being said, we do offer preliminary macro-level recommendations on
how staffing increases could be distributed, based on our assessments in Chapter Five.

We categorized our interview findings into the four themes shown above and dis-
cuss each individually below.

Staff Structure Has Changed Substantially Over the Past Year

Based on our interviews, including with staff who have been with the JRC from its
beginnings, the JRC is currently staffed primarily by government employees—a sig-
nificant change from the summer and fall of fiscal year (FY) 2016. Before this, the JRC
front office was primarily staffed by personnel detailed from DHS components, with
other staff functions executed by contractor support staff, including FFRDC analysis
of early documents. Starting roughly in November 2016, the JRC shifted to a staff of
predominantly government employee analysts as the JRC Analysis section was staffed
up.

JRC’s focus also has shifted to analysis of current requirements documents, rather
than analysis of longer-term planning functions traditionally associated with a PMO.
Some of this change occurred as the JRC matured and moved from planning to exe-
cuting its activities, but several interview subjects noted potential weaknesses as well.
Multiple interview subjects, including long-time JRC staff, noted that they found the
organization to be “reactive” due to limited staff time. Although the JRC can meet its
demands with its current level of staffing, doing so leaves little slack in the system and
results in an organization that tends to be focused on the day’s tasks and emergent
issues. As such, future planning and strategic activities, once the focus of the organiza-
tion, have been deprioritized in favor of responding to the issues of the moment.
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While current staffing appears sufficient to meet existing demands, this is likely
to change as more and more requirements need to be reviewed by JRC staff. Using
the data available to us, we found that the number of documents submitted through
the JRIMS process has increased—with roughly four documents per month submit-
ted in FY 2016, compared to eight documents per month in FY 2017.2 Figure 4.1 pre-
sents a graphical representation of the documents received per month (dashed lines)
compared to the relative number of analysts and front office or PMO staff per docu-
ment (solid green and red lines). These lines divided the number of program staff in
each section by the total number of JRIMS documents received that month. This is
an approximate measure of JRIMS related workload, and indicates that JRC staffing
levels have increased in the past year at a rate consistent with document throughput
from components.

In general, JRC staffing has been sufficient to maintain the relative ratio of staff
per document received, but this assessment is limited by two factors. First, this analy-
sis did not consider documents by type or complexity. However, although this study
did not include an analysis of projected JRIMS workflow, multiple interview sub-
jects noted the increasing complexity of documents being submitted, as components
become more familiar with the JRIMS process and develop their own requirements

Figure 4.1
JRIMS Documents and JRC Staffing Changes Over Time
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formance data are maintained by HSOAC and track each document received by the JRC, including its type,
component of origin, and time spent in each stage of the JRIMS process.



30 An Assessment of Joint Requirements Council Organization and Staffing

workforce. Should this trend continue, it is likely these documents will require addi-
tional staff time, further limiting the JRC’s ability to be forward-looking or focus on
enterprise-wide functions. Second, this assessment of staffing per document does not
account for work beyond the JRIMS process that JRC staff engage in; we discuss this
point further below.

Staff Are Simultaneously Focused on Multiple Related But Separate Efforts
Interviews with the JRC staff revealed that the JRC is conducting several efforts simul-
taneously, including processing JRIMS requirements documents and working to estab-
lish a requirements community within DHS components. While the bulk of staff time
is devoted to the mission area related to JRIMS, many JRC staff are also drawn into
the other mission areas as defined in Chapter Two. The JRIMS manual (DHS, 2016)
establishes strict timelines for document staffing, so reviewing and managing these
documents can take up much of an analyst’s time. Time spent on JRIMS tasks varies
by position and individual and can vary from week to week as the flow of documents
changes. JRIMS is not the only task JRC staff focus on, as all JRC staff also report
undertaking some activities to support the establishment of a requirements community
within DHS.

Establishing a requirements community within DHS involves both training and
a change in mindset, and the JRC works to facilitate both for DHS. JRC staff dedi-
cate time to training personnel from DHS components through established training
courses and component-level interactions. These courses are created by the JRC, man-
aged by JRC staff, and have JRC staft dedicating considerable time as instructors.
The JRC also has a training officer, who coordinates with staff from both the analysis
team and the PMO team. At least one staff member from each team is present at each
training.

Beyond formal training, JRC analysts report individual meetings with the com-
ponents for which they are responsible for discussing analyses that need to be per-
formed or other steps that need to be undertaken before a document can be submitted
through JRIMS. These more-informal interactions also help educate component staff
on the realities and necessity of the requirements process.

JRC staff also report attending numerous working groups, councils, and other
decision forums to provide a JRC presence. We refer to these activities more generally
as “requirements outreach.” JRC staff attend these events to influence broader DHS
decisionmaking toward a “requirements-focused mindset,” which refers to analysis and
thinking that prioritizes meeting capability needs rather than starting with an acqui-
sition-based solution already determined. Because significant focus on requirements is
new to DHS, this process is unfolding slowly, but increasing over time. Components
vary considerably in their level of requirements maturation, with some well-established
in their requirements thinking and others still adopting the concept as the JRC was
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stood up. The development of this mindset across DHS is a primary element of the
JRC mission and receives considerable staff time and resources as a result.

Given its current mission and responsibilities, both projects are necessary for the
JRC to be successful in the long run, but currently provide limitations for the office
overall and individual staff. JRC staff involved with JRIMS must constantly balance
their limited time between reviews of documents and attending other meetings. This
demand will only increase as the JRIMS process matures and documents become more
complex.

Processes Are Dominated by Component, Not Joint, Requirements

The JRC primarily processes individual component requirements, with few that could
be considered “joint” requirements. This is largely due to the JRIMS process being
“component-led and component-driven.” This is not a unique characteristic of JRIMS,
but rather one part of the larger decentralized nature of DHS, which vests considerable
authority and budgetary decisions in the hands of its components creating a decen-
tralized organizational culture in which decisionmaking power rests with operational
components, not a central headquarters.

This structure gives components the responsibility for submitting requirements
and conducting analysis of their own requirements, as well as control over the con-
tent and timing of their submissions. This includes components not being bound by
response deadlines laid out in the JRIMS manual for their steps of the JRIMS process.
While the JRC is bound to react to documents in the process on a set schedule, compo-
nents are afforded complete flexibility to work the schedule as they chose. JRC analysts
are assigned to specific components to gain required subject-matter expertise on the
unique aspects of different DHS components. This assignment helps analysts develop
a deeper understanding of component-specific requirements and needs, but does little
to aid efforts to view requirements jointly since no one JRC analyst has a view over
all functionally equivalent requirements. At least some analyst time is currently dedi-
cated to functional,? rather than component-based, requirements review, but this is the
exception rather than the rule. Other efforts to view requirements with an enterprise-
wide view, notably the JAR, have been conducted by JRC staff but are currently on
hold pending direction from senior DHS leadership.

Staff Report Substantial Uncertainty in Their Work

JRC staff report having little certainty regarding their work and limited control over
their own schedules. Interview subjects frequently stated that the only thing they were
certain of is that they would soon be responding to some currently unknown demand
on their time, but they had little to no ability to predict what this demand would be,

3 By functional, we mean the practice of assigning analysis for all requirements executing a similar function—

e.g., all aviation—rather than assigning analysis based on component of origin.
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even a few days in advance. This uncertainty is driven by the factors discussed above—
a largely reactive-focused organization managing a component-led and component-
driven process. This component focus, combined with a need to represent the JRC
broadly beyond the JRIMS process, leaves JRC staff little ability to predict when docu-
ments will come in, or what meetings will be added to their schedule. Interview sub-
jects noted that some components precoordinated the submission of documents, allow-
ing them more certainty in upcoming workload, but this was regarded as the exception
rather than the rule. Furthermore, while precoordination makes JRIMS work more
predictable, it adds an additional review step, which increases workload and also has
uncertain timing and expectations. While this uncertainty is not unexpected given
the decentralized nature of DHS, should it persist in the long run it could have several
negative consequences for the JRC, as discussed earlier in Chapter Three.

Summary of Interviews

The primary challenge facing JRC today involves personnel: Specifically, our interviews
indicate that the JRC is an understaffed organization, given the complexity and diver-
sity of its current functions and the DHS-wide effort to view requirements through
a joint process. It may be possible for DHS leadership to address these issues without
adding additional staff to the JRC by reducing JRC workload. This could be done by
limiting the number of documents that pass through the JRIMS or ending JRC out-
reach efforts. As these examples appear to be against the grain of current DHS efforts
to move toward more joint requirements we focus our discussion on staffing levels.

The JRC is attempting to simultaneously complete multiple related, but distinct,
missions. According to those we interviewed, the two taking up the most staff time are
processing current component-level requirements, and guiding requirements analysis
and generation across the broader DHS enterprise. Interviews with JRC staff suggest
that the organization is staffed to a level and structure that allow it to meet the needs of
current component requirements, but not fully work toward an enterprise-wide view.
JRC staff can meet the needs of the JRIMS process and react to other demands placed
on them, but have few additional resources to plan for or undertake longer-term stra-
tegic or enterprise-wide efforts. As the demands of document reviews appear poised to
continue to increase over time, having on average per month doubled in FY 2017 com-
pared with those in the first year of JRIMS implementation—and, given the impor-
tance of broader enterprise-wide efforts to the JRC mission, additional staff resources
are required for the JRC to successfully execute both efforts. Additionally, two front-
office personnel have recently left the office and have not yet been replaced. Other JRC
staff are currently back filling these positions, further stretching already limited staff
time.
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The JRC also faces two other issues related to staffing, but largely stemming from
an organizational source. These challenges are driven by the relationship between DHS
components and the JRC. The first is the high degree of uncertainty staff face in con-
ducting their work. This uncertainty is largely driven by the component-dominated
nature of the JRIMS process and DHS more broadly, and thus beyond the ability of
the JRC to fully change. One change that would increase JRC authority and help with
staff uncertainty is to give the JRC additional authority over the timing and respon-
siveness of components during the JRIMS process. Any efforts the JRC could make
to give more stability to staff schedules would be beneficial in the long run. As shown
in Chapter Three, there are several steps recommended by the literature to reduce the
negative impacts of uncertainty. Such steps include communicating with and listen-
ing to JRC staff concerns over uncertainty and involving employees in decisionmaking
through delegation, actions that could benefit the JRC even if other steps would prove
more difficult in the government context.

The second issue involves a tension in how the program should be structured. As
currently organized, the program allows analysts to develop expertise and relationships
with components by assigning them to all requirements for a given component. This
arrangement serves the component-driven nature of requirements well, but does little
to foster jointness in requirements analysis. Alternative organizations, perhaps with
some analysts assigned functionally and other staff serving as liaisons to components,
might lead to an increased ability to consider joint requirements across the enterprise,
but may also require considerably more staff resources than exist in the program today.






CHAPTER FIVE

Summary of Emergent Findings

In this study, we conducted a multimethod assessment of JRC mission areas. To per-
form this assessment, we examined literature on best practices among other joint coun-
cils, reviewed academic literature on key struggles facing complex organizations like
the JRC, and interviewed JRC staff to better understand the challenges they face.
This chapter combines the insights gained from these efforts, using a JRC-specific
DOTMLPF framework to present emergent findings and indicate areas requiring
additional attention as the JRC continues to mature. Overall, we conclude that chal-
lenges to the JRC’s efforts—across multiple mission areas—arise from the organiza-
tional relationship between the JRC and DHS components and from the staffing levels
required to execute tasks across all mission areas.

We present our summary assessment of JRC DOTMLPF categories by mission
area in Table 5.1. We assessed each DOTMLPF and mission area combination, based
on the challenges identified in previous chapters. We matched challenges we encoun-
tered during our research to DOTMLPF categories based on our team’s expertise with

Table 5.1
Summary of JRC DOTMLPF Categories by Mission Area

Requirements
Category JRIMS Training Joint Analysis Outreach

Doctrine
Organization
Training
Materiel
Leadership
Personnel

Facilities

NOTE: Green = no challenge noted during assessment; amber = minor issue: addressing would produce
positive benefits for JRC staff; red = major issue: should be addressed immediately to ameliorate
negative impacts on JRC efficiency and/or effectiveness.
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both the content and the use of the DOTMLPF as an analytic tool. Most problems
fit intuitively into a category; when they did not, the research team used a consensus
approach or sought additional counsel from experts within DHS and RAND.

We considered best practices and problems found in other joint council orga-
nizations, a review of organizational literature, and interviews with JRC staff. Given
the differences between the JRC and other organizations, we gave additional weight
to JRC staff interviews. We ranked a combination “green” if we noted no challenge
in our assessments. We coded a combination “amber” if we noted only a minor chal-
lenge. (Minor challenges are those that do not stop or significantly impede staff from
conducting their work; JRC and DHS leadership should be aware of these challenges
and address them as time and resources allow.)

We coded a combination “red” if it presented a major challenge to the JRC. Major
challenges are defined as those that either stop JRC staff from working on a function
or present a significant impediment to their work. Unlike minor challenges, these chal-
lenges currently have a negative impact on JRC efliciency and effectiveness, according
to staff interviews, and should be addressed as soon as possible.

Based on our analysis, the categories of Materiel and Facilities did not present
challenges to the JRC at this time and are not discussed. We discuss the other catego-
ries in more detail below.

Doctrine

The JRC faces few challenges with doctrine, as JRC doctrine appears to be properly
reflected in key documents, such as the JRIMS manual. Multiple interview subjects
noted that the JRIMS manual clearly indicates how their work is to be conducted and
can be used to answer questions that arise in the course of their tasks. The one challenge
we note in this area is that formal doctrine says little to nothing in the area of require-
ments outreach. This omission poses a challenge, as this mission area was described as
key by multiple senior members of the JRC—who emphasized their work to establish a
“requirements culture” within DHS as a whole as vital to the organization. Also, many
staff members reported spending a plurality, if not an outright majority, of their time
on tasks in this mission area. Given its centrality to the organization as a whole, a lack
of authoritative documentation on what exactly the JRC is trying to establish, and how
staff should go about doing so, poses a challenge. More-detailed expectations in this
area from DHS leadership could better convey to DHS components what is required of
them and help JRC staff prioritize their day-to-day activities across mission areas. The
establishment of high-level goals and priorities for the organization in this area would
provide clearer guidelines to JRC staff as they balance the demands of the various func-

tions the JRC performs.
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Organization

The JRC faces significant challenges based on the nature of its relationship to DHS
components. JRC mission areas are based on a “component-led and component-driven”
requirements process. As a result of the decentralized nature of requirements decision-
making within DHS, JRC staff face considerable uncertainty in their work. Because
components drive the requirements process, they impose demands on JRC staff that
those within the program have a limited ability to control. Many interview subjects
expressed the sentiment that the only certain aspect of their work was uncertainty.
Literature links such significant uncertainty to such processes as understaffing, which
can lead to lower employee well-being and satisfaction and decreased job performance.
Furthermore, vesting increased authority in the JRC over the requirements process
would fall in line with best practices identified among other joint requirements coun-
cils and could improve JRC effectiveness and efficiency in addition to any benefits
provided to staff. Specifically, the JRC currently lacks any budget authority or author-
ity over existing programs, and receives most of its information from the component
sponsor of a requirement. For example, the authority to review existing programs is
associated with an increased ability to achieve cost-savings goals (Lewis et al., 1998)
while access to information independent of a sponsor is key to facilitating jointness in
requirements (Schwartz, 2010; GAO, 2012). This is not to say that the JRC should con-
trol the budgetary or acquisition processes, but rather that requirements play a role in
those efforts as well. For budgets, this could include requiring a validated requirement
as a prerequisite for the program to deliver major quantities to the field. For access to
existing programs, this would include an ability to review program requirements as
a program evolves over its lifecycle or as new information becomes available.! A JRC
with more-robust authority over joint requirements, including over component actions,
would improve JRC effectiveness, increase the JRC’s ability to view requirements with
an enterprise-wide perspective, and reduce the task uncertainty imposed on JRC staff.
Because joint requirements are central to the JRC’s mission, this challenge should be
addressed as soon as possible.

Training

The level of requirements training among DHS component staff poses a challenge for
JRC staff in the mission areas addressing JRIMS and requirements outreach. In both
areas, staff noted significant disparities by DHS component or headquarters elements
in the level of requirements training staff had received. This lack of staff training on the

1 An ability to review requirements on existing programs, especially those that predate the JRC’s stand up,

would also facilitate existing efforts to establish joint requirements across DHS components, as the JRC would
not be limited to requirements requiring new validations when examining possibilities for jointness across DHS.
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DHS component end requires JRC staff to spend significant amounts of time helping
them craft requirements documents. This situation was noted to be improving with
the continued use of the JRIMS process, but several components still have a limited
number of personnel trained to address requirements, and the lack of training among
some DHS component staff continues to impose challenges on the JRC.

Leadership

Leadership presents few challenges to the JRC staff. The one exception of note is in the
mission area of joint requirements analysis. This dimension was noted as a potential chal-
lenge. All staff who discussed this mission area indicated that the JRC could conduct
joint analysis, but noted that the cross-component nature of this work would require
support from senior leadership within the department to be executed. Given recent lead-
ership changes in the department at the time of this report, this effort was noted as “on
hold” until further leadership guidance could be obtained. Obtaining such guidance as
quickly as possible will determine whether this mission area will be prioritized.

Personnel

According to interviews with staff, the JRC faces significant staffing challenges across
all mission areas. We conclude that the JRC is understaffed, given the breadth of its
responsibilities. Staffing has increased as the JRIMS process demands have increased,
but not at a pace required to fully meet all demands placed on the JRC staff. JRC staft-
ing increases, primarily in the analysis section, have been sufficient to keep pace with
the increased volume of JRIMS documents submitted, but interview subjects indicated
this has done little to help them address demands placed on their time in other mission
areas. This tension is felt across mission areas: The JRC currently lacks even a single
full-time staff member dedicated to training, has limited analyst time for joint require-
ments analysis, and requires the majority of its staff to balance the needs of keeping to
the deadlines established in the JRIMS manual with their outreach responsibilities. As
discussed in Chapter Three, literature suggests that understaffing can lead to a “pulling
together effect;” team members work harder to make up for their small numbers in the
short run, but, in the long run, employee well-being, satisfaction, and ability to sustain
high work quality are negatively affected. To avoid these negative effects and ensure
that effective review of requirements and outreach to the broader DHS community
continues, this challenge should be addressed as soon as possible.
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Preliminary Recommendations

While we have described several challenges to the JRC overall, we find that the JRC
faces two major challenges today that we recommend be addressed in the near term. The
JRC’s current organizational and personnel systems lack the staff needed to accomplish
all tasks across its mission areas, and the JRC’s staff faces a high degree of uncertainty
in their work, given the decentralized nature of decisionmaking in the DHS require-
ments process. According to staff interviews, these challenges are negatively affecting
the efficacy and effectiveness of the JRC and should be addressed as soon as possible.

Further analysis beyond the scope of this project would be required to determine
exact staffing levels and the types of staff (e.g., analysis, PMO) that would be most effec-
tive. 'This analysis of micro-level stafhing concerns would need to link job duties, orga-
nizational workload, metrics of success, and the larger mission of the JRC to determine
the most effective staffing levels and mix.? As a preliminary step to aid this effort, we
offer recommendations for approximate staffing increases by mission area, based on our
macro-level assessments to address major gaps in the implementation journey to date.

We make two primary recommendations to address these major challenges based
on insights gained from this preliminary study.

First, we recommend DHS further consider and analyze an increase in JRC
staffing above current staff and contractor support levels to better cover all JRC
mission areas. Additional staff are necessary to avoid the negative impacts of under-
staffing and to ensure that the JRC is able to continue its efforts to build a requirements
community within DHS more broadly. Without such a community, an enterprise-
wide requirements process is unlikely to gain the component buy-in that is required to
make such organizations successful. Staffing increases are best accomplished as a result
of manpower analysis or another scientifically rigorous means of determining needs.
With the JRC still evolving as a newly formed organization, it is also important to note
that workload demands will continue to emerge and/or transform and JRC stakehold-
ers should be prepared to assess and act to meet those demands.

As an interim solution to use before a detailed manpower analysis can be per-
formed, we offer a preliminary yet systematic approach that estimates each major chal-
lenge (red coding in Table 5.1) as requiring 0.75 FTE to address, with each minor chal-
lenge (amber coding in Table 5.1) requiring 0.25 FTE to address. Doing so suggests

2 No assessment is offered here on the types of staff (e.g., contractors versus government employees) that could

be hired to address these needs. Such distinctions would be part of a formal manpower analysis linking organi-
zational mission, tasks, position descriptions, and projected workload.
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an increase of JRC staff by seven FTE.? We recommend the following increases of staff
time by mission areas.*

1. Implementation and execution of the JRIMS process: To keep the
documents-to-analyst ratio consistent with prior levels (see Figure 4.1), the
JRC will require an additional two analysts to keep pace with anticipated
increases in document review demands. This assumes that documents submis-
sions from components continue at a similar rate (which we have no reason to
doubt), but does not address the increasing complexity of document submission
noted by multiple interview subjects.

2. Provision of requirements training to component staff on the requirements
process: Training component staff in requirement analysis is vital to the estab-
lishment of a requirements community within DHS and should continue to
be supported with staff time to the extent possible. Currently this function is
coordinated by one staff member whose time is split between other front office
duties as a result of two recent staff departures. We recommend the addition
of two front office staff members to replace those exits and allow for a full-
time staffer dedicated to training coordination and development of a certifica-
tion for requirements training,.

3. Analysis of joint capabilities and requirements: If analysis with an expressly
department-wide, rather than component-centric, view is to be a JRC focus, this
mission area requires at least two analysts (one for the capability gap analysis
and one for the joint requirements plus front office support) worth of staff time
as it involves a considerable level of effort in both analysis and outreach. Cur-
rently this effort does not receive one full FTE of analyst time. As such if DHS
leadership wishes to make this aspect of the JRC mission a priority, one addi-
tional analyst billet is warranted.

4. Requirements outreach: This mission area faces the most challenges noted in
our assessment, and as such requires additional staff to address them. How these
staff could best be assigned would need to be determined by future analysis, but
two possible examples present themselves. First, the JRC could continue with a

3 We considered other notional numeric assignments but settled on these, given their rough approximation to

other observed staffing factors emergent from our data. For example, two recent front office departures’ impact
on training and the JRIMS documents-to-analyst levels. As such, we consider this a useful macro-level estimate
and starting point, but admit that an ideal number of staff could be lower or higher than this estimate.

4 One possible method to meet this staffing increase if additional billets cannot be assigned directly to the

JRC is through the use of liaison personnel assigned to JRC from the components. These component personnel,
assigned to the JRC for a period of two to three years, could bring component specific expertise to the JRC and
when they return back to the component provide additional requirements analysis experience gained during their
time at the JRC. These liaisons have the potential to increase cohesion between JRC and component efforts in the
long term. This possibility faces challenges, as already noted many components have relatively few requirements
staff already, further stretching their own operations if they remove them to support the JRC.



Summary of Emergent Findings 41

larger version of its existing division of labor and add these staff to the analysis or
front-office staff based on the type of outreach deemed most critical (component
or otherwise, respectively). As another alternative, the JRC could reorganize its
outreach in a matrix-based approach (see Kerzner, 2003, for a description of
matrix versus functionally based organizations). This organization would have
one set of staff dedicated to component outreach, and a separate staff who con-
duct analysis by function or JRIMS portfolio team rather than by component as
is done today. Assessing costs, benefits, and risks between these two alternatives
would require additional detailed manpower analysis. Regardless of the organi-
zational approach, requirements outreach is a key effort of the JRC and should
be supported with additional staff time. This preliminary analysis indicates
the need for approximately two additional FTEs.

Summing the personnel recommendations listed above, we suggest that a
total of seven additional FTE of staff for the JRC be considered to address the
challenges described above. Additional analysis staff would allow the JRC to more
fully engage with complex documents and develop expertise with a component’s
requirements, while additional front office staff would support other JRC efforts that
enhance the effort to establish a broader requirement community within DHS.5

Second, we recommend that the department further examine possible
changes to the organizational relationship between the JRC and the DHS compo-
nents. The current arrangement, with little JRC authority over components, presents
several challenges, as we have discussed in our assessment. The lack of any authority
to link validated requirements to budgets, insight into existing programs, or ability to
obtain outside information runs counter to several of the best practices established by
other joint requirement council organizations and hinders the ability of JRC to effect
cost savings or more fully consider joint requirements. More concretely, our interviews
indicate that components impose significant uncertainty on JRC staff members as the
driving force of the JRIMS process. Any efforts the JRC can take to plan for this
uncertainty or otherwise provide stability to employees” schedules would be beneficial.
Initial steps supported by our assessment that could be undertaken in this area include
more systematically linking the validation of requirements to the production of signifi-
cant numbers of operational units, and allowing the JRC to review existing programs
as circumstances change. Reviews of best practices among joint council organizations
suggest that these steps, along with the high-level leadership present at the JRC, will
improve the organizational effectiveness and efficiency.

The exact details of a new organizational arrangement would require further analy-
sis of each component’s requirements processes. Such analysis was beyond the scope

> Note that current assessments assume similar levels of HSOAC contactor support to analysis efforts as was
present in FY 2017. Should this change, the required staff to support JRC analysis efforts would also change.
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of this effort but could be conducted using the framework described in this report to
facilitate comparisons to JRC processes. While the underlying relationship between
components and the JRC is unlikely to change in the short term, ultimately moving to
a system with greater central authority over requirements decisionmaking will facili-
tate the success of a JRC-led enterprise-wide requirements process. Barring this, efforts
to formalize the partnership between the JRC and DHS components in authoritative
documents would offer some benefit to DHS.



APPENDIX A
Literature Review

This appendix summarizes the findings from literature relevant to the JRC staff. It
draws from previous RAND reports, the academic literature on workplace organiza-
tion, and government reports on other joint councils and requirements bodies. The
review has a broad scope, pulling from multiple disciplines, including economics, psy-
chology, sociology, management, business studies, international relations, defense and
security studies, and U.S. public laws and codes.

Workplace Structure Literature

The study of what makes workplaces function best and what factors affect employees’
ability to do work is large and ongoing. Various concepts have been analyzed for how
they affect employees, from uncertainty to decisionmaking structures to understafhing.

Uncertainty

Uncertainty for employees is classified into three types: job uncertainty, role uncer-
tainty, and task uncertainty (the latter two are generally called role ambiguity and task
ambiguity). Job uncertainty refers to an employee feeling a lack of security in his or her
future employment status.

Large-scale organizational change often leads to job uncertainty, even if no direct
changes to an employee’s role are made (Dahl, 2011; Schweiger and DeNisi, 1991;
Rafferty and Griflin, 2006; DiFonzo and Bordia, 1998). Intuitively, this makes sense
as mergers, acquisitions, and the like often lead to layoffs (Siegel and Simons, 2010).
Job uncertainty is also caused by job relocation (Moyle and Parks, 1999).

Job uncertainty leads to job dissatisfaction and intentions to leave (Rafferty and
Grifhin, 2006; Nelson, Cooper, and Jackson, 1995). Intentions to leave are especially
troubling as employee turnover drastically reduces productivity (Gans, Koole, and
Mandelbaum, 2003). Employees who are constantly wondering whether they will be
given a pink slip naturally start to look elsewhere for employment and consequently
have less time to devote to their current positions. Job uncertainty is linked with higher
blood pressure and stress (Pollard, 2001).
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Role uncertainty occurs when an employee is not certain what exactly his or her
job entails or what performance is expected by his or her boss. Role uncertainty is
caused by bad management practices, particularly by poor guidance given from man-
agers (Van Sell, Brief, and Schuler, 1981; Rizzo, House, and Lirtzman, 1970). One
scholar also argues that a poor fit between the complexity of tasks, technology, and
structure—that is, having a simple hierarchical management structure governing a role
with complex tasks and technology—also leads to role uncertainty (Schuler, 1977).

Literature suggests that role uncertainty is even more damaging than job uncer-
tainty. It is linked to lower performance (Anderson, 2006; Van Sell, Brief, and Schuler,
1981; Schuler, 1977; Rizzo, House, and Lirtzman, 1970; Tang and Chang, 2010),
dissatisfaction and intentions to quit (Ashford, Lee, and Bobko, 1989; Jackson and
Schuler, 1985; Van Sell, Brief, and Schuler, 1981; Schuler, 1977; Rizzo, House, and
Lirtzman, 1970; Tang and Chang, 2010), stress and depression (Dahl, 2011; Caplan
and Jones, 1975; Jackson and Schuler, 1985; Van Sell, Brief, and Schuler, 1981; Schuler,
1977; Rizzo, House, and Lirtzman, 1970; DiFonzo and Bordia, 1998; Schmidt et al.,
2014), and higher blood pressure (Pollard, 2001). If employees are not certain what is
expected of them, they naturally struggle to meet those vague expectations.

Task uncertainty occurs when employees are not certain of the various assign-
ments they must complete on any given day. Importantly, this is separate from (although
related to) role uncertaintys; it is possible for an employee to be certain of his or her role
but not of the individual tasks he or she must accomplish ahead of time.

Task uncertainty is caused when employees cannot predict the inputs, processes,
or outputs of their work (Griflin, Neal, and Parker, 2007; Cordery et al., 2010). There
is also a relationship between the complexity of a task and the uncertainty of a task,
although it is unclear in which direction causality flows (Campbell, 1988).

The effects of task uncertainty are less broad ranging than the effects of role
uncertainty, but it does lead to lower performance (Griffin, Neal, and Parker, 2007;
Cooper et al., 2015). An important element of that lower performance is that task
uncertainty—and specifically switching between tasks—increases the length of time
required to complete the tasks.

While distinct, the three types of uncertainty are all related to each other. The
relationship is especially strong between job uncertainty and role uncertainty (Ashford,
Lee, and Bobko, 1989; Dahl, 2011). For all three types of uncertainty, a key media-
tor between the uncertainty and its negative effects is externality of control (Nelson,
Cooper, and Jackson, 1995; DiFonzo and Bordia, 1998). When employees feel like
they no longer exert any personal control over their jobs, roles, and tasks, they feel
helpless and become less motivated and less productive.!

1 Some authors did not find links between various types of uncertainty and poor performance (Ashford, Lee,

and Bobko, 1989; Schweiger and DeNisi, 1991). Indeed, Yun, Takeuchi, and Liu, 2007, found that for highly
motivated employees, role ambiguity can increase parts of job performance as striving employees use role ambigu-
ity as an excuse to try to impress management. However, another explanation is that performance is simply very
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The literature identifies several steps that can be taken by managers to reduce
uncertainty or ameliorate its negative effects. First, managers can reduce the frequency
of organizational change (Rafferty and Griffin, 2006).? Importantly, it is not just the
severity of change, but how often it occurs, that creates uncertainty. Indeed, in a quali-
tative examination of businesses, Charan and Colvin, 1999, found that effective CEOs
launch relatively few major initiatives and make sure to launch new ones only when
past changes have become “embedded in the company’s DNA.” Second, managers
can carefully and openly plan for organizational change (DiFonzo and Bordia, 1998;
Rafferty and Griflin, 2006). Employees who feel like there is a plan in place are less
likely to panic when change does occur. Third, managers can improve communica-
tion with their employees about organizational changes and the roles of employees
(Schweiger and DeNisi, 1991; DiFonzo and Bordia, 1998; Clampitt, DeKoch, and
Cashman, 2000; Van Sell, Brief, and Schuler, 1981). However, one scholar argues
that one-way communication, though vital, is not enough, and instead contends that
employees must also be allowed to communicate their thoughts and concerns to man-
agement (Bordia et al., 2004).

Fourth, managers can work to create a culture of trust among staff and between
staff and management (DiFonzo and Bordia, 1998).

Fifth, management can provide expert advisers to employees (Keith, Demirkan,
and Goul, 2017). Keith, Demirkan, and Goul actually found that a positive effect of
uncertainty is that it increases the willingness of employees to seek advice, which is
associated with higher productivity.

Sixth, managers can involve employees in decisionmaking, which serves to
empower them (Wall, Cordery, and Clegg, 2002; Prendergast, 2002; Cordery et al.,
2010; Leifer and Mills, 1996). Indeed, empowering staff was a key recommendation in
a recent RAND study on agile acquisition (Drezner and Simpson, 2017). In the litera-
ture on business science and management, decentralization, delegation, and empower-
ment have long been buzz words. However, these practices do not work for all busi-
ness environments; they only improve employee productivity in uncertain workplaces
in which close managerial supervision makes less sense. To go even further toward
decentralization, managers can implement incentive-based pay structures in which
employees are paid based on their outputs (Prendergast, 2002; Schiemann, 1987). This

hard to measure properly. Kull, 1978, defines productivity for most federal government employees as “output per
staff year,” which is difficult to quantify for most positions. Van Sell, Brief, and Schuler, 1981, further note that
most studies on uncertainty have distressingly bad data collection methodology, relying upon self-reported values
to measure performance. It is not so difficult to imagine that employees shy away from telling interviewers that
their personal performance has worsened.

2 For the JRC in particular, reducing organizational change should be beneficial because frequent change has

hampered the ability of contractors to work with the government (U.S. House of Representatives Committee on
Armed Services, 2012).
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gives employees the maximum amount of freedom to deal with uncertain tasks and
increases employee motivation.

Centralized vs. Decentralized Decisionmaking

We find little academic literature specifically addressing how to get centralized deci-
sions implemented by subunits. Most research occurs from the perspective of busi-
nesses deciding between implementing centralized or decentralized decisionmaking
procedures, not from the perspective of government agencies trying to successfully
implement already-existing centralized decisionmaking structures. Acemoglu et al.,
2007, found that decentralization is preferable when there is an information imbal-
ance, that is, when constituent parts have better information than central manage-
ment. Similarly, Graham, Harvey, and Puri, 2015, found that CEOs specifically are
more likely to delegate when they have less personal knowledge and greater need for
information. Both these findings support the literature’s recommendation that uncer-
tainty can be mitigated by delegation.

Of most relevance is an older RAND report which investigated the problems of
centralized control in the context of budgeting in DoD (Schlesinger, 1968). Schlesinger’s
work examined the 1961 “Revolution” in the Pentagon, during which the Office of the
Secretary of Defense wrested more control over budgeting from the individual services.
Schlesinger found that the Office of the Secretary of Defense was able to exert more
control by (1) assuming budgetary powers; (2) setting budgets on a long-term time
frame so that services tried to best use the money they had instead of fighting over next
year’s budget; and (3) giving the services a means to influence policy. Furthermore,
“[a]ny organization must motivate subordinate levels by providing an opportunity to
influence policy. In the absence of such exchanges, the chances for eliciting the neces-
sary cooperation and support are slight” (Schlesinger, 1968). Schlesinger noted that the
tendency over time is toward greater centralization but cautions that while the benefits
of centralization are immediate and apparent, the costs that it imposes are less apparent
but build up over time.

Understaffing

The literature on staffing treats it as a continuum between understaffed and over-
staffed.> When a group has fewer members than needed to accomplish the minimum
number of tasks, known as the maintenance minimum, in normal working hours, it
is considered understaffed. Conversely, when a group has more members than it has
capacity to deal with—for example, if a team had more members than desks avail-
able—then it is considered overstaffed.

3 Older research on understaffing refers to it as “undermanning.”
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The literature details many potential benefits from understaffing. Understaffing
can boost motivation and creativity in teams (Weiss and Hoegl, 2016), increase will-
ingness to listen to diverse viewpoints (Arnold and Greenberg, 1980), make members
feel more involved (Wicker et al., 1976), increase team effectiveness (Campion, Papper,
and Medsker, 1996), and lower costs, through both lower payroll and lower costs of
coordination in smaller teams (Kessler, 2000). In teams that are understaffed, team
members feel the need to band together and work harder to make up for their smaller
numbers.

Much of the early research on understafhing suggests that the relationship between
performance and staffing levels is curvilinear, with the apex at slightly understaffed
(Vecchio and Sussmann, 1981). However, the benefits of understafhing should not be
overstated.

First, the literature is not united; some authors find that understaffed groups are
less productive (Ganster and Dwyer, 1995) and that understathng can hurt profits in
retail environments (Mani, Kesavan, and Swaminathan, 2015).

Second, while the literature lacks a consensus about the short-term effects of
understafling, there is widespread agreement that chronic understafling leads to uni-
formly negative consequences (Weiss and Hoegl, 2016). Chronic understafling leads to
stress, burnout, depression, reduced motivation, and lower performance (Hudson and
Shen, 2015; Ganster and Rosen, 2013). This makes intuitive sense: If a team member is
unexpectedly sick, a team might come together and work harder to pick up the slack.
However, this type of increased effort is not sustainable in the long-term.

Hudson and Shen, 2015, break understafling down into three dimensions: the
manpower dimension of understaffing, which simply measures by how much a group
is understaffed; the type of personnel understaffing, which is whether a group lacks
needed expertise; and the length of understaffing, which is whether understafling is
acute or chronic. Chronic understaffing is almost always negative, and those negative
effects are magnified when groups lack necessary experts.

Understaffing is also of interest to the JRC for its effect on conformance quality.
Conformance quality is how well employees carry out central management directives
and standard operating procedures. It is often defined in contrast to service quality,
which is the extent to which customers rate their service experience positively. Con-
formance quality increases productivity, timeliness, cost, business performance, and
life-cycle productivity (Maani, Putterill, and Sluti, 1994; White, 1996; Krishnan et
al., 2000).

In a longitudinal analysis of 268 stores of a large retailer, one scholar found that
increasing staffing levels increased conformance quality (Ton, 2008). With a higher
staffing level, workers felt less pressure to run around addressing immediate concerns
and had more time to devote to fulfilling central management directives, like prop-
erly displaying merchandise and carrying out inventory checks. Indeed, other schol-
ars show that lower stafling levels lead workers to cut corners when performing tasks
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(Oliva and Sternman, 2001). Crucially, this corner cutting is not always immediately
apparent to managers, who often believe that increased effort, not lower conformance,
from their employees is what caused the higher productivity. This finding calls into
doubt the earlier research on the benefits of understaffing.

Control Loss and Optimal Organization Size

Related to understaffing is the literature on control loss. Control loss is the dilution
of control that central management has over the components of an organization. The
primary finding from this literature is that when organizations increase in size, there
is a tradeoff between increasing the number of employees and decreasing manage-
ment’s control over them (Williamson, 1967). In effect, organizations are like a game
of telephone, with each additional layer of hierarchy increasing the chance that cen-
tral management’s message will be muddied. In general, organizations that have less
time to make decisions and that employ higher-quality individuals as decisionmakers
tend to have smaller optimal sizes (Gradstein, Nitzan, and Paroush, 1990). Regard-
less of the number of levels of hierarchy, control loss, much like uncertainty, can be
reduced through effective communication and trust (Narayanaswamy, Grover, and
Henry, 2013).

Effects of Certification

The literature on the effects of certification focus mainly on organizational certifica-
tions, especially certifications from the International Organization for Standardization
(ISO). Many scholars have found benefits to ISO 9000, ISO 14000, and ISO 20000
certifications, which govern business management, environmental practices, and infor-
mation technology management, respectively (Gotzamani and Tsiotras, 2001; Kuo et
al., 2009; Rondinellia and Vastagb, 2000; Morrow and Rondinelli, 2002; Sharma,
2005; Cots, Casadesus, and Marimon, 2016). However, some scholars have found
mixed results or negative results (Chow-Chua, Goh, and Wan, 2003; Link and Naveh,
2006; Terziovski, Samson, and Dow, 1997).

Fewer studies have been done on the effects of individual certification, but they
have had similarly mixed results. One study found that a particular certification, the
Project Management Professional Development Programme, improved knowledge of
core management practices (Alam et al., 2008). However, two scholars have called
into question the effectiveness of the widely used Project Management Professional
(PMP) certification. After eliciting from experts 15 core competencies for potential
information technology (IT) project managers, they surveyed over 3,000 IT manag-
ers and executives to determine which competencies were important. PMP certifica-
tion was deemed the least important, with only 15.4 percent of responders consider-
ing it important (Stevenson and Starkweather, 2010). In a follow-up study, the same
authors showed that the success rates for PMP certified employees versus non-certified
employees were statistically indistinguishable. Moreover, interviews with IT executives
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provided anecdotal evidence that certification did not improve effectiveness, with one
executive stating, “PMP is basically worthless. There is no correlation between a good
project manager and certification based on my 15 years of experience” (Starkweather
and Stevenson, 2011).

The effectiveness of certifications for other professions also has mixed scholarly
endorsement. One certification program for nurses improved perceptions of empower-
ment while state certification programs for teachers improved wages but had no effect
on teacher quality (Piazza et al., 2006; Angrist and Guryan, 2008). For acquisitions
more specifically, one study from within the Defense Acquisition University found that
high-level acquisitions classes did increase knowledge of the acquisition process, but it
is unclear whether that finding can be generalized to certification programs in general
(Court, Prothero, and Wood, 2015). In short, the literature on certification programs
lacks consensus on their effectiveness.






APPENDIX B
Interview Methodology

Interviews supporting the discussion in Chapter Four were collected using the following
protocols. Each interview was conducted by two RAND researchers with one or two
JRC staft members. Interviews were conducted primarily in person with a minority con-
ducted telephonically to meet staff availability needs. Interviews occurred in late Novem-
ber 2017 at the JRC office at the main facility in the DHS Nebraska Avenue Complex.
All but two interviews occurred in person. We interviewed the entire JRC staff and lead-
ership that was available, 12 individuals. JRC leadership—defined as the director and
director of analysis—received the Executive Interview protocol. JRC analysts—defined
as those with the Program Analyst job description—received the Analysis protocol, and
all other staff members received the PMO protocol based on internal JRC organizational
divisions. Once complete researcher interview notes were compared for consistency, and
findings were reported if presented by over three-fourths of relevant interview subjects
(three out of four analysts, nine out of 12 overall interview subjects, etc.).

Business Processes Study—Executive Interviews

We are conducting a study on behalf of the JRC to review its business practices, and rec-
ommend actions to improve efficiency, effectiveness, and plans for the future. Today’s
discussion will help us gain perspective on the key missions and objectives of the JRC,
and the role it plays in supporting DHS missions and goals.

1.  What is your role in the JRC? How long have you been in your position at the
JRC?
a.  What aspects of the JRC do you provide leadership for?
2. What are the key mission objectives of the JRC?
a.  What are the key things that the JRC does to achieve its goals?
How, in your view, does JRC contribute to broader DHS missions and goals?
As we understand it a large part of the JRIMS process is working with com-
ponents and sponsors. What types of activities do you do in coordination with

b

these entities?
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5.

a. How does this coordination impact the JRIMS process?

b. Aside from components and sponsors, are there any other key entities you
coordinate with? If so who?

How do you think the JRC will change in the foreseeable future?

a. How will this affect your workflow or the workflow of your staff?

b. Are any related changes or planning efforts presently underway?

Business Processes Study—Analysis Interviews

We are conducting a study on behalf of the JRC to review its business practices, and
recommend actions to improve efficiency, effectiveness, and plans for the future. As
part of this study, today’s discussion will help us gain perspective from people in your
position at the JRC on the tasks you work on, what is required to complete those tasks,
and any challenges you might experience in your work.

1.

2.

What is your role in the JRC? How long have you been in your position at the
JRC?
We understand that most [of] your workload is dedicated to the JRIMS process.
To better understand your role in this process, we’ll be asking about the steps
involved in, and any challenges you may face, working JRIMS.
a.  What percentage of your time do you spend on JRIMS activities?
b. What aspects of JRIMS are you involved in?
c.  What materials/documents/etc. do you use to complete these steps?
d. Do you coordinate with other JRC employees to complete this work? If so
who, how, and how often?
e. On what types of activities do you coordinate with components and spon-
sors? Who do you coordinate with, how and how often?
f. Whag, if any, challenges are there with completing the JRIMS process?
i. How often do these challenges occur?
ii. What, in your opinion are the sources of these challenges?
While JRIMS is a large part of your job, we understand that other activities may
also be part of your workload. What are some of these activities you spend time
on outside of the JRIMS process?
a. Who internal to JRC do you coordinate with to complete these activities?
External to JRC?
b. How much time do you spend on these activities?
c. Are there any challenges to completing these other activities?
d. How do these activities impact your work on the JRIMS process?
What would you say are the most predictable aspects of your job? What would
you say are the most unpredictable?
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Business Processes Study—Program Management Office Interviews

We are conducting a study on behalf of the JRC to review its business practices, and
recommend actions to improve efficiency, effectiveness, and plans for the future. As
part of this study, today’s discussion will help us gain perspective from people in your
position at the JRC on the tasks you work on, what is required to complete those tasks,
and any challenges you might experience in your work.

1.

2.

What is your role in the JRC? How long have you been in your position at the
JRC?
We understand that most [of] your workload is dedicated to program manage-
ment. To better understand your role in this process, we’ll be asking about the
steps involved in, and any challenges you may face, working in the JRC.
a.  What program management activities are you involved in?
b. What percentage of your time do you spend on these activities?
c.  What materials/documents/etc. do you use to complete these steps?
d. Do you coordinate with other JRC employees to complete this work? If so
who, how, and how often?
e. On what types of activities do you coordinate with components and spon-
sors? Who do you coordinate with, how and how often?
f.  What, if any, challenges are there with completing these activities?
i.  How often do these challenges occur?
ii. What, in your opinion are the sources of these challenges?
g. Aside from components and sponsors, are there any other key entities you
coordinate with? If so who?
While program management is a large part of your job, we understand that
other activities may also be part of your workload. What are some of these
activities you spend time on outside of program management?
a. Who internal to JRC do you coordinate with to complete these activities?
External to JRC?
b. How much time do you spend on these activities?
i.  Are there any challenges to completing these other activities?
What would you say are the most predictable aspects of your job? What would
you say are the most unpredictable?
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he Joint Requirements Council (JRC) is an executive-level

body in the Department of Homeland Security (DHS) charged

with building a unified, effective, and efficient operational

requirements process for DHS. This report offers actions to

improve the JRC'’s efficacy, effectiveness, and ability to plan
for the future. In conducting this assessment, we undertook a multimethod
approach based on the Doctrine, Organization, Training, Material, Leadership,
Personnel, Facilities framework to examine four mission areas of the JRC:
implementation and execution of the Joint Requirements Integration and
Management System, provision of training to DHS staff on the requirements
process, analysis of joint capabilities and requirements, and requirements
outreach. To assess these areas, we reviewed literature on common problems
facing complex organizations, examined literature on best practices from other
joint requirements councils, and interviewed program staff. We find that the
present organizational and personnel systems in place for the JRC should be
expanded to more fully address the mission of the JRC and that the JRC staff
authorizations are insufficient to accomplish all tasks across its mission areas.
Additionally, JRC staff members face a high degree of uncertainty in their work
given the decentralized nature of decisionmaking in the DHS requirements
process. We offer two preliminary recommendations to DHS leadership. First,
the JRC staffing level should be increased to accommodate workload across
mission areas. Second, DHS leadership should vest more authority over DHS
requirements to the JRC to facilitate the implementation of an enterprise-wide
joint requirements process.
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