Strategic
Surveillance
for Food Safety
Designing a surveillance
approach and considerations
for implementation
Jon Freeman, Nathan Ryan, Julian Glenesk

For more information on this publication, visit www.rand.org/t/RR2519
Published by the RAND Corporation, Santa Monica, Calif., and Cambridge, UK
© Copyright 2019 RAND Corporation
R® is a registered trademark.

RAND Europe is a not-for-profit research organisation that helps to improve
policy and decision making through research and analysis. RAND’s publications
do not necessarily reflect the opinions of its research clients and sponsors.

Limited Print and Electronic Distribution Rights
This document and trademark(s) contained herein are protected by law. This
representation of RAND intellectual property is provided for noncommercial use
only. Unauthorized posting of this publication online is prohibited. Permission is
given to duplicate this document for personal use only, as long as it is unaltered
and complete. Permission is required from RAND to reproduce, or reuse in
another form, any of its research documents for commercial use. For information
on reprint and linking permissions, please visit www.rand.org/pubs/permissions.

Support RAND
Make a tax-deductible charitable contribution at
www.rand.org/giving/contribute

www.rand.org
www.randeurope.org

Preface

This document reports on RAND Europe’s study into the Food Standards Agency’s (FSA) strategic
surveillance programme. The FSA commissioned the study in February 2018. The aim of the project is to
design a high-level end-to-end approach for strategic surveillance, identify relevant analytic tools and
methods, and develop an implementation plan for the programme. The report’s intended audience is the
FSA, the programme’s senior responsible officer (SRO), those involved in the current practice of food
surveillance and the nascent strategic surveillance team (SST).
RAND Europe is a not-for-profit independent policy research organisation that aims to improve policy
and decision making in the public interest through objective research and analysis. RAND Europe’s
clients include national governments, multilateral institutions and other organisations with a need for
rigorous, independent and interdisciplinary analysis. Part of the global RAND Corporation, RAND
Europe has offices in Cambridge, UK, and Brussels, Belgium.
For more information please contact:
Jon Freeman
Research Group Director, Innovation, Health and Science
RAND Europe
Westbrook Centre, Milton Road
Cambridge CB4 1YG
United Kingdom
Tel. +44 (1223) 352 611
jfreeman@rand.org
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Strategic Surveillance

Summary of the design and implementation considerations

RAND Europe was engaged to assist with the design and implementation
planning of an approach to strategic surveillance
The Food Standards Agency (FSA) has engaged RAND Europe to assist with the design and
implementation of a strategic surveillance system for the UK food system. This is in support of a broader
programme of work at the FSA, launched in late 2017, to develop a new approach to strategic surveillance
that is data-driven, proactive and flexible. This report outlines an approach that the FSA could employ to
implement strategic surveillance. The approach illustrates the key steps and decision points needed for
effective strategic surveillance.

The study builds on existing FSA surveillance practices and models
The study team was tasked to produce an end-to-end cycle with implementation steps; identify tools and
techniques to implement against each step of the approach; and, develop recommendations on the
feasibility and impact of the steps being implemented.
RAND Europe analysis took a top-down approach (i.e. by using existing FSA models) and a bottom-up
approach (i.e. clustering themes emerging from interview data) in order to produce a proposed operating
model for strategic surveillance.
Figure 0.1: Strategic surveillance as an approach

Source: RAND Europe analysis
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RAND Europe has designed an overall approach to strategic surveillance, which is comprised of five
connected yet discrete steps at its highest level (or Level-0), which are:
x Plan and direct: What are we going to do and who is going to do it?
x Collect and collate: How do we get usable data?
x Analyse and produce: How do we make assessments from the data?
x Report and disseminate: How do we communicate our assessments?
x Evaluate and review: How do we improve the process?
Key features of this approach are that it is:
x Cyclical rather than linear – as insights are gained from executing the approach, improvements
can automatically feed back into the system to improve the approach.
x Iterative – to support learning, iteration between steps of the approach is encouraged. Our testing
of the approach identified that iterations are particularly important between the ‘Collect and
Collate’ and ‘Analyse and Produce’ steps.
x Flexible and adaptable – as knowledge is gained about specific topics, or the delivery of the
overarching surveillance programme, the approach can be refined to allow continuous
improvement.
x Time agnostic – the approach can be used quickly to investigate specific topics, but can equally be
applied over a longer period to support the overarching surveillance programme.

RAND Europe has suggested specific actions that should be considered
for implementation by the FSA
RAND Europe has produced eight implementation steps for the FSA to consider going forward. The
implementation steps were the output of a stakeholder engagement exercise, where participants were
asked to consider the feasibility and impact of each step.1 The FSA currently undertakes many of these
activities (e.g. identify and engage stakeholders, utilise existing databases, and raise FSA visibility amongst
stakeholders) and not all the implementation steps should be considered ‘novel’. The output of the
exercise, along with a summary of the implementation steps, is given below in Table 0.1.
There is a clear rationale for the strategic surveillance programme to focus on:
x The continued identification and engagement of stakeholders.
x The approach should continue leveraging existing data and link together data sources to exploit
insights.
x A skills and methods catalogue will facilitate organisational learning and skills development and
assist the FSA to structure problem solving and implement the approach.

1

The study team undertook a workshop at the FSA in March 2018. Stakeholder engagement exercises included
brainstorming, expert elicitation and plenary discussion.
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x Selecting and prioritising topics should be undertaken using a data-driven, repeatable and
informed decision-making process.
These actions are considered to have impact and to be feasible and should therefore offer significant
benefit to the emergent strategic surveillance programme.2
The study team would also argue that there is a need to define the process for acting on and
communicating assessments, as this will ensure that the strategic surveillance programme would deliver
outputs in a form and to a process that maximises utility and will rapidly help secure buy-in to the
programme. It is, however, reliant on stakeholder support to define these processes and is therefore more
challenging.
Table 0.1: Impact and feasibility of the long-list of implementation steps
Implementation step

Impact

Feasibility

Medium-high

Medium-high

High

Low

High

High

Medium-high

Medium-low

Low

Medium-low

Medium-high

Medium-high

7. The FSA should compile a data catalogue based on metadata

Medium-low

High

8. Skills, knowledge and experience should be captured (i.e. in

Medium-high

Medium-high

An effective approach to selecting and prioritising topics
1. Selecting and prioritising topics should be undertaken using a
data-driven, repeatable and informed decision making
process
2. The FSA should undertake forecasting and horizon scanning
activities to identify unknown unknowns
Improving communication and coordination
3. The surveillance programme should continue to identify and
engage stakeholders
4. There is a need to define the process for acting on and
communicating assessments
5. The FSA should increase its visibility amongst stakeholders to
assist data collection and future action
Gathering quality data, information and knowledge
6. The approach should continue leveraging existing data and
link together data sources to exploit insights

the form of a skills and methods catalogue) to assist the FSA
to structure problem solving and implement the approach
Note: the table is the result of a stakeholder engagement exercise undertaken with FSA stakeholders.

2

In the context of the study, impact was defined as the level of change envisaged for the strategic surveillance system.
Feasibility was defined as the level of effort and organisational willingness to implement a step in the surveillance
system.

ix

The foresight and horizon scanning programme is already underway in a separate part of the FSA and so
does not need to be led by the strategic surveillance programme; rather, they should ensure they remain
connected to that piece of work and are able to leverage its outputs.3
The compilation of a data catalogue was considered to be lower impact by the workshop attendees. It is
suggested that the strategic surveillance programme should keep this action under review and if, as the
programme matures, it becomes apparent that such a catalogue is required, it can be introduced into the
schedule of works.

3

The foresight and horizon scanning programme aims to identify emergent risks to the UK food system by
searching for ‘left field’ or unknown-unknowns. For example, these might be new risk areas on existing topics or
commodities available on the UK market (e.g. new suppliers of raw milk or regional-specific products like Scottish
Angus beef). These signals will be detected and flagged-up in the surveillance system, in order for them to be further
investigated and acted on where necessary.
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1.The Food Standards Agency (FSA) needs an approach to
strategic surveillance

In late 2017, the FSA embarked on a major programme of work to develop a new approach to strategic
surveillance (SS). The programme aims to meet the World Health Organisation’s definition of
surveillance, which is ‘the ongoing systematic collection, collation, analysis and/or interpretation of data,’
followed by dissemination of information so that direct action can be taken.4 ‘Strategic surveillance’ is the
proactive data-driven system to identify and mitigate risks (i.e. impacts to safety, authenticity and
assurance) to the UK food system.5
The present approach to strategic surveillance is supported by a regime of random sampling of food
products (e.g. meat, honey, whiskey, etc.) by local authorities. Any future surveillance programme will use
food sampling and random testing to validate data-driven results. In the long term, the validated strategic
surveillance programme will operate on its own, potentially without reference to a sampling regime.
The programme is strongly aligned to the FSA strategic objective of ensuring that ‘Food is safe and is
what it says it is’. The move towards a more proactive, data-driven approach is contextualised by FSA
work initiatives, such as Regulating Our Future (ROF) and the United Kingdom (UK) exit from the
European Union (EU) (i.e. two current and ‘overriding’ FSA organisational priorities),6 and also the work
of the UK National Food Crime Unit (FCU) (i.e. combating financially motivated food crime and fraud
involving food, drink or animal feed).7
The FSA has engaged RAND Europe to assist with the design and implementation of a strategic
surveillance approach for the UK food system. This chapter of the report documents the aims and
objectives of the study, caveats and limitations, and the structure of the following report.

4

World Health Organisation (2018).

5

FSA (2017).

6

FSA (2018).

7

FSA (2016).
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1.1.The project has four main objectives and aims to develop a
surveillance approach for the UK food system
The aim of the RAND Europe study was to assist in the design and implementation planning of a
strategic surveillance approach for the UK food system. The project was underpinned by four main
objectives:
x Design an approach for strategic surveillance that can provide a highly reliable source of robust
data and intelligence across the FSA and the UK food system.
x Formalise the appropriate stages into a process flow, ensuring the high-level end-to-end cycle is
mapped, understood and priority implementation stages approved with key stakeholders.
x Provide tools and techniques to implement each step of the approach.
x Develop detailed awareness of areas of work required to fully implement the end-to-end
approach, including preliminary recommendations on the feasibility and impact of the steps
being implemented.
To meet the aims of the study, RAND Europe gathered a study team comprised of specialists in food
studies, data science and business process mapping, as well as experienced senior researchers with practical
knowledge of innovation and technology foresight methods. Over the course of the short, seven-week
study, it became clear that the FSA was in need of an approach to strategic surveillance – rather than a
‘process’ – because a process-driven list of steps to complete was too rigid, fixed and not keeping with the
design principles or data we had gathered. Instead, a more cyclical model with a series of feedback loops
and break-points was a more appropriate design and best described the approach the FSA envisaged for a
future surveillance programme.

1.2.There are caveats and limitations on the scope and implementation
of the study
The study results are bound by a number of caveats and limitations that shaped the scope of the study.
These include:
x The relatively short study duration.
x Operating according to the Agile approach (as explained below).
x Aiming for an approach to strategic surveillance that is ‘good enough’, rather than ‘perfect’.
The study was time-bounded to seven weeks. This compressed timeline meant that senior stakeholders
had to be interviewed rapidly and the design and testing tasks were undertaken in parallel. The study team
took an Agile approach to the development and design of the overall approach to surveillance. In practical
terms, the study team operated by the Agile mantra of: ‘Think Big, Act Small, Fail Fast, and Learn
Rapidly’.8 Consequently, achieving the aims and objectives had to be ‘good enough’ and ‘workable’,

8

Poppendieck & Poppendieck (2003, 182).
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rather than aiming for a ‘perfect’ outcome. The overall approach was designed to be flexible, evolutionary
and adaptable, instead of a rigid process; it provides a guiding structure and foundation upon which the
FSA can start implementing strategic surveillance and evolve the approach as the FSA grows in maturity
with respect to surveillance.

1.3.The report is structured around actions to support implementation
The study was designed by tasks, some of which were executed in parallel. The study tasks and their
relationships to each other are visualised in Figure 1.1.
Figure 1.1: Overview of the project tasks

Source: RAND Europe study team.

The report is focused on implementation steps resulting from the validation workshop (Task 3a) with
FSA stakeholders which have been clustered around three topic areas (see Chapters 3–5 for greater detail):
x An effective approach to selecting and prioritising topics.
x Improving communication and coordination.
x Gathering quality data, information and knowledge.
Figure 1.2 below gives a visual representation of the report and its chapters, the majority of which are
focused on the actions the FSA can take to implement the proposed approach to strategic surveillance.
The research approach and methods utilised by the study team are documented in Chapter 2. A detailed
view of the approach is documented in Annex A. Analytic tools and methods that should be utilised in
different steps of the approach are provided in Annex B.

3
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Figure 1.2: Overview and structure of the report

Source: RAND Europe study team.
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2.Designing an approach to strategic surveillance

This chapter presents the end-to-end approach for strategic surveillance, designed by the project team to
suit the needs and requirements of the FSA. The study team has designed the approach after engaging in a
requirements elicitation exercise with senior stakeholders. The study team has taken both a bottom-up
and top-down approach to propose how scaling of the current surveillance approach could be
operationalised. The approach has been presented below using a mixture of visual process flows,
description and explanation, as well as tables of category lists. Detailed process maps are located in Annex
A.

2.1.RAND undertook a requirements elicitation exercise with FSA senior
stakeholders
The study team conducted interviews with senior stakeholders with the aim to elicit responses on the
requirements of a strategic surveillance system, broadly defined. The study team used an interview
protocol to guide the interview and it was structured in three sections: approaches to strategic surveillance,
process mapping, and stakeholder mapping. Four interviews were conducted in person on Thursday, 22
February 2018 and one phone interview was conducted on Thursday, 1 March 2018. The total duration
of each interview was between 60 and 90 minutes.9
Semi-structured interviews were used to elicit responses from the participants. This type of interview uses
a series of open- and closed-ended questions, which are used to respond, probe and follow-up on
informants’ answers. Although all topics addressed are based on pre-determined questions that are covered
by the interviewer, the ways in which the questions are phrased varies, and appropriate prompts at the
right time are introduced to obtain the most accurate information possible.

9

Recordings of the interviews were taken to assist with note-taking and they will be deleted from secure storage six
months after the study has concluded.
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2.2.An approach to strategic surveillance is comprised of system-wide
principles and steps
The study team analysed the interview data by clustering recurring topics and themes. The high-level
categories emerged from a bottom-up approach to analysing the themes in the qualitative data (i.e. the
requirements and process steps were derived from the interview data, rather than an imposed framework).
Categories were captured at the macro-level of the system, and relate to principles and process steps as
presented in Table 2.1. Principles refer to the overarching needs of the approach, which can include
inputs, outputs, dependencies and constraints at different levels of the system. Process steps refer to
discrete tasks or operations to make the system work. These process steps can occur in parallel, iterate on
one-another and feedback to different steps of the process.
The more detailed, subordinate processes (e.g. process maps in Annex A) may inherit some of the
attributes from the ‘strategic surveillance principles’ (see Table 2.1). A unified model between the
requirements and the process is beyond the scope of the project, as outlined in Section 1.2, and may not
be useful to the FSA given the desire for an adaptable, flexible and evolutionary approach.
Table 2.1: List of strategic surveillance principles and steps resulting from the interviews
Overview of strategic surveillance principles

Steps of the approach

System principles

Plan and direct

User principles

Collect and collate

Tools, methods and data sources

Analyse and produce
Report and disseminate
Evaluate and review

The relationship between principles and specific process steps are visually displayed in Figure 2.1.
Essentially, the system principles, user principles and tools, methods and data sources all inform the
development of the strategic surveillance approach.
Figure 2.1: Relationships between principles and the approach of strategic surveillance
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Source: RAND Europe analysis

2.3.There are various principles relating to the whole strategic
surveillance system, those informed by users, the system and tools,
methods and data sources
The study team analysed the interview data and collated themes from across many different interviewees.
The principles have been derived from the themes and they are illustrated in Figure 2.2. A more detailed
discussion of each of the requirements is provided below.
Figure 2.2: The emergent principles of strategic surveillance

Source: RAND Europe analysis

These principles are important for the resulting design of the approach. They have guided the project
team’s development of discrete steps, all of which are documented in more detailed process maps in
Annex A.

2.4.The approach builds on existing FSA surveillance models
The study team was furnished with documents, reports and proof of concept (POC) slide decks
containing existing FSA approaches to strategic surveillance. A top-down approach to strategic
surveillance, as show in Figure 2.3, gives the view of the process as cyclical. The initial operating model
designed by the FSA had four main steps (i.e. Scan, Spot, Narrow and Evaluate), as well as a fifth step (i.e.
7
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Share/Publish) that leads to action (e.g. commencing an investigation, issuing a product recall, notifying
other government departments or agencies [OGD/A] etc.) outside the surveillance system. The study
team understands that the ‘Scan and Spot’ model, in Figure 2.3, has been signed-off by the FSA Executive
Management Team (EMT). Yet, at the time of publication, there has not been a consensus on the
granular detail of the model or a precise definition of each step, beyond that the model was inspired by a
radar-type metaphor to surveillance.10
The ‘Scan and Spot’ model has been adapted by the study team in order to offer an operating model. An
initial step of ‘Plan and Direct’ has been added to the start of the process (shown in the red box in Figure
2.3) to identify, prioritise and select topics, as well as allocate resources. This step was considered implicit
in the ‘Scan and Spot’ model. Action still takes place outside of the strategic surveillance system after the
dissemination of assessments. These additions to the ‘Scan and Spot’ model were made as a result of
synthesising the data collected from the furnished literature and themes stemming from the stakeholder
interviews. The resulting approach aims to operationalise the current model and complements it using a
similar structure.
Figure 2.3: FSA ‘Scan and Spot’ model adapted for implementation of strategic surveillance

Source: RAND Europe’s adaptation of the ‘Scan and Spot’ model.11

10

According to comments, views and experiences expressed at the FSA stakeholder workshop on Wednesday, 14
March 2018.

11

FSA (2017).
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2.5.The strategic surveillance system involves a number of discrete
processes
RAND Europe has designed an approach to strategic surveillance involving a number of discrete steps and
processes. The approach uses the structure in the ‘Scan and Spot’ model, while drawing influence from
the category labels used in the intelligence cycle.12 As described above, the resulting adaptations to the
‘Scan and Spot’ model aim to operationalise it.
The resulting approach is comprised of five discrete steps at its highest level. The research team refers to
these as the Level-0 steps (as explained in Table 2.2). All the steps are visualised below in Figure 2.4. Each
step has a label and a prompting question that the step aims to answer:
x Plan and direct: What are we going to do and who is going to do it?
x Collect and collate: How do we get usable data?
x Analyse and produce: How do we make assessments from the data?
x Report and disseminate: How do we communicate our assessments?
x Evaluate and review: How do we improve the process?
Key features of this approach are that it is:
x Cyclical rather than linear – as insights are gained, they can feed back into the system to improve
the approach.
x Iterative – to support learning, iteration between steps of the approach is encouraged and the
testing of the approach identified that this is particularly important between the ‘Collect and
Collate’ and ‘Analyse and Produce’ steps.
x Flexible and adaptable – as knowledge is gained about specific topics, or the delivery of the
overarching surveillance programme, the approach can be refined to allow continuous
improvement.
x Time agnostic – the approach can be used quickly to investigate specific topics, but can equally be
applied over a longer period to support the overarching surveillance programme.
The research team has designed the approach with a number of ‘levels’ or layers of granularity and detail.
They are described below in Table 2.2.
Table 2.2: Levels of detail in the designed approach and their location in the report
Levels

Description

Level-0

A macro-level or ‘helicopter’ view of the overall approach to surveillance (shown in Figure 2.4).

Level-1

Greater detail is given in the level-1 view of the approach. It comprises a number of discrete steps or

12

The intelligence cycle is a formal process used by intelligence agencies (both open-source and clandestine) when
gathering information, making assessments and issuing a product to decision makers (Phythian 2013).
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processes (between four and seven) under each level-0 heading (shown in Figure A.2.).
Level-2

Granular detail is included in the level-2 view of the approach (shown in Figure A.4). It contains start
and end points, detailed process and sub-process steps, as well as methods (shown in red),
stakeholders (shown in green), information databanks and information labels (shown in Annex A).

As identified from the interviews, the overall process should be time agnostic (i.e. the overall process is not
time-bounded, although sub-tasks may occur at regular intervals, such as selecting topics). Moreover, the
system principles identified above are adopted in the subsequent approach (e.g. repeatable, open and
transparent, a dynamic and evolutionary system). The model accommodates non-linearity (e.g. the steps
between ‘Collect and Collate’ and ‘Analyse and Produce’ are iterative and often occur in parallel). A
diagram of the overall approach is provided in Figure 2.4.
Figure 2.4: Strategic surveillance as an approach

Source: RAND Europe analysis

2.6.The proposed approach was tested on previous use cases conducted
for the FSA
To ensure that the approach was applicable to the FSA’s needs, the study team tested it against two use
cases previously delivered to the FSA under their surveillance programme; these are olive oil adulteration
and the contamination of shellfish with Vibrio bacteria. The testing was undertaken by a RAND Europe
food policy expert outside the core research team in order to provide an internal challenge function.
The first stage of testing was an assessment of the logical steps of the approach at Level-0, and the detailed
steps at Level-1 (see Annex A) were also undertaken. Each process step was scrutinised to ensure that there
was no framing bias, and the challenge function triggered a refinement of the particular step in question
in order to address the identified concerns.
Secondly, the use cases were considered to identify whether the approach fits with existing surveillance
outputs and if the FSA was already conducting activities in the overall process design. The outputs of
these tests are presented in Table 2.3, where ‘yes’ means the step is undertaken in the current strategic
surveillance regime (shaded green), and ‘no’ means the step is not executed (no shading). Both the olive
oil and Vibrio use cases undertook similar steps in making topic assessments, which accounts for why both
cases are marked ‘yes’ in each column.
10
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Table 2.3: Process testing of use cases against Level-0 and Level-1 steps.
Olive Oil

Vibrio

Plan and direct – What are we going to do and who is going to do it?
Identify stakeholders

Yes

Yes

Identify process for topic selection and identify topics

No

No

Determine institutional resource needs

Yes

Yes

Prioritise topics

No

No

Select topics

Yes

Yes

Agree timeframe for delivery

Yes

Yes

Mobilise the plan

Yes

Yes

Identify known data sources relevant to topic

Yes

Yes

Identify unknown data sources relevant to topic

Yes

Yes

Assess all topic-relevant data sources

Yes

Yes

Obtain the data

Yes

Yes

Clean the data

Yes

Yes

Identify process for ranking methods

No

No

Assess potential method(s) of analysis for topics

No

No

Conduct analysis on topic

Yes

Yes

Interpret results for topic

Yes

Yes

Validate outputs for topic

Yes

Yes

Present assessment on topic and conduct threshold analysis

No

No

Prioritise topics at the system level (if required)

No

No

Decide whether to act

No

No

If action on a topic is required, decide on action steps

No

No

Determine who to act with and who to disseminate to

No

No

Decide means and approach of dissemination

No

No

Deliver the message to act

No

No

Assess performance against indicators

No

No

Test and assess mission and scope of SS against FSA strategy

No

No

Identify lessons

Yes

Yes

Identify improvements to methods of analysis

No

No

Identify process-level improvement options

No

No

Identify system improvement options

No

No

Present process improvement options to stakeholders

No

No

Collect and collate – How do we get usable data?

Analyse and produce – How do we make assessments from the data?

Report and disseminate – How do we communicate our assessments?

Evaluate and review – How do we improve the process?
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The testing showed the approach was appropriate for the two use cases, since there were no steps
undertaken in the use cases that did not subsequently appear in the overall approach (either at Level-0 or
Level-1). The current strategic surveillance practices were strongly clustered around the Level-0 steps of
‘Collect and Collate’ and ‘Analyse and Produce’, while no steps were taken by the use cases in ‘Report and
Disseminate’, and one step was taken in ‘Evaluate and Review’. The testing highlighted a number of steps
could have been taken during the use cases to direct action outside the system (e.g. issuing alerts or
agreeing to further monitoring) and to aid organisational learning (e.g. identifying process
improvements). These additional steps may have been executed implicitly by the FSA; however, there was
no documented evidence reviewed by the study team to suggest these steps were taken.

2.7.The validation workshop generated a long-list of steps the FSA should
implement
The study team presented the outputs of the design, testing and identification of tools and methods to
FSA stakeholders on 14 March 2018. The aim of the workshop was to generate a long-list of steps the
FSA should take forward in order to achieve its desire of scaling-up the strategic surveillance efforts it
currently undertakes. The workshop contained two exercises or ‘sessions’ to engage participants, generate
discussion and ultimately generate a long-list of implementation steps.

2.7.1.Session one considered the approach and methods
The first session considered the overall approach to strategic surveillance and methods. Participants were
presented with the overall approach, at Level-1, which showed each step and associated method. The tools
and methods described did not relate to software packages; rather they related to intellectual frameworks,
established analytic techniques, and methods of analysis to assist with problem solving. The aim of the
session was to consider the approach and methods, and answer the following questions from a FSA
perspective:
x Do you currently do this step?
x Are there any other methods that you would use?
x What needs to be done by the FSA to implement this approach?
RAND Europe facilitated the session in two groups and took detailed notes of participant responses.
Participants were given 15 minutes to discuss each Level-0 ‘swimlane’. They referenced the Level-1 steps
and associated methods in their responses. The answers to the above questions were used as inputs to
session two in the form of a long-list of implementation steps.

2.7.2.Session two focused on analysing and producing an action plan for
implementation
The second session focused on analysing the long-list of implementation steps. The study team gathered
the feedback generated by each group in session one. Workshop participants were invited to discuss the
implementation steps in structured exercises, where each step was evaluated in terms of future impact and
feasibility. The purpose of the session was:
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x To consider how feasible the approach is to implement
x To consider what impact the approach will have on an envisaged strategic surveillance system.
Feasibility was defined as the level of effort required and organisational willingness to take the step
forward. Impact was considered to be the level of change and positive influence it would have on the
envisaged strategic surveillance system. All participants were then invited to consider, as a group, the
feasibility and impact of the implementation steps. Each step was written on a sticky note and placed
where the consensus formed on the 2x2 implementation matrix, as show in Figure 2.5.
Figure 2.5: Feasibility and impact matrix

Source: RAND Europe analysis

The insights generated from both sessions enabled the study team to synthesise the implementation steps
together with the existing process design and testing work. The results of the synthesis are the eight
implementation steps shown in Table 2.4. The implementation steps vary in terms of impact and
feasibility (e.g. low, medium-low, medium, medium-high, high), according to the consensus and
discussion of FSA stakeholders, which is underpinned by their experience, perceptions and views. The
FSA were already undertaking some of these activities, albeit in a limited way, during the POC stages. For
instance, the FSA has engaged with stakeholders and subject matter experts (SMEs), leveraged existing
data sources, and raised the profile of the FSA amongst stakeholder groups. In Table 2.4, the green
shading is for those steps falling in the top-right quadrant (Figures 2.5 and 2.6) and represents steps to
prioritise. RAND Europe considers these steps as necessary for the future realisation of a strategic
surveillance system.
Table 2.4: Impact and feasibility of the long-list of implementation steps
Implementation step

Impact

Feasibility

Medium-high

Medium-high

An effective approach to selecting and prioritising topics
1. Selecting and prioritising topics should be undertaken using a
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data-driven, repeatable and informed decision making
process
High

Low

High

High

Medium-high

Medium-low

Low

Medium-low

Medium-high

Medium-high

7. The FSA should compile a data catalogue based on metadata

Medium-low

High

8. Skills, knowledge and experience should be captured (i.e. in

Medium-high

Medium-high

2. The FSA should undertake forecasting and horizon scanning
activities to identify unknown unknowns
Improving communication and coordination
3. The surveillance programme should continue to identify and
engage stakeholders
4. There is a need to define the process for acting on and
communicating assessments
5. The FSA should increase its visibility amongst stakeholders to
assist data collection and future action
Gathering quality data, information and knowledge
6. The approach should continue leveraging existing data and
link together data sources to exploit insights

the form of a skills and methods catalogue) to assist the FSA
to structure problem solving and implement the approach

For the highest priority steps, see Table 2.4 for those steps with the highest impact and feasibility (shown
in light green). The upper-right region shaded in green in Figure 2.6 shows the highest priority
implementation steps to consider, while the top-left and bottom-right are considered medium priority,
and the bottom-left corner in red is of lowest importance.
From this it can be seen that there is a clear rationale for the strategic surveillance programme to focus on:
x Continuing to identify and engage stakeholders.
x Continue leveraging existing data and link together data sources to exploit insights.
x A skills and methods catalogue that will facilitate organisational learning and skills development
and assist the FSA to structure problem solving and implement the approach.
x Selecting and prioritising topics using a data-driven, repeatable and informed decision making
process.
These actions are considered to have impact and to be feasible and should therefore offer significant
benefit to the emergent strategic surveillance programme.
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Figure 2.6: Implementation steps plotted on the impact and feasibility matrix

Source: RAND Europe analysis

The study team would also argue that there is a need to define the process for acting on and
communicating assessments, as this will ensure that the strategic surveillance programme would deliver
outputs in a form and to a process that maximises utility and will rapidly help secure buy-in to the
programme. It is, however, reliant on stakeholder support to define these processes and is therefore more
challenging.
The foresight and horizon scanning programme is already underway in a separate part of the FSA and so
does not need to be led by the strategic surveillance programme; rather they should ensure they remain
connected to that piece of work and are able to leverage its outputs.
The compilation of a data catalogue was considered to have lower impact by the workshop attendees. It is
suggested that the strategic surveillance programme should keep this action under review and if, as the
programme matures, it becomes apparent that such a catalogue is required, it can be introduced into the
schedule of works.
The following three chapters cover all the implementation steps to action.
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3.An effective approach to selecting and prioritising topics

This chapter explains the need for an effective approach to selecting and prioritising topics during the
‘Plan and Direct’ stage. Topics may need re-prioritisation and concomitant selection of pertinent topics
due to new information being brought to light during the ‘Collect and Collate’ and ‘Analyse and Produce’
stages. The prioritisation and selection of topics may occur monthly, quarterly or bi-annually, or at the
discretion of the EMT, which is in keeping with the non-temporality of the design.
Figure 3.1: Selecting and prioritising topics occurs in ‘Plan and Direct’

Source: RAND Europe analysis

3.1.Selecting and prioritising topics should be undertaken using a datadriven, repeatable and informed decision making process
The current process of prioritising and selecting topics to include in the surveillance programme is ad hoc,
reliant on what was undertaken in previous years, lacking in objectivity and transparency.13
The FSA approach would be improved if it could prioritise and select topics for the surveillance process,
and if this was done in an objective, evidence-based and repeatable way, with a clear rationale agreed
across all stakeholders for the shape of the programme. In order to select topics, the FSA should utilise
such methods as risk analyses (i.e. likelihood and impact), and a variety of evidence including likely public

13

According to synthesised RAND Europe interview information from Thursday, 22 February 2018 to Thursday, 1
March 2018.
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perceptions on a topic and, most importantly, structured approaches to prioritising the programme. A
macro-level view of all the topics currently facing the FSA would allow the organisation to prioritise the
most important and risky issues and filter out those deemed unimportant by public attitudes. When
topics are selected, the FSA should assign them to available resources (e.g. analysts and SMEs) and assign
them responsibility according to a stakeholder accountability exercise (for instance, utilising the
responsibility, accountability, consulted and informed [RACI] matrix explained in Annex B.2). One of
the perceived challenges is to engage SMEs throughout the overall process, as well as making themselves
available to work with the data scientists when their topic is being examined. Each topic can be
investigated through a ‘hackathon’ or ‘sprint’ during the remainder of the overall surveillance approach
outlined in Figure 2.4. The impact and feasibility was assessed as ‘medium-high’ on both parameters in
Table 2.4, which shows that the FSA considers the issue to be a relatively high priority.
The FSA should implement a repeatable and data-driven process of prioritising and selecting topics against
limited resources, risk analyses and structured decision-making processes.

3.2.The FSA should undertake foresight and horizon scanning activities
to identify unknown unknowns
The FSA is not proactively engaged in searching for ‘left field’ topics or commodities they do not
currently monitor or know about.14
‘Unknown-unknowns’, in risk management terms, are threats that have not been considered as those that
an organisation currently faces. By their nature, these ‘left field’ topics are hard to find, let alone predict.
There are methods and tools that help identify such topics, such as foresight and horizon scanning (see
Annex B). By undertaking foresight exercises, the FSA could gather inputs to feed in at the ‘Plan and
Direct’ stage of the surveillance process. These inputs would enable the FSA to have a proactive posture to
‘unknown-unknowns’ that reduces (but does not eliminate) the likelihood of strategic surprise. The
impact of foresight and horizon scanning was considered to be ‘high’ during the validation workshop;
however, the feasibility was classed as ‘low’ because there was uncertainty over how the data would be
interrogated and analysed for insights. Adequate training and education of FSA staff using new methods
and data inputs should accompany efforts to develop forecasting and horizon scanning capabilities.
The FSA should conduct forecasting and horizon scanning activities to identify a robust range of topics,
including those that are ‘unknown-unknowns’, as part of selecting the topics for the surveillance programme.

14

According to synthesised RAND Europe interview information from Thursday, 22 February 2018 to Thursday, 1
March 2018.
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4.Improving communication and coordination

This chapter aims at improving communication and coordination within the FSA, internally and with
external stakeholders, for the overall surveillance system to operate effectively. The FSA will need to
engage with stakeholders during the majority of steps, as visualised in Figure 4.1 below.
Figure 4.1: Stakeholder engagement occurs throughout many stages

Source: RAND Europe analysis

4.1.The surveillance programme should continue to identify and engage
stakeholders
Networks of stakeholders are not currently being leveraged to their full potential, particularly because
their role at each stage of the surveillance process has not been specified.15
The value of establishing links to stakeholders and partner organisations, both nationally and
internationally, at an early stage of the process allows early identification of relevant datasets and relevant
perspectives on topics, or to share lessons. Policy analysts, SMEs and academics all have expert knowledge
across commodity areas and emerging topics, which would be useful to leverage throughout the
surveillance process. However, it is inefficient and ineffective to have all stakeholders involved in all stages
of the surveillance programme. In analysing stakeholders, it is useful to use a structured analytical
approach (e.g. RACI or a customer relationship management [CRM] tool) that identifies who is

15

According to comments, views and experiences expressed at the FSA stakeholder workshop on Wednesday, 14
March 2018.
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Responsible for an activity, who is Accountable for that activity, who should be Consulted during that
activity and who needs to be Informed. Such an analysis should be conducted for the surveillance
programme as a whole and also for specific topics that are investigated. Furthermore, this should be
undertaken during the ‘Plan and Direct’ stage of the surveillance programme to ensure that each topic is
investigated efficiently and effectively and it is clear when and where stakeholders are involved and for
what reason. The implementation step of identifying and engaging with stakeholders was listed as the
highest priority step (impact and feasibility were both rated ‘high’) during the validation and
implementation workshop (see row three in Table 2.4). However, it may be harder to obtain insights
from partner organisations because the voluntary nature of professional/external networks reduces the
assurance that they will engage as and when needed.
Any stakeholder list should be generated for a specific purpose (i.e. for identifying SMEs and policy
experts to assist with risk assessments by topic; engaging with external stakeholder organisations for action
or disseminating alerts; etc.). The stakeholder list should follow the ‘privacy-by-design’ principle,16 and be
managed by an Information Asset Owner (IAO) in order to secure the FSA stakeholder list from its initial
composition.
A network of stakeholders should be identified early in the approach using an analytic method (e.g. RACI
matrix or CRM tool) to drive engagement throughout the approach, especially when prioritising and selecting
topics.

4.2.There is a need to define the process for acting on and
communicating assessments
For the surveillance programme to deliver impact for the FSA, assessments need to be communicated to
the most appropriate stakeholders such that suitable action can be taken, which may include launching an
incident investigation.
The stage of ‘Report and Disseminate’ involves issuing assessments to stakeholders, many of whom will be
outside the surveillance system. Whilst it would be reasonable to consider that decisions on actions lie
outside the surveillance programme, systems are expected to become more effective where there is codesign of outputs with users.17 Identifying stakeholders and their roles is an important first step, but a
process must be designed that ensures assessments are communicated quickly and effectively, which
includes making sure that those who might need to take action are aware of the significance of any given
communication. The process for acting on and communicating assessments (e.g. issue alert, notify
stakeholders) and the recommended action (e.g. passively monitor, actively collect further data, archive
topic) should be defined and stakeholder roles assigned. The formats and channels for communication

16

The Information Commissioner’s Office (ICO), the UK’s independent authority to uphold information rights in
the public interest, define ‘privacy by design’ as an approach to projects that promotes privacy and data protection
from the start, rather than ‘bolted-on’ as an after-thought (ICO 2018).
17

Usability.gov (2018).
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need to be designed and agreed with stakeholders (which may use novel or existing methods). The
implementation step was rated at ‘medium-high’ impact and ‘medium-low’ feasibility, due to an inability
to clearly articulate where the strategic surveillance process ‘begins and ends’ in terms of responsibility to
other stakeholders (see row four in Table 2.4). The implementation step will ‘crystallise’ over time since
the approach will adapt and evolve.
The Strategic Surveillance Team (SST) should work with its stakeholder community to design and implement
the approach for communicating assessments and how these generate action where it is necessary.

4.3.The surveillance programme should increase its visibility with
stakeholders to assist data collection and future action
The strategic surveillance programme needs to increase its visibility in order to operate more effectively
and to secure access to further datasets.
The FSA should do more to increase the visibility of the strategic surveillance programme amongst key
stakeholders. Increased visibility would assist with high-quality data collection and resolving data
governance queries, as well as building mutual trust and commitment to act on any future assessments. At
the ‘Plan and Direct’ stage, the surveillance programme should be open to a diversity of sources (i.e.
horizon scanning outputs, twitter feeds, informal networks, rumours and whistle blowers) across a wide
range of topics and commodities. The FSA would benefit from creating a list of datasets (e.g. a ‘wish list’
for each partner organisation) that would be useful for the surveillance approach to leverage. The list
would provide clarity to partner organisations and clearly state what they are being asked to share. This
would overcome the criticism (encountered by the study team) that the FSA has not approached partners
to engage with data collection.18 The overall impact was considered ‘low’ due to the perception that 85%
of open data has already been identified and the potential low-returns on partner datasets.19 Feasibility was
assessed as ‘medium-low’ due to time constraints on building extensive networks, as well as existing
partnerships yielding limited value in terms of data or collaborative action. Despite this step scoring the
lowest compared to all other implementation steps, it is still an integral component of an approach to
strategic surveillance, albeit with less importance.
The strategic surveillance programme needs to engage with a network of stakeholders, in industry, local
authorities and with other governmental departments and agencies, to increase visibility, assist with data
collection and coordinate future action.
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According to comments, views and experiences expressed at the FSA stakeholder workshop on Wednesday, 14
March 2018.
19

According to comments, views and experiences expressed at the FSA stakeholder workshop on Wednesday, 14
March 2018.
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5.Gathering quality data, information and knowledge

This chapter looks at how the strategic surveillance programme could better gather, store and utilise
quality data, information and knowledge. The FSA will need to draw on information and knowledge, as
well as methods and tools, through all the stages of the approach (as shown in the detailed process maps in
Annex A). However, the following implementation steps are primarily concerned with ‘Collect and
Collate’ and ‘Analyse and Produce’ stages, which are particularly data-intensive, as highlighted in Figure
5.1.
Figure 5.1: Data, information and knowledge is primarily located at ‘Collect and Collate’ and
‘Analyse and Produce’

Source: RAND Europe analysis

5.1.The approach should continue leveraging existing data and link
together data sources to exploit insights
The strategic surveillance process should rely on existing data rather than creating a bespoke data
warehouse.
Given the massive proliferation of data within organisations and across the public, private and social
communities, it is increasingly the case that much data can be harnessed to address public sector questions
and this is the case also for the strategic surveillance programme. Rather than create a bespoke data
warehouse, the strategic surveillance programme should expect to utilise and leverage existing data sources
wherever possible. Some of these may be internal to the FSA, while others may be in other parts of the
UK government. Further data sources will be with industry partners or international organisations, which
house ‘new’ types of data (e.g. transactional data generated by individuals and organisations engaged in
the digital economy; social media data generated by individuals and organisations). The approach must be
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able to utilise existing databases and link them together, where possible, to exploit insights from the data.
As identified above in Section 4.3, there has been an exhaustive identification of open-source data, and
systematic studies commissioned by the FSA have revealed few additional sources. Participants in the
workshop noted that more can be done to exploit existing, unstructured databases by linking them
together into structured, human-readable outputs through easy to read graphics and using application
programming interfaces (APIs). These insights can drive improved prioritising of topics and more
accurate assessments, and reduce the time and cost of seeking new data and establishing organisational
memorandums of understanding (MOU) to resolve data governance issues. Based on the aforementioned
points, the impact and feasibility of these efforts was considered ‘medium-high’.
The guiding principle of the strategic surveillance programme should be to access existing data rather than create
new databases.

5.2.The FSA should compile a data catalogue based on metadata
To operate effectively, the strategic surveillance programme needs to have ready access to usable data to
inform its analysis.
Data comes in many forms and differing levels of usability; data in an unusable format offers no utility to
the process. As the strategic surveillance programme develops it will encounter many different sources of
data and it should document all of these in some form of catalogue to be managed as a new Information
Asset. This would enable the analysis team to know what data are available, what it covers, in what format
it exists, what it can be used for, distribution limitations, security considerations, what its limitations are
and any other important considerations. It is not that the FSA needs a data warehouse; rather, it should
have a catalogue based on the metadata that describes the data, how it may be useful and where that data
can be accessed. A data catalogue of FSA datasets is available as part of the Information Asset Register.
There is value in augmenting this to include other datasets that have scope to contribute to the
surveillance programme. The existing catalogue justifies the ‘high’ feasibility of this step. However, the
current impact is considered ‘medium-low’ and it is projected to remain at this level moving forward.
An extended data catalogue based on metadata should be compiled, maintained and integrated into decision
making processes (e.g. selecting topics and making assessments).

5.3.Skills, knowledge and experience should be captured (i.e. in the
form of a skills and methods catalogue) to assist the FSA to structure
problem solving and implement the approach
To operate effectively, the strategic surveillance programme needs to have a suite of analytical methods to
conduct its analysis, which is underpinned by team members with adequate skills, knowledge and
experience to implement the process.
The successful implementation of the strategic surveillance programme will be underpinned by a skilled
and trained SST. There will be different tools that the SST uses to analyse a mix of datasets to reveal
insights. For each of these tools and methods, it is important that they are documented for the type of
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question they were used to address, the kinds of data that were required and any observations about using
that particular method. This approach is important for continually learning and finding improvements for
the surveillance process. The capture of skills and domain knowledge in the form of a methods catalogue
should be compiled to assist the FSA in structuring thinking and aiding problem solving for the
implementation of the strategic surveillance approach. The catalogue would be comprised of a skills
identification chart, with listings of key skills and competencies, as well as the analytic methods and tools
the SST uses to tackle a problem or challenge. RAND Europe analysis has identified a range of methods
and tools relevant to the process steps, as outlined in Annex B. This can form the beginnings of a skills
and methods catalogue. Both the impact and feasibility of this step were considered ‘medium-high’ as it is
anticipated that in the future a skills and methods catalogue would help with problem solving and because
some tools have already been identified.
The skills, knowledge and experience requirements for a capable SST should be recorded in a skills and methods
catalogue, which can be drawn upon during the planning, data collection and analysis phases of the surveillance
process.
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6.Concluding reflections and implementation considerations for
the FSA

In this report, the RAND Europe study team has presented the FSA with a number of implementation
steps for their consideration. They offer the FSA a list of prioritised (sorted from A to H) and discrete
steps to implement. The key takeaway messages or findings under each implementation step have been
summarised below in Table 6.1.
Table 6.1 Key takeaway messages and findings across all implementation steps, prioritised by
impact and feasibility.
Prioritised

List of implementation steps and

steps

number

A

3.

The surveillance programme should

continue

to

identify

and

engage

stakeholders

Implementation considerations
A network of stakeholders should be identified early in
the approach using an analytic method (e.g. RACI
matrix or CRM tool) to drive engagement throughout
the

approach,

especially

when

prioritising

and

selecting topics.
B

C

D

E

6.

The approach should continue

The guiding principle of the strategic surveillance

leveraging existing data and link together

programme should be to access existing data rather

data sources to exploit insights

than create new databases.

8.

Skills, knowledge and experience

The skills, knowledge and experience requirements for

should be captured (i.e. in the form of a

a capable SST should be recorded in a skills and

skills and methods catalogue) to assist the

methods catalogue, which can be drawn upon during

FSA to structure problem solving and

the planning, data collection and analysis phases of

implement the approach

the surveillance process.

1.

Selecting and prioritising topics

The FSA should implement a repeatable and data-

should be undertaken using a data-driven,

driven process of prioritising and selecting topics

repeatable and informed decision making

against limited resources, risk analyses and structured

process

decision-making processes.

7.

An extended data catalogue based on metadata

The FSA should compile a data

catalogue based on metadata

should be compiled, maintained and integrated into
decision making processes (e.g. selecting topics and
making assessments).

F

4.

There is a need to define the

The SST should work with its stakeholder community to

process for acting on and communicating

design and implement the approach for communicating

assessments

assessments and how these generate action where it is
necessary.
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G

2.

The

forecasting

FSA
and

should

undertake

The FSA should conduct forecasting and horizon

horizon

scanning

scanning activities to identify a robust range of topics,

activities to identify unknown-unknowns

including those that are ‘unknown-unknowns’, as part
of selecting the topics for the surveillance programme.

H

5.

The FSA should increase its visibility

amongst

stakeholders

to

assist

data

collection and future action

The strategic surveillance programme needs senior
responsible officers to engage with a network of
stakeholders, in industry, local authorities and other
governmental departments and agencies, to increase
visibility, assist with data collection and coordinate
future action.

Reflecting on the implementation steps in 12 to 18 months’ time, the FSA might find that the approach
has evolved and matured in a different direction to that depicted in this study report. The steps of the
approach, outlined in Annex A, need not be followed prescriptively. The approach has been designed with
adaptability and flexibility as key features. The study team is aware of the client’s advice to a future team
dealing with a more evolved implementation of the approach: the enduring principles of the approach (as
described in section 2.3) should guide and underpin any future surveillance system.
In practice, the implementation steps could be executed in parallel, and as a full programme of work, to
establish a flexible, adaptive and data-driven strategic surveillance programme for the UK food system.
The topic or grouping of commodities, in contrast, could be investigated one-at-a-time in ‘hackathons’
(see Annex B.7) and undertaken in a comprehensive programme of work by the SST in a waterfall-type
model.20 This would allow for a sequenced programme of work, with the aim to implement the system in
quick, agile iterations. The approach designed here may be amendable to various commercial and
contracting arrangements, and project management models, which is at the discretion of the FSA to carry
forward to the realisation of a strategic surveillance system.

20

In project management, a ‘waterfall model’ is comprised of a sequence of work packages where tasks are completed
over time. When displayed graphically, the work packages in discrete boxes seem to cascade down (with linear
progression on work packages) and to the right (temporally) similar to a ‘waterfall’.
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Annex A.Detailed view of the approach

This study has outlined an approach that the FSA could employ to implement strategic surveillance. The
approach illustrates the key steps and decision points needed for effective strategic surveillance. In this
annex we describe this approach in greater detail, conscious that the process is non-linear and not all steps
need to be followed in every case. Nonetheless, this finer grained level of detail acts as a mechanism to
ensure that each higher-level step is adequately thought through, with numerous iterations between the
study team and the FSA. The detailed steps should not be considered the ‘grand plan’ for the surveillance
programme, which the FSA should aim to implement. Rather, the steps are a guide for the programme’s
development and they may differ in practice when reflecting in 12 to 18 months’ time. Figure A.1 shows
the ‘Level-0’ view of the approach and Figure A.2 breaks down each of these steps into a ‘Level-1’ view of
sub-processes.
Figure A.1: ‘Level-0’ view of the strategic surveillance approach
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Figure A.2: ‘Level-1’ view of the strategic surveillance approach
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Each column in Figure A.2 corresponds with the matching ‘Level-0’ step in Figure A.1 (colourcoordinated) and is further broken down into sub-processes and decision points. The sub-processes are
denoted by rectangles while diamonds mark some notable decision points. While each step and column
can logically be followed linearly, in practice this is not always the case as many steps and sub-processes
are non-linear in nature. Therefore, this view can be seen more as a checklist than an explicitly linear
process, accommodating the iterative nature of many of the steps and sub-processes (e.g. between ‘Collect
and collate’ and ‘Analyse and Produce’).
Figure A.4 shows each step at ‘Level 2’, an even finer look into each sub-process of each step in the
strategic surveillance approach and mapped out as a hypothetically linear process. Figure A.3 is a legend
for understanding how to read and interpret the various components of the process maps.
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Figure A.3: Legend for ‘Level-2’ process maps
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Figure A.4: ‘Level-2’ process maps for each ‘Level-0’ step of strategic surveillance21

21

Refer to the Abbreviations table on page xii to interpret those acronyms without expanded first use in Figure A.4.
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The subsequent sections describe and summarize each ‘Level-0’ step in a narrative, alluding to the
processes mapped above.

A.1.Plan and direct
The first step in the strategic surveillance process is to ‘plan and direct’ resources for the upcoming cycle.
A coherent and practical definition of strategic surveillance is required to give the process a mission and
specific objectives.
From a stakeholder perspective, there should be decision-making in the organisation that is integrated and
not siloed. Existing networks and knowledge of relevant stakeholders and their priorities, both internal
and external, is a crucial component of this step. Roles and responsibilities should be defined for each
stakeholder using a RACI matrix or other similar method.
At this stage, factors and characteristics should be identified that indicate that certain topics and
commodities are primed for food fraud (e.g. newly marketed and high value products such as coconut
water, Manuka honey, etc.). Existing evaluation reports should be integrated into the decision-making
process in order to plug emerging knowledge gaps or ‘known-unknowns’. This may involve identifying
new data sources in order to collect and collate further information.
Topics should be prioritised at this stage to indicate which topics should be investigated further. Roles
and responsibilities should be assigned to each particular topic and a timeframe for delivery should be
agreed (e.g. seven week rapid delivery) to ensure ownership and swift action.
Once the plan has been finalised, stakeholders should be informed and indicators of success should be
agreed upon. This is to allow for adequate reflection and process improvement as defined in ‘Evaluate and
review’

A.2.Collect and collate
The aim of collecting and collating information is to draw it into the strategic surveillance system and for
data to be ‘added to the hopper’. Through interviews, it has been suggested there are two kinds of data to
collect: data, reports and resources that are reused, and other data sources on specific topics. There must
be an appreciation of the timelines associated with each type of data and it should be labelled differently
(e.g. longitudinal trade data may indicate long-term trends, whereas immediate price fluctuations on
commodities may indicate imminent fraud). Collecting and collating information includes a range of
informal stakeholders such as whistle-blowers and recruiting sources of human intelligence in the field.
This step is closely related to the ‘Analyse and Produce’ step and the two are cyclical and iterative rather
than a rigid and linear process. A hackathon may be suitable to rapidly tackle many sub-processes in both
steps. A data catalogue, formatting protocol and legal agreement catalogue are useful information
databanks to refer to, update and maintain. Data governance regulations and concerns need to be
considered and catalogued accordingly. As the strategic surveillance approach is deployed, these
information banks will become increasingly useful in the future as they become more complete.
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The types of metadata needed for each data source should be thought of early in the process as it will
inform the classification and coding of new data sources. Well thought-out categories and tags are
paramount to the usefulness of maintaining a data catalogue so that appropriate datasets are easily
identified for a particular topic.
This step has many decision points. For example, initial data screening may reveal an urgent risk that
needs to be prioritised or data may be deemed insufficient to take a topic forward.

A.3.Analyse and produce
The analysis of information requires taking a closer look at the data collected, before it is turned into
actionable intelligence. An assessment needs to be made about what is happening, why it is happening,
what might occur next, and how it affects the FSA. There is a requirement to know that information may
not be ‘perfect’; however, it might be ‘good enough’ to make informed, yet limited, surveillance reports.
The investigation of topics should be prioritised based on a risk assessment. A threshold-resource
constrained model should be designed to only flag an actionable amount of activities, so as not to
overburden limited resources.
The first component of this step is judging the suitability of applying various methods to a particular
topic. A methods catalogue that details the full range of known methods is useful for reusing effective
methods while maintaining awareness of alternative options that may need to be employed. Methods
should be classified on a number of categories including cost of implementation, generality, open-source,
reusability and availability.
Once analysis has been conducted on the topic(s) in question, the information should be stored in a
catalogue of topic assessments and stakeholders should be engaged to validate and reach agreement on
what the assessment means. Topics may need to be re-prioritised and in all cases a decision on whether to
act and what that action is needs to be made. Determining responsibility and ownership of these crucial
steps is aided by the previous creation of a RACI matrix or similar responsibility assignment method.

A.4.Report and disseminate
The report and disseminate phase aims to produce written reports for senior organisational stakeholders.
This part of the system may be closed due to the sensitivity of some reports produced. These reports will
be shared to varying degrees with partner organisations that have provided information in the collect and
collate phase. Insights will be generated here and actioned accordingly to different actors, both within and
external to the FSA.
While action takes place outside of the strategic surveillance process, this step identifies stakeholders who
need to be informed or act on findings from the topic assessments. The nature of communication will
need to be tailored to the appropriate audience and once the message is delivered, the stakeholders
responsible will proceed with action if necessary (e.g. sampling).
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A.5.Evaluate and review
After reading the final analysis and reports, learning and reflection begins through the process of
evaluation and review. Other elements of the FSA might be able to detect whether their actions are having
impact on the ground (e.g. policy initiatives by SMEs might be recorded and evaluated for effectiveness).
Activities include hind-casting a real incident and identifying whether or not the SS system was able to
identify the emergence of the incident.
All of the components of the strategic surveillance approach should be reflected upon after
implementation to identify any potential improvements. Success criteria as set out in the ‘Plan and Direct’
phase should be evaluated, and places of improvement should be identified. The effectiveness of methods
should be reviewed and the methods catalogue should be updated with these reflections. Evaluation
reviews should be catalogued for future reference, which is especially useful for similar topics.
All levels of stakeholders should be consulted in this phase to adequately assess the effectiveness of the
process from the finer topic-specific implementation level to the higher-level approach. The approach
cycles back to the ‘Plan and Direct’ phase where any improvements can be implemented for the next
round of surveillance.
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Annex B.Identification of skills capture, analytic tools and
methods other than software packages

B.1.Skills identification, tools and methods aid structured thinking and
problem solving
This study has outlined an approach that the FSA could employ to implement strategic surveillance. At
many points during the approach, there are tried and tested tools and methods which can be employed to
effectively and efficiently carry out a step. The successful implementation of the strategic surveillance
programme will be underpinned by a skilled, trained and knowledgeable SST familiar with a variety of
methods. The FSA should create a catalogue of key competencies and skills, as well as those team
members experienced at using methods and analytic approaches (other than software packages) to assist in
problem solving. In this annex we outline a number of these tools, which are the beginnings of a skills and
methods catalogue.

B.2.A RACI matrix can be used to clarify roles and responsibilities
A RACI matrix is a way of classifying roles in a process into a set of types of participation in a certain task,
typically:
x Responsible – roles who are completing the task.
x Accountable – roles who are accountable for the delivery of the task.
x Consulted – roles whose opinions are sought, such as subject matter experts, and where there is
two-way dialogue.
x Informed – roles where individuals are kept in the loop, but where there is only one-way dialogue;
the individual is not invited to give input.
RACI matrices allow individuals to be very clear on what they are expected to do in a task.

B.3.Using a Stirling matrix can help illustrate the type of problem and
analytical approaches that can be used to address it
Professor Andy Stirling of the University of Sussex has published a framework that helps decision makers
consider what is known about a risk issue and the uncertainty associated with it, and therefore what
analytical approaches and techniques can be used to find out more about that issue. It is based on a twoby-two matrix addressing the axes of knowledge about the likelihood of that issue. Many topics are
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erroneously expected to be addressable by risk assessment, but for topics with greater uncertainty it can be
better to use alternative techniques such as horizon scanning. This is useful to help understand if the topic
is suitable for addressing using the techniques that will be employed by the strategic surveillance
programme
Figure B.1: Schematic representation of a framework for analysing a risk issue and understanding
the methods that can appropriately be used to address it

Source: RAND Europe adaptation of ‘Stirling matrix’ in The Royal Commission on Environmental Pollution (2010,
67).

B.4.Horizon scanning and foresight exercises aim to identify future
challenges
Although novel approaches to horizon scanning are always being explored, the methods tend to fall into
two broad groups.22,23,24,25
The first broad group are bibliometric and scientometric approaches which tend to be quantitative,
objective analyses of publications and citations (including direct citation and co-citation) and data mining
techniques. These techniques can also be used to identify new uses of language associated with a topic,
and changes in associations between previously unconnected subjects.26 Such techniques can also be used
to interrogate the patent literature.27 These methods have the advantage of being readily repeatable. It can

22

Amanatidou et al. (2012).

23

Sun & Schoelles (2013).

24

Cozzens et al. (2010).

25

Small et al. (2014).

26

Small et al. (2014).

27

Eusebi & Silberglitt (2014).
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also be quite intensive to set up the analytical protocols, although once established they can be run
repeatedly and relatively easily.
The second broad group relies largely on expert engagement approaches. Such techniques are qualitative
and subjective, employing structured and semi-structured methods such as workshops and Delphi
exercises. These approaches can be very resource intensive and an enduring challenge is getting access to
the right experts at the right time. Whilst the methods are repeatable it must be acknowledged that their
subjective nature means they are inherently open to biases and may not yield the same result each time an
exercise is conducted (although this is not necessarily a problem, depending on the decisions that the
information is being used to inform).

B.5.Delphi builds consensus amongst subject matter experts and decision
makers
The Delphi method was developed by RAND in the 1950s and 1960s. It is a method to reach consensus
(or explore the existence of consensus) on a particular topic. It was originally used in forecasting to predict
threats to the future, but its use has expanded and it is now often used in healthcare, for example to
develop guidelines. Experts are asked about a set of topics, the results are collated and fed back
anonymously, participants are then asked to answer the same questions again, having considered the
results of others and reasoning behind the answers; this can be repeated as necessary.28 There are a wide
number of adaptations of Delphi, including real-time versions which avoid the need for multiple rounds
and greatly speed up the process. RAND has developed software, ExpertLens,29 for running Delphi
studies. FSA could use Delphi methodology in prioritisation to establish the key issues that need
addressing

B.6.STREAM is a project prioritisation approach that can be used to
rationally select projects against a set of stakeholder requirements
The STREAM methodology was developed by RAND as a method for assessing different solutions
against a set of stakeholder requirements in conditions of uncertainty30 and provides an approach to
prioritisation and decision making that has been used by RAND Europe to successfully prioritise diverse
portfolios for clients such as Innovate UK.31 The method allows comparison of diverse topics that have
different impacts.
The STREAM approach relies on desk-based research and expert discussions (through interviews or group
workshops) to assess the importance of topics across a range of impact criteria and a range of risk criteria.
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Gordon (2009).
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RAND Corporation (2018).
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Popper et al. (2013).
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Rohr et al. (2016).
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The method provides a common framework and vocabulary for discussion, facilitates evaluation and
knowledge sharing between different stakeholder groups, and provides a best practice checklist for
improving the quality of evaluation and decision making.

B.7.Hackathons can be used to bring together expertise and data across
a range of disciplines to tackle problems
Hackathons are group events where individuals, potentially from different backgrounds, work together to
solve problems. Hackathons are commonly used to bring together software developers to develop code,
but have been used in broader contexts, for example the Obama Administration used a hackathon to get
input into public safety challenges.32 Hackathons can be held in person or online, and can be open to a
select group, or open to anyone. Hackathons have the advantage that analysis can be carried out in a short
space of time, and if individuals with diverse backgrounds are included new ideas can be generated.

B.8.Crowdsourcing
stakeholders

allows

for

the

involvement

of

non-traditional

Crowdsourcing is the use of large groups of individuals (often the public, but could also be experts in
certain areas) to input into activities; for example, to generate and prioritise ideas or to do small tasks such
as categorising images. Crowdsourcing allows for the input of much larger groups of individuals than
workshops. This means that tasks can be carried out at a much larger scale but it can also promote
dialogue between organisations and the public, and increase awareness of the public. Crowdsourcing has
been used within research for idea generation, propriety setting, problem solving, data collection, data
processing, and consensus building. It has also been used by organisations including Nokia and Coca Cola
to get new ideas from the public, and by Starbucks, Dell and the NHS to engage employees in innovation
processes.33 The FSA could use crowdsourcing in the strategic surveillance process (and potentially as part
of Hackathons) both to develop new ideas for analysis, and to increase transparency and involve the
public, or other stakeholders in its processes.
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The White House (2016a); The White House (2016b).
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