PRIORITY
Criminal Justice J
NEEDS INITIATIVE
A project of the RAND Corporation,

the Police Executive Research Forum,
RTI i and the ity of Denver

Countering Threats to Correctional

Institution Security

Identifying Innovation Needs to Address Current

and Emerging Concerns

Joe Russo, Dulani Woods, John S. Shaffer, Brian A. Jackson

Key Findings

An expert workshop of correctional administrators and
researchers identified the following high-priority needs with
respect to threats to institutional security:

e Understaffing is a major threat; staffing ratio standards are
needed, as are recruitment and retention strategies to meet
these standards.

® Supervisors need better training and a manageable span

of control in order to properly develop staff.
® Tools are needed to identify staff prone to compromise.

® Better technology and best practices are needed to detect
drugs, cell phones, and weapons.

* Fully electronic mail systems should be explored to reduce

the influx of drugs and protect staff and inmates from harm.

e Research and testing centers are needed to evaluate
emerging fechnology solutions to threats (e.g., cell phones,
drones).

e Administrators need greater awareness of cyber threats
and information technology-related risks and need
increased capacity to address these risks.

e Best practices are needed to balance inmate access to
technology for reentry purposes with security concerns.

® Best practices are needed for security threat group

management.

e Technology is needed to automate analysis of inmate

communications.

® Best practices are needed for the development of continuity
of operations plans.

n behalf of the National Institute of Justice (NTJ),
the Priority Criminal Justice Needs Initiative con-
vened an expert workshop to identify current and
emerging threats to correctional institution security
and the key needs associated with mitigating the risks they
pose. The major goal of the workshop was to produce a set of
prioritized needs that can help inform NIJ’s research agenda
and contribute to the national discussion on correctional
security issues and options for improvement. Workshop par-
ticipants included correctional administrators, representatives
of relevant federal agencies, and security experts. The recom-
mendations of the participants are presented in this report.
Correctional institutions are responsible for the care,
custody, and control of individuals who are detained while
awaiting trial or who have been convicted of a crime and
sentenced to a term of imprisonment. These institutions are
complex organizations with a challenging, sometimes con-
flicting mission: protecting the public while preparing those
under correctional control for successful, law-abiding lives in
the community through the reentry process. There are nearly
7,000 correctional institutions in the United States (Wagner
and Sawyer, 2018). All institutions, from the largest state
prison to the smallest county jail, share similar security threats
and vulnerabilities, many of which are related in some way to
the characteristics of the population served and the nature of
confinement. Although many inmates try to serve their time
in a productive manner and are intent on self-improvement, a
subset can create serious problems for an institution (DeLisi,
2003). Such inmates can be violent toward staff and each
other or could attempt escape. They might seck to acquire
contraband in various forms, whether for personal use or for

sale or trade (U.S. Department of Justice, 2016).
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This group might continue criminal activities in both the insti-
tution and the community (DeLisi, 2003). These inmates could
leverage authorized and unauthorized communication systems
for their own purposes (Grommon, Carter, and Sheer, 2018)

or seck to compromise staff for their own benefit. Inmates can
exert power over each other through gangs, also referred to as
security threat groups (STGs; Winterdyk and Ruddell, 2010).

In sum, this subset of inmates can create serious safety and
management concerns by taking advantage of varied opportu-
nities to manipulate, game, or disrupt the orderly operation of a
correctional facility.

Some threats are related to the nature of correctional insti-
tutions, which have been described as “small towns surrounded
by walls and fences” (Atherton and Phillips, 2007, p. vii).
Therefore, correctional administrators must be prepared to
manage and mitigate many of the same issues that any commu-
nity faces. These issues include the development of emergency
response plans to deal with natural disasters, the outbreak of
disease, and civil unrest. Institutions, much like communities,
have critical infrastructure needs, and deferred maintenance
can lead to serious consequences over time (Associated Press,
2016).

Furthermore, today’s correctional institutions are not the
self-contained, closed environments of the past. To keep these
small towns operating, visitors, volunteers, medical staff, main-
tenance staff, and other contractors and vendors must regularly
enter and exit facilities. Mail, packages, and large shipments
must be processed. The movement of people and things into
and out of facilities represents a potential failure point in terms
of institutional security, as does the behavior of compromised
correctional staff.

Issues and trends in larger society affect the security of
correctional institutions as well. For example, the nation’s
opioid epidemic is spilling over into jails and prisons, and
overdose deaths have become increasingly common (Gokavi,
2018; Ovalle, 2018). Street gangs and prison or jail gangs are
essentially extensions of each other. The desire for instant and
constant communication via text and social media fuels the
demand for contraband cell phones among inmates (Wiltz,
2017). Technological advances, such as the popularization of
drones, have created security threats as bad actors leverage these
innovations to deliver contraband into correctional facilities
(Hennigan, 2018). Inmates require increased access to technol-
ogy and the internet in order to prepare themselves for suc-
cessful reentry, but this access introduces significant risks that

must be managed (Tolbert and Hudson, 2015). Finally, many

internal systems, including access controls; heating, ventilation,
and air conditioning (HVAC); and communications systems
are information technology—based and operate on internet
protocols (IPs), creating vulnerability to cyberattack (Newman,
Rad, and Strauchs, 2011).

There are a multitude of potential threats to correctional
institution security. As the threats evolve, so too must the
strategies deployed to mitigate the risks of these threats. A
comprehensive security program, therefore, must move beyond
physical systems to include information technology and human
elements.

As part of its multiyear research effort supporting NIJ,
the Priority Criminal Justice Needs Initiative examined cor-
rectional institution safety and security concerns. This effort
sought to better understand current and emerging security
threats and identify the key needs associated with mitigating
the risks of these threats.

METHODOLOGY

To explore the complex issues related to threats to correctional
institution security, NIJ tasked the RAND Corporation and
the University of Denver (DU) to assemble an expert work-
shop of correctional administrators, representatives of relevant
federal agencies, and security professionals. The major task was
to produce a set of prioritized needs that can help inform NIJ’s
research agenda and contribute to the national discussion on
correctional security issues and options for improvement.

A pool of candidate participants was identified through a
review of published documents and through recommendations
from various organizations. We took care to identify potential
participants with experience and expertise in jails and prisons
because each type of institution faces slightly different chal-
lenges. Furthermore, the research team sought representation
from different geographic regions as well as types of organiza-
tion (e.g., federal, state, county). Ultimately, a group of 17 was
convened. The list of participants and their organizations is
included in the text box.

Prior to convening, participants were asked to complete
a pre-workshop questionnaire on 13 security threat categories
identified by the research team. Each category was framed as
follows:

* STG activity includes control of contraband markets,
influence on inmates and institutional operations, and

radicalization.



* Inmate attack on infrastructure includes sabotage of
security systems (e.g., programmable logic controllers, cell
phone—managed access systems) or infrastructure (e.g., the
facility’s power grid).

¢ Unmonitored communications and unauthorized use
of technology includes use of cell phones or misuse or
manipulation of technology to conduct criminal acts, make
threats, or coordinate activities.

* Contraband includes the possession of drugs, weapons,
tools, cash, and other unauthorized items (regardless of the
method of entry).

* Escape includes escape by force, stealth, or coercion.

¢ Violence includes threats or attacks on staff and/or inmates
within or outside a facility, disturbances, and riots.

* External physical attack includes blunt force attacks on a
facility by outsiders.

¢ Chemical, biological, or hazardous material attack
includes attack via mail, water supply, food sources, etc.

* Cyberattack includes external hacks that compromise
security or information systems.

* Natural disaster, emergency, or pandemic includes such
major events as earthquakes, fires, floods, and hurricanes.

¢ Inability to maintain security systems and infrastruc-
ture includes deteriorating, out of date, or ineffective sys-
tems (e.g., fences and perimeter security systems, cameras,
cell-locking mechanisms).

* Insufficient staffing includes inadequate staffing ratios,
unmanned posts, mandatory overtime, fatigue, and the
inability to retain experienced staff.

* Compromised staff includes manipulated or corrupt staff

and gang members or associates.

The first part of the questionnaire was structured to gather
input on how the participants prioritized each category in terms
of risk. Participants were asked to rank each category on a
scale of 1 to 9 where 1 was “low importance” and 9 was “high
importance.” Figure 1 depicts the prioritization results repre-
sented by the percentage of participants who ranked a category
in the “high range” (defined as a score of 7, 8, or 9).

The second part of the questionnaire asked participants to
identify specific challenges or obstacles faced with respect to
each of the major threat categories. Participants also had the
opportunity to identify issues that did not necessarily fit the
provided framework.

Participants were brought together for a two-day work-

shop. During the morning of the first day, the research team
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Figure 1. Pre-Meeting Questionnaire Rankings of the Importance of Security Threats
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NOTE: High rank is defined as a score of 7, 8, or 9. All 17 participants responded to this questionnaire.

outlined the goals of the workshop and presented the results
from the pre-workshop questionnaire. These results were used
to benchmark perceptions coming into the workshop and
guide discussions. Moving forward, the research team used a
structured brainstorming approach to develop a set of needs—a
term used in our work for a specific requirement—tied to either
solving a problem or taking advantage of an opportunity to
help the corrections sector better address security threats. For
expediency, the original 13 threat categories were condensed
into the following five categories:

1. staffing issues (insuficient staffing, compromised staff)

2. STGs and violence

3. contraband and technology (contraband, unmonitored
communications and unauthorized use of technology)

4. institutional infrastructure and escape (escape, inability
to maintain security systems and infrastructure, inmate
attack on infrastructure)

5. external threats (cyberattack; chemical, biological, or
hazardous material attack; external physical attack; natural

disaster, emergency, or pandemic).

The research team made efforts to discuss each of these five
categories in distinct blocks of time; however, as expected in
complex systems, many facets of a problem are highly inter-

connected. For example, STGs often control black markets to

include contraband cell phones, and facilities that struggle to
maintain adequate staffing also may experience higher levels of
contraband introduction and violence.

Once the needs were identified in each category, the
research team used a variant of the Delphi method (RAND
Corporation, undated) and asked the participants to first indi-
vidually, and then collaboratively, rank each need based on its
expected benefit (i.e., how important they thought it would be
if the need was met) and the probability of success of actually
meeting the need (reflecting both technical and practical con-
straints that might make it difficult to do so)."! Needs identified
in each module of discussion (e.g., staffing issues) were then
rated on a 1-9 scale. Participants voted anonymously using a
handheld “clicker” (specifically, the ResponseCard RF LCD
from Turning Technologies).

After each rating, the participants saw the aggregate results
in real time, displayed as a bar graph of the rankings assigned
to the need. Where there was apparent disagreement in the
group (e.g., two distinct bands of ratings), the group had the
opportunity to discuss the need and the rankings. In some
cases, these discussions resolved differences in the interpretation
of the need that had led to different rankings. In others, there
were simply differences in view in the group about the value or

difficulty of meeting a need.



After each discussion, voting on the need was reopened
and the participants were given the opportunity to adjust their
scores if they desired. These second-round results were not
displayed or discussed further.

During a break in the meeting, project staff multiplied
these ratings to produce an expected value score, which reflects
the value of meeting the need weighted by the likelihood of
doing so successfully. These scores were used to cluster the
needs into three tiers from the highest scoring (Tier 1) to the
lowest scoring (Tier 3). The research team then used a cluster-
ing algorithm to identify the best splits among the three groups
of needs, where best was defined mathematically, minimizing
differences between assignments of needs to the groups.

Because the participants ranked each group of needs sepa-
rately immediately after they were discussed, the participants
received a hard copy showing all of the needs and their corre-
sponding tiers at the end of the workshop. This step allowed the
workshop attendees to reality-check the results as a whole and
flag specific needs if (in the attendee’s view) they were in too
high or too low a tier relative to the other needs. If an attendee
thought that needs were misplaced, they indicated that on
the hard copy. Needs that received enough up or down votes
(which were converted to numerical adjustments to each need’s
expected value score) changed ranking tier for the final results.
A total of 14 needs were “up-voted” and three needs were
“down-voted.” A more detailed discussion of the methodology
is available in the appendix to this report.

This process yielded a set of 40 needs that were ranked
and assigned into priority tiers.” The needs were grouped into
five distinct themes and are organized by theme and priority in
Table 1. It should be noted that many of the needs identified
are research-related, reflecting the group consensus that the
field is hampered by the lack of empirical evidence necessary to

guide policy and practice.

We acknowledge that the needs identified and the priorities
assigned to them are—as with all subjective assessments involv-
ing a limited number of participants—reflective of the views
of the members of the workshop. Although the research team
sought to include a broadly representative group of participants,
it is likely that a different group would produce somewhat dif-
ferent results. The following sections summarize the workshop
discussions and recommendations, organized by five major
themes: human resources, contraband, information technology
and cyber threats, STGs and criminal activity, and emergency
preparedness. Although some of these themes parallel the mod-
ules used to organize the workshop (e.g., contraband, STGs),
in other cases discussion was more focused and meant that the
themes emerging from the workshop were narrower and more
specific (e.g., information technology versus infrastructure

more broadly).

HUMAN RESOURCES

Although some may think of institutional security in terms of
cells, thick stone walls, and other barriers separating inmates
from the public, a high-quality staff is arguably one of the most
important components of an institution’s security apparatus.
Indeed, Austin MacCormick, a distinguished penologist,
reportedly noted that “an effective prison can be established in
an old red barn if it is staffed correctly” (quoted in McShane
and Williams, 1996, p. 297). If MacCormick was correct,
staff can be an institution’s greatest asset or its weakest link.
The working group identified several challenges with respect
to stafling. Most of these challenges fell under the themes of
recruitment and retention of quality staff, the importance of
first-line supervisors, and the prevention of staff misconduct.

The following sections highlight the group’s major recommen-

Table 1. Breakdown of Needs, by Theme and Priority

Theme Tier 1 Needs Tier 2 Needs Tier 3 Needs
Human resources 5 1 3
Contraband 10 1 1
Information technology and cyber 3 2 4
threats

STGs and criminal activity 2 2 5
Emergency preparedness 0 1 0

Total 20 7 13




dations with respect to the impact of human resources issues on

institutional security. The full list of needs in this area is shown
in Table 2.

Quantifying the Need for Staffing
Correctional agencies, like other governmental organiza-
tions, have to justify their budget requests on an annual basis.
Although every correctional administrator can argue for more
stafling, very few, if any, are able to hire the full complement
of officers they believe to be necessary to operate institutions in
a safe and secure fashion. This is due in large part to budget-
ary constraints at the state or local level. However, the absence
of data relating stafling levels to security and national staffing
standards can make it very difficult for administrators to make
a compelling case for additional resources to legislative bodies.

Although efforts have been made to develop objective stafling

Table 2. Needs Identified Related to Human Resources

ratio formulas that consider a variety of factors (e.g., security
level of an institution; number and classification of inmates;
physical plang; security capabilities; inmate movement; pro-
gramming needs; and statutory, contractual, and agency policy
requirements), differences among institutions have limited the
success of those efforts.

Research is required to develop better models to account
for these differences and determine optimal staffing levels that
could serve as guidelines for national standards. Moreover,
additional research should validate these models by examin-
ing the impact of staffing levels on key correctional outcomes.
Furthermore, a more compelling case could be made to secure
funding if there were better evidence to suggest that these
investments might be linked to positive results (e.g., reductions

in violence, escapes, contraband, use of force).

Tier Problem or Opportunity

Associated Need

1 Some agencies struggle to recruit staff and attract the
current generation of job seekers.

e Conduct research into the potential impacts on recruiting from
marketing correctional careers with recruiting and branding
strategies (e.g., media, social media).

Supervisory staff often do not have the time to perform
key functions (e.g., mentoring, positive reinforcement,
staff recognition).

® Conduct research info the short- and long-term effects of super-
visor shortages.

Some factors may make certain staff more vulnerable to
STGs or other negative influences than others, making
them more susceptible to compromise.

* Develop a risk assessment (i.e., suitability test) instrument to
inform hiring and management decisions.

The effectiveness of policies to deter staff misconduct and
criminal activity is unknown.

e Conduct research to identify the most effective deterrents to
undesired staff behavior (e.g., fines, public punishment).

2 Staff are not as committed to correctional careers and
supporting their team as they may have historically
been (e.g., abuse of the Family and Medical Leave Act
[FMLA]).

* Develop training materials for supervisors that consider cultural
shifts and attitudes toward work (e.g., “live to work” versus
“work to live”).

Training may be inadequate to prepare staff to avoid
or manage inmate attempts to manipulate or otherwise
compromise their positions.

e Conduct research and assessment to ensure that the edu-
cational model and trainers are up to date with the latest
approaches (best practices for duration, location, delivery,
etc.).

3 Some agencies struggle to recruit staff and attract the
current generation of job seekers.

e Conduct research into community perceptions of correctional
careers and occupations (with emphasis on such factors as
urban/rural, affluent/poor, efc.).

Officers often are not aware that staff misconduct has
been addressed by an effective disciplinary action (e.g.,
suspension versus demotion).

 Highlight best practices that are intended to keep staff current
across organizations (e.g., newsletters, electronic information
distribution).

There is insufficient national-level guidance on staffing
ratios, particularly for adult institutions.

e Conduct research to determine optimal staffing ratios and the
impacts from having more or less than the optimal levels (to
include supervisor’s span of control).




Challenges of Understaffing

Correctional officers are the backbone of every institution and
represent the first line of defense against security threats. In
many parts of the country, however, agencies are experiencing
significant challenges in recruiting and retaining officers (Asso-
ciation of State Correctional Administrators, 2017a). In some
states, officer vacancy rates can exceed 45 percent (Lyman,
2017). Annual turnover in prisons and jails averages around

20 percent nationwide (Matz et al., 2013); however, some states
have reported rates as high as 53 percent (Association of State
Correctional Administrators, 2017b). The Federal Bureau

of Prisons has had to rely on non-custody civilian staff (e.g.,
nurses, cooks, teachers, secretaries) to fill posts because of acute
correctional officer shortages and overtime limits (Johnson,
2018). The inability to recruit and retain staff leads to under-
staffed institutions, which are a serious threat to security.

A variety of factors can deter individuals from entering or
remaining in the field of corrections. For example, the work is
inherently dangerous and stressful, and the fact that most cor-
rectional officers are unprepared to interact with the increasing
mentally ill inmate population exacerbates this situation. The
environment can be physically harsh, and mandatory overtime
is common because of insufficient stafling levels. Compensa-
tion, in many states, is not competitive with the private sector
or other public agencies (Russo et al., 2018). Finally, the sector
is challenged by the reality that the public does not consider
corrections as a high-status occupation. Current economic,
societal, and demographic changes affecting the larger work-
force (e.g., low unemployment, decreasing labor force) have
exacerbated recruitment and retention difficulties.

The effects of these challenges can be varied and profound.
For example, agencies that are understaffed might be compelled
to loosen their selection criterion to widen their candidate pool.
Similarly, pressure to get new officers on a post may force agen-
cies to abbreviate the length of academy training, in which case
the officers are less prepared for their jobs. Ultimately, inad-
equate staffing impedes an institution’s ability to deter, prevent,
and respond to security threats (Russo et al., 2018).

The group acknowledged the negative connotations that

corrections has for many people and discussed the need to

change the way corrections careers are marketed to the pub-
lic. For example, focused effort is needed to change the image
of the correctional officer. A rebranding of sorts is required
because many job seekers may not be attracted to a profession
they perceive to be custodial in nature. Rather, in addition to
the public safety and security aspects, the job should be mar-
keted as an opportunity to serve as a change agent and positive
role model to influence offender behavioral change and return
better citizens to the community. The group called for research
to determine the effect of these strategies on recruitment efforts
and the best platforms to implement these approaches (e.g.,

social media marketing, media programming).

The Importance of Supervisors

The group discussed the importance of first-line supervisors

for an institution’s organizational culture, which can directly
impact security. Participants noted that a dysfunctional culture
can manifest as threats in a variety of ways (e.g., staff miscon-
duct, turnover). Supervisors play a key role in establishing a
culture because they are responsible for developing and mentor-
ing correctional officers. The dynamics of this relationship are
critical. For example, studies have linked inadequate supervi-
sory support and dissatisfaction with supervisors with nega-
tive attitudes and turnover intention (Cheeseman et al., 2011).
Furthermore, correctional officers who do not feel supported by
their supervisors may be more likely to have atticudes that are
conducive to institutional deviance, which is directly associated
with misconduct (Worley and Worley, 2013). Because supervi-
sors have significant influence on the behavior of officers, any
deficiencies in either the quality or quantity of these positions
should be addressed.

One deficiency identified by the group was that many
supervisors do not receive the training needed to effectively
engage with and support new hires. Supervisors should be
prepared to employ more mentoring and positive reinforce-
ment techniques and strategies to help correctional officers
reach their potential and avoid compromise. This is particularly
important with respect to new hires, who are often less mature.

Providing greater support to these officers can improve job

Ultimately, inadequate staffing impedes an institution'’s
ability to deter, prevent, and respond to security threats.



satisfaction, engagement, and retention while reducing miscon-
duct and leave abuse. Workshop participants believed that it is

particularly important that training include information about
shifting generational attitudes toward work so that supervisors

can understand and be as responsive as possible to the priorities
of younger generations of officers.

Training issues aside, the group noted that supervisors
often are unable to perform their important roles because of
inadequate staffing. This manifests in two major ways. High
vacancy rates among correctional officers can force supervi-
sors to man empty posts. Furthermore, many institutions lack
the requisite number of supervisors. This often results in an
unmanageable span of control; supervisors who are respon-
sible for too many officers can become overwhelmed and are
rendered ineffective. Research is needed to quantify the effects
of insufficient supervisor-to-officer ratios, as well as the effects
of inadequately trained supervisors on correctional operations

acCross a Variety of measures.

Mitigating Threats Related to Staff
Misconduct

Although the majority of corrections staff are dedicated profes-
sionals and carry out their duties ethically and faithfully, the
criminal and unethical behavior of a subset of the sector’s mem-
bership is an unfortunate reality (Worley and Worley, 2013).
The actions of this small subset not only tarnish the reputation
of the sector, which can impede recruitment efforts, but also
constitute a threat to institutional security. As discussed earlier,
supervisors can have a significant impact on institutional
culture, including staff misconduct. The group also discussed
broader organizational strategies to mitigate threats related to
misconduct.

The small subset of staff who become compromised usually
do so after they are hired; however, the group also noted that
some individuals are recruited and groomed by STGs for the
purposes of obtaining employment in a correctional institution.
These groups will handpick sympathetic candidates who are
associates of or related to members but who have no criminal
record so as to avoid red flags in the agency hiring process.
Once hired, these staff members are well positioned to help the
STG further its criminal enterprises. For example, a sergeant
with the Maryland Department of Public Safety and Cor-
rectional Services was recently indicted after being accused of
being a high-ranking member of the Crips gang and facilitating

criminal enterprises in state prisons and in the community on

behalf of the gang (Prudente, 2017). To mitigate these types

of threats, the group argued for the development of specific
screening tools to identify applicants who may be especially
vulnerable (or predisposed) to manipulation or compromise.
With respect to existing staff; it is understood that circum-
stances can change over time; therefore, similar tools could be
incorporated into regular performance evaluations to determine
whether resistance to compromise has waned.

The working group also considered other strategies to pre-
vent staff behaviors that could threaten institutional security.
Participants argued that research is needed to better understand
the underlying causes of staff misconduct, which perhaps can
inform the development of more-effective interventions. One
area that was discussed was training. Although all staff typi-
cally receive training regarding inmate manipulation tech-
niques and strategies to avoid compromise, the group argued
that the adequacy of this training is questionable. Research is
needed to determine the most effective training modalities and
approaches that can be leveraged to reduce staff misconduct.

Although more-effective training would be helpful, some
level of misconduct is inevitable. The way an agency responds
to these incidents, therefore, is important, both from an
individual and a general deterrence perspective. Depending on
the infraction and provisions included in collective bargaining
agreements, agency response may include a warning, suspen-
sion, loss of pay, demotion, termination, or filing of criminal
charges. Furthermore, some agencies maintain a “wall of
shame” covered with photographs of disgraced former staff
members along with their crimes and consequences. It is not
clear which responses, if any, are effective deterrents to future

misconduct. Research is needed to identify best practices.

CONTRABAND

The working group identified contraband as a major threat to
institutional security. The group identified drugs, cell phones,
and weapons as the most serious forms of contraband. Partici-
pants also noted that novel delivery systems (e.g., unmanned
aerial systems, or drones) pose additional challenges. The
following sections highlight the working group’s major recom-
mendations with respect to the threats posed by contraband.
Given the differences in the needs identified across the distinct
contraband categories, each is addressed in turn, and the needs

are presented in separate tables. The needs in this category can

be found in Tables 3 through 6.



Drugs

More than half of state prisoners and almost two-thirds of
sentenced jail inmates meet the criteria for drug dependence
or abuse (Bronson et al., 2017). In California, for example,
one-quarter of the state’s prison population was drug tested
and nearly 23 percent tested positive (Associated Press, 2014).
Therefore, it is not surprising that inmates spend significant
time and effort to obtain drugs.

The group noted that drugs can undermine institutional
security in a variety of ways. For example, STGs often control
the drug trade inside institutions and use violence to pro-
tect their interests and/or to collect unpaid debts. Staff can
be manipulated into bringing drugs into a facility and, once
compromised, can be forced to participate in other nefarious
activities. The presence of drugs also can hinder rehabilitative
efforts, particularly for those inmates who are sincere in their
desire to overcome addiction. Some drugs can cause dangerous
behaviors that affect security, particularly in the case of syn-
thetic marijuana (e.g., K2 and Spice). Several news reports have
described inmates exhibiting acute psychotic reactions to these
drugs, and symptoms include aggression or assaultive behav-
ior (Schoenly, 2015). Finally, overdose deaths are on the rise,
according to the Bureau of Justice Statistics (Noonan, 2016a;
Noonan, 2016b). There is also evidence that many more deaths
are associated with these drugs than are reported in the official
statistics (Kennedy, 2018). Although all types of drugs may be
introduced into a correctional institution, the group identified
synthetic cannabinoids (e.g., K2 and Spice) and opioids (e.g.,
buprenorphine/Suboxone and fentanyl) as the most trouble-
some at the moment. These drugs can be highly potent, and
users require smaller quantities. The relatively small quantities
trafficked make detection difficult.

Drugs may be introduced into an institution in a variety
of ways, including being transported by inmates, visitors, staff,
or contractors; hidden in incoming mail and packages; and,
in some cases, deposited over secure perimeters. One main
pathway for drugs to enter an institution is through the mail-
room. Conspirators will mail drugs in various forms to inmates
in hopes that they will go undetected and reach the intended
recipient. For example, suboxone strips, an often-abused
prescription medication designed to treat opioid addiction,
may be hidden under postage stamps or concealed by draw-
ings. Letters may be soaked with liquefied drugs to be divided
and consumed once they reach the cell block. The group noted
that, although most institutions employ a variety of techniques

to deter and detect this activity, more capability is needed.

Although all types of drugs
may be introduced into a
correctional institution, the
group identified synthetic
cannabinoids (e.g., K2
and Spice) and opioids
(e.g., buprenorphine/
Suboxone and fentanyl)

as the most troublesome at
the moment.

Costeffective technologies that can quickly identify particular
substances in or on mail would be helpful, but the group also
recognized that it may be futile in some cases to try to detect
exact drugs (e.g., synthetic or homemade cannabinoids) because
the formulations are constantly changing. Rather, it might be
more useful to develop a solution that could detect anomalies
(i.e., anything other than paper and ink). If feasible, policies
could be developed to prohibit any mail that is determined to
contain any other material or substance.

Drug-infused mail can pose serious health risks to staff,
especially those responsible for sifting through the large vol-
umes of mail arriving at institutions each day. Exposure to fen-
tanyl, a synthetic opioid many times more potent than heroin,
is a particular concern, because small amounts of the drug can
be lethal when inhaled or absorbed through the skin (U.S.
Drug Enforcement Administration, undated). Although there
have been no known fatalities, several cases of hospitalizations
because of adverse reactions have been reported (White, 2017;
Darby, 2018). To combat this threat, many institutions are
taking measures to protect mailroom staff, including the use of
gloves and negative air pressure exhaust systems. Furthermore,
supplies of Naloxone are made available in case staff members
are exposed to an opioid. The group argued that best practices
for mailroom safety should be developed and promulgated.

Ultimately, the solution may include banning all physical,

non-legal mail from entering a correctional facility, a policy



Table 3. Needs Identified Related to Drugs

Tier Problem or Opportunity

Associated Need

1 Drugs arriving by mail is a consistent problem.

e Develop technology that can identify whether there is more
than just paper (and ink) in a piece of correspondence.

e Conduct research on best practices for personal protective
equipment for staff handling the mail.

e |dentify the costs and benefits of digitization systems that can
handle the range of offender correspondence (which might
include electronic delivery of legal documents).

* Develop technology that can identify specific drugs infused in
offender correspondence.

Drugs transported by visitors and staff are hard to detect.

e Conduct research to identify best practices with regard to
searching staff and visitors.

e Conduct research on the risks and benefits of using body scan-
ners on staff and visitors.

that the Pennsylvania Department of Corrections recently
implemented (Melamed, 2018). This agency has contracted
with an outside vendor to receive inmate mail, convert it to
digital form, and transmit it to the institution, where it will
be printed and distributed to the inmates. The group called
for research to analyze the costs and benefits of fully digitized
inmate correspondence systems.

Drugs are also introduced into institutions by inmate
visitors and compromised staff. Searching visitors for drugs
is generally considered a more sensitive matter than search-
ing inmates, and policy across agencies varies considerably in
terms of what types of searches are permissible. Depending on
the agency and the circumstances, visitors may be subject to
a variety of different searches (e.g., metal detector, pat down,
personal item search, consensual strip search). Similarly, staff
may transport drugs on their way into work (echoing the
importance of institutional leaders and organizational culture
in reducing a broad range of threats). Correctional staff have
historically received the benefit of the doubt and often were
permitted to walk into the facility without search. That has
slowly changed as levels of contraband have increased, and
many institutions now permit various levels of screening; some
require staff to carry their lunches and other personal items in
clear containers to make it more difficult to smuggle contra-
band. The group noted that best practices are needed to help
agencies mitigate this threat. The use of full-body scanners on
staff and visitors requires particular attention, according to the
group. These scanners emit low doses of radiation to detect
drugs and other contraband hidden under clothing or in body

cavities. Because of radiation exposure and privacy concerns,

the group called for research to assess the risks and benefits of

using this technology on staff and visitors.

Cell Phones

Contraband cell phones have been described as the most press-
ing concern by many correctional administrators. These devices
pose a significant threat to institutional security and to public
safety in general. For example, inmates have used cell phones
to plan the murder of witnesses in the community, facilitate
escapes, arrange attacks on corrections staff, and coordinate in-
facility disturbances. Inmates have terrorized victims and oper-
ated ongoing criminal enterprises ranging from drug smuggling
to elaborate wire fraud and money-laundering schemes. This
problem has been well understood by the corrections sector for
decades, but it has become so widespread in the past few years
that the head of the Federal Communications Commission
(FCC) stated that, “In the hands of an inmate, a cell phone is a
weapon” (Wilez, 2016).

Although there is agreement that contraband cell phones
represent a serious and growing threat, national statistics on
prevalence are not gathered by any official source. By conser-
vative estimates, many tens of thousands of contraband cell
phones are confiscated each year. That total, however, may
represent only a fraction of the total number of cell phones in
circulation within the U.S. corrections system. Some states
struggle more than others—see Figure 2 for an example of
the amount of confiscated cell phones by state. For example,
prisons in South Carolina confiscate one cell phone for every

three inmates, and, in Oklahoma, the ratio is one for every six



inmates (Riley, 2017). The workshop participants argued that
a national entity (e.g., federal government, Association of State
Correctional Administrators [ASCA], American Correctional
Association, American Jail Association) should be designated
to gather and report data on the number of confiscated cell
phones, which would help quantify the scope of the problem
and establish trends.

Correctional institutions use a variety of strategies to
combat contraband cell phones. One approach is to locate the
physical devices, either in the facility itself or as they are being
smuggled into the facility. Institutions commonly use intensive
searches (sometimes using canines), metal detectors (includ-
ing those optimized to detect components in cell phones), and
full-body scanners designed to detect material under clothing
or within body cavities. Other technology can detect cellular
signals and provide the general location of phones in use. More-
advanced solutions, known as managed access systems, can block
unauthorized cell phones from completing a call, but do noth-
ing to locate the device. Each of these approaches has advan-
tages and disadvantages, but none is a silver bullet, which is
why institutions typically employ a combination of approaches
incorporating a mix of technologies, policies, and practices. To
help agencies develop strategies to mitigate the threats posed by
contraband cell phones, the group called for research into the
effectiveness, costs, and benefits of each approach.

Some correctional administrators view jamming cel-
lular signals (i.e., the transmission of interference to make it
impossible for phones in facilities to connect with the cellular
network) as the ultimate solution, but there are legal and tech-
nical hurdles. FCC regulations prohibit the use of jamming by
state and local agencies. Furthermore, jamming is considered
indiscriminate and imprecise; therefore, there are concerns
that efforts to defeat contraband cell phones will inadvertently
interfere with public safety communications and/or bleed

over and disrupt authorized communications in the commu-

Table 4. Needs Identified Related to Cell Phones

Figure 2. Where Cell Phones in Prisons Are
Confiscated, 2017

Cell phones confiscated per 1,000 prisoners
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SOURCES: Adapted from Riley, 2017; NBC News research;
state corrections agencies; and the U.S. Bureau of Labor
Statistics.

nity surrounding a correctional facility using the approach.
Such federal agencies as the Federal Bureau of Prisons (BOP)
can obtain waivers to conduct jamming operations, and the
BOP, in conjunction with the National Telecommunications
and Information Administration, has tested variations of this
approach in a prison environment on two occasions (U.S.
Department of Justice, 2018). In the most recent tests, a tech-
nique known as “micro-jamming” showed promise in its ability
to disrupt wireless signals inside a prison cell while allowing
transmissions at distances of 20 and 100 feet outside the same
cell. Although this technique is promising from a technical
perspective, the cost of this approach is currently prohibitive for
most correctional systems. The group acknowledged the value
of these tests, however, and argued that state and local agencies
should be able to evaluate existing and emerging technology

solutions (currently legal or not) for viability. To accomplish

Tier Problem or Opportunity

Associated Need

1 Contraband cell phones are being used to coordinate
criminal activity.

* Assemble a research and testing group in which state and
local entities can test current device mitigating technologies
using their specific use cases.

e |dentify the costs, risks, and benefits of existing technologies
and policies for detecting, locating, and blocking contraband
devices (including layered defense).

An unknown number of contraband cell phones are
being used to coordinate criminal activity.

e Conduct research to quantify the size of the problem (partner
with the ASCA or other appropriate organization).
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this, the group called for the development of a research, testing,
and evaluation center empowered with the authority or blan-
ket permission required to evaluate potential solutions as they

emerge.

Weapons

The presence of weapons in a correctional institution presents

a significant threat to both inmates and stafl. Weapons may

be manufactured by inmates using materials available inside
the institution, such as pieces of plexiglass or aluminum from
building materials, which can be sharpened and weaponized.
Weapons also may be smuggled into the institution. Many
weapons are composed of ferrous metals (e.g., iron and steel),
and staff typically employ handheld or walk-through detec-
tors to locate this contraband on inmates or incoming visitors.
Non-ferrous or non-metallic weapons, such as ceramic knives,
and improvised weapons, such as sharpened toothbrushes or
other plastic items, are much more difficult to detect. Alchough
full-body scanners are able to detect these threats, they are
expensive and lack portability. The group argued for research to
identify the feasibility of more cost-effective, hand-held tech-

nology to detect these threats.

Contraband Delivery via Drones

Unmanned aircraft systems, also known as drones, are an
emerging threat to institutional security. The Federal Aviation
Administration reports that more than 1 million drones are
registered in the United States (U.S. Department of Transpor-
tation, 2018). The devices are relatively inexpensive, powerful,
and easy to operate, which makes them a convenient vehicle
for carrying contraband over facility perimeters. Drones have
been used by conspirators to execute coordinated deliveries of
cell phones, drugs, tobacco, pornography, and other items over
secure perimeters for inmate retrieval (Craig, Russo, and Shaf-
fer, 2016). Sometimes the package does not reach the intended
target: A drone dropping tobacco and marijuana in an Ohio
prison yard caused a disturbance as inmates fought for the

package (Ferrigno, 2015). More-extreme examples of contra-

Table 5. Needs Identified Related to Weapons

band payloads include loaded handguns and items that can be
used to facilitate escape attempts, such as hacksaw blades and
hair dye (Harvey, 2018). In one case, authorities believe that a
drone delivered a pair of wire cutters that were used in a suc-
cessful escape (Kinnard, 2017).

To counter this threat, correctional institutions are explor-
ing drone detection and mitigation options (Craig, Russo, and
Shaffer, 2016). Passive detection technologies include radio
frequency detection systems, acoustic detection systems, video
surveillance systems, thermal imaging and infrared devices,
and seismic sensor systems that monitor the environment and
use software analytics to track the location of the drone rela-
tive to the position of the deployed sensors. Active detection
technologies (e.g., radar) emit energy and detect any reflection
that indicates that a drone is operating in a controlled area.
These technologies are relatively expensive, and their effective-
ness is unknown. Once a drone is detected, however, response
or mitigation options are limited. For example, current federal
regulations prohibit interference with a drone’s radio frequency
signals or attempts to capture or “shoot down” a drone before
it enters the secure perimeter. As a result, when drones are
sighted, authorities must physically respond in some way to try
to prevent the payload from reaching the inmate population.
Independent research is needed to develop and identify the
most cost-effective approaches to detecting and/or defeating
drones, including options that are currently prohibited by law.

Although the participants recognized drones as an emerg-
ing threat, they also noted that there is a lack of national data
quantifying the scope of the problem. Some states are begin-
ning to gather and report these data. For example, 138 drone
sightings were reported at Georgia Department of Corrections
prisons in the past year, with 67 in one prison alone (Travis,
2018). As in the case of the contraband cell phone issue, the
group suggested that comprehensive, national statistics on
drone activity are needed because they would help identify
trends and be useful to galvanize support for deterrence, detec-

tion, and mitigation strategies.

Tier Problem or Opportunity

Associated Need

1 Non-ferrous metal contraband (e.g., plastics, ceramics,
aluminum) is extremely hard to detect.

e Conduct research into technologies that could cost-effectively
detect these materials in a correctional environment.
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Table 6. Needs Identified Related to Contraband Delivery via Drones

Tier Problem or Opportunity Associated Need

2 Unmanned aerial systems are being used to transport e Conduct research to identify inferdiction options (pursue
contraband. obtaining legal permissions in advance as necessary).

3 Unmanned aerial systems are being used to transport e Conduct research to quantify the size of the problem (suggest
contraband. partnering with ASCA or other appropriate organization and

looking for factors that might influence significant differences,
such as pay, hiring practices, etc.).

INFORMATION TECHNOLOGY AND
CYBER THREATS

Today’s correctional institutions leverage a variety of informa-
tion technology (IT) systems, many of which are provided and/
or maintained by outside vendors. These systems include com-
munications platforms (e.g., inmate telephone and email, video
visitation, telemedicine, staff radios), security platforms (e.g.,
surveillance cameras, access control points, perimeter intru-
sion detection, cell doors), health and safety platforms (e.g.,

fire alarms, HVAC), and inmate management platforms (e.g.,
access to computers or tablets for entertainment, education, job
skills, and reentry planning). Furthermore, institutions main-
tain or have access to large data sets that include case records
and other information about staff and inmates. These systems
often are poorly planned, coordinated, or secured, which may
expose the institution to cyber threats. For example, without
adequate firewall protection, the addition of third-party remote
maintenance services with security flaws may create a back door
into more-sensitive systems.

Several documented incidents have illustrated the vulner-
abilities of institutional IT systems. Ohio inmates assigned to a
program to recycle computers were able to build two computers
out of parts. These computers were used to access the prison’s
IT network to create passes to move freely around the institu-
tion, access other inmate’s records to apply for credit cards, and
research tax refund fraud (Crespo, 2017). A Michigan man
used a phishing scheme to hack into a county computer system
and was able to change an inmate’s release date (Moran, 2018).
Inmates in the United Kingdom have accessed unprotected
Wi-Fi hotspots to view pornography on their contraband cell
phones (Parker, 2017). Furthermore, researchers have identified
that control of institutional security systems, such as cell doors,
may be vulnerable to malicious malware attacks (Newman,
Rad, and Strauchs, 2011). The following sections highlight the
group’s major recommendations with respect to cyber threats

to institutional security. The full list of needs can be found in

Table 7.

Increasing the Awareness of Cyber Risks
Although correctional institutions are using more IT, they are
generally failing to adequately manage cybersecurity risks to
their systems, assets, and data, according to the participants
in our workshop. The field would benefit from the develop-
ment and dissemination of best practices and lessons learned
based on the unique requirements of correctional institutions.
Particular emphasis should be placed on integrating multiple
IP-based systems into operations while protecting the institu-
tion’s network and sensitive information.

The group noted that institution leadership (e.g., wardens
and security chiefs) tends to focus more on physical security
than on cybersecurity. This is due in part to the backgrounds of
these staff;, who typically come up through the ranks, begin-
ning as correctional officers. Although such a path results in
staff who are very well versed in correctional operations and
physical security systems, they may lack awareness of and
appreciation for the impact that cyber threats can have on

an institution. Education and training are required, not to

Although correctional
institutions are using more
IT, they are generally
failing to adequately
manage cybersecurity risks
to their systems, assets,
and data, according to
the participants in our
workshop.
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Table 7. Needs Identified Related to Information Technology

Tier Problem or Opportunity

Associated Need

1 Correctional institutions are increasingly integrating
automation and IT systems for daily management of cells,
release date calculation, etc. There is some evidence that
this increased use is introducing new vulnerabilities.

* Develop best practices specifically tailored to the unique vul-
nerabilities of (and unique data managed by) correctional
agencies.

Wireless internet access systems in the vicinity of
institutions often can be used for communication and can
be hard to detect.

* Develop guidance for monitoring the threat.

Newer devices that are being installed to manage
infrastructure (HVAC, steam plants, water systems, etc.)
are often designed with connectivity that introduces
vulnerabilities (i.e., the internet of things).

e Conduct research to determine best practices for how to
manage these devices.

2 To facilitate reintegration and for other legitimate
purposes, inmates need access to certain services on the
internet (job skills, employment, etc.).

® Conduct research to determine best practices to manage the
risks.

Institutional leaders (e.g., chiefs of security, wardens) are
often not up to date on institutional threats that arise in
the cyber realm.

e Develop best practices and suggest standards for continuing
education.

3 It is often unclear which offenders should be denied
access to institutional electronic devices.

e Develop best practices for identifying offenders who should be
restricted from accessing computers in an institution.

Institution staff sometimes take risks by allowing offenders
to access institutional computer systems to perform work
(on behalf of staff). This may increase vulnerability on
other parts of the system.

* Develop best practices for governing inmate access to IT
systems.

It is difficult to hire IT security specialists that are needed
to secure the IT infrastructures at institutions.

e Conduct research info incentives that facilitate hiring and reten-
tion of IT personnel (e.g., develop capacity in-house).

External parties often require network access to perform
required services (e.g., offender management, HVAC,
entertainment systems, education systems). This introduces
new vulnerabilities.

* Develop a guide with best practices that considers contracting,
background checks, and network configurations.

make these staff information security experts but to help them
recognize that cyber threats are just as critical and potentially
dangerous as physical threats. Furthermore, greater apprecia-
tion for these risks will likely help reinforce adherence to IT
security policy emanating from the chief information officer or

county-level I'T administrators.

Need for Specialized Staff Skills

Ideally, institution leadership can rely on IT security staff to
help manage these threats, but the participants noted that insti-
tutions often struggle to recruit these professionals. Not only

is there a cybersecurity workforce shortage (National Institute
of Standards and Technology, 2018), but qualified individuals
generally can earn more money in the private sector, and the
work environment may be more pleasant than in a correctional

facility. To overcome this obstacle, the group called for research

into actionable incentives that would attract IT security profes-
sionals to the corrections sector and, once hired, make it pos-

sible to retain them for longer periods.

Managing Inmate Access to Technology
Today’s society is highly dependent on technology, which
presents a significant dilemma for correctional administrators.
Because 95 percent of all state inmates will be released at some
point (Hughes and Wilson, 2003), it is important to prepare
these individuals for reentry. Inmates need access to modern
computers and applications to improve their job skills and mar-
ketability upon release. Inmates also require access to certain
internet content (e.g., benefit applications, educational pro-
grams, employment applications). On the other hand, admin-
istrators recognize that access to technology and the internet

poses security threats that cannot be ignored. Although many



inmates view these programs as a privilege and an opportu-
nity for self-improvement, there are others who will seek to
manipulate the system. Best practices and guidance are needed
to help institutions provide inmates with access to technology
to improve reentry outcomes while mitigating the inevitable
risks to institutional security. Part of this assessment, according
to the workshop group, should be an evaluation of an inmate’s
suitability for access and the restrictions, if any, that should be
in place. This aspect has been underexplored but will become
increasingly important as the inmate population grows more
tech-savvy and more technology is introduced into the institu-

tional setting.

Improving Policies and Procedures

As is often the case for organizations in general, users—
including correctional institution staff, third-party contractors,
and inmates—are typically the weakest link with respect to
cybersecurity. Phishing attacks can compromise security. One
state auditor conducted a fake attack and found that almost
one-fifth of the 5,000 employees not only clicked on the link
but entered their user ID and password (Eggert, 2018). Once
armed with user credentials, a hacker can access a multitude
of systems. Indeed, the Michigan hack referenced earlier was
facilitated by a phishing scheme. Institutions need guidance
and training on the importance of cybersecurity, including
reinforcement of existing policy against allowing inmates
unauthorized access to institution computers and systems,
securing their login credentials, and requiring frequent pass-
word updates. Furthermore, agencies need best practices with
respect to third-party vendors, many of whom require network
access to perform services. Protocols should be implemented
to properly vet these contractors in order to minimize threats

posed by a bad actor.

SECURITY THREAT GROUPS AND
CRIMINAL ACTIVITY

STGs represent a significant and growing threat to institu-
tions and public safety. STGs are primarily made up of gangs
or criminal organizations that operate inside institutions, but
many also have significant reach into the community (Atherton
and Phillips, 2007). Although proportions of STG members
vary greatly by agency, an estimated 13 percent of the inmate
population—more than 280,000 individuals—are STG
members (Winterdyk and Ruddell, 2010; Kaeble and Cowhig,
2018). STG activity is linked to higher rates of violence, includ-
ing homicide and control of black markets (e.g., drugs and cell
phones), and can undermine rehabilitative programming. Fur-
thermore, STGs may attempt to wield their power within the
institution and in the community to manipulate or intimidate
correctional staff (Winterdyk and Ruddell, 2010).

Although much STG activity may be considered part of
the daily institutional routine (e.g., providing protection to
vulnerable inmates for a fee), a recent incident illustrates the
importance of criminal enterprises to STGs and their willing-
ness to resort to violence to protect their interests. A distur-
bance at the Lee Correctional Institution in South Carolina
was prompted by a gang-related dispute over control of the con-
traband cell phone market. This riot is considered the deadliest
in 25 years: Seven inmates were murdered and 17 others were
wounded (Simpson, 2018). The following section highlights the
workshop participants’ major recommendations with respect to
STGs. The full list of needs can be found in Table 8.

Institutions use a variety of strategies to manage, contain,
or disrupt STGs. For example, members may be segregated in
restrictive housing to isolate leadership from the rank and file
or may be transferred or displaced to another institution within
a correctional system. In some cases, leaders (or “shot-callers”)
may be transferred to another state via established Interstate
Compact Agreements. For those STG members that remain

in the general population, some agencies seck to keep rival

Best practices and guidance are needed to help
institutions provide inmates with access to technology to
improve reentry outcomes while mitigating the inevitable
risks fo institutional security.
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Table 8. Needs Identified Related to STGs and Criminal Activity

Tier Problem or Opportunity

Associated Need

1 STGs are a persistent source of criminal activity both
inside and outside of institutions.

e Develop best practices for managing STG populations
(above and beyond concentration, dispersion, and isolation
approaches).

There are large volumes of inmate communications that
go unanalyzed (e.g., recorded phone conversations,
video conferencing, emails, letters). This information can
be used to detect potential criminal activity.

* Assess the costs and efficacy of existing systems that can be
used to identify and highlight problematic patterns.

2 Agencies are collecting STG intelligence and data
(sometimes at a statewide level) but are not readily
sharing that information with other agencies.

® Promote the existence and benefits of the Corrections Intelli-
gence Initiative.

STGs are a persistent source of criminal activity both
inside and outside of institutions.

e Conduct research on the benefits and risks of housing offend-
ers from different STGs together or separately (e.g., collect the
evidence and publish findings and statistics).

3 STG-specialized skill staff attrition negatively affects the
institution’s knowledge base and effectiveness.

e Conduct research into the impact of incentives for officers who
maintain STG specialization and expertise.

STGs are a persistent threat to criminal activity both
inside and outside of institutions.

* Increase awareness of the benefits and risks of using interstate
transfers as a defense against STG violence.

Movement and association patterns can be indicative of
criminal activity (or potential criminal activity) within an
institution.

e Conduct research into video analytics that could be used to
identify problematic patterns.

There are large volumes of offender communications that
go unanalyzed (e.g., recorded phone conversations,
video conferencing, emails, letters). This information can
be used to detect potential criminal activity.

e |dentify the benefits and risks of employing local hackathon
groups to develop low-cost solutions.

Some risk assessment tools (e.g., problem classification
or prediction) are out of date. They were often designed
with different assumptions in mind (institution structure,
practices, efc.).

e Conduct research info the processes and best practices
for validating risk assessment tools (to include timelines for
revalidation).

groups apart or, conversely, attempt to balance membership
in housing units so as to limit the power of any single group.
Other strategies focus on treatment-based approaches designed
to change behavior. These strategies typically take the form of
gang renunciation or disassociation programs and may incorpo-
rate anger management and other cognitive-based interventions
designed to improve decisionmaking skills and identify alterna-
tives to violence.

Existing research on the effectiveness of these strategies
is limited, and the results of the research that is available are
mixed. Indeed, no single strategy has been proven effective;
results seem to vary depending on jurisdiction and characteris-
tics of the STG (Winterdyk and Ruddell, 2010). The workshop
group argued that more research is required in order to identify
which interventions are achieving the desired outcomes and, to
the extent possible, the reasons for success so that they can be

broadly adopted.

Many institutions designate a stafl member to serve as
an STG intelligence coordinator, which is a critical position,
according to the workshop group. This individual is typically
responsible for coordinating efforts to identify and validate
inmates as gang members at intake and throughout incarcera-
tion. This staff member also monitors STG activity trends,
processing intelligence information from various systems (e.g.,
searches, mail, phone, visitation, inmate accounts); identifies
early warning signs; and helps develop proactive intervention
strategies. STG coordinators must keep abreast of activity
inside their institutions, and they often interface with federal,
state, and local law enforcement. These staff members develop
a specialized skill set and expertise over time, becoming “gang
experts.” The group recognized the importance of maintain-
ing continuity in this position, but it also noted obstacles.
For example, in many agencies, there is no opportunity for

advancement: In order to be promoted, STG coordinators must



transfer to another role. The group called for exploration of how
incentives (e.g., creating a career ladder within this specializa-
tion) can be designed to keep key staff in place.

Technology also can be leveraged to better identify and
disrupt criminal behavior, according to the participants. For
example, inmate movement patterns can identify potential
associations indicating an individual’s involvement with an
STG. Movement patterns among groups may indicate bur-
geoning alliances or impending battles between such groups.
Finally, patterns of interactions between individual inmates
may provide insight as to which inmates are dealing in con-
traband. Research is needed to determine whether automated
video analytics, biometrics, or other technologies can be an
effective method of detecting criminal activity.

Better tools are needed to improve the process of screening
inmate communications. Resource constraints make it imprac-
tical for institutions to thoroughly analyze the volumes of
telephone conversations, emails, texts, letters, and other forms
of communication that go into and out of institutions every
day. Automated analytical tools are needed to quickly identify
items of interest or concern. Ideally, these tools would be able to
translate and analyze foreign words, whether written or spoken.

Finally, correctional staff gather a wealth of information,
but deficiencies exist in sharing intelligence with other cor-
rectional institutions and law enforcement agencies across the
country. This represents a missed opportunity because many
STGs have a national presence and criminal or other disrup-
tive activities may be coordinated by inmates in different parts
of the country. Agencies should leverage existing platforms for
information-sharing, such as the National Joint Task Force’s
Corrections Intelligence Initiative, the Regional Information
Sharing Systems, and the Federal Bureau of Investigation’s
National Data Exchange System. However, the group noted
that there may be a lack of awareness of these resources. Better
promotion of the existence and benefits of these initiatives is

required so that agencies can fully leverage them.
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Resource constraints make
it impractical for institutions
to thoroughly analyze

the volumes of telephone
conversations, emails,

texts, letters, and other
forms of communication
that go into and out of
institutions every day.

EMERGENCY PREPAREDNESS

Beyond the daily threats that confront correctional institutions
are emergency situations that may arise with lictle—if any—
notice. Natural disasters, such as hurricanes, tornados, earth-
quakes, wildfires, and flooding, may require mass evacuations.
Even fairly routine situations, such as an extended blizzard,
may prevent staff from getting to work to relieve their cowork-
ers.

During emergencies large and small, institutions must
maintain their responsibility to inmate, staff, and overall public
safety. It is therefore critical that continuity of operations plans
(COQPs) are in place and staff are prepared to carry them out.
The group noted that although most, if not all, institutions
have COQPs, best practices are needed because there is much
that can be learned from organizations that have developed par-
ticularly effective plans and/or have executed them in extreme

conditions and have the benefit of real-world experience.

Table 9. Needs Identified Related to Emergency Preparedness

Tier Problem or Opportunity

Associated Need

2 Institutions are unaware of particularly effective COOPs
and practices that other agencies and institutions may
have figured out.

e Conduct research into and identify best practices for develop-

ing institutional COOPs.




CONCLUSION

Correctional institutions have enormous and complex respon-
sibilities. They are charged with protecting the public from
dangerous individuals, but, at the same time, they must prepare
those under correctional control for successful, law-abiding
lives in the community after release. Correctional institutions
face significant security threats that may compromise both of
these objectives. The 20 high-priority (Tier 1) needs identified
during the workshop define the following agenda for action

by research, technology, and institutional actors in order to
make progress in addressing threats to institutional correctional
security at all levels:

¢ The importance of a quality workforce: Humans often
are the weakest link in any security program, and many
correctional institutions struggle to recruit and retain a
high-quality workforce. High vacancy and turnover rates
contribute to understaffing and an increase in the number
of inexperienced officers. Furthermore, compromised staff
are a major problem with respect to contraband intro-
duction. Inadequate staffing in terms of numbers and/or
quality is a direct threat to institutional security. Innova-
tive strategies are needed to attract recruits, and processes
are required to screen out individuals who may be prone to
misconduct or compromise. Supervisors are key to improv-
ing officer engagement and job satisfaction, which can
support retention efforts.

e Strategies for stopping contraband: Drugs, cell phones,
and non-metallic weapons were identified as the types of
contraband that pose the greatest threats to institutional
security. The group argued for better technology options
for detection and exploration of best practices to search
staff and visitors. Furthermore, the viability of fully elec-
tronic mail systems should be explored to reduce the influx
of drugs and protect staff and inmates from harm. Finally,
national data are needed on the extent of the cell phone
and drone problem in correctional facilities, and more flex-
ibility is needed at the state and local levels to test all avail-
able options to detect and defeat these emerging threats.

* STGs and inmate criminal activity: STGs continue to
plague correctional institutions. Research is needed to
identify best practices to manage this difficult population.
Technologies to efficiently analyze inmate communica-
tions and identify associations based on inmate movement
patterns would help control criminal activity. Furthermore,

institutions need to do a better job of sharing information

on STGs with counterparts across the country, as well as
with law enforcement agencies.

* Cyber threats: The correctional institution of today faces
security threats that were likely not anticipated only a few
decades ago. Many institutions have incorporated numer-
ous IT and other automated systems to support operations;
however, few have the resources or foresight to focus on the
associated cyber threats. Institutions need greater aware-
ness of these threats, as well as greater information security
specialist capacity. Furthermore, because it is becoming
more important to allow inmates access to technology
to prepare them for reentry, it is critical that institutions

understand best practices for managing inherent risks.

Some threats to institutional security (e.g., violence, escape
attempts, contraband) are as old as the institutions themselves.
Other threats (e.g., computer hacks, synthetic drugs, cell
phones, drones) have evolved with societal and technological
changes. Many of these threats present risks not only to the
institution but also to public safety as a whole. Unfortunately,
resource and staffing challenges limit the ability of correctional
institutions to adapt to such shifts in threats and to adjust secu-
rity and staffing strategies over time. Furthermore, a perpetual
lack of empirical data hampers efforts to effectively develop
interventions to address threats. Addressing the research needs
and developing the tools and resources—as prioritized by the
workshop participants—is one route to providing correctional
institutions the support needed to confront security threats

going forward.

APPENDIX. TECHNICAL METHODS

This appendix presents additional detail on the panel process,
needs identification, and prioritization carried out to develop

the research agenda presented in the main report.

Pre-Workshop Activities

University of Denver and RAND researchers recruited the
panel members by extending invitations to knowledgeable
individuals identified through existing professional and social
networks (e.g., LinkedIn) and by reviewing literature published
on the topic. At the time of the invitation, panelists were pro-
vided with a brief description of the workshop’s focus areas. To

prepare for the workshop, panelists were provided with read-



ahead materials and were given an opportunity to identify the
issues and topics that they felt would be important to discuss
during the workshop. The read-ahead document and results of
the pre-panel questionnaire are discussed in the main report.

The workshop agenda is presented in Table A.1.

Prioritization of Needs

During the workshop, the moderators led the participants
through a discussion of each of the themes that were identi-
fied prior to the workshop. While conducting this review,
participants suggested areas worthy of additional research or
investment. Workshop participants also considered whether
there were areas that were not included in the existing list and
suggested new ones.

To develop and prioritize a list of technology and policy
areas that are likely to benefit from research and development
investment and implementation by corrections agencies, we
followed a process that has been used in previous research (see,
for example, Jackson et al. [2016] and references therein). The
panelists discussed and refined issues and problems in each

category and also identified potential needs (e.g., solutions) that

could address each issue or problem. In addition to needs that
represented defined solutions to problems, in some cases needs
were actions needed to capitalize on opportunities—e.g., new
technologies or possible changes in practice that could improve
performance or efficiency in the sector.

At the end of the discussion of each theme, the panelists
were given an opportunity to review and revise the list of prob-
lems and opportunities and their corresponding needs. These
were each displayed in the front of the room using Microsoft
PowerPoint slides.

Once the panel agreed on the wording of each slide, we
asked panelists to anonymously vote using a handheld “clicker”
(specifically, the ResponseCard RF LCD from Turning Tech-
nologies). Each panelist was asked to individually score each
issue and its associated need using a 1-9 scale for the following
dimensions: (1) importance, and (2) probability of success. For
each dimension, participants were instructed that 1 was a “low”
score and 9 was a “high” score:

e Participants were told to score the importance/payoff
dimension with a 1 if the need/solution would have little or
no impact on the problem and with a 9 if the need/solution

would reduce the impact of the problem by 20-30 percent

Table A.1. Workshop Agenda

Day 1 Day 2
8:30  Welcome, Overview, and Introductions 8:30 Identify Emerging Threats: Challenges and Solutions—
9:00  Identify Emerging Threats: Challenges and Solutions— Theme 5
Theme 1 9:30 Rank, Discuss, Re-Rank Needs—Theme 5
10:00  Rank, Discuss, Re-Rank Needs—Theme 1 10:00  Break
10:30  Break 10:15  Identify Emerging Threats: Challenges and Solutions—
10:45  Identify Emerging Threats: Challenges and Solutions— Theme 6
Theme 2 11:15 Rank, Discuss, Re-Rank Needs—Theme 6
11:45  Rank, Discuss, Re-Rank Needs—Theme 2 11:45 Lunch
1215 Lunch 1:00 Discuss/Adjust Overall Rankings
1:30 Identify Emerging Threats: Challenges and Solutions— 2:15 Meeting Wrap-Up/Administrative Issues
Theme 3

2:30 Rank, Discuss, Re-Rank Needs—Theme 3
3:00 Break

315 Identify Emerging Threats: Challenges and Solutions—
Theme 4

4:15 Rank, Discuss, Re-Rank Needs—Theme 4
5:00  Adjourn

3:00 Adjourn
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(or more). Anchoring the performance scale with percent-
age improvements in performance is intended to help
make rating values more comparable from participant to
participant.

* For the probability of success dimension, panelists were
instructed to treat the 1-9 scale like a percentage chance of
success from 10 percent to 90 percent. Probability of suc-
cess was intended to include not only technical concerns
(e.g., would the need itself be hard to meet?) but also the
effect of factors that might lead corrections agencies to not
adopt the new technology, policy, or practice even if it were

developed (e.g., cost, staffing concerns, societal concerns).

After the panelists voted on a particular slide (i.e., either
on the importance or probability of success for a need), we pre-
sented them with a histogram-style summary of their responses
directly on the PowerPoint slide being displayed at the front
of the room. If there was a significant disagreement among
the panel (the degree of disagreement was determined by the
moderators’ visual inspection of the histogram), the panelists
were asked to verbally discuss or advocate for their views at one
end of the spectrum or the other (i.e., participants who voted
high making an argument to persuade those who voted low, or
vice versa). If a second-round discussion occurred, the panel-
ists were given an opportunity to adjust their vote by voting a
second time on the same question. This second round vote was
optional, and any vote cast by a panelist would replace the vote
they provided during the first round. This process was repeated
for each question and dimension at the end of each topical sec-
tion. An example of the importance and probability of success
slides are shown in Figure A.1 and Figure A.2, respectively.

Once the panelists had completed the voting process for all
topical sections, we summarized their votes into a single priori-
tized list. We rank-ordered the list by calculating an expected
value using the method outlined in Jackson et al. (2016). For
each question, the final (round 2) importance and likelihood
of success votes were multiplied to produce an expected value
(EV) for the need. We then calculated the median of that prod-
uct as the group’s rating of the need.

The resulting EV scores were then clustered using a hier-
archical clustering algorithm. The algorithm we used was the
“ward.D” spherical algorithm from the “stats” library in the R
statistical package, version 3.4.4. We chose this algorithm to
minimize within-cluster variance when determining the breaks
between tiers. The choice of three tiers is arbitrary but was

done in part to remain consistent across the set of technology

workshops we have conducted for NIJ. Also, the choice of three
tiers represents a manageable system for policymakers. Specifi-
cally, the top tier is made up of the priorities that should be the
primary focus for practitioners, researchers, and policymakers.
The middle tier should be examined closely by the same groups,
and the final tier is probably not worth much attention at pres-
ent, although changes in circumstances or environment that
shift the perceived value or likelihood of success could change
that assessment in the future.

Because the panelists initially rated the needs of one topical
group at a time, we provided the participants an opportunity at
the end of the workshop to review and weigh in on the entire
tiered list of all the identified needs. The intent of this step was
to let the panel members see the needs in the context of the
other tiered needs and allow them to consider whether there
were needs that appeared too high or low relative to the others.
To collect this assessment, we had a modified “third Delphi
round” (similar to that employed in Hollywood et al., 2016):
The entire tiered list was printed onto a paper form and distrib-
uted to the panelists, and we asked them to examine the overall
tiering and ranking of each of the problems/opportunities and
their corresponding needs. We then gave them the opportunity
to provide a single vote for each need that they felt should be
higher or lower on the list. An example of this form is provided
in Table A.2.

After the workshop concluded, we tallied the panelists’
round 3 responses and applied those votes to produce a final
prioritized and tiered list. To adjust the EVs using the up and
down votes from the third round of prioritization, we assigned
a value to each vote based on the range in EV scores between
the lowest-rated Tier 3 need and the highestrated Tier 1 need.
Specifically, if every panel member voted “up” on the item at
the bottom (or conversely voted down on the item at the top),
then the collective effect of those votes would be to adjust the
EV of the item at the bottom of the list of priorities to equal
the EV of the item at the top (or vice versa). To implement this
change, the full range of EVs was divided by the total number
of panelists to determine the “EV point value” for a single vote.

To prevent the (somewhat rare) situation in which small
numbers of votes would have an unintended outsized impact
(e.g., where the EV range for a tier is particularly “thin” or
where a tier consisted of several items that are all tied for EV
score), we also required that at least 25 percent of the workshop
participants voted on that item before the need’s EV would be
adjusted. This constraint is intended to reflect the goal of the

Delphi process to produce a group consensus rating, and the



threshold was defined to identify cases in which a significant
percentage of the group believed the tier assigned to the need
was incorrect. For this workshop, there were 17 participants,
so for any Round 3 votes to have an effect on a need’s EV, at
least four of the attendees would have had to have voted on the
item in Round 3. For needs with at least four votes, their EV
was then adjusted based on the net votes they received (i.c., if a
Tier 2 need received two up votes and two down votes, the up
and down votes would cancel each other out even though it had
met the 25-percent threshold for the votes to be considered).

After applying the up and down vote points to the Round
2 EVs, we then compared the modified EV scores to the tier
boundary EVs. As with prior work (e.g., Jackson et al. [2016]),
we set a higher bar for an item to move up or down two tiers
(from Tier 1 to Tier 3 or vice versa) than for a need to move to
the tier immediately above or below:

* A need could increase or decrease by one tier if the modified
EV was higher than the lowest EV score in the tier above
(or lower than the highest EV in the tier below). That is, as
long as its increase or decrease was enough to get above the
highest need in its original tier or below the lowest need in
the tier, then the need would be moved from the lower to
the higher tier (or vice versa).

* However, to increase or decrease by two tiers (which was
only possible for needs that started in Tiers 1 or 3), the
score had to increase or decrease by an amount that fully
placed the need into the range two tiers away. This means
that—for cases in which clusters of needs EVs had some
separation between them—ijust getting into the score range

between two tiers was not enough to move two full tiers.

As a result of the third round of voting, 24 needs did not
change their position, two needs fell one tier, and 13 needs rose
one tier. Two needs changed by two tiers (one down and one
up).® The output from this process became the final ranking as
the panel’s prioritized results.

Figure A.3 shows the distribution of needs by the EV score
before and after the Round 3 voting process. The height of the
bar indicates the number of needs that had that score, and the
color of the bar indicates the tier that the need was ultimately
assigned to by the clustering algorithm and the Round 3 voting

process.
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Figure A.1. Example Slide for Importance

18a. How important is it to solve this problem? 29%
0

Issue: There are large volumes of offender
communications that go unanalyzed (recorded
phone conversations, video conferencing, emails,
letters, etc.). This information can be used to
detect potential criminal activity.
18% 18%

Need: Identify the benefits

6% 6%

8

d risks of loyi
and risks of employing 12%  12%
0% 0% I I I I
1 2 3 4 5 & 7 ’

local hackathon groups
to develop low-cost
Figure A.2. Example Slide for Probability of Success

solutions.

18b. What is the probability of success for this solution?

Issue: There are large volumes of offender communications that go
unanalyzed (recorded phone conversations, video conferencing,
emails, letters, etc.). This information
can l_)e used_tp detect potential 24%  24%
criminal activity.

Need: Identify the benefits and risks

of employing local hackathon groups

to develop low-cost solutions.

12%  12% 12%

6%
0%
3 4 5

6% 6%

1 2
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Table A.2. Example Portion of the Delphi Round 3 Voting Form

Question Vote Up Vote Down

Issue: Some factors may make certain staff more vulnerable to STGs or other negative
influences than others, which make them more susceptible to compromise.

Need: Develop a risk assessment |i.e., suitability test) instrument to inform hiring and
management decisions.

Issue: Correctional institutions are increasingly integrating automation and IT systems

for daily management of cells, release date calculation, etc. There is some evidence that

these systems are introducing new vulnerabilities. 1
Need: Develop best practices specifically tailored to the unique vulnerabilities of (and

unique data managed by) correctional agencies.

Issue: Unmanned aerial systems are being used to transport contraband.
Need: Conduct research to identify interdiction options (pursue obtaining legal 2
permissions in advance as necessary).

Issue: Training may be inadequate to prepare staff to avoid/manage inmate attempts to
manipulate or otherwise compromise their positions.
Need: Conduct research and assessment to ensure that the educational model and 2

trainers are up to date with the latest approaches (best practices for duration, location,
delivery, etc.).

Issue: STGs are a persistent threat fo criminal activity both inside and outside of
institutions.

Need: Increase awareness of the benefits and risks of using interstate transfers as a 3
defense against STG violence.

Issue: It is difficult to hire IT security specialists that are needed to secure the IT

infrastructures at institutions. 3

Need: Conduct research into incentives that facilitate hiring and retention of IT personnel
(e.g., develop capacity in-house).

NOTE: Shaded cells indicate that up or down votes were not possible (e.g., Tier 1 is the top tier, so it was impossible fo upvote items in that fier).
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Figure A.3. Distribution of the Clustered Needs Following Rounds 2 and 3

Threats to Institutional Security

18

16 |- Round 2
M Tier1
Tier 2

| Tier 3

14 |-

12 |-

Number of needs

. i N

Round 3

20 40 60

20

Expected value score

Notes
! Greater detail on the prioritization process is included in the
Technical Appendix.

* The output from the workshop actually produced one addi-
tional need, for a total of 41 prioritized needs. However, two of
the needs relating to STGs were extremely similar, and both fell
into the same tier after prioritization. For simplicity, they were
combined in postanalysis to produce the final set of 40 needs.

? 'The need that moved up by two tiers in Round 3 was con-
ducting research to quantify the scale of the problem of con-
traband cell phones being used to coordinate criminal activity.
The need that dropped two tiers focused on the development of
best practices to address risk from external parties having access
to correctional agency I'T networks for service provision and

maintenance.
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