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Preface

This report documents research and analysis conducted as part of a project entitled The
National Strategy and Installations—Are Deployment Platforms Ready for a Contested Fight?
sponsored by the Assistant Secretary of the Army (Installations, Energy and Environment). The
purpose of the project was to catalog emerging nonkinetic threats to installations and develop a
framework to assess these threats and inform resource planning evaluation efforts.
This research was conducted within RAND Arroyo Center’s Forces and Logistics Program.
RAND Arroyo Center, part of the RAND Corporation, is a federally funded research and
development center (FFRDC) sponsored by the United States Army.
RAND operates under a “Federal-Wide Assurance” (FWA00003425) and complies with the
Code of Federal Regulations for the Protection of Human Subjects Under United States Law (45
CFR 46), also known as “the Common Rule,” as well as with the implementation guidance set
forth in DoD Instruction 3216.02. As applicable, this compliance includes reviews and approvals
by RAND’s Institutional Review Board (the Human Subjects Protection Committee) and by the
U.S. Army. The views of sources utilized in this study are solely their own and do not represent
the official policy or position of DoD or the U.S. Government.
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Summary

In Multi-Domain Battle: Evolution of Combined Arms for the 21st Century 2025–2040, U.S.
Army Training and Doctrine Command (TRADOC) identifies a new battlespace: the strategic
support area, which we define as Army installations and the communities that surround them.1
As an extension of the battlefield, Army installations are where troops live and train and are
places from which troops deploy or mobilize. Installations are integral, real-time components of
the distant battlefield, and many essential mission capabilities operate on or from them, including
mission command, sustainment, power projection, and mobilization.
The United States has entered a new phase of global conflict, one in which U.S. adversaries
can employ a combination of measures against the homeland that go well beyond the effects
created by the conventional tactics employed by terrorists but that do not cross the threshold of a
kinetic attack. Adversaries might seek to delay or disrupt Army installations’ ability to power
project and mobilize forces and to conduct other wartime missions. These adversary actions
likely would involve complex attacks conducted over an extended period of time and targeted at
multiple installations, their surrounding communities, and critical communication nodes.
Per the National Defense Strategy of 2018,
It is now undeniable that the homeland is no longer a sanctuary. America is a
target, whether from terrorists seeking to attack our citizens; malicious cyber
activity against personal, commercial, or government infrastructure; or political
and information subversion. New threats to commercial and military uses of
space are emerging, while increasing digital connectivity of all aspects of life,
business, government, and military creates significant vulnerabilities. During
conflict, attacks against our critical defense, government, and economic
infrastructure must be anticipated.2

With this in mind, the Office of the Assistant Secretary of the Army for Installations, Energy
and Environment requested that the RAND Corporation Arroyo Center catalog innovative and
emerging nonkinetic threats to installations, identify deficiencies in the Army’s current threat
assessment methodologies, and develop a framework to respond to these threats. Through this
project, we explored the vulnerabilities of Army installations to emerging threats, which might
create points of failure for missions that Army planners do not routinely consider. These points
of failure might multiply as technology and other factors evolve. Additionally, these points of
failure expose forces operating in the strategic support areas to attacks (both lethal and nonlethal)

1

U.S. Army Training and Doctrine Command, Multi-Domain Battle: Evolution of Combined Arms for the 21st
Century 2025–2040, version 1.0, Newport News, Va.: Fort Eustis, December 2017.
2

U.S. Department of Defense, Sharpening the American Military’s Competitive Edge: Summary of the 2018
National Defense Strategy of the United States of America, Washington, D.C., 2018d, p. 3.
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from the enemy or from other transregional players in the homeland. Threats to this battlespace
can directly affect forces operating in other areas. An interorganizational effort will be required
to fight such threats and protect U.S. civil and military targets.
The research design focused on four areas. First, we identified and categorized existing and
emerging threats to Army installations, of which the installations might be unaware and which
exceed the scope of each installation’s assessment of its own vulnerabilities. This involved an
extensive literature review of emerging technologies that have the potential to disrupt Army
missions. We reviewed the tactics that Russia has employed in the Ukraine and Crimea, which
include social media manipulation and cyberattacks, and the use of drones by the Islamic State of
Iraq and Syria (ISIS) and the Iranian-backed Houthis in Yemen,3 which effectively bypassed air
defense systems. The literature review revealed how quickly emerging technologies, such as
drones, have evolved, have become easily accessible, and have been weaponized. We concluded
that there is ample evidence of the adversary’s ability and willingness to use complex
nonconventional means to disrupt Army missions. These threats will continue to proliferate at
the speed of technological change and the adversary’s imagination.
Second, we explored the evolution of fifth generation (5G) telecommunications technology
and the sensor-rich smart cities concept. The Army has been exploring the implementation of a
variety of technologies to create smart installations, among them 5G and smart cities
technologies. We concluded that, although these technologies promise a revolution in how cities,
regions, and municipal governments deliver services to their citizens, they also present security
vulnerabilities that will extend to installations. These vulnerabilities emanate from multiple
sources, including China’s aggressive attempt to dominate 5G technology and its global supply
chain (often by obscuring the true ownership of the supplier), the variable application of security
safeguards at the city and municipal levels where these technologies are employed, and the
expanded capability to control automated devices presented by 5G technology. Known risks,
such as denial-of-service attacks on utility services that support installations, continue to
represent a vulnerability, but one that is more clearly understood. We learned that a recent Army
exercise at Fort Bragg included the deployment of forces while the power grid was disabled.4
These and other attempts to mimic contested operations are essential to adapting to the known
risks.
Third, we conducted an extensive review of current Army doctrine on threat identification,
risk assessment, and mitigation. This included a review of relevant U.S. Department of Defense
(DoD) and Department of the Army (DA) doctrine and instructions, along with interviews with
3

The organization’s name transliterates from Arabic as al-Dawlah al-Islamiyah fi al-‘Iraq wa al-Sham (abbreviated
as Da’ish or DAESH). In the West, it is commonly referred to as the Islamic State of Iraq and the Levant (ISIL), the
Islamic State of Iraq and Syria, the Islamic State of Iraq and the Sham (both abbreviated as ISIS), or simply as the
Islamic State (IS). Arguments abound as to which is the most accurate translation, but here we refer to the group as
ISIS.
4

Myers, Meghann, “Here’s the Story Behind That Massive Fort Bragg Power Outage,” Army Times, April 25, 2019.
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garrison commanders and their force protection staff offices. We also conducted interviews with
representatives from U.S. Army Installation Management Command (IMCOM);5 DA
organizations, such as Operations, Plans, and Training (G-3/5/7), the U.S. Army Office of the
Provost Marshal General (OPMG), Intelligence (G-2), the U.S. Army Cyber Command
(ARCYBER), the National Ground Intelligence Center (NGIC) and U.S. Army North
(ARNORTH); and DoD organizations, such as the Defense Threat Reduction Agency, and the
Joint Staff Strategy, Plans, and Policy (J-5). In addition, we reviewed the most-recent guidance
concerning emerging threats from the U.S. Department of Homeland Security (DHS). We
concluded that the Army currently does not pay adequate attention to the innovative application
of existing or emerging threats facing installations. Additionally, the Army does not have
adequate processes and procedures in place to identify such threats in the future.
Finally, we reviewed the literature and conducted interviews with officials from DHS,
TRADOC, NGIC, and the intelligence community to explore how they identify threats and
attempt to mitigate risks.
We used the results of the combined research effort to develop a framework and
methodology that is designed for the threat environment and mission set at continental United
States (CONUS) installations. We tested the viability of the framework, first by presenting and
discussing it with a group of experts at an Army installation, and then by applying the steps of
the framework to a notional manifestation of a drone attack at an Army installation. The
discussion at the Army installation and the notional application of the framework required the
team to work through the mechanics of applying the framework and highlighted areas that
needed further refinement. We concluded that the RAND Arroyo Center framework, which
involves a six-step iterative process, is consistent with best practices and can be applied to help
the Army identify and respond to innovative and emerging threats. The framework, which is
described in detail in Chapter 5 of this report, requires the cooperation and synchronization of
multiple organizations, potentially ARNORTH, DA G-2, ARCYBER, NGIC, and garrison
commands. Two steps in the framework present the greatest challenge to its execution. The first
step is to identify what constitutes an emerging threat and the second is to institute a process that
would provide continuous sensing of the threat environment. We found that several
organizations conduct aspects of this function. The intelligence community and NGIC, for
example, are concerned with emerging threats overseas and have resources devoted to assessing
their viability.
We determined that, currently, the Army uses several threat and risk assessment
methodologies. Each has a slightly different focus, purpose, and timeline. Although the
assessments provide valuable information, they are not calibrated to measure how well Army

5

At the time of this writing, IMCOM was a separate command; it subsequently became a subordinate command
under the Army Materiel Command (AMC). Therefore, AMC was not among the organizations included.
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installations would respond to a coordinated attack by a capable adversary employing a
combination of effects.

Findings
We found the following from our review of threats to U.S. Army installations and the
development of our framework:
•

•

•
•

No Army entity exists to comprehensively identify and assess existing threats to Army
installations that are used in innovative ways or to identify emerging threats that have yet
to be experienced. Therefore, an installation’s ability to perform its wartime mission in a
contested environment is not adequately considered under current threat assessment
methodologies.
Current threat assessment methodologies do not include many of the emerging threats
facing installations, including artificial intelligence, smart city technologies, biometrics,
nanotechnology, information warfare (e.g., social media disinformation), commercial
satellites, or industrial control systems attacks.
Current threat assessment approaches do not consider the combined effects of the
innovative application of multiple threats.
Army installations are protected using traditional physical security, antiterrorism, and
emergency preparedness approaches that are focused “inside the wire” and fail to imagine
the innovative use of existing or future threats on surrounding communities that will
impede the flow of forces on road, rail, and at the ports of debarkation.

Recommendations
In this report, we catalog innovative and emerging nonkinetic threats to installations, identify
deficiencies in the Army’s current threat assessment methodologies, and develop a framework to
respond to these threats.
The findings indicate that significant changes need to take place to ensure that installations
are adequately protected from a capable adversary’s ability to disrupt CONUS installations’
wartime missions.
A key challenge is that, although multiple organizations are engaged in threat assessments,
no one organization comprehensively identifies and assesses emerging or existing threats that are
used in innovative ways. Furthermore, the risks to an installation’s wartime mission from the
innovative use of combined threats and threats that extend outside the installation are not
considered.
To address these challenges, RAND Arroyo Center recommends the following:
1. The Army should adopt a comprehensive threat assessment and risk mitigation process,
as described in Chapter 5 of this report. The proposed framework comprises six steps: (1)
identify innovative and emerging threats, (2) determine critical functions and processes
related to achieving the mission at installations, (3) identify key enablers of those

xi

2.

3.
4.
5.

functions, (4) understand vulnerabilities and estimate risks given the threat, (5) develop a
mitigation strategy, and (6) conduct wargaming or red-teaming activities.
The framework should be incorporated in Army policy if it is to be effectively
implemented. The framework also should be tested using a pilot project to define the
roles of the multiple organizations involved. The pilot could be led by AMC and IMCOM
with the involvement of relevant Army organizations.
The Army should review current assessments and modify or replace them, as needed, to
ensure that they measure how a capable adversary will use combined effects to disrupt an
installation’s wartime mission.
The proposed framework’s results should be applied during exercises and deployments to
training centers to achieve the Army’s “train as you fight” goal.
AMC and IMCOM should review all existing installation contracts with adjacent utilities
and critical infrastructure to update them with current cybersecurity standards.
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1. Neglecting the Past and Failing to Imagine the Future

Two events have significantly altered the U.S. perception of the safety afforded by its
geographic isolation from much of the world. One was the Japanese attack on Pearl Harbor in
1941 and the other was the September 11, 2001, terrorist attacks (9/11). Both events launched
protracted military engagements. Both events revealed vulnerabilities, exposed failures to
identify risk, and spawned government agencies charged with correcting the problems of the past
and ensuring the safety of the U.S. homeland in the future.
World War II and the subsequent Cold War led to the creation of a centralized intelligencegathering service, the Central Intelligence Agency (CIA), which was tasked to identify and
preempt threats.6 The Cold War, and the threat from intercontinental ballistic missiles, longrange bombers, and submarine-launched missiles, galvanized public concern over homeland
security, initiated a series of civil defense initiatives, and led to the creation of the North
American Air Command (now the North American Aerospace Defense Command; NORAD).7
NORAD’s mission is to detect intrusions into North American airspace and prevent air attacks
against North America. The Federal Aviation Administration (FAA) is charged with protecting
the safety and security of commercial flight operations.
These agencies, the Federal Bureau of Investigation (FBI), the Pentagon, and the U.S.
Department of State failed to prevent the events of 9/11. The responsible agencies were aware
of—and concerned about—terrorist attacks. There had been multiple indicators that the United
States and Americans were a target, including the truck bombing of the Khobar Towers in Saudi
Arabia that targeted Americans living there, the bombings at the U.S. embassies in Kenya and
Tanzania, the attack on the U.S.S. Cole, and the first attack on the Twin Towers in New York
City.8 All of these attacks demonstrated the intent and capability of U.S. adversaries. The 9/11
Commission Report presented a stark assessment of the circumstances that led to 9/11. The
combination of the adversary’s imagination, the consistent investment in capabilities, and the
ability to understand and exploit seams in U.S. defenses was matched by a lack of imagination,
an underappreciation for the adversary’s intent and capabilities, and an inability to adjust on the

6

CIA, “CIA Vision, Mission, Ethos & Challenges,” webpage, updated November 1, 2018a; CIA, “History of the
CIA,” webpage, updated November 1, 2018b.
7

North American Aerospace Defense Command, Office of the Command Historian, A Brief History of NORAD,
Colorado Springs, Colo., May 13, 2016.
8

National Commission on Terrorist Attacks Upon the United States, The 9/11 Commission Report: Final Report of
the National Commission on Terrorist Attacks Upon the United States—Executive Summary, Washington, D.C., July
22, 2004.
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part of the U.S. government.9 As the 9/11 Commission stated in its report, “The 9/11 attacks
were a shock, but they should not have come as a surprise.”10
Now, the United States has entered a new phase of global conflict, one in which adversaries
can employ a variety of measures against the homeland that go well beyond the effects created
by the conventional tactics employed by terrorists, but which do not cross the threshold of all-out
kinetic attack. The sophistication and tactics of U.S. adversaries have evolved. Adversaries might
seek to delay or disrupt Army installations’ ability to power project and mobilize forces and
conduct other wartime missions. These adversary actions likely would involve complex attacks
conducted over an extended period of time and targeted at multiple installations, their
surrounding communities, and critical communication nodes.
Per the National Defense Strategy of 2018,
It is now undeniable that the homeland is no longer a sanctuary. America is a
target, whether from terrorists seeking to attack our citizens; malicious cyber
activity against personal, commercial, or government infrastructure; or political
and information subversion. New threats to commercial and military uses of
space are emerging, while increasing digital connectivity of all aspects of life,
business, government, and military creates significant vulnerabilities. During
conflict, attacks against our critical defense, government, and economic
infrastructure must be anticipated.11

The economic, social, civil, and military dimensions of U.S. existence now are seemingly
vulnerable to a variety of threats. Some threats are well understood but are nevertheless difficult
to defend against, such as cyberattacks. Some threats exist, are not well understood, and are not
captured in current assessment methodologies, such as social media disinformation. Some are
emerging swiftly, such as unmanned aerial systems (UASs, or drones). Others are just over the
horizon, such as the use of artificial intelligence (AI) to sow the seeds of civil unrest and create
confusion and disruption.
Although threats seem to proliferate at the pace of technological innovation, the ability to
understand vulnerabilities and secure against those threats takes much more time to develop. The
difficulty is in prioritizing what should be defended, why, how, and by whom, and then
allocating the resources to do so. Frederick the Great cautioned, “he who tries to defend
everything defends nothing.”12
Our analysis revealed that the Army is not prepared to defend continental United States
(CONUS) installations from complex coordinated attacks against the homeland using
9

National Commission on Terrorist Attacks Upon the United States, 2004.

10

National Commission on Terrorist Attacks Upon the United States, 2004, p. 2.

11

U.S. Department of Defense, Sharpening the American Military’s Competitive Edge: Summary of the 2018
National Defense Strategy of the United States of America, Washington, D.C., 2018d, p. 3.

12

Owen Connelly, “The Modern Originals: Frederick the Great (1713–1786) and Napoleon (1769–1821),” On War
and Leadership: The Words of Combat Commanders from Frederick the Great to Norman Schwarzkopf, Princeton,
N.J.: Princeton University Press, 2002, p. 17.
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unconventional means. The scenarios presented by Jason Dorvee, Richard Kidd IV, and John R.
Thompson in a 2018 Mad Scientist Laboratory blog post illustrate technologically plausible
attacks for which the Army is unprepared.13 In Appendix A, we list some of the potential threats
to individuals, communities, and installations presented in that post, including examples of how
such threats were manifested in the recent past. Of course, the challenge is not only knowing that
a threat exists but also being able to assess vulnerabilities against the threat, determine risk, and
prioritize resources to mitigate the risk. Knowledge of a threat’s existence is necessary but not
sufficient. In an influential 2009 report, the Defense Science Board undertook a historical review
of military surprises, concluding that “the problem has rarely been ‘surprise’—it has generally
been an inability to identify which possibilities to prepare for and/or when or to what level to act
upon them.”14
The Assistant Secretary of the Army for Installations, Energy and the Environment
(ASA[IE&E]) asked RAND Arroyo Center to catalog innovative and emerging nonkinetic
threats to installations, identify deficiencies in the Army’s current threat assessment
methodologies, and develop a framework to respond to these threats.

Methodology
The project team followed a three-step process to undertake this research. The steps are as
follows:
1. Conduct a literature review. The research required two types of literature review. The
first involved expanding our knowledge of known threats and emerging threats. Our
literature review considered academic, military, scientific, government, and industry
sources and identified 545 instances that could be relevant for Army installations. We
then used the U.S. Department of Homeland Security (DHS) Lexicon to distinguish
“threats,” “hazards,” and “vulnerabilities.”15 The second aspect of the literature review
included U.S. Department of Defense (DoD), Department of the Army (DA), and DHS
guidance, policy, and instruction on how to assess existing and emerging threats to
critical infrastructure and installations.
2. Conduct interviews with subject-matter experts. We conducted interviews with
garrison command staff, installation management organizations, the Joint Staff Strategy,
Plans, and Policy (J-5), the Defense Threat Reduction Agency (DTRA), DA Operations,
Plans, and Training (G-3/5/7), the U.S. Army Office of the Provost Marshal General

13

Jason R. Dorvee, Richard G. Kidd IV, and John R. Thompson, “Army Installations: A Whole Flock of Pink
Flamingos,” Mad Scientist Laboratory blog, October 18, 2018.
14

Defense Science Board, Capability Surprise: Vol. 1: Main Report, Washington, D.C.: Office of the Under
Secretary of Defense for Acquisition, Technology, and Logistics, September 2009, p. 4.
15

DHS, Instruction Manual 262-12-001-01: DHS Lexicon Terms and Definitions, rev. 2, Washington, D.C.,
October 16, 2017.
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(OPMG), U.S. Army Installation Management Command (IMCOM),16 U.S. Army North
(ARNORTH), DA Intelligence (G-2), and others. These interviews elicited information
about current processes for identifying threats faced by installations and helped validate
the proposed approach.
3. Develop and validate a proposed framework. The research team endeavored to
incorporate existing processes and organizations, use the existing lexicon and definitions,
and limit additional administrative burden, while creating an effective framework for
identifying the innovative use of existing and emerging threats and mitigating their risk.

Guide to This Report
In Chapter 2, we present innovative and emerging threat categories identified in our research.
In this chapter, we also discuss Army installation vulnerabilities to some specific threats and the
challenges faced by Army installations and the wider community surrounding those installations.
As we describe in Chapter 3, current Army threat assessments focus on events that have
already occurred and on the protection of critical assets. The Army’s threat assessments do not
seek to identify emerging threats, such as the potential dangers posed by the inclusion of
Chinese-developed fifth-generation (5G) technologies in an Army installation’s network or
complex attacks using a variety of existing threats, such as cyber, drones, and social media
manipulation.
In Chapter 4, we explain how the Army currently assesses threats and what efforts it makes
to mitigate against them. We discuss what the threat assessments cover, how frequently they are
applied, and what number of installations are assessed annually. Finally, we present an
evaluation of these current practices.
In Chapter 5, we present a potential framework for the Army to better mitigate innovative
and emerging threats to its installations.
Finally, in Chapter 6, we present our findings and recommendations.
We also include four appendixes that detail prospective threats to Army installations and
describe threat assessments.

16

At the time of this project, IMCOM was a separate command; it subsequently became a subordinate command
under the Army Materiel Command (AMC). Therefore, AMC was not among the organizations included.
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2. Innovative Threats and How They Affect the Army

In this chapter, we discuss the categories of threats that we developed and how we developed
them. We examine some of the vulnerabilities faced by Army installations and their wider
communities from the innovative use of existing and emerging technologies. As an illustration,
we discuss the rapid development of smart cities technologies and why their adoption should be
considered, emphasizing security by Army installations and their surrounding communities. We
also consider the threat presented by an adversary’s ability to use multiple technologies in a
synchronized way to disrupt or deny installation capabilities.

Innovative and Emerging Threats Span Multiple Categories Representing
Multiple Dilemmas
In our literature review, which included academic, military, scientific, government, and
industry sources, we identified 545 instances that we deemed relevant for Army installations. We
then used the DHS Lexicon to distinguish among threats, hazards, and vulnerabilities.17 The
Lexicon defines a hazard as a “source or cause of harm or difficulty” that “may be natural,
technological, or human-caused.”18 A threat is defined as an “indication of potential harm to life,
information, operations, the environment and/or property.” It “may be a natural or humancreated occurrence and includes capabilities, intentions, and attack methods of adversaries used
to exploit circumstances or occurrences with the intent to cause harm.”19 A vulnerability is
defined as a “physical feature or operational attribute that renders an entity open to exploitation
or susceptible to a given hazard” (or threat).20
We conducted a review of the 545 instances to identify redundancies and to distinguish
among threats, vulnerabilities, and hazards. In Table 2.1, we provide an example of how we
distinguished among threats, hazards, and vulnerabilities concerning cybersecurity.

17

DHS, 2017.

18

DHS, 2017, p. 282. Additionally, a “hazard is a component of a risk that represents the origin of an adverse
condition. . . . A hazard also differs from a threat in that a threat is directed at an entity, asset, system, network, or
geographic area” (p. 282). Although a hazard is a condition that might cause harm, it is not intentionally designed to
do so.
19

DHS, 2017, p. 661.

20

DHS, 2017, p. 705.

5

Table 2.1. Examples of Threats, Vulnerabilities, and Hazards Affecting Cybersecurity
Factors Affecting Cybersecurity
Threat

Examples
Using web-based “watering hole” attacks, an attacker infects a
website with malware with the intent that a target group of users who
frequent the site will access it and at least some users will
unknowingly download the malware.

Vulnerability

Permissions, privileges and access controls, insufficient verification
of data authenticity, poor code quality

Hazard

Devices, particularly mobile devices, often reveal sensitive
information about the locations and activities of the people using
them, often in exchange for free services (e.g., location data traded
for health-related analytics), providing opportunities for malicious
actors to exploit data leakage.

Using this approach, we narrowed the number of existing and emerging threats to 170
distinct threats. We provide the full list of threats in Table B.1 in Appendix B. We analyzed the
threats and grouped them into the following 12 categories using an affinity diagram:21
1. advanced technology
2. adversarial (human)
3. autonomous systems
4. cyber
5. drones
6. health
7. information warfare
8. physical plant infrastructure and utilities
9. natural
10. political
11. smart cities and internet of things
12. unconventional weapons.22
In Table 2.2, we describe the 12 major categories and 53 subcategories of emerging threats
that we developed. We also provide examples of such threats.

21

An affinity diagram is a management tool used to group large numbers of ideas based on their natural
relationships.
22

We established a separate category for drones because of the proliferation of examples of how drones might pose
threats to Army installations.
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Table 2.2. Emerging Threats Span Multiple Categories Representing Multiple Dilemmas
Categories

Subcategories

Threat Examples

Advanced technology

computing, engineering, human enhancement, Smart dust, 3D/4D/5D printing
manufacturing

Adversarial (human)

Competence, criminality, espionage, terrorism

Active shooter, hostage-taking, aircraft as
a weapon

Autonomous systems

AI, robotics

Adversarial machine learning, AI
automated attack or hacking, selfassembling robots

Cyber

Encryption, industrial control systems (ICS)
Botnets, ICS/SCADA, back doors
and supervisory control and data acquisition
(SCADA), internal controls, data confidentiality,
network security

Drones

Enhanced UAS capabilities; intelligence,
surveillance, and reconnaissance (ISR)
capability; operational disruption; payload
delivery; swarming

Swarms, micro drones, nano UASs

Health

Hazardous material release, mass illness

Biological food contamination, mass
psychogenic illness

Information warfare

Data and identity manipulation, data
confidentiality, social manipulation, spoofing

Faceprints, audio fraud, adaptive
camouflage

Physical plant
infrastructure and
utilities

Electric grid, water, wastewater, design
planning, malfunction, network security,
regulatory

Smart meter attacks, sensor manipulation,
utility supply chain integrity, interruption of
service attacks

Natural

climate change, disaster or extreme weather

Extreme weather, natural disasters (if
exploited by the adversary)

Political

Globalization, international conflict, migration,
polarization, social unrest

Disruption of critical infrastructure, social
cohesion, and basic government
functions, democracy subversion

Smart cities and internet Attack vectors, capacity overload, cascade
effect, competence, data manipulation, device
of things
integration, network security

5G security, supply chain risks, grid
attacks or tampering, manipulation of data
analytics systems, algorithms, and signals

Weapons

Hypersonic weapons, satellite disruption,
communication attacks

electromagnetic pulse (EMP), electronic
warfare, ISR platforms, projectiles, satellites

Our primary concern was how these threats might be used by adversaries to disrupt or
degrade capabilities on Army installations, including delaying the power projection of Army
forces from CONUS installations.
Taken individually, the threats identified in Table 2.1 might appear manageable. However,
when these threats are part of a coordinated effort involving both the installation and the
surrounding community, they might overwhelm an Army installation’s capabilities. As a result, a
coordinated attack could critically hinder the ability of the Army to execute its mission.
We concluded that Army installations face both direct threats (i.e., activities against
installation infrastructure, systems, and personnel) and indirect threats (i.e., activities against the
surrounding community, Army dependents, and adjacent infrastructure). Threats could disrupt
garrison operations and mission requirements when time is of the essence. Our interviews with
7

national security experts indicated that nation-state competitors, including China and Russia,
seek to gain advantage through varying means, including the exploitation of existing technology
and the propagation of new technology. It became apparent through this research that identifying
and evaluating the impact of emerging threats—such as social media disinformation, 5G
technology, and drones—might pose an increasing challenge for Army installations.

Emerging Technologies Can Swiftly Become Ubiquitous
What is an emerging technology? Rotolo, Hicks, and Martin, 2015, p. 1827, identifies “five
attributes that feature in the emergence of novel technologies. There are (i) radical novelty, (ii)
relatively fast growth, (iii) coherence, (iv) prominent impact, and (v) uncertainty and
ambiguity.”23 The 2015 MHI Annual Industry Report defines emerging technologies as part of a
life-cycle phase, characterized by “lower levels of adoption today” (approximately 10 percent),
“with accelerating growth,” “6 or more years behind maturing technologies in expected adoption
levels,” and where “current applications are more limited and tend to be more relevant to specific
industries.”24
Part of the challenge of dealing with emerging threats is knowing when and where to pay
attention. For example, the thought that UASs (or drones) would someday be ubiquitous might
have occurred to a handful of technologists, but, for most Army leaders, drones probably did not
appear to be a serious threat to Army installations until very recently. UASs demonstrate how—
once the right conditions exist—a technology can develop rapidly from one that was created and
used predominantly by the military to one that might be widely used commercially and that can
pose unanticipated threats.25
A 2013 study by the U.S. Department of Transportation predicted that, by 2029, the number
of commercial UASs will surpass the number of UASs operated by the military, federal, and
state and local government entities combined.26 Although drone technology is common today
and is spreading, it has been a long time in development. In 1917, the military services began
researching unmanned aerial vehicles.27 During World War I, prototype fixed-wing unmanned

23

Daniele Rotolo, Diana Hicks, and Ben R. Martin, “What Is an Emerging Technology?” Research Policy, Vol. 44,
No. 10, July 7, 2015, p. 1827.
24
MHI and Deloitte, The 2015 MHI Annual Industry Report: Supply Chain Innovation—Making the Impossible
Possible, Charlotte, N.C., 2015, p. 9.
25
John A. Volpe National Transportation Systems Center, Unmanned Aircraft System (UAS) Service Demand 2015–
2035: Literature Review and Projections of Future Usage, Cambridge, Mass.: U.S. Department of Transportation,
DOT-VNTSC-DoD-13-01, September 2013.
26
John A. Volpe National Transportation Systems Center, 2013.
27
Jeremiah Gertler, U.S. Unmanned Aerial Systems, Washington, D.C.: Congressional Research Service, R42136,
January 3, 2012.
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aircraft were developed,28 and during World War II, there was limited military use of unmanned
aircraft and the “nonmilitary UAS market was essentially a hobbyist market.”29 In the 1960s,
autonomous drones were used for reconnaissance in the Vietnam War and for strategic
reconnaissance missions over denied areas.30
In the 1980s, spurred by Israeli initiatives, the U.S. military developed more-sophisticated
unmanned systems with extensive ground-based command and control capabilities and moreadvanced onboard imaging sensors.31 In 1991, during Operation Desert Storm, use of UASs was
widespread for the first time.32 The 1990s brought about greater use of UASs for intelligence
missions in the Balkans, and, in 2001, the first armed drones were deployed in Afghanistan.33 In
2002, following 9/11, interest in nonmilitary uses of UASs increased.34 In 2008, U.S. military
drone strikes accelerated, and by 2010, DoD’s unmanned aircraft inventory had increased by
more than fortyfold since 2002.35 Fifteen years of advances in navigation, communications,
materials, and other technologies made a larger variety of UAS usages possible.36
The year 2014 represented a turning point for the technology, when the FAA began accepting
requests for exemptions from its ban on commercial UAS flights; the top five requested
exemption categories were for real estate, aerial surveying, aerial photography, agriculture, and
aerial inspection applications.37 By 2015, there was a growing commercial UAS industry, with
more than 80 U.S. companies producing UASs from hobbyist planes that could fly on a single
charge for about ten minutes and that cost less than $200 to more-professional craft that could
stay aloft for longer and that cost up to $10,000.38 The development of UASs for both military
and commercial applications accelerated in 2016, when the Islamic State of Iraq and Syria (ISIS)

28

Bart Elias, Pilotless Drones: Background and Considerations for Congress Regarding Unmanned Aircraft
Operations in the National Airspace System, Washington, D.C.: Congressional Research Service, R42718,
September 10, 2012.
29
Bill Canis, Unmanned Aircraft Systems (UAS): Commercial Outlook for a New Industry, Washington, D.C.:
Congressional Research Service, R44192, September 9, 2015, p. 2.
30
Gertler, 2012.
31

Elias, 2012.

32

James Rogers, “The Origins of Drone Warfare: There Is Nothing New About Uncrewed Aircraft,” History Today,
Vol. 68, No. 4, April 2018; Larry Dickerson, “Global Investment in Unmanned Systems Quickens,” Aviation Week
and Space Technology, January 15, 2007.
33
Dickerson, 2007; Rogers, 2018.
34

Gertler, 2012.

35

Rogers, 2018; Gertler, 2012.

36

Gertler, 2012.

37

Canis, 2015.

38

Canis, 2015.
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ramped up its use of offensive UASs.39 The same year, the Massachusetts Institute of
Technology (MIT) and Ascending Technologies successfully launched swarms of more than 100
drones and the FAA legalized commercial drone operations.40 The market for commercial drone
services grew dramatically as businesses adopted the technology at increasing rates. A year later,
in 2017, the speed, range, endurance, swarming technologies, and payload capabilities of UASs
were increasing and the size of UASs was decreasing.41 By 2019, rapid innovation was occurring
in the small unmanned aircraft systems industry (e.g., advancements in sensors, materials,
processing capacity, energy storage and battery systems, propulsion systems, and novel airframe
configurations).42 Of particular concern is China’s UAS market dominance. According to a 2019
report, China’s drone manufacturer, DJI, “has soared to take two-thirds of the small UAS market
globally, dwarfing Western competitors such as France’s Parrot.”43 An alert from DHS’s
Cybersecurity and Infrastructure Security Agency stated that Chinese-made drones are a
“potential risk to an organization’s information;” the products “contain components that can
compromise your data and share your information on a server accessed beyond the company
itself.”44
Currently, there are highly capable commercial systems from ready-to-fly standardized
devices that are available for a few hundred dollars to nonstandard, highly customized UASs that
are available and used for a variety of commercial purposes, such as photography, “highly
networked package delivery, persistent communications for disaster relief efforts, chemical
dispensers for agriculture, and urban mobility systems for freight and even passengers.”45
Potential threats posed by developments in UAS technology include flying sensors to collect
information that was previously unavailable or available only at significant costs (e.g., using

39

Brian Kindamo, “UAS Swarming Strategies,” Military Technology, Vol. 40, No. 5, 2016, pp. 78–79. The
organization’s name transliterates from Arabic as al-Dawlah al-Islamiyah fi al-‘Iraq wa al-Sham (abbreviated as
Da’ish or DAESH). In the West, it is commonly referred to as the Islamic State of Iraq and the Levant (ISIL), the
Islamic State of Iraq and Syria, the Islamic State of Iraq and the Sham (both abbreviated as ISIS), or simply as the
Islamic State (IS). Arguments abound as to which is the most accurate translation, but here we refer to the group as
ISIS.
40

Zachary Kallenborn and Philipp C. Bleek, “Swarming Destruction: Drone Swarms and Chemical, Biological,
Radiological, and Nuclear Weapons,” The Nonproliferation Review, Vol. 25, No. 5-6, 2018; Kindamo, 2016;
Skyward, State of Drones in Big Business, Stevens Point, Wisc., June 2018.
41

G. James Herrera, Jason A. Dechant, and E. K. Green, Technology Trends in Small Unmanned Aircraft Systems
(sUAS) and Counter-UAS: A Five-Year Outlook, Alexandria, Va.: Institute for Defense Analyses, November 2017.
42

Andrew Lacher, Jonathan Baron, Jonathan Rotner, and Michael Balazs, Small Unmanned Aircraft:
Characterizing the Threat, Annapolis Junction, Md.: MITRE Corporation, February 2019.

43

Laura Seligman, “Pentagon Seeks to Counter China’s Drone Edge,” Foreign Policy, August 27, 2019.

44

David Shortell, “DHS Warns of ‘Strong Concerns’ That Chinese-Made Drones Are Stealing Data,” CNN.com,
May 20, 2019.
45

Lacher et al., 2019, p. 2.
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surveillance or intelligence), illicit or illegal activities (e.g., delivery of contraband), disruption
of flight operations, and carrying and dispensing small payloads (e.g., to create disruption or
panic).46
Since 2014, UAS technology has developed rapidly, characterized by widespread
commercial uses and potential threats that might not have been anticipated. In our interviews,
garrison commanders acknowledged that drone flyovers of Army installations from surrounding
communities have become more common.47 One garrison commander attributed these incidents
to hobbyists and said that they did not track these incidents as threats to the installation.
However, the swiftly increasing capabilities of commercial drones should be a source of serious
concern, especially given China’s dominance of this market.48 In the near future, China and other
adversaries could use UASs to collect information about an Army installation and its activities
that was previously unavailable or was available only at significant cost.49
UASs could be used to disrupt flight operations, which occurred in 2018 at the Gatwick
International Airport in the United Kingdom.50 UASs also could be used to carry and dispense
small payloads (e.g., a white powder) to create disruption or panic. These are just a few examples
of how UASs could be used to disrupt or delay operations on an Army installation. Most
installations have no counter to drones and are therefore vulnerable to their use.
There are other technologies that are not currently in widespread use in the United States,
such as 5G technology, that soon might become commercially viable and ubiquitous.51 This
technology, like other rapidly emerging technologies that we evaluated, might pose unanticipated
threats to Army installations and their surrounding communities. Specifically, these technologies
might be leveraged by adversaries much more quickly than the pace at which the Army can
identify the threat and develop and resource a mitigation strategy within the Program Objective
Memorandum (POM) cycle.
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Lacher et al., 2019.
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Interview with a senior Army official at Camp Parks, Calif., on January 2, 2019.
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Seligman, 2019.
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Benjamin Mueller and Amie Tsang, “Gatwick Airport Shut Down by ‘Deliberate’ Drone Incursions,” New York
Times, December 20, 2018.
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A 2019 Congressional Research Service (CRS) report provides an explanation of 5G technology and how it
differs from fourth generation (4G) technology: “Fifth-generation (5G) networks . . . use new technologies and
deployment methods to provide faster speeds, greater capacity, and enhanced services. 5G networks are expected to
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Emerging and Innovative Threats to Army Installations and Known
Vulnerabilities
Many Army installations have entered into long-term public-private partnerships over the
past 20 years that have increased the dependence of Army installations on surrounding
communities and utilities.52 Army installations have limited control over the security measures of
the private utilities from which they obtain services,
Case Study: Fort Bragg, North Carolina,
such as energy and water. These services are
conducted an unannounced test of its resilience
procured by contracts that govern the relationship
to power outages. A report in Army Times noted
and the duties of both parties. Some Army contracts that “[t]he outage lasted more than 12 hours,
shutting down facilities all across the Army’s
with private utilities have a 50-year duration and
most populated post, at more than 50,000
were initiated many years ago.53 These contracts
soldiers.” The test provided a real-world
example of the efficacy of the installation’s
might not require that the utility’s computer
energy back-up generators and allowed the
systems be updated with cybersecurity protections
installation to measure its crisis response
preparedness.
as outlined by the National Institute of Standards
The Army has conducted three such energy
and Technology (NIST) and the U.S. Department
resilience exercises, all of which have
of Energy (DOE). Therefore, the costs of upgrades
demonstrated inadequacies in existing
to utility security systems that are requested by the
generator back-up systems. In contrast, such
Army
installations as Fort Drum and Fort Knox
Army installation would be charged by the private
routinely disconnect from the grid without any
utility to the Army installation, which might not
adverse impacts because of onsite, centralized
54
power generation.
have included such an expense in its budget.
SOURCE: Meghann Myers, “Here’s the Story
Private utilities also might install sensors to
Behind That Massive Fort Bragg Power
monitor energy and water systems that could be
Outage,” Army Times, April 25, 2019.
vulnerable to cyberattack.
A reliable electric grid is essential to support capabilities generated on Army installations,
according to our interviews with garrison commanders and Army subject-matter experts.55 When
asked to name key threats to Army installations, a senior Army installation expert stated
“disruption to our power grid.”56

52

See, for example, Beth E. Lachman, Kimberly Curry Hall, Aimee E. Curtright, and Kimberly Colloton, Making
the Connection: Beneficial Collaboration Between Army Installations and Energy Utility Companies, Santa Monica,
Calif.: RAND Corporation, MG-1126-A, 2011; interview with senior officials at Fort A. P. Hill on February 4,
2019, and August 16, 2019.
53

Interview with senior officials at Fort A. P. Hill on February 4, 2019.

54

Interview with a senior Army official at Fort A. P. Hill on February 4, 2019.

55

Interview with a senior Army official at IMCOM on February 8, 2019.

56

Interview with a senior Army official at IMCOM on February 8, 2019.
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Several other senior garrison officials identified disruption to energy and water facilities that
are shared with an adjacent community as key threats.57 As a sign that the Army takes this
vulnerability seriously, the research team learned that a 2019 Army exercise at Fort Bragg
included the deployment of forces while the power grid was disabled (see the case study text box
for more information).
Case Study: In June 2015, Ukrainian officials
pleaded with Facebook to stop Russian use of its
Two senior garrison officials also identified
social media platform to spread disinformation.
ICS and SCADA systems that are located on
The Facebook Dilemma, a two-episode
Army installations as potentially vulnerable to
investigation by PBS Frontline, examines the
social media platform’s impact on privacy and
cyberattack.58 SCADA systems control heating,
democracy around the world.
cooling, and other important Army installation
AI, along with conventional social media, is an
infrastructure. For example, an attack on the
emerging technology that can enhance the
heating, ventilation, and air conditioning (HVAC)
effectiveness of personal information-gathering
and manipulation.
system could raise temperatures in a server room
such that computer servers will not function
SOURCE: The Facebook Dilemma, produced by
properly. On January 30, 2019, we conducted a
James Jacoby, Anya Bourg, Dana Priest, and
Megan Robertson, PBS Frontline, 2018.
modified tabletop exercise at RAND’s Santa
Monica and Washington, D.C., offices with two
senior Army logisticians concerning the deployment of forces from a CONUS Army installation.
The exercise indicated that the use of computer-based information is critical in preparing Army
forces to deploy and mobilize from an installation with their correct equipment.
Furthermore, individual soldiers, their families, and installation communications have grown
dependent on the use of social media. This dependence creates a vulnerability that has been
exploited by U.S. adversaries in recent conflicts.59 For example, social media disinformation
could disrupt operations and diminish capabilities, both by slowing the transit of civilians and
Army troops to the installation for work and by causing disruptions to individual Army families.
Disinformation also could result in, for example, the publication of false notices that the Army
installation is closed because of an outbreak of an infectious disease or the presence of a
(nonexistent) active shooter. Such activity by an adversary could delay or disrupt power
projection and mobilization operations.

57

Interview with senior Army officials at Camp Parks, Calif., on January 2, 2019 and Fort A. P. Hill on February 4,
2019.

58

Interviews with senior Army officials at Camp Parks, Calif., on January 2, 2019, and Fort A. P. Hill on February
4, 2019.
59

Dana Priest, James Jacoby, and Anya Bourg, “Russian Disinformation on Facebook Targeted Ukraine Well
Before the 2016 U.S. Election,” Washington Post, October 28, 2018.
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The Emerging Army Installation Landscape Is Dominated by Advances in
Technology That Expose Vulnerabilities
Although the rapid advance of technological change promises to revolutionize Army
installations and the communities surrounding them, it also introduces threats. Many of the
recent advances in technology that are being adopted by municipalities and cities include
networked sensors, cameras, and the use of AI for such tasks as surveillance, monitoring of
energy use, monitoring of water quality, and traffic control and management. These technologies
often are referred to as smart cities technologies. Such cities as Colorado Springs, which is
surrounded by five different military installations, and Louisville, Kentucky, are adopting
selected smart cities technologies. These municipalities foresee both benefits, such as a reduction
in traffic congestion by using sensors on traffic lights to regulate traffic, and cost reductions from
the monitoring and real-time adjustment of energy use in city buildings.60 Officials in some cities
foresee a benefit to citizen safety by installing cameras and sensors on traffic lights and other city
infrastructure to provide greater surveillance. Many of the applications of smart cities
technologies are relevant to Army installations and could provide such benefits as more-effective
monitoring of the perimeters of installations, cost savings through monitoring and controlling
energy use in buildings, and additional capabilities to guard and police the installation.
A key enabler of smart cities technologies is the use of new 5G telecommunications
networks. CRS provided the following explanation of 5G technology to Congress:
In mobile communications, there have been five generations of
technology. . . . First-generation (1G) technologies brought consumers the first
mobile phone. The phone and the service were expensive, and the basic analog
networks offered voice-only services, and limited coverage and capacity.
Second-generation (2G) technologies used digital networks, which supported
voice and texting. Networks were expanded, and phones were made more
affordable, increasing adoption. Third-generation (3G) technologies supported
voice, data, and mobile access to the internet (e.g., email, videos). Smartphones
were introduced, and people began using mobile phones as computers for
business and entertainment, greatly increasing demand for data. Fourthgeneration (4G) technologies offered increased speeds, and true mobile
broadband that could support music and video streaming, mobile applications,
and online gaming. Providers offered unlimited data plans and mobile devices
that could be used as hotspots to connect other devices to the network, further
increasing demand for mobile data.61

The CRS report explained that each of the generations of service were built to specific
technical standards to achieve specific levels of performance. Beginning with 3G and 4G
networks, countries began building networks to the same network architecture standards.
60

Interviews with a senior Colorado Springs government official on May 6, 2019, and with a senior Louisville
government official on April 26, 2019.
61

Gallagher and DeVine, 2019, p. 2.
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According to the CRS report, “[t]his enabled equipment to be used in many countries, enabled
manufacturers to achieve economies of scale, and enabled carriers to speed deployment.”62 The
CRS report further outlines the capabilities of 5G networks as follows:
Fifth-generation (5G) networks utilize 5G standards, which use new technologies
and deployment methods to provide faster speeds, greater capacity, and enhanced
services. 5G networks are expected to meet the increasing demand for data from
consumers, and to support new services. 5G was also designed to meet growing
demands for data from industrial users, and to support the growing use of mobile
communications technologies across multiple industries (e.g., crop management
systems, public safety applications, new medical technologies).63

This new technology is not a future vision; its deployment has already commenced. In April
2019, Martin, Krouse, and Kim reported in the Wall Street Journal that Verizon
Communications, Inc., had launched 5G wireless service in parts of Chicago and Minneapolis
and stated that carriers in South Korea would begin deploying their 5G networks shortly.64
According to the article,
[t]he mobile industry is betting 5G service, with speeds up to 100 times faster
than current networks, will replicate the breakthroughs enjoyed from 4G—which
reshaped the way people order takeout and hail taxis and helped spawn services
such as Uber and Instagram. The ultimate vision is for the faster speeds to enable
self-driving cars, power smart cities and birth immersive digital worlds.65

The U.S.-China Economic and Security Review Commission identified such Chinese
companies as ZTE Corporation; Huawei Technologies Co., Ltd.; and hundreds of smaller
Chinese firms that have received very substantial financial support from the Chinese government
for the global export of 5G and smart cities technologies.66 Specifically, the commission
highlighted that the Chinese government supplies funds to subsidize the export of 5G and smart
cities technologies by up to 30 percent so that Chinese firms can achieve lowest-cost-bidder
status in acquisitions.67 Currently, such Chinese companies as Huawei are offering their 5G
network equipment and smart cities technologies to countries that are participating in China’s
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and Security Review Commission, Washington, D.C.: U.S. Government Printing Office, November 2018b, pp. 447,
452, 453; Carolyn Bartholomew, “Global Competition and the Future of Advanced Wireless,” in The
Transformational Impact of 5G: Proceedings of a Workshop in Brief, Washington, D.C., June 11–12, 2019.
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Belt and Road Initiative.68 Some U.S. allies, such as the United Kingdom, may use Huawei
technologies in their telecommunications networks and share intelligence information over their
networks with the United States. Members of the commission expressed concern that Chinese
technologies, such as the Huawei 5G platform used for smart cities technologies, might transmit
data back to China.69 Officials from the commission pointed out that Chinese companies are
bound by Chinese law to cooperate with the Chinese government, including the military and
intelligence services, and, if requested to do so, would need to provide data that the companies
have obtained from the networks of global customers.70 Recent news articles suggest that
Huawei networks contain vulnerabilities that could be leveraged for data collection and
surveillance by China.71 Members of the commission are not alone in their concern about the
potential threat posed by Chinese technologies associated with 5G networks and smart cities
applications. In testimony before the U.S. Senate in February 2018, FBI Director Christopher
Wray said
We’re deeply concerned about the risks of allowing any company or entity that is
beholden to foreign governments that don’t share our values to gain positions of
power inside our telecommunications networks. . . . That provides the capacity to
exert pressure or control over our telecommunications infrastructure. . . . It
provides the capacity to maliciously modify or steal information. And it provides
the capacity to conduct undetected espionage.72

The same concern about 5G technologies also has been raised regarding China’s dominance
of the commercial drone market. Ellen Lord, Under Secretary of Defense for Acquisition and
Sustainment, said
So essentially we don’t have much of a small UAS industrial base because
(Chinese company) DJI dumped so many low-priced quadcopters on the market
and we then became dependent on them, both from the defense point of view and
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the commercial point of view. And we know that a lot of the information is sent
back to China from those, so it is not something that we could use.73

Officials from the U.S.-China Economic and Security Review Commission indicated that the
key issue for Army deployment of smart cities technologies will be to do so securely.74 This
would entail careful vetting of companies that are offering smart cities solutions to Army
installations.75 Evidently, some Chinese companies are doing business in the United States
through American subsidiaries, which is a technique known as white labeling.76 For this reason,
the lowest-cost bidder in an Army acquisition might not be the most appropriate bidder. Army
acquisition teams will need to be cognizant of the potential concerns about smart cities, drone,
and 5G technologies. This demonstrates the need for increased scrutiny when it comes to
selecting vendors for “smart” technologies.77
Another source of potential threat is the use of Chinese smart cities technologies by cities and
municipalities adjacent to Army installations and by ports and transportation companies
supporting Army power projection. As described earlier, many Army installations share critical
infrastructure, such as water utilities and the energy grid, with adjacent communities. Chinese
technologies could pose a threat to securing an Army installation’s energy grid and water
resources, as well as CONUS lines of communication.

Army Installations Likely Will Face Coordinated and Synchronized Attacks
from the Innovative Use of Existing and Emerging Technologies
The scenarios presented by Dorvee, Kidd, and Thompson illustrate technologically plausible
attacks in 2030.78 However, the escalation of tension between the United States and Iran
following the January 2020 killing of major general Qassem Soleimani provides a real-life
example of the risks described in that blog post.
Within hours of the news of Soleimani’s assassination, social media, including Facebook and
Twitter, came alive with reports of the imminent imposition of U.S. selective service. “WWIII”
(World War III) became a top-trending topic, illustrating the ability of social media to foment
73
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panic and spread disinformation. In major U.S. cities, including San Francisco, Los Angeles,
Philadelphia, Chicago, Minneapolis, and New York City, people took to the streets to protest a
war with Iran. Although these protests were small, it is not difficult to imagine how, fueled by
disinformation provided by adversaries, protest groups might lead to a disruption of power
projection. In response to the assassination of Soleimani, DHS warned of Iranian retaliation:
The Department of Homeland Security (DHS) released a bulletin . . . through its
National Terrorism Advisory System warning of Iran’s ability to carry out
cyberattacks with “disruptive effects” against critical U.S. infrastructure. In the
bulletin . . . DHS noted that while there is currently “no information indicating a
specific, credible threat to the Homeland,” Iran does have the ability to attack the
U.S. in cyberspace. “Previous homeland-based plots have included, among other
things, scouting and planning against infrastructure targets and cyber enabled
attacks against a range of U.S.-based targets,” DHS wrote in the bulletin.79

Although this example was not a concerted and synchronized attack, it provides an
illustration of how disinformation, social media, and cyberattack capabilities can combine to
create confusion and potential disruption. For example, in the future, adversaries could
manipulate social media to prompt or influence protests that could impede traffic into and out of
U.S. Army installations (see Figure 2.1).
In summary, Army installations face an array of innovative and emerging threats. We
describe the Army’s approach to threat assessment in further detail in the next two chapters.
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Figure 2.1. Public Protests Can Impede Military Mobility

SOURCE: justin_anderson, Adobe Stock.
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3. Army Installations Employ Multiple Threat Assessment
Instruments

In this chapter and the next, we delve into the Army’s current threat assessment approach.
Threat assessment is an essential aspect of mission assurance (MA).80 Since the publication of
the DoD Mission Assurance Strategy in 2012, “the Department has taken far-reaching measures
to strengthen” MA.81 Furthermore, DoD “has expanded its traditional emphasis on defense
critical infrastructure protection and is adopting a more holistic and integrated approach to
support [operation plan] execution by regional and functional combatant commands.”82 For
example, the following DoD guidance documents seek to integrate DoD MA initiatives with
other DoD risk-management efforts, especially concerning cybersecurity:
•

•
•

Department of Defense Directive 3020.40: Mission Assurance (MA): The directive
“[e]stablishes policy and assigns responsibilities to meet the goals of refining, integrating,
and synchronizing” parts of DoD programs related to MA, integrates DoD MA initiatives
with other DoD risk-management efforts, and integrates MA-related responsibilities with
the department’s cyber strategy.83
Department of Defense Manual 3020.45: Defense Critical Infrastructure Program
(DCIP): The DCIP helps DoD categorize defense installations and other assets in terms
of their criticality to national security and national defense, with a focus on MA.84
Department of Defense Instruction 3020.45: Mission Assurance (MA) Construct: The
instruction “establishes policy, assigns responsibilities, and provides procedures for the
establishment and execution of the MA Construct.”85

In this chapter and the next, we review the implementation of this policy and guidance. In
this chapter, we discuss the instruments used to guide the threat assessments. In the next chapter,
we discuss the threat assessment processes themselves.
80
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The instruments discussed in this chapter are not comprehensive in nature; they also do not
consider the innovative use of existing technologies, the application of emerging technologies, or
tactics likely to threaten installations operating in a contested environment.
Our research indicates that Army installations use two different risk-management paradigms:
installation-centric and mission-centric paradigms. The installation-centric paradigm focuses on
the safety of a given installation via a protection program that addresses all aspects of security
(e.g., physical security, law enforcement, antiterrorism). This paradigm is mostly Army-driven
and is in line with its conception of an installation as the “Strategic Support Area” from which
“joint logistics and sustainment functions required to support [Multi-Domain
Operations] . . . emanate” and which thus presents a target that the “enemy will attack . . . to
disrupt and degrade deployments and reinforcements.”86
The MA framework has largely been an initiative of DoD, which has sought to reorient the
services toward this goal since it released its first Mission Assurance Strategy in 2012.
With both of these paradigms in mind, we describe how the Army currently identifies threats
to installations. We first outline the conceptual frameworks of threat identification—specifically,
Army doctrine on categorizing threats and hazards, DoD- and Army-mandated installation threat
assessments, and Army-wide threat reporting mechanisms—including detailed lists of
categorized threats that the Army or DoD has identified. Next, we discuss these current practices.
We conclude that current practices are not comprehensive in nature and do not pay adequate
attention to the innovative use of existing technologies or to emerging threats.

Conceptual Framework
Policy
In its official publications, the Army has issued extensive policy detailing processes through
which to identify threats and hazards and, in concrete terms, assess the risks they pose. The
Army’s foundational text, U.S. Army Techniques Publication 5-19, Risk Management, is
specifically oriented toward the “conduct of operations.”87 It outlines a two-step riskmanagement process for conducting Army missions: (1) threat or hazard identification and (2)
risk assessment.
The following “mission variables . . . serve as a standard format for identifying” threats and
hazards in step one: mission, enemy, terrain and weather, troops and support available, time
available, and civil considerations.88 The second step is to assess the risk that the identified
86
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threats and hazards pose by evaluating the expected consequence (severity) from a given threat
and the expected frequency (probability) of that threat. As we outline in Table 3.1, severity and
probability are each graded along a spectrum and placed on separate axes in a matrix. Depending
on a given threat’s severity and probability, a final determination is made regarding its overall
risk from low to extremely high.89
Table 3.1. The Army’s Risk Assessment Matrix for Identified Threats and Hazards
Probability (Expected Frequency)
Frequent:
Continuous,
Likely:
Occasional:
Regular or
Several or
Sporadic or
Inevitable
Numerous
Intermittent
Occurrences Occurrences Occurrences

Risk Assessment Matrix
Severity (expected consequence)

Seldom:
Infrequent
Occurrences

Unlikely:
Possible
Occurrences
but
Improbable

A

B

C

D

E

Catastrophic: Mission failure, unit
readiness eliminated, death,
unacceptable loss or damage

I

EH

EH

H

H

M

Critical: Significantly degraded unit
readiness or mission capability,
severe injury, illness, loss or
damage

II

EH

H

H

M

L

Moderate: Somewhat degraded
unit readiness or mission
capability minor injury, illness,
loss, or damage

III

H

M

M

L

L

Negligible: Little or no impact to
unit readiness or mission
capability, minimal injury, loss, or
damage

IV

M

L

L

L

L

NOTE: EH = extremely high risk. H = high risk. M = medium risk. L = low risk.
SOURCE: Adapted from U.S. Army Techniques Publication 5-19, 2014, p. 1-7.

Army manuals lay out in specific, dispassionate terms the extent of damage to human life or
property value that would determine the appropriate level of severity in the spectrum.90
Regarding installations, U.S. Army Pamphlet 190-51, Risk Analysis for Army Property, uses a
similar framework but provides even more criteria about how to assess the value of an asset
(adding replaceability in addition to criticality) and denotes specific value and probability levels
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for each class of assets (e.g., aircraft and components; vehicles and carriage-mounted weapons;
petroleum, oils, and lubricants; arms, ammunition, and explosives).91
Installation-Specific
The doctrinal frameworks inform how threat and hazard assessments are conducted on Army
installations. There are three different assessment tools, each of which is fairly similar in
structure but issued by different agencies and intended for different purposes: (1) the all-hazards
threat assessment (AHTA), issued by DTRA as part of its Joint Mission Assurance Assessment
(JMAA); (2) the Army Mission Assurance Threat/Hazard Assessment (AMATHA), issued by
Headquarters, Department of the Army (HQDA) G-3/5/7 directorate’s Protection office (G-34)
as part of its Critical Infrastructure Risk Management Protection Program; and (3) the Risk
Assessment Tool (RAT), issued by IMCOM, now part of AMC, as part of its Higher
Headquarters Assessment (HHA). All three tools follow the same two-step process outlined in
Army doctrine: first, the “identification of a comprehensive list of threats and hazards” that pose
a threat to that specific installation and second, the “identification of their probability of
occurrence.”92
For threat identification in the AHTA, installations are instructed to consider “the full range
of known or estimated natural, technological, and human-caused hazards and threats” that are
“capable of causing harm to the asset or system supporting the essential capability.”93 The
AHTA guidelines make it clear that the “hazard and threat assessment process is not limited to
historical incidents and should include the changes in hazard and threat environment due to
social change, globalization, and climate change.”94
DTRA distributes an AHTA Excel spreadsheet that provides a drop-down menu of specific
threats and hazards to select as identified threats for that installation. The options fall into three
91
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broad categories: hazards, threats, and cyber threats. Each category has a series of subelements
and the latter two categories have a list of potential hostile actors, for a total of 85 distinct
entries. We provide a full list of the enumerated threats in the AHTA in Appendix C. The
AHTA’s list of hazards is taken directly from the 2017 version of Department of Defense
Instruction 6055.17, DoD Emergency Management (EM) Program, which introduces the AHTA;
its list of threats is considerably expanded from those listed in the February 2017 version of
Department of Defense Instruction 6055.17 (with some threats in the latter not included in the
AHTA), while its list of cyber threats is entirely self-generated by DTRA.95 Beyond this list, if
the installation identifies a particular threat or hazard that is not available in the drop-down
menu, it can enter the newly identified threat manually.96
For the second component of the AHTA, the determination of probability, DTRA developed
a four-range scale (high, significant, moderate, and low) with corresponding scores from 0 to 1.
For hazards, the score is based on the degree of demonstrated history of incidents in the
immediate area or region.97 For threats and cyber threats, the score is based on the degree of
demonstrated capability and intent by the hostile actor, as well as the demonstrated history of
the asset (or similar assets) being targeted.98
In the AMATHA, like the AHTA, asset owners are provided with three broad categories of
threats and hazards from which to choose: intentional human-caused events, technological or
accidental human-caused events, and natural events. Each category has subelements, for a total
of 44 individual threats and hazards. We provide the full list of the AMATHA’s enumerated
threats in Appendix C. The AMATHA also uses Department of Defense Instruction 6055.17
(albeit the 2009 version), along with DoD’s DCIP Enhanced Threat and Hazard Assessment
(EHTA) for its sources of enumerated threats and hazards. Just as DTRA tweaked its source
material in generating its list, the G-34 recategorized or deleted entries from its sources as it
thought appropriate.99
With regard to probability, unlike the AHTA, the AMATHA presents a five-range scale
(severe, high, medium, low, and negligible) and its criteria for probability are tailored to the
specific threat type. As with the AHTA, intent, capability, and historical incidents are generally
included in determining likelihood but, importantly, historical incidents are not a factor in some
threat types (e.g., biological or chemical attack). The AMATHA introduces “intent to acquire
capability” as an additional dimension of determining likelihood in other threat types (e.g.,
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terrorist attack).100 Notably, for three specific threats—EMP, general cyberattack, and cyber
warfare attack—the criteria for determining likelihood is marked “to be determined (TBD).”101
IMCOM’s RAT, although it adheres to the same general framework as the AHTA and
AMATHA, features significant differences. With regard to threat identification, the RAT does
not provide any listed options and leaves it to the installations to name the identified threats
accordingly. The RAT has four distinct categories for probability scoring, each of which is
ranked on a four-point scale (high, significant, moderate, and low) from 0-1. The categories are:
(1) operational capability, (2) intent, (3) activity (i.e., history of or potential for incidents), and
(4) operating environment. The scores from each are averaged to find the final probability
score.102 This mechanism is notable not only in its introduction of the operational environment
element but also in its systematic approach to each element that constitutes probability, in
contrast to the combinatory approach of the AHTA and AMATHA, which essentially assumes
uniformity of capability, intent, and history across each point on the scale.103
Finally, the Army requires an Annual Threat to the Army Assessment (ATTA) to evaluate
“current and emerging threats to the Army worldwide.”104 The ATTA, the AHTA, the
AMATHA, and the RAT are discussed in more detail in the next section.

The Army’s Threat Assessment Tools: The AHTA, the AMATHA, the RAT,
and the ATTA
Of the four threat assessment tools used by the Army to identify threats—the AHTA, the
AMATHA, the RAT, and ATTA—the first three are fairly similar in structure. However, just as
each is issued by a different agency, each is aimed to solicit input from different stakeholders or
to focus on different aspects of security on the installation.
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The AHTA Has a Mission Assurance Perspective
DTRA’s AHTA, as part of its JMAA, follows a mission assurance perspective in uncovering
threats and hazards that pose risks to executing an installation’s mission-essential functions
(MEFs). The AHTA is completed by an installation’s Protection Working Group (PWG) in
coordination with the installation’s Protection Threat Working Group, both of which are
overseen by the garrison commander, who is responsible for an installation’s day-to-day
operations and the management and safety of the garrison and its personnel.105 Once it is
completed, the AHTA must be reviewed annually and immediately prior to onsite
assessments.106 Per DoD instructions, the PWG is directed to reference “threat information
prepared by the intelligence community in coordination with federal, State, [and] local law
enforcement” in identifying threats;107 specifically, the Defense Intelligence Agency (DIA)
global baseline assessment, the Geographic Combatant Command (GCC) area of responsibility
supplemental assessment (which, in the case of CONUS-based installations, is ARNORTH), and
“local conditions.”108
The AMATHA Is Strictly Limited to Critical Infrastructure
G-34’s AMATHA is, as its name implies, also is oriented toward mission assurance.
However, unlike the AHTA, the AMATHA is strictly limited to assets. For any platform deemed
a “Task Critical Asset” in the DCIP, the individual asset owners are responsible for completing
an AMATHA in preparation for Army MA onsite inspections. Like the AHTA, the AMATHA
guidance recommends using the DIA and GCC assessments as a reference point for identifying
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threats, along with relevant local, state, and federal law enforcement and Army intelligence
reporting.109
The RAT Focuses on Installation Safety and Security
In contrast to the previous assessments, IMCOM’s RAT is focused entirely on the safety and
security of the installation itself as a stand-alone entity. As described earlier, the installation’s
PWG is responsible for the RAT’s completion, with the garrison commander specifically
highlighting their top three priority threat concerns among all of the installation’s identified
threats. The installation’s threat and hazard assessment is reviewed and updated annually.110 The
RAT, consistent in its approach to provide maximum flexibility to commanders by not providing
specific threat or hazard options, does not provide guidance on specific sources that the PWG
could reference to determine such threats and hazards.
The ATTA Collects Current and Emerging Threats Worldwide
As we discussed earlier, the Army requires an ATTA to evaluate “current and emerging
threats to the Army worldwide.”111 The ATTA is used as the basis for the GCC assessments and
“provides the foundations for installation antiterrorism plans, [provides for] the preparation of
vulnerability and criticality assessments, and informs program resource decisions.”112
The central hub for collecting and disseminating the ATTA’s threat information is the Army
Threat Integration Center (ARTIC), which is operated by OPMG in direct support of G-3/5/7.
ARTIC “integrates, analyzes, and disseminates all-source threat information” for both “internal
and external” threats.113 It hosts embedded analysts from U.S. Army Counterintelligence and
works in direct collaboration and coordination with the U.S. Army Criminal Investigation
Division Command’s (USACIDC’s) Criminal Intelligence Operations Center (CIOC).114 The
CIOC is responsible for analyzing suspicious activity reports (SARs) reported through the 1-800109
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CALL-SPY telephone hotline and iSalute, an online reporting portal, along with other “raw
criminal information” to identify “current and future criminal trends” (see the case study).115
As part of its data collection, ARTIC
Case Study: The Army has instituted a Threat Awareness
receives information from multiple Army and Reporting Program (TARP) whereby Army personnel
can report observed potential threats to proper authorities.
Service Component Commands,
The TARP regulation specifically outlines the following
including ARNORTH and U.S. Army
types of threats that would warrant reporting:
Cyber Command (ARCYBER), and
• “espionage, subversion, sabotage, terrorism or
extremist activities directed against the Army and its
disseminates finished products back to
personnel, facilities, resources, and activities”
the commands and Army installations
• “indicators of potential terrorist associated insider
via unclassified and classified listservs
threats”
•
“illegal
diversion of military technology”
and Sharepoint folders, as well as on the
• “unauthorized intrusions into automated information
DHS-run Homeland Security
systems”
• “unauthorized disclosure of classified information”
Information Network (HSIN).116 In
• “indicators of other incidents that may indicate foreign
addition to the ATTA, regular ARTIC
intelligence or international terrorism targeting of the
products include the following:
Army” (U.S. Army Regulation 381-12, Threat
•

•

•

•

Awareness and Reporting Program, Washington,

Daily Terrorism Summaries,
D.C.: Headquarters, Department of the Army, June 1,
2016, p. 1).
including “force protection alerts
and information concerning .
We provide a full list of “reportable threat-related incidents”
. . Army equities and assets”
in Appendix C of this report (U.S. Army Regulation 381-12,
2016, p. 2). An expanded list of reportable cybersecurity
Weekly ARTIC Criminal and
incidents, detailed in U.S. Army Regulation 25-2 is also
Terrorist Intelligence Reports,
included in the appendix (U.S. Army Regulation 25-2,
which fuse “terrorist, criminal,
Information Assurance, Washington, D.C.: Headquarters,
and cyber reporting” to provide a
Department of the Army, October 24, 2007 [superseded
“comprehensive update on threats April 4, 2019]).
against Army interests, [the]
Incidents could be reported either through the 1-800-CALLDepartment of Defense at large,
SPY telephone hotline or the iSalute online reporting portal,
critical infrastructure, and law
which are processed as SARs by USACIDC.
enforcement personnel”
SOURCE: U.S. Army Regulation 381-12, 2016.
quarterly threat assessments,
which combine both law enforcement and military threat information to provide an
analysis that identifies “patterns, trends, and tactics, techniques, and procedures (TTPs)”
of criminal and terrorist threats
as-needed Terrorist Threat/Indications and Warning Reporting, which inform
stakeholders of timely “emerging events [or] incidents, imminent threats, or significant
activity.”117
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U.S. Army Regulation 190-45, Law Enforcement Reporting, Washington, D.C.: Headquarters, Department of the
Army, September 27, 2016, p. 41.
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Army Threat Integration Center, undated-c (current as of May 2019), Not available to the general public;
interview with an ARTIC official, May 2019.
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Army Threat Integration Center, undated-a (current as of May 2019), pp. 2–3, Not available to the general
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In this manner, an installation’s PWG or garrison commander could be alerted to specific
threats or trends by regularly consuming ARTIC products.

Evaluating the Army’s Threat Assessment Instruments
As outlined earlier, the Army has several instruments to conduct threat assessments and risk
management. However, we found that the current approaches do not allow the Army to identify
and address the use of innovative tactics and emerging threats, as described in Chapter 2, in a
comprehensive manner. We found that, in practice, most tools focus on known threats that have
been experienced by installations. For example, emphasis is placed on terrorist attacks, active
shooters, and cyberattacks. However, it is unlikely that future threats to power projection in a
contested environment will mimic previous events.
Emerging threats, by their very definition, do not have a long track record of historical
incidence, and yet, they might present an imminent threat to a particular installation or asset.
Therefore, guidance that produces metrics that rely on the idea that past occurrences are
indicative of future activity systematically downplays the very real danger of emerging threats.
For example, although the AHTA guidelines acknowledge that the “threat assessment process is
not limited to historical incidents,” it instructs installations to “select and score only those events
or capabilities that have a history of occurrence, are supported by intelligence data, and are
unique to where the installation/asset is located.”118 The AMATHA customizes probability
criteria for each individual threat. It avoids the historical incidence metric for low-occurrence,
high-consequence attacks (e.g., chemical weapons attack). It relies on intent, capability, and
evidence of operational activity instead, including these criteria for such threats as terrorist
attacks.119 However, its threat-by-threat tailored approach lacks consistency across the threat
spectrum, and the AMATHA itself might soon be phased out in favor of the AHTA, as we
describe in the next section.
On the other hand, the RAT, with its four-part systematic approach to threat scoring, seems
best positioned to avoid this pitfall: Activity is only one of the four equally weighted metrics
(along with intent, capability, and operating environment), and even that category instructs
installations to consider either historical incidence or probability of occurrence in scoring.120
Thus, although the RAT considers historical incidence in its overall threat scoring, an emerging
118

DTRA, 2018a, Not available to the general public, pp. 4, 5, 17. In the AHTA, a threat score of significant or high
requires a documented history of an asset or location being targeted with that particular threat, inherently relegating
any heretofore unseen emerging threat to a bottom-half score of moderate or low, even in the face of demonstrated
enemy intent and capability. This mentality is apparent on installations: According to one interviewee, garrisons
downplayed the importance of threats to ICSs because of the lack of historical incidents on base, even though it is a
documented emerging threat in the civilian sector (interview with an ARCYBER official, April 2019; Danny
Yadron, “Iranian Hackers Infiltrated New York Dam in 2013,” Wall Street Journal, December 20, 2015).
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threat can still merit a high threat score if the installation chooses to include the threat in its
assessment.
Other flaws in the AHTA and AMATHA include the lists of identified threats that are
provided as selectable options. When those lists omit current emerging threats, installations will
not generally identify them. For example, both the AHTA’s and the AMATHA’s lists of threats
do not include AI, smart city technologies, biometrics, nanotechnology, information warfare
(e.g., social media disinformation), commercial satellites, or ICS attacks,121 all of which are
emerging threats facing installations.122 Additionally, the AMATHA deleted two items in the
AHTA that constitute emerging threats given their reliance on outside-the-perimeter entities:
hardware hacking and transportation delay.123
Furthermore, in the AMATHA, cybersecurity threats are captured in two overly broad
buckets: general cyberattack and cyber warfare attack.124 This, combined with the fact that the
threat rating criteria for these two buckets has been pending development since 2016,
demonstrates the Army’s current capabilities gap in approaching cybersecurity threats. Finally,
the RAT does not provide an itemized threat list at all; the PWG and garrison commander’s
abilities to identify emerging threats are only as good as the threat analysis they receive from the
ATTA, ARTIC, or similar products or entities.
Organizational Process
Given the multiplicity of threat assessment tools (e.g., the AHTA, the AMATHA, the RAT),
managing agencies (including DTRA, G-34, and AMC/IMCOM), responsible authors (PWG,
asset owner), and their ultimate purposes (MA, installation protection), it is difficult to obtain a
single coherent threat picture from each installation. Although the existing arrangement ensures
that previously experienced threats are monitored at staggered intervals (as we discuss in Chapter
4), it nevertheless can lead to disconnection between and among stakeholders. For example,
121

The lack of attention to ICS is not limited to installations; it is enterprise-wide: Army intelligence has only
recently begun to focus on ICS-related threat information and analysis, which is critical to raising awareness across
installations and enabling ICS assessment teams to better understand the threat landscape they are assessing
(interview with an ARCYBER official, April 2019).
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The AHTA, as it is currently constructed, allows installations to add their own threats. Theoretically,
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annually (in 2019, DTRA plans to add counter–unmanned aerial systems [C-UAS] and vehicle-borne improvised
explosive devices [VBIEDs] to its list of threats), it might want to consider other additions in line with the emerging
threats identified in this report (interview with a DTRA official, June 2019).
123
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DTRA and G-34 share an MA orientation, but they are only beginning to coordinate their
oversight activities (despite the fact that DTRA already deploys in tandem with the MA teams of
other services).125 Similarly, although the AHTA and the RAT both fall under the responsibility
of the installation PWG, there might be differences between how IMCOM and DTRA prioritize
the two threat assessment processes.126
A DoD expert suggested that operation plan (OPLAN) disaggregation by mission owners
would be important to understand which supporting installations are most critical for specific plans
and which could enable prioritized Army mitigation investments (or entirely different measures,
such as creating redundant means to enable OPLAN execution).127 Furthermore, the expert
suggested that improving collaboration between DoD and DOE to identify critical defense
installations and Defense Critical Electric Infrastructure, pursuant to the FAST Act amendments
to the Federal Power Act, would be important to improve MA.128 Similarly, he observed that DoD
should recognize that such civilian federal agencies as DOE can help their respective industries
strengthen DoD MA in ways that DoD cannot do on its own.129
Despite a renewed focus on MA at installations, at the enterprise level, compartmentalization
affects the efficacy of ARTIC. Whereas ARTIC acknowledges that its products are meant to
unify “all-source information, counterintelligence, and criminal intelligence,” its structure
inherently leads to an imbalance between counterintelligence and criminal intelligence on the
one hand and important aspects of all-source information on the other.130 As explained earlier,
ARTIC shares operational control with U.S. Army Counterintelligence and works in direct
collaboration and coordination with the CIOC. However, it has only a passive informationsharing relationship with ARCYBER, which is responsible for monitoring and analyzing
cybersecurity threats.131 ARTIC’s in-house capabilities are oriented more toward physical threats
than cybersecurity threats, although it is responsible for disseminating both types of threat
information to Army service component commands and the installations themselves.
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Interview with a DTRA official, February 2019. In summer 2019, the Army and DTRA began meeting to discuss
the standardization of benchmarks and future collaboration (interview with an HQDA official, November 2019).
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Accordingly, consumers have noted that the cyber-oriented components of ARTIC threat
products do not match the analytical depth or rigor of other types of threat information.132
More importantly, although ARTIC’s processes provide a mechanism for the Army to filter
threat information down to the installations, there is no real mechanism for the installations to
feed information about the emerging threats they face up to a central authority.133 The threat
assessment tools that the installations use to identify threats are designed to be inward-facing
(i.e., they are meant for onsite inspections) rather than outward-facing (i.e., as a means to convey
to Army authorities the types of threats installations face).
To the extent that installation threat reports do trickle up, they do so in the following ways:134
•

•

•

As part of the Army Protection Program (APP), the Army issues an annual Army
Protection Posture Statement consolidating “information reported through installation
status reports, unit status reports, assessment reports, and other sources.” However, the
statement is more focused on Army responses to “trends and patterns” identified in the
previous year than on identifying and disseminating information about any specific
emerging threat.
Each Army command is responsible for drafting an annual threat assessment, all of which
are used by Army intelligence and the ARTIC to draft the ATTA. IMCOM, as a
component of AMC, uses the information it collects on installation threats for its
submission to AMC, but AMC’s annual threat statement is more often informed by
information from the top down (e.g., from ARTIC, HQDA) rather than from the bottom
up (actual installation reports).
The only discernable direct line of communication between IMCOM and HQDA
concerning threats that currently exist is a monthly teleconference among IMCOM,
OPMG, and the G-34, wherein IMCOM officials can relate any issues that have emerged
from regular inspections of installations and their RAT submissions. However, those
phone calls are a means for IMCOM to request policy guidance from HQDA in light of
emerging developments rather than efforts by IMCOM to notify HQDA of new threat
patterns.

What is missing is an assessment of how installation vulnerabilities could be exploited by an
innovative and capable adversary using current technologies or by developing new technologies
to threaten power projection in a contested environment. The following multiagency committees
dedicated to risk management and installation operations exist and could be directed to expand
their scope:
•
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The Army Protection Program Board of Directors (APPBOD) is the “principal
forum . . . to recommend protection-related issues, requirements, and actions” to the
Army leadership for implementation across Army commands and installations. Operating

Interview with an IMCOM official, May 2019.
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•

•

at the HQDA level, as a “collaborative forum promoting cross-functional, protectionrelated coordination and prioritization among HQDA principal officials,” it consists of
senior leaders, including ASA IE&E, Assistant Chief of Staff for Installation
Management (ACSIM), G-3/5/7, OPMG, and ARCYBER (but notably, not IMCOM
under AMC). The APPBOD meets at least twice annually to coordinate and integrate all
elements of the APP (e.g., antiterrorism, critical infrastructure risk management,
computer network defense, physical security), which are then applied across Army
commands and on installations.135
The APP General Officer Steering Committee (APPGOSC) assists the APPBOD in the
“development of key required outputs.” The APPGOSC is overseen by the G-34, meets at
least twice per year, and “reviews, resolves, and assigns responsibility for APP topics,
issues, and/or tasks.”136
Relatedly, the APP Council of Colonels (APPCOC) assists the APPGOSC in the
development of key required outputs. It meets quarterly and “reviews, resolves, and
assigns responsibility for APP topics, issues, and/or tasks.”137

It is conceivable that one of these bodies could dedicate time to discussing innovative and
emerging threats. They could also create an advisory committee—staffed by either Army
protection staff or outside advisers—that could report to them directly on emerging threats facing
installations.
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Another alternative would be
Case Study: Of all the regulations and guidance regarding APPs
reviewed by the RAND team, we found only one example that
to use Army threat experts to
explicitly mandated attention to emerging threats. U.S. Army
provide insight about emerging
Regulation 40-5, Preventive Medicine, which covers the Health
threats to installations. One
Protection element of the APP, explains that the U.S. Army
possibility is to enhance
Medical Command (MEDCOM), U.S. Army Center for Health
ARNORTH’s attention to
Promotion and Preventive Medicine is responsible for reviewing
and analyzing data to “identify, prevent, and control newlyemerging threats to CONUSidentified or evolving health problems” (U.S. Army Regulation
based installations in its annual
40-5, Preventive Medicine, Washington, D.C.: Headquarters,
assessments. Installations rely on
Department of the Army, May 25, 2007 [superseded May 12,
those assessments when
2020], pp. 13–15).
completing the threat
MEDCOM serves as an equivalent to the Center for Disease
identification section of the threat
Control
and Prevention (CDC) for the Army. The Army Public
assessment tools. Another option,
Health Center (APHC), a subsidiary organization, has an inwhich would apply more broadly
house team of experts who address all aspects of public health,
to all theaters, is to designate an
both epidemiological and environmental. It does not have a
analytical cell within ARTIC to
“tiger team” that is explicitly dedicated to emerging threats, but
each APHC expert is responsible for monitoring emerging
focus on innovative, emerging,
threats in their own issue area(s). Data collection for those
and over-the-horizon threats to
threats comes from a variety of sources, both external and
military installations, and then
internal to the Army. Externally, staff closely follow media
devote more attention toward
reporting, journal articles, updates from state regulatory
highlighting such threats in
agencies, and data from expert agencies (e.g., CDC,
Environmental Protection Agency, World Health Organization).
ARTIC products. (See the case
Internally, APHC not only receives internal Army serious
study for an example of how this
incident or breakout reports of issues affecting individual
might operate.)
soldiers (similar to ARTIC’s access to iSalute data) but also has
Finally, it is important to note
direct access to information about observed environmental
that in the Army frameworks and
threats from health risk assessments conducted on the
installations themselves (interviews with MEDCOM officials,
processes discussed in this
May 2019).
chapter, the focus on the totality
of mission requirements is
In this manner, APHC’s access to data differs from ARTIC’s
incomplete: Specifically, threats
insofar as it has direct access to threat information generated
that could affect mission
from installation risk assessments. ARTIC does not benefit from
similar
information flows.
requirements outside the wire are
practically ignored. Although the
Army’s TARP mentions that “preparation for deployment or redeployment” might “indicate the
need for additional threat awareness training,” there is nothing in the installation protection–
orientation of the RAT, the MEF-orientation of the AHTA and AMATHA, or even the all-source
threat information of the ARTIC that specifically focuses on outside-the-wire processes.138
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Although aspects of mitigating risk outside the wire are addressed by the Army, the process for
identifying those threats is critically lacking.
We have considered how installations and the Army as a whole identify threats. In the next
chapter, we examine the larger picture of risk management and the policies and procedures
currently in place that help protect against such threats.
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4. Army Installations Employ Multiple Threat Assessment
Practices

In this chapter, we explore the various Army and DoD threat assessment frameworks and
mitigation processes along with the time phasing of these assessments. We analyze the ability of
current threat assessment practices to identify and measure the risk associated with the
innovative use of existing technologies and emerging threats to power projection in a contested
environment.

Army and DoD Threat Assessments Present Installations with Multiple
Threat Management Approaches
We explore the main threat assessment frameworks executed at the installation level:
DTRA’s JMMA, of which the AHTA is a part; G-34 Critical Infrastructure Risk Management
Office’s Army Mission Assurance Assessment (MAA), which incorporates the AMATHA; and
IMCOM’s HHA, which uses the RAT. Unsurprisingly, the three different processes overlap
significantly.
The assessment regimes have two main variables: type of evaluation (numerical assessment
versus general appraisal) and subject of evaluation (specific assets versus broad protection
programs).
The G-34’s MAA evaluates the “impact to mission” of potential vulnerabilities. However, it
provides only a qualitative vulnerability assessment for those assets, eschewing a numerical
scoring system.139
By contrast, IMCOM provides vulnerability scores for critical assets, like DTRA, including a
four-range scale (critical, high, medium, and low) evaluating mitigation efforts and known
weaknesses, with scores provided both after an initial evaluation of current mitigation efforts and
after new mitigation efforts are accounted for, tallied up with criticality and threat scores for a
total risk ranking. The HHA vulnerability scale, in line with its “protection program” orientation,
is based not on the degree of disruption to the asset’s functionality but instead on the degree of
damage to the asset itself.140
IMCOM does not conduct assessments in the realm of cybersecurity. ARCYBER’s 1st
Information Operations Command conducts two separate cyber-related assessments: a
cybersecurity red-team assessment and an ICS/SCADA vulnerability assessment. We discuss
ARCYBER’s role later in this chapter.
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DTRA’s JMAA, which was introduced in 2016 (when it replaced the Joint Staff Integrated
Vulnerability Assessment [JSIVA]), has a two-part assessment and mitigation process that
incorporates both MEF assets and overall installation security. The first part of the process is a
numerical vulnerability assessment for essential assets, which produces a score on a four-range
scale (high, significant, moderate, and low) using a mix of the mitigation efforts currently in
place, number of known weaknesses, and degree of functionality in the face of those weaknesses.
The vulnerability score is taken with the criticality and threat scores discussed in the previous
chapter to determine an overall risk ranking.141 This score is provided both after the initial
inspection, taking into account only current mitigation efforts, and again after consultation,
accounting for new mitigation efforts devised in the wake of the initial assessment. The second
part of the process is a focused assessment of the state of an installation’s protection programs
(e.g., physical security, antiterrorism, emergency management) to assess for vulnerabilities.
DTRA then provides recommendations regarding doctrine, organization, training, materiel,
leadership and education, personnel, and facilities (DOTMLPF) to address any identified
deficiencies.142 According to a subject-matter expert with whom we spoke, this latter assessment
is not formally scored.143
Threat Assessments Are Organized Along Similar Categories
In Table 4.1, we list the following categories that are used in the different assessment
methods and general categories for organizing threat assessments:
•
•
•

DTRA’s JMAA (of which the AHTA is a part) uses the DTRA Mission Assurance
Benchmark Guidelines Areas of Concentration
IMCOM’s HHA (of which the RAT is a part) uses the IMCOM-modified guidelines
G-34’s MAA (of which the AMATHA is a part) does not have its own specific
guidelines. It uses the DoD guidelines, which are a less-specific version of the DTRA
Mission Assurance Benchmark Guidelines.

The other items are as follows:
•

The Prevent, Protect, Mitigate, Respond, Recover (P2MR2) framework is issued by DoD
as part of its MA program; it is not tied to any specific assessment, although the DTRA
assessments fall into the P2MR2 framework.
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Criticality, which, as identified in Army doctrine, is an essential component of determining overall risk, is
determined in a separate criticality assessment by the installation and asset owner using a CAIP and is outside
DTRA’s direct oversight and the AHTA (interview with a DTRA official, February 2019).
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•
•

The Mission Assurance Risk Management System (MARMS) framework was issued by
DoD as part of its MA program; it is not tied to any specific assessment, but MARMS, as
a software program, will host all assessments in its system.
The APP framework is issued by the Army but is not tied to any specific assessment; it is
a mandate for installations to comply with protection-related issues.

The Joint Staff–issued directive, DoD Mission Assurance Assessment Benchmarks, is a
“guide to direct the data gathering efforts of mission assurance assessment teams conducting onsite assessments.”144 The MAA benchmarks identify 16 mission areas of concern and provide a
list of inspection benchmarks within each of those areas.
For DTRA’s JMAA, the benchmarks are supplemented by the DTRA-issued Mission
Assurance Assessment Guidelines, which provide specific questions for each Joint Staff–
identified inspection benchmark.145
IMCOM issued guidelines of its own, which generally followed DTRA’s guidelines but
amended mission areas that speak more directly to Army equities.146 Beyond DTRA’s
foundational guidelines, IMCOM’s modified guidelines were largely drawn from the control
evaluation checklists commonly found as appendixes in relevant Army regulations and
pamphlets.147
In contrast, G-34 has not devised its own set of benchmark guidelines but has plans to do so
in conjunction with DTRA.148
A key component of DoD’s MA plan is the standardization of threat assessment and
mitigation processes across all the military services. To achieve this goal, in 2016, the Joint Staff
introduced the software system MARMS, which is still in its initial phases of operation. Unlike
its predecessor, the Core Vulnerability Assessment Management Program (CVAMP), a fully
operational MARMS will be a single repository for all DTRA and individual military service risk
assessments and mitigation plans, with standardized modules and assessment tools to ensure
uniformity across all services. DoD expects MARMS to enhance its ability to properly analyze
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the current and emerging threats and vulnerabilities to installations and commands across
theaters and services.149
DoD has identified 18 mission areas that MARMS eventually will cover, with each area
onboarded in sequential phases. The first phase, which is currently underway, covers
antiterrorism and defense critical infrastructure programs, with cybersecurity and emergency
management proposed for phase two. In 2019, management of the program was transferred from
the Joint Staff to DTRA, given the latter’s MAA responsibilities. The U.S. Army Armament,
Research, Development, and Engineering Center (ARDEC) is responsible for the technical
development of the database and the integration of previous data-collection systems from across
the military services.150
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Joint Chiefs of Staff and U.S. Army Armament, Research, Development and Engineering Center,
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Table 4.1. Comparison of Risk Assessment Frameworks

P2MR2
Prevent
Intelligence and information-sharing
Screening, searching, and detection
Forensics and attribution
Protect
Access control and ID verification
Cybersecurity
Physical protective measures
Risk mitigation for protection
programs
Mitigate
Community resilience
Risk and disaster resilience
assessment
Threat and hazard identification
Respond
Critical transportation
Environmental response/health and
safety
Fatality management services
Fire management and suppression
Infrastructure systems
Logistics and supply-chain
management
Mass care services
Mass search and rescue operations
On-scene security, protection, and
law enforcement
Operational communications
Public health and medical services
Situational assessment
Recover
Health and social services
Housing
Common to all five
Planning
Public information and warning
Operational coordination

Joint Staff MA Benchmark
Guidelines Areas of
Concentration (Used by
DTRA)
Antiterrorism
Physical security
Emergency
management
Chemical biological,
radiological, nuclear,
and explosive (CBRNE)
Continuity of operations
(COOP)
Communications and
network infrastructure
Cybersecurity
operations
Supporting
infrastructure (e.g.,
utilities, electrical power,
EMP, water and
wastewater, fire
protection, fuels and
oils, natural gas, HVAC)
Chemical infrastructure
Transportation
Munition operations
Operational security
Information security
Force health protection
Supporting material and
services (Defense
Industrial Base [DIB],
supply chain)
Insider threat

IMCOM-Modified
Benchmark Guidelines
Antiterrorism
Physical security
Emergency
management
CBRNE
COOP
Communications and
network infrastructure
Cybersecurity
operations
Supporting
infrastructure (e.g.,
utilities, electrical
power, EMP, water
and wastewater, fire
protection, fuels and
oils, natural gas,
HVAC)
Transportation
Munitions operations
Operational security
Information security
Force health protection
Risk management
Law enforcement
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MARMS Program Elements
Anti-terrorism: Phase I
Defense critical
infrastructure: Phase I
Cybersecurity: Phase II
(proposed)
Emergency
management: Phase II
(proposed)
Adaptive planning
Chemical biological,
radiological, and
nuclear (CBRN)
preparedness
CBRN survivability
COOP
Defense Security
Enterprise (DSE)
Energy resilience
Fire prevention and
protection
Force health protection
Insider threat
Law enforcement
Munitions operations
risk management
Operational energy
Readiness reporting
DIB

APP Functional
Elements
Antiterrorism
Computer network
defense
COOP
Critical
infrastructure risk
management
Emergency
management
Fire and
emergency
services
Health protection
High-risk
personnel
Information
assurance
Law enforcement
Operations
security
Physical security

Threat Assessment Approaches Differ in Frequency and Subject Matter
DTRA conducts approximately 40 installation assessments per year, which are determined by
the Joint Staff after receiving assessment requests from installation garrison commanders,
although each installation hosting MEF-critical assets is assessed once every three years. DTRA
maintains two eight-member teams, each of which consists of a team lead and experts in
engineering, cybersecurity, emergency management, and/or security operations. Assessments
take about two weeks each, with special attention paid to the garrison commander’s interest
items. During assessments, JMAA teams meet with both critical asset owners and officers in
charge of an installation’s various protection programs. Regarding protection programs, DTRA
has identified seven priority mission areas, including antiterrorism, cybersecurity, defense
critical infrastructure, and emergency management (not coincidentally, these are the four mission
areas prioritized by MARMS).
At the conclusion of the team’s work, the team brings together asset owners and installation
security officers to brief them on the findings, which are issued in a Mission Assurance
Assessment Report (MAAR). It is then incumbent on the installations themselves to review the
findings and take steps to mitigate any identified vulnerabilities.151
G-34’s MAAs are executed by the Army National Guard at installations hosting “Task
Critical Assets” identified by DCIP. The Guard maintains two assessment teams, each of which
conducts four to eight assessments per year. The teams meet with asset owners to conduct their
vulnerability assessments and then brief their findings to the garrison commander and G-34. As
we mentioned earlier, the MAA is being phased out to better align with MARMS and DTRA’s
JMAA. In summer 2019, the G-34 began meeting with DTRA to properly scope the future of its
MAA program.152
The HHA is led by IMCOM’s Provost Marshal/Protection Directorate, which reports to
AMC and conducts about 23 installation assessments per year. This schedule ensures that each
installation is assessed about once every three years. Like the other assessments, the HHA
maintains two active teams. Teams consist of ten people each, including security engineers,
infrastructure engineers, water assessors, and food assessors, with specialties in antiterrorism,
emergency management, law enforcement, physical security, and fire safety. Each assessment
lasts for about one week and focuses predominantly on the garrison commander’s top three
identified priority threat areas. At the conclusion of the assessment, AMC provides its findings to
the garrison commander through IMCOM and, as we discussed earlier, uses those findings to
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DTRA does not follow up to ensure compliance with these recommendations in an effort to minimize any
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legal or regulatory compliance with DoD or Army regulations; they strictly assess security vulnerabilities
(interviews with a DTRA official, February and May 2019).
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inform its reports to higher headquarters’ elements. IMCOM also follows up with the
installations it assesses to provide corrective action plans for implementation.153
It is important to note that IMCOM does not conduct assessments in the realm of
cybersecurity. ARCYBER’s 1st Information Operations Command conducts two separate cyberrelated assessments: a cybersecurity red-team assessment and an ICS/SCADA vulnerability
assessment.
Cybersecurity red-team assessments must be requested by Army unit commanders and are
therefore unit-focused rather than installation-focused.154 According to one subject-matter expert,
unit commanders often face significant bureaucratic hurdles and delays throughout the
process.155 The entire unit conducts approximately 40 assessments each year. An ARCYBER red
team consists of approximately ten to 15 people covering three different areas of expertise:
cybersecurity, electronic warfare, and physical security. As part of the process, the team initially
works closely with the unit commander’s staff to discern the commander’s strategic intent (i.e.,
cyber center of gravity). The constitution of the team is then tailored to match these
requirements. Over the next two to three weeks, the red team devises and implements a plan to
disrupt the unit’s mission through a variety of means (e.g., insert malicious WiFi, hack
information, physically break into the unit to try to gain computer access). Unlike the previous
assessments, there are no scripted benchmarks that must each be verified; the process is entirely
improvised by the red team. After the operation, the team’s findings are shared only with the unit
commander.156
ARCYBER’s ICS assessments resemble standard cooperative vulnerability assessments
rather than red-teaming exercises.157 The effort, which was launched as a pilot program in
compliance with Section 1650 of the fiscal year 2017 National Defense Authorization Act
(NDAA), is still in its infancy (as of April 2019, it completed only one assessment) and has plans
to conduct 22 assessments by September 2020.158 To meet this goal, the Army will train seven
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As one interviewee noted, it is generally not advisable to conduct red-team assessments on ICSs. Given that the
foundations of many of these systems predate the modern internet, attempts to launch an exploit, even as a test,
might end up doing irreversible damage (interview with an ARCYBER official, March 2019).
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ICS assessment teams (four in ARCYBER, two in the Virginia National Guard, and one in the
Army Corps of Engineers), with about five members on each team: a team lead, wireless experts,
physical security experts, and operational technology analysts. ARCYBER is attempting to
devise its own set of benchmark guidelines for use as a checklist in its evaluations.159 As part of
its discovery process, the team uses G-34’s AMATHA/MAA findings for relevant assets, pulls
data from the target systems’ operations, reviews official standard operating procedures and
regulations, and follows up with asset owners to determine the ground truth about how ICS
security actually operates. The team’s findings are briefed to the unit commander and will be the
basis for a final report to the Secretary of Defense (as required by the NDAA). Most importantly,
these findings are used to further refine the team’s process for subsequent assessments.160
Army Installations Are Responsible for Multiple Assessments
Beyond the assessments we described, most of the actual implementation of P2MR2 is
handled by the installations themselves. Each installation (and all Army commands) must
comply with the APP, which covers 12 mission areas from physical security and emergency
management to antiterrorism and law enforcement (see Table 4.1). Army regulations for each of
these elements mandate a series of self-assessments, reviews, trainings, and exercises, usually on
an annual basis.161 Army installations host a series of convening bodies to ensure that these
requirements are met and that all elements of installation protection function properly. These
convening bodies include
•
•
•
•
•
•
•

Protection Executive Committee
PWG
Protection Threat Working Group
Antiterrorism Working Group
Operations Security (OPSEC) Working Group
Emergency Management Working Group
Physical Security Council.162
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Current benchmarks have proven inadequate. DoD Benchmark Guidelines include only a single ICS-related
question, while other templates (e.g., Joint Task Force Transformation Initiative, Security and Privacy Controls for
Federal Information Systems and Organizations, Gaithersburg, Md.: National Institute of Standards and
Technology, NIST Special Publication 800-53, rev. 4, April 2013, updated January 22, 2015; and Keith Stouffer,
Victoria Pillitteri, Suzanne Lightman, Marshall Abrams, and Adam Hahn, Guide to Industrial Control Systems (ICS)
Security, Gaithersburg, Md.: National Institute of Standards and Technology, NIST Special Publication 800-82, rev.
2, May 2015) have more than 1,000 questions, which is unmanageable (interview with an ARCYBER official, April
2019).
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Although these convening bodies often are consolidated, together they are the face of safety
and security on an installation and are responsible for implementing any recommendations from
the assessment teams to ensure that mitigation controls are in place against any identified threat
or apparent vulnerability. Commanders, through the working groups, develop “Base Integrated
Protection Plans” that address how the installation will “prepare for, prevent against, respond to,
and recover from all threats and hazards” to ensure “continued execution of MEFs, other
operational requirements, protection of critical assets, and security of personnel.”163
Just as AMC, through IMCOM’s HHA, covers all installations over a three-year period as
part of the APP, the Army itself mandates an Army Protection Program Assessment (APPA)
whereby, over the course of three years, all Army commands are assessed for their compliance
with and implementation of the regulations and programs related to the 12 protection program
mission areas. The APPA, which is overseen by the APPBOD and managed by G-34, delegates
assessment responsibilities for each of the 12 mission areas to a specific Army headquarters
element (e.g., HQDA OPMG is the lead for antiterrorism, law enforcement, and physical security
for all commands; G-3/5/7 is the lead for COOP, emergency management, critical infrastructure
risk management, and operations security).
Like the JMAA and HHA, the APPA uses a series of benchmarks, which are updated
annually, to assess a given command’s degree of implementation and compliance with protection
program regulations and guidance. The findings are reported annually to the APP bodies
(APPCOC, APPGOSC, and APPBOD), which recommend, formulate, and implement any
necessary policy changes to the protection program regulations.164

Analysis of Current Threat Assessment Frameworks
As outlined earlier, the Army has risk management doctrine that speaks directly to risk
assessment and mitigation, and DoD complements doctrine with a comprehensive
implementation framework. Both the Army and DoD mandate multiple onsite assessment
processes. The mission areas that DoD has emphasized to all services as priorities (e.g., defense
critical infrastructure, cybersecurity) are those in which the emerging threats identified in earlier
chapters are predominant.
However, given the likelihood that U.S. adversaries will employ innovative and coordinated
attacks, there are some threat assessment policies that lead to critical gaps in sufficiently
addressing those attacks. These policy flaws fall into two general categories: (1) inappropriate

190-13, The Army Physical Security Program, Washington, D.C.: Headquarters, Department of the Army, February
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assessment intervals and time allocations and (2) organizational blind spots, primarily because of
compartmentalization.
Time Considerations
Both DTRA and AMC, through IMCOM, are required to assess each installation within a
three-year time frame. However, with current technological advances (e.g., smart city
technologies, automation) embraced by the Army as epitomized by the Installations of the Future
initiative, new threats can emerge much more quickly.165 Accordingly, assessing installations for
their vulnerabilities once every three years might provide too much latency between inspections.
Although installations are required to conduct self-inspections and review their threats and
protection plans annually, without frequent outside evaluations, these requirements could quickly
devolve into check-the-box exercises rather than thorough reevaluations.166 The issue can be
addressed in one or more of the following ways: increasing assessment frequency; intentionally
time-staggering inspections between AMC and DTRA (although current Army guidelines
recommend “minimize[ing] the number of assessments . . . by scheduling and combining
assessments” with other agencies’ teams);167 or embracing the promise of smart city technologies
to increase continuous real-time monitoring of vulnerabilities rather than conducting static onsite
assessments.
There is also an issue of too little time; specifically, the amount of time allocated to
ARCYBER to conduct its cybersecurity assessments. Currently, each ARCYBER assessment
typically takes two to three weeks. However, given the criticality of this issue and the
assessments’ red-team orientation, two to three weeks is an insufficient allotment of time to
properly mimic an adversary who could spend months or years attempting to penetrate a
computer network.168 ARCYBER is considering remote operations to better replicate adversary
behavior and extend its time horizon, but this has yet to be implemented.169
Organizational Oversights
The organizational blind spots in the current installation risk assessment and mitigation
regime affect the following critical mission requirements: the cyber domain, outside-the-wire
activities, and power projection.
First, the compartmentalization of cyber-related vulnerabilities leads to both an inconsistent
inspection regime and gaps in attention to critical areas. As we explained earlier, the AMC HHA
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conducted by IMCOM does not cover cybersecurity issues and defers to ARCYBER. However,
unlike AMC, which directs IMCOM to assess each and every Army installation in its entirety at
regular intervals, ARCYBER’s cybersecurity assessments generally do not cover entire
installations: They cover only component elements and only at the request of the unit
commander or garrison commander.170 Therefore, Army installations are not regularly assessed
for their cybersecurity vulnerabilities, which is an essential area of concern given the emerging
threats installations face. In contrast, there is the consideration that ARCYBER’s ICS/SCADA
assessment, although it is still in its early phases of operations, eventually will be incorporated
into G-34’s MAA and, ultimately, into DTRA’s JMAA and the MARMS framework.171
In terms of critical mission areas, the domain of cyber information warfare (e.g., social media
disinformation) is a lacuna in the current assessment process. None of the published vulnerability
assessment benchmarks cover the topic, despite the inclusion of “communications and network
infrastructure,” “cybersecurity operations,” “operations security,” and “information security,” as
mission areas.172 Given that IMCOM focuses on the physical rather than the cyber realm, it is not
within its assessment mandate. Similarly, ARCYBER’s cybersecurity assessment mandate
includes “Operations Security (OPSEC), Physical Security, Communication Security
(COMSEC–phone and email), Social Engineering and Wireless Security, as well as cyberspace
operations,” but not targeted disinformation campaigns.173 Relatedly, ARCYBER has only
recently begun to use open-source information as part of its red-team assessment, despite the
proliferation of open-source intelligence as a critical field in virtual security operations.174 Given
the recent proliferation of social media disinformation and the consequences it could have on
installation operations and power projection, new authorities might be considered to close this
gap.175
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Second, as we discussed in Chapter 2, the functioning and safety of an installation are
inherently tied to entities and activities outside its perimeter. From their reliance on civilianowned and -operated utilities and commercial transportation infrastructure to vulnerabilities of
proximity to nuclear power facilities, installations are only as secure as their surrounding and
supporting elements. Accordingly, assessment teams require access to civilian and commercial
entities as part of their inspections, which DoD recognizes in its Mission Assurance Strategy:
“Threats to non-DoD government and commercially owned infrastructure, facilities and
capabilities . . . can jeopardize DoD mission execution. . . . [DoD must] manage risk in a way
that accounts for DoD dependence on civilian capabilities and assets.”176 Although assessment
teams confer with on-base officials about their relationships and operations with their civilian
counterparts, actual inspections of outside facilities or cooperation from those entities (even
those that serve as third-party contractors onsite) are not always forthcoming, with little
consequence.177
Beyond assessments, the degree to which outside agencies are integrated into protectionrelated operations on an installation is also limited. Army regulations require joint emergency
management exercises with local emergency service providers, and the APP mandates that each
installation form a Physical Security Council as a forum for the garrison commander to “gain
community involvement in [physical security] program design and implementation.”178
Emerging threats to installation operations expand beyond elements of physical security or
emergency management, and more-robust involvement of community partners might be
warranted. In 2017, DoD mandated that an installation’s PWG include “liaison officers
from . . . applicable [host nation,] state, tribal, local, private, voluntary and [nongovernmental
organization] . . . partners,” although the degree of their involvement, or their specific areas of
involvement, is not immediately clear.179
Finally, the third issue follows directly from the second: power projection, which involves
the deployment and mobilization of combat forces. For example, Army protection regulations
recognize that power projection security is separate from installation security and therefore

the ways in which foreign intelligence has exploited these sites to assess Army personnel for potential future
recruitment or to acquire classified or sensitive unclassified information” (U.S. Army Regulation 381-12, 2016, p.
5). However, nothing is mentioned in the guidance about the use of these media for targeted disinformation meant to
sow confusion or mistrust.
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mandates specific threat and vulnerability assessments for deploying or mobilizing combat
forces. However, as with the cyber dimension, there are gaps in attention to critical mission areas
and compartmentalization in the risk-management process when it comes to ensuring a combat
force’s ability to meet its mission requirements.
Army antiterrorism regulations specifically mandate a terrorism threat assessment for the
mobilization and deployment of combat forces. Similarly, they require a terrorism vulnerability
assessment. As thorough as these requirements are with regard to terrorism, our research
illustrates that emerging threats go far beyond terrorist incidents from nonstate actors. In a
contested environment, capable adversaries are likely to use complex and coordinated attacks,
from cyberattacks on critical infrastructure to information warfare via social media, to disrupt
power projection. A more comprehensive assessment that incorporates additional mission areas
that correspond to related threats is required.
After reviewing the main threat assessment approaches used by the Army and DoD, we
observed that, to the extent that the ability to power project and mobilize forces in a contested
environment is considered, it is subsumed into other mission areas, such as transportation, and
antiterrorism. Therefore, the ability of forces to power project in a contested environment is
never comprehensively assessed.
In summary, we find that
•
•
•

no entity exists to identify, assess, and manage risk to an installation’s ability to perform
its wartime mission in a contested environment.
Army installations are protected using traditional physical security, antiterrorism, and
emergency preparedness approaches that fail to imagine innovative threats
there is no anticipation of a combined or synchronized attack from a capable adversary
applying innovative tactics using existing or emerging technologies.

As the discussion in this chapter has illustrated, redundancies and gaps exist among the
current threat assessment approaches, which are overseen by different organizations, each with
its own interests. Should a new, comprehensive framework be implemented, tailored to the
emerging threat landscape and focused on ensuring wartime mission readiness at Army
installations and strategic support areas?
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5. A Framework for Mitigating Innovative and Emerging Threats at
Army Installations

The National Defense Strategy clearly states that the homeland should no longer be
considered a sanctuary; capable adversaries will employ a variety of effects to disrupt Army
missions and interfere with power projection. However, the Army threat assessment processes
we described in Chapters 3 and 4 do not adequately consider how a capable adversary might use
existing or emerging technologies in a coordinated and innovative way to disrupt or deny Army
power projection.
In this chapter, we propose a framework for the Army to better mitigate innovative and
emerging threats to its installations. In Figure 5.1, we show the six steps of our proposed
framework: (1) identify innovative and emerging threats; (2) determine critical functions and
processes related to achieving the mission;180 (3) identify key enablers of those functions; (4)
understand vulnerabilities and estimate the risks of given threats; (5) develop a mitigation
strategy; and (6) conduct wargaming or red-teaming activities.
Each step in the framework likely will be conducted by different organizations and on a
different time interval. For example, Step 1 (identify innovative and emerging threats) has both
operational and strategic elements. For the tactical, operational, and strategic levels, identifying
and communicating emerging threats is a daily activity. At the operational level, the Army might
receive human intelligence indictors of a potential attack on an installation. This type of threat
identification and communication is happening in real time and continuously. At the strategic
level, there is an emphasis on anticipating emerging threats. For example, Army assessment of
the implications of Chinese dominance in 5G technologies encompasses a multiyear horizon.
The other steps of the framework can be more deliberately aligned to the POM process. In the
next sections, we describe each step of the framework in detail and recommend lead
organizations to carry out the steps.
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Figure 5.1. Proposed Framework for Mitigating Emerging Threats

Step 1: Identify Innovative and Emerging Threats
In this step, a designated entity will establish and manage a process to continuously identify
and imagine how existing and emerging threats might be used against Army installations and
their surrounding communities by a capable adversary. The future threat environment likely will
include complex and innovative uses of existing threats and emerging threats that have yet to be
experienced. Threat assessments need to evolve past assessment methodologies that have their
genesis in antiterrorist physical protection programs that have been added to over time. This step
not only identifies a threat but also envisions how it might be used and the effects on degrading
installation capabilities.
There are two elements to this step. First, we consider what organization is best positioned to
undertake the mission of identifying and communicating the innovative use of existing and
emerging threats. Second, we consider how these threats can be identified.
Organization Responsible for Threat Identification
The Army focuses on assessments of current threats and hazards but lacks a mechanism to
routinely and systematically identify emerging threats or the innovative use of existing threats.
As we outlined in the previous two chapters, ARNORTH, through its Protection Directorate and
Physical Security Enterprise Group, examines known threats.181 It convenes threat working
groups with subordinate and direct reporting commands. ARNORTH also hosts an annual
conference where, recently, a presentation on emerging threats has been included.
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ARTIC seeks to “integrate, fuse, analyze, and disseminate all-source threat information for
commanders and force protection official[s] at all levels in order to provide situational
awareness, enable effective risk-based decisions, and protect Army personnel, assets, and
information worldwide.”182 Additionally, CIOC disseminates criminal intelligence threat
information.183 These organizations are both focused on the collection and dissemination of
observed instances of a threat.
ARCYBER also conducts vulnerability assessments and examines an array of issues at a
limited number of installations.184 Although these three organizations have responsibilities
associated with disseminating threat information and conducting assessments, they are not
focused on examining the innovative use of existing technologies or emerging threats applied to
delay or deny an installation’s wartime mission.
The U.S. Army Training and Doctrine Command (TRADOC) discussed selected strategic
threats in Pamphlet 525-3-1, The U.S. Army in Multi-Domain Operations 2028, but an annual
assessment of emerging threats is not currently performed.185
Another potential resource could be the annual State of the Homeland Threat Assessment
called for in DHS’s Strategic Framework for Countering Terrorism and Targeted Violence.
Specifically, DHS will develop this annual assessment to evaluate the strategic threat
environment within the homeland and anticipate future or emerging threats.186 The assessment is
intended to support interagency policymaking, agency prioritizations, resource allocations, and
intergovernmental partnerships.187
The innovative and emerging threats catalogued in this report also can provide an initial
foundation on which to build for future iterations.
However, additional Army guidance needs to routinize and scope its threat identification.
This guidance should describe how often an assessment of emerging threats would need to occur
and discuss the scope that the analysis would include. Additionally, this assessment should
identify priorities based on the maturity of the threat for short-term (e.g., one to two years),
middle-term (three to five years), and long-term threats (six to eight years).188 The Army could
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adopt the system used in the weapon system design and acquisition process to assess the maturity
of technology, developing a “technology readiness level” process for emerging threats to help
with prioritization.189
ARNORTH, ARTIC, TRADOC, and ARCYBER could be positioned to incorporate these
added responsibilities, but effective coordination on threats would be important, and additional
analytic capacity for emerging threats will be needed. Although these organizations could
perform the critical analytic work needed to develop a more-systematic assessment of emerging
threats, the guidance should determine how threats identified at the installation level should
inform this assessment and determine a process to communicate installation inputs. This process
also will need to prioritize threats to better direct installation efforts in their mitigation. An
existing strategic-level governance body, such as the APPBOD, could assess threat maturity and
other issues (such as the motive, opportunity, capability, and history of the threat) to identify the
threat priorities for installations. Although this emerging threat assessment might be of most use
to installations in future resilience planning, installation officials should have a mechanism to
convey concerns about the innovative use of existing and emerging threats to inform such an
assessment. G-3/5/7 could provide valuable information based on its protection activities across
installations. For example, G-3/5/7 officials told us that they recently incorporated UAS threats
into their installation assessments. This is an important step, but a more comprehensive
assessment of the wide variety of existing and emerging threats should be routinized to ensure
that the Army is prepared for a coordinated attack on the homeland from a capable adversary.
Importantly, as the Army develops its process for systematically identifying emerging threats
facing installations, it should do so with a focus on the core mission of ensuring the mission
requirements of Army installations during multidomain operations. Although DoD’s Mission
Assurance Directive and the APP prioritize Army missions and DoD MEFs,190 current practices
are focused on assessing facilities and assets rather than mission-essential capabilities. A
capabilities-based approach would consider the infrastructure, people, and systems (information
technology [IT] and other) necessary to generate the needed capability. Furthermore, although
current assessment processes might provide the Army with valuable information, they lack
important insights, including how dependencies on infrastructure outside Army garrisons could
impede mission requirements. The Army’s dependence on a host of infrastructure and
capabilities, such as transportation systems, port and rail infrastructure, and public/private energy
current, interim, and future forces. Given similar rapid advances in other emerging threat areas, we adopt this
shortened time frame in this report. (See National Academies of Sciences, Engineering, and Medicine, CounterUnmanned Aircraft System (CUAS) Capability for Battalion-and-Below Operations: Abbreviated Version of a
Restricted Report, Washington, D.C.: National Academies Press, 2018.)
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utilities, requires assessment of associated emerging threats. Without addressing emerging
threats, the Army might miss an opportunity to better secure its forces in the future.
Discussion of Threat Identification
In September 2009, the Defense Science Board reported on a framework to manage
“capability surprise.”191 The report emphasized the need for “scanning and sifting,” and
“capability projection” to narrow “the many possibilities to the most worrisome few.”192 The
Defense Science Board recognized a need to conduct a broad review of emerging issues and then
narrow the list down to those that could present significant threats. For those issues that
presented genuine threats, a more-detailed analysis is needed. Additionally, NIST’s September
2012 Guide for Conducting Risk Assessments notes the need to identify threat sources and
potential threat events caused by those sources.193 When specific threat events are identified,
organizations can employ threat scenarios to better understand and communicate about how
these events caused by threat sources can cause harm. NIST notes that analyzing how a set of
vulnerabilities can be exploited can be more useful than an analysis of individual
vulnerabilities.194 Once threats are better understood, organizations can assess their risk based on
the resulting impact from threat events and the likelihood that they might occur.
The Defense Science Board and NIST provide high-level guidance about how the process of
threat assessment should be approached. The challenge facing the Army is in the execution of a
threat assessment process that will identify the innovative use of existing threats and the
evolution of emerging threats that have yet to be experienced, and will do so in the context of an
adversary’s strategy to delay or deny an installation’s wartime mission. In Appendix D, we
present a guide to predicting—or forecasting—the emergence of disruptive technologies that can
aid in addressing the identification of changes in the threat environment.

Step 2: Determine Critical Functions and Processes of Army Installation
Mission Requirements
In this step of the process, the designated entity will identify the critical functions and
processes that, if disrupted, would reduce the installation’s capabilities. We review existing DoD
and Army directives and regulations that can be cited to support the execution of this step.
Army installations fall into nine different categories, each providing its own critical function.
These categories are administration, depots, other industrial base facilities, arsenals or industrial
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manufacturing, major training active, major training reserve, maneuver, schools, and test and
evaluation or laboratories.195
Critical functions could include warfighting functions, such as mission command, movement
and maneuver, intelligence, fires, sustainment, protection, combat training, or any key functions
in support of deploying and mobilizing Army forces. Critical functions should be determined
using input from installation senior commanders. Incorporating a functions approach in its
protection strategy would help the Army better prioritize resources and have better visibility into
the security of installations that would play key readiness roles.
Department of Defense Directive 3020.40 includes in its goals for mission assurance to
“identify and prioritize critical missions, capabilities, functions, systems, and supporting
assets.”196 However, according to our interviews with Army officials, installations largely
continue to view protection in terms of facilities and assets. Although protecting facilities and
assets has been a traditional protection approach, this focus fails to put broader context on the
critical functions—the functions that installations perform that, if disrupted, could debilitate the
Army’s ability to meet assigned missions during multidomain operations.
The broader context for MA includes considering grid-provided power and the role of
utilities and DOE in making that power more resilient. A DoD expert explained that the armed
services are strengthening the inside-the-fence-line capabilities for emergency power,
microgrids, and so forth. However, he commented,
[t]hat is helpful but not sufficient against near-peer adversaries. . . . If
cyberattacks create blackouts lasting multiple weeks, resupplying fuel for
emergency power generators (and replacing generators as they break down) will
be increasingly difficult in many installations. Microgrids that rely on natural gas
transmission pipelines will also be at risk of adversary attacks on those
pipelines.197

He noted that, because military installations typically rely on surrounding communities to
provide critical support functions (including water and wastewater services) and housing for their
employees, “onbase initiatives are useless in this regard.”198
U.S. Army Regulation 525-2 requires that installations update integrated protection plans
annually.199 These plans are meant to identify MEFs of the command and subcomponents;
describe the most-probable threats, hazards, and risks to the command and its supporting
installation(s) and facilities; and identify MEFs and critical assets, along with the identified and
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prioritized risks. The regulation also states that “[e]ffective protection activities minimize risks
from all threats and hazards and strengthen the Army’s ability to prepare for, prevent against,
respond to, and recover from future incidents.”200 The steps described in U.S. Army Regulation
525-2 are critical and can be executed in the context of the likely actions of a capable adversary
determined to delay or deny the installation’s wartime mission.
In addition, the Cybersecurity and Infrastructure Security Agency within DHS adopted a
functions approach to critical infrastructure protection. DHS identified a set of National Critical
Functions, which it defines as “functions of government and the private sector so vital to the
United States that their disruption, corruption, or dysfunction would have a debilitating effect on
security, national economic security, national public health or safety, or any combination
thereof.”201 According to the agency, the use of a functions approach “allows for more
holistically capturing cross-cutting risks and associated dependencies.”202
Although DoD’s MA approach and the APP include identifying and prioritizing functions,
the Army’s assessment processes have not kept pace with this strategic evolution. Distinctions
that exist between current Army policy and the framework being offered in this report include
the following:
•
•
•

The framework focuses on critical functions of the installation that are specifically related
to mission requirements rather than on all command functions.
Current policy pertains to all threats and hazards, but a focus on innovative uses of
technology and emerging threats is not currently feasible, given that these threats are not
identified. Furthermore, a process does not exist to do so moving forward.
Integrated protection plans are used to identify critical assets, but the Army lacks
information that distinguishes which facilities, assets, personnel, and systems implement
its mission-critical functions.

More work needs to be done to ensure that the spirit of the Army’s current policy is being
implemented at the installation level, which requires a cultural shift from protecting facilities and
assets to building resilience against innovative and emerging threats. Installation senior
commanders would be best positioned to identify these functions or processes. Implementing a
critical functions approach at the installation level will provide the Army with more-complete
information to better protect installations and the people, infrastructure, and assets that support
the key missions that those installations perform.
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Step 3: Identify Key Enablers of Critical Functions
Once installations identify and document their critical functions, they should identify primary
enablers of those functions to help form the foundation for future threat assessment and riskmitigation strategies. These primary enablers might be facilities, assets, people, and systems that
play key roles in the installation’s critical missions. For example, Army installation officials said
that, in certain circumstances, there are no redundancies for some staff when they are absent
from duty. Although installations likely have some awareness of these critical staff positions, it is
unclear whether they assess these possible gaps on a systematic basis or against an active
adversary’s targeted actions. Given the critical role that certain positions might play, it is
important that installations routinely determine what personnel redundancies—or lack thereof—
might exist to help ensure resilience.
This assessment also must include a review of the facilities, assets, and systems necessary to
implement the installation’s critical functions and mission requirements. Importantly, the
assessment must be narrowly focused to only those key enablers; broadening the scope will
reduce the utility of the review and provide unfocused inputs into installation-mitigation
strategies.
Additionally, primary enablers might be non-Army infrastructure. Historically, Army
doctrine has focused on the protection of facilities, assets, and personnel for which the Army is
responsible. Expanding the scope beyond what the Army controls will yield a more holistic
picture of the key dependencies that could be threatened and that could impede the Army’s
ability to power project. In our interviews with Army installation officials, we were told that
garrisons might do this to some extent already. For example, officials from one installation noted
cooperation with the local electrical utility provider regarding security information. In another
example, Army officials discussed the use of rail infrastructure during power projection. Despite
the importance of rail infrastructure in moving critical supplies and assets to the point of
embarkation, it was unknown whether installations have agreements in place to receive priority
use of the rails during a power-projection scenario. Although the Army might not be able to
receive information about all external dependencies, it is important to document available
information to improve installations’ awareness of these dependencies. Implementing a
framework to more systematically identify the primary enablers of an installation’s critical
functions—both inside and outside the installation—will better prepare the Army to face possible
emerging threats.

Step 4: Understand Vulnerabilities of Key Enablers and Estimate the Risk
of Given Threats
In October 2018, Secretary of Homeland Security Kirsten Nielsen told the Association of the
United States Army that “emerging threats are now outpacing our defense. . . . Whether it is
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sophisticated malware, weaponized drones, or do-it-yourself chemical and biological weapons,
the dangers of tomorrow are coming right at us today.”203
DHS’s 2013 National Infrastructure Protection Plan (NIPP) includes a critical infrastructure
risk management framework.204 One step of this framework is to assess and analyze risks.
According to the NIPP, critical infrastructure risks can be assessed in terms of threat,
vulnerability, and consequence.205 DHS also has emphasized the need to understand
vulnerabilities in its 2018 Resilience Framework, which notes that “risk management requires
leveraging resources to address the most critical infrastructure assets that are also the most
vulnerable and that have the greatest threat exposure.”206 One step within the Resilience
Framework is to assess liabilities, which includes identifying vulnerabilities and analyzing risks.
Understanding these vulnerabilities provides “the starting point for identifying resilience
solutions.”207
The variety of existing and emerging threats and their innovative use against Army
installations requires that the Army take steps to understand its vulnerabilities and identify the
risks from these threats. The next step in the process will be to develop a mitigation strategy. For
example, as installations identify key information systems in Step 2, they can coordinate with
ARCYBER to identify vulnerabilities of those systems to specific threats. Understanding
vulnerabilities helps qualify how likely the adversary is to attempt an attack and succeed.
Assessing likelihood is a key step in quantifying or qualifying risk.
Installations will need to assess risks for each key enabler of the critical functions of mission
readiness as opposed to conducting general risk assessments, which might already have been
performed. By focusing on key enablers of critical functions, installations will have a better
understanding of the vulnerabilities to those systems, personnel, facilities, and assets and the
consequences of their disruption or failure. Installations can focus their assessments on shortterm threats that are mature to most effectively inform their future resource-planning efforts.
Given its work associated with emerging threats, ARNORTH might be positioned to support
installations in this risk analysis. However, AMC and U.S. Army Forces Command
(FORSCOM) also should be able to review the estimated risk based on a higher-level
understanding of redundancies and mission priorities.
As part of identifying vulnerabilities, taking an inventory of critical requirements that need
redundancy or backup might assist installations. For example, we learned that the Army has
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conducted energy resilience exercises that have demonstrated that generator power is insufficient
to meet mission requirements of 72 hours for an installation.208 In some cases, redundancies
might be provided through contingency planning rather than through materiel capabilities.
Redundancies and backup plans should be documented in installation COOP programs.
However, it is important that installations identify and document the extent to which
redundancies and alternate approaches exist to support critical functions. Information about
whether single points of failure exist will allow installations to assess risk and prioritize
mitigation plans. Without this information, installation-mitigation strategies might not identify
actions to address existing gaps that could impede resilience efforts.

Step 5: Develop Mitigation Strategies
The development of a forward-looking mitigation strategy should further the Army’s
preparedness against capable adversaries.
The Army is guided in part by the P2MR2 framework and installation-protection plans to
help ensure that mission requirements are considered in threat assessments. For example, the
Army’s P2MR2 framework (see Table 4.1) guides installations’ emergency services capabilities
to respond to each area of a hazard or threat: prevention, protection, mitigation, response, and
recovery. This approach integrates and synchronizes numerous disciplines, including law
enforcement, fire and emergency services, physical security, antiterrorism, emergency
management, critical infrastructure risk management, computer network defense, information
assurance, health protection, COOP, and operational security.209 Additionally, protection plans
could address antiterrorism and emergency management incidents.
These frameworks are useful, but they should be directed at mitigation strategies to help
installations manage risks from the complex application of existing and emerging threats. The
Army should ensure that results from threat assessments are communicated widely and used to
inform the materiel and nonmateriel investments that are warranted to mitigate the risks
identified. Guidance from AMC, in coordination with ARNORTH and FORSCOM, to
installations about the required components of mitigation strategies would ensure uniformity and
the ability to conduct analyses across installations. These mitigation strategies should be
informed by the prior steps of this framework. Installations should outline actions that they will
take to implement redundancies or alternative approaches for critical functions’ key enablers
when they do not already exist. In determining these actions, installations would benefit from
considering the threat scenarios identified through this framework to inform the actions taken.
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When installations identify materiel changes needed to mitigate an innovative or emerging
threat, AMC, ASA(IE&E), ARNORTH, and ARCYBER should review the changes to determine
how these requests should be reflected in resource-planning documents. They also should review
these requests to ensure that other nonmateriel changes cannot be used to prevent costly
acquisitions. AMC would be the Army entity to bring resource requirements into the POM
process.210 To the extent that gaps exist in the installations’ requests and available resources,
AMC, ASA(IE&E), ARNORTH, and ARCYBER should review and communicate these gaps to
inform Army leadership and influence the POM process and unfunded requirements (UFRs).
Implementing mitigation strategies should better position installations to prepare for the future
threats that they might face. These strategies also will improve the situational awareness of the
Army, through AMC, ASA(IE&E), and ARCYBER, regarding its preparedness for emerging
threats.
Mitigation strategies also are used in communities to assist in planning for disruptions and
recovery. NIST developed a Community Resilience Planning Guide for Buildings and
Infrastructure Systems to help communities strengthen their approach to restoring services
following damaging events.211 Additionally, DHS developed the Threat and Hazard
Identification and Risk Assessment (THIRA) and Stakeholder Preparedness Review (SPR) Guide
to help communities evaluate their preparedness.212 The THIRA and SPR processes first assess
threats and hazards and then assess capabilities, gaps, and resources. The process of
implementing mitigation strategies in the Army could involve providing similar tools to
installations. Opportunities for public-private partnerships to further strengthen Army and
adjacent community resilience exist and should be considered. For example, the GridEx series,
which is an exercise system for the North American power grid, considers the combined threats
of kinetic attacks and cyberattacks that could create multiweek power outages over multiple
areas of the United States.213 Army participation in this exercise and collaboration with private
utilities will enhance installation resilience.

Step 6: Conduct Wargaming or Red-Teaming Activities
Wargaming and red-teaming activities should be developed in conjunction with emerging
threat identification as part of the continuous cycle of threat identification, risk assessment, and
mitigation. The activities we describe in the framework are designed to create a comprehensive
approach that will identify the innovative application of existing and emerging threats to delay or
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disrupt an installation’s wartime mission. According to the Defense Science Board’s 2009
Capability Surprise report, “red teaming is especially important in today’s security
environment.”214 The report notes that “[r]ed teams can fulfill various roles: playing the
adversary, inventing plausible threats, challenging assumptions, serving as devil’s advocate, and
offering alternative approaches.”215 Additionally, wargaming and red-teaming can provide an
ability to continuously monitor how installations are addressing innovative and emerging threats.
Ongoing monitoring is a process documented in the U.S. Government Accountability Office
report Standards for Internal Control in the Federal Government.216 The Army needs to create a
comprehensive wargaming plan that tests the capabilities of installations to perform their
wartime missions in a contested environment. Wargaming and red-teaming can provide the
necessary mechanism to inform installation senior commanders, AMC, G-3/5/7, and
ASA(IE&E) that actions are being taken to identify and mitigate risks.

Validating the Framework
Many of the steps in the framework are currently executed but they are not part of a
comprehensive process. For example, installations already participate in some limited red-team
activities, such as ARCYBER red teams, and G-3/5/7 monitors issues regarding COOP,
emergency management, critical infrastructure risk management, and operations security. Threat
identification is a continuous process involving multiple organizations.
We tested the viability of the framework by presenting and discussing it with a group of
experts at an Army installation and at ARNORTH. ARNORTH also might be a resource to
support these red-team activities and contribute to threat scenarios that focus on malicious
activities in CONUS and involve other U.S. government agencies, such as DHS and the FBI. We
also applied the steps of the framework to a notional manifestation of a drone attack at an Army
installation. The discussion at the Army installation, ARNORTH, and the notional application of
the framework required the team to work through the mechanics of applying the framework and
highlighted areas that needed further refinement. We concluded that the framework, which
involves a six-step iterative process, is consistent with best practices and can be applied to help
the Army identify and respond to innovative and emerging threats.

Summary
Although the Army has some processes in place to identify current threats to Army
installations and assess risks to mitigate those threats, these processes do not consider the
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coordinated, innovative use of existing technologies or emerging threats. Therefore, a more
comprehensive approach to identifying and mitigating future threat scenarios is required. The
framework that we have proposed will assist the Army in addressing risk to the power-projection
and mission requirements of Army installations. The framework should be incorporated in Army
policy if it is to be effectively implemented. The policy should identify a lead integrator to
analyze and communicate emerging threat information to Army installations. It also should focus
on protecting Army installation capabilities, not assets. A pilot of the proposed framework, led
by AMC/IMCOM, with a selected group of Army installations would help identify the
organizational, policy, and technical requirements that are necessary for full-scale
implementation of the framework. In the future, red-teaming and wargaming using threat
information developed by the lead integrator should be considered for inclusion as part of major
deployments to the National Training Center (NTC) and major global exercises.
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6. Findings and Recommendations

Findings
Our research determined that the Army currently uses several threat and risk-assessment
methodologies. Each has a slightly different focus, purpose, and timeline. Although the
assessments provide valuable information, they are not calibrated to measure how well Army
installations would respond to a coordinated attack by a capable adversary employing a
combination of effects. In summary, we found the following:
•

The innovative use of emerging and existing technologies by adversaries will
continuously create threats to the wartime mission of Army installations.
- Army installations will face coordinated and synchronized attacks from the
innovative use of existing and emerging technologies, which will present multiple
dilemmas and complicate the Army’s ability to identify and respond to evolving
threats. For example, since 2014, UAS technology has developed rapidly; UASs are
used widely commercially and pose potential threats to installations that might not
have been anticipated. Similarly, there are other technologies that are not in
widespread use in the United States, such as 5G communications technology, that
soon might become commercially viable and ubiquitous. The dominance of Chinese
government–influenced companies that provide 5G services and technologies
represents a threat to Army installations if 5G technologies are implemented on Army
installations or in adjacent communities. The use of social media, fueled by
disinformation provided by adversaries, can promote protests or civil unrest that
might disrupt power projection. Disruptions to Army power projection might include
denied access to lines of communication, transportation, and ports.

•

No Army entity exists to comprehensively identify and assess (1) existing threats to
Army installations that are used in innovative ways or (2) emerging threats that
have yet to be experienced. Therefore, an installation’s ability to perform its
wartime mission in a contested environment is not adequately considered under
current threat assessment methodologies.
- Several Army and DoD organizations are engaged in providing oversight and
guidance on how to conduct installation threat assessments. These include DTRA,
IMCOM, DA G-3/5/7, and the Joint Staff. The assessments have many commonalities
(see Table 4.1 in Chapter 4) but lack consistency and frequency of application. For
example, some assessments are conducted every three years and cover only a subset
of all installations. Other assessments (e.g., cybersecurity) are conducted only at the
request of the garrison commander and may not be shared outside the garrison
command.
- Several Army organizations and members of the intelligence community identify
emerging threats or innovative uses of existing threats, but no entity is responsible for
collecting, integrating, and communicating them to the community of interest,
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including AMC, IMCOM, and CONUS installation garrison commanders.217
Furthermore, no one is analyzing the threats in terms of their effects on a garrison’s
wartime mission, and specifically on the Army’s ability to mobilize and deploy.
- Most garrisons lack the ability to collect, fuse, disseminate, or act on intelligence or
threat information. Although TRADOC, NGIC, ARCYBER, and the intelligence
community are involved in identifying emerging threats, the information they
generate might not be accessible at the installation, where many key positions do not
warrant higher security clearances and garrisons lack the ability to receive and handle
classified material in a timely manner.
•

Current threat assessment methodologies do not include many emerging threats.
- The Army assessment processes for identifying current threats, the AHTA and the
AMATHA, do not include AI, smart city technologies, biometrics, nanotechnology,
information warfare (e.g., social media disinformation), commercial satellites, or ICS
attacks, all of which are emerging threats facing installations.
- The AMATHA’s definitions of cybersecurity threats need to be revised to provide
greater detail. Currently, they are captured in two overly broad categories: general
cyberattack and cyber warfare attack.218 Threat rating criteria for those two categories
have been pending development since 2016 and need to be updated.

•

Current threat assessment approaches do not consider the combined effects of the
innovative application of multiple threats.
- Taken individually, the threats identified in Table 2.1 in Chapter 2 might appear to be
manageable. However, when they are part of a coordinated effort involving not only
the installation but also the surrounding community, these threats might overwhelm
an Army installation’s capabilities. As a result, a coordinated attack could critically
hinder the ability of the Army to execute its wartime mission.
- Specifically, for emerging threats, an analysis is needed to describe how the threat
might be employed and how it might affect the power projection or wartime mission
of an installation.

•

Army installations are protected using traditional physical security, antiterrorism,
and emergency preparedness approaches that are focused “inside the wire” and fail
to address adjacent communities.
- Current Army policies, doctrine, and assessments do not focus on identifying and
mitigating existing or emerging threats to power projection from civilian communities
that are adjacent to Army installations, which might provide or share the energy grid,
water, or other critical infrastructure with the installations.
- Many Army installations have entered into long-term public-private partnerships over
the past 20 years that have increased the dependence of Army installations on
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surrounding communities and utilities.219 Army installations have limited control over
the security measures at private utilities from which they obtain such services as
energy and water. These services are procured by contracts that govern the
relationship and duties of both parties. Some Army contracts with private utilities
have a 50-year duration and were initiated many years ago.220 These contracts might
not require the use and upgrade of cybersecurity protections.

Recommendations
In this project, we sought to identify and prioritize emerging nonkinetic threats to Army
installations and to develop a methodology to assess potential solutions and resources required to
defend against the threat. The findings indicate that significant changes need to be made to
ensure that installations are adequately protected from a capable adversary’s ability to disrupt
CONUS installations’ wartime missions.
One key challenge is that, although multiple organizations are engaged in threat assessments,
no one organization comprehensively identifies and assesses emerging or existing threats that are
used in innovative ways. Furthermore, risk to an installation’s wartime mission from the
innovative use of combined threats and threats that extend outside the installation are not
considered.
To address the challenges identified, we have five recommendations for the Army:
1. The Army should adopt a comprehensive threat assessment and risk mitigation
process, such as the one we described in Chapter 5. The proposed six-step framework
directs the user to (1) identify innovative and emerging threats, (2) determine critical
functions and processes related to achieving the mission at installations, (3) identify key
enablers of those functions, (4) understand vulnerabilities and estimate the risk of given
threats, (5) develop mitigation strategies, and (6) conduct wargaming or red-teaming
exercises.
a. The Army should designate an entity to comprehensively identify and assess existing
threats that are used in innovative way or emerging threats that have yet to be
experienced to an installation’s ability to perform its wartime mission in a contested
environment.
ARNORTH, AMC, ARTIC, and ARCYBER could be positioned to incorporate these
added responsibilities. However, effective coordination on threats would be important,
and an additional analytic capacity for emerging threats will be needed. These
organizations could perform the critical analytic work needed to identify the innovative
use of existing threats and the evolution of emerging threats. This process should include
a description of how these threats will impede an installation’s ability to perform its
wartime function.
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This process also will need to prioritize threats to better direct installation efforts in
their mitigation. An existing strategic-level governance body, such as the APPBOD,
could assess the threat’s maturity and other issues—such as the motive, opportunity,
capability, and history of the threat—to identify the threat priorities for each installation.
In this way, the governing body can communicate an “intelligence preparation of the
battlefield” that presents a common view of the threat environment.
b. AMC and IMCOM could assist installations in identifying mission-critical functions.
Department of Defense Directive 3020.40 includes in its goals for MA to “identify
and prioritize critical missions, capabilities, functions, systems, and supporting assets.”221
However, the Army has not identified and documented the critical functions of the
mission requirements that installations perform as part of power projection. Although the
traditional approach has been to protect facilities and assets, this approach fails to put
broader context on the critical functions—the functions that installations perform that, if
disrupted, could debilitate the Army’s ability to meet assigned missions during
multidomain operations.
c. It should use a capabilities-based approach to identify critical people, IT, and
infrastructure, including those outside the wire.
Although DoD’s Mission Assurance Directive (Department of Defense Directive
3020.40) and the APP prioritize Army missions and DoD MEFs, current practices are
focused on assessing facilities and assets rather than mission-essential capabilities. We
recommend a capabilities-based approach that would consider the infrastructure, people,
and systems (IT and other) necessary to generate the needed capability. Furthermore,
although current assessment processes might provide the Army with valuable
information, they lack important insights regarding innovative and emerging threats,
including how dependencies on infrastructure outside Army garrisons could impede
mission requirements. The Army’s dependence on a host of infrastructure and other
capabilities, such as transportation systems, port and rail infrastructure, and publicprivate energy utilities, requires assessments that consider associated emerging threats.
Historically, Army doctrine has focused on the protection of facilities, assets, and
personnel for which it is responsible. Expanding beyond what the Army controls will
yield a more holistic picture of the key dependencies that could be threatened and that
could impede the Army’s ability to power project.
This step could be expanded to compare the critical functions at the division and
brigade levels with those of the installation enablers, such as the functions under the
direct control of IMCOM.
d. AMC/ARNORTH could assist installations with identifying the need for redundancy
of mission-critical requirements.
Installations will need to assess the risks to each key enabler of the critical functions,
as opposed to conducting general risk assessments. By focusing on key enablers of
critical functions, installations will have a better understanding of the vulnerabilities to
those systems, personnel, facilities, and assets and the consequences of their disruption or
failure. This will allow installations to identify where redundancies are needed.
ARNORTH might be positioned to support installations in this risk analysis. AMC also
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could assist installations by creating an inventory of critical requirements for mission
capabilities that need redundancy. For example, our research indicates that the Army has
conducted three energy resilience exercises, all of which have demonstrated that
generator power is insufficient to meet mission requirements of 72 hours for an
installation.
e. AMC, ASA(IE&E), ARNORTH, and ARCYBER could compile materiel gaps in
threat mitigation requests annually.
When installations identify materiel changes that are needed to mitigate an innovative
or emerging threat, AMC, ASA(IE&E), ARNORTH, and ARCYBER could review them
to determine how these requests should be reflected in resource-planning documents.
They also should review requests to ensure that nonmateriel changes cannot be used to
prevent costly acquisitions. AMC would be the Army entity to bring resource
requirements into the POM process.222 To the extent that gaps exist in installations’
requests and available resources, AMC, ASA(IE&E), ARNORTH, and ARCYBER
should compile these gaps annually to inform Army leadership.
f. FORSCOM or G-3 could create a comprehensive wargaming plan to test the
capabilities of installations to perform their wartime missions in a contested
environment.
The Army needs to create a comprehensive wargaming plan that tests the capabilities
of installations to perform their wartime missions in a contested environment.
Wargaming and red-teaming by FORSCOM, G-3, or ARNORTH could provide the
necessary mechanism to inform installation senior commanders, AMC, and ASA(IE&E)
about actions that need to be taken to identify and mitigate risks to power projection from
innovative and emerging threats.
2. The framework should be incorporated in Army policy if it is to be effectively
implemented.
The framework that we have proposed will assist the Army in addressing risk to the
power-projection and mission requirements of Army installations. Successful
implementation of the framework likely will require a change to the policy directing its
application and coordination among the various organizations identified in this report. A
lead integrator to oversee the application of the framework and follow-up on the results
will need to be identified. It was not in the scope of this project to identify the
organizational construct required. The framework also should be tested using a pilot
project to define the roles of the multiple organizations involved. The pilot could be led
by AMC/IMCOM with the involvement of relevant Army organizations.
3. The Army should review current threat assessments and modify or replace them (if
required) to ensure that they measure how a capable adversary will use combined
effects to disrupt an installation’s wartime mission.
None of the threat assessments we discussed specifically focuses on the powerprojection and mobilization process in a contested environment. Similarly, threat
assessments must be expanded beyond antiterrorism to include coordinated attacks on
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multiple domains (e.g., attacks on SCADA, information operations, social media
campaigns) and to consider the vulnerabilities of the surrounding community.
We recommend that a review of the current threat assessments be conducted to
determine whether they can be combined, eliminated, or replaced by a more
comprehensive assessment that is focused on the installation’s wartime mission. We
recommend that any new assessment should
a. assess an installation’s vulnerability to the combined effects of existing and emerging
threats
b. be conducted more frequently; technological advances mean that new threats can
emerge quickly, and assessing installations for their vulnerabilities once every three
years, as is currently done, will provide too much latency between inspections
c. include ARCYBER red-team assessments operationally and temporally; unlike Army
physical security assessments, ARCYBER’s cybersecurity assessments cover only
component elements, not entire installations, and only at the request of the installation
or unit commander
d. include assessments of an installations’ vulnerability to disinformation operations,
especially on social media.
4. The proposed framework’s results should be applied during exercises and
deployments to training centers to achieve the Army’s “train as you fight” goal.
In the future, red-teaming and wargaming using threat information developed by the
lead integrator should be considered for inclusion as part of major deployments to the
NTC (FORSCOM) and other training centers, as well as in global exercises.
5. AMC and IMCOM should review all existing contracts with utilities and critical
infrastructure to update them with current cybersecurity standards.
Many Army installations have entered into long-term public-private partnerships over
the past 20 years that have increased the dependence of Army installations on
surrounding communities and utilities. Army installations have limited control over the
security measures at private utilities, from which they obtain such services as energy and
water. These services are procured by contracts that govern the relationship and the duties
of both parties. Some Army contracts with private utilities have a 50-year duration and
were initiated many years ago.223 These contracts should be reviewed and, if necessary,
amended to include cybersecurity protections as outlined by NIST and DOE.

Recommendations for Further Research
The following topics, which warrant further research, were identified during our project but
were outside the scope of the research:
•

223

Investigate supply chain integrity for commercial and civilian equipment. We found
instances of the use of sensors and other smart cities technologies that are manufactured
in China and that represent a potential threat to the security of Army installations, as well
as to adjacent communities. Supply-chain integrity procedures that are normally applied

Interview with senior officials at Fort A. P. Hill, February 4, 2019.
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•

•

•

•

to components of weapon systems might need to be applied to items that were considered
civilian in nature, such as drones, sensors, controls, and internet of things–enabled
devices. The acquisition process for these technologies should be centralized to ensure
compliance with cybersecurity standards.
Investigate an appropriate contractual mechanism to increase provisions for
cybersecurity in public-private partnerships. DoD has pursued long-term contracts
with private utilities to stabilize costs. The unanticipated consequence of these
arrangements might be contracts without provisions to maintain adequate cybersecurity
and resiliency.
Investigate the staffing, training, and equipment required to expand the scope of
installation threat assessments to include performance of an installation’s wartime
mission in a contested environment. Our research revealed that many installations find
it challenging to consider and address common threats (e.g., perimeter security, terrorism,
criminal activity, lone shooter). It might require greater resources to support an ability to
respond to emerging threats in a contested environment. This might involve increasing
staff; providing the clearances needed to access sensitive threat data; and providing
additional equipment needed to fight in a contested environment, such as classified
terminals, C-UAS devices, and secure communications.
We found that installations were not tasked or resourced to run an operations
center with the ability to collect, fuse, disseminate, or act on intelligence or threat
information in real or near-real time. The Army should consider how the transition
from peacetime to wartime will be managed at the installation level and whether the
installations are resourced to sense and respond to threats in a contested environment.
In this project, we reviewed current assessment methodologies but did not propose
how they should be adopted or replaced to meet the innovative and emerging
threats of a contested environment. The Army could consider (1) alternative
approaches, such as those used by operational units when they conduct a comprehensive
threat assessment, and (2) intelligence preparation of the battlefield.
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Appendix

Appendix A. A Whole Flock of Pink Flamingos Scenarios Versus Actual Events

The scenarios presented by Jason Dorvee, Richard Kidd, IV, and John R. Thompson in a 2018 Mad Scientist Laboratory blog post
illustrate technologically plausible attacks for which the Army is unprepared.224 In the following tables, we list some of the potential
threats to individuals (Table A.1), communities (Table A.2), and installations (Table A.3) presented in that post, including examples of
how such threats were manifested in the recent past.
Table A.1. Pink Flamingo Scenarios Corroborated: Individuals Targeted

Individuals Targeted
“Focused cyber attention was given to individuals with
critical enabling jobs—not just commanders or senior
[noncommissioned officers]—but those with access to arms
rooms and motor pools. Long-standing efforts to collect
[personally identifiable information] from these
individuals allowed the adversary to compromise credit
scores, alter social media presence, and target family
members. Soldiers with mission-related demands already
on their hands, now found themselves unable to use their
credit cards, fuel their vehicles, or operate their cell phones.
Instead of focusing on getting troops to the battle, they were
caught in an array of false social media messages about
themselves or their loved ones. Sorting fact from fiction and
regaining their financial functionality competed for their time
and attention. Time was lost as Soldiers were distracted and
overwhelmed. Arms rooms remained locked, access to the
motor pool was delayed, and deployments were disrupted”
(Dorvee, Kidd, and Thompson, 2018; emphasis added).

224

Corroborating Event Information
June 2015: U.S. officials suspect that hackers in China stole the personal records of as many as
four million people in one of the most far-reaching breaches of government computers in U.S.
history. The FBI is probing the breach, which was detected in April 2015 at the U.S. Office of
Personnel Management. The agency essentially functions as the federal government’s human
resources department, managing background checks, pension payments, and job training
across dozens of federal agencies (Ellen Nakashima, “Chinese Breach Data of 4 Million Federal
Workers,” Washington Post, June 4, 2015).
June 2015: Ukrainian officials plead with Facebook to stop Russian use of the social media
platform to spread disinformation. “The Facebook Dilemma,” a two-episode investigation by PBS
Frontline, examines the social media platform’s impact on privacy and democracy around the
world (The Facebook Dilemma, 2018; Priest, Jacoby, and Bourg, 2018).
Emerging threat: AI is a technology that can enhance the effectiveness of personal
information–gathering and manipulation.

Dorvee, Kidd, and Thompson, 2018.
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Table A.2. Pink Flamingo Scenarios Corroborated: Communities Targeted

Communities Targeted
The communities surrounding Army installations also came
under attack. Systems below the threshold of “critical,”
such as street lights, traffic lights, and railroad
crossings, were all locked in the “off” position, making
road travel hazardous. The dispatch systems of key
civilian first-responders were overwhelmed with
misleading calls reporting false accidents, overwhelming
response mechanisms and diverting or delaying much
needed assistance. Soldiers were prevented from getting to
their duty stations or transitioning quickly from affected
communities. In parallel, an information warfare campaign
was waged with the aim of undermining trust between
civilian and military personnel. False narratives about
spills of hazardous military materials and soldiers being
contaminated by exposure to diseases created by
malfunctioning vaccines added to the chaos (Dorvee,
Kidd, and Thompson, 2018; emphasis added).

Corroborating Event Information
August 2019: “Advanced traffic management technologies such as adaptive traffic control and
traffic analytics can improve safety and significantly decrease traffic congestion levels and
greenhouse gas (GHG) emissions. For example, Pittsburgh deployed Rapid Flow Technology’s
Surtrac system at 50 intersections across the city. The decentralized system uses a combination
of video detection and radar to detect vehicle traffic and adjust signals in real-time using artificial
intelligence-driven software. . . . Advanced traffic management systems are also enabling the
development of smart intersections, which are emerging as one of the most important datadriven backbones needed to solve core city challenges” (Ryan Citron, “Advanced Traffic
Management Is the Next Big Thing for Smart Cities,” GreenBiz website, August 13, 2019).
Evolving threat: Cyberattacks continue to be a prime threat in this area with adversaries able to
exploit multiple vulnerabilities in ICSs and network security.
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Table A.3. Pink Flamingo Scenarios Corroborated: Installations Targeted

Installations Targeted
“Key utility, water, and energy control systems on or adjacent
to Army installations, understandably a ‘hard’ target from the
cyber context, were of such importance that they came under
near constant attack across all their operations from
transmission to customer billing. Only those few installations
that had invested in advanced micro-grids, on-site power
generation, and storage were able to maintain coherent
operations beyond 72 hours. For most installations, backup
generators that worked singularly when the maintenance
teams were present for annual servicing, cascaded into
collective failure when they all operated at once. For the Army,
only the 10th and 24th Infantry Divisions were able to deploy,
thanks to onsite energy resilience (Dorvee, Kidd, and
Thompson, 2018).

Corroborating Event Information
Outdated, inherently insecure protocols, such as File Transfer Protocol (FTP) and Telnet, are generally
used for ICS operations. Personnel often send passwords in the clear. Communication protocols used
throughout ICS networks, such as Modbus and DNP3, which also are used throughout the power system,
have little or no security measures: Without authentication capabilities, messages can be intercepted,
spoofed, or altered. Many control system architectures are designed to have remote connections using
either publicly accessible telephone networks or dedicated lines for modem access. When these networks
are left unsecured, an attacker can connect remotely with little effort, and the remote connection might be
difficult to detect. Different types of attacks on smart water-metering systems, such as spoofing; jamming;
interception; ransom; or targeting smart pumps, valves, and other components, could be used to impair
sensor functions, manipulate water flow, cause changes in water distribution and delivery, or even cause
changes in water chemical properties. This could lead to malfunction, nonavailability or nonusability of
distributed freshwater, or water system backup, all of which in turn could lead to environmental damage
and/or chaos in the population (Mohamad Amin Hasbini, James Mckinlay, Martin Tom-Petersen, Aseem
Jakhar, Amgad Magdy, and David Jordan, Smart Cities Appeal and 15 Things That Should Not Go Wrong,
Miami, Fla.: Securing Smart Cities, September 12, 2017, p. 7).
DATE: “For nearly three years, the December 2016 cyberattack on the Ukrainian power grid has
presented a menacing puzzle. Two days before Christmas that year, Russian hackers planted a unique
specimen of malware in the network of Ukraine’s national grid operator, Ukrenergo. . . . But an hour later,
Ukrenergo’s operators were able to simply switch the power back on again. Researchers at the industrialcontrol system cybersecurity firm Dragos have reconstructed a timeline of the 2016 blackout attack based
on a reexamination of the malware’s code and network logs pulled from Ukrenergo’s systems. They say
that hackers intended not merely to cause a short-lived disruption of the Ukrainian grid but to inflict lasting
damage that could have led to power outages for weeks or even months” (Andy Greenberg, “New Clues
Show How Russia’s Grid Hackers Aimed for Physical Destruction,” Wired, September 12, 2019.).
Emerging threat: drones
Evolving threat: cyberattack
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Appendix B. National Defense Strategy Installation Threat Risk List

In Table B.1, we provide the full list of emerging threats to Army installations. In the table, known threats are not shaded, while
emerging threats identified by ASA(IE&E) are shaded in yellow and emerging threats identified by our research team (and not by
ASA[IE&E]) are shaded in green.
Table B.1. National Defense Strategy Installation Threat Risk List
Threat,
Category and
Hazard, or
Subcategory
Vulnerability
Advanced technology
Computing

Threat

Computing

Threat

Engineering

Threat

Action

Source

Smart dust: “These computers, no larger than a speck of dust,
are so light [that] they can stay suspended in
midair. . . . [R]esearchers have been hard at work on
miniaturization, as they try to shrink computers as much as
possible, down to the size of grains of sand or specks of dust.
Each particle-computer consists of circuits and sensors
capable of monitoring the environment, and even taking
photographs. . . . [T]rillions of smart dust particles could be
released in the wind to measure air quality or take
photos. . . . In the further-future, could this technology be used
to track us surreptitiously?”
Quantum information science is a new type of computer that
is based on quantum physics, unlike more-standard
electronics. It could enable adversaries to develop secure
communications that the United States would not be able to
intercept or decrypt; it might allow adversaries to decrypt
information and target U.S. personnel and military operations.
Biotechnology
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Future Today Institute, 2018 Tech Trends Report,
New York, 2018a.

U.S. Government Accountability Office, National
Security: Long-Range Emerging Threats Facing the
United States as Identified by Federal Agencies,
Washington, D.C., GAO-19-204SP, December
2018b; Dorothy Denning, “Is Quantum Computing a
Cybersecurity Threat?” American Scientist, Vol. 107,
No. 2, March–April 2019, p. 83.
U.S. Government Accountability Office, 2018b.

Category and
Subcategory
Engineering

Threat,
Hazard, or
Vulnerability
Threat

Engineering

Threat

Engineering

Threat

Human
enhancement

Threat

Human
enhancement

Threat

Manufacturing

Threat

Manufacturing

Threat

Action
Genome editing can be used in mosquitos, which carry
malaria. It alters a section of the DNA, making it impossible for
future generations to spread malaria to humans. However,
some security experts warn that the same process could be
used in reverse to rapidly spread a biological weapon that
could be impossible to stop.

Source
Future Today Institute, 2018a.

Neurotechnologies are “[t]echnologies that enable humans to
influence consciousness and thought through decoding what
they are thinking in fine levels of detail through new chemicals
that influence brains for enhanced functionality and enable
interaction with the world in new ways.”
Geo-engineering involves “[l]arge-scale, deliberate
interventions in the earth’s natural systems to, for example,
shift rainfall patterns, create artificial sunshine or alter
biospheres.”
Soldier enhancement by adversaries (meaning modification
using drugs or other biochemical procedures, such as
stimulants and psychotropics), i.e., the development of "super
humans."

World Economic Forum, Harnessing the Fourth
Industrial Revolution for Life on Land: Towards an
Inclusive Bio-Economy, Geneva, Switzerland,
January 2018, p. 22.

Neuro dust: “The effort to control machines through thought is
still battling some practical limitations such as low range and
unshapely transmission helmets. However, neuro dust may
make a completely new form of brain-machine-interface
possible: Intelligent sensors—not larger than a grain of dust—
are embedded directly into the human brain to capture
thoughts that can then control machines and devices over
great distances.”
Additive manufacturing (i.e., 3D printing, or even 4D and 5D
printing; 4D printing is objects printed in 3D that have the
ability to morph into different shapes when exposed to
changes in light, temperature or humidity; 5D printing is fiveaxis additive manufacturing—rather than printing in flat layers,
as we do today, this new technique prints curved layers,
making the final product much stronger)
Flying cars: Alphabet co-founder Larry Page has built a flying
car factory. Prototypes are being developed with vertical takeoff and landing capabilities, super-strong carbon fiber bodies,
ducted fan propulsion, and cheaper flight-stabilizing computer
systems.
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World Economic Forum, 2018, p. 22.

Army Science Board, The Character of Future
Warfare, Washington, D.C.: Department of the Army,
January 2018; Toffler Associates, Disruption 2030:
Risks and Opportunities for DHS S&T in the Coming
Decade, Arlington, Va., January 2018.
KPMG International, Rethinking the Value Chain: A
Study on AI, Humanoids and Robots, Amstelveen,
Netherlands, 2018, p. 61.

U.S. Government Accountability Office, 2018b;
Future Today Institute, 2018a.

Future Today Institute, 2018a.

Category and
Subcategory
Adversarial–human

Threat,
Hazard, or
Vulnerability

Action

Source

Competence

Vulnerability

Carelessness

DHS, Government Facilities Sector-Specific Plan: An
Annex to the NIPP 2013, Washington, D.C., 2015a.
DHS, 2015a.

Competence

Vulnerability

Failure to understand policy

Competence

Vulnerability

Not being able to attract and retain resilient soldier candidates
and their families or qualified and experienced civilians to
perform installation functions and services

Army Installations of the Future (draft document
provided to the authors by Mr. Thompson)

Competence

Vulnerability

Criminality

Threat

The unintentional elimination of manual overrides in AI
systems
Criminal subversion of critical business

Criminality

Threat

Espionage

Threat

“SWATting:” Prank calling resulting in local police forces
sending in their SWAT teams
Coercion

DHS, The Future of Smart Cities: Cyber-Physical
Infrastructure Risk, Washington, D.C., August 2015b.
National Network of Safety and Security Analysts,
National Risk Profile 2016: An All Hazard Overview of
Potential Disasters and Threats in the Netherlands,
Netherlands: National Institute for Public Health and
the Environment, 2016.
Future Today Institute, 2018a.

Espionage

Threat

Manipulation

DHS, 2015a.

Terrorism

Threat

Aircraft as a weapon

Terrorism

Threat

Armed assault

DHS, The Strategic National Risk Assessment in
Support of PPD 8: A Comprehensive Risk-Based
Approach Toward a Secure and Resilient Nation,
Washington, D.C., December 2011e; U.S.
Government Accountability Office, 2018b.
DHS, 2011e; DHS, 2018b; DHS, 2015a; U.S.
Government Accountability Office, Federal Facility
Cybersecurity: DHS and GSA Should Address Cyber
Risk to Building and Access Control Systems,
Washington, D.C., GAO-15-6, December 2014c.

Terrorism

Threat

Chemical or biological food contamination terrorism attack

DHS, 2011e.

Terrorism

Threat

Increasingly frequent lone-wolf shootings and stabbings

Toffler Associates, 2018; National Network of Safety
and Security Analysts, 2016.

Terrorism

Threat

Explosives terrorism attack or explosives attack, including
rudimentary explosive devices in public places

Toffler Associates, 2018; DHS, 2011e; DHS, 2018b.

Terrorism

Threat

Intentional “disasters,” such as forest fires, man-made algal
blooms, etc.

Toffler Associates, 2018.
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DHS, 2015a.

Category and
Subcategory
Terrorism

Threat,
Hazard, or
Vulnerability
Threat

Active shooter

Source
DHS, 2015a; DHS, 2018b.

Terrorism

Threat

Assassination

DHS, 2015a.

Terrorism

Threat

CBRNE event

DHS, 2015a; DHS, 2011e; DHS, 2018b.

Terrorism

Threat

Hostage-taking

DHS, 2015a.

Terrorism

Threat

Biological weapons, neurotoxins, and chemical inhibitors (to
pacify populations or adversaries)

Toffler Associates, 2018.

AI

Vulnerability

Army Science Board, 2018.

AI

Hazard

AI will exponentially compress the observe-orient-decide-act
(OODA) decision space for commanding officers.
A machine could wrest control from a human

AI

Threat

Adversarial machine learning: There are potential
vulnerabilities in machine learning–based systems;
adversaries could attempt to pollute data that are used to
retrain machine learning algorithms. Other attacks might
attempt to trick machine learning algorithms by repeatedly
testing for and then exploiting blind spots in the learning
module of an algorithm. For example, adversarial images can
be used to knowingly and purposely trick a machine learning
system. If an attacker trains a model, using very slightly
altered images, the adversarial examples could then be
deployed out into other models. Adversarial examples can be
embedded—intentionally or by accident—into photos,
multimedia stories, and virtual reality content.

AI

Threat

AI-powered automated attack or hacking: Malicious actors will
create autonomous systems that are capable of automatically
learning new environments, exposing vulnerabilities and
flaws, and then exploiting them for gain—or completing
whatever objective, which could simply be generalized
mayhem.

Action

Autonomous systems
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Defense Science Board (DSB), Summer Study on
Autonomy, Washington, D.C.: Office of the Under
Secretary of Defense for Acquisition, Technology,
and Logistics, June 2016a.
U.S. Government Accountability Office, Artificial
Intelligence: Emerging Opportunities, Challenges,
and Implications, Washington, D.C., GAO-18-142SP,
March 2018a; Future Today Institute, 2018a; Future
Today Institute, 2019 Trend Report for Journalism,
Media & Technology, New York, 2018b.

U.S. Government Accountability Office, 2018a;
Future Today Institute, 2018a.

Category and
Subcategory
AI

Threat,
Hazard, or
Vulnerability
Vulnerability

AI

Hazard

AI

Hazard

Robotics

Action
Susceptibility of machine-learning models to the leakage of
training data: Adversaries could make use of data about
individuals across various domains, including purchases,
preferences, photographs, and health information.
Researchers at Cornell University have shown that an
adversary can use machine learning to train an inference
model to detect whether specific data were used to train a
machine learning model, thereby compromising an individual’s
personal data.

Source
U.S. Government Accountability Office, 2018a.

Community of things: “The internet of things may develop into
a community of things. More than just internet-enabling
devices and their components, the community of things would
see each device also contain its own AI that could link
autonomously to other AIs to, together, perform tasks
intelligently.”
Unanticipated permutations of automated functioning: “The
use of AI technologies to assist data handling and decisions
introduces a major new risk dimension and increases the
potential of unexpected and unpredictable outcomes that have
neither obvious causes nor clear accountability.”

KPMG International, 2018, p. 65.

Threat

Nanobots and nanoviruses becoming easier to access

Toffler Associates, 2018.

Robotics

Threat

Self-assembling robots: “The MIT Computer Science and
Artificial Intelligence Laboratory (CSAIL) recently debuted
Primer, a tiny self-assembling robot that is controlled by
magnetic fields. The team has built a tiny robot that seems to
act much like video game avatars: it can put on exoskeleton
parts to help it walk, roll, sail or glide better, depending on the
environment. Researchers at the Georgia Institute of
Technology and at Peking University (China) discovered a
new technique that mimics automatic origami—in initial
testing, structures were able to fold and unfold on their own
using inexpensive liquid polymers and LED projector bulbs.”

Future Today Institute, 2018a, p. 87.

Robotics

Hazard

Collaborative robots: “Robots are now able to work together,
as a team, without human intervention . . . collaborative robots
can communicate to each other, on their own, about when to
wait, when to move, to carry out an activity, or even to ask
what to do.”

Future Today Institute, 2018a, p. 90.
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Eastwest Institute, “Smart and Safe: Risk Reduction
in Tomorrow’s Cities,” New York, 2018, p. 20; DHS,
2015b.

Category and
Subcategory
Cyber

Threat,
Hazard, or
Vulnerability

Action

Source

Attack vectors

Threat

Cyberattack against data

DHS, 2011e; DHS, 2018b; Toffler Associates, 2018.

Attack vectors

Threat

Cyberattack against physical or critical infrastructure

DHS, 2011e; National Network of Safety and Security
Analysts, 2016; DHS, 2018b; Joe Weiss, “Cyber
Security of Industrial Control Systems (ICSs),”
briefing, Applied Control Solutions, February 23,
2016; Toffler Associates, 2018.

Attack vectors

Threat

Introducing infected removable media

Attack vectors

Threat

Introducing malware through network communication paths

Mission Support Center, Cyber Threat and
Vulnerability Analysis of the U.S. Electric Sector,
Idaho Falls: Idaho National Laboratory, August 2016,
p. 17.
Mission Support Center, 2016, p. 17.

Attack vectors

Threat

Attack vectors

Threat

Attack vectors

Threat

Attack vectors

Threat

Using web-based watering hole attacks, where “an attacker
infects a website with malware with the intent that a target
group of users who frequent the site will access it and at least
some users will unknowingly download the malware”
Cyberattacks on people, not just their devices (bioneural
mayhem)
“Tampering with or introducing unauthorized elements (data,
software, or hardware) into information systems”
“Social engineering, electronic elicitation, e-mail spoofing,
spamming, or spear phishing”

Attack vectors

Threat

Key logging

U.S. Army Regulation 381-12, 2016, p. 12.

Attack vectors

Threat

“Rootkits, remote access tools, and other ‘backdoors’”

U.S. Army Regulation 381-12, 2016, p. 12.

Attack vectors

Threat

U.S. Army Regulation 381-12, 2016, p. 12.

Attack vectors

Threat

Attack vectors

Threat

“Account masquerading (when a user changes his or her own
credentials to look like another user’s credentials)”
“Exfiltration of data to unauthorized domains or cross domain
violations”
Log manipulation
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Mission Support Center, 2016, p. 17.

Toffler Associates, 2018.
U.S. Army Regulation 381-12, 2016, p. 12.
U.S. Army Regulation 381-12, 2016, p. 12; U.S.
Government Accountability Office, 2014c; Mission
Support Center, 2016; DHS, 2015a.

U.S. Army Regulation 381-12, 2016, p. 12.
U.S. Army Regulation 381-12, 2016, p. 12.

Category and
Subcategory
Attack vectors

Threat,
Hazard, or
Vulnerability
Threat

Attack vectors

Action
Denial-of-service attack (“an attack that prevents or impairs
the authorized use of networks, systems, or applications by
exhausting resources”) or distributed denial-of-service attack
(a denial-of-service attack that “uses numerous hosts to
perform the attack”) against the network or key nodes, leading
to loss of availability

Source
U.S. Government Accountability Office, Internet of
Things: Status and Implications of an Increasingly
Connected World, Washington, D.C., GAO-17-75,
May 2017a, p. 27; U.S. Government Accountability
Office, 2014c; DHS, 2015a; U.S. Army Regulation
381-12, 2016; The Internet of Things (IoT): Creating
“Smart Installations” (draft document provided to the
authors by Mr. Thompson)

Threat

“Malware, also known as malicious code and malicious
software, refers to a program that is inserted into a system,
usually covertly, with the intent of compromising the
confidentiality, integrity, or availability of the victim’s data,
applications, or operating system or otherwise annoying or
disrupting the victim. Examples of malware include logic
bombs, Trojan Horses, ransomware, viruses, and worms.”

U.S. Government Accountability Office, 2017a, p. 27;
U.S. Government Accountability Office, 2014c; U.S.
Army Regulation 381-12, 2016; DHS, 2015a.

Attack vectors

Threat

U.S. Government Accountability Office, 2017a, p. 27.

Attack vectors

Threat

Attack vectors

Threat

Passive wiretapping: “The monitoring or recording of data,
such as passwords transmitted in clear text, while they are
being transmitted over a communications link. This is done
without altering or affecting the data.”
Structured Query Language injection: “An attack that involves
the alteration of a database search in a web-based
application, which can be used to obtain unauthorized access
to sensitive information in a database.”
Massive cyberattacks caused by botnets (“networks of
computers designed to send out misleading content”)

Attack vectors

Threat

Weiss, 2016, p. 9.

Attack vectors

Threat

Attack vectors

Threat

Attack that provides “undetected control of the process”
(opposite of denial-of-service)
“Network attack
• boundary penetration
• network control
• command attack
• deception attack
• virus destruction
• electromagnetic destruction”
Hacking or password cracking activities
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U.S. Government Accountability Office, 2017a, p. 27.

Future Today Institute, 2018a, p. 52; U.S.
Government Accountability Office, 2014c.

Jeffrey Engstrom, Systems Confrontation and System
Destruction Warfare: How the Chinese People’s
Liberation Army Seeks to Wage Modern Warfare,
Santa Monica, Calif.: RAND Corporation, RR-1708OSD, 2018, p. 67.

U.S. Government Accountability Office, 2014c; Army
Science Board, 2018; DHS, 2015a; U.S. Army
Regulation 381-12, 2016.

Category and
Subcategory
Attack vectors

Threat,
Hazard, or
Vulnerability
Vulnerability

Attack vectors

Threat

Encryption

Vulnerability

Encryption

Source
U.S. Government Accountability Office, 2017a, p. 27;
Future Today Institute, 2018a.

Vulnerability

Action
Zero-day exploit: “An exploit that takes advantage of a
security vulnerability previously unknown to the general
public. In many cases, the exploit code is written by the same
person who discovered the vulnerability. By writing an exploit
for the previously unknown vulnerability, the attacker creates
a potent threat since the compressed timeframe between
public discoveries of both makes it difficult to defend against.”
Intentionally created vulnerabilities “through an active program
to ‘influence’ commercial products and services during design,
development or manufacturing, or with the ability to impact
products while in the supply chain to enable exploitation of
networks and systems of interest.”
Proliferation of darknets, aided by cryptocurrencies: Darknets
are “niche spaces promising anonymity often for illegal
activities. People go there to sell and buy drugs, guns,
ammunition, security exploits (malware, ransomware)
and . . . hacked data (passwords, credit card numbers and
more).”
Encryption technologies

Encryption

Threat

“Unexplained storage of encrypted data”

U.S. Army Regulation 381-12, 2016, p. 12.

Encryption

Threat

“Encryption or steganography data propagation internally”

U.S. Army Regulation 381-12, 2016, p. 12.

Encryption

Vulnerability

Cryptographic issues

ICS/SCADA

Vulnerability

ICS software security configuration and maintenance

DHS, Common Cybersecurity Vulnerabilities in
Industrial Control Systems, Washington, D.C., May
2011c.
DHS, 2011c, p. 26.

ICS/SCADA

Vulnerability

ICS/SCADA

Vulnerability

“An ever-increasing number of new vulnerabilities introduced
to ICS via system additions or integration”
“Database applications have become core application
components of ICSs and their associated record keeping
utilities. Traditional security models attempt to secure systems
by isolating core components and concentrating security
efforts against threats specific to computers or software, not
taking the database into consideration. Databases within ICSs
use generally independent systems that rely on one another
for proper functionality. The high level of reliance between the
two systems creates an expanded threat surface.”
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Defense Science Board, Task Force Report: Resilient
Military Systems and the Advanced Cyber Threat,
Washington, D.C.: Office of the Under Secretary of
Defense for Acquisition, Technology, and Logistics,
January 2013, p. 22.
Future Today Institute, 2018a, p. 74.

U.S. Government Accountability Office, 2018b, p. 4.

Mission Support Center, 2016, p. 6.
DHS, Recommended Practice: Improving Industrial
Control System Cybersecurity with Defense-in-Depth
Strategies: Industrial Control Systems Cyber
Emergency Response Team, Washington, D.C.,
September 2016c, p. 39.

Category and
Subcategory
ICS/SCADA

Threat,
Hazard, or
Vulnerability
Hazard

ICS/SCADA

Vulnerability

ICS/SCADA

Vulnerability

ICS/SCADA

Vulnerability

Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies

Action
“Disruption to industrial automation and control systems”

Source
National Network of Safety and Security Analysts,
2016, p. 191.

“Although SCADA systems control large-scale processes and
unify decentralized facilities, they lack cryptographic security
and authentication factors. If a hacker targets a city’s SCADA
system, they could threaten public health and safety, and shut
down multiple city services from a single entry point.”
“Outdated, inherently insecure protocols, such as FTP and
Telnet, are generally used for ICS operations. Personnel often
send passwords in the clear.”
“[C]ommunication protocols used throughout ICS
networks . . . such as Modbus and DNP3 used throughout the
power system have little or no security measures: lacking
authentication capabilities, messages may be intercepted,
spoofed, or altered.”
“Many control system architectures are designed to have
remote connections using either publicly accessible telephone
networks or dedicated lines for modem access. When left
unsecured, an attacker can connect remotely with little effort,
and the remote connection may be difficult to detect.”

Todd Thibodeaux, “Smart Cities Are Going to Be a
Security Nightmare,” Harvard Business Review, April
28, 2017.

Threat

Security violations

DHS, 2015a.

Threat

Improper input validation

DHS, 2011c, p. 12.

Threat

“Use of DoD account credentials by unauthorized parties”

U.S. Army Regulation 381-12, 2016, p. 12.

Threat

Improper authentication

DHS, 2011c, p. 19.

Vulnerability

Permissions, privileges, and access controls

DHS, 2011c, p. 18.

Vulnerability

Insufficient verification of data authenticity

DHS, 2011c, p. 22.

Vulnerability

Indicator of poor code quality

DHS, 2011c, p. 17.

Vulnerability

Planning, policy, and procedures

DHS, 2011c, p. 37.

Vulnerability

Audit and accountability (event monitoring)

DHS, 2011c, p. 40.
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DHS, 2016c, p. 37; Mission Support Center, 2016, p.
13.

DHS, 2016c, p. 38.

Category and
Subcategory
Internal control
deficiencies

Threat,
Hazard, or
Vulnerability
Vulnerability

Action
“Exploits affecting the information security supply chain: the
installation of hardware or software that contains malicious
logic . . . or an unintentional vulnerability”
Lack of cybersecurity personnel

Source
U.S. Government Accountability Office, 2014c, p. 29.

Mission Support Center, 2016, p. 16.

Internal control
deficiencies
Internal control
deficiencies

Vulnerability

Internal control
deficiencies
Internal control
deficiencies

Threat

“Poor institutional cyber hygiene such as weak or no
password usage, outdated or unpatched software, and even
poor physical security”
Exploiting human error

Threat

“Unauthorized network access or unexplained user account”

U.S. Army Regulation 381-12, 2016, p. 12; DHS,
2015a.

Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies
Internal control
deficiencies

Threat

“Downloading, attempting to download, or installing nonapproved computer applications”
“Unauthorized account privilege escalation”

U.S. Army Regulation 381-12, 2016, p. 12.

U.S. Army Regulation 381-12, 2016, p. 12.

Threat

“Unauthorized use of universal serial bus, removable media,
or other transfer devices”
“Unauthorized e-mail traffic to foreign destinations”

Threat

“Unauthorized downloads or uploads of sensitive data”

U.S. Army Regulation 381-12, 2016, p. 12.

Threat

“Unauthorized use of intrusion detection systems”

U.S. Army Regulation 381-12, 2016, p. 12.

Vulnerability

“Skill atrophy”

DHS, 2015b, p. 4.

Vulnerability

“Loss of visibility into all parts of a system”

DHS, 2015b, p. 4.

Hazard

DHS, 2015b, p. 4.

Internal control
deficiencies

Vulnerability

“Cascading failures; necessary changes in emergency
response plans (e.g., humans will not be present in areas of
the system they once were)”
Use of technologies “with known vulnerabilities, creating
previously unseen cyber risk in the control domain”

Internal control
deficiencies

Vulnerability

Poor configuration management can allow an attacker to find
an opening

DHS, 2016c, p. 37.

Internal control
deficiencies

Vulnerability

Persistent design vulnerabilities

Weiss, 2016, p. 9.

Vulnerability

Threat
Threat
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Mission Support Center, 2016, p. 16.

Mission Support Center, 2016, p. 17.

U.S. Army Regulation 381-12, 2016, p. 12.

U.S. Army Regulation 381-12, 2016, p. 12.

DHS, 2016c, p. 16.

Category and
Subcategory
Internal control
deficiencies

Threat,
Hazard, or
Vulnerability
Threat

Internal control
deficiencies

Vulnerability

Internal control
deficiencies

Vulnerability

Lack of data
confidentiality

Hazard

Lack of data
confidentiality

Threat

Lack of data
confidentiality
Lack of data
confidentiality

Threat

Network security

Vulnerability

Network security

Vulnerability

Network security

Vulnerability

Network security

Vulnerability

Threat

Action
Breach of confidentiality: exfiltration of sensor data, exfiltration
of control messages
“[N]etwork vulnerabilities due to misconfiguration, poor
administration, lack of perimeter awareness, [and]
communication shortcomings”
“[E]quipment with embedded unauthorized code in its
firmware or operating system that provides a back door into
the equipment”
“[D]evices, particularly . . . mobile devices, often reveal
sensitive information about the locations and activities of the
people using them” often in exchange for free services (e.g.,
location data traded for health-related analytics). These
“provide opportunities for malicious actors to exploit data
leakage.”

Doxware: “rather than simply holding data hostage until you
pay up, [malicious actors] threaten to publish it all to the web,
for everyone to see.”
Technology-enabled leaks of confidential, sensitive, or
classified information.
“Network reconnaissance . . . targets . . . information networks
and systems in an effort to monitor and intercept information
flows, steal confidential information, and provide
reconnaissance support for other network offensive and
defensive operations.”
“Most devices lack even the most basic access control
separating system software mode versus application program
mode.”
Network component configuration
“Various points-of-entry and paths that can be exploited by
threat actors, sometimes remotely”
“Easier/broader access to systems and networks due to
greater connectivity, including devices directly connected to
the Internet;” potentially insecure connectivity to internal and
external networks
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Source
The Internet of Things (IoT): Creating “Smart
Installations” (draft document provided to the authors
by Mr. Thompson)
Mission Support Center, 2016, p. 12.
DHS, 2016c, p. 32.
Sebastian Bay, Giorgio Bertolin, Nora Biteniece,
Edward H. Christie, Anton Dek, Rolf E. Fredheim,
John D. Gallacher, Kateryna Kononova, and Tetiana
Marchenko, Responding to Cognitive Security
Challenges, Riga, Latvia: NATO Strategic
Communications Centre of Excellence, January
2019, p. 12; The Internet of Things (IoT): Creating
“Smart Installations” (draft document provided to the
authors by Mr. Thompson).
Future Today Institute, 2018a, p. 70.
Future Today Institute, 2018a.
Engstrom, 2018, p. 88.

DHS, 2016c, p. 37.
DHS, 2011c, p. 46.
Mission Support Center, 2016, p. 6.
Mission Support Center, 2016, p. 6; DHS, 2016c.

Category and
Subcategory
Network security

Threat,
Hazard, or
Vulnerability
Threat

Network security

Threat

Network security

Threat

Network security

Vulnerability

Network security

Hazard

Action
“Network [probing,] scanning and detection [either internally or
externally,] focus on the structure and capabilities
of . . . information networks to assess their specific
vulnerabilities. Functions are to collect information and fully
map the configuration of information networks. This includes
collecting data on (1) network protocols, (2) network Internet
protocol addresses, (3) network hostnames, and (4) network
operating systems.”
“Network interception . . . seizes and analyzes information
flows on an adversary’s network. Functions include (1)
accessing user identification and passwords, (2) intercepting
operational messages, and (3) intercepting routing controls.”
“Network espionage . . . refers to attempts to capture, access,
and abscond with an adversary’s confidential information.
Functions include (1) creating and maintaining access to an
adversary’s computing systems, (2) decrypting enemy
broadcast transmissions, and (3) intercepting electromagnetic
signals.”

Source
Engstrom, 2018, pp. 88–89; U.S. Army Regulation
381-12, 2016.

“Parts of the federal government rely on . . . old technology,
which is very difficult to maintain; legacy systems are also
vulnerable to attack.”
“Simple computer bugs can also cause significant glitches in
control systems, leading to major technical problems for
cities.”
“Glitches are problems that don’t have an immediate, obvious
cause but nonetheless can cause frustrating
problems. . . . Glitches often have to do with degraded
network connectivity or a miscalculation of the bandwidth
needed. But a lot of times, glitches result from newer
technologies, which we are learning break in unexpected
ways.”

Future Today Institute, 2018a, p. 225.

“Decomposable or disposable sUAS . . . may make it
challenging for law enforcement to identify the cause of
disruption after an attack”
sUASs “that are designed to be quiet could thwart counterUAS systems designed to detect their acoustic signatures”

Herrera, Dechant, and Green, 2017, p. 10.

Engstrom, 2018, p. 89.

Engstrom, 2018, p. 89; National Network of Safety
and Security Analysts, 2016.

Thibodeaux, 2017; Future Today Institute, 2018a, p.
73; DSB, 2016a.

Drones
Enhanced UAS
capability

Threat

Enhanced UAS
capability

Threat
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Herrera, Dechant, and Green, 2017, p. 10.

Category and
Subcategory
Enhanced UAS
capability

Threat,
Hazard, or
Vulnerability
Threat

ISR capability

Threat

ISR capability

Threat

ISR capability

Threat

ISR capability

Threat

Action
“[O]nce a flight path has been established and the sUAS is set
to autonomous mode, disruption of the flight path is nearly
impossible without direct intervention (e.g., kinetic
countermeasure)”
“[U]se of unmanned aerial and undersea autonomous
systems and the data they produce about the world”
sUASs that are “portable, relatively low-cost, easy to operate,
and capable of carrying highly sophisticated sensor packages,
are most commonly used to conduct ISR. Because of their
small size, sUAS can hide in plain sight. Drones do not have
to be airborne to conduct ISR. They can fly to a vantage point
and “perch," allowing them to extend time for conducting ISR
by conserving power. A drone can also deliver small sensors
to persistently cover a wide area. Examples of ISR threats
include:
• Pre-mission intelligence
• Post-mission assessment
• Individual privacy invasion
• Real-time target spotting/overwatch, including spotting of
law enforcement on the Southwest border
• Industrial espionage
• Coordination of ground attacks
• Gathering of images for future operational use and
propaganda purposes”
“Nano UAS increase the threat to critical infrastructure from
the surveillance attack vector by allowing access to locations
larger sUAS previously could not enter (e.g., ventilation grates
to enter closed facilities). In addition to improved access, the
smaller-sized UAS could provide for undetected surveillance
for longer periods, as they may be more difficult to detect and
respond to with existing counter-UAS technologies.”
“Longer flight times increase the threat from surveillance to
critical infrastructure by allowing sUAS to loiter longer. It may
also increase the chances of a successful attack by allowing
them to loiter until the best opportunity arises (e.g., until a
door opens). Increased ranges could also allow sUAS to
target critical infrastructure that would otherwise be out of
range, for example, offshore oil drilling rigs.”
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Source
Herrera, Dechant, and Green, 2017, p. 20.

Army Science Board, 2018, p. 26.
Lacher et al., 2019, p. 7.

Herrera, Dechant, and Green, 2017, p. 7.

Herrera, Dechant, and Green, 2017, p. 14.

Category and
Subcategory
ISR capability

Threat,
Hazard, or
Vulnerability
Threat

ISR capability

Threat

Operational
disruption

Vulnerability

Operational
disruption

Hazard

Operational
disruption

Hazard

Payload delivery

Threat

Payload delivery

Threat

Action
Higher-fidelity audio and video for sUASs “[i]ncreases the
threat from remote surveillance while retaining quality
resolution and signal transmission. Augmented reality
technology for sUAS is also developing quickly for both racing
and gaming sUAS consumers. Although it does not have a
direct impact on critical infrastructure vulnerability, this type of
technology could aid in the targeting of critical infrastructure
assets, thus improving the likelihood of successful attacks.”
“[H]igher quality sensors could increase the threat from
surveillance to critical infrastructure by providing real-time
measurements and geo-locational data to threat actors, who
could then act upon that information.”
“The presence of citywide drone systems opens up multiple
entry and integration points which attackers can target.
Attackers can remotely target drones attempting to steal
collected data or images which could negatively reflect on
citizens privacy or other matters if utilized in further attacks.
Drones can be physically targeted during maintenance,
operation or storage, for the goals of electronic tampering,
enabling a negative impact on the integrity of data collected,
adopted routes or even added equipment/sensors. Drones
can cause collisions, accidents, injuries . . .”
Do-it-yourself drones dominate domestic skies.

Source
Herrera, Dechant, and Green, 2017, p. 16.

“The simple presence of a drone in the wrong place can
interfere with the operations of a government agency or
industry. For example, a drone can pose a foreign-objectdamage hazard that will shut down an airspace, airport ramp,
or runway. A drone’s [radiofrequency] emissions can interfere
with wireless networks and communications systems. In some
situations, a drone in the air can threaten people enough to
alter their behavior on the ground.”
Unmanned mini vessels delivering payloads to soft targets

Lacher et al., 2019, p. 6.

Clandestine, disappearing drones are “drones capable of
making deliveries—and then disappearing into thin air. [The
Defense Advanced Research Projects Agency’s (DARPA's)]
Vanishing Programmable Resources (VAPR) program has
already shown that it’s possible to program a small chip to
shatter on command.”

Future Today Institute, 2018a, p. 102.
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Herrera, Dechant, and Green, 2017, p. 17.

Hasbini, Mckinlay, et al., 2017, p. 11.

Toffler Associates, 2018.

Toffler Associates, 2018.

Category and
Subcategory
Payload delivery

Threat,
Hazard, or
Vulnerability
Threat

Payload delivery

Threat

Payload delivery

Threat

Payload delivery

Threat

Payload delivery

Threat

Action
sUASs are “an effective means of bypassing traditional
checkpoints and other physical security by allowing
contraband to infiltrate otherwise secure perimeters.
Examples of smuggling with sUAS include:
• Delivering drugs, cell phones, or other contraband into
prisons
• Transporting drugs and other illegal material across
international borders.”
sUASs “can carry and dispense a wide variety of small
payloads. These payloads can range from improvised
chemical, biological, radiological, nuclear, and explosives
devices to [radiofrequency] jammers. The sUAS themselves
can also be used as projectiles, potentially causing damage or
injury. Examples of kinetic threat include sUAS employed to:
• Precisely deliver explosives
• Attack aircraft in flight
• Deliver chemical/biological agents
• Cause mass panic in a public gathering such as a
stadium.”
“[I]ndirectly, lighter sUAS do allow for significant increases in
payload capacity and longer flight times, assuming no
changes are made to the current propulsion systems. This
could increase the likelihood of success of surveillance or an
impact attack, and potentially, if a payload capacity was large
enough for a given asset, could increase the degree of critical
infrastructure vulnerability.”
“Faster sUAS can increase weaponization threats by
increasing the momentum of direct kinetic impacts and
impacts with mounted or fixed weapons. Thus, critical
infrastructure vulnerability will increase as a function of the
advances in speed, which are tied directly to the type of sUAS
used against a critical infrastructure asset. Additionally,
increased speed and maneuverability can make sUAS less
vulnerable to counter-UAS.”
“[A] precision mechanical arm attached to a sUAS creates a
new, non-kinetic direct attack vector. This type of sUAS
capability can disrupt or damage critical infrastructure by
means not previously available (e.g., cutting
cables). . . . sUAS equipped with advanced or simple
mechanical systems can be used to release harmful payloads
from high altitudes above targets.”
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Source
Lacher et al., 2019, p. 7.

Lacher et al., 2019, pp. 7–8.

Herrera, Dechant, and Green, 2017, pp. 8–9.

Herrera, Dechant, and Green, 2017, p. 12.

Herrera, Dechant, and Green, 2017, p. 16.

Category and
Subcategory
Payload delivery

Threat,
Hazard, or
Vulnerability
Threat

Payload delivery

Threat

Swarming

Threat

Swarming

Threat

Swarming

Threat

Action
“Kalashnikov Group’s new suicide drone, KUB-UAV, has the
ability to steer a bomb with a high degree of accuracy
unparalleled, will be ‘very cheap,’ target market will be
‘smaller armies’ around the world (availability of the KUB will
bypass controls imposed by the United States and its allies
that are designed to keep weaponized drones out of the
hands of their foes).”

Source
Liz Sly, “Like That AK-47? Kalashnikov Has a
Kamikaze Drone for You,” Washington Post,
February 24, 2019; KPMG International, 2018.

“Standard shipping containers, pieces of luggage, and
Amazon Prime boxes were ‘weaponized’ as drone transports,
with their cargo activated on command. In the key out-loading
ports of Savannah and Galveston, shore cranes were
disabled by homemade thermite charges placed on gears and
cables by such drones using photo recognition and artificial
intelligence. Repairing and verifying the safety of these cranes
added days to timelines and disrupted shipping schedules.
Other drones deployed, having been ‘trained’ with thousands
of photos to fly into the air intakes of jet engines, either
military or civilian. Only two downed airliners and a few near
misses were sufficient to shut down air transportation across
the country and initiate a multi-month inspection of all truck
stops, docks, airports and rail yards trying to find the ‘last’
possible container. Perhaps the most effective drone attacks
occurred when such drones dispersed chemical agents in
municipal water supplies for those communities adjacent to
installations or along lines of communication.”
Drone swarms, which are multiple unmanned systems
capable of coordinating their actions to accomplish shared
objectives could “complement, challenge, and even substitute
for chemical, biological, radiological, and nuclear (CBRN)
weapons, . . . might enable more effective CBRN delivery,” or
could attack critical infrastructure (airports, chemical facilities,
nuclear facilities).
“Hundreds of micro-drones can be deployed at once and are
now capable of moving as one, technological organism in the
sky.” They could carry explosives, which would mean
increased consequences because of multiple UASs.
“Multi-modal platform designs . . . [provide] new attack
vectors. For example, [an attack on] a critical infrastructure
facility such as a dam . . . from sUAS employing underwater
attacks in combination with aerial ones.”

Dorvee, Kidd, and Thompson, 2018.
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Kallenborn and Bleek, 2018, p. 523.

Future Today Institute, 2018a, p. 102; Herrera,
Dechant, and Green, 2017.

Herrera, Dechant, and Green, 2017, p. 10.

Category and
Subcategory
Health

Threat,
Hazard, or
Vulnerability

Action

Source

Hazardous material
release
Hazardous material
release
Hazardous material
release
Mass illness

Hazard

“Incidents with flammable/explosive substance in open air”

National Network of Safety and Security Analysts,
2016, p. 190.
DHS, 2011e, p. 3.

Hazard

Biological food contamination (accidental)

Hazard

CBRN substance disaster (spill or release in open air)

Hazard

Human pandemic outbreak, epidemic, infectious diseases (old
and new strains)

Mass illness

Hazard

DHS, 2015a, p. 9.

Mass illness

Hazard

“Mass psychogenic illness, which occurs when social trauma
or anxiety combines with a suspicious event to produce
psychosomatic symptoms”
“Increased travel and poor health infrastructure will make
infectious diseases harder to manage.”

Accountability and trust: “We will soon reach a point when we
will no longer be able to tell if a data set has been tampered
with, either intentionally or accidentally. AI systems rely on our
trust.”
They “will endure greater and greater risks if the means aren’t
developed to ensure accuracy and to rapidly debunk false or
misleading information.”
“Destruction, disclosure [or] modification of information,” data,
or software
Loss of integrity: distortion of sensor data, fake control
messages

Future Today Institute, 2018b, p. 54; Army Science
Board, 2018, 13.

DHS, 2018b; DHS, 2011e; National Network of
Safety and Security Analysts, 2016.
DHS, 2011e, p. 2; National Network of Safety and
Security Analysts, 2016; U.S. Government
Accountability Office, 2018b; DHS, 2015a; DHS,
2018b.

National Intelligence Council, Global Trends: Paradox
of Progress, Washington, D.C., NIC 2017-001,
January 2017, p. 6.

Information warfare
Data manipulation

Vulnerability

Data manipulation

Threat

Data manipulation

Threat

Identity
manipulation
Identity
manipulation

Threat

Identity theft

Threat

“Access to personal information makes it easier for malicious
actors to impersonate people online.” It “can also be used to
predict passwords and answer security questions in order to
gain access to accounts, and to convince companies and
government entities to take specific actions” (e.g., performing
actions, divulging confidential information).
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DHS, 2015a, p. 9; U.S. Army Regulation 381-12,
2016.
The Internet of Things (IoT): Creating “Smart
Installations” (draft document provided to the authors
by Mr. Thompson)
Army Science Board, 2018.
Bay et al., 2019, p. 12; Anna Reynolds, ed., Digital
Hydra: Security Implications of False Information
Online, Riga, Latvia: NATO Strategic
Communications Centre of Excellence, November
2017.

Category and
Subcategory
Lack of data
confidentiality

Threat,
Hazard, or
Vulnerability
Threat

Action
Targeted data collection: “Retrieving non-public information on
selected individuals in order to expose it” (e.g., defame,
ridicule, and threaten the targets). For example, attackers
could “compromise credit scores, alter social media presence,
and target family members.”
Doxing is “intentionally releasing selected information about
an individual to influence public perception of that individual,
or the creation of conditions and vulnerabilities that can be
exploited.”
Psychological warfare operations (e.g., psychological
propaganda inducement, psychological deterrent,
psychological influence, psychological deception) that could
undermine trust, generate confusion, and cause mass panic.

Source
Reynolds, 2017, p. 9; Dorvee, Kidd, and Thompson,
2018.

Lack of data
confidentiality

Threat

Social manipulation

Threat

Social manipulation

Hazard

Inability to depend on and trust technology and information

Toffler Associates, 2018.

Social manipulation

Threat

Future Today Institute, 2018a, p. 132.

Social manipulation

Threat

Social manipulation

Threat

Social manipulation

Threat

Bot-generated fake news; “[a]s social media companies
experiment with better ways to curb the spread of fake and
misleading information, we are to see glitches and potentially
even more fake news stories being spread.”
The adversary’s ability “to collect enough [open-source]
personal data on soldiers to create targeted messages with
precision, successfully influencing their chosen target
audience to carry out desired behaviors”
“Mis[information] and disinformation communicated by means
of [real] images” with misleading headlines
“False content creation,” spread, and subsequent reporting

Social manipulation

Threat

“Saturating the information environment, informational fog”

Reynolds, 2017, p. 9.

Spoofing

Hazard

“If a computer system has access to enough images—millions
and millions—it can patch and fill in holes in pictures. . . . How
will we draw the line between reality and enhancement?”

Future Today Institute, 2018b, p. 26.

Spoofing

Threat

Future Today Institute, 2018b, p. 75.

Spoofing

Threat

“AI can generate lip-synched video that is indistinguishable
from the real thing. . . . Misinformation becomes rampant as
everyday people are unable to tell what is real . . . and
generally wreaks havoc around the world.”
Faceprints and the security of biometric databases: “It’s easy
to change your password if you get hacked. How could you
possibly replace your face, when the system’s been designed
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Bay et al., 2019, p .12.

Engstrom, 2018, p. 114; Dorvee, Kidd, and
Thompson, 2018.

Bay et al., 2019, p. 8.

Bay et al., 2019, p. 25.
Reynolds, 2017, p. 9; Army Science Board, 2018;
Dorvee, Kidd, and Thompson, 2018.

Future Today Institute, 2018a, p. 74; Future Today
Institute, 2018b, p. 41.

Category and
Subcategory

Threat,
Hazard, or
Vulnerability

Spoofing

Threat

Spoofing

Threat

Spoofing

Threat

Spoofing

Threat

“[S]poofing of all communications, sensing, and operational
network capabilities, forcing the Army to operate in an
environment flooded with erroneous information”

Army Science Board, 2018, p. 14.

Spoofing

Threat

Technologies that enable the creation of “authentic” fake news

Toffler Associates, 2018.

Action
to recognize your unique musculature and bone structure
using thousands of data points?”
“Unlike fingerprinting or iris/retinal scanning, which are difficult
to do without someone’s direct knowledge, faceprints can be
taken surreptitiously, even from far away.”
Anti-recognition cammo and glasses: “[S]ome startups are
developing specialized stickers, fabrics and glasses to help
fool smart tracking systems.”
Adaptive camouflage: “Researchers are experimenting with
electromagnetic and audio waves, tiny lenses that bend light
and reflective materials to hide objects in plain sight.”
Audio fraud: “What happens when computers are able to
spoof our voices and natural sound?” This could be used to
convey misinformation, or as an attack against speech
recognition. “Attacks can trick speech recognition systems into
recognizing a synthetic voice, or sounds that are
imperceptible to human ears, or even common ambient
noises in our homes (like the phone ringing). Any of these
audio cues can trigger a smart system to do something we
don’t want, like make a purchase, or crank the volume up to
the maximum level. With our increased reliance on audio
search, we’ll need to be more vigilant tracking possible
vulnerabilities.”

Source

Future Today Institute, 2018a, p. 82.
Future Today Institute, 2018a, p. 234.
Future Today Institute, 2018b, pp. 24, 93.

Physical plant infrastructure and utilities
Cascade effect

Vulnerability

Cascade effect

Vulnerability

Cascade effect

Threat

“Aging infrastructure can significantly increase vulnerabilities
caused by natural and/or manmade events.”
Aging infrastructure can “cause cascading effects, disruptions
of services and/or delivery of critical mitigation and recovery
equipment, and a greater physiological impact on the
American people.”
Remote attack could disrupt “storm water–management
systems during severe weather to create unsafe conditions,
strain storm water–management systems, and compound the
consequences of inclement weather.”

90

DHS, 2015a, p. 9.
DHS, 2015a, p. 9.

DHS, 2015b, p. 36.

Category and
Subcategory
Cascade effect

Threat,
Hazard, or
Vulnerability
Hazard

Action
“Cascading effects of power supply failure”

Source
National Network of Safety and Security Analysts,
2016, p. 11.

Cascade effect

Hazard

Supply chain disruptions

DHS, 2015a.

Cyberattack

Threat

DHS, 2015b, p. 28.

Cyberattack

Threat

Cyberattack

Threat

Cyberattack

Threat

Cyberattack

Threat

Cyberattack

Threat

Cyberattack

Threat

A malicious actor could compromise “servers, cutting access
to power from smart meters and targeted buildings.”
A malicious actor could manipulate “smart meters to alter
usage information, gain access to in-home devices, or cut
power to consumers.”
A malicious actor could remotely attack and “damage system
components, disable system sensors, disrupt storage and
flows, or distribute contaminated water.”
A malicious actor could remotely attack to manipulate “safety
sensors to mask the presence of dangerous substances.”
“Attacks on cyber physical operational technologies: such as
heating, ventilation, and air conditioning (HVAC), elevators,
emergency lighting, traffic signals, water treatment facilities,
sewage pumps, monitoring drones and cameras”
Different types of attacks on smart water-metering systems:
“spoofing, jamming, interception, ransom or others [targeting
smart pumps, valves, and other components] . . . could be
used to impair sensors functions, [manipulate water flow,
and] . . . cause changes in water distribution and delivery, or
even in the water chemical properties leading to malfunction,
non-availability or non-usability of distributed freshwater [or
water system backup] . . . which in turn could lead to
[environmental damage and/or] chaos in the population”
“During garbage collection, cyber attackers can target the
sensors as they relay the data required by the smart garbage
collection systems to take action. Interrupting these systems
and relaying fake data can have detrimental consequences on
the waste management operations. Fake data can also lead
to wrong actions being taken on smart waste systems and
if . . . collection is performed by automated systems and
robotic instruments, [it can be a] waste of energy resources
and time, [which] could occur long before being detected or
reported by citizens, when issues become apparent.
Interfering with waste management on a city scale, can affect
public health in smart cities (environment and odor pollution,
soil and water contamination, bugs, pesticides . . . ).”
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DHS, 2015b, p. 29.
DHS, 2015b, p. 35.
DHS, 2015b, p. 39.
Mohamad Amin Hasbini, Martin Tom-Petersen, and
Cesar Cerrudo, Securing the Smart City Olympics,
Miami, Fla.: Securing Smart Cities, February 2018, p.
14.
Hasbini, Mckinlay, et al., 2017, p. 7; DHS, 2015b.

Hasbini, Mckinlay, et al., 2017, p. 8.

Category and
Subcategory
Cyberattack

Threat,
Hazard, or
Vulnerability
Threat

Cyberattack

Threat

Cyberattack

Threat

Cyberattack on or destabilization of the financial system

Cyberattack

Threat

Design planning

Vulnerability

Design planning

Hazard

A malicious actor could “intercept and manipulate energy
price data in demand-response systems to cause demand
fluctuations and potential outages” in a smart city.
“Critical commercial undersea infrastructure . . . is difficult to
protect because much of it, such as undersea cables and
distributed sensor networks, are vulnerable and cover vast
geographic areas. Many important military undersea assets
have the same characteristics.”
“Co-location of primary and backup electrical power
equipment”

Design planning

Hazard

“Single transformer provides both commercial and backup
power to a critical asset”

Design planning
Design planning

Hazard
Hazard

“Critical electrical power assets have no access controls”
“Power lines share right-of-way with other key utilities”

U.S. Government Accountability Office, 2009, p. 53.
U.S. Government Accountability Office, 2009, p. 53.

Malfunction

Hazard

Information and communications technology (ICT) disruption
(e.g., telecommunications, internet, wireless networks)

DHS, 2018b; Toffler Associates, 2018.

Action
Scenario: “The communities surrounding Army installations
also came under attack. Systems below the threshold of
‘critical,’ such as street lights, traffic lights, and railroad
crossings, were all locked in the ‘off’ position, making road
travel hazardous. The dispatch systems of key civilian firstresponders were overwhelmed with misleading calls reporting
false accidents, overwhelming response mechanisms and
diverting or delaying much needed assistance. Soldiers were
prevented from getting to their duty stations or transitioning
quickly from affected communities.”
Attacks on smart meters “that manipulate energy costs or leak
energy usage information, which may reveal unique
behavioral patterns”
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Source
Dorvee, Kidd, and Thompson, 2018.

Hadi Habibzadeh, Tolga Soyata, Burak Kantarci,
Azzedine Boukerche, and Cem Kaptan, “Sensing,
Communication and Security Planes: A New
Challenge for a Smart City System Design,”
Computer Networks, Vol. 144, October 2018, p. 193.
National Network of Safety and Security Analysts,
2016.
DHS, 2015b, p. 26.
Defense Science Board, DSB Task Force Report on
Next-Generation Unmanned Undersea Systems,
Washington, D.C.: Office of the Under Secretary of
Defense for Acquisition, Technology, and Logistics,
October 2016b, p. 9.
U.S. Government Accountability Office, Defense
Critical Infrastructure: Actions Needed to Improve the
Identification and Management of Electrical Power
Risks and Vulnerabilities to DOD Critical Assets,
Washington, D.C., GAO-10-147, October 2009, p. 53.
U.S. Government Accountability Office, 2009, p. 53.

Category and
Subcategory
Malfunction

Threat,
Hazard, or
Vulnerability
Hazard

Fires in vulnerable objects

Source
National Network of Safety and Security Analysts,
2016, p. 189.

Malfunction

Hazard

Dam or levee failure

DHS, 2011e; DHS, 2018b.

Malfunction

Hazard

Mine accident

DHS, 2018b.

Malfunction

Hazard

National Network of Safety and Security Analysts,
2016, p. 190.

Malfunction

Hazard

Utility disruption (e.g., drinking water supply, wastewater
discharge and purification, waste processing, food provision,
power supply)
Industrial accident

Malfunction

Hazard

Pipeline explosion

DHS, 2018b.

Malfunction

Hazard

Transportation accident (e.g., train derailment)

DHS, 2018b; National Network of Safety and Security
Analysts, 2016.

Malfunction

Hazard

Infrastructure failures and disruptions (grids, networks, etc.)

Toffler Associates, 2018.

Malfunction

Hazard

Backup generation is insufficient

U.S. Government Accountability Office, 2009.

Network security

Vulnerability

Mission Support Center, 2016, p. 14.

Network security

Vulnerability

“[U]tilities increasingly rely on remotely accessible equipment
and mobile devices. However, vulnerabilities stemming from
unsecure access or connection to critical systems via remote
tools and devices are often cited as the greatest rising source
of vulnerability”
“Utilities rely on vendors, system integrators, and other third
party service and product providers in order to operate their
power facilities. With hundreds of secondary and tertiary
parties involved in the construction and maintenance of
generation, transmission, and distribution, utilities often find it
difficult to ensure supply chain integrity.”

Action
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DHS, 2018b.

Mission Support Center, 2016, p. 15.

Category and
Subcategory
Regulatory

Threat,
Hazard, or
Vulnerability
Vulnerability

Regulatory

Vulnerability

Regulatory

Vulnerability

Action
Critical infrastructure protection (CIP) “standards are limited
jurisdictionally . . . [and] can be circumnavigated due to the
high interconnectivity between what is regulated—the [Bulk
Electric System]—and relatively unregulated systems, such as
fuel supplies, distribution, and communications” (e.g., the gas
system, supply chain and the transportation systems that
carry coal on trains or on barges to the power plants aren’t
CIP compliant). “A regulator described how communications
infrastructure, where false information could potentially be
injected into control centers, was ruled as out of scope
‘because the industry—the utilities—don’t own those wires,
the phone company does.’ These boundaries sharply limited
the scope of the standards: an auditor stated that they could
‘ask up to the point of where the fuel enters—whether it’s coal
or gas or anything—but after that it’s out of scope.’” “A former
regulator described distribution as ‘still mostly asleep at the
wheel’ and a consultant stated that if he wanted to
compromise the electric system, he ‘would go through the
distribution system, because that’s currently unregulated.’”

Source
Aaron Clark-Ginsberg, and Rebecca Slayton,
“Regulating Risks Within Complex Sociotechnical
Systems: Evidence from Critical Infrastructure
Cybersecurity Standards,” Science and Public Policy,
Vol. 46, No. 3, June 2019, pp. 339–346.

Bulk electric power organizations “attempt to escape
compliance burdens by reducing the number of their assets
which fell under the scope of the standards. These activities
could strengthen security: segmenting critical from non-critical
systems removed non-critical systems from CIP jurisdiction
and also reduced the attack surface and interactive
complexity of critical assets. They could also reduce security.
For example, the first version of the standards classified black
start devices, generation that can start without support from
the electric grid, as ‘critical’ and subject to
regulations. . . . [S]erial communications were not subject to
security requirements but routable protocols were; to reduce
compliance some organizations replaced routable protocols
with insecure serial protocols, even though routable protocols
could be made more secure.”
Reducing risks in complex sociotechnical systems, such as
the electric power grid, using regulations: “An excessive focus
on compliance could distract from cybersecurity and hinder
information sharing, and some organizations [may even
reduce] their security standards to avoid being penalized for
non-compliance.”

Clark-Ginsberg and Slayton, 2019, pp. 339–346.
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Clark-Ginsberg and Slayton, 2019, pp. 339–346.

Category and
Subcategory
Natural

Threat,
Hazard, or
Vulnerability

Action

Source

Climate change

Hazard

Loss of biodiversity

National Network of Safety and Security Analysts,
2016, p. 171.

Climate change

Hazard

Pollution of the environment; sea-level rise, ocean
acidification, glacial melt, and pollution will change living
patterns

National Intelligence Council, 2017; National Network
of Safety and Security Analysts, 2016.

Climate change

Hazard

The increasing frequency of extreme weather events:
business and the economy will be disrupted; air, sea, and
road travel will see more weather-related delays, diversions,
and cancellations; logistics and delivery companies will need
to contend with delays and backups because of storms; and
large areas will be destroyed

DHS, 2015a; DHS, 2018b; Future Today Institute,
2018a; Toffler Associates, 2018; DHS, 2011e.

Disaster or
extreme weather
Disaster or
extreme weather

Hazard

Urban conflagration

DHS, 2018b.

Hazard

Animal disease outbreak

DHS, 2011e; National Network of Safety and Security
Analysts, 2016.

Disaster or
extreme weather
Disaster or
extreme weather

Hazard

Earthquake

Hazard

Flood

DHS, 2011e; DHS, 2015a; DHS, 2018b; National
Network of Safety and Security Analysts, 2016.
DHS, 2011e; DHS, 2015a; DHS, 2018b; National
Network of Safety and Security Analysts, 2016.

Disaster or
extreme weather

Hazard

Hurricane or typhoon

DHS, 2011e; DHS, 2015a; DHS, 2018b.

Disaster or
extreme weather

Hazard

Tsunami

DHS, 2011e; DHS, 2015a; DHS, 2018b.

Disaster or
extreme weather

Hazard

Volcanic eruption

DHS, 2011e; DHS, 2015a; DHS, 2018b.

Disaster or
extreme weather

Hazard

Wildfire

DHS, 2011e; DHS, 2015a; National Network of
Safety and Security Analysts, 2016.

Disaster or
extreme weather
Disaster or
extreme weather
Disaster or
extreme weather

Hazard

Drought or heat

Hazard

Landslide

DHS, 2015a; DHS, 2018b; National Network of
Safety and Security Analysts, 2016.
DHS, 2015a.

Hazard

Avalanche

DHS, 2018b.
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Category and
Subcategory
Disaster or
extreme weather

Threat,
Hazard, or
Vulnerability
Hazard

Tornado

Source
DHS, 2018b; DHS, 2015a.

Hazard

“Naturally occurring geomagnetic disturbance (GMD, also
referred to as “space weather”) [e.g., solar storms] could
damage significant portions of the Nation’s critical
infrastructure, including the electrical grid, communications
equipment, water and wastewater systems, and transportation
modes.”

DHS, Strategy for Protecting and Preparing the
Homeland Against Threats of Electromagnetic Pulse
and Geomagnetic Disturbances, Washington, D.C.,
October 9, 2018f, p. 3; DHS, 2011e; DHS, 2018b;
DHS, 2015a; National Network of Safety and Security
Analysts, 2016.

Globalization

Vulnerability

Army Science Board, 2018, p .12.

Globalization

Vulnerability

“Increased connectivity . . . enables almost any entity, from
anywhere in the world, to disseminate information with the
potential to produce detrimental effects.”
“Knowledge [and leading-edge technology] are becoming
more accessible for a broad audience” and are being
duplicated. “[T]his is increasing the risk of negative sideeffects of [the] use or misuse” of certain technologies.”

International
conflict

Threat

Employment of “full spectrum [operations] (cyber capabilities
in combination with all of their military and intelligence
capabilities)” and hybrid operations (“the integrated use of
conventional and unconventional means, open and covert
activities, military, paramilitary and civil actors”) to achieve a
specific outcome in political, military, or economic domains.

Defense Science Board, 2013, p. 23; National
Network of Safety and Security Analysts, 2016, p. 14.

International
conflict

Hazard

National Intelligence Council, 2017, p. 20.

International
conflict

Threat

International
conflict
International
conflict
International
conflict

Hazard

“Growing development of cyber attacks, precision-guided
weapons, robotic systems and unmanned weapons lowers the
threshold for initiating conflict because attackers put fewer
lives at risk in their attempts to overwhelm defenses.”
Adversaries will not abide by same codes of conduct or rules
of engagement; the United States may “encounter an
overmatch scenario resulting from technological parity that’s
overcome by adversaries willing to maximize the
indiscriminate, destructive power of technology.”
Changes in foreign government governance capacity and
instability
New allies and adversaries
Shifts in global power (e.g., “adversaries [will] continue to
improve their weapons precision and lethality” and the United
States will lose its tactical supremacy)

Army Science Board, 2018, p. 13; National Network
of Safety and Security Analysts, 2016.

Disaster or
extreme weather

Action

Political

Vulnerability
Vulnerability
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National Network of Safety and Security Analysts,
2016, p. 14; Army Science Board, 2018.

Army Science Board, 2018, p. 13.

U.S. Government Accountability Office, 2018b.
U.S. Government Accountability Office, 2018b.

Category and
Subcategory
International
conflict

Threat,
Hazard, or
Vulnerability
Hazard

Action
Increasing regional instability

Source
National Network of Safety and Security Analysts,
2016.

“Future conflicts will increasingly emphasize the disruption of
critical infrastructure, societal cohesion, and basic government
functions in order to secure psychological and geopolitical
advantages.”
State, nonstate, and substate entities have greater
accessibility to means of warfare: “[T]he means of conflict will
vary across a wider spectrum—ranging from ‘nonmilitary’
capabilities . . . to advanced conventional weapons and
weapons of mass destruction” and “increasing capabilities for
stand-off and remote attacks.”
Resource scarcity: Stress on essential natural resources (e.g.,
food and agricultural pressures, increased water demand,
increased energy demand, competition for metals and
minerals) leads to increased risk of resource nationalism,
even pitting traditional allies against each other and driving up
the costs of basic goods.

National Intelligence Council, 2017, p. 20.

International
conflict

Threat

International
conflict

Vulnerability

International
conflict

Hazard

Migration

Threat

Groups or factions moving entirely “off the grid” to avoid
detection and monitoring

Toffler Associates, 2018.

Migration

Hazard

Displaced internal or international populations migrate to safe
havens (especially noncoastal areas because of climate
change), which could cause increased civil unrest.

Toffler Associates, 2018; U.S. Government
Accountability Office, 2018b.

Migration

Hazard

“[T]he acceleration of the development of megacities and
dense, urban areas” which might result in large-scale urban
infrastructure needs and/or increased civil unrest.

Army Science Board, 2018, p. 10; KPMG
International, 2014.

Migration

Threat

Subversive enclaves

National Network of Safety and Security Analysts,
2016, p. 134.

Polarization

Hazard

Future Today Institute, 2018a, p. 218.

Polarization

Hazard

A fragmented “splinternet” in the future “could make
disseminating quality journalism more difficult.”
Polarizing national politics globally

Polarization

Hazard

National Network of Safety and Security Analysts,
2016, p. 174.

Social unrest

Hazard

“The widening gap between population groups in the areas of
income, health, employment opportunities, [and] well-being
and socio-cultural views”
“More extreme weather, water and soil stress, and food
insecurity will disrupt societies.”
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National Intelligence Council, 2017, pp. 215, 217.

Toffler Associates, 2018; National Network of Safety
and Security Analysts, 2016; Army Installations of the
Future (draft document provided to the authors by Mr.
Thompson); KPMG International, Future State 2030:
The Global Megatrends Shaping Governments,
Amstelveen, Netherlands, 2014.

Toffler Associates, 2018.

National Intelligence Council, 2017, p. 6.

Category and
Subcategory
Social unrest

Threat,
Hazard, or
Vulnerability
Threat

Social unrest

Action
Large-scale public order disturbances (e.g., protests and
campaigns against law enforcement)

Source
Toffler Associates, 2018; National Network of Safety
and Security Analysts, 2016; DHS, 2015a.

Hazard

Distrust in institutions (government, large business, etc.)

Toffler Associates, 2018.

Social unrest

Hazard

Fear of existential threats (lone wolves, shooters, etc.)
increasing a lack of trust in people

Toffler Associates, 2018.

Social unrest

Hazard

Crowd panic

National Network of Safety and Security Analysts,
2016.

Social unrest

Threat

Subversion of the democratic system and open society

National Network of Safety and Security Analysts,
2016.

Social unrest

Hazard

“[I]nnovations can set social transitions in motion which are
difficult to control.”

National Network of Safety and Security Analysts,
2016, p. 14.

Use of “malware to gain control of multiple vehicles
simultaneously without their owners’ knowledge. With a critical
mass of infected vehicles, [a malicious actor] could execute
preprogrammed commands to tamper with sensors or execute
specific dangerous commands.”
Beacons are "tiny devices that can be programmed to push
(or receive) information to/from mobile phones using
Bluetooth. . . . [They] become aware once you’re near them.
They’re used frequently for marketing, however they can also
be used during planned news/ culture/ arts/ sports events and
throughout cities to share news content with nearby people”
(i.e., proximity news). They could be used to spread false
information.
“With the shift to the IPv6 addressing standard, the number of
devices that can be networked is many orders of magnitude
larger than the current Internet. . . . [It could be a platform] for
massively proliferated, distributed cyber-attacks.”
Backdoor, undocumented, or hardcoded accounts

DHS, 2015b, p. 11.

“Attackers are driven to find ways to obtain and maintain
unauthorized access without the knowledge of the smart city
government/management. The compromise can go unknown
for days, months or even years. Typically, attackers do not
attempt immediate damage but instead:
• Sell access to other criminals, nation states or terrorist

Mohamad Amin Hasbini, Raddad Ayoub, Martin TomPetersen, Loïc Falletta, David Jordan, Alan Seow,
and Sandeep Singh, Smart Cities Cyber Crisis
Management, Miami, Fla.: Securing Smart Cities,
September 18, 2017, p. 5.

Smart cities and internet of things
Attack vectors

Threat

Attack vectors

Threat

Attack vectors

Vulnerability

Attack vectors

Vulnerability

Attack vectors

Threat
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Future Today Institute, 2018a, p. 115.

DSB, 2016a, p. 88.

Hasbini, Tom-Petersen, and Cerrudo, 2018, p. 17.

Category and
Subcategory

Threat,
Hazard, or
Vulnerability

Attack vectors

Threat

Attack vectors

Threat

Attack vectors

Threat

Capacity overload

Hazard

Capacity overload

Hazard

Action
Wait for a specific timing to cause a certain damage
which could be backed by Political, Economic, SocioCultural, Technological, Legal/Regulatory or
Environmental (PESTLE) motivation
• Spy on the city operations to turn them to their
advantage, financially, politically . . .
• Slowly and gradually cause frustrating problems for city
users and businesses causing them to lose faith in a
long-promised better environment, faster growth, and an
enhanced living experience.”
“Hackers can use low-cost tools and software to launch
attacks on the grid network, causing power generation
instability, decreased efficiency, damage, shorter lifespan of
high energy components of the power grid, prolonged
blackouts, stealing of energy from users or tampering with
users’ proof of consumption.”
“Attackers can attempt various attack vectors to cause
damage to transportation systems, gaining unauthorized
access, manipulating information, negatively influencing the
behavior of commuters, [and] causing overcrowding, delays,
[and] collisions on roads and highways, which could lead to
injuries and damage in property or death. . . . Attackers might
also target the payment systems which can lead to financial
losses (free passes) or crippling the affected systems (no
passes).”
“[M]alicious actors, including trusted insiders, may exploit the
new vulnerabilities to target smart infrastructure in cyber
attacks and cause damage, steal information for financial
gain, disrupt critical services, or attempt to influence decisionmaking and political processes.”
“[d]emand for nonstop access to real-time data that Smart City
transportation systems require, and the related costs
associated with maintenance and service downtime”
“[l]ogistical and security hurdles of physically accommodating
enormous volumes of passengers and freight, along with the
reality that security breaches could result in public safety
risks”

Source

•
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Hasbini, Mckinlay, et al., 2017, p. 7.

Hasbini, Mckinlay, et al., 2017, p. 9.

Eastwest Institute, 2018, p. 20.

DHS, 2015b, p. 10.
DHS, 2015b, p. 10.

Category and
Subcategory
Capacity overload

Threat,
Hazard, or
Vulnerability
Hazard

Cascade effect

Hazard

Cascade effect

Threat

Cascade effect

Vulnerability

Cascade effect

Threat

Action
Heightened uncertainty and distrust: “Unexpected behavior
(“glitches”) in critical transportation or utility systems can
undermine public confidence. Sensors enable detailed
tracking of human activities across city infrastructure. While
public engagement in emergencies and crime investigations
has been cited as a breakthrough in improving a
government’s ability to respond to emergencies and solve
crimes, giving government such extensive information about
private activities can also undermine trust.”
“If there is even the hint of a fuel crisis or blockade, it will
usually trigger ‘panic’ buying at the grocery stores. Towns,
cities, countries that rely on imported food and/or fuel must
consider and have plans in place to mitigate these risks.
Petrol, Diesel, LPG, Dairy, Meat, Poultry, Soft Fruit all require
special treatment and cannot sit in uncontrolled environments.
[Internet of things] sensors used in these environments that
have been attacked, manipulated or compromised could lead
to, in the case of fuel transport, dangerous situations and in
the case of food transport the knock-on effect of panic buying
and food shortage or widespread food poisoning.”
Cyberattack prevents “proper functionality, endangering the
systems and public health”
“[C]entralized access control devices and systems in
managing smart cities: . . . the risk of the single point of
failure. . . . The entire city’s access control will be at stake in
case the centralized operations are interrupted, therefore
special technological, organizational and national
requirements need to be matched in order to maintain stable
operations. . . . The entire city could be paralyzed” and it could
provoke public chaos.
“Isolated or infrequent attacks would not necessarily affect
transportation safety as a whole, but a sophisticated and
focused attack could warrant regional- or national-level
attention. Malicious actors able to control one or more
autonomous vehicles could cause considerable danger and
physical damage by engineering collisions with other vehicles
or cause a vehicle to crash. By focusing these attacks on fastmoving vehicles, vehicles carrying hazardous materials, or
crashing vehicles into city infrastructure such as bridges and
tunnels, the potential loss of life could be significant.”
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Source
Eastwest Institute, 2018, p. 22.

Hasbini, Mckinlay, et al., 2017, p. 14.

DHS, 2015b, p. 32.
Mohamad Amin Hasbini, and Martin Tom-Petersen,
The Smart Cities Internet of Access Control,
Opportunities and Cybersecurity Challenges, Miami,
Fla.: Securing Smart Cities., September 25, 2017, p.
4.

DHS, 2015b, p. 12.

Category and
Subcategory
Cascade effect

Threat,
Hazard, or
Vulnerability
Hazard

Cascade effect

Vulnerability

Cascade effect

Hazard

Competence

Vulnerability

Competence

Hazard

Competence

Hazard

Competence

Hazard

Action
Disruptions (e.g., with a signal jamming device) “or errors in
the system could potentially result in dangerous speeds and
the increased potential for collision and derailment.” Targeting
vehicles could cause mass confusion and result in dangerous
driving conditions. “Targeting crowded passenger trains (e.g.,
colliding two passenger trains at high speeds or near crowded
platforms) or trains carrying dangerous chemicals or explosive
materials (e.g., Toxic Inhalation Hazard cargo such as
chlorine gas), could lead to loss of life or economic damage.”
Intelligent transportation system “technology may be more
vulnerable to attacks coinciding with natural or man-made
disaster because of the fragility of many widely used
communication nodes during such events.”
Interconnection of devices “creates the danger of cascading
failures due to complex—often unforeseen— technical and
functional dependencies.”
“[S]teep learning curves for technology managers and users
[increase] the risk of incorrect configuration, hacking and
unintended interactions among systems.”
“[N]ovelty can drive impulsive buying without due
consideration of what it takes to derive value from investments
in smart technologies. Enticed by seemingly compelling
business cases, city officials often lack the capacity and
resources to cut through the complexity of technology,
processes, people and policies to capture anticipated benefits
fully and mitigate new cybersecurity risks.”
“[T]he sheer number of connected devices reduces managers’
awareness of what and who is on the network and what they
are doing. Interconnection increases the challenge of
modelling system behavior, opening uncertainty about how
the systems will behave and interact, especially when
stressed.”
“[T]echnical novelty brings with it unknown immediate and
longer-term problems. More broadly, novelty hampers
familiarity with what the new technology will do and why it
does it. The latter is particularly relevant for machine learning
and AI-based capabilities. Poorly understood disruptions in
the established order and routine will not help build trust and
acceptance.”
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Source
DHS, 2015b, p. 15.

DHS, 2015b, p. 17.

Eastwest Institute, 2018, p. 20.
Eastwest Institute, 2018, p. 20.
Eastwest Institute, 2018, p. 21.

Eastwest Institute, 2018, p. 22.

Eastwest Institute, 2018, p. 22.

Category and
Subcategory
Competence

Threat,
Hazard, or
Vulnerability
Hazard

Competence

Hazard

Competence

Hazard

Data manipulation

Data manipulation

Action
Minimize obsolescence and maximize the cybersecurity of
Army facilities and systems. Cities around the globe are
making extensive investments to become “smart,” using data,
sensors, and AI to reduce management costs, increase
resilience, and improve the quality of goods and services
provided to inhabitants. The Army also must consider
corresponding investments in installations—both buildings
and services—or risk obsolescence.”

Source
Army Installations of the Future (draft document
provided to the authors by Mr. Thompson).

“Many aspects of what makes a city smart are not under the
purview of local government officials. The boundaries
between what city officials provide and what services private
entities offer are fluid. The limited authority and capability of
Smart City executives to coordinate services across the
private sector adds to management complexity.”
“Securing the [internet of things] will continue to be a
challenge in the coming year. [Internet of things] devices are
considered ideal targets, because consumers are purchasing
more and more connected devices without also learning about
how to secure them.”

Eastwest Institute, 2018, p. 21.

Threat

“Manipulation of data analytics systems and algorithms [and
signals] (which help predict traffic, population density,
weather, water/power/storage demands)”
“For instance, traffic lights rely on traffic data to operate
efficiently and direct traffic along a highway. If the data is
compromised, drivers would be misguided, leading to
unknown hidden hazards or serious highway accidents. If
signal times are set to long wait times massive traffic
congestion will occur causing frustration and greater potential
for road-rage incidents.”

Hasbini, Tom-Petersen, and Cerrudo, 2018, p. 12;
Hasbini, Ayoub, et al., 2017, p. 4; Hasbini and TomPetersen, 2017.

Threat

“Data Integrity Management—Tampering with data integrity
can cause large complications. . . . [A]ttackers can influence
access control, operations behavior or cause disruptions to
city systems. The kind of data under the custody of banks and
governments should be exceptionally accurate, hence their
manipulation could cause serious economic or national
security problems.”
“Information that has been tampered with can disrupt
operations—and constituents’ lives—for days.”

Hasbini, Mckinlay, et al., 2017, p. 4; Thibodeaux,
2017.
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Future Today Institute, 2018a, p. 186.

Category and
Subcategory
Data manipulation

Threat,
Hazard, or
Vulnerability
Threat

Data manipulation

Threat

Data manipulation

Hazard

Data manipulation

Threat

Action
“Recent years have demonstrated different important aspects
of communication, namely the importance of its availability
(ability to deliver news when needed), integrity (ability to
deliver correct and accurate information) and confidentiality
(ability to communicate secret information safely). Nonavailability of information to the city components or citizens
obstructs their ability to be aware of events, also blocks their
ability to deal with incidents and emergencies, examples could
be severe weather or fire outbreaks, or city’s ability to respond
to cyber-attacks.”
“When cyber attackers compromise environment
management systems of smart cities, the city risks lack of
information on developing fires, pollution, abrupt harsh
weather conditions or others. . . . For instance, an attack on
the rain/weather monitoring systems can cause a false alarm
or panic in an entire smart city. Cyber attackers can
manipulate the sensors and send fake data to indicate an
upcoming storm or tsunami in a coastal smart city, causing
mass evacuations when there is no cause for alarm. Another
example, is when attackers manipulate street lighting or other
types of power consuming systems, causing malfunction and
inefficiency, lower life, increased environmental impact, gas
emissions. . . . Smart cities might also fail to detect and
predict natural disasters such as seismic earthquakes or
floods, threatening the lives of city residents. Other cases of
environment management could also be the case of
cybersecurity threats, like the monitoring of lighting efficiency,
machinery aging effects.”
“The interdependencies created through interconnection make
it difficult to isolate failure and clearly attribute risk and
responsibility” for cyberattacks
Man-in-the-middle (MITM) attack: “Manipulation of messages
from a sender to a receiver, with the action being noticed by
neither end.”
The attacker “could assume exceptionally high control over
the data flowing in a network and ultimately direct both real
and “spoofed” traffic to network resources in support of the
attacker’s desired outcome.”
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Source
Hasbini, Mckinlay, et al., 2017, p. 6.

Hasbini, Mckinlay, et al., 2017, p. 10.

Eastwest Institute, 2018, p. 21.
Habibzadeh et al., 2018, p. 191; DHS, 2016c, p. 40.

Category and
Subcategory
Data manipulation

Threat,
Hazard, or
Vulnerability
Threat

Data manipulation

Threat

Device integration

Vulnerability

Device integration

Vulnerability

Device integration

Vulnerability

Action
“A malicious actor could interfere with safety-related
data . . . [including] braking, acceleration, lane changes, or
turning. . . . Inaccurate information . . . could severely curtail
system performance and affect a larger number of networked
vehicles.”
“Device exploitation, the over-sharing of sensitive data, and
the challenge in determining information credibility will only
increase as connected devices continue to both proliferate
and transition from being portable and wearable to
embeddable and implantable.”
“Advanced fixed and mobile physical, chemical and biological
sensors for direct and indirect (remote) sensing of myriad
environmental, natural resource and biological asset variables
from fixed locations or in autonomous or semi-autonomous
vehicles in land, machines, air, oceans and space.”
“Burden of ensuring smooth interface, communication, and
security among multiple interdependent systems, including
sensors, computers, fare collection systems, financial
systems, emergency systems, ventilation systems, automated
devices, power relays, etc.”
“Although car manufacturers may extensively use Bluetooth or
other wireless connections to automate updates in the future,
autonomous vehicles without the ability to receive ‘push’
updates will remain vulnerable to missed or delayed software
updates during initial rollout.”
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Source
DHS, 2015b, p. 19.

Mad Scientist Laboratory, “Nowhere to Hide:
Information Exploitation and Sanitization,” blog,
March 7, 2019.
World Economic Forum, 2018.

DHS, 2015b, p. 10.

DHS, 2015b, p. 11.

Category and
Subcategory
Device integration

Threat,
Hazard, or
Vulnerability
Vulnerability

Device integration

Vulnerability

Network security

Vulnerability

Network security

Vulnerability

Action
“Access control systems are built with extensive networks of
connected devices. . . . The technical issues, in particular the
interoperability of these connected networks and devices,
demand considerable manpower and resources to operate
and maintain. More importantly, the vast data generated every
second by these devices grows endlessly. In the connected
world, data is the new gold mine and it inevitably attracts
malicious attention. On the other hand, data theft is a highly
lucrative business. The accessed data of individuals, vehicles,
flying objects and other valuable devices can enable physical
tracking of users and pose a real threat to their lives. On the
other hand, the interoperability between different groups of
devices may cause difficulties in the data transmission
processes and in securing such transactions. Technical
problems ranging from incompatible data formats, encryption
protocols to storage and response capacity can be
problematic to solve, thus, exploitable by cyber attackers. For
example, intentional or unintentional data transfer, processing
or security of data transmissions on a single highway could
cause outdated and inappropriate traffic information, lowering
systems efficiency and endangering the safety of road users.”

Source
Hasbini and Tom-Petersen, 2017, p. 11.

“Widespread implementation of smart generation technology
within a Smart City will eventually require new cyber-physical
and networking components to be integrated with existing
infrastructure. Learning curves and system errors associated
with integrating new components into older and less advanced
control systems may create
vulnerabilities” . . . “interoperability problems, unintended
consequences, and smart generation system disruptions.”
“For the development of the 5G security requirements, the
level of risk and vulnerabilities dictate a more comprehensive
review of security than has occurred for previous generations
of mobile networks.”
“Greater requirements for sensitive data collection and
exchange (equipment operating status, power production and
consumption, electricity pricing, etc.) among utilities, market
coordinators, and customers create additional network paths
and connections”

DHS, 2015b, pp. 25, 23.
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GSMA, The 5G Era: Age of Boundless Connectivity
and Intelligent Automation, London, 2017, p. 11.
Mission Support Center, 2016, p. 6.

Category and
Subcategory
Network security

Threat,
Hazard, or
Vulnerability
Vulnerability

Network security

Vulnerability

Network security

Vulnerability

Network security

Vulnerability

Network security

Vulnerability

Network security

Vulnerability

Action
“[G]rowing presence of so many peripheral components and
expanded interconnectedness and interdependence of
systems used by utilities in conjunction with or to add
capabilities to their production control systems”

Source
Mission Support Center, 2016, p. 14; National
Network of Safety and Security Analysts, 2016.

“[B]uilding and access control systems—computers that
monitor and control building operations such as elevators,
electrical power, heating, ventilation, and air conditioning—
that are increasingly being connected to other information
systems and the Internet. The increased connectivity
heightens their vulnerability to cyberattacks.”
“Wireless Body Area Networks (WBANs) communicate
information from your wearable devices back to medical
servers, app manufacturers and your home
computer. . . . While some of the established medical devices
use strong encryption algorithms, many new wearable devices
don’t. They’re sending a lot of unencrypted, unsecured
personal data—including our locations—across the Internet.”
“Ever-present sensors and digital assistants” (i.e., personal
avatar assistants) raises data security concerns and could be
targets for potential hacking.

DHS, 2015a, p. 9.

Scenario: “Key utility, water, and energy control systems on or
adjacent to Army installations, understandably a ‘hard’ target
from the cyber context, were of such importance that they
came under near constant attack across all their operations
from transmission to customer billing. Only those few
installations that had invested in advanced micro-grids, on-site
power generation, and storage were able to maintain coherent
operations beyond 72 hours. For most installations, backup
generators that worked singularly when the maintenance
teams were present for annual servicing, cascaded into
collective failure when they all operated at once. For the
Army, only the 10th and 24th Infantry Divisions were able to
deploy, thanks to onsite energy resilience.”
“Sheer scale and complexity of transportation networks in
major cities, including the difficulty of securing mobile device
connectivity to transportation networks and distinguishing
legitimate mobile device queries from anomalies”

Dorvee, Kidd, and Thompson, 2018.
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Future Today Institute, 2018a, p. 183.

Ernst & Young, What’s After What’s Next? The
Upside of Disruption: Megatrends Shaping 2018 and
Beyond, London, 2018, p. 40; GSMA, 2017.

DHS, 2015b, p. 10.

Category and
Subcategory
Network security

Threat,
Hazard, or
Vulnerability
Vulnerability

Network security

Vulnerability

Network security

Threat

Network security

Threat

Network security

Vulnerability

Network security

Vulnerability

Action
“Large number of system access points stemming from the
presence of networked technology across large systems,
raising the cost and difficulty of properly securing each system
device. This number includes hardwired access points—many
of which may be located in remote areas—and wireless
access points.” Each additional system access points is
another potential attack vector.
“Full autonomy requires networking automobile elements
originally designed to be standalone features, increasing the
complexity of in-car networks and the number of potential
weak points in the system. For example, a newly networked
tire pressure-monitoring sensor or entertainment system could
provide a low-security vector to access central computer
systems.”
Similarly, “[t]he growing presence of cellular and Bluetooth
technology in modern cars also increases the risk of remote
attacks on autonomous vehicles.”
“After obtaining system level access, an actor could execute a
variety of commands, many of which could cause a chain of
automated reactions with little or no human oversight to
recognize unsafe dynamics and warning signs.” For example,
“an actor could access [positive train control] systems to stop
trains at specific locations, leaving cargo, passengers, and
crew vulnerable to hijacking or other types of attack.”
“A malicious actor [could access intelligent transportation
system] networks . . . to create unsafe driving conditions or
system congestion, trapping people in an affected area.”
“[T]he high degree of connectivity and automation . . . [might
allow] a malicious actor . . . to exploit system
weaknesses . . . [and] take control of a large number of critical
components” to “damage components and disrupt electricity
delivery.”
“[A]s the linking of power-generation facilities to one another
increases, a malicious actor potentially could access powergeneration facilities in smaller cities to gain access to facilities
in larger cities.”
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Source
DHS, 2015b, p. 10.

DHS, 2015b, p. 11.

DHS, 2015b, p. 14.

DHS, 2015b, p. 16.
DHS, 2015b, p. 22.

DHS, 2015b, p. 23.

Category and
Subcategory
Network security

Threat,
Hazard, or
Vulnerability
Vulnerability

Network security

Threat

Network security

Threat

Network security

Threat

Action
“By their nature, the [internet of things’] small, networked
devices are designed for simple operation. The devices’ inner
workings are hidden to the degree possible, and configuration
options are limited. This makes it very difficult for end users to
mitigate risks or to detect when devices or data have been
compromised. For example, a flying drone with a custom
tracking tool has demonstrated how certain [internet of things]
devices can be wirelessly identified and mapped with no one
the wiser.”
Searching for real-world things: “Shodan and Thingful are
search engines for [internet of things] devices. It was intended
as a security tool to help IT professionals keep track of all the
devices connected to a network—but hackers also found that
they could remotely access baby cameras and garage doors.
German lighting manufacturer Osram . . . expects that there
will be consumer products able to search the physical world
launching in the next few years. . . . It’s not unrealistic to say
that in the near future, everything you see (and even the
things you can’t) will become searchable via a distributed
network. But what if the real-world gets hacked? It’s possible
that someone could re-label contaminated medication as
pure.”
Hijacking is the takeover of internet of things devices to
launch complex cyberattacks (e.g., weaponized smart
homes). For example, “In 2016, the Mirai botnet infiltrated
tens of thousands of DVRs and webcams, which helped it
successfully take down a large swath of the internet.”
"In May 2017, an 11-year-old was able to infiltrate Bluetoothenabled teddy bears.”
“Replacing or eavesdropping the access control systems with
altered devices in the network . . . can also be a ‘profitable’
suggestion for attackers, though other options pose less risk
on the attackers, such as reselling intercepted data, [and]
selling access to compromised devices taking over the control
of a subdivision of the entire access control system.”
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Source
DSB, 2016a, pp. 88–89.

Future Today Institute, 2018a, p. 188.

Future Today Institute, 2018a, pp. 186–187, 191; The
Internet of Things (IoT): Creating “Smart Installations”
(draft document provided to the authors by Mr.
Thompson).

Hasbini and Tom-Petersen, 2017, p. 12.

Category and
Subcategory
Network security

Threat,
Hazard, or
Vulnerability
Vulnerability

Network security

Vulnerability

Network security

Vulnerability

Network security

Vulnerability

Action
“Unlike current cities with independent operators and multiple
stand-alone systems, smart cities will be themed by more
centralized systems (virtually centralized not physically, e.g. in
the cloud), automated tasks, integration of information, and
correlation (Data Analytics). There are therefore considerable
larger consequences of inadequately protected data,
infrastructure and applications as they are used to process,
transmit and store critical information.”
“Smart cities’ virtual doors will need virtual keys and locks
controlled through remote communications. In [a] real sense,
these virtual doors to smart cities are never fully locked,
creating loopholes cyber attackers will sure[ly] attempt to
exploit.”
“Access control systems are also attackers’ entry point into
smart cities infrastructure, systems and data. Eavesdropping
and RFID cloning should be the least expected, as attackers
attempt unauthorized access. Security equipment such as
card readers and wireless devices are irresistible backdoors
to cyberattackers mainly because currently they are easy
targets with little or no product integrity. With unauthorized
access to critical smart city systems, attackers can
manipulate, delete or tamper with data, causing confusion and
mayhem.”
“Access control and monitoring systems are critical aspects of
a smart city’s physical security systems. Main gate access
control, surveillance cameras, smart fences, access control
panels, IP and PoE door locks, fiber optic cables, fire
detectors and other security management systems are typical
of smart city physical security remote controlled systems.
Forest monitoring, borders/coastal monitoring and monitoring
of fire and smoke are also part of smart city physical security
systems. Physical security devices are physically accessible
and vulnerable to attacks when installed outdoors near
perimeters. Cities might also have their physical security and
cybersecurity managed independently, making it difficult to
oversee the city’s general security or correlate events. Cyber
attackers will attempt to authorize rogue access, neutralize
alerts, [and] intercept digital recordings, creating false alarms.”
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Source
Hasbini, Ayoub, et al., 2017, p. 1.

Hasbini, Mckinlay, et al., 2017, p. 2.

Hasbini, Mckinlay, et al., 2017, p. 9.

Hasbini, Mckinlay, et al., 2017, pp. 11–12.

Category and
Subcategory
Network security

Threat,
Hazard, or
Vulnerability
Vulnerability

Network security

Vulnerability

Network security

Vulnerability

Network security

Action
“Communication between an [internet of things] device and its
app is often not properly encrypted and authenticated, and
these issues enable the construction of exploits to remotely
control the devices.”

Source
Davino Mauro Junior, Luis Melo, Harvey Lu, Marcelo
d’Amorim, and Atul Prakash, “Beware of the App! On
the Vulnerability Surface of Smart Devices Through
Their Companion Apps,” Arxiv, January 2019.

“The security plane of smart cities faces unique challenges,
which are in part inherited from the security challenges of
conventional information and communication systems. Each
plane . . . contains an assembly of interacting heterogeneous
embedded cyber-physical systems, shared communication
and computing infrastructures, and distributed systems. This
heterogeneity is the primary cause of weak links in the
security and privacy management of smart cities; due to this
complex nature of a smart city system, attacks can be
originated by insiders or outsiders, as well as a collaboration
of both entities.”
“Addressing cybersecurity at lower levels of smart city
communication . . . is a multi-faceted and a complicated
problem. The complications of this task stem from the
fundamental characteristics of smart city services.
Guaranteeing the privacy, integrity, authenticity, and
correctness of information, which is acquired by the sensing
plane and transmitted by the communication plane, must be
fulfilled under extreme power availability constraints.”

Habibzadeh et al., 2018, p. 189.

Vulnerability

“Intrusion detection in the communication infrastructure”

Habibzadeh et al., 2018, p. 191.

Network security

Vulnerability

Continuous authentication and verification for participating
devices

Habibzadeh et al., 2018. p. 191.

Network security

Vulnerability

“A stream of attacks targeting various applications such as
smart healthcare and smart transportation has recently given
rise to discussions regarding the security and privacy
considerations of IoT and smart cities. These attacks can be
mostly attributed to developers failing to create
comprehensive security preserving mechanisms spread over
all other planes of the architecture. Instead, they often
emphasize the security of the communication plane (as offthe-shelf security solutions are already available and
expedient to employ), while neglecting sensing and data
planes.”

Habibzadeh et al., 2018, p. 167.
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Habibzadeh et al., 2018, pp. 189–190.

Threat,
Category and
Hazard, or
Subcategory
Vulnerability
Unconventional weapons

Action

Source

Electromagnetic
pulse

Threat

“Extreme electromagnetic incidents caused by an intentional
electromagnetic pulse (EMP) attack . . . could damage
significant portions of the Nation’s critical infrastructure,
including the electrical grid, communications equipment, water
and wastewater systems, and transportation modes.”

DHS, 2018f, p. 3; Engstrom, 2018.

Electronic warfare

Threat

Adversaries using software-defined radios and networks to
leverage automation

Toffler Associates, 2018.

Electronic warfare

Threat

Hasbini, Tom-Petersen, and Cerrudo, 2018, p. 13.

Electronic warfare

Threat

Electronic warfare

Vulnerability

Electronic warfare

Threat

Electronic warfare

Threat

Signal “jamming attacks can interrupt communications
affecting related systems, causing [denial of service attacks]
with a huge impact on the many technologies that rely on
wireless communications. Many technologies also rely on
GPS, which could also be attacked, impacting systems that
depend on geolocation.”
War driving: “driving through cities and neighborhoods with a
wireless-equipped computer—sometimes with a powerful
antenna—searching for unsecured wireless networks.”
“The U.S. military is also competing with advances in
commercial communication because its air-land tactical
network operates similarly to commercial Wi-Fi and cellular
networks, with a few significant differences. The operational
conditions are more demanding, and traffic needs to be
protected with government approved encryption.”
“Electronic attack
• Radar jamming
• Communication jamming
• Electro-optical jamming
• Navigation jamming
• Hydroacoustic jamming”
“Information facilities destruction
• Antiradiation destruction
• Directed energy destruction
• Firepower strike and special disruption”
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U.S. Government Accountability Office, 2017a, p. 27.
Army Science Board, 2018, p. 26.

Engstrom, 2018, p. 67.

Engstrom, 2018, p. 67.

Category and
Subcategory
ISR platforms

Threat,
Hazard, or
Vulnerability
Threat

ISR platforms

Threat

ISR platforms

Threat

ISR platforms

Vulnerability

ISR platforms

Threat

ISR platforms

Threat

Action
“The radio technical reconnaissance network aims to search,
locate, intercept, and decode the adversary’s various signals,
including radio, radar, and navigation to provide intelligence
on adversary positions and movements. This is accomplished
through direction finding, signal analysis, code breaking, and
information-extraction technology capabilities.”
“Electronic reconnaissance finds, identifies, tracks, and
analyzes the capabilities, types, and locations of the
adversary’s radars, communications platforms, electro-optical
systems, navigation equipment, sonars, and acoustic
emissions.”
Audio surveillance: “In 2018, Walmart patented technology to
listen in on the interactions between store guests and
employees, as well as ambient noise—clothing being moved
on and off racks, items being selected from shelves, and the
clicking sounds we make on our mobile devices.”
“Counter-surveillance [is] nearly impossible as mobility—in
physical and digital ecosystems—continues to expand, with
increases in speed, agility, size, and reach realized by
adversaries and partners.”
“Communications reconnaissance finds, identifies, and
analyzes the enemy’s communications network (i.e., what the
disposition of enemy communications is, what communication
systems are in use, and what the communication network’s
capabilities are) and identifies the parameters of how the
enemy’s communications network operates. This includes ‘the
operating frequency of enemy communication equipment,
spectrum structure, modulation methods . . . and
communication protocols.’”
“Navigation reconnaissance aims to uncover the technical
characteristics and activity patterns of the enemy’s navigation
systems.”
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Source
Engstrom, 2018, pp. 84–85.

Engstrom, 2018, p. 86.

Future Today Institute, 2018b, p. 141.

Toffler Associates, 2018.

Engstrom, 2018, p. 87.

Engstrom, 2018, p. 88.

Category and
Subcategory
ISR platforms

Threat,
Hazard, or
Vulnerability
Threat

ISR platforms

Threat

ISR platforms

Threat

ISR platforms

Threat

Projectiles

Threat

Projectiles

Threat

Projectiles
Projectiles

Action
“Electronic reconnaissance satellites aim to support the
conduct of electronic warfare and provide electronic
reconnaissance of the battlefield. The functions of these
satellites are to (1) determine the geographic locations and
frequencies used by an adversary’s radars to provide
targeting information for kinetic or jamming attacks, (2) detect
adversary radio and transmitter facilities to support
eavesdropping and destruction attempts, and (3) monitor
adversary communications signals, the processing of which
may lead to further knowledge of adversary plans and
intentions.”
“Imaging reconnaissance satellites are designed to provide
timely multispectrum imagery reconnaissance from space.
The functions of these satellites are to provide intelligence on
current adversary locations and disposition and current
mobilization efforts, as well as to track operational and tactical
movements.”
“Ocean surveillance satellites detect, identify, and track
surface ships and submarines through either electronic
reconnaissance or radar.”

Source
Engstrom, 2018, p. 80.

Engstrom, 2018, p. 80.

Engstrom, 2018, p. 81.

High-altitude surveillance (e.g., number of cars parked outside
stores, production levels at factories, illegal mining and
logging operations): A Virginia start-up called HawkEye 360
will soon “scan the planet for its radio-frequency signals” to
reveal objects' locations and their character (e.g., ships,
planes, battlefields, cell towers, or anything that needs to
communicate with another thing); they will be commercially
available.
Hypersonic weapons

Cade Metz, “Tracking the Competition with Spy
Satellites,” New York Times, January 26, 2019; Sarah
Scoles, “New Satellites Will Use Radio Waves to Spy
on Ships and Planes,” Wired, November 7, 2018.

U.S. Government Accountability Office, 2018b.

Threat

Counterspace weapons (i.e., any technology that could be
used to deceive, disrupt, deny, degrade or destroy space
systems)
Missiles

Threat

Undersea weapons

U.S. Government Accountability Office, 2018b.
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U.S. Government Accountability Office, 2018b.

U.S. Government Accountability Office, 2018b.

Category and
Subcategory
Satellites

Threat,
Hazard, or
Vulnerability
Hazard

Satellites

Hazard

Satellites

Threat

Action
“[G]eolocation information and high resolution remote sensing
capabilities, which only a short decade and a half ago were
limited to a handful of national intelligence services, have
entered into a new, democratized era. As recently
demonstrated in three warzone use cases, anyone (including
non-spacefaring nations, non-state actors, and superempowered individuals) can now access current and past
imagery to generate high resolution, three dimensional views
for geolocation, analysis, and (unfortunately) exploitation. The
convergence of this capability with the proliferation of
personalized information signatures” is a vulnerability.

Source
Mad Scientist Laboratory, 2019.

Satellite disruption

National Network of Safety and Security Analysts,
2016.

Miniature satellites (e.g., SmallSats or CubeSats) can now be
Future Today Institute, 2018a, p. 229; Toffler
mass-produced in a factory and launched for a variety of
Associates, 2018.
purposes, some good (e.g., to “take photos of farmland and
beam them back down to earth to help farmers assess their
crops”) and some bad (e.g., to use as battering rams to
disrupt space-based communications. The FAA “is projecting
‘an unprecedented number’ of satellite launches between
2018 [and] 2020.”
NOTE: Known threats are not shaded, while emerging threats identified by ASA(IE&E) are shaded in yellow and emerging threats identified by our research
team (and not by ASA[IE&E]) are shaded in green.
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Appendix C. Enumerated Hazards and Threats in Risk
Assessment Tools

In this appendix, we list the hazards identified in the AHTA, the AMATHA, and the
TARP.225

I. DTRA’s All Hazards Threat Assessment (AHTA)
Hazards
•

fire hazards
- industrial fire
- structural fire
- wildland fire

•

geological hazards
-

•

hazardous material release hazards
-

•

avalanches
earthquakes
landslides
sinkholes
tsunamis
volcanic activity
biological
chemical
nuclear reactor
radiological

health hazards
- communicable disease outbreak: epidemic or pandemic
- contaminated food or water
- occupational accidental or exposure

•

infrastructure or utility loss hazards
- fuel system outage or failure
- maintenance mishap
- mechanical systems outage or failure

225

DTRA, 2018a, Not available to the general public; G-34, 2016, Not available to the general public; U.S. Army
Regulation 381-12, 2016.
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- power system outage or failure
- water system outage or failure
•

meteorological hazards
-

•

structural failure hazards
-

•

damaging winds
drought
extreme temperatures
flood
hail
ice
lightning
rain fade
snow
space weather (e.g., solar flare)
storm surge
tornadoes
tropical cyclones
bridges
buildings
dams
levees
roads
runways
silos
towers
trenches
tunnels
underground facility

transportation accidents
-

aviation
maritime
rail
vehicle

Threats
•

Event or capability
-

active-shooter assailant
armed assault
arson
CBRN attack
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•

coercion
crime
economic espionage
EMP
electronic jamming
extortion
fraud
general collection activity
government interference
improvised explosive device
riots, marches, or civil disturbance
sabotage
sUASs
strikes or work stoppages
targeted focused collection activity
theft
unauthorized entry
UAS
unmanned undersea vehicle
vandalism
vehicle inertia attack
workplace violence

Actors
-

civil actor
criminal actor
foreign intelligence entity
foreign nation-states
insider threat
nonstate actor

Cyber Threats
•

Event or capability
-

achieve results, such as cause adverse impacts or obtain information
conduct an attack, such as direct or coordinate attack tools or activities
coordinate a campaign
craft or create attack tools
cyber network attack, in which actions are taken through the use of computer
networks to disrupt, deny, degrade, or destroy information in the target information
systems or computer networks themselves
- data breach, such as theft or cyber network exploitation enabling operations and
intelligence-collection capabilities through the use of computer networks to gather
data about a target or an adversary’s automated information systems or networks
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•

deliver, insert, or install malicious capabilities
exploit and compromise
maintain a presence or set of capabilities
perform reconnaissance and gather information

Actors
-

adversarial nonstate actors
adversarial state actors
privileged insider
structural (i.e., the structure of the system)
trusted insider

II. G-34’s Army Mission Assurance Threats and Hazards Assessment
(AMATHA)
Intentional Human-Caused Events
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

chemical weapon attack
biological weapon attack
radiological weapon attack
terrorist nuclear weapon attack
terrorist attack
special operations forces (SOF) attack
jamming
EMP
general cyber attack
cyber warfare attack
active shooter, sabotage, or insider threat
strikes or work stoppages
riots, marches, or civil disturbances
crime and vandalism
government interference

Technological or Accidental Human-Caused Events
•
•
•
•
•
•
•
•
•

hazardous material facility accident: commercial chemical
hazardous material facility accident: chemical weapon
hazardous material facility accident: biological weapon
hazardous material facility accident: radiological
hazardous material facility accident: explosives
hazardous material transportation accident: commercial chemical
hazardous material transportation accident: radiological
hazardous material transportation accident: explosives
nuclear weapon accident
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•
•
•
•
•
•
•

nuclear facility proximity: power generation or other facility
service provider outage
structural fire (including smoke)
maintenance-related event
critical skills reliance
inadvertent electromagnetic interference
dam or levee failure (nonflooding impact)

Natural Events
•
•
•
•
•
•
•
•
•
•
•
•
•

epidemic or pandemic
tornadoes and damaging winds
hurricane or cyclone (with storm surge)
earthquake
volcano
wildfire (including smoke)
flooding
earth movement (landslides, sinkholes, etc.)
tsunami
hail
snow or ice accumulation
lightning
solar events (space weather) for communications assets

III. HQDA’s Threat Awareness and Reporting Program
Reportable Threat-Related Incidents
•

•
•
•
•

“Attempts by anyone, regardless of nationality, to obtain or acquire unauthorized access
to classified or unclassified information concerning DOD facilities, activities, personnel,
technology, or material through questioning, elicitation, trickery, bribery, threats,
coercion, blackmail, photography, observation, collection of documents or material,
correspondence (including electronic correspondence), or automated systems intrusions.
Contact with an individual, regardless of nationality, under circumstances that suggest a
DA person may be the target of attempted recruitment by a foreign intelligence service or
international terrorist organization.
Any DA personnel who are engaging in, or have engaged in, actual or attempted acts of
treason, spying, or espionage.
Any DA personnel who are in contact with persons known or suspected to be members of
or associated with foreign intelligence, security, or international terrorist organizations.
This does not include contacts that DA personnel have as part of their official duties.
Any DA personnel who have contact with anyone possessing information about planned,
attempted, suspected, or actual international terrorism, espionage, sabotage, subversion,
or other intelligence activities directed against the Army, DOD, or the United States.
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•
•
•

•

Any DA personnel who are providing financial or other material support to an
international terrorist organization or to someone suspected of being a terrorist.
Any DA personnel who are associated with or have connections to known or suspected
terrorists.
Any known or suspected incident of unauthorized disclosure of classified information.
Includes any DA person who has deliberately leaked classified or sensitive information to
any unauthorized person or to any person not authorized to have knowledge of it,
including the media; who has attempted to disclose information; who has voiced the
intent to disclose information; or who has posted classified or sensitive information to
any unauthorized Web site. . . .
Any DA personnel who are in contact with any official or citizen of a foreign country
when the foreign official or citizen—
- Exhibits excessive knowledge of or undue interest in DA personnel or their duties
which is beyond the normal scope of friendly conversation.
- Exhibits undue interest in the research and development of military technology;
military weapons and intelligence systems; or scientific information.
- Attempts to obtain classified or unclassified information.
- Attempts to place DA personnel under obligation through special treatment, favors,
gifts, money, or other means.
- Attempts to establish business relationships that are outside of normal official duties.

•

Incidents in which DA personnel or their Family members traveling to or through foreign
countries are contacted by persons who represent a foreign law enforcement, security, or
intelligence organization and—
- Are questioned about their duties.
- Are requested to provide classified or unclassified information.
- Are threatened, coerced, or pressured in any way to cooperate with the foreign
official.
- Are offered assistance in gaining access to people or locations not routinely afforded
Americans.

•
•
•
•
•

Any DA personnel who remove classified information from the workplace without
authority or who possess or store classified information in unauthorized locations.
Attempts to encourage military or civilian personnel to violate laws or disobey lawful
orders or regulations for the purpose of disrupting military activities (subversion).
Any DA personnel participating in activities advocating or teaching the overthrow of the
U.S. Government by force or violence or seeking to alter the form of government by
unconstitutional means (sedition).
Known or suspected intrusions by a foreign entity into classified or unclassified
information systems.
Incidents in which authorized users of government information systems attempt to gain
unauthorized access or attempt to circumvent security procedures or elevate their access
privileges without approval.
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•

Transmission of classified or sensitive, unclassified military information using
unauthorized communications or computer systems.”226

Information System Incident and Intrusion Reporting
•
•
•
•
•
•
•
•

Known or suspected intrusion or access by an unauthorized individual
authorized user attempting to circumvent security procedures or elevate access privileges
unexplained modifications of files, software, or programs
unexplained or erratic information security system responses
presence of suspicious files, shortcuts, or programs
malicious logic infection (for example, virus, worm, Trojan)
receipt of suspicious e-mail attachments, files, or links
spillage incidents or violations of published bloodborne pathogen procedures.227

226

U.S. Army Regulation 381-12, 2016, p. 9.

227

U.S. Army Regulation 25-2, 2007.
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Appendix D. Technology Forecasting

Predicting—or forecasting—the emergence of disruptive technologies is critical to address
emerging threats. Technologies often become disruptive because of dramatic decreases in price
or increases in performance (rather than by being novel from a technical perspective). Disruption
also can be a product of the ubiquity of a technology. Disruptive technologies manifest
themselves in two ways, by displacing an incumbent technology (such as 5G technology
replacing 4G) or by creating a new market or capability (such as the emergence of recreational
and commercial markets for drones). Technology forecasting should not be expected to perfectly
predict the future, but it is a valuable practice for minimizing surprises. In 2010, the Director,
Defense Research and Engineering (DDR&E) and DIA’s Defense Warning Office (DWO)
funded the Committee on Forecasting Future Disruptive Technologies of the National Research
Council (NRC) to develop forecasting methodologies.228 The committee characterized
technology disruptive if it
•
•
•
•
•
•
•
•
•
•

“delivers a capability at a previously unavailable level
combines with other technologies to create synergies
evolves from the nexus of seemingly unrelated technologies
disrupts a workforce, society, or the economy when combined with multiple existing
technologies
generates products with new performance attributes that may not previously have been
valued by existing end users
requires users to significantly change their behavior to take advantage of it
changes the usual product and technology paradigms to offer a competitive edge
exponentially improves the value received by the user
creates industry growth through penetration or creates entirely new industries through the
introduction of goods and services (if it is dramatically cheaper, better, and more
convenient)
becomes mainstream to a region, a country, or a community.”229

The committee also proposed a framework for forecasting disruptive technologies. Figure
D.1 summarizes this framework.

228

National Research Council, Persistent Forecasting of Disruptive Technologies, Washington, D.C.: National
Academies Press, 2010a.

229

National Research Council, 2010a, pp. 35–37.
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Figure D.1. Methodology Flow Diagram for Technology Forecasting System

This framework obeys the following tenets:
•
•
•
•

“persistence
openness and breadth
proactive and ongoing bias mitigation
robust and dynamic structure
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•
•

frames of reference for historical comparisons
ease of use.”230

As shown in Figure D.1, before identifying sources of information, the user should begin the
forecasting process by defining the mission and users. Information can be collected by
interviewing, data mining, and acquiring and licensing data repositories. Information sources
include human inputs and data inputs.
Regarding human inputs, two types of sources typically are considered: experts and crowds.
Surprisingly, there is research evidence that supports the experts’ skepticism of their ability to
make accurate predictions, a phenomenon known as the process-performance paradox.231 In
2011, the Intelligence Advanced Research Projects Activity (IARPA) began funding
competitions in machine forecasting and, separately, human forecasting of geopolitical events;
using only open-source information, both techniques outperformed those traditionally used by
the intelligence community. In 2017, IARPA began to combine human and machine forecasting
through the Hybrid Forecasting Competition.232 The competition evaluated the performance of
three teams, Prescience (Raytheon BBN Technologies Corporation), SAGE (University of
Southern California), and MATRICS (Hughes Research Laboratories)—all of which used hybrid
forecasting techniques—against a control group, Carbon, which used a crowd with no assistance
from machine intelligence. Surprisingly, Carbon, the crowd control group, outperformed all three
sponsored teams that were using hybrid forecasting techniques. This result supports the concept
of crowd intelligence—i.e., that a diverse collection of independently deciding individuals can
outperform expert individuals. Crowd intelligence approaches can be distilled into the following
eight conjectures:233
1. “It is possible to describe how people in a group think as a whole.
2. In some cases, groups are remarkably intelligent and are often smarter than the smartest
people in them.
3. The three conditions for a group to be intelligent are diversity, independence and
decentralization.
4. The best decisions are a product of disagreement and contest.
5. Too much communication can make the group as a whole less intelligent.
6. Information aggregation functionality is needed.

230

National Research Council, 2010a, p. x.

231

Marshall W. Meyer and Vipin Gupta, “The Performance Paradox,” Research in Organizational Behavior, Vol.
16, 1994; Dilek Onkal, J. Frank Yates, Can Sigma-Mugan, and Sule Oztin, “Professional vs. Amateur Judgement
Accuracy: The Case of Foreign Exchange Rates,” Organizational Behavior and Human Decision Processes, Vol.
91, No. 2, 2003.

232

IARPA, “Hybrid Forecasting Competition (HFC),” webpage, undated.

233

Harri Oinas-Kukkonen, “Network Analysis and Crowds of People as Sources of New Organisational
Knowledge,” A. Koohang, K. Harman, and J. Britz, eds., Knowledge Management: Theoretical Foundation, Santa
Rosa, Calif.: Informing Science Press, 2008, pp. 181–182.
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7. The right information needs to be delivered to the right people in the right place, at the
right time, and in the right way.
8. There is no need to chase the expert.”
Applications of crowd intelligence include Delphi methods,234 prediction markets,235 and
human swarming.236 The DARPA developed the Policy Analysis Market, which is part of the
FutureMAP project and allows the trading of futures contracts on political developments in the
Middle East. The proposal was cancelled, however, in 2003 after outrage over the possibility of
trading in such events as coups d’état, assassinations, and terrorist attacks. This example
highlights some of the challenges with applying crowd intelligence techniques to identifying
emerging threats. Nevertheless, such techniques undoubtedly could benefit the Army in securing
its forces in the future.

234

Bernice B. Brown, Delphi Process: A Methodology Used for the Elicitation of Opinions of Experts, Santa
Monica, Calif.: RAND Corporation, P-3925, 1968.

235

Friedrich A. Hayek, “The Use of Knowledge in Society,” The American Economic Review, Vol. 35, No. 4, 1945;
Ludwig von Mises, “Economic Calculation in the Socialist Commonwealth,” Socialism: An Economic and
Sociological Analysis, London: Jonathan Cape, 1936.
236

Louis Rosenberg, Niccolo Pescetelli, and Gregg Willcox, “Artificial Swarm Intelligence Amplifies Accuracy
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125

Bibliography

Ackerman, Gary, R. E. Burnett, Bennett Clifford, Rebecca Earnhardt, Thomas Holt, Gina Ligon,
Michael Logan, Robert McCreight, and Don Rassler, On the Horizon: Security Challenges at
the Nexus of State and Non-State Actors and Emerging/Disruptive Technologies,
Washington, D.C.: U.S. Department of Defense, April 2019.
Air Force Office of Special Investigations, United States: Safeguarding USAF Personnel’s
Online Presence, Washington, D.C.: U.S. Air Force, January 18, 2017.
Algeier, Scott, “Critical Functions,” IT-ISAC blog, April 15, 2019. As of August 11, 2020:
https://www.it-isac.org/blog/critical-functions
Annati, Massimo, “Counter-Unmanned Aerial Vehicle Technologies,” Military Technology, Vol.
40, No. 5, May 2016, pp. 24–27.
Anonymous, “Counter-UAV Measures,” Military Technology, Vol. 39, No. 9, 2015, p. 14.
ARCYBER—See U.S. Army Cyber Command.
Arbogast, Matthew S., “Army Garrison Operations for 2014 and Beyond,” Army Sustainment,
Vol. 46, No. 1, January/February 2014, pp. 19–22.
Army Science Board, The Character of Future Warfare, Washington, D.C.: Department of the
Army, January 2018.
Army Threat Integration Center, “ARTIC: The Army Threat Integration Center,” brochure,
undated-a (current as of May 2019), Not available to the general public.
———, “ARTIC: The Army Threat Integration Center,” rack card, undated-b (current as of May
2019), Not available to the general public.
———, “Army Threat Sharing,” graphic, undated-c (current as of May 2019), Not available to
the general public.
Association of the United States Army, Transformed Installations: Essential for an AllVolunteer, Relevant and Ready U.S. Army, Washington, D.C., April 2005.
“Attack on Security Base in Indian-Controlled Kashmir Leaves 4 Dead,” Voice of America
News, 2017. As of August 11, 2020:
https://www.voanews.com/east-asia-pacific/attack-security-base-indian-controlled-kashmirleaves-4-dead

126

Baird, Robert Arthur, “Pyro-Terrorism: The Threat of Arson-Induced Forest Fires as a Future
Terrorist Weapon of Mass Destruction,” Studies in Conflict & Terrorism, Vol. 29, No. 5,
July-August 2006, pp. 415–428.
Baker, George H., III, A Vulnerability Assessment Methodology for Critical Infrastructure
Facilities, Harrisonburg, Va.: James Madison University, 2011.
Baker, J., M. Wool, A. Smith, J. Kahan, C. Ansel, P. Hammar, and M. Phillips, Risk Analysis
and Intelligence Communities Collaborative Framework Final Report, Arlington, Va.:
Homeland Security Institute, No. RP08-31-02, 2009.
Balbach, Harold E., William D. Goran, and Anthony R. Latino, The Military Landscape: Why
US Military Installations Are Located Where They Are, Washington, D.C.: U.S. Army Corps
of Engineers, March 2011.
Barnes, Julian E., “Pentagon Computer Networks Attacked,” Los Angeles Times, November 28,
2008.
Bartholomew, Carolyn, “Global Competition and the Future of Advanced Wireless,” in The
Transformational Impact of 5G: Proceedings of a Workshop in Brief, Washington, D.C.,
June 11–12, 2019, pp. 6–7.
Bay, Sebastian, Giorgio Bertolin, Nora Biteniece, Edward H. Christie, Anton Dek, Rolf E.
Fredheim, John D. Gallacher, Kateryna Kononova, and Tetiana Marchenko, Responding to
Cognitive Security Challenges, Riga, Latvia: NATO Strategic Communications Centre of
Excellence, January 2019.
Beeny, Tara, Supply Chain Vulnerabilities from China in U.S. Federal Information and
Communications Technology, Alexandria, Va.: Interos Solutions, Inc., April 2018.
Bergal, Jenni, “Criminals Increasingly Hold Government Computers for Ransom,” Stateline
blog, October 13, 2016. As of August 11, 2020:
https://www.pewtrusts.org/en/research-and-analysis/blogs/stateline/2016/10/13/criminalsincreasingly-hold-government-computers-for-ransom
———, “‘WannaCry’ Ransomware Attack Raises Alarm Bells for Cities, States,” Stateline blog,
May 19, 2017. As of August 11, 2020:
https://www.pewtrusts.org/en/research-and-analysis/blogs/stateline/2017/05/19/wannacryransomware-attack-raises-alarm-bells-for-cities-states
Beroggi, Giampiero E. G., Tanja C. Abbas, John A. Stoop, and Markus Aebi, Risk Assessment in
the Netherlands, Stuttgart: Office of Technology Assessment, No. 91, November 1997.
Bing, Christopher, and Joel Schectman, “Special Report: Inside the UAE’s Secret Hacking Team
of U.S. Mercenaries,” Reuters, January 30, 2019.

127

Bizjak, Tony, “Hackers Attack Sacramento Transit System and Demand $8,000 Ransom,”
Sacramento Bee, November 20, 2017.
Blais, Rose A., Matthew D. Henry, Sonja R. Lilley, Jason A. Pan, Marcus Grimes, and Yacov Y.
Haimes, “Risk-Based Methodology for Assessing and Managing the Severity of a Terrorist
Attack,” Proceedings of the 2009 IEEE Systems and Information Engineering Design
Symposium, Charlottesville, Va.: IEEE Symposium on Systems and Information Engineering
Design, April 24, 2009, pp. 171–176.
Blinder, Alan, and Nicole Perlroth, “Hard Choice for Cities Under Cyberattack: Whether to Pay
Ransom,” New York Times, March 29, 2018.
Blos, Maurício F., Sérgio L. Hoeflich, and Paulo E. Miyagi, “A General Supply Chain
Continuity Management Framework,” Procedia Computer Science, Vol. 55, 2015, pp. 1160–
1164.
Blos, Maurício F., Hui Ming Wee, and Wen-Hsiung Yang, “Supply Chain Risk Management:
Resilience and Business Continuity,” in Jie Lu, Lakhmi C. Jain, and Guangquan Zhang, eds.,
Handbook on Decision Making: Volume 2: Risk Management in Decision Making, Berlin:
Springer-Verlag Berlin Heidelberg, 2012, pp. 219–236.
Breeden, Aurelien, and Alissa J. Rubin, “French Authorities Hold Suspect in Beheading and
Explosion at Chemical Plant,” New York Times, June 27, 2015.
Brewster, Thomas, “From Radiation Detection To Flood Defenses, Smart City Security Really
Sucks,” Forbes, August 9, 2018.
Brown, Bernice B., Delphi Process: A Methodology Used for the Elicitation of Opinions of
Experts, Santa Monica, Calif.: RAND Corporation, P-3925, 1968. As of August 11, 2020:
https://www.rand.org/pubs/papers/P3925.html
Browne, Ryan, and Rene Marsh, “U.S. Military Warns it Can Down Drones Flying Over US
Bases,” CNN, August 7, 2017.
Cancian, Mark F., Coping with Surprise in Great Power Conflicts, Washington, D.C.: Center for
Strategic and International Studies, February 2018.
Canis, Bill, Unmanned Aircraft Systems (UAS): Commercial Outlook for a New Industry,
Washington, D.C.: Congressional Research Service, R44192, September 9, 2015.
Center for Cyber and Homeland Security at Auburn University, “Strengthening Defense Mission
Assurance Against Emerging Threats,” Mission Assurance Policy Forum Summary of
Proceedings, Auburn, Alabama: Auburn University, May 2019.

128

Central Intelligence Agency, “CIA Vision, Mission, Ethos & Challenges,” webpage, updated
November 1, 2018a. As of August 11, 2020:
https://www.cia.gov/about-cia/cia-vision-mission-values
———, “History of the CIA,” webpage, updated November 1, 2018b. As of August 11, 2020:
https://www.cia.gov/about-cia/history-of-the-cia
Cerrudo, Cesar, An Emerging US (and World) Threat: Cities Wide Open to Cyber Attacks,
Seattle, Wash.: IOActive, 2015.
Chairman of the Joint Chiefs of Staff Instruction 3107.01I, Joint Capabilities Integration and
Development System (JCIDS), Washington, D.C.: Joint Chiefs of Staff, 2015 (superseded by
Chairman of the Joint Chiefs of Staff Instruction 5123.01H, 2018).
Chairman of the Joint Chiefs of Staff Instruction 5123.01H, Charter of the Joint Requirements
Oversight Council (JROC) and Implementation of the Joint Capabilities Integration and
Development System (JCIDS), Washington, D.C.: Joint Chiefs of Staff, August 31, 2018.
Chairman of the Joint Chiefs of Staff Manual 3105.01, Joint Risk Analysis, Washington, D.C.:
Joint Chiefs of Staff, October 14, 2016.
CIA—See Central Intelligence Agency.
Citron, Ryan, “Advanced Traffic Management Is the Next Big Thing for Smart Cities,”
GreenBiz website, August 13, 2019. As of August 11, 2020:
https://www.greenbiz.com/article/advanced-traffic-management-next-big-thing-smart-cities
Clark-Ginsberg, Aaron, and Rebecca Slayton, “Regulating Risks Within Complex Sociotechnical
Systems: Evidence from Critical Infrastructure Cybersecurity Standards,” Science and Public
Policy, Vol. 46, No. 3, June 2019, pp. 339–346.
Cliff, Gerald, “Growing Impact of Cybercrime in Local Government,” International City/County
Management Association website, May 31, 2017. As of August 11, 2020:
https://icma.org/articles/pm-magazine/growing-impact-cybercrime-local-government
Cohen, John D., “The Next Generation of Government CVE Strategies at Home: Expanding
Opportunities for Intervention,” Annals of the American Academy of Political and Social
Science, Vol. 668, No. 1, November 2016, pp. 118–128.
Connelly, Owen, “The Modern Originals: Frederick the Great (1713–1786) and Napoleon
(1769–1821),” On War and Leadership: The Words of Combat Commanders from Frederick
the Great to Norma Schwarzkopf, Princeton, N.J.: Princeton University Press, 2002, pp. 9–
19.
Corrigan, Jack, “Cyber Threats Are Emerging Faster Than DHS Can Address Them, Secretary
Says,” Nextgov, March 19, 2019. As of August 11, 2020:

129

https://www.nextgov.com/cybersecurity/2019/03/cyber-threats-are-emerging-faster-dhs-canaddress-them-secretary-says/155675/
Cybersecurity and Infrastructure Security Agency, “National Critical Functions,” webpage,
undated. As of August 11, 2020:
https://www.dhs.gov/cisa/national-critical-functions
Dahl, Kenneth R., “Installation Management Command (IMCOM) Annual Command Guidance
(ACG)–Fiscal Year (FY) 2018,” memorandum for SEE distribution, San Antonio, Tex.: Joint
Base San Antonio–Fort Sam Houston, August 14, 2017.
———, “Fiscal Year 19 Installation Management Command (IMCOM) Annual Command
Guidance (ACG)–(FY19),” memorandum for SEE distribution, San Antonio, Tex.: Joint
Base San Antonio–Fort Sam Houston, August 20, 2018.
Defense Science Board, Capability Surprise: Vol. 1: Main Report, Washington, D.C.: Office of
the Under Secretary of Defense for Acquisition, Technology, and Logistics, September 2009.
———, Task Force Report: Resilient Military Systems and the Advanced Cyber Threat,
Washington, D.C.: Office of the Under Secretary of Defense for Acquisition, Technology,
and Logistics, January 2013.
———, Summer Study on Autonomy, Washington, D.C.: Office of the Under Secretary of
Defense for Acquisition, Technology, and Logistics, June 2016a.
———, DSB Task Force Report on Next-Generation Unmanned Undersea Systems,
Washington, D.C.: Office of the Under Secretary of Defense for Acquisition, Technology,
and Logistics, October 2016b.
Defense Threat Reduction Agency, Department of Defense Antiterrorism Vulnerability
Assessment Benchmarks, Fort Belvoir, Va., 2011, Not available to the general public.
———, Joint Mission Assurance Assessment Report v.2 Installation Barista, Texas, January 1–
7, 2017, Fort Belvoir, Va., 2017, Not available to the general public.
———, All Hazard Threat Assessment Guide 18.4, Fort Belvoir, Va., 2018a, Not available to the
general public.
———, 2018 Defense Threat Reduction Agency DoD Mission Assurance Assessment
Guidelines, Washington, D.C., March 29, 2018b, Not available to the general public.
Defense Threat Reduction Agency, U.S. Strategic Command Center for Combating Weapons of
Mass Destruction, and U.S. Strategic Command Standing Joint Force Headquarters for
Elimination, Strategic Plan FY 2016–2020, Fort Belvoir, Va., 2016.
Denning, Dorothy, “Is Quantum Computing a Cybersecurity Threat?” American Scientist, Vol.
107, No. 2, March–April 2019, p. 83.
130

Department of Defense Directive 3020.40, Mission Assurance (MA), Washington, D.C.: U.S.
Department of Defense, November 29, 2016.
Department of Defense Instruction 2000.26, Suspicious Activity Reporting (SAR), Washington,
D.C.: U.S. Department of Defense, 2014 (superseded December 4, 2019).
Department of Defense Instruction 3020.45, Mission Assurance (MA) Construct, Washington,
D.C.: U.S. Department of Defense, August 14, 2018.
Department of Defense Instruction 3020.51, Intelligence Support to the Defense Critical
Infrastructure Program (DCIP), Washington, D.C.: U.S. Department of Defense, June 23,
2011.
Department of Defense Instruction 6055.17, DoD Emergency Management (EM) Program,
Washington, D.C.: U.S. Department of Defense, February 13, 2017.
Department of Defense Instruction 8510.01, Risk Management Framework (RMF) for DoD
Information Technology (IT), Washington, D.C.: U.S. Department of Defense, 2014.
Department of Defense Manual 3020.45, Defense Critical Infrastructure Program (DCIP): DoD
Mission-Based Critical Asset Identification Process (CAIP), Washington, D.C.: U.S.
Department of Defense, October 24, 2008.
Department of Defense Manual 5100.76, Physical Security of Sensitive Conventional Arms,
Ammunition, and Explosives (AA&E), Washington, D.C.: U.S. Department of Defense, April
17, 2012.
Department of Defense Regulation 5200.08-R, Physical Security Program, Washington, D.C.:
U.S. Department of Defense, April 9, 2007.
DHS—See U.S. Department of Homeland Security.
Dickerson, Larry, “Global Investment in Unmanned Systems Quickens,” Aviation Week and
Space Technology, January 15, 2007.
Donskov, Yu. Ye., S. V. Utemov, and I. Yu. Cherednikov, “Protection of Critical Assets from
Missile Attacks by Sabotage and Reconnaissance Groups,” Military Thought, Vol. 24, No. 1,
2015.
Dorvee, Jason R., “A Modern Army Needs Modern Installations,” U.S. Army website,
September 27, 2018. As of August 11, 2020:
https://www.army.mil/article/211231/a_modern_army_needs_modern_installations
Dorvee, Jason R., Richard G. Kidd IV, and John R. Thompson, “Army Installations: A Whole
Flock of Pink Flamingos,” Mad Scientist Laboratory blog, October 18, 2018. As of
September 12, 2020:

131

https://madsciblog.tradoc.army.mil/91-army-installations-a-whole-flock-of-pinkflamingos/?doing_wp_cron=1600447484.3780710697174072265625
Dragos, Inc., Industrial Control Vulnerabilities: 2017 in Review, Hanover, Md., March 2018.
DTRA—See Defense Threat Reduction Agency.
Duggan, David P., Sherry R. Thomas, Cynthia K. K. Veitch, and Laura Woodard, Categorizing
Threat: Building and Using a Generic Threat Matrix, Albuquerque, N.M.: Sandia National
Laboratories, September 2007.
Duggan, Patrick, “How the Enemy Could Hit the U.S. Army at Home,” War on the Rocks,
August 3, 2017. As of August 11, 2020:
https://warontherocks.com/2017/08/how-the-enemy-could-hit-the-u-s-army-at-home/
Duijm, Nijs Jan, “Recommendations on the Use and Design of Risk Matrices,” Safety Science,
Vol. 76, July 2015, pp. 21–31.
Eastwest Institute, “Smart and Safe: Risk Reduction in Tomorrow’s Cities,” New York, 2018.
Eckstein, Megan, “Pentagon’s Investor-Industry Matchmaking Program Will Focus on Small
UAS in First Event,” USNI News, August 26, 2019.
Elias, Bart, Pilotless Drones: Background and Considerations for Congress Regarding
Unmanned Aircraft Operations in the National Airspace System, Washington, D.C.:
Congressional Research Service, R42718, September 10, 2012.
Engstrom, Jeffrey, Systems Confrontation and System Destruction Warfare: How the Chinese
People’s Liberation Army Seeks to Wage Modern Warfare, Santa Monica, Calif.: RAND
Corporation, RR-1708-OSD, 2018. As of August 11, 2018:
https://www.rand.org/pubs/research_reports/RR1708.html
Ernst & Young, What’s After What’s Next? The Upside of Disruption: Megatrends Shaping 2018
and Beyond, London, 2018.
The Facebook Dilemma, produced by James Jacoby, Anya Bourg, Dana Priest, and Megan
Robertson, PBS Frontline, 2018.
Faizal, K., and PL. K. Palaniappan, “Risk Assessment and Management in Supply Chain,”
Global Journal of Research in Engineering, Vol. 14, No. 2, 2014.
Federal Aviation Administration, “FAA Restricts Drones Operating Near DOD and USCG
Mobile Assets,” news release, October 26, 2018. As of August 11, 2020:
https://www.faa.gov/news/updates/?newsId=92108
———, Special Notice: National Security Advisory for Unmanned Aircraft System (UAS)
Operations in Proximity to Select Locations and Mobile Assets Nationwide, Washington,
D.C., NOTAM 8/2311, 2018.
132

Federal Bureau of Investigation, “Iranians Charged with Hacking U.S. Financial Sector,” news
release, March 24, 2016. As of August 11, 2020:
https://www.fbi.gov/news/stories/iranians-charged-with-hacking-us-financial-sector
Federal Communications Commission, “FCC Proposes $48k Fine for Florida Man Who Jammed
Cellphone Calls During Daily Commute,” news release, April 29, 2014.
———, “The FCC’s 5G FAST Plan,” webpage, 2019. As of August 11, 2020:
https://www.fcc.gov/5G
Federal Emergency Management Agency, Risk Assessment: A How-To Guide to Mitigate
Potential Terrorist Attacks Against Buildings, Washington, D.C., FEMA 452, January 2005.
———, Handbook for Rapid Visual Screening of Buildings to Evaluate Terrorism Risks,
Washington, D.C., FEMA 455, March 2009.
Feighner, Brian H., Jean-Paul Chrétien, Sean P. Murphy, Joseph F. Skora, Jacqueline S. Coberly,
Jerrold E. Dietz, Jennifer L. Chaffee, Marvin L. Sikes, Mimms J. Mabee, Bruce P. Russell,
and Joel C. Gaydos, “The Pandemic Influenza Policy Model: A Planning Tool for Military
Public Health Officials,” Military Medicine, Vol. 174, No. 6, June 2009, pp. 557–565.
Finley, Klint, and Joanna Pearlstein, “The WIRED Guide to 5G,” Wired, December 12, 2018. As
of August 11, 2020:
https://www.wired.com/story/wired-guide-5g/
FireEye blog, “TRITON Attribution: Russian Government-Owned Lab Most Likely Built
Custom Intrusion Tools for TRITON Attackers,” October 23, 2018. As of August 11, 2020:
https://www.fireeye.com/blog/threat-research/2018/10/triton-attribution-russian-governmentowned-lab-most-likely-built-tools.html
———, “Advanced Persistent Threat Groups: Who’s Who of Cyber Threat Actors,” 2019. As of
June 30, 2019:
https://www.fireeye.com/current-threats/apt-groups.html
Fountain, Walter N., Domestic Military Installation Force Protection: Setting the Conditions for
Success, Carlisle Barracks, Pa.: U.S. Army War College, April 9, 2002.
Freeman, Mike, “2 Iranian Men Indicted for Ransomware Cyberattacks on U.S. Targets,
Including Port of San Diego,” San Diego Union-Tribune, November 28, 2018.
———, “San Diego and Verizon Strike Deal to Deploy More Smart Cities Infrastructure,
Provide Foundation for 5G Networks,” San Diego Union-Tribune, April 8, 2019.
Future Today Institute, 2018 Tech Trends Report, New York, 2018a.
———, 2019 Trend Report for Journalism, Media & Technology, New York, 2018b.
G-34—See Headquarters, Department of the Army Protection Office.
133

Gallacher, John D., Vlad Barash, Philip N. Howard, and John Kelly, “Junk News on Military
Affairs and National Security: Social Media Disinformation Campaigns Against US Military
Personnel and Veterans,” Computer Science, 2018.
Gallagher, Jill C., and Michael E. DeVine, Fifth-Generation (5G) Telecommunications
Technologies: Issues for Congress, Washington, D.C.: Congressional Research Service,
R45485, January 30, 2019.
Gambhir, Gulu, “The Digital Age Is Transforming Military Logistics,” National Defense, Vol.
102, No. 772, March 18, 2018, pp. 34–35.
Gerstein, Daniel M., James G. Kallimani, Lauren A. Mayer, Lelia Meshkat, Jan Osburg, Paul K.
Davis, Blake Cignarella, and Clifford A. Grammich, Developing a Risk Assessment
Methodology for the National Aeronautics and Space Administration, Santa Monica, Calif.:
RAND Corporation, RR-1537-NASA, 2016. As of August 11, 2020:
https://www.rand.org/pubs/research_reports/RR1537.html
Gertler, Jeremiah, U.S. Unmanned Aerial Systems, Washington, D.C.: Congressional Research
Service, R42136, January 3, 2012.
Gilliam, Ken S., and Barrett K. Parker, “Mobilization: The State of the Field,” Parameters, Vol.
47, No. 2, Summer 2017.
Goh, Benjamin, “Securing the Smart City,” Harvard Kennedy School Review blog, September 7,
2016. As of August 11, 2020:
http://ksr.hkspublications.org/2016/09/07/securing-the-smart-city/
Greenberg, Andy, “New Clues Show How Russia’s Grid Hackers Aimed for Physical
Destruction,” Wired, September 12, 2019.
Griffith, James, “Will Citizens Be Soldiers? Examining Retention of Reserve Component
Soldiers,” Armed Forces & Society, Vol. 31, No. 3, Spring 2005, pp. 353–383.
GSMA, The 5G Era: Age of Boundless Connectivity and Intelligent Automation, London, 2017.
———, The Mobile Economy 2019, London, 2019.
Gul, Ayaz, “Suicide Bombers Attack Pakistan Army Base Near Afghan Border,” Voice of
America News, November 26, 2016. As of August 11, 2020:
https://www.voanews.com/east-asia/suicide-bombers-attack-pakistan-army-base-nearafghan-border
———, “Taliban Suicide Bombers Attack Afghan Army Base,” Voice of America News,
December 27, 2017. As of August 11, 2020:
https://www.voanews.com/a/taliban-suicide-bombers-attack-afghan-army-base/4180905.html

134

Habibzadeh, Hadi, Tolga Soyata, Burak Kantarci, Azzedine Boukerche, and Cem Kaptan,
“Sensing, Communication and Security Planes: A New Challenge for a Smart City System
Design,” Computer Networks, Vol. 144, October 2018, pp. 163–200.
Harmon, B. A., W. D. Goran, and R. S. Harmon, “Military Installations and Cities in the
Twenty-First Century: Towards Sustainable Military Installations and Adaptable Cities,” in I.
Linkov, ed., Sustainable Cities and Military Installations, Dordrecht, Germany: Springer,
2014, pp. 21–47.
Harry, Charles, and Nancy Gallagher, “Classifying Cyber Events: A Proposed Taxonomy,”
Journal of Information Warfare, Vol. 17, No. 3, 2018, p. 17.
Harry, Charles T., and Nancy W. Gallagher, An Effects-Centric Approach to Assessing
Cybersecurity Risk, College Park, Md.: Center for International & Security Studies at
Maryland, March 2019.
Hasbini, Mohamad Amin, Raddad Ayoub, Martin Tom-Petersen, Loïc Falletta, David Jordan,
Alan Seow, and Sandeep Singh, Smart Cities Cyber Crisis Management, Miami, Fla.:
Securing Smart Cities, September 18, 2017.
Hasbini, Mohamad Amin, James Mckinlay, Martin Tom-Petersen, Aseem Jakhar, Amgad
Magdy, and David Jordan, Smart Cities Appeal and 15 Things That Should Not Go Wrong,
Miami, Fla.: Securing Smart Cities, September 12, 2017.
Hasbini, Mohamad Amin, and Martin Tom-Petersen, The Smart Cities Internet of Access
Control, Opportunities and Cybersecurity Challenges, Miami, Fla.: Securing Smart Cities.,
September 25, 2017.
Hasbini, Mohamad Amin, Martin Tom-Petersen, and Cesar Cerrudo, Securing the Smart City
Olympics, Miami, Fla.: Securing Smart Cities, February 2018.
Hayden, Ernie, Michael Assante, and Tim Conway, An Abbreviated History of Automation and
Industrial Controls Systems and Cybersecurity, Fredericksburg, Va.: SANS Institute, August
2014.
Hayek, Friedrich A., “The Use of Knowledge in Society,” The American Economic Review, Vol.
35, No. 4, 1945, pp. 519–530.
Headquarters, Department of the Army Protection Office, Army Mission Assurance
Threat/Hazard Assessment (AMATHA) Guidance for FY-2016 Assessments, October 2016,
pp. 46–48, Not available to the general public.
Heginbotham, Eric, Michael J. Nixon, Forrest E. Morgan, Jacob L. Heim, Jeff Hagen, Sheng Tao
Li, Jeffrey Engstrom, Martin C. Libicki, Paul DeLuca, David A. Shlapak, David R. Frelinger,
Burgess Laird, Kyle Brady, and Lyle J. Morris, Chinese Attacks on U.S. Air Bases in Asia:
An Assessment of Relative Capabilities, 1996–2017, Santa Monica, Calif.: RAND
135

Corporation, RB-9858/2-AF, 2015. As of August 11, 2020:
http://www.rand.org/pubs/research_briefs/RB9858z2.html
“Here are CISA’s 55 Make-or-Break National Critical Functions, Setting Stage for ‘Risk
Register,’” Homeland Security Today webpage, April 30, 2019. As of August 11, 2020:
https://www.hstoday.us/subject-matter-areas/infrastructure-security/here-are-cisas-55-makeor-break-national-critical-functions-setting-stage-for-risk-register/
Herrera, G. James, Jason A. Dechant, and E. K. Green, Technology Trends in Small Unmanned
Aircraft Systems (sUAS) and Counter-UAS: A Five-Year Outlook, Alexandria, Va.: Institute
for Defense Analyses, November 2017.
Hu, Jiankun, Hemanshu R. Pota, and Song Guo, “Taxonomy of Attacks for Agent-Based Smart
Grids,” IEEE Transactions on Parallel and Distributed Systems, Vol. 25, No. 7, July 2014,
pp. 1886–1895.
Hutchins, Eric M., Michael J. Cloppert, and Rohan M. Amin, Intelligence-Driven Computer
Network Defense Informed by Analysis of Adversary Campaigns and Intrusion Kill Chains,
Bethesda, Md.: Lockheed Martin, April 3, 2014.
IARPA—See Intelligence Advanced Research Projects Activity.
IMCOM—See U.S. Army Installation Management Command.
Intelligence Advanced Research Projects Activity, “Hybrid Forecasting Competition (HFC),”
webpage, undated. As of August 11, 2020:
https://www.iarpa.gov/index.php/research-programs/hfc
International City/County Management Association, “Ransomware Attack! Making the Hard
Decisions,” news release, October 31, 2016. As of August 11, 2020:
https://icma.org/articles/article/ransomware-attack-making-hard-decisions
International City/County Management Association and University of Maryland Baltimore
County, Cybersecurity 2016 Survey: Summary Report of Survey Results, Washington, D.C.,
2017.
Jackson, Brian A., and David R. Frelinger, Emerging Threats and Security Planning: How
Should We Decide What Hypothetical Threats to Worry About? Santa Monica, Calif.: RAND
Corporation, OP-256-RC, 2009. As of August 11, 2020:
http://www.rand.org/pubs/occasional_papers/OP256/
Jackson, Brian A., David R. Frelinger, Michael J. Lostumbo, and Robert W. Button, Evaluating
Novel Threats to the Homeland: Unmanned Aerial Vehicles and Cruise Missiles, Santa
Monica, Calif.: RAND Corporation, MG-626-DTRA, 2008. As of August 11, 2020:
http://www.rand.org/pubs/monographs/MG626/

136

Jamison, James F., Writing the Last Chapter First: Operational Commanders and the ‘Steady
State,’ Newport, R.I.: Naval War College, May 13, 2002.
John A. Volpe National Transportation Systems Center, Unmanned Aircraft System (UAS)
Service Demand 2015–2035: Literature Review and Projections of Future Usage,
Cambridge, Mass.: U.S. Department of Transportation, DOT-VNTSC-DoD-13-01,
September 2013.
Joint Chiefs of Staff, Manual for the Operation of the Joint Capabilities Integration and
Development System (JCIDS), Washington, D.C., February 12, 2015.
Joint Chiefs of Staff, “Mission Assurance Risk Management System (MARMS): Overview,”
briefing slides, January 2019, Not available to the general public.
Joint Chiefs of Staff and U.S. Army Armament, Research, Development and Engineering Center,
“Antiterrorism/Force Protection (AT/FP) Assessment Tool Training: Module 1—Policy
Drivers for MARMS and AT/FP Assessments,” briefing slides, May 2018. As of August 11,
2020:
http://eprmhelp.countermeasures.com/downloads/Session_1Policy_Drivers_for_MARMS_and_AT-FP_Assessments-2018-05-21.pdf
Joint Concept Development and Experimentation, DOD Usage and Reliance on Industrial
Control Systems (ICS) Whitepaper, Norfolk, Va.: U.S. Joint Forces Command, 2011, Not
available to the general public.
Joint Publication 3-35, Deployment and Redeployment Operations, Washington, D.C.: Joint
Chiefs of Staff, January 10, 2018.
Joint Publication 4-05, Joint Mobilization Planning, Washington, D.C.: Joint Chiefs of Staff,
October 23, 2018.
Joint Task Force Transformation Initiative, Managing Information Security Risk: Organization,
Mission, and Information System View, Gaithersburg, Md.: National Institute of Standards
and Technology, NIST Special Publication 800-39, March 2011.
———, Guide for Conducting Risk Assessments, Gaithersburg, Md.: National Institute of
Standards and Technology, NIST Special Publication 800-30, September 2012.
———, Security and Privacy Controls for Federal Information Systems and Organizations,
Gaithersburg, Md.: National Institute of Standards and Technology, NIST Special
Publication 800-53, rev. 4, April 2013, updated January 22, 2015.
Johnson, Blake, Dan Caban, Marina Krotofil, Dan Scali, Nathan Brubaker, and Christopher
Glyer, “Attackers Deploy New ICS Attack Framework ‘TRITON’ and Cause Operational
Disruption to Critical Infrastructure,” FireEye blog, December 14, 2017. As of August 11,
2020:
137

https://www.fireeye.com/blog/threat-research/2017/12/attackers-deploy-new-ics-attackframework-triton.html
Kallenborn, Zachary, and Philipp C. Bleek, “Swarming Destruction: Drone Swarms and
Chemical, Biological, Radiological, and Nuclear Weapons,” The Nonproliferation Review,
Vol. 25, No. 5-6, 2018.
Kamp, Jon, and Scott Calvert, “Ransom Demands and Frozen Computers: Hackers Hit Towns
Across the U.S.,” Wall Street Journal, June 24, 2018.
Kanowitz, Stephanie, “Why You Need a Digital Twin,” Government Computer News, October
22, 2018. As of August 11, 2020:
https://gcn.com/articles/2018/10/22/digital-twins.aspx
Kerckhoffs, T. J., Evaluating the Dutch National Risk Assessment: Drawing Lessons from a
Comparison with European Counterparts, Nijmegen, Netherlands: Radboud University, July
28, 2017.
Kidd, Richard G., IV, “Threats to Posts: Army Must Rethink Base Security,” Association of the
United States Army, December 21, 2017. As of August 11, 2020:
https://www.ausa.org/articles/threats-posts-army-must-rethink-base-security
———, “Installations of the Future,” Mad Scientist Laboratory blog, June 18, 2018. As of
August 11, 2020:
https://madsciblog.tradoc.army.mil/62-installations-of-thefuture/?doing_wp_cron=1600701877.9382309913635253906250
Kindamo, Brian, “UAS Swarming Strategies,” Military Technology, Vol. 40, No. 5, 2016, pp.
78–79.
Kiziah, Rex R., “The Emerging Biocruise Threat,” Air & Space Power Journal, Vol. 17, No. 1,
Spring 2003.
KPMG International, Future State 2030: The Global Megatrends Shaping Governments,
Amstelveen, Netherlands, 2014.
———, Rethinking the Value Chain: A Study on AI, Humanoids and Robots, Amstelveen,
Netherlands, 2018.
Lacher, Andrew, Jonathan Baron, Jonathan Rotner, and Michael Balazs, Small Unmanned
Aircraft: Characterizing the Threat, Annapolis Junction, Md.: MITRE Corporation, February
2019.
Lachman, Beth E., Kimberly Curry Hall, Aimee E. Curtright, and Kimberly Colloton, Making
the Connection: Beneficial Collaboration Between Army Installations and Energy Utility
Companies, Santa Monica, Calif.: RAND Corporation, MG-1126-A, 2011. As of August 11,

138

2020:
https://www.rand.org/pubs/monographs/MG1126.html
Lachman, Beth E., Susan A. Resetar, and Frank Camm, Military Installation Public-to-Public
Partnerships: Lessons from Past and Current Experiences, Santa Monica, Calif.: RAND
Corporation, RR-1419-A/AF/NAVY/OSD, 2016. As of August 11, 2020:
https://www.rand.org/pubs/research_reports/RR1419.html
Lachman, Beth E., Agnes Gereben Schaefer, Nidhi Kalra, Scott Hassell, Kimberly Curry Hall,
Aimee E. Curtright, and David E. Mosher, Key Trends That Will Shape Army Installations of
Tomorrow, Santa Monica, Calif.: RAND Corporation, MG-1255-A, 2013. As of August 11,
2020:
https://www.rand.org/pubs/monographs/MG1255.html
Lapowsky, Issie, “NATO Group Catfished Soldiers to Prove a Point About Privacy,” Wired,
February 18, 2019.
Lee, Robert M., Michael J. Assante, and Tim Conway, German Steel Mill Cyber Attack,
Fredericksburg, Va.: SANS Institute, December 30, 2014.
Lepido, Daniele, “ Vodafone Is Said to Have Found Huawei Security Flaws from 2009,” Los
Angeles Times, April 30, 2019.
Levine, E. S., Jessica Tisch, Anthony Tasso, and Michael Joy, “The New York City Police
Department’s Domain Awareness System,” INFORMS Journal on Applied Analytics, Vol.
47, No. 1, January–February 2017, pp. 70–84.
Levine, E. S., and J. S. Tisch, “Analytics in Action at the New York City Police Department’s
Counterterrorism Bureau,” Military Operations Research, Vol. 19, No. 4, 2014, pp. 5–14.
Loper, Margaret L., “Trusting Smart Cities: Risk Factors and Implications,” Small Wars Journal,
June 18, 2018. As of August 11, 2020:
https://smallwarsjournal.com/jrnl/art/trusting-smart-cities-risk-factors-and-implications
Lundberg, Russell, Comparing Homeland Security Risks Using a Deliberative Risk Ranking
Methodology, dissertation, Pardee RAND Graduate School, Santa Monica, Calif.: RAND
Corporation, RGSD-319, 2013. As of August 11, 2020:
https://www.rand.org/pubs/rgs_dissertations/RGSD319.html
Lundberg, Russell, and Henry Willis, “Assessing Homeland Security Risks: A Comparative Risk
Assessment of 10 Hazards,” Homeland Security Affairs, Vol. 11, No. 10, December 2015.
Lundberg, Russell, and Henry H. Willis, “Deliberative Risk Ranking to Inform Homeland
Security Strategic Planning,” Journal of Homeland Security and Emergency Management,
Vol. 13, No. 1, 2016.

139

Mad Scientist Laboratory, “Nowhere to Hide: Information Exploitation and Sanitization,” blog,
March 7, 2019. As of August 11, 2020:
https://madsciblog.tradoc.army.mil/126-nowhere-to-hide-information-exploitation-andsanitization/
———, “‘Top Ten’ Takeaways from the Disruption and the Operational Environment
Conference,” blog, May 6, 2019. As of August 11, 2020:
https://madsciblog.tradoc.army.mil/142-top-ten-takeaways-from-the-disruption-and-theoperational-environment-conference/
Makrushin, Denis, Vladimir Dashchenko, Fooling the ‘Smart City,’ Miami, Fla.: Securing Smart
Cities, September 2016.
Martin, Guy, “The Rise of UAVs and Counter-UAV Technology,” Military Technology, Vol. 41,
No. 6, 2017, p. 7.
Martin, Timothy W., Sarah Krouse, and Na-Young Kim, “Verizon, South Korea Launch
Smartphone 5G,” Wall Street Journal, April 3, 2019.
Maruf, Harun, “Al-Shabab Carries Out Deadly Attack on Somali Military Base,” Voice of
America News, September 3, 2017.
Matelski, Thomas R., “Strategic Insights: Un-‘Steady’ State Operations: Redefining the
Approach to Phase Zero in a Complex World,” Carlisle, Pa.: Strategic Studies Institute, U.S.
Army War College, 2016.
Mauro Junior, Davino, Luis Melo, Harvey Lu, Marcelo d’Amorim, and Atul Prakash, “Beware
of the App! On the Vulnerability Surface of Smart Devices Through Their Companion
Apps,” Arxiv, January 2019.
Mazmanian, Adam, “DOD Looks to Counter Drone Swarm Strikes,” Federal Computer Week,
March 3, 2019.
McGeehan, Patrick, and Cade Metz, “Drone Scare Near New York City Shows Hazard Posed to
Air Travel,” New York Times, January 23, 2019.
Mendick, Robert, “Huawei Staff CVs Reveal Alleged Links to Chinese Intelligence Agencies,”
The Telegraph, July 5, 2019.
Metz, Cade, “Tracking the Competition with Spy Satellites,” New York Times, January 26, 2019.
Meyer, Marshall W., and Vipin Gupta, “The Performance Paradox,” Research in Organizational
Behavior, Vol. 16, 1994, pp. 309–369.
MHI and Deloitte, The 2015 MHI Annual Industry Report: Supply Chain Innovation—Making
the Impossible Possible, Charlotte, N.C., 2015.

140

Military.com, “Deployment: An Overview,” webpage, undated. As of August 11, 2020:
https://www.military.com/deployment/deployment-overview.html
Miller, Maggie, “Hacking Group Targeting U.S. Electric Utilities: Report,” The Hill, June 14,
2019.
———, “DHS Issues Bulletin Warning of Potential Iranian Cyberattack,” The Hill, January 6,
2020.
Miller, Steve, Nathan Brubaker, Daniel Kapellmann Zafra, and Dan Caban, “TRITON Actor
TTP Profile, Custom Attack Tools, Detections, and ATT&CK Mapping,” FireEye blog, April
10, 2019. As of August 11, 2020:
https://www.fireeye.com/blog/threat-research/2019/04/triton-actor-ttp-profile-custom-attacktools-detections.html
Miller, Susan, “Army Looks to Sensors, Analytics to Improve Efficiency on Bases,” GCN
webpage, March 8, 2019. As of August 11, 2020:
https://gcn.com/articles/2019/03/08/army-installations-of-the-future.aspx?m=1
Mission Support Center, Cyber Threat and Vulnerability Analysis of the U.S. Electric Sector,
Idaho Falls: Idaho National Laboratory, August 2016.
Mizokami, Kyle, “Kaboom! Russian Drone with Thermite Grenade Blows Up a Billion Dollars
of Ukrainian Ammo,” Popular Mechanics, July 27, 2017.
Mogollon, Mery, and Chris Kraul, “Six Held in Drone Attack in Venezuela; Signal Jammers
Helped Foil Assassination Plot Using Drones Loaded with C-4, Officials Say,” Los Angeles
Times, August 6, 2018.
Mohammadi, Neda, and John E. Taylor, “Smart City Digital Twins,” 2017 IEEE Symposium
Series on Computational Intelligence (SSCI), Honolulu, Hi., November 27–December 1,
2017.
Monahan, John, “The Individual Risk Assessment of Terrorism,” Virginia Public Law and Legal
Theory Research Paper, No. 2011-34, September 20, 2011.
Morgeson, J. Darrell, Peter S. Brooks, Deena S. Disraelly, Jeremy L. Erb, Michael L. Neiman,
and Whitney C. Picard, Doctrinal Guidelines for Quantitative Vulnerability Assessments of
Infrastructure-Related Risks: Volume I, Alexandria, Va.: Institute for Defense Analyses,
December 2011.
Mueller, Benjamin, and Amie Tsang, “Gatwick Airport Shut Down by ‘Deliberate’ Drone
Incursions,” New York Times, December 20, 2018.
Mussomeli, Adam, Brian Meeker, Steven Shepley, and David Schatsky, Signals for Strategists:
Expecting Digital Twins, London: Deloitte, 2018.

141

Myers, Meghann, “Here’s the Story Behind That Massive Fort Bragg Power Outage,” Army
Times, April 25, 2019.
Nakashima, Ellen, “Chinese Breach Data of 4 Million Federal Workers,” Washington Post, June
4, 2015.
Nakashima, Ellen, and Souad Mekhennet, “U.S. Officials Planning for a Future in Which
Huawei Has a Major Share of 5G Global Networks,” Washington Post, April 1, 2019.
Nassetta, Jack O., and Ethan P. Fecht, All the World is Staged: An Analysis of Social Media
Influence Operations Against US Counterproliferation Efforts in Syria, Monterey, Calif.:
Middlebury Institute of International Studies at Monterey, Center for Nonproliferation
Studies Occasional Paper No. 37, September 2018.
National Academies of Sciences, Engineering, and Medicine, Counter-Unmanned Aircraft
System (CUAS) Capability for Battalion-and-Below Operations: Abbreviated Version of a
Restricted Report, Washington, D.C.: National Academies Press, 2018.
National Commission on Terrorist Attacks Upon the United States, The 9/11 Commission
Report: Final Report of the National Commission on Terrorist Attacks Upon the United
States—Executive Summary, Washington, D.C., July 22, 2004.
National Institute of Standards and Technology, “Community Resilience Planning Guide,”
webpage, April 24, 2015. As of August 11, 2020:
https://www.nist.gov/topics/community-resilience/planning-guide
———, “Cybersecurity Framework: The Five Functions,” webpage, updated August 10, 2018.
As of August 11, 2020:
https://www.nist.gov/cyberframework/online-learning/five-functions
National Intelligence Council, Global Trends: Paradox of Progress, Washington, D.C., NIC
2017-001, January 2017.
National Network of Safety and Security Analysts, National Risk Profile 2016: An All Hazard
Overview of Potential Disasters and Threats in the Netherlands, Netherlands: National
Institute for Public Health and the Environment, 2016.
National Research Council, Strategies to Protect the Health of Deployed U.S. Forces: Analytical
Framework for Assessing Risks, Washington, D.C.: National Academies Press, 2000.
———, Persistent Forecasting of Disruptive Technologies, Washington, D.C.: National
Academies Press, 2010a.
———, Persistent Forecasting of Disruptive Technologies—Report 2, Washington, D.C.:
National Academies Press, 2010b.

142

Nemr, Christina, and William Gangware, Weapons of Mass Distraction: Foreign StateSponsored Disinformation in the Digital Age, Washington, D.C.: U.S. State Department,
March 28, 2019.
Netsurion, SANS Top 20 CIS: Critical Security Control Solution Brief Version 7.1, Ft.
Lauderdale, Fla., undated.
Neuman, William, “New York City Has a Y2K-Like Problem, and It Doesn’t Want You to
Know About It,” New York Times, April 10, 2019.
New York City Police Department, “Developing the NYPD’s Information Technology,” press
release, undated.
Newman, Lily Hay, “The Sensors That Power Smart Cities Are a Hacker’s Dream,” Wired,
August 9, 2018.
NIST—See National Institute of Standards and Technology.
North American Aerospace Defense Command, Office of the Command Historian, A Brief
History of NORAD, Colorado Springs, Colo., May 13, 2016.
North American Electric Reliability Corporation, Grid Security Exercise GridEx IV: Lessons
Learned, Atlanta, Ga., March 2018.
Nyczepir, Dave, “Managing the Risks Inherent to Smart Cities,” Nextgov, February 16, 2019. As
of August 11, 2020:
https://www.nextgov.com/emerging-tech/2019/02/managing-risks-inherent-smartcities/154936/
Office of the Assistant Secretary of the Army for Installations, Energy and Environment,
Installations, Energy and Environment Strategy 2025, Washington, D.C., 2016.
Office of the Deputy Assistant Secretary of the Army (Strategic Integration), “Trending Threats:
Driving the Next Evolution for Our Military Installations,” U.S. Army webpage, October 16,
2017. As of August 11, 2020:
https://www.army.mil/article/195390/trending_threats_driving_the_next_evolution_for_our_
military_installations
Office of the Director of National Intelligence, Program Manager for the Information Sharing
Environment, Information Sharing Environment (ISE) Functional Standard (FS) Suspicious
Activity Reporting (SAR) Version 1.5.5, ISE-FS-200, 2015.
Office of the Provost Marshal General, Provost Marshal General Update to Pre-Command
Course COL Burns–5 December 2018, Washington, D.C., 2018, Not available to the general
public.

143

Office of the Secretary of Defense, Operational Test and Evaluation, Handbook for SelfAssessing Security Vulnerabilities & Risks of Industrial Control Systems on DoD
Installations, Washington, D.C., December 19, 2012.
Oinas-Kukkonen, Harri, “Network Analysis and Crowds of People as Sources of New
Organisational Knowledge,” A. Koohang, K. Harman, and J. Britz, eds., Knowledge
Management: Theoretical Foundation, Santa Rosa, Calif.: Informing Science Press, 2008,
pp. 173–189.
O’Keeffe, Kate, and Melissa Korn, “China’s Military Sends More Scholars Abroad, at Times
Without Schools’ Knowledge,” Wall Street Journal, October 29, 2018.
Olenick, Doug, “Huawei Products Riddled with Backdoors, Zero Days and Critical
Vulnerabilities,” SC Magazine (online), June 26, 2019. As of August 11, 2020:
https://www.scmagazine.com/home/security-news/vulnerabilities/huawei-products-riddledwith-backdoors-zero-days-and-critical-vulnerabilities/
Oliver, David, “The Flying IED Threat,” Military Technology, Vol. 42, No. 5, 2018, pp. 67–70.
Onkal, Dilek, J. Frank Yates, Can Sigma-Mugan, and Sule Oztin, “Professional vs. Amateur
Judgement Accuracy: The Case of Foreign Exchange Rates,” Organizational Behavior and
Human Decision Processes, Vol. 91, No. 2, 2003, pp. 169–185.
Orlowski, Andrew, “Secret Mic in Nest Gear Wasn’t Supposed To Be a Secret, Says Google, We
Just Forgot to Tell Anyone,” The Register, February 20, 2019.
Pasricha, Anjana, “Ten Dead After Gunmen Attack Indian Air Force Base,” Voice of America
News, January 2, 2016. As of August 11, 2020:
https://www.voanews.com/east-asia-pacific/ten-dead-after-gunmen-attack-indian-air-forcebase
Perlroth, Nicole, and Clifford Krauss, “A Cyberattack in Saudi Arabia Had a Deadly Goal.
Experts Fear Another Try,” New York Times, March 15, 2018.
Philipps, Dave, “Exposed by Michael: Climate Threat to Warplanes at Coastal Bases,” New York
Times, October 17, 2018.
Porche, Isaac R., III, Jerry M. Sollinger, and Shawn McKay, A Cyberworm That Knows No
Boundaries, Santa Monica, Calif.: RAND Corporation, OP-342-OSD, 2011. As of August
11, 2020:
http://www.rand.org/pubs/occasional_papers/OP342.html
Powell, Jay, “City Hopes to Prevent Future Server Attacks,” Columbia Daily Herald, February 7,
2018.

144

Pressman, D. Elaine, Risk Assessment Decisions for Violent Political Extremism 2009-02,
Ottawa: Government of Canada, October 2009.
Priest, Dana, James Jacoby, and Anya Bourg, “Russian Disinformation on Facebook Targeted
Ukraine Well Before the 2016 U.S. Election,” Washington Post, October 28, 2018.
Public Law 114-328, National Defense Authorization Act for Fiscal Year 2017, December 23,
2016.
Public Law 115-390, Federal Acquisition Supply Chain Security Act, December 21, 2018.
Rector, Kevin, “Baltimore 911 Dispatch System Hacked, Investigation Underway, Officials
Confirm,” Baltimore Sun, March 27, 2018.
Reiter, Donald, “DON CIP: A Comprehensive Solution to Improve Cyber and Physical Security
of DON Critical Assets,” CHIPS Magazine, April–June 2005, pp. 35–37.
Renn, Ortwin, Risk Governance: Towards an Integrative Approach, Geneva: International Risk
Governance Council, September 2005.
Reuter, Matthew B., Optimizing the DoD Supply Chain for the Future Joint Force, thesis,
Norfolk, Va.: Joint Forces Staff College, June 14, 2013.
Reynolds, Anna, ed., Digital Hydra: Security Implications of False Information Online, Riga,
Latvia: NATO Strategic Communications Centre of Excellence, November 2017.
Roberts, Karl, and John Horgan, “Risk Assessment and the Terrorist,” Perspectives on
Terrorism, Vol. 2, No. 6, March 2008, pp. 3–9.
Rockwell, Mark, “National Labs Bring Emerging Tech to Bear on Grid Security,” Federal
Computer Week, November 7, 2018.
Rogers, James, “The Origins of Drone Warfare: There Is Nothing New About Uncrewed
Aircraft,” History Today, Vol. 68, No. 4, April 2018.
Rosenberg, Louis, Niccolo Pescetelli, and Gregg Willcox, “Artificial Swarm Intelligence
Amplifies Accuracy When Predicting Financial Markets,” 2017 IEEE 8th Annual Ubiquitous
Computing, Electronics and Mobile Communication Conference (UEMCON), New York,
October 19–21, 2017, pp. 58–62.
Rotolo, Daniele, Diana Hicks, and Ben R. Martin, “What Is an Emerging Technology?”
Research Policy, Vol. 44, No. 10, July 7, 2015, pp. 1827–1843.
RTI International, Countering Violent Extremism: The Use of Assessment Tools for Measuring
Violence Risk—Literature Review, Research Triangle Park, N.C., March 2017.

145

Said, Samira, “Hacker Sets Off Emergency Alarms, Frightening Dallas Residents,” CNN.com,
April 9, 2017. As of August 11, 2020:
https://www.cnn.com/2017/04/08/us/dallas-alarm-hack/index.html
Salinas, Sara, “Six Top U.S. Intelligence Chiefs Caution Against Buying Huawei Phones,”
CNBC News, February 13, 2018.
SANS Institute, CIS Critical Security Controls, 41st ed., Fredericksburg, Va., Winter 2016. As
of August 11, 2020:
https://www.cisecurity.org/wp-content/uploads/2017/03/Poster_Winter2016_CSCs.pdf
Schlichting, Alexander D., Assessment of Operational Energy System Cybersecurity
Vulnerabilities, McLean, Va.: MITRE Corporation, January 2018.
Schnaubelt, Christopher M., Eric V. Larson, and Matthew E. Boyer, Vulnerability Assessment
Method Pocket Guide: A Tool for Center of Gravity Analysis, Santa Monica, Calif.: RAND
Corporation, TL-129-A, 2014. As of August 11, 2020:
http://www.rand.org/pubs/tools/TL129.html
Scoles, Sarah, “New Satellites Will Use Radio Waves to Spy on Ships and Planes,” Wired,
November 7, 2018.
Secretary of the Navy Instruction 3501.1D, Department of the Navy Critical Infrastructure
Protection Program, Washington, D.C.: Department of the Navy, January 22, 2018.
Secretary of the Navy Instruction 3850.2E, Department of the Navy Counterintelligence,
Washington, D.C.: Department of the Navy, January 3, 2017.
Seligman, Laura, “Pentagon Seeks to Counter China’s Drone Edge,” Foreign Policy, August 27,
2019.
Sharman, Jon, “‘More Than 50 People’ Feared Dead After Taliban Attack on Afghan Military
Base,” The Independent, April 21, 2017.
Sheehan, Daniel Patrick, Emily Opilo, and Daryl Nerl, “City of Allentown Computer Systems
Hit by Virus That Will Require Nearly $1M Fix,” The Morning Call, February 20, 2018.
Sherman, Jason, “Pentagon Advisory Group Completes Classified Review of 5G Benefits and
Risks,” Inside Cybersecurity, April 24, 2019.
Shortell, David, “DHS Warns of ‘Strong Concerns’ That Chinese-Made Drones Are Stealing
Data,” CNN.com, May 20, 2019. As of August 11, 2020:
https://www.cnn.com/2019/05/20/politics/dhs-chinese-drone-warning/index.html
Shriver, Roland B., John C. Evans, and Marvin Leibstone, Countering Terrorism on Military
Installations: Final Report, McLean, Va.: Science Applications, Inc., October 14, 1977.
Skyward, State of Drones in Big Business, Stevens Point, Wisc., June 2018.
146

Sly, Liz, “Who Is Attacking Russia’s Bases in Syria? A New Mystery Emerges in the War,”
Washington Post, January 9, 2018.
———, “Like That AK-47? Kalashnikov Has a Kamikaze Drone for You,” Washington Post,
February 24, 2019.
Smith, Alexander, “Norway Calling Out Russia’s Jamming Shows European Policy Shift,” NBC
News, November 24, 2018.
Smith, Rebecca, “U.S. Utilities Tighten Security After 2013 Attack,” Wall Street Journal,
February 9, 2014.
———, “Cyberattacks Raise Alarm for U.S. Power Grid,” Wall Street Journal, December 30,
2016a.
———, “How a U.S. Utility Got Hacked,” Wall Street Journal, December 30, 2016b.
South, Todd, “The Army Must Better Protect Installations from Enemy Sabotage, Leaders Say,”
Army Times, October 10, 2017.
Speer, Robert M., “Army Directive 2017-09 (Management of the Individual Ready Reserve),”
memorandum for SEE distribution, Washington, D.C.: Secretary of the Army, U.S.
Department of Defense, February 6, 2017a.
Speer, Robert M., “Army Directive 2017-07 (Installation Energy and Water Security Policy),”
memorandum for SEE distribution, Washington, D.C.: Secretary of the Army, U.S.
Department of Defense, February 23, 2017b.
Stansberry, Leslie M., Augmenting Security on Department of Defense Installations to Defeat the
Active Shooter Threat, Fort Leavenworth, Kan.: U.S. Army Command and General Staff
College, October 6, 2016.
Stein, Jeff, “How Russia Is Using LinkedIn as a Tool of War Against Its U.S. Enemies,”
Newsweek, August 3, 2017.
Stockton, Paul, Resilience for Black Sky Days: Supplementing Reliability Metrics for
Extraordinary and Hazardous Events, Washington, D.C.: National Association of Regulatory
Utility Commissioners, February 2014.
Stockton, Paul N., and John P. Paczkowski, “Strengthening Mission Assurance Against
Emerging Threats: Critical Gaps and Opportunities for Progress,” Joint Force Quarterly, No.
95, October 2019, pp. 22–31.
Stouffer, Keith, Victoria Pillitteri, Suzanne Lightman, Marshall Abrams, and Adam Hahn, Guide
to Industrial Control Systems (ICS) Security, Gaithersburg, Md.: National Institute of
Standards and Technology, NIST Special Publication 800-82, rev. 2, May 2015.

147

Strom, Blake E., Joseph A. Battaglia, Michael S, Kemmerer, William Kupersanin, Douglas P.
Miller, Craig Wampler, Sean M. Whitley, and Ross D. Wolf, Finding Cyber Threats with
ATT&CK™-Based Analytics, Annapolis Junction, Md.: MITRE Corporation, June 2017.
Strumpf, Dan, Natasha Khan, and Charles Rollet, “Surveillance Cameras Made by China Are
Hanging All Over the U.S.,” Wall Street Journal, November 12, 2017.
Sullivan, Ian, “Making the Future More Personal: The Oft-Forgotten Human Driver in Future’s
Analysis,” Mad Scientist Laboratory blog, November 15, 2018. As of August 11, 2020:
https://madsciblog.tradoc.army.mil/98-making-the-future-more-personal-the-oft-forgottenhuman-driver-in-futures-analysis/
Surash, Jack, Army’s Pivot to Resilience: The Federal Utility Partnership Working Group,
Washington, D.C.: Department of the Army, Installations, Energy and Environment,
November 8, 2018.
Survivability/Vulnerability Information Analysis Center, Survivability-Vulnerability Analysis for
U.S. Army Critical Infrastructure Risk Management, Washington, D.C., 2008, Not available
to the general public.
Tabatabaei, Fahimeh, and Douglas Wells, “OSINT in the Context of Cyber-Security,” Babak
Akhgar, Petra Saskia Bayerl, and Fraser Sampson, eds., Open Source Intelligence
Investigation: From Strategy to Implementation, Basel, Switzerland, Springer International,
2016, pp. 213–231.
Tatham, Steve, and Ian Tunnicliffe, Social Media—The Vital Ground: Can We Hold It? Carlisle,
Pa.: Strategic Studies Institute, U.S. Army War College, 2017.
Thibodeaux, Todd, “Smart Cities Are Going to Be a Security Nightmare,” Harvard Business
Review, April 28, 2017.
Thomsen, Jacqueline, “Cyber Criminals Using Tactic to Spread to Other Connected Networks,
Research Finds,” The Hill, April 2, 2019.
Toffler Associates, Disruption 2030: Risks and Opportunities for DHS S&T in the Coming
Decade, Arlington, Va., January 2018.
University of California Berkeley Center for Long-Term Cybersecurity and CNA Institute for
Public Research, Cybersecurity Futures 2025: Insights and Findings, Berkeley, Calif.,
February 2019.
U.S. Air Force, “Steady State Operations,” Basic Doctrine, Montgomery, Ala.: Maxwell Air
Force Base, Curtis E. LeMay Center for Doctrine, Development and Education, Vol. 1,
February 27, 2015. As of August 11, 2020:
https://www.doctrine.af.mil/Portals/61/documents/Volume_1/V1-D35-Steady-State-Ops.pdf

148

U.S. Army, “Army Threat Integration Center,” Stand-To! website, May 21, 2013. As of August
11, 2020:
https://www.army.mil/standto/archive_2013-05-21
———, Army Installations 2025, Washington, D.C.: Headquarters, Department of the Army,
August 11, 2016.
———, Army Mobilization and Deployment Reference (AMDR), Washington, D.C.:
Headquarters, Department of the Army, 2018.
U.S. Army Criminal Investigation Command, “Command Intelligence Operations Center,”
webpage, August 6, 2019. As of August 11, 2020:
https://www.cid.army.mil/cioc.html
U.S. Army Cyber Command, “1st Information Operations Command (Land),” webpage, January
2018. As of June 30, 2019:
https://www.arcyber.army.mil/Organization/1st-IO-Command
U.S. Army Field Manual 4-01, Army Transportation Operations, Washington, D.C.:
Headquarters, Department of the Army, April 2014.
U.S. Army Field Manual 100-17, Mobilization, Deployment, Redeployment, Demobilization,
Washington, D.C.: Headquarters, Department of the Army, 1992 (obsolete).
U.S. Army Installation Management Command, FY18 IMCOM-Modified Defense Threat
Reduction Agency DoD Mission Assurance Assessment Guidelines, Fort Belvoir, Va.,
November 19, 2012, Not available to the general public.
U.S. Army Installation Management Command, Risk Assessment (RA) Matrix Worksheet v13,
Microsoft Excel workbook, undated (current version as of May 2019), Not available to the
general public.
U.S. Army Pamphlet 385-30, Risk Management, Washington, D.C.: Headquarters, Department
of the Army, December 2, 2014.
U.S. Army Pamphlet 190-51, Risk Analysis for Unclassified Army Resources, Washington, D.C.:
Headquarters, Department of the Army, June 27, 2019.
U.S. Army Regulation 25-2, Information Assurance, Washington, D.C.: Headquarters,
Department of the Army, October 24, 2007 (superseded April 4, 2019).
U.S. Army Regulation 40-5, Preventive Medicine, Washington, D.C.: Headquarters, Department
of the Army, May 25, 2007 (superseded May 12, 2020).
U.S. Army Regulation 135-200, Active Duty for Missions, Projects, and Training for Reserve
Component Soldiers, Washington, D.C.: Headquarters, Department of the Army, September
26, 2017.
149

U.S. Army Regulation 190-13, The Army Physical Security Program, Washington, D.C.:
Headquarters, Department of the Army, February 25, 2011 (superseded June 27, 2019).
U.S. Army Regulation 190-45, Law Enforcement Reporting, Washington, D.C.: Headquarters,
Department of the Army, September 27, 2016.
U.S. Army Regulation 350-9, Overseas Deployment Training, Washington, D.C.: Headquarters,
Department of the Army, November 8, 2004.
U.S. Army Regulation 381-12, Threat Awareness and Reporting Program, Washington, D.C.:
Headquarters, Department of the Army, June 1, 2016.
U.S. Army Regulation 500-3, U.S. Army Continuity of Operations Program Policy and
Planning, Washington, D.C.: Headquarters, Department of the Army, April 18, 2008.
U.S. Army Regulation 500-5, Army Mobilization, Washington, D.C.: Headquarters, Department
of the Army, April 16, 2015.
U.S. Army Regulation 525-2, The Army Protection Program, Washington, D.C.: Headquarters,
Department of the Army, December 8, 2014.
U.S. Army Regulation 525-13, Antiterrorism, Washington, D.C.: Headquarters, Department of
the Army, February 2017, Not available to the general public.
U.S. Army Regulation 525-26, Infrastructure Risk Management (Army), Washington, D.C.:
Headquarters, Department of the Army, June 22, 2004.
U.S. Army Regulation 525-27, Army Emergency Management Program, Washington, D.C.:
Headquarters, Department of the Army, March 13, 2009 (superseded March 29, 2019).
U.S. Army Regulation 525-93, Army Deployment and Redeployment, Washington, D.C.:
Headquarters, Department of the Army, November 12, 2014 (superseded October 23, 2019).
U.S. Army Regulation 530-1, Operations Security, Washington, D.C.: Headquarters, Department
of the Army, September 26, 2014.
U.S. Army Regulation 600-8-101, Personnel Readiness Processing, Washington, D.C.:
Headquarters, Department of the Army, March 6, 2018.
U.S. Army Regulation 600-8-105, Military Orders, Washington, D.C.: Headquarters,
Department of the Army, 1994 (superseded March 22, 2019).
U.S. Army Regulation 600-8-105, Military Orders, Washington, D.C.: Headquarters,
Department of the Army, March 22, 2019.
U.S. Army Regulation 600-20, Army Command Policy, Washington, D.C.: Headquarters,
Department of the Army, November 6, 2014.

150

U.S. Army Regulation 601-10, Management and Recall to Active Duty of Retired Soldiers of the
Army in Support of Mobilization and Peacetime Operations, Washington, D.C.:
Headquarters, Department of the Army, March 13, 2009 (superseded June 7, 2019).
U.S. Army Regulation 690-11, Use and Management of Civilian Personnel in Support of
Military Contingency Operations, Washington, D.C.: Headquarters, Department of the
Army, May 26, 2004.
U.S. Army Regulation 700-80, Army In-Transit Visibility, Washington, D.C.: Headquarters,
Department of the Army, September 30, 2015.
U.S. Army Techniques Publication 3-35, Army Deployment and Redeployment, Washington,
D.C.: Headquarters, Department of the Army, March 2015.
U.S. Army Techniques Publication 4-16, Movement Control, Washington, D.C.: Headquarters,
Department of the Army, April 2013.
U.S. Army Techniques Publication 4-41, Army Field Feeding and Class I Operations,
Washington, D.C.: Headquarters, Department of the Army, December 2015.
U.S. Army Techniques Publication 4-42, General Supply and Field Services Operations,
Washington, D.C.: Headquarters, Department of the Army, July 2014.
U.S. Army Techniques Publication 5-19, Risk Management, Washington, D.C.: Headquarters,
Department of the Army, April 2014.
U.S. Army Training and Doctrine Command, The Operational Environment and the Changing
Character of Future Warfare, Newport News, Va.: Fort Eustis, 2018.
———, Multi-Domain Battle: Evolution of Combined Arms for the 21st Century 2025–2040,
version 1.0, Newport News, Va.: Fort Eustis, December 2017.
U.S. Army Training and Doctrine Command Pamphlet 525-3-1, The U.S. Army in Multi-Domain
Operations 2028, Washington, D.C.: Headquarters, Department of the Army, December 6,
2018.
U.S. Army War College, How the Army Runs: A Senior Leader Reference Handbook, 2017–
2018, Carlisle, Pa., January 18, 2018.
U.S.-China Economic and Security Review Commission, Hearing on China, the United States,
and Next Generation Connectivity, Washington, D.C.: U.S. Government Printing Office,
March 8, 2018a.
———, 2018 Report to Congress of the U.S.-China Economic and Security Review Commission,
Washington, D.C.: U.S. Government Printing Office, November 2018b.
———, 2019 Report to Congress of the U.S.-China Economic and Security Review Commission,
Washington, D.C.: U.S. Government Printing Office, November 2019.
151

U.S. Department of the Army Form 7425, Readiness and Deployment Checklist, Washington,
D.C., February 2015.
U.S. Department of Defense, Military Deployment Guide: Preparing You and Your Family for
the Road Ahead, Washington, D.C., February 2012a.
———, Mission Assurance Strategy, Washington, D.C., April 2012b.
———, Department of Defense Infrastructure Capacity, Washington, D.C., October 2017.
———, Defense Threat Reduction Agency DoD Mission Assurance Assessment Guidelines,
Washington, D.C., 2018a, Not available to the general public.
———, DoD Mission Assurance Assessment Benchmarks, Washington, D.C., 2018b, Not
available to the general public.
———, FY18 IMCOM-Modified Defense Threat Reduction Agency DoD Mission Assurance
Assessment Guidelines, Washington, D.C., 2018c, Not available to the general public.
———, Sharpening the American Military’s Competitive Edge: Summary of the 2018 National
Defense Strategy of the United States of America, Washington, D.C., 2018d.
———, Mission Assurance Risk Management System (MARMS): Overview, Washington, D.C.,
2019, Not available to the general public.
———, DOD Dictionary of Military and Associated Terms, Washington, D.C., June 2020.
U.S. Department of Defense and Federal Aviation Administration, Title 10 U.S. Code § 130i
Semiannual Congressional Briefing, Washington, D.C., 2018, Not available to the general
public.
U.S. Department of Energy, Strengthening the Cybersecurity of Federal Networks and Critical
Infrastructure: Section 2(e): Assessment of Electricity Disruption Incident Response
Capabilities, Washington, D.C., August 9, 2017.
U.S. Department of Homeland Security, Interim Integrated Risk Management Framework,
Washington, D.C., January 2009.
———, Reference Manual to Mitigate Potential Terrorist Attacks Against Buildings,
Washington, D.C., 2011a.
———, Risk Management Fundamentals, Washington, D.C., April 2011b.
———, Common Cybersecurity Vulnerabilities in Industrial Control Systems, Washington,
D.C., May 2011c.
———, Risk Management Strategy for the Provide Incident Management Capabilities Critical
Function, Washington, D.C., July 2011d.

152

———, The Strategic National Risk Assessment in Support of PPD 8: A Comprehensive RiskBased Approach Toward a Secure and Resilient Nation, Washington, D.C., December 2011e.
———, Threat and Hazard Identification and Risk Assessment Guide: Comprehensive
Preparedness Guide (CPG) 201, First Edition, Washington, D.C., April 2012.
———, NIPP 2013: Partnering for Critical Infrastructure Security and Resilience, Washington,
D.C., 2013a.
———, Supplemental Tool: Executing A Critical Infrastructure Risk Management Approach,
Washington, D.C., 2013b.
———, Government Facilities Sector-Specific Plan: An Annex to the NIPP 2013, Washington,
D.C., 2015a.
———, The Future of Smart Cities: Cyber-Physical Infrastructure Risk, Washington, D.C.,
August 2015b.
———, Risk Assessment of Non-Traditional Aviation Technology (NTAT) in the National
Capital Region (NCR), Washington, D.C., 2016a, Not available to the general public.
———, National Mitigation Framework, 2nd ed., Washington, D.C., June 2016b.
———, Recommended Practice: Improving Industrial Control System Cybersecurity with
Defense-in-Depth Strategies: Industrial Control Systems Cyber Emergency Response Team,
Washington, D.C., September 2016c.
———, Critical Infrastructure Threat Information Sharing Framework: A Reference Guide for
the Critical Infrastructure Community, Washington, D.C., October 2016d.
———, The Risk Management Process for Federal Facilities: An Interagency Security
Committee Standard, 2nd ed., Washington, D.C., November 2016e.
———, Instruction Manual 262-12-001-01: DHS Lexicon Terms and Definitions, rev. 2,
Washington, D.C., October 16, 2017.
———, Countering False Information on Social Media in Disasters and Emergencies: Social
Media Working Group for Emergency Services and Disaster Management, Washington,
D.C., March 2018a.
———, Threat and Hazard Identification and Risk Assessment (THIRA) and Stakeholder
Preparedness Review (SPR) Guide: Comprehensive Preparedness Guide (CPG) 201, 3rd ed.,
Washington, D.C., May 2018b.
———, Threats to Pharmaceutical Supply Chains: The Public-Private Analytic Exchange
Program—Research Findings, Washington, D.C., July 2018c.

153

———, Resilience Framework: Providing a Roadmap for the Department in Operational
Resilience and Readiness, Washington, D.C., August 13, 2018d, Not available to the general
public.
———, “Secretary Nielsen Remarks at AUSA Annual Meeting and Exhibition: As Prepared for
Delivery,” October 9, 2018e. As of August 11, 2020:
https://www.dhs.gov/news/2018/10/09/secretary-nielsen-remarks-ausa-annual-meeting-andexhibition-prepared-delivery
———, Strategy for Protecting and Preparing the Homeland Against Threats of
Electromagnetic Pulse and Geomagnetic Disturbances, Washington, D.C., October 9, 2018f.
———, Department of Homeland Security Strategic Framework for Countering Terrorism and
Targeted Violence, Washington, D.C., September 2019.
———, Summary of Terrorism Threats to the U.S. Homeland, Washington, D.C.: National
Terrorism Advisory System bulletin, January 4, 2020.
U.S. Government Accountability Office, Defense Critical Infrastructure: Actions Needed to
Improve the Identification and Management of Electrical Power Risks and Vulnerabilities to
DOD Critical Assets, Washington, D.C., GAO-10-147, October 2009.
———, Social Media: Federal Agencies Need Policies and Procedures for Managing and
Protecting Information They Access and Disseminate, Washington, D.C., GAO-11-605, June
2011.
———, Maritime Critical Infrastructure Protection: DHS Needs to Better Address Port
Cybersecurity, Washington, D.C., GAO-14-459, June 2014a.
———, Standards for Internal Control in the Federal Government, Washington, D.C., GAO-14704G, September 2014b.
———, Federal Facility Cybersecurity: DHS and GSA Should Address Cyber Risk to Building
and Access Control Systems, Washington, D.C., GAO-15-6, December 2014c.
———, Defense Infrastructure: Improvements in DOD Reporting and Cybersecurity
Implementation Needed to Enhance Utility Resilience Planning, Washington, D.C., GAO-15749, July 2015a.
———, Insider Threats: DOD Should Improve Information Sharing and Oversight to Protect
U.S. Installations, Washington, D.C., GAO-15-543, July 2015b.
———, Defense Infrastructure: Improvement Needed in Energy Reporting and Security
Funding at Installations with Limited Connectivity, Washington, D.C., GAO-16-164, January
2016.

154

———, Internet of Things: Status and Implications of an Increasingly Connected World,
Washington, D.C., GAO-17-75, May 2017a.
———, Internet of Things: Enhanced Assessments and Guidance Are Needed to Address
Security Risks in DOD, Washington, D.C., GAO-17-668, July 2017b.
———, Climate Change Adaptation: DOD Needs to Better Incorporate Adaptation into
Planning and Collaboration at Overseas Installations, Washington, D.C., GAO-18-206,
November 2017c.
———, Artificial Intelligence: Emerging Opportunities, Challenges, and Implications,
Washington, D.C., GAO-18-142SP, March 2018a.
———, National Security: Long-Range Emerging Threats Facing the United States as Identified
by Federal Agencies, Washington, D.C., GAO-19-204SP, December 2018b.
———, Weapon Systems Annual Assessment: Limited Use of Knowledge-Based Practices
Continues to Undercut DoD’s Investments, Washington, D.C., GAO-19-336SP, May 2019a.
———, Climate Resilience: DOD Needs to Assess Risk and Provide Guidance on Use of
Climate Projections in Installation Master Plans and Facilities Designs, Washington, D.C.,
GAO-19-453, June 2019b.
U.S. Marine Corps, “Revised Implementation Guidance for the Use of the Marine Corps Critical
Asset Management System (Mc-CAMS) and the Use of the DOD System of Record for
Vulnerability Tracking,” MARADMINS 046/18, January 19, 2018.
Valdez, Andrew J., “The Intelligence Warfighting Function in the Joint Capabilities Integration
and Development System,” Military Intelligence Professional Bulletin, Vol. 44, No. 1,
January–March 2018, pp. 13–16.
Vann, Kathleen S., David R. Della-Rovere, Paul M. Loechl, and Harold E. Balbach, Installation
Strategic Planning Guidebook, Washington, D.C.: U.S. Army Corps of Engineers, May
2012.
Vick, Alan J., Air Base Attacks and Defensive Counters: Historical Lessons and Future
Challenges, Santa Monica, Calif.: RAND Corporation, RR-968-AF, 2015. As of August 11,
2020:
https://www.rand.org/pubs/research_reports/RR968.html
Von Mises, Ludwig, “Economic Calculation in the Socialist Commonwealth,” Socialism: An
Economic and Sociological Analysis, London: Jonathan Cape, 1936.
Wagner, Andrew, “Climate Change’s Impact on Military Installations Around the World,”
Government Matters, January 9, 2019. As of August 11, 2020;
https://govmatters.tv/climate-changes-impact-on-military-installations-around-the-world/

155

Weiss, Joe, “Cyber Security of Industrial Control Systems (ICSs),” briefing, Applied Control
Solutions, February 23, 2016. As of August 11, 2020:
https://sites.nationalacademies.org/cs/groups/pgasite/documents/webpage/pga_171119.pdf
White, Andrew, “Mini- and Micro Unmanned Aerial Vehicles (UAV),” Military Technology,
Vol. 39, No. 7/8, Summer 2015, pp. 46–49.
White House, Executive Order on Coordinating National Resilience to Electromagnetic Pulses,
Washington, D.C., March 26, 2019.
Whitlock, Joseph, “The Army’s Mobilization Problem,” WAR ROOM, October 13, 2017.
Willis, Henry H., Jacqueline MacDonald Gibson, Regina A. Shih, Sandra Geschwind, Sarah
Olmstead, Jianhui Hu, Aimee E. Curtright, Gary Cecchine, and Melinda Moore, “Prioritizing
Environmental Health Risks in the UAE,” Risk Analysis, Vol. 30, No. 12, December 2010,
pp. 1842–1856.
Willis, Henry H., Tom LaTourrette, Terrence K. Kelly, Scot C. Hickey, and Samuel Neill,
Terrorism Risk Modeling for Intelligence Analysis and Infrastructure Protection, Santa
Monica, Calif.: RAND Corporation, TR-386-DHS, 2007. As of August 11, 2020:
http://www.rand.org/pubs/technical_reports/TR386/
Willis, Henry H., and Anu Narayanan, Risk Analysis: Methods and Applications Course
Syllabus, Santa Monica, Calif.: Pardee RAND Graduate School, Fall 2017, Not available to
the general public.
Willis, Henry H., Mary Tighe, Andrew Lauland, Liisa Ecola, Shoshana R. Shelton, Meagan L.
Smith, John G. Rivers, Kristin J. Leuschner, Terry Marsh, and Daniel M. Gerstein,
Homeland Security National Risk Characterization: Risk Assessment Methodology, Santa
Monica, Calif.: RAND Corporation, RR-2140-DHS, 2018. As of August 11, 2020:
https://www.rand.org/pubs/research_reports/RR2140.html
Willon, Phil, “Motive a Mystery in Car Explosion at Travis Air Force Base,” Los Angeles Times,
March 23, 2018.
Wills, Patrick, Joint Capabilities Integration and Development System (JCIDS) A Primer,
Defense Acquisition University, February 22, 2017. As of August 11, 2020:
https://www.dau.edu/training/Documents/JCIDS%20Primer,%20revised%2022%20Feb%20
2017.pdf
Wilson, Heather, and David L. Goldfein, “U.S. Air Force Infrastructure Investment Strategy
(I2S),” memorandum for record, Washington, D.C., January 29, 2019.
Withington, Thomas, “Bad to the Drone: Counter-UAV Systems Overview,” Military
Technology, Vol. 42, No. 5, 2018, pp. 71–73.

156

Witze, Alexandra, “Global 5G Wireless Networks Threaten Weather Forecasts,” Nature, Vol.
569, No. 7754, 2019, pp. 17–18.
Wong, Roger, Usha Mohan, Michael Canty, Tina Chester, Richard Chung, and Terry White,
“Installations of the Future: Day in the Life of a Garrison Commander,” Small Wars Journal,
June 18, 2018. As of August 11, 2020:
https://smallwarsjournal.com/jrnl/art/mad-scientist-initiative-installations-future-day-lifegarrison-commander
Wood, Dakota L., ed., 2019 Index of U.S. Military Strength, Washington, D.C.: Heritage
Foundation, 2019.
World Economic Forum, Harnessing the Fourth Industrial Revolution for Life on Land:
Towards an Inclusive Bio-Economy, Geneva, Switzerland, January 2018.
———, The Global Risks Report 2019: 14th Edition, Geneva, Switzerland, 2019.
Yadron, Danny, “Iranian Hackers Infiltrated New York Dam in 2013,” Wall Street Journal,
December 20, 2015.
Zhu, Bonnie, Anthony Joseph, and Shankar Sastry, “A Taxonomy of Cyber Attacks on SCADA
Systems,” 2011 International Conference on Internet of Things and 4th International
Conference on Cyber, Physical and Social Computing, Dalian, China: 4th International
Conference on Cyber, Physical and Social Computing, October 19–22, 2011, pp. 380–388.

157

A RROYO C ENTER

T

he United States has entered a new phase of global conflict in which
adversaries might seek to delay or disrupt Army installations’ ability to
power project, mobilize forces, and conduct other wartime missions. As
noted in the 2018 National Defense Strategy, “it is now undeniable that
the homeland is no longer a sanctuary.” Adversary actions might involve

complex attacks that are conducted over an extended period of time and targeted at
multiple continental United States (CONUS) installations, their surrounding communities,
and critical communication nodes. To address this challenge, RAND researchers
cataloged innovative and emerging threats to installations, identified deficiencies in
the Army’s current threat assessment methodologies, and developed a framework to
assess potential solutions and the resources required to defend against these threats.
The framework was presented to and discussed with a group of experts at an Army
installation and at U.S. Army North.
In practice, most of the threat and risk-assessment methodologies used by the
Army focus on known threats. For example, emphasis is placed on terrorist attacks,
active shooters, and cyberattacks. However, it is unlikely that future threats to power
projection in a contested environment will mimic previous events. Although the
assessments provide valuable information, they are not calibrated to measure how
well Army installations would respond to a coordinated attack by a capable adversary
employing a combination of effects. Significant changes need to take place to ensure
that installations are adequately protected from a capable adversary’s ability to disrupt
CONUS installations’ wartime missions.
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