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A core mission of kindergarten-through–12th grade (K–12) schools across the United States 
is to provide a safe environment in which school-age children can thrive and where teach-
ing and learning can proceed free of crime and violence. As schools strive to fulfill their 
educational mission, one of the challenges they face is minimizing the risk of criminal 

and violent acts that occur within and outside school boundaries. These incidents affect not just 

KEY FINDINGS
 ■ A systems approach requires conceptualizing school physical security as a compo-

nent of the broader school safety system. Such an approach also includes the elements 
of prevention and response and recovery. Protection and risk mitigation extend beyond the 
physical security space to affect and interact with important elements of school violence pre-
vention, such as student mental health and school climate, as well as emergency response 
and recovery efforts.

 ■ School physical security is a system consisting of physical security equipment and 
technology, building and architectural design features, people and personnel, policies 
and procedures, and associated training and exercise requirements. The equipment, 
technology, and design features that a school has in place to protect its campus are all inter-
related within the physical security space and have cost and other implications that local 
education agencies (LEAs) will need to consider. The people and personnel that schools have 
to provide security, as well as related policies, procedures, and training, ensure that these 
interconnected technologies, equipment, and site and building design features work in con-
cert and in the service of the larger system.

 ■ LEAs will be best placed to achieve security and safety benefits when they take a 
layered approach to protection and mitigation. Measures in place at the campus perim-
eter, school grounds, building perimeter, and building interior provide incremental protection 
against threats and help prevent single points of failure. How schools prioritize certain layers 
over others will depend on their unique contexts, including the surrounding neighborhood, 
campus and building layout, student population, and geographical location.
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the people involved but also bystanders and the 
community within and surrounding the school. 
According to the National Center for Education 
Statistics (NCES), students ages 12 to 18 experienced 
more than 800,000 nonfatal victimizations at school 
in 2018, and schools across the country reported a 
total of 66 school shootings during the 2018–2019 
school year, 29 of which included deaths (Wang et al., 
2020).1 Although the latter type of violence receives 
the most media attention because of its severity, 
more-common problems can also have significant 
and enduring effects on children’s school and life out-
comes; schools regularly address challenges related to 
trespassing, sexual assault, physical fighting, weapon 
carrying, bullying, and widespread classroom disor-
der, as well as the distribution, possession, and use of 
alcohol and drugs (Schwartz et al., 2016).

Schools have responded in a variety of ways to 
prevent crime and violence on their campuses—by, 
for instance, implementing behavioral interven-
tions and zero-tolerance policies,2 mandating school 

uniforms, and creating anonymous tip lines for 
students to report threatening behavior or acts of 
violence. In the physical security realm, schools 
have also turned to limiting or controlling access to 
their campuses—through, for example, improved 
visitor management systems, increased video sur-
veillance, door lock systems, and security guards. 
According to NCES, schools increased their use of 
security cameras by 19 percent in 2018 from levels in 
the 1999–2000 school year and their use of security 
staff by 20 percent; as of July 2020, the overwhelm-
ing majority of schools (92 percent) reported having 
written plans in place for procedures that should 
take place in the event of an active-shooter situation 
(Wang et al., 2020).

There has been growing attention to school 
safety and the related growth in the school safety 
technology sector and to the development of guid-
ance at many levels and from a variety of sources. 
However, available tools and resources do not yet 
provide local education agencies (LEAs)3 with every-
thing that they need to support their decisions about 
how to best approach physical security to protect 
their campuses (Steiner et al., 2021). Guidance from 
the federal, state, and other levels in particular has 
been discrete and disjointed, often focusing on one 
topic, technology, or procedure at the expense of 
offering a holistic picture of how to protect and miti-
gate a full set of risks.4 Just as the risks that schools 
face are diverse and manifold, so have been the physi-
cal security measures schools have implemented to 
respond to these risks. This diversity in both risk 
and possible responses underscores the complexity 
inherent in implementing a school safety plan that 
appropriately protects students, staff, and the school 
but does not impede efforts to create a welcoming 
and inclusive environment that promotes teaching 
and learning. Indeed, this is arguably one of the big-
gest challenges that schools currently face. To add to 
the challenge, LEA officials who are regularly tasked 
with making difficult decisions about how best to 
protect their environments are most often not experts 
in physical security.

Although no school will ever be immune to the 
risk of violence, schools can take effective approaches 
to safety by carefully considering and integrating 
security equipment, technologies, and design features 
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with carefully designed personnel roles, policies and 
procedures, and training programs. Such an inte-
grated approach can help stakeholders create safe 
and secure spaces for school communities and do not 
require that school principals, facility managers, or 
other teachers and staff become experts in physical 
security design and implementation.

Purpose and Approach

The purpose of this report is to synthesize the 
scholarly and broader literature on physical security 
planning from a wide variety of disciplines (includ-
ing school-specific literature) to develop and pres-
ent a systems approach to school physical security. 
The report itself is part of a larger effort to provide 
enhanced tools for K–12 schools and school systems 
to improve school safety, through the development of 
a revised edition of K–12 School Security: A Guide for 
Preventing and Protecting Against Gun Violence (U.S. 
Department of Homeland Security [DHS], 2018) and 
the associated survey. The comprehensive doctrine 
and methodology will assist LEAs in conducting vul-
nerability assessments and planning and implement-
ing layered physical security elements and associated 
policies, procedures, practices, personnel, and train-
ing programs across K–12 districts and campuses.

In support of this objective, we conducted a 
two-phased literature review. In the first phase, we 
reviewed current guidance for school security mea-
sures, including federal, state, local, and nongovern-
ment guidance and assessment resources as they 
pertain to school safety. We also reviewed the litera-
ture on the use of technology and physical security 
measures to keep schools safe, which addresses the 
effectiveness of approaches to school physical secu-
rity and the key challenges associated with various 
approaches to school security and safety. This com-
ponent of our review also included literature about 
the impact that security and resilience measures can 
have on the broader educational mission and school 
climate.

In the second phase, we expanded our review 
to include literature from sectors that we considered 
comparable to the school environment. The goal in 
broadening our search was to take advantage of work 
done addressing similar security problems in other 

contexts; we selected nonschool sectors and settings 
on the basis of their similarity to certain features of 
the school setting, including the need to maintain a 
welcoming and open environment; use by and pas-
sage through of large numbers of diverse people in 
terms of age and physical ability; and the existence 
of diverse facilities as a result of size, location, and 
other factors. Our review considered literature on 
physical security and safety in houses of worship; 
health care facilities; nonmilitary federal facilities; 
crowded places, including shopping centers and event 
spaces; the transportation sector; military facilities; 
critical infrastructure; and correctional facilities. Just 
as schools face the challenge of making investments 
in safety and security measures that do not impede 
other important characteristics of their facilities, 
these other types of locations and facilities must do 
so as well; we sought to benefit from that foundation. 

Our sources across both review phases included 
federal, state, and local district guidance, as well as 
peer-reviewed and other published literature and 
research, policy- or issue-specific briefs, written 
opinion pieces from key stakeholders in the research 
and practitioner communities, commission reports, 
and course modules or instruction manuals. A tech-
nical appendix at the end of this report provides 
more detail on our methods.

The audience for this report and our companion 
report includes a variety of stakeholders. As noted 
previously, the reports will be important insofar as 
they inform the development of the Cybersecurity 
and Infrastructure Security Agency’s (CISA’s) revised 
guidance on school safety and an improved school 
safety survey tool. Our intent is also to make these 
reports accessible to LEAs and individual schools: 
They are intended to help school and district leaders 
better plan for security and safety and more effec-
tively respond to requests for proposals for security 
planning support. Finally, these reports should also 
be of value to legislative bodies, including grant-
making institutions and elected legislators who enact 
laws to support school safety. 

Physical Security in the K–12 Context

Generally speaking, physical security refers to the 
protection of people and spaces from physical actions 



4

and events that could cause serious harm, damage, 
or loss; DHS’s Science and Technology Directorate 
defines it as “the protection of an organization’s 
assets from threats that could cause losses or dam-
ages [sic]” (Science and Technology Directorate, 
2016). The term usually describes specific measures 
and equipment that are designed to deny unau-
thorized access to facilities and protect people and 
property from damage or harm. Measures and 
equipment might include visitor management sys-
tems, closed-circuit television (CCTV) surveillance, 
protective barriers, metal detectors, locks, intru-
sion detection sensors and alarms, and security 
guards. Physical security can have a variety of goals 
and is most often assessed by the ability of specific 
measures—equipment, technologies, design features, 
procedures, and personnel—to interact and effec-
tively identify, slow, and stop specific threats (Garcia, 
2008; U.S. Interagency Security Council, 2015).5 

We frequently use the terms protection and miti-
gation to refer to physical security. For our purposes, 
protection refers to the objective of keeping people 

and property safe from threats and emergencies, 
while mitigation refers to the goal of reducing the 
damage or harm caused by adverse incidents when 
they occur. We use the terms physical security system 
and protection and mitigation system interchange-
ably throughout the report. The physical security, or 
protection and mitigation, system consists of a set 
of measures that together reduce the safety risk that 
threats pose to an environment. 

Different physical security measures can reduce 
risk either by producing a set of outcomes that limit 
the chances of a damaging event occurring or by 
dampening the effects of an event’s adverse conse-
quences. In the literature, these outcomes typically 
include the functions of deterrence, detection, delay, 
and response (Williams, 2019). Although, in this 
report, we do not focus in detail on deterrence, it 
is worth noting that deterrence is often the result 
of carefully applied measures to detect, delay, and 
respond to safety-related incidents (Morral and 
Jackson, 2009). When these pieces function appro-
priately, an attacker is more likely to believe that 
their plan will be too difficult to execute or will fail 
altogether and abort it. In short, LEAs should aim to 
plan to the tangible, more–easily estimated security 
outcomes of detection, delay, and response; these will 
create additional benefits to the extent that they also 
work to deter action.

Understanding that deterrence is a necessary 
function of physical security in schools, our focus 
in this research focuses primarily on the last three 
outcomes:

• Detection refers to a measure’s ability to 
communicate that a safety-related incident 
is occurring or about to occur. Examples of 
measures that contribute to the detection 
function can include CCTV, security guard 
patrols, and open-plan designs that allow for 
natural surveillance.

• As a physical security outcome, delay includes 
those measures that increase the level of effort 
and resources necessary for a dangerous 
incident to occur. These can include fencing, 
landscaping design, or various locking mecha-
nisms at entrances.

Protection keeps 
people and property 
safe from threats and 
emergencies; mitigation 
reduces the damage 
caused by adverse 
incidents when they 
occur. Together, they 
make up a physical 
security system to 
deter, detect, delay, and 
respond to incidents.
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• Response refers to those measures that con-
tribute to overcoming a threat or limiting the 
damage caused by a threat—security guards, 
communication and notification equipment, 
or first aid kits, among others. In general, 
physical security measures that provide early 
detection capabilities and sufficiently delay a 
threat enable timely and appropriate response 
that can limit the consequences of an event. 

LEAs need a framework for thinking about how 
to approach physical security on their campuses and 
achieve the aforementioned outcomes. We describe 
four different types of analysis that, together and in 
this order, help them do so:6 

1. A threat analysis focuses on the types of 
safety-related incidents that can occur at a 
school and how likely they are to happen. 
Threats vary from school to school, such that 
certain threats might be very likely in one 
school but rare in another. 

2a. A risk analysis asks how serious the conse-
quences of specific safety-related incidents 
might be should they occur and combines 
consequence estimates with the likelihood 
estimates derived from the threat analysis. A 
safety-related incident that is highly likely to 
occur and is also likely to have severe conse-
quences would constitute a high-risk event. 
Less serious safety-related incidents, even if 
relatively common occurrences, would fall 
into a lower risk category.

2b. A vulnerability analysis asks what mix of 
passive, active, and procedural physical secu-
rity or protection and mitigation measures 
the school already has in place and how these 
already work together to reduce the risks 
that school faces. A school with existing 
robust safety and physical security measures 
might already address a majority of the risks 
it faces, leaving little residual risk to address.

3. Security planning assesses any residual risk 
and focuses on what to do about it. For 
example, what measures might a school 
practically add to its suite of existing security 
methods, and what impact would these addi-
tions have on improving safety?

The focus of the discussion in this report is largely 
on segments 2b and 3 of this framework, although 
considering how different security solutions combine 
and interact to protect a school first requires a vision 
of the nature of the threat and the risk that it poses. 

In conducting both vulnerability analysis and 
security planning, an LEA can consider applying dif-
ferent physical security measures—whether intended 
to provide protection against an event or mitigate its 
harmful effects—at various levels, or layers, across 
a facility or space. Here, we use the term physical 
security layers in reference to how various elements 
of the system are arranged across space and how they 
re inforce each other to provide effective protection. 
For instance, a layered system might include overlap-
ping security measures, such as a perimeter fence, 
parking lot lighting, CCTV, and alarm systems, that 
together make it incrementally more difficult for 
an intruder to enter a protected zone undetected 
(National Academies of Sciences, Engineering, and 
Medicine, 2009). 

Figure 1 provides a schematic that lays out the 
various layers that LEA leaders need to consider 
when designing and implementing their physical 
security system. The four layers that we address in 
this report are

• the outer-perimeter layer, which demarcates 
the school property boundary

• the school-grounds layer, which encompasses 
everything within that perimeter, such as 
parking lots, playgrounds, and athletic fields

• the building-perimeter layer, which includes 
the building envelope and such areas as 
entrances, windows, and other places through 
which someone might gain access into the 
school building

• the building-interior layer itself, which 
includes everything from classrooms, hall-
ways, and administrative offices to common 
spaces.7 

Ultimately, a layered approach to physical 
security prevents single points of failure within the 
system; if an outside attacker successfully breaches a 
fence installed to protect a campus’s outer boundar-
ies (the campus perimeter layer), surveillance video 
from a CCTV system installed in the parking lot (the 
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school-grounds layer) will alert security personnel 
to their presence, enabling other response options. 
Failing that, key-card readers installed at building 
entrances (the building-perimeter layer) will make 
it more difficult for the attacker to enter the facility 
itself. Finally, additional CCTV systems installed in 
hallways and common areas (building-interior layer) 
can alert school personnel to an intruder if one has 
breached an entrance. Notably, schools will need 
to rely more or less on specific layers of protection 
depending on their layout, design, or surround-
ing neighborhood, among other factors. A school 
that is colocated with other businesses in a building 
or campus, for example, might not be able to limit 
access to protect its outer-perimeter layer. In this 
case, it might need to rely more on measures installed 
at other layers, such as the building perimeter or 
building interior. We discuss this layered approach 
to school physical security and its associated implica-
tions in more detail later in the report.

Taking a Systems Approach to Physical 
Security

This report takes a systems approach to school physi-
cal security. Systems thinking, or a systems approach, 
is a holistic approach to analysis that focuses on the 

way in which a system’s constituent parts are related 
to one another and work together within that system 
(Meadows, 2008). System typically refers to a set of 
elements, measures, or procedures that work together 
as parts of a mechanism or interconnecting network 
to produce outcomes, achieve desired results, and 
avoid pernicious ones. The individual elements, or 
parts, of a system are necessary, but they are not 
self-sufficient; the system cannot achieve its purpose 
without the elements, but the elements by them-
selves cannot replicate the functions of the system. 
In other words, the whole (system) is greater than 
the sum of its parts (elements). Ultimately, systems 
approaches draw on interdisciplinary thinking and 
stand apart from traditional analytical approaches, 
which disaggregate systems into separate elements. 
They are widely applied across diverse research fields, 
including medicine, environmental studies, politics, 
economics, human resources, and education (Berry 
et al., 2018).

The incentives to maintain stovepipe 
systems—individual structures that operate inde-
pendently of one another—are significant across 
organizations of nearly any kind. Indeed, such fac-
tors as limited budgets, protecting organizational 
turf, training staff so that they build up specialized 
and focused technical expertise, and the difficulty of 

FIGURE 1

A School's Physical Security Layers
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planning and implementing an integrated system all 
push toward the development of isolated structures 
and orders (Rabkin et al., 2004). Yet the dangers of 
isolated systems are clear. It is generally not effective 
to invest heavily in technology without training or 
equipping staff to leverage the security benefits that 
the technologies installed across facilities provide. 
Instead, a more reliable and effective approach to 
security becomes possible when all aspects of the 
system can work together to prevent, protect, and 
respond to events (Neudorff et al., 2006).

When we talk specifically about a systems 
approach to school physical security (or protection 
and mitigation), we stress the importance of ensuring 
that various security measures work together in an 
integrated fashion and that a plan takes into account 
the various contingencies that must also be in place 
for that system to work effectively. For example, 
technology installed to protect a school building will 
provide security benefits if school staff have a role 
in operating the technology and where policies and 
procedures are in place to respond to a threat when 
the technology detects one. Exercises and training 
further contribute to system effectiveness by provid-
ing opportunities for the school community to prac-
tice various responses as outlined in the policies and 
procedures. Moreover, a systems approach to protec-
tion and mitigation can help decisionmakers ensure 
that the implemented measures work in concert with 
the larger school safety system that also includes vio-
lence prevention and response and recovery phases. 
Ultimately, a school’s approach to security should 
complement the school’s broader education mission 
and not undermine school climate or the educational 
experience of students and staff.8 School safety and 
security are part of the schools’ larger mission; a 
systems approach to physical security prioritizes this 
relationship.

Organization of This Report

The remainder of this report consists of four addi-
tional sections: 

• After providing an introduction to the full 
spectrum of school safety, or school safety 
system, the next section provides an over-

view of the three phases—prevention; pro-
tection and mitigation; and response and 
recovery—and their interconnections. It 
focuses in most depth on the protection and 
mitigation phase. 

• The third section describes a systems 
approach to protection and mitigation in 
schools, focusing on identifying and assessing 
risks and associated physical security func-
tions and needs. 

• The fourth section breaks down the five 
elements of protection and mitigation and 
explains how a school can “build” its physical 
security system by integrating these elements 
and engaging external stakeholders.

• A final section summarizes our findings and 
lists implications for LEAs.

The School Safety System

Applying systems thinking to the school “enterprise,” 
one might think of a school as a unit that incorpo-
rates various elements, including safety, teaching and 
learning, school operations and culture, and families 
and the surrounding community. School safety is 
just one element of this broader system or enterprise, 
and a school cannot achieve its educational mission 

FIGURE 2

The School “Enterprise”
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without all of these elements working in concert (see 
Figure 2). 

Imagine a school surrounded by a ten-foot-high 
fence topped with barbed wire, where security cam-
eras track students’ and others’ movements through 
the parking lot, and everyone has to walk through 
metal detectors as they pass through the front 
entrance. As students and teachers walk through the 
hallways, more security cameras hover overhead, and 
armed, uniformed guards conduct regular patrols. 
Once students are at their desks inside the class-
rooms, windowless doors and narrow, slit windows 
provide little natural sunlight. Even though the stu-
dents seem to constantly be on edge, the school has 
not experienced a significant safety-related incident 
in more than a year; it is considered a “safe” school.

The U.S. Department of Education describes 
schools as “safe” on the basis of the absence of vio-
lence; a “safe” school is one that rarely experiences 
negative incidents, such as bullying, fights in the 
hallways, or active-shooter threats (National Center 
on Safe and Supportive Learning Environments, 
undated). Yet school safety and feeling safe in school 
are about much more than just the absence of vio-
lence; instead, we would argue, they might be more 
about the absence of fear. If this is true, then school 
safety and security are not just about putting in place 
protection measures and a set of associated proce-
dures and policies but also about fostering environ-
ments free from fear, intimidation, violence, and 
isolation (Eith and Trump, 2019). On the surface, 
even though the measures described above might 
make a school seem objectively safe, they do not alone 
create an environment of safety suitable to achieve the 
educational goals of a school. 

Schools that create and maintain a sense of inclu-
sion and ensure that all feel welcome, in addition to 
feeling protected, are safe schools (Osher, Moroney, 
and Williamson, 2018). For example, school cli-
mate and student mental health are key elements to 
school safety insofar as they contribute to creating 
welcoming environments. Safe schools recognize the 
connections between the safety measures that they 
implement, the policies they have in place, the per-
sonnel they hire, and school climate. They are aware 
of the critical connections that exist between physi-
cal security—such elements as cameras, alarms, and 

security officers—and the social and emotional well-
being of their students, staff, and broader population. 
As the Sandy Hook Advisory Commission stated in 
the opening pages of its final report,

Schools should be great places to learn, not just 
because they are safe and the educational pro-
cess is uninterrupted, but because the physi-
cal design of schools facilitates, excites and 
engenders interactions between . . . students, 
teachers, and staff, the spaces they are in and 
the world around them. (Sandy Hook Advisory 
Commission, 2015, p. 5)

In 2018, the Federal Commission on School 
Safety was established to review safety efforts across 
U.S. schools and recommend best practices to keep 
them safe. The commission’s final report recom-
mended that the federal government create a clear-
inghouse to provide school safety strategies and 
serve as a central location for federal resources. The 
clearinghouse website, SchoolSafety.gov, provides 
resources and recommendations as they relate to 
preventing, protecting against, mitigating, respond-
ing to, and recovering from emergency situations 
(SchoolSafety.gov, undated). We used the clearing-
house as the starting point to describe what we con-
ceptualize as the school safety system.

As Figure 3 shows, the school safety system is 
essentially a “system of systems”: The physical secu-
rity system falls under the scope of protection and 
mitigation, but the subcategories in each phase show 
that there are clear interconnections between the 
prevention, protection and mitigation, and response 
and recovery phases of school safety. The next sec-
tion introduces each of these phases before discussing 
their linkages.

Prevention

According to SchoolSafety.gov, creating a safe school 
environment is as much about addressing underly-
ing conditions that lead to problems as it is about 
designing a physical security system to protect a 
school’s population. The goal of violence prevention 
in schools is to reduce the number of active threats 
and increase the probability of detecting them before 
they turn into active safety-related incidents. The key 
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elements to preventing and detecting threats focus 
on improving student mental health, addressing 
issues related to bullying and cyberbullying, improv-
ing school climate, and maintaining a robust threat 
assessment and reporting process (SchoolSafety.
gov, undated). Prioritizing these topics decreases the 
chances that problems will occur inside the school 
and thus improves the well-being of the school com-
munity more generally. 

In this analysis, we distinguish between passive 
and active contributors to school safety. Some factors 
that contribute to enhancing school safety through 
prevention, such as a welcoming and inclusive school 
climate, work passively to reduce the number of 
threats a school faces insofar as they do not depend 
on detection to prevent them from occurring. Others, 
however, depend significantly on initiatives in place 
in the protection and mitigation space to prevent 
threats from becoming safety-related incidents. For 
instance, a robust threat assessment and reporting 
process and efforts to reduce bullying both depend 
on a functioning detection system and on response 
capabilities; school personnel need to detect threats 
and know how to respond to them to avoid escala-
tion to full-blown safety-related incidents (National 
Threat Assessment Center, 2019). 

In addition, the approach that a school takes to 
physical security (i.e., the measures it puts in place to 
protect and mitigate adverse events) can have impor-
tant effects on components critical to the prevention 
phase. Certain measures, for example, might degrade 
student perceptions of safety and add an element of 
stress to the learning environment, thereby harm-
ing efforts to ensure the mental health of the student 
body (Warnick and Kapa, 2019; National Association 
of School Psychologists and National Association 
of School Resource Officers, 2017). Other measures 
might have significant adverse impacts on school 
climate and thus compound the risks that schools 
face (Ergenbright and Hubbard, 2012; Garver and 
Noguera, 2012). In some extreme cases, schools’ 
narrow focus on protection and mitigation has 
caused them to ignore other services and school con-
ditions that are essential to academic achievement, 
student well-being, and school safety more gener-
ally; as funding for physical security measures has 
increased in some districts, it has decreased for guid-
ance counselors, social workers, and school psycholo-
gists (Fuentes, 2011; Kupchik, 2010).

As these studies suggest, the highly visible and 
intrusive measures in place to enhance security in 
this section’s opening example—barbed-wire fenc-
ing, outdoor and indoor surveillance cameras, metal 

FIGURE 3
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detectors, and narrow windows—might work to 
elevate, rather than quell, students’ fear of victimiza-
tion and degrade school climate (see, e.g., Bachman, 
Randolph, and Brown, 2011). Narrowing the measure 
of a school’s success to any one area—in this case, 
security—will result in a fragmented approach to 
improvement and lead LEAs to ignore other critically 
relevant elements tied to prevention. This is not to say 
that schools should not prioritize safety and security 
but that they should take a holistic approach to safety. 

Protection and Mitigation

As we define it, a school’s physical security system, 
which exists within the protection and mitigation 
phase of a school safety system, consists of a combi-
nation of equipment and technologies, design fea-

tures, personnel, policies and procedures, and train-
ing programs that interconnect to provide security 
benefits. Figure 4 provides a visual representation 
of the school physical security system and its five 
elements.

Although some measures that fall into the five 
elements included in Figure 4 relate to just one of 
the three main physical security outcomes of detect, 
delay, and respond, others can relate to two or even 
three outcomes. Cameras, for instance, are first and 
foremost about detection, even though they might 
enable a timely response if they are paired with 
effective policies and procedures. Perimeter fenc-
ing is related mostly to the outcome of delaying an 
intruder, as are door lock systems. But training and 
exercises, as well as physical security policies and 
procedures, can contribute to all three outcomes of 

FIGURE 4
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detection, delay of a threat, and response at the same 
time. Returning to the CCTV example, policies and 
procedures for assigning personnel to monitor video 
feeds and response protocols that lay out the steps 
school staff should take when the camera detects 
the presence of a suspicious person contribute to the 
outcomes of detection, delay, and response. The same 
can be true of well-designed programs for training 
and exercises. 

As was true for certain elements falling under 
the scope of threat prevention, such as school cli-
mate, some physical security measures in place at a 
school work passively to reduce that school’s vulner-
ability to potential harm by making detection, delay, 
and response easier—that is, they do not depend on 
the specifics of an incident to be useful and do not 
require specific action. Measures that match this 
description are typically those that are integrated 
into the built environment or are part of a school’s 
everyday operations—for instance, architecture, 
landscaping, lighting, or a system that locks class-
room doors every time they are closed. Active mea-
sures, on the other hand, rely on some combination of 
detection and delay to trigger action and then enable 
that action to be effective. Policies to ensure the rapid 
notification and arrival of law enforcement person-
nel, for instance, will depend on detection and delay 
capabilities to be effective; without detection, an 
incident would not trigger response, and insufficient 
measures to delay will undermine the effectiveness of 
the response. 

Response and Recovery

The objective of the response and recovery phase 
of the broader school safety system is to respond 
effectively to safety-related incidents and restore 
day-to-day operations in a manner that meets student 
and staff needs into the future (SchoolSafety.gov, 
undated). When addressing response outside of the 
protection and mitigation space, we shift the focus 
away from interdiction (which focuses on stopping an 
incident to mitigate consequences) and more toward 
actions to save lives in the immediate aftermath of an 
incident, largely through emergency medical services 
(EMS). 

Logically, there is a clear connection between 
the physical security outcomes of detection, delay, 
and response and the response and recovery phase 
of the school safety system. Effective detection and 
delay capabilities contribute to timely and appropri-
ate response: If physical security measures can detect 
threats before or as they occur, as well as delay the 
progression of an incident, the window of opportu-
nity for an effective and timely response increases. 
Surveillance cameras installed in school hallways, for 
instance, help to detect incidents of fighting or van-
dalism and make it possible for school staff, as well 
as external stakeholders, such as EMS, to respond 
quickly after someone monitoring the video feed 
sends an alert. In addition, physical security policies 
and procedures not only address how to recognize, 
or detect, a threat but also provide instructions to 
school staff and outside responding agencies on the 
specific set of actions they need to take to respond to 
an incident. In fact, these types of policies are often 
the connective tissue that links the prevention, pro-
tection and mitigation, and response and recovery 
phases into a coherent and effective system (Rabkin 
et al., 2004). Through regular training, exercises, and 
drills, a school can further ensure that members of 
its community and external stakeholders (e.g., local 
police, fire, and EMS) are aware of the protocols and 
measures in place to protect their school and respond 
to incidents. 

Recovery measures, such as policies and plans 
to reunite students and parents in the aftermath of 
an incident, or additional services, such as mental 
and behavioral health help, can attenuate the trau-
matic impacts of an event and contribute to rebuild-
ing school climate in the wake of a tragedy or other 
disruptive event. The Readiness and Emergency 
Management for Schools (REMS) Technical 
Assistance (TA) Center provides guidance on how to 
plan for academic, physical, fiscal, and psychological 
and emotional recovery in the wake of an emergency 
(REMS TA Center, undated c). 
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Interconnections Across the School 
Safety Phases

Figure 5 depicts the interconnections between the 
three phases of the school safety system. The ele-
ments shaded in green represent what we call passive 
measures—they do not depend on any intermedi-
ate outcomes of detection, delay, or response to 
be effective. Those shaded in red represent active 
measures—those whose effectiveness does depend 
on the aforementioned intermediate outcomes. We 
have also shaded some elements in blue; these are 
measures that could hypothetically be either active or 
passive, depending on how they are implemented. 

As the figure shows, each type of measure can 
occur within each of the three phases of the school 

safety spectrum. Moreover, measures that fall under 
the scope of protection and mitigation—various 
equipment and technologies, building design fea-
tures, security personnel, or specific policies and 
procedures—can play important roles in or have 
important effects on elements that fall outside the 
protection and mitigation space. 

As an example of these interconnections, con-
sider an LEA’s decision to hire a school resource 
officer (SRO) (a sworn police officer assigned to 
a school district or individual school) as part of 
its efforts to improve physical security.9 The SRO, 
although in part responsible for contributing to 
the intermediate outcomes of detection, delay, and 
response that fall under the scope of protection and 
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mitigation, can also play roles in threat prevention 
and the response and recovery phase of the school 
safety system. Specifically, SROs could be members 
of multidisciplinary threat assessment teams if they 
have skills and expertise specific to educational set-
tings (Colorado School Safety Resource Center, 2018). 
They can take the lead in criminal investigations and 
in interviewing individuals as required by the threat 
assessment process and assist with intervention and 
threat mitigation by discussing the legal implications 
of certain behaviors or counseling families on how 
to secure firearms and other weapons (Kelly, 2018). 
The SRO also serves as the primary point of contact 
with other law enforcement personnel; these connec-
tions to outside law enforcement and EMS also make 
SROs critical players in the postincident response and 
recovery phases.

In the next section, we delve deeper into a sys-
tems approach to protection and mitigation, begin-
ning with identifying risk-specific needs and select-
ing appropriate solutions based on physical security 
functions. 

A Systems Approach to 
Protection and Mitigation

If applied in the right ways, physical security can 
contribute to fostering a safe and productive learn-
ing environment. Certain security technologies 
can provide school administrators with otherwise-
unavailable or hard-to-get information and free up 
staff time to focus on more school-appropriate work 
(Green, 1999). Others can save schools money, either 
by preventing a particularly devastating incident or 
by helping schools avoid the need to hire more per-
sonnel (Green, 1999). This section explains how LEAs 
can approach the otherwise-daunting tasks of plan-
ning for physical security and selecting the measures, 
including technologies, that are appropriate for their 
unique school context.

Assessing Risks to School Safety

First and foremost, school safety is about protect-
ing people—a school’s students, faculty, and staff, as 
well as the visitors who pass through on a daily basis. 

It is also about protecting school campuses, which 
typically include buildings, parking lots, sports 
fields, and other multipurpose outdoor spaces. And 
LEAs also need to protect information technology 
and communication equipment; school and student 
records; and a host of teaching, custodial, and other 
functions and services. There are thus a variety of 
safety-related incidents that can be of concern to 
schools, and identifying and prioritizing protec-
tion and mitigation needs accordingly are impor-
tant to ensuring that physical security design yields 
the greatest security benefits (Federal Emergency 
Management Agency [FEMA], 2003).

The hazards, or safety-related incidents, that 
threaten schools can include

• natural hazards, which typically refers to 
natural events, such as earthquakes, floods, or 
hurricanes

• technological hazards
• biological hazards
• human-caused hazards that originate from 

human activity or accidents beyond human 
control (FEMA, 2003, pp. 1–7; REMS, 
undated a).10 

Each has different consequences for a school. 
Moreover, the frequency of an event, or likelihood 
that it will occur at a particular school, also varies. In 
other words, natural disasters and mass shootings are 
highly destructive but also rare events. On the other 
hand, trespassing, drug and alcohol possession, fights 
in the hallways, and disruptive student behavior are 
more-common occurrences but are unlikely to cause 
massive disruption to school functions. 

To protect against this variety of hazards, a 
school engages in a security planning process to 
identify the most-effective protection and mitigation 
measures that will help it achieve a desired level of 
protection against a wide variety of hazards (APL, 
2016). A first step in systematic security planning 
is the threat assessment or analysis, during which 
the LEA identifies the types of safety-related inci-
dents that are a concern for its schools, as well as the 
extent to which these are likely to occur. Second, a 
risk analysis helps an LEA determine the potential 
consequences of each safety-related incident. Third, 
an LEA catalogs existing protection and mitigation 
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measures in place across the various layers of a school 
campus through a vulnerability analysis to determine 
how these measures reduce the level of risk identified 
during the risk analysis and how much of that risk 
remains. At this stage, the LEA is ready to engage 
in security planning to determine what additional 
investments, personnel roles, or policies are required 
to effectively address any residual risks identified in 
the vulnerability analy sis. Figure 6 illustrates this 
process.

Figure 7 provides a sample schematic that an 
LEA might use during steps 1 and 2 (threat analysis 
and risk analysis), with potential school safety–
related incidents plotted according to their likeli-
hood and potential impact. Notably, the risk that 
each of these safety problems poses to a school can 
vary according to the time of day or location within 
the school campus or building; a threat rating scale 
might therefore assign a specific rating to each threat 
on the basis of its likelihood and potential severity in 
specific areas of the school or at specific times during 
the day. Historical data on school safety-related inci-
dents can help inform such a scale. Moreover, many 
states require the participation of local law enforce-
ment officials and EMS in the school safety planning 
process; these stakeholders can provide additional 
sources of historical data on neighborhood crimes 
and disturbances relevant to assessing risk to a school 
and ensure that safety plans will not conflict with 
existing local emergency-service protocols (see, e.g., 
FEMA, 2020, and Keyes et al., 2020). We discuss 

external-stakeholder engagement in more depth in 
later sections of this report.

Identifying the Appropriate Physical 
Security Functions and Needs

Physical security measures are most effective in 
combination with other measures as part of a layered 
system (Jackson and LaTourrette, 2015). A CCTV 
system might offer potent detection capabilities that 
can cover wide areas, but, if no one is watching the 
video feed or the camera does not trigger an alarm, 
these capabilities are nonexistent. Indeed, detection 
capabilities combined with response capabilities have 
tangible protective value, meaning that, together, 
they make it more difficult for a potential attacker 
to execute their plan. In this sense, it is useful for 
LEAs to think about physical security functions in 
conjunction with their security needs as identified 
in a risk assessment (e.g., what specific result does a 
school seek from its investments into physical secu-
rity and from specific countermeasures, and what 
utility does a measure or combination of measures 
provide in terms of protection?). 

Different security measures also perform their 
various functions at each layer of a school campus: 
Perimeter-control measures, such as fencing at the 
edge of school grounds, offer access control at the 
outermost layer, while security cameras installed in 
the parking lot provide detection capabilities one 
layer deeper, within school grounds. Specific proce-

FIGURE 6
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dures and policies regarding locked doors inside the 
school building provide yet another layer of protec-
tion. Systems that are organized into layers contain 
interconnected supporting elements that help pre-
vent gaps in protection and mitigate single points of 
failure within the system (Doss and Shepherd, 2015, 
p. 147). In such systems, physical security measures, 
design features, personnel, and policies have specific 
functions based on whether they are selected to pro-
tect a school’s grounds perimeter; the area within 
school grounds but outside school buildings; a school 
building itself; or the areas within school buildings, 
such as classrooms, hallways, common areas, or 
administrative offices. Figure 8 provides an example 
of a layered approach to school physical security.

The way in which a school achieves a given 
physical security function will also depend on 
school-specific factors. The layout of a school, as 
well as its physical location, will dictate the relevance 

of particular layers in providing security benefits. 
A school with an open campus and portable class-
rooms, for instance, will need to prioritize physical 
security at the school-grounds, building-perimeter, 
and building-interior layers and invest less in mea-
sures designed to provide protection at the campus 
perimeter. By contrast, a closed-campus school might 
shift some resources away from securing its grounds 
in favor of investing in fencing, signage, and security 
cameras placed at entrances located at the campus-
perimeter layer. 

Other context-specific factors will also affect 
how a school plans and implements its protection 
and mitigation system. School staff working in a 
small town, for example, might know virtually every 
student enrolled at the school, as well as their par-
ents; deciding on who may and may not enter the 
school might thus be as simple as relying on that 
local knowledge. In a larger school, on the other 

FIGURE 7
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hand, such levels of familiarity are unrealistic, and 
school staff might need to rely on technological 
access-control measures, such as databases of people 
authorized to pick up students or identification (ID) 
scanners at the front entrance.

In short, our analysis suggests that LEAs will 
need to think through the following questions as they 
plan for security across their campuses:

• What are the threats likely to enter a school 
environment, and where are threats likely to 
enter?

• When would these threats be detected by the 
existing security measures in place?

• How would existing measures that are already 
in place delay these threats, and for how long?

• What policies or measures are in place that 
would allow adequate time to respond to an 
incident?

The answers to these questions will be specific 
to individual schools and school districts. In some 
areas, response from police might only be a few min-
utes away or even exist within the school if an SRO is 
present. For other schools, such as some in rural set-
tings or highly congested areas, police response time 
might be so long that any incident is likely to be over 
before responders arrive on the scene. Alternatively, 
a school’s immediate area might make perimeter 
control impossible, or a school that has already 
invested heavily in detection (e.g., CCTV) might 
find that it needs to focus on other elements to lever-
age the existing technology to improve protection 

FIGURE 8
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and mitigation outcomes. Ultimately, these details 
will shape what is needed to improve security across 
diverse school settings—to increase the likelihood 
that a threat will be detected; further delay a threat 
to increase the opportunity to respond; and expand 
options to stop or reduce the impact of an incident.

Elements of the School 
Protection and Mitigation 
System

Physical security in U.S. schools reflects diverse com-
binations of ingredients that come together to form 
a system offering protection and mitigation against 
various types of risk. Indeed, a school’s layered 
approach to security should reflect the unique fea-
tures and needs of that particular school, such as its 
location, the size of its student body, patterns of local 
crime, and community buy-in. Schools also have dif-
ferent budget constraints, and the cost of equipment 
and technologies could be prohibitive for many. As a 
result, some schools might place more emphasis than 
others on the development of policies and procedures 
around security before making significant technol-
ogy investments. But investments in one area—for 
example, asking teachers to assist with searching stu-
dent backpacks—typically require making trade-offs 
in others—in this case, time for instruction, lesson 
planning, or staff professional development. The rest 
of this section provides more-detailed guidance on 
how an LEA can approach building protection and 
mitigation systems in a way that meets its unique 
needs. 

Security Technology and Equipment

Schools have become the focus of a $3 billion secu-
rity industry (Keierleber, 2018). Beginning in the 
aftermath of the 1999 school shootings at Columbine 
High School in Colorado, technology vendors have 
approached schools with a multitude of increasingly 
sophisticated and costly options to “harden” their 
campuses. Some measures, such as door bolts, fall on 
the lower end of the cost spectrum, whereas others 
are high cost because of the integration of more-
sophisticated technology; examples include surveil-

lance cameras with facial-recognition capability, 
automated door locks, gunshot detection sensors, and 
software that scans social media platforms in search 
of specific information (Keierleber, 2018). 

Since 1999, more and more schools across the 
United States have turned to monitoring and lock-
ing down their campuses via technology: The use 
of video surveillance has grown from just under 
20 percent of schools during the 1999–2000 school 
year to slightly over 80 percent during the 2017–2018 
school year. During the same school year, more than 
95 percent of schools across the United States had 
installed locking or monitored door systems inside 
their buildings and across school grounds (NCES, 
2019). Littleton Public Schools, a district neighbor-
ing Columbine High School’s district and that itself 
experienced a shooting in December 2013, installed 
more than $7.5 million in security upgrades after 
community members approved a bond that same 
year (Grace, 2017). 

With each technology choice comes a host of 
associated questions and requirements. Some per-
tain to additional technological requirements and 
integration with existing equipment, others to cost, 
and still others relate to human resource needs, poli-
cies and procedures, and training. Understanding 
technologies’ technical and other specifications can 
help to answer many of these questions. Consider, for 
instance, that some door lock systems require CCTV 
and an intercom; investing in just the door lock itself 
might be insufficient and ineffective in securing a 
space (Casella, 2010). Moreover, door locks will not 
be useful if the entrances they are intended to protect 
are located next to nonreinforced, accessible win-
dows; Sandy Hook Elementary School’s main door 
was locked, but the gunman shot through a window 
near the front entrance to gain access to the build-
ing’s interior (Sandy Hook Advisory Commission, 
2015). Alarm systems also come with a host of tech-
nical requirements; when choosing one, an LEA 
should also consider how sensors will transmit infor-
mation to the alarm (for example, via radio transmis-
sion, hard-wiring, or the internet), how the alarm 
will convey an emergency signal, and what kind of 
backup power source needs to be in place in the case 
of blackouts or hardware failures. 
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Integrating new and existing security equipment 
and technology is crucial for avoiding single points 
of failure and a valuable cost-saving strategy. When 
equipment and technology are integrated, they link 
together and work as a whole; integration is as much 
a conceptual as logistical challenge and can proceed 
in phases (Rabkin et al., 2004). In a school context, 
technology integration might mean linking multiple 
technologies together (for example, an attempted 
unauthorized access triggers video camera surveil-
lance and an alarm) or making it so that one piece of 
equipment automatically identifies suspicious activi-
ties by flagging anomalies to relevant decisionmak-
ers who can then coordinate action. Integration can 
also be as simple as connecting an intercom into a 
school’s existing telephone system so that staff can 
make both schoolwide and selective announcements. 

One of the greatest challenges to school physical 
security is the cost associated with technology and 
equipment (Steiner et al., 2021). The equipment and 
technology that a school selects to protect and miti-
gate risk should be justifiable from a cost perspective 
and fit within budget constraints and staff skill sets 
(Bahr et al., 2007). Often, investments in security 
technology will require financial trade-offs in other 
areas and reduce the budget available for equally 
important and effective safety measures, such as 
violence-prevention programs (Schwartz et al., 2016). 
Costs also accrue as a school needs to maintain any 

security technology it has in place; any investment 
will need to account for regular equipment mainte-
nance, repairing or replacing faulty equipment, and 
updating any software that is required for the tech-
nology to work as intended. 

To prevent such budget shortfalls, an LEA 
should first consider what it can achieve via the 
implementation of less or least costly approaches 
to improve school security. For example, a school 
or district with limited resources might choose to 
post signs detailing a school’s If You See Something, 
Say Something® policy in areas where it is unable to 
install surveillance cameras and install lighted exit 
signs and associated posters that clearly and suc-
cinctly detail school evacuation procedures (Doss 
and Shepherd, 2015, p. 119). It is also worth noting 
that the National School Safety Center suggests that 
intervention by school administrators, teachers, 
and staff is more likely than most technologies to 
effectively identify students at risk of committing 
an offense (APL, 2016); costly technology invest-
ments might therefore be unwarranted if the main 
purpose is to prevent violence. Other alternatives 
to hardening school campuses via equipment and 
technology might include asking parents to donate 
their time to volunteer programs and assigning staff 
to monitor parking areas, playgrounds, and inte-
rior spaces in shifts (ASIS International, undated). 
Not only are such approaches more cost-effective 
than installing additional cameras; they also reduce 
the sometimes harmful “visibility” of protection. 
Policies and procedures, as well as staff training, can 
be especially effective complements or alternatives 
to security equipment and technology if they are 
well-communicated and consistently applied (School 
Security Task Force, 2014). 

Equally important is the notion that physical 
security measures, such as surveillance cameras, 
automated alarms, metal detectors, and other tech-
nologies, are not failproof—they are often subject to 
human error and can have unintended consequences. 
In Parkland, Florida, for instance, emergency per-
sonnel did not realize that the school’s surveillance 
cameras were operating on a 20-minute delay, which 
complicated the police response to the shooting in 
February 2018 (Marjory Stoneman Douglas Public 
Safety Commission, 2019). Surveillance cameras can 
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also have the adverse effect of displacing illicit activ-
ity to unmonitored sections of a school campus or to 
off-campus locations and thus beyond the reach of 
school’s direct area of influence.

The literature on school physical security also 
raises concerns about technology’s potential to 
violate student privacy and civil liberties, as well 
as those of school teachers and staff (Heinen et al., 
2007). Facial-recognition technologies pose a par-
ticularly significant risk in this regard and have the 
potential of further aggravating existing racial biases 
in school discipline: Studies show that the technol-
ogy is more inaccurate when it comes to identify-
ing people who are not white (Grother, Ngan, and 
Hanaoka, 2019) and could therefore increase the odds 
that students who are not white will be punished for 
offenses they did not commit. Along similar lines, 
civil rights groups and other critics have raised con-
cerns that Black students and Hispanic students were 
more likely than other students to report attending a 
school with pervasive security measures (Steinka-Fry, 
Fisher, and Tanner-Smith, 2016, p. 431). Privacy con-
cerns can also surround ID card systems, such as 
those using radio-frequency ID, that track a student’s 
location and retrieves personalized information 
(Casella, 2010). 

Student responses to certain security technolo-
gies are another important consideration for LEAs. 
Some studies, for instance, show that students are 
likely to perceive measures differently depending 
on where and how the measures are implemented. 
Whereas students might perceive cameras installed 
outside of school buildings—for example, in parking 
lots—as tools to keep them safe, they feel as though 
they are being treated as perpetrators when schools 
install surveillance cameras inside school buildings 
(Johnson et al., 2018). And other studies show that 
surveillance, broadly speaking, instills in students a 
feeling that their schools are unsafe (Tanner-Smith 
et al., 2018). Students also respond to surveillance in 
various ways of resisting it, such as feigned confor-
mity, concealment, or countersurveillance (Hope, 
2010). 

In sum, certain physical security technologies 
can provide some of the latest information about 
the state of safety within a school and are desirable 
insofar as they relieve some of the burden placed on 

school administrators, teachers, security personnel, 
and other staff. But the literature also shows that 
technology has its limitations when it comes to iden-
tifying potentially violent offenders in schools and 
can introduce significant challenges insofar as violat-
ing students’ and others’ privacy and civil rights. In 
many cases, early intervention by school administra-
tors, teachers, and staff might be a more effective 
solution. Each LEA should evaluate whether equip-
ment and technology are the most-effective use of its 
security dollars and how policies and procedures, as 
well as appropriate staff training, can maximize their 
potential safety benefit while avoiding unintended 
adverse consequences. 

Site and Building Design

Deciding how to integrate physical security into 
school site and building design is a daunting task. For 
new construction, choices made around the overall 
layout of the school—including those around school 
safety and security—will steer subsequent decision-
making. For example, an LEA involved in planning 
for the development of a new school could be con-
fronted with the decision of whether school functions 
will be clustered or dispersed. Although concentrat-
ing key functions in one place on a school’s campus 
can create a “target-rich” environment and establish 
more single-point vulnerabilities, it can also create 
more “defensible space” and help reduce the number 
of access and entrance points necessary (Philpott 
and Kuenstle, 2007, p. 30). Dispersing school func-
tions, for instance by installing portable instructional 
buildings, can mitigate single-point vulnerabilities 
but also reduce the effectiveness of certain technolo-
gies, such as CCTV, and increase the complexity 
of emergency response mechanisms (Philpott and 
Kuenstle, 2007, p. 30).

An LEA might also need to decide on other 
issues related to site or building design, such as the 
orientation of a new school building (e.g., how close a 
building’s facade will be to the parking lot, street, or 
adjacent businesses); the incorporation of open space 
into school site design; and how school infrastruc-
ture will receive power, gas, water, and other critical 
services. Schools will also need to take into account 
various structural design considerations (including 
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roofing) and architectural elements, such as ceiling 
and partition design; building design features, such 
as how buildings are organized across a campus and 
internally; the number of location of points of entry; 
and the configuration of courtyards and outdoor 
walkways (Doss and Shepherd, 2015; FEMA, 2012; 
Sandy Hook Advisory Commission, 2015).

Unlike certain types of facilities, such as cor-
rectional facilities or military installations, schools 
need to maintain a welcoming environment as they 
work to secure their campuses. Other public and 
semipublic spaces, such as houses of worship, face 
similar challenges as they strive to maintain open, yet 
secure, atmospheres (DHS, 2013). Crime Prevention 
Through Environmental Design (CPTED) is an 
approach that contributes to this objective and has 
regularly been applied to school safety and security 
design (see, e.g., Fennelly and Perry, 2014; Barone, 
2019; REMS TA Center, undated b; Walker and 
Eaton-Walker, 2000; Division of Violence Prevention, 
2017). Its multi disciplinary nature is intended to 
deter crime through the built-in, social, and admin-
istrative environments (International CPTED 
Association, undated) and offers a wide variety of 
options that address site design (landscaping and 
other building exterior features); building design 
(entrances, lighting, and other features); interior 
space design (e.g., lobbies, classrooms, hallways); the 
installation of accompanying systems and equip-
ment, such as alarms and surveillance; and the 
broader community context (Atlas, 2013). CPTED 
approaches offer a variety of site and building design 
options relevant to schools, such as perimeter fenc-
ing to deter trespassers; single points of entry; vesti-
bules or double entries; and minimal glass in class-

rooms, hallways, offices, and other areas of a school 
building. 

If properly integrated, CPTED approaches can 
offer a school multiple security and safety advan-
tages without making it look like a fortress; they are 
intended to make people feel safer while also increas-
ing opportunities for natural surveillance (Minnich, 
undated). Fencing, for instance, can clearly designate 
school-grounds boundaries, enable surveillance by 
school staff, and limit access to areas that are not 
highly visible to school staff. It can also be designed 
in a way that does not diminish the aesthetics of the 
grounds; avoids attracting new forms of crime, such 
as graffiti or other vandalism; and avoids imped-
ing first-responder access to school grounds in 
the case of emergencies (Hanover Research, 2013). 
Architects have pointed out that, inside the school 
building, simple design strategies, such as moving 
a counseling wing to areas near where students are 
located—such as commons or libraries—can make 
them more transparent and decrease their stigma-
tization: “Design can . . . allow us to build softer 
schools—places where kids don’t feel disenfranchised 
and lost” (Flynn, 2018). Lazy-S entrances, such as 
those often used in airport bathrooms in the place 
of door entrances, make it impossible for someone 
to lock or barricade themselves into enclosed areas 
to commit a crime (Dorn et al., 2014), and replacing 
solid doors with doors that feature air vents allows 
for better audio monitoring. So-called soft measures, 
such as welcoming decor (e.g., murals, student art-
work, bright color schemes), have the added benefit 
of improving school climate and culture while also 
enhancing perceptions of safety and saving schools 
money relative to investments in expensive physical 
security technology (Dorn et al., 2014). These types 
of design features complement the more-traditional 
security measures, such as electronic access-control 
systems, video intercoms, door hardware, and panic 
buttons, covered in the previous subsection (Fennelly 
and Perry, 2014).

There are, of course, trade-offs to incorporat-
ing certain CPTED and other features into physical 
security school site design. For example, although 
putting windows in areas that overlook student 
bicycle racks might reduce bicycle theft, the windows 
leave the interior space more vulnerable to burglar-

Schools need to 
maintain a welcoming 
environment as they 
work to secure their 
campuses.
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ies unless they are glazed or otherwise reinforced 
or lockable. Similarly, the integration of large, open 
spaces that maximize line of sight might help to 
deter some forms of crime and increase the chances 
of detecting intruders but also leave students and 
staff more vulnerable in the case of an active-shooter 
event. Indeed, guidance on education facility security 
design acknowledges that “open circulation and open 
spaces, which are desirable for conventional school 
design, are often undesirable for security design” 
(Philpott and Kuenstle, 2007, p. 28). Shooters can also 
easily shoot through areas with windows, secondary 
entrances, and even walls if these are not reinforced 
with ballistic protection (Philpott and Kuenstle, 
2007).

Ultimately, the purpose of CPTED approaches 
to school safety and security is to discourage a wide 
variety of types of misconduct on school property 
because site, building, and interior design features 
make crime and violence more observable and 
increase the likelihood that students, staff, and 
teachers will act on what they see (International 
Association of Chiefs of Police, 2012). A main bar-
rier to the implementation of new site and design 
features is, of course, the cost associated with new 
construction and renovations and retrofits. In fact, 
measures that fall under the scope of the site and 
building element of a school’s physical security 
system are likely to be significant financial invest-
ments for schools (McIlhatton et al., 2020). As our 
companion report discusses in detail (Steiner et al., 
2021), retrofits will also need to comply with any 
existing local building rules and regulations, such as 
fire codes, and integrate with existing school infra-
structure; these requirements could further elevate 
design costs. Often, it is easier to incorporate new site 
and building design features into an altogether new 
school or campus than to fit these new designs into 
existing structures (Green, 1999; National Center for 
Spectator Sports Safety and Security, 2020).

The Human Component of Physical 
Security

Not only do people operate many of the security 
equipment and technologies for schools; they are also 

responsible for designing policies and procedures 
to use that equipment in service of school safety. 
Moreover, adding new personnel is often the costli-
est operating expenditure an organization will face; 
therefore, decisions in this area are particularly sen-
sitive. As a result, many organizations—including 
schools—maintain only small numbers of person-
nel assigned exclusively to security work (National 
Academies of Sciences, Engineering, and Medicine, 
2015). Fortunately, a variety of options exist when 
it comes to hiring security personnel or assigning 
security-specific roles and responsibilities to school 
staff, such as relying exclusively on local law enforce-
ment, hiring off-duty police officers, contracting pri-
vate security personnel, and assigning school staff or 
volunteers to monitor hallways and common areas.

As of 2018, 84 percent of high schools, 80 per-
cent of middle schools, and 51 percent of elementary 
schools across the United States had some type of 
dedicated security staff (Wang et al., 2020). Although 
law enforcement agencies have historically coor-
dinated with schools, the past 20 years have seen a 
significant increase in police serving full time inside 
schools (Raymond, 2010). The placement of security 
personnel in schools—in particular, armed security 
personnel—has drawn considerable public contro-
versy. Some large school districts across the United 
States have created their own police departments,11 
although the most common model has been for LEAs 
to rely on a combination of SROs and coordination 
with local police departments.

The main responsibility of an SRO is typically to 
maintain physical safety within a school. Most take 
on three roles:

• They provide expertise on safety and enforce 
the law within school boundaries.

• They serve as informal counselors and men-
tors to students.

• They educate students about issues of safety 
and security broadly speaking (National 
Association of School Resource Officers, 
undated). However, there is important varia-
tion in the actual roles and functions of SROs, 
due to such factors as the needs of individual 
schools, the personality of the SRO, and the 
working relationship between the SRO and 
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school administrators (Canady, James, and 
Nease, 2012). 

Despite their prevalence in contemporary U.S. 
schools, the benefits of SROs are contested in the 
literature: Some studies show that they serve as deter-
rents to violence in some contexts but, in others, 
might have adverse effects on school climate and 
student perceptions of safety (see, e.g., Bachman, 
Randolph, and Brown, 2011; Crawford and Burns, 
2015; Gonzalez, Jetelina, and Jennings, 2016). Part 
of this discrepancy is likely due to significant varia-
tion in the school- and SRO-specific factors noted 
earlier, as well as other factors, such as student age 
and demographics. For example, although SROs are 
linked to the occurrence of fewer violent attacks in 
elementary and middle schools, the effect does not 
hold at the high school level (Crawford and Burns, 
2015). Other studies have found that white students 
are more likely to view SROs as a safety benefit 
than students who are not white do (Pentek and 
Eisenberg, 2018). Nascent SRO programs in particu-
lar are sometimes ineffective because schools new 
to these arrangements are unsure how to manage 
and integrate officers into their broader school 
safety approach, and their security plans fail to suf-
ficiently specify SRO roles and responsibilities. In 
other instances, SROs have not had a positive effect 
on safety because the SRO position has gone largely 
unsupervised. Establishing SRO monitoring and 
evaluation programs and memoranda of under-
standing that identify clear roles and responsibili-
ties can attenuate many of these challenges (Federal 
Commission on School Safety, 2018, p. 102; Finn 
et al., 2005).

Alternatives to SROs and law enforcement in 
schools include involving nonsecurity personnel in 
school safety and security. For example, LEAs have 
the option of organizing school staff into shifts to 
serve as hallway monitors—this can be effective in 
reducing low-level violence, such as bullying, and, in 
some cases, can be even more effective than hiring 
security personnel. Research shows that, with the 
proper guidance and training, engaging regular 
school staff in day-to-day security roles can be an 
effective alternative to otherwise-costly solutions 
that rely on technology or additional personnel and 

can add value in the way of building trust between 
staff and students (Addington, 2009; Blosnich and 
Bossarte, 2011; Goodrum and Woodward, 2019; 
Schwartz et al., 2016).

Building the System: Policies, 
Procedures, and Training on Protection 
and Mitigation

A systems approach to protecting and mitigating 
against school risk brings a synergistic and inclu-
sive view to planning and implementation, taking 
into account all five elements depicted in Figure 4 
(technology and equipment; site and building design 
features; personnel; policies and procedures; and 
training, exercises, and drills). We emphasize in 
this section that the policies, procedures, and train-
ing developed around physical security tie together 
people and personnel with equipment, technology, 
and design to build a coherent system.

Consider the flow diagram of deploying out-
door surveillance in Figure 9. The technology choice 
made by the LEA in this particular example—placing 
surveillance cameras in a school parking lot—leads 
to other requirements to ensure that the investment 
yields a safety benefit. Specifically, cameras require 
three accompanying elements if they are to detect a 
threat and allow for an adequate response: staff to 
monitor the camera feed and detect potential threats; 
a policy outlining the actions school personnel will 
take if a threat is detected; and a training program 
that walks school staff and students, if appropriate, 
through these actions so they have the opportunity 
act if a threat is detected.

Policies and Procedures

Together with training and exercises, which we 
discuss in the next section, a school’s policies and 
procedures for safety and security hold together 
its physical security system (REMS TA Center, 
undated a). Without them, the utility of measures 
and technologies, of hiring security personnel, and 
of safety-specific design elements on school cam-
puses could decrease significantly. Students, teachers, 
and staff need to know what to do in the event of an 
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emergency or know how they can report a criminal 
or violent act when they witness one.

Some safety- and security-related policies that 
schools have in place are mandated by their states 
or localities. As our companion report, Challenges 
to Implementing Physical Security Measures in K–12 
Schools (Steiner et al., 2021) discusses, LEAs should 
be aware of what is required at these levels. Some 
states, for instance, require law enforcement agencies 
to establish and maintain policies and procedures 

on school safety that address such issues as active-
shooter response, school lockdowns and evacuations, 
and providing public information during an event. 
Many state departments of education provide their 
own variants of such policies—for example, by advis-
ing that school officials consult with law enforcement 
to ensure that their own policies are aligned with 
state-issued directives and regulatory requirements 
(School Security Task Force, 2014).

FIGURE 9

An Example of a Systems Approach to Physical Security: Outdoor Surveillance

Deploying outdoor surveillance
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There is no one-size-fits-all policy to protect 
against and mitigate a specific type of risk or set of 
risks. Beyond what is mandated by state and local 
authorities, each school must determine what addi-
tional policies, rules, and procedures will best fit its 
individual needs and the needs of its distinct school 
community. Policies as they pertain to protection 
and mitigation—for example, hallway or parking lot 
monitoring procedures, door tailgating or locking 
policies, and camera monitoring policies—should be 
standardized and comprehensive; cut across physical 
security technologies and design features in place at 
the school; and integrate into other policies that are 
in place for prevention, response, and recovery. This 
has two particularly important implications:

• First, every school should put in place the 
necessary policies and rules to ensure that any 
technology it installs functions as intended. 
For instance, a policy stipulating that class-
room doors should be closed and locked from 
the inside while classes are in session should 
be implemented only with the actual instal-
lation of interior locks on classroom doors. 
And, as Figure 7 implies, policies about who 
will monitor security camera feeds, and what 
the appropriate actions will be in the case that 
a camera detects an intruder, are critical if the 
technology investment is to yield safety ben-
efits. Policies should also detail how long into 
the future a school will keep CCTV camera 
footage, and who will have access to it (APL, 
2016).

• Second, this means that LEAs should think 
about how policies and procedures around 
protection and mitigation interact with other 
elements of the school safety system—namely, 
prevention and response and recovery—and 
possibly affect the privacy and other rights 

of students and school staff. For example, an 
LEA should think through the set of proce-
dures that need to be in place when a school 
threat assessment team identifies a student’s 
behavior as a potential threat:

 Ȥ To whom is this information 
communicated?

 Ȥ To what services and support will the stu-
dent have access?

 Ȥ What precautions might be necessary, if 
any, when that student is on campus?

This should also include procedures for when 
and how to share information with law enforce-
ment and other schools or having policies in place 
allowing parents to participate in behavioral threat 
assessment and intervention programs if school lead-
ership believes that it is necessary (see, e.g., Illinois 
Terrorism Task Force [ITTF], 2018). Bag- or locker-
search policies might violate students’ civil liber-
ties, as might random sweeps for contraband; these 
types of policies amount to suspicionless searches 
(Addington, 2009). Even seemingly harmless security 
procedures, such as certain visitor-screening policies, 
can pose civil liberty and privacy concerns for mem-
bers of a school’s community. For example, some 
parents or other school visitors might be reluctant 
to show government-issued ID insofar as doing so 
could reveal sensitive personal information, such as 
immigration status. LEAs should keep these concerns 
in mind as they develop policies and procedures to 
improve security.

Another main advantage of well-planned and 
consistent school policies, rules, and procedures 
for physical security is their low-cost nature; many 
have no acquisition costs and do not require mon-
etary expenditures yet can have a strong impact on 
overall safety and security as stand-alone protec-
tion and mitigation measures (ITTF, 2018). Policies 

There is no one-size-fits-all policy to protect 
against and mitigate a specific type of risk or set 
of risks.
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for the management of school doors and entrances, 
for example, such as no-propping and no-tailgating 
policies, as well as assigning teachers and staff to 
entrances during school drop-off, can prevent the 
entry of unauthorized people and do not require 
the purchase of sophisticated technology or hiring 
of additional security personnel. Asking that every 
visitor present an official form of ID and fill out a 
sign-in sheet is another simple and low-cost access-
management strategy (Fennelly, 2017; Timm, 2015). 
But different types of costs will accrue as schools put 
in place policies that require substantial staff time. 
For instance, a policy requiring that school staff 
search backpacks as students enter the school would 
have significant costs in terms of staff time and could 
reduce time for instruction if the search procedures 
became too time-intensive. 

Finally, it is worth noting that policies and pro-
cedures should also account for after-school hours; 
operations should not cease when students get out of 
school at the end of the day. Practices and procedures 
that address building access, emergency evacua-
tion, security personnel, and EMS should therefore 
also apply to athletic events, school board meetings, 
student concerts and performances, after-school 
care, and other events that occur in the late after-
noon or evening and on weekends, as well as during 
the summer months (see, e.g., National Center for 
Spectator Sports Safety and Security, 2020). 

Training and Exercises

Training in protection and mitigation completes the 
physical security system; the four other elements are 
unlikely to be effective without regular training on 
how to use the technology, apply the policies, and 
employ personnel (REMS TA Center, undated a). 
Members of the school community should know 
their roles and responsibilities during emergencies 
and during the school day when they see certain 
behaviors: Students should know who to go to if they 
see a threat and how to evacuate their classrooms 
or where to stand so they will not be visible in the 
event that their classroom is locked down, and teach-
ers and staff should be familiar with how they will 
respond to an emergency. A useful way to increase 
awareness of respective roles and responsibilities is 

through training and exercises that familiarize staff 
with equipment and technologies; help validate and 
reinforce the policies and procedures in place; iden-
tify where more work is needed; generate buy-in from 
the broader school community; and help strengthen 
relationships between the school and community 
partners, such as local fire and EMS (see, e.g., FEMA, 
2010). 

A school’s safety and security training program 
should match the technologies it has installed to 
protect its campus; teachers and staff should know 
how to properly use, maintain, and update the 
physical security equipment in place throughout 
the school. Vendors can provide technology-specific 
training, and members of the law enforcement and 
first-responder communities can provide training on 
specific responses, such as lockdown and evacuation 
procedures (Schneider, 2010). Training also helps to 
ensure that teachers and staff are aware of equipment 
technical requirements, know the people to whom 
they should report equipment delinquencies or short-
falls, and whether policies for the use of particular 
technology need to be updated.

Training on school safety and security is deliv-
ered in myriad ways, and best practices call for 
involving the entire school community—security 
personnel, teachers, administrators, and students 
(Federal Commission on School Safety, 2018)—as 
well as external stakeholders, such as local police 
and fire first responders, whom we discuss further in 
the next section. Training is most likely to be effec-
tive when it does not become another burden placed 
on the school community. Running exercises and 
drills can become time-consuming and expensive 
if schools create overly complex training regimens 
or do not prioritize needs. Instead, training should 
be based on easy-to-learn, easy-to-remember, and 
easy-to-use strategies that promote a safe and secure 
school environment (ASIS School Safety and Security 
Council, 2016). 

LEAs have approached this challenge in a variety 
of ways. Some, for instance, have developed series 
of short online courses that prepare teachers and 
staff for emergencies by detailing common proce-
dures (see, e.g., Montgomery County Public Schools, 
undated). Many others schedule practical drills and 
exercises to occur periodically throughout the school 
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year. Some states mandate that schools implement 
such drills regularly, on the basis that it is not suf-
ficient to just tell people what to do in case of a crisis; 
giving students and staff regular opportunities to 
practice what is required of them during otherwise-
rare emergency situations is important to ensur-
ing the functionality of the overall system.12 When 
students, staff, and teachers have the chance to walk 
through required procedures during simple drills, 
such actions as hiding under a desk or moving to a 
specific corner of the room become easier to remem-
ber (ASIS School Safety and Security Council, 2016).

Drills and exercises should use developmen-
tally appropriate language to avoid inducing any 
additional anxiety for students, and plain language 
is often more effective than using code words 
whose meaning can be misconstrued or difficult to 
remember (Foley, undated).13 For elementary school 
students in particular, teachers and administrators 
have framed drills as efforts to build on foundational 

skills already being taught in the classroom, such 
as moving together quickly without pushing, stay-
ing quiet, and obeying directions from the teacher 
(Hamblin, 2018). Teachers might also need to take a 
more hands-on approach to drills with younger chil-
dren by, for example, helping them get to safe spaces 
(Schildkraut, Nickerson, and Ristoff, 2020). Experts 
also advocate promoting collaboration and consen-
sus in the response phase and increasing school staff 
awareness of best practices in emergency response by 
including local law enforcement and other emergency 
responders in such drills and exercises (ITTF, 2018).

Across schools, diverse student bodies and staff 
will have unique training needs. Effective training 
for older students, for instance, can take an “option-
based” approach that reflects the diversity of a 
school’s population: For example, drills and exercises 
can incorporate flexibility that allows educators and 
students with different mobility needs, language 
abilities, and disabilities to take different actions in 
the context of specific situations. Such an approach 
might be less useful in an elementary school context, 
however, in which students are too young to make 
these types of decisions on their own and do better 
with clear guidance and instruction. In short, each 
LEA should continuously adapt training to match 
the developmental needs of its student populations 
(National Child Traumatic Stress Network, 2018). 

Finally, it is worth noting that temporary staff 
will also need training: Substitute teachers, for exam-
ple, have a role to play in enhancing school safety and 
security on the days that they are working, and they 
need to be aware of relevant policies and procedures, 
as well as what their responsibilities will be in the 
event of a crisis. If a school faces high turnover rates 
among its teachers or administrators, it will also need 
to consider how to regularly integrate new personnel 
into physical security planning (Timm, 2015).

In sum, building a physical security system 
requires linking together equipment, technology, and 
design features through people, policies, and train-
ing. Investing in technology alone without specifying 
associated personnel roles, policies to operate and 
maintain the technology, and a training program on 
how to use the technology will fail to bring expected 
safety benefits. 

Best practices for 
training on school 
safety and security 
call for involving 
the entire school 
community—security 
personnel, teachers, 
administrators, and 
students—as well as 
external stakeholders, 
such as local 
police and fire first 
responders.
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Engaging External Stakeholders

Engaging with external stakeholders—in particular, 
members of the law enforcement and emergency-
responder communities—is key to ensuring that 
a school’s physical security system is established 
in a such a way that enables prompt and effective 
response. Engagement with local police, fire, and 
EMS officials begins during the security planning 
process and extends through the implementation of 
various protection and mitigation measures and into 
training and exercise programs that help to main-
tain a school’s approach to safety and security. For 
instance, a school will be better prepared to respond 
to emergency situations if police and EMS are aware 
of the types of protection and mitigation measures it 
has in place.

Engagement can take a variety of forms. Some 
schools have chosen to put in place a memorandum 
of understanding or mutual-aid agreement between 
responding agencies and school administrators to 
clarify response protocols and when and how they 
might share video footage from security cameras 
with local law enforcement (Keyes et al., 2020). Some 
schools have also issued key fobs to first respond-
ers to ensure that they can enter locked areas during 
emergencies, for instance, or mobile situational-
awareness devices, each consisting of a handheld 
unit that is capable of being networked directly into 
schools’ emergency call boxes. With these tech-
nologies, law enforcement and EMS personnel can 
directly access all areas of a school building and 
remain aware in real time of where on-campus emer-
gencies are occurring (Ergenbright and Hubbard, 
2012). More generally, law enforcement and first 
responders should have knowledge about school lock-
down directives, what spoken commands the school 
is using to direct students and staff to take vari-
ous measures, where shelter-in-place locations are 
throughout the school, and other pertinent details 
that might affect response and recovery (Goodrum 
and Woodward, 2019). 

Adopting a persistent collaborative training 
approach based on regular contact with local or 
regional responders, as well as other stakeholders, 
such as public health or American Red Cross offi-
cials, is crucial to effective protection and mitigation; 

a plan on which staff and students remain untrained 
and unpracticed has, at best, a 50-percent chance of 
being successful when emergencies do occur. When 
working with first-responder communities to plan, 
enact, and train to proficiency, schools should place 
emphasis on tabletop and real-time exercises that 
allow them to capitalize on the advice, services, and 
expertise that these partners can provide. A variety 
of detailed resources exist to help LEAs design strate-
gies to engage local police, fire, and EMS partners 
(see, e.g., Keyes et al., 2020).

Summary of Findings and 
Implications

The approach to protection and mitigation that we 
highlight here rests on the notion that the policies, 
procedures, and training developed around physi-
cal security tie together people and personnel with 
equipment, technology, and design to build a coher-
ent and layered system. More specifically, making 
decisions about security technology also requires 
making critical decisions about the role of personnel 
in the security process, the policies and procedures 
that will be in place to ensure the effective and sus-
tained use of equipment and technology, and how 
training programs and engaging with outside stake-
holders can contribute to positive security outcomes.

Notably, our approach also stresses that relying 
on protection and mitigation alone is insufficient 
to enhancing school safety and security; physical 
security is but one of three components of a broader 
school safety system that also includes prevention 
and response and recovery. In other words, a secure 
school is one that promotes a healthy school culture 
and climate, protects its community from threats and 
adverse events, and maintains the capacity to respond 
effectively to and recover from safety-related inci-
dents when they occur. School violence and crime are 
often the product of a complex, multicausal problem 
(Henry, 2009) that requires approaching school safety 
and security with an interdisciplinary lens. Systems 
thinking makes this possible.
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In summary, we highlight three major take-
aways from our systems approach to school physical 
security: 

• At a high level, a systems approach requires 
conceptualizing school physical security as a 
component within the broader school safety 
system, which also includes the elements 
of prevention and response and recovery. 
Measures put in place to protect and mitigate 
risk extend beyond the physical security space 
to affect and interact with important elements 
of school violence prevention, such as student 
mental health and school climate, and emer-
gency response and recovery efforts. 

• School physical security is itself a system con-
sisting of five core elements:

 Ȥ physical security equipment and 
technology

 Ȥ building and architectural design features
 Ȥ people and personnel
 Ȥ policies and procedures
 Ȥ associated training and exercise 

requirements.
• The equipment, technology, and design fea-

tures that a school has in place to protect its 
campus are all interrelated within the physi-
cal security space and have cost and other 
implications that LEAs will need to consider. 
Perhaps most importantly, the people and 
personnel that schools have to provide secu-
rity, as well as related policies, procedures, 
and training, ensure that these interconnected 
technologies, equipment, and site and build-
ing design features work in concert and in the 
service of the larger system. 

• Finally, our systems approach stresses 
that an LEA will be best placed to achieve 
security and safety benefits when it takes a 
layered approach to protection and mitiga-
tion. Measures in place at various layers 
across a school campus—specifically, at 
the campus-perimeter, school-grounds, 
building-perimeter, and building-interior 
layers—provide incremental protection 
against threats and prevent single points 
of failure. The extent to which schools will 

need to prioritize various layers over others 
will depend on their unique contexts, which 
can include the surrounding neighborhood, 
campus and building layout, student popula-
tion, and geographical location.

Taking such a systems approach to school physi-
cal security yields several implications for LEAs:

• First, LEAs should ensure that they are 
approaching physical security in a way that 
addresses their unique needs. There is no one-
size-fits-all approach to security and safety, 
and thorough threat, risk, and vulnerability 
assessments should inform the specifics of a 
school’s physical security design. Specifically, 
such factors as locale, age of the student popu-
lation, local data on crime and violence, and 
existing security equipment and building 
design features should all guide and inform 
the design phase. 

• Second, LEAs should plan to protect their 
campuses knowing that investments in equip-
ment, technologies, and building design 
will not yield improved security outcomes 
in the absence of clearly defined personnel 
roles and responsibilities; clear, consistent, 
and well-communicated policies and proce-
dures around security; and developmentally 
appropriate and regular training, drills, and 
exercises that allow the school community to 
practice responding to emergencies. The sys-
tem’s elements must work together to create 
security benefits, and LEAs should keep in 
mind that investments in one area, such as 
equipment, will create dependencies that flow 
into others—such as policies and procedures.

• Third, interventions, policies, and practices 
that aim to reduce school crime and violence 
and protect against risks should operate at 
multiple levels and incorporate individual 
students, schools, families, neighborhoods, 
and other community partners. An SRO is 
well placed to educate students about drug 
and alcohol safety and can help foster trust 
between a school’s student population and law 
enforcement officers. Having local emergency 
responders participate in training and drills 
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the physical security space. To identify sources, we 
conducted internet searches to capture current fed-
eral, state, local, and nongovernmental guidance for 
school security measures and assessment resources 
as they pertained to school safety. We also conducted 
searches of the research literature focused on the use 
of technology and physical security measures to keep 
schools safe. We performed searches using Google 
Scholar and reviewed references from highly relevant 
papers. Our search terms included the following:

• school building safety
• school building security
• school safety
• school security
• school facility safety
• school facility security
• school building design security
• school building design safety.

We restricted results to K–12 school settings and 
excluded documents from prior to 2000.

Our literature review also targeted literature 
from other, nonschool sectors. We identified relevant 
and comparable nonschool sectors based on their 
similarities to school settings in certain features, such 
as the need to maintain a welcoming and open envi-
ronment; the need to accommodate large numbers 
of people of diverse ages and accessibility require-
ments; and the individual uniqueness of facilities as a 
result of size, location, and other factors. Our review 
considered literature pertaining to physical security 
and safety in houses of worship; health care facili-
ties; nonmilitary federal facilities; military facilities; 
critical infrastructure; correctional facilities; and 
crowded places, including shopping centers, event 
spaces, and public transportation facilities.

The documents we reviewed came from dispa-
rate sources, including peer-reviewed research, policy 
and issue-specific briefs, white papers and posi-
tion papers, opinions from key stakeholders in the 
research and practitioner communities, commission 
reports, and course modules and instruction manu-
als. Topically, our review focused on physical security 
measures related to controlling access, surveillance 
equipment, barriers to entry (e.g., fences, door locks), 
communications, building design, and security 
personnel. We included documents that addressed 

for emergencies can help to improve response, 
insofar as these events improve emergency 
responders’ situational awareness of school-
specific emergency procedures and provide 
opportunities for LEAs to work with the EMS 
community to improve emergency operations 
plans.

• Finally, LEAs should think about how their 
approach to protection and mitigation influ-
ences and interacts with the broader educa-
tional mission, either facilitating or hinder-
ing teaching and learning. Anticipating and 
mitigating against unintended consequences 
of measures is an important step in the physi-
cal security planning process. In this sense, an 
LEA that already has physical security mea-
sures in place or is contemplating implement-
ing them might consider how it can engage 
the broader school community to implement 
and use the various measures in a do-no-harm 
manner. It might also consider complement-
ing visible measures with clear, fair, and sup-
portive discipline policies, as well as efforts to 
keep youths academically engaged and chal-
lenged, so as to lessen and preferably elimi-
nate the chance that certain measures might 
degrade school culture and climate.

Ultimately, the LEA that effectively balances the 
need for effective safety and security with the need 
to maintain a healthy school climate will ward off 
safety-related incidents while continuing to promote 
a productive and inclusive learning environment.

Appendix. Data and Analytic 
Approach

This appendix provides additional detail on the 
literature review methods used to complete both 
reports—this one and Challenges in Implementing 
Physical Security Measures in K–12 Schools (Steiner 
et al., 2021). We also highlight research limitations. 

Our Literature Review

In the summer of 2020, we completed a compre-
hensive review of scholarly and other literature in 
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1. What does taking a systems approach to 
school safety mean to you? What guidance 
would you give school or district staff about 
how to take a systems approach in their 
contexts?

2. What school or student characteristics, or 
aspects of the school schedule, should inform 
national guidance for improving physical 
school security?

3. In your specific context, what are the key 
facilitators and barriers to implementing 
physical security measures to improve school 
safety?

Members of the study team took notes during the 
stakeholder discussion groups, conducted a thematic 
analysis of the notes, and discussed findings among 
themselves.

Research Limitations

Although the literature review and policy analy-
sis were comprehensive, they might not have been 
exhaustive. In addition to compiling sources based 
on our Google Scholar and other internet searches, 
we scanned the reference lists of the most-relevant 
papers and reviewed relevant resources that had 
not already been captured in our literature review. 
Nevertheless, it remains possible that we did not 
reach saturation. Although our review process 
included consulting sources from outside the school 
sector, we consulted only a limited number of these, 
so it is possible that our review did not capture all 
relevant discussions. Moreover, the small-group 
stakeholder discussions were opportunistic, and the 
data are limited by their self-reported nature, conve-
nience sampling approach, and small samples. They 
might therefore represent only a limited set of experi-
ences and opinions among the broader practitioner 
community.

Despite these limitations, we believe that these 
reports demonstrate best practices in implementing 
systems approaches to physical security and increase 
awareness of the constraints under which LEAs oper-
ate when planning for their physical security needs 
and selecting appropriate measures.

adjacent topics, such as school climate, when they 
intersected with physical security measures. Our 
review focused on literature addressing the effective-
ness of various physical security measures, as well as 
literature on the effects that security and resilience 
measures can have on the broader educational mis-
sion and school climate. 

Our searches netted 308 documents, 235 of which 
were school-specific and 73 of which focused on other 
sectors. We reviewed each document for relevance 
and coded each one as highly relevant (1), moder-
ately relevant (2), or not relevant (3). Two hundred 
and nineteen documents were highly or moderately 
relevant, and we thus included these in our analysis. 
The analysis of challenges in implementing school 
physical security draws primarily on school-specific 
literature but also includes relevant examples from 
non–school-specific literature. Table A.1 summarizes 
the characteristics of the documents collected.

Small-Group Stakeholder Discussions

We conducted two small-group discussions with 
school security experts and practitioners in the fall 
of 2020. These discussions were part of a larger ini-
tial planning conference hosted by CISA in October 
2020. The purpose of the conference was to introduce 
the agency’s initiative to produce a new generation 
of guidance on school safety and security, and the 
small-group discussions were organized to take 
advantage of the collection of experts gathered for 
this conference, in the hopes that they would provide 
us with a small amount of additional, qualitative 
information to ensure that our literature review cov-
ered key challenges as perceived by school security 
experts.

These discussions included a total of 11 school 
safety experts from the two discussion groups. 
Participants included LEA emergency managers, 
former principals, state leaders of safe-school initia-
tives, and national school safety and security orga-
nization leaders. Each discussion, moderated by a 
RAND researcher, lasted one hour. The protocol was 
semistructured to provide consistency in questions 
asked and to allow participants to elaborate on their 
responses and offer unsolicited input. The following 
questions guided the discussions:
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TABLE A.1

Summary of Documents Collected in the Literature Review

Characteristic School Specific
Non–School 

Specific Row Total Category Total

Relevance

1 (highly relevant) 66 25 91

2 (moderately relevant) 113 15 128 219

3 (not relevant) 56 33 89 308

Counts below this line exclude relevance = 3 (not relevant) 235 73

Instrument

Yes 27 11 38

Non–school-specific sector

Houses of worship 3

Transportation 23

Health care 7

Nonmilitary federal facilities 6

U.S. Department of Defense facilities 2

Other 32

Geographic area

National 84 34 118

State 30 0 30

Regional 3 0 3

District 5 0 5 156

Document type

Federal or national guidance 51 23 74

State guidance 26 0 26

District guidance 0 0 0

Peer-reviewed study or report 57 6 63

Report (no peer review) 25 7 32

Case study 16 0 16

Commission report 5 0 5

Issue or policy brief 5 0 5

Guidance from school safety association 10 0 10

Webpage 14 0 14

Legislation 3 0 3

Doctrine 0 1 1

Opinion 7 3 10
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Characteristic School Specific
Non–School 

Specific Row Total Category Total

Course module or instruction manual 4 0 4 263

Document approach

Vulnerability assessment 41 17 58

Risk management 70 29 99

Training 39 17 56

Systems approach to physical security 67 21 88

Other 53 4 57

Guidance specific to school or community characteristics

Grade level 19

Student or visitor population 11

Locale 5

Other (specify) 0 35

Guidance specific to school spaces

Inside the school building 62

Classrooms 34

Common spaces (e.g., cafeterias, auditoriums, hallways) 34

Private spaces (e.g., offices, lounge, restrooms) 26

Outside the school building 50

Athletic facilities 14

Modular units 8 228

Guidance specific to school activities

Instructional time 4

Transition time (school arrival or dismissal; between 
classes)

7

Before- or after-school or weekend activities 5 16

System-level approach: considers implications of 

Cost 53 18 71

Staff time 16 3 19

School climate 68 1 69

Incidents other than shootings 69 12 81

Student or staff mental health 32 1 33

Criminal justice system 17 0 17

Integration of old and new 20 5 25

Process for training 32 10 42

Continuous improvement 20 4 24

Table A.1—Continued
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Characteristic School Specific
Non–School 

Specific Row Total Category Total

Recommendations 40 4 44

Planning

Includes planning guidance 45 23

Planning with school officials 31

Planning with law enforcement 32 4

Planning with other stakeholders 31 3

NOTE: Researchers coded each document according to its relevance to the topic of school physical security. A code of 1 indicates the most-relevant 
documents, and a code of 3 indicates irrelevant documents. We excluded from our analysis any document coded as 3.

Table A.1—Continued

Notes
1  This number includes thefts and violent victimizations, such 
as rape, sexual assault, robbery, and aggravated and simple 
assault. 
2  Zero-tolerance policy refers to school disciplinary measures 
that rely on exclusionary punishment, such as suspension and 
expulsion, and a discipline code that provides school administra-
tors and teachers little discretion in individualizing responses to 
behavioral problems. Under a zero-tolerance regime, even low-
level infractions are typically met with harsh punishment. See, 
e.g., Garver and Noguera, 2012. 
3  The U.S. Department of Education defines an LEA as a public 
board of education or other public authority that administers 
public schools. LEAs can consist of a single school, a single 
district or school system, or multiple school districts or school 
systems (U.S. Department of Education, undated). 
4  The 2020 National School Safety and Physical Assessment 
Virtual Roundtable, focus group session with school safety and 
security subject-matter experts, October 2020. 
5  A common approach to physical security focuses on the spe-
cific goals, or functions, of detection, delay, and response:

• Detection relates to those measures that alert to the pres-
ence of a person or threat as it is occurring.

• Delay includes those measures put in place to increase the 
physical resources, capabilities, and time necessary for 
someone to carry out a threatening action.

• Response refers to those measures that contribute to stop-
ping the threat by engaging the attacker with force, cap-
turing them, or causing them to flee. (See, e.g., Williams, 
2019.)

6 Other resources that we reviewed for this report provide 
similar frameworks and approaches to physical security planning 
in schools. See, for example, Johns Hopkins University Applied 
Physics Laboratory (APL), 2016.

7  Some approaches to school physical security, such as Safety 
and Security Guidelines for K–12 Schools (Partner Alliance for 
Safer Schools, 2020), include an additional layer of protection 
at the school district level. This level is outside the scope of this 
report, which considers only protection and mitigation against 
events that are likely to occur within a school’s perimeter. As 
a result, we do not speak to approaches addressing safety and 
security on school buses or bus routes, field trips, or walking or 
biking routes.
8  The National School Climate Center defines school climate 
as “the quality and character of school life. School climate is 
based on patterns of students’, parents’, and school personnel’s 
experience of school life; it also reflects norms, goals, values, 
interpersonal relationships, teaching and learning practices, and 
organizational structures” (National School Climate Center, 
undated). 
9 Later in this report, we provide a more complete discussion of 
the benefits and costs associated with hiring SROs.
10  Examples of human-caused hazards include terrorist attacks 
and active-shooter incidents, unarmed physical assaults, arson or 
other incendiary attacks, and the intentional or accidental release 
of hazardous materials. Accidental human-caused hazards can 
also be referred to as technological hazards and can include such 
events as transport accidents, toxic-waste spills, dam failures, 
and factory explosions.
11  Duval County Public Schools in Jacksonville, Florida, for 
example, has its own police force made up of more than 50 SROs 
assigned to a total of 52 schools. See Chen, 2020.
12 As of 2019, 16 states encouraged or required schools to con-
duct active-shooter drills. Ohio and Indiana passed the earliest 
laws in 2006 and 2007, respectively (Temkin et al., 2020).
13 Such phrases as “code red,” for example, might be used to trig-
ger a school lockdown during an active-shooter event. See, e.g., 
Foley, undated. 
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Colo., updated June 2018. As of January 4, 2021: 
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CSSRC%20Documents/CSSRC-Essentials-of-TA.pdf

Crawford, Charles, and Ronald Burns, “Preventing School 
Violence: Assessing Armed Guardians, School Policy, and 
Context,” Policing: An International Journal, Vol. 38, No. 4, 2015, 
pp. 631–647.

DHS—See U.S. Department of Homeland Security.

Division of Violence Prevention, National Center for Injury 
Prevention and Control, Centers for Disease Control and 
Prevention, Crime Prevention Through Environmental Design 
(CPTED) School Assessment (CSA), Atlanta, Ga.: National Center 
for Injury Prevention and Control, Centers for Disease Control 
and Prevention, and Carter and Carter Associates, May 2017. As 
of November 11, 2020: 
https://www.cdc.gov/violenceprevention/youthviolence/ 
cpted.html

Dorn, Michael, Randall Atlas, Tod Schneider, Chris Dorn, 
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http://safehavensinternational.org/wp-content/uploads/2014/12/
Seven_Important_Building_Design_Features_to_Enhance_
School_Safety_and_Security-ISSSA_2014.pdf

Doss, Kevin T., and C. David Shepherd, Active Shooter: Preparing 
for and Responding to a Growing Threat, Oxford, UK: Elsevier, 
2015.

Eith, Christine A., and Kenneth S. Trump, “A Holistic Approach 
to School Safety,” School Administrator, April 2019, pp. 43–47. As 
of January 20, 2021: 
http://my.aasa.org/AASA/Resources/SAMag/2019/Apr19/ 
Eith_Trump.aspx

Ergenbright, Charles E., and Sean K. Hubbard, Defeating the 
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