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About This Report  

After Russia’s full-scale invasion of Ukraine in 2022, the Kremlin will have to rethink, 
reform, and rebuild the country’s military while facing even more binding financial constraints 
under a new wave of sanctions and export controls. In this new strategic and economic 
environment, Russia’s political and military leadership likely will have to prioritize some 
modernization programs and abandon others. Some Russian military strategists have said that the 
country’s military should not match its adversaries’ capabilities; instead, it should seek an 
asymmetric response by developing capabilities that make its adversaries’ high-tech weapon 
systems economically unjustifiable. In recent years, there seemed to be a growing consensus in 
Russia that using artificial intelligence and robotics—enabling relatively cheap but capable 
forces—might just be such an asymmetric response. Moreover, in the face of unsatisfactory 
performance and low morale of the Russian troops in Ukraine, Moscow might see the 
robotization of the Armed Forces as a way to alleviate its dependence on manpower. However, 
such a technological shift will be more difficult to achieve under these new financial and 
technological constraints.   

In this report, we examine the Russian vision for robotization and highlight where that vision 
diverges from the robotic revolution in the United States. We analyze Russia’s progress in the 
robotization of its Armed Forces and assess under what conditions could Moscow deliver on its 
robotization vision. Our findings indicate that, compared with the United States, Russia might be 
more willing to grant autonomy to military drones and robots when executing strikes and appears 
to see ground robotic capabilities on par with aerial drones. Moscow believes that unmanned 
capabilities can replace soldiers (and not just augment them); this is supposed to decrease 
personnel losses and increase combat effectiveness. Although robotization progress has been 
slow and the key inputs of the innovation system will be negatively affected by the sanctions and 
export controls that were imposed on Russia in 2022, the overall emphasis on unmanned 
capabilities might persist. Consequently, lowering the political and financial costs of Russian 
foreign deployments could increase those deployments’ frequency. 

The research reported here was completed in October 2021, reviewed and revised in spring 
2022 on the basis of Russia’s full-scale invasion of Ukraine, and underwent security review with 
the sponsor and the Defense Office of Prepublication and Security Review before public release.  

RAND National Security Research Division 
This publication was funded by the Russia Strategic Initiative, United States European 

Command, and conducted within the International Security and Defense Policy Center of the 
RAND National Security Research Division (NSRD), which operates the National Defense 
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Research Institute (NDRI), a federally funded research and development center sponsored by the 
Office of the Secretary of Defense, the Joint Staff, the Unified Combatant Commands, the Navy, 
the Marine Corps, the defense agencies, and the defense intelligence enterprise.  
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Summary 

Issue 
Under President Vladimir Putin’s leadership, the Kremlin’s strategic objective has been to 

establish Russia as one of the leading world powers in a modern, multipolar world. To that end, 
Russia has reformed and modernized its Armed Forces and used them increasingly often to 
further its foreign policy goals. Moscow’s 2022 full-scale invasion of Ukraine exposed a 
mismatch between Russia’s maximalist political objectives and its conventional military 
potential. Therefore, Russia will have to rethink, reform, and rebuild its military, while likely 
facing more binding financial constraints under a new wave of sanctions and export controls put 
into place following its full-scale invasion of Ukraine.  

In this new strategic and economic environment, Russia’s political and military leadership 
likely will have to prioritize some modernization programs and abandon others. In the past, some 
Russian military strategists have said that the country’s military should not match its adversaries’ 
capabilities; instead, it should seek an asymmetric response by developing capabilities that make 
its adversaries’ high-tech weapon systems economically unjustifiable. In recent years, there 
seemed to be a growing consensus in Russia that using artificial intelligence and robotics—
enabling relatively cheap but capable force—might just be such an asymmetric response. 
Moreover, in the face of the unsatisfactory performance and low morale of Russian troops in 
Ukraine during the 2022 war, Moscow might see the robotization of the Armed Forces as a way 
to alleviate its dependence on manpower.  

Arguably, in light of Russia’s looming economic decline, the odds are stacked against 
Russian robotization ambitions. However, in the past, both the Soviet Union and the Russian 
Federation have proven that it is possible to develop narrow pockets of excellence even in 
adverse circumstances. The pace and scope of robotization likely will be below the proclaimed 
goals. However, even limited success in this area could have very serious ramifications. If the 
Kremlin pushes for robotization and, as a result, Moscow believes that military operations 
become financially and politically cheaper, more effective, and less dependent on soldiers’ will 
to fight, then the propensity to use military force could increase further. At the same time, the 
Russian vision for military robotization differs significantly from the U.S. vision, which could 
put the United States and its allies at a disadvantage. 

In this exploratory report, we aim to understand the Russian vision for robotization, assess 
the current state of affairs, and offer a structured way to examine Russia’s ability to deliver on its 
vision. Specifically, we study Russian motivations for the development of artificial intelligence 
and robotics. We investigate how much autonomy Russians might be willing to delegate to 
machines and to what extent Russians plan to replace—rather than augment—human soldiers. 
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We study emerging concepts of operations and examine implementation progress. We provide a 
framework to systematically examine conditions under which Russia can succeed in its 
robotization efforts. Finally, we offer some recommendations regarding tools that the United 
States can use to hinder Russia’s quest for robotization.   

Approach 
To examine Russia’s vision for the robotization of the Armed Forces, we reviewed publicly 

available policy documents, statements, and speeches of political and military officials. We also 
surveyed the most authoritative Russian military journals. To investigate the state of affairs, we 
surveyed military-scientific literature, industry and defense magazines, and news portals. Finally, 
to examine Russia’s ability to deliver on its robotization vision, we used an innovation-system 
analytical framework that analyzed the input factors and innovation processes. The input factors 
are human capital, hardware, and resources, whereas the innovation processes are innovation 
networks and knowledge generation and the institutional environment. 

Key Findings 

• The Russian military seeks to substitute unmanned capabilities for soldiers rather than 
augment and support them. Drones, robots, and algorithms that support them are 
supposed to be cheap force multipliers that increase the effectiveness of military 
operations while decreasing personnel losses and overall reliance on manpower.  

• Despite some official declarations, it also appears that Russian leaders are willing to 
accept a larger extent of machine autonomy and likely will endorse fully autonomous 
systems if they become technologically feasible. Nevertheless, Moscow might seek to 
internationally regulate lethal autonomous weapon systems to constrain the United 
States’ use of force. 

• The vision presented in Russian scientific literature indicates that military drones and 
robots are expected to proliferate across the Armed Forces and take over numerous 
combat, reconnaissance, and support roles. Many of these tasks imply a much higher 
level of autonomy than is currently feasible. 

• Relative to the United States, Russia seems to pay more attention to unmanned ground 
vehicles. Russian military scholars believe that such vehicles could vastly decrease 
personnel losses in urban warfare. 

• According to the existing plans, by 2025, the share of robotic systems in the total weapon 
structure is supposed to reach approximately 30 percent. Such a shift seems nearly 
impossible in the proposed timeframe, but this plan signals long-term goals. 

• In the past five to ten years, the Ministry of Defense established new policies, programs, 
and institutions. Multiple prototypes have been developed simultaneously, and some of 
them were tested in combat conditions in Syria and to a lesser extent in Ukraine. 
Nevertheless, Russia’s efforts still lag behind those of the United States, Israel, China, 
and others. The first Russian armed drone entered the service in late 2020.  
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• Going forward, the key inputs of Russia’s innovation system are human capital, financial 
resources, and hardware, all of which likely will be negatively affected by the new wave 
of sanctions and export controls that were imposed on Russia in 2022. However, the 
Russian government has tools to offset some of the negative trends in selected areas.  

• Russia has a strong primary and secondary education system in science, technology, 
engineering, and math, and the 20–29-year-old cohort will grow over the next 15 years. 
The government is already employing sticks and carrots to limit brain drain. Moreover, 
because of economic sanctions, the economic situation could potentially deteriorate to the 
point where emigration becomes increasingly difficult.  

• Russia could employ cyber theft, industrial espionage, and covert supply chains to access 
necessary software and hardware.  

• Limited innovation networks and a weak institutional environment likely will constrain 
Russia’s innovation system, but it might seek scientific and technological collaborations 
with China.   

Recommendations 

• Some of the tools to hinder Russia’s ability to deliver on its robotization vision are 
immigration policies that increase the rate of brain drain and export controls enforcement 
that limits the development and production of qualitatively new capabilities. In the latter 
category, Russia could go back to the Soviet Union toolkit (e.g., industrial espionage, 
covert supply chains); this toolkit should be extensively studied by the intelligence 
community. 

• The U.S. government should seek to expand the enforcement of sanctions and export 
controls to third parties, especially China and other countries in Southeast Asia. 

• The U.S. government should work with its allies and partners to limit joint research and 
development of artificial intelligence and robotics technologies between Russian 
researchers and institutions and Western counterparts, particularly those related to dual-
use technologies.  

• To hedge against the possibly that Russia develops pockets of excellence in artificial 
intelligence and robotics, more research is needed to understand where Russia could see 
potential windows of opportunity to employ the resulting technologies. Elimination of 
such windows of opportunity could entail sharing counter-drone capabilities. 
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Chapter 1. Introduction 

If a war is a continuation of politics by other means, then military innovation and weapons 
development have to be aligned with the present and future political goals of a state. Even before 
its 2022 war against Ukraine, Russia faced unique challenges. Politically, Moscow has been 
seeking to consolidate its status as one of the leading world powers in a modern multipolar 
world.1 That requires the ability to project force—not only along its periphery but also globally. 
However, Russia’s underwhelming performance in its February 2022 invasion of Ukraine 
revealed that the military means at President Vladimir Putin’s disposal are not commensurate 
with his geopolitical ends.2 Despite this mismatch, some experts warn that Russia could become 
a “more belligerent and insecure regime,”3 especially given the signals that the North Atlantic 
Treaty Organization (NATO) might accept two new members (Finland and Sweden) and 
strengthen its military posture on its eastern flank.4   

For Russia, this new strategic environment likely creates a situation in which future weapon 
development becomes a key policy imperative while the material constraints relative to the 
United States and China are increasing over time. Given Russia’s economic potential, the 
Western sanctions regime against Russia, and the rapid development of military technologies 
globally, some Russian military thinkers have argued that an asymmetric response to a 
technologically superior adversary could become a magic wand that will help to defend Russian 
sovereignty and aid its economic development.5  

Creating an asymmetric advantage over an adversary always has been an implicit purpose of 
innovation in military technology. Russian military thinkers conceptualize the asymmetric 
response in both economic terms and operational terms. Initially, the concept of asymmetric 
response emerged as the Soviet answer to the U.S. Strategic Defense Initiative. It referred to 
efforts to neutralize advantages of potential U.S. missile defense systems without investing in its 
own missile defense, which was too expensive at that time, given the Soviet Union’s economic 

 
1 Ministry of Foreign Affairs of the Russian Federation, Foreign Policy Concept of the Russian Federation, 
Moscow, November 30, 2016. 
2 Andrew S. Bowen, Russia’s War in Ukraine: Military and Intelligence Aspects, Washington, D.C.: Congressional 
Research Service, R47068, April 27, 2022. 
3 Eugene Rumer and Richard Sokolsky, “Putin’s War Against Ukraine and the Balance of Power in Europe,” blog 
post, Carnegie Endowment for International Peace, April 11, 2022.  
4 Carl Bildt, “NATO’s Nordic Expansion. Adding Finland and Sweden Will Transform European Security,” 
Foreign Affairs, April 26, 2022; Rob Schmitz, “With War on Its Doorstep, Germany Plans a Major Military 
Buildup,” NPR, March 22, 2022; and John A. Tirpak, “U.S. Military Posture Changes Needed in Europe, Pentagon 
Says,” Air Force Magazine, April 18, 2022. 
5 V. V. Selivanov and Yu. D. Il’in, “Metodicheskie osnovy formirovaniya asimmetrichnykh otvetov v voenno-
tekhnicheskom protivoborstve s vysokotekhnologichnym protivnikom,” Voennaya mysl’, No. 2, 2019a, p. 6. 
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situation.6 After the decline of Russia’s national economy and military power in the 1990s and its 
war with Georgia in 2008, the Kremlin concluded that the Russian military required large-scale 
modernization even to effectively conduct a local conventional war against a much weaker 
adversary.7 Despite the subsequent modernization program that significantly improved Russian 
capabilities in some key areas,8 Russian military scholars have argued that against a 
technologically superior adversary—such as the United States—an asymmetric response is 
necessary; a symmetric response would “only draw the economically weaker side into the arms 
race, that is, an economic ‘war’ aimed at depleting resources.”9  

The basic premise of the asymmetric response, as it is discussed in Russian military literature 
today, is to effectively counter the enemy’s superior combat capabilities through means that are 
sufficiently cheaper than the enemy’s high-technology weapon systems to make their 
development and deployment economically unjustifiable.10 Russian military scholars highlight 
that the asymmetric response should be cost-effective and take into account the time needed to 
develop it.11 The choice of the means of asymmetric response should ensure scientific and 
technological independence (i.e., rely on the domestic scientific-technological base) and achieve 
scientific and technological superiority in selected areas of weapons and equipment 
development.12  

The goal of this report is to examine Russian efforts in the field of emerging technologies, 
which has been discussed in Russian military writings as an avenue of response to U.S. military 
and technological superiority.13 In previous research, we found that among emerging 
technologies Russia gives particular weight to the future military application of artificial 

 
6 Selivanov and Il’in, 2019a, p. 6. 
7 Anatolii Tsyganok, “Uroki pyatidnevnoi voiny v Zakavkaz’e,” Nezavisimoe voennoe obozrenie, No. 30, 2008, p. 
1.  
8 Andrew Radin, Lynn E. Davis, Edward Geist, Eugeniu Han, Dara Massicot, Matthew Povlock, Clint Reach, Scott 
Boston, Samuel Charap, William Mackenzie, Katya Migacheva, Trevor Johnston, and Austin Long, The Future of 
the Russian Military: Russia’s Ground Combat Capabilities and Implications for U.S.-Russia Competition, Santa 
Monica, Calif.: RAND Corporation, RR-3099-A, 2019.  
9 Selivanov and Il’in, 2019a, p. 7. 
10 Selivanov and Il’in, 2019a, p. 6. The Russian concept of asymmetric response is similar but different from the 
U.S. offset strategy. It seems that, although asymmetric effect stands in the center of offset strategy, in the center of 
asymmetric response stands asymmetric cost imposition.  
11 Selivanov and Il’in, 2019a, pp. 10–11. 
12 Selivanov and Il’in, 2019a, pp. 9–11. For the methodology of choice of asymmetric weapon systems, see: V. V. 
Selivanov and Yu. D. Il’in, “Metodika kompleksnoi podgotovki asimmetrichnykh otvetov pri programmno-tselevom 
planirovanii razvitiya vooruzheniya,” Voennaya mysl’, No. 2, 2020. 
13 For example, O. B. Achasov, S. S. Smirnov, and A. Yu. Pronin, “Osnovnye napravleniya tekhnologicheskogo 
razvitiya sistemy vooruzheniya Vooruzhennykh Sil Rossiiskoi Federatsii,” Vooruzhenie i ekonomika, No. 1, 2016. 
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intelligence (AI) and robotics.14 As some Russian military scholars noted back in 2011, an 
asymmetric response to a technologically advanced adversary in a network-centric war requires a 
new system of armaments that are “based on multipurpose, partially autonomous complexes . . . 
equipped with powerful warheads and intelligent combat support systems, highly resilient in a 
wide range of conditions and resistant to countermeasures.”15 Unmanned capabilities supported 
by AI also have the benefit of being relatively cheap technologies that can have significant 
impact, fulfilling Russia’s desire for a force that can be sustained against an adversary like the 
United States. Furthermore, the low morale of Russian soldiers in Ukraine can give Moscow an 
additional incentive to invest in these technologies—Russian authorities might see remote 
warfare as a way to alleviate the need to sustain the will to fight among their troops.16   

Russian political and military leaders regularly reference these technologies in policy 
documents and speeches; they also are increasingly a target of military investment and military 
studies. Experts of the 46th Central Scientific-Research Institute of the Ministry of Defense 
(TsNII MoD), which is one of the leading actors in the development of the MoD’s procurement 
and investment plans, noted: 

Over the last 20 years of the development of weapons, military, and special 
equipment, the process of their robotization has acquired the role of a key 
technological direction and has become a central link in new conceptual 
approaches to the development of the Armed Forces. At present, robotization is 
no longer a fashionable trend but an urgent need and an essential condition for 
creating the army of the future.17 

Existing research suggests that the proliferation of autonomous weapon systems, i.e., robotic 
platforms with AI-powered control systems, can have a detrimental effect on strategic stability.18 
Nevertheless, until recently, Russian developments in the field received only limited attention 
from the Western security community. In the last two years, the body of work considerably grew, 
especially in the field of Russian AI-related efforts. For example, Konaev and Dunham analyzed 
Russia’s civilian scientific research on AI that was published in English and found that the 

 
14 Clint Reach, Alyssa Demus, Eugeniu Han, Bilyana Lilly, Krystyna Marcinek, Yuliya Shokh, Russian Military 
Forecasting and Analysis. The Military-Political Situation and Military Potential in Strategic Planning, Santa 
Monica, Calif.: RAND Corporation, RR-A198-4, 2022.  
15 P. A. Dul’nev, V. T. Kovalev, and L. N. Il’in, “Asimmetrichnoe protivodeistvie v setetsentricheskoi voine,” 
Voennaya mysl’, No. 10, 2011, p. 6.  
16 Jim Garamone, “Russian Forces Invading Ukraine Suffer Low Morale,” DoD News, March 23, 2022. 
17 A. V. Leonov, V. V. Trushchenkov, and D. V. Nesterov, “Algoritm voenno-ekonomicheskoi otsenki effektivnosti 
ispol’zovaniya robototekhnicheskikh kompleksov v sostave podrazdelenii Vooruzhennykh Sil Rossiiskoi 
Federatsii,” Voennaya mysl’, No. 7, 2019, p. 81. 
18 Jürgen Altmann and Frank Sauer, “Autonomous Weapon Systems and Strategic Stability,” Survival, Vol. 59, No. 
5, October–November 2017.  
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number of publications increased six-fold between 2010 and 2018.19 Edmonds et al. provided a 
comprehensive overview of the development of AI in Russia, including a chapter on military AI 
and a discussion of existing and prospective military robotics systems. 20 In 2021, two studies 
focused on robotization and hardware issues were published: a study by the International Centre 
for Defence and Security of Estonia and a report by Timothy Thomas of the MITRE 
Corporation.21 The studies make valuable contributions by presenting elements of the Russian 
vision for robotization and some emerging concepts of operations. We hope to contribute to this 
body of literature by providing a clearer delineation between bold expectations of Russian 
leaders and the current state of affairs. We also recognize the need for more analysis of the 
feasibility of Russia’s vision.    

Intuitively, under the new sanctions regime and coupled with war losses of legacy systems, 
the chances of Russia developing advanced AI and unmanned capabilities seems low. However, 
the history of the Soviet Union’s advanced weapons programs shows that it is possible to 
develop pockets of excellence even in adverse circumstances.22 Given the reportedly low morale 
of Russian soldiers and their worse-than-expected performance,23 Russia might push for more 
robotization to alleviate dependence on manpower. Even though it is too early to make such a 
determination, in this report, we aim to contribute a more comprehensive examination of this 
topic. We study specific Russian motivations for the development of those capabilities to 
understand and how those motivations might be reflected in design choice and in emerging 
concepts of operations. We explore key questions that U.S. decisionmakers might have with 
regard to Russian robotization. In particular, we question how much autonomy Russian senior 
leaders might be willing to delegate to machines when life and death decisions are at stake, or to 
what extent Moscow plans to replace rather than augment human soldiers. We assess whether 
Russia has been able to deliver on its own robotization vision and, finally, we look at the 
prospects for future integration of robotics technology in the Russian military.  

 
19 Margarita Konaev and James Dunham, Russian AI Research 2010 to 2018, Washington, D.C.: Center for Security 
and Emerging Technology, October 2020. 
20 Jeffrey Edmonds, Samuel Bendett, Anya Fink, Mary Chesnut, Dmitry Gorenburg, Michael Kofman, Kasey 
Stricklin, and Julian Waller, Artificial Intelligence and Autonomy in Russia, Arlington, Va.: CNA, DRM-2021-U-
029303-Final, May 2021. Other studies focused on Russian AI include Vadim Kozyulin, Militarization of AI: A 
Russian Perspective, New York, N.Y.: Stanley Center for Peace and Security, United Nations Office for 
Disarmament Affairs, and Stimson Center, July 2019; and Julien Nocetti, The Outsider: Russia in the Race for 
Artificial Intelligence, Russie.Nei.Reports, No. 34, Paris: Institut Français de Relations Internationales, 2020. 
21 Sten Allik, Sean Fahey, Tomas Jermalavičius, Roger McDermott, and Konrad Muzyka, The Rise of Russia’s 
Military Robots. Theory, Practice and Implications, Tallinn: International Centre for Defence and Security, 2021; 
and Timothy Thomas, Russian Robotics: A Look at Definitions, Principles, Uses, and Other Trends, McLean, Va.: 
MITRE Corporation, 2021. 
22 “Western Technology and Soviet Military Power,” Adelphi Papers, Vol. 24, No. 192, 1984. 
23 Helene Cooper, Julian E. Barnes, and Eric Schmitt, “As Russian Troop Deaths Climb, Morale Becomes an Issue, 
Officials Say,” New York Times, March 16, 2022. 
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The research for this project was initiated prior to Russia’s full-scale invasion of Ukraine in 
February 2022. In light of a new wave of Western sanctions in response to the war, the analysis 
of Russian prospects carries even more uncertainty than the pre-war outlook. Will Russia 
abandon its robotization efforts because of its shrinking resource base and prioritization of 
legacy systems? Or will it accelerate efforts to rebuild the Armed Forces with less dependence 
on manpower? While it is too early to know how the war in Ukraine might change the Russian 
goals for robotization, we offer a framework that can help systematically assess Russian ability 
to fulfill it. 

Definitions and Terminology 
We used the definition of robotization as outlined by Russia’s Armed Forces. According to 

Colonel Sergei Popov, the head of the Main Robotic Research, Development and Testing Center 
of the MoD, robotization is defined as: 

A set of measures aimed at acquiring technologies that are capable of fully or 
partially replacing a soldier or an entire unit in solving tasks involving risks to 
life and health, both in combat and in the daily life of troops. Our goal is to 
improve the effectiveness of troops, reduce possible losses, develop new abilities 
of the existing military and special equipment, as well as to develop promising 
new models of equipment.24 

This definition of robotization implies that the concept covers not only unmanned vehicles 
(aerial, ground, maritime) that are remotely controlled, but also AI algorithms that will power 
future robotic platforms. Because our aim is to look beyond the current State Armament Program 
(SAP) (2027), we will focus on both military robots and potential military applications of AI, 
especially in machine autonomy.  

Russian military terminology in the robotics field is ambiguous. The term robotic complexes 
usually refers to unmanned ground vehicles (UGVs). However, in some cases, the same term 
refers to a broader class of unmanned aerial, ground, and maritime vehicles.25 None of the terms 
used for unmanned systems imply the mode of control, and the discussion about the usage of the 
term robot is not settled in Russian scientific literature. Some thinkers believe that only AI-

 
24 Sergei Popov, “Perspektivnye robototekhnicheskie kompleksy,” Rossiiskoe voennoe obozrenie, No. 7, 2017, p. 
17.  
25 In Russian, the term robototekhnicheskie kompleksy (or RTK) usually refers to unmanned ground systems. In 
some cases, however, the same term refers to a broader class of unmanned aerial, ground, and maritime vehicles. 
Other terms used for unmanned aerial vehicles (UAVs) and unmanned maritime vehicles are unambiguous: UAVs 
are often referred to as bespilotnye letatel’nye apparaty (BPLA, BLA), or, colloquially, bespilotniki and drony; 
unmanned underwater vehicles are podvodnye bespilotnye apparaty, neobitaemye podvodnye apparaty, or 
podvodnye robototekhnicheskie kompleksy; and the unmanned surface vehicles are called nadvodnye bespilotnye 
apparaty.. 
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powered control systems justify the use of the term robot.26 The military dictionary provided by 
the MoD website defines a combat robot as 

A multifunctional device with anthropomorphic (human-like) behavior, partially 
or completely performing the functions of a person in combat missions. It 
comprises [a] data-collecting sensory system, control system, and payload 
devices. The first-generation combat robots with remote control systems are 
capable of functioning only in an organized environment. The second-generation 
combat robots are adaptive, possess a kind of “senses,” and are able to function 
in previously unknown conditions, i.e., they adapt to changes in the environment. 
The third-generation combat robots are intelligent, having a control system with 
elements of artificial intelligence (so far created only in the form of laboratory 
models). The simplest combat robots include unmanned tanks, torpedo boats, 
robot soldiers, etc., used to ensure the combat activities of troops in conditions 
intolerable for people.27 

However, the terminology of the first, second, and third generations is not used in military 
literature. The most-commonly used terms—robotic systems or robotic complex—usually refer 
to remotely piloted vehicles, but according to another MoD definition, these terms can also be 
used to refer to autonomous devices.28 For the purpose of this report, we will use the terms 
military robots, robotic complexes, and robotic systems interchangeably to refer to unmanned 
vehicles. We will use the term autonomous only if it is mentioned in the referred literature or can 
be inferred from it; the distinction between direct translation and inferring will be preserved. 
Broader policy implications of ambiguity about the control mode will be discussed in Chapter 2. 

Relatedly, the term AI is used inconsistently in Russian literature. The Russian National 
Strategy for the Development of Artificial Intelligence defines AI as 

a set of technological solutions that allows simulating human cognitive functions 
(including self-learning and seeking solutions without a predetermined 
algorithm), and obtaining results during the performance of specific tasks that are 
at least comparable with the results of human intellectual activity.29 

 
26 “Boevye roboty v budushchikh voinakh: vyvody ekspertov,” Nezavisimoe voennoe obozrenie, No. 8, 2016, p. 1; 
and P. A. Dul’nev, N. P. Pedenko, S. N. Starovoitov, and S. A. Sychev, “K voprosu razvitiya robototekhnicheskikh 
sredstv Sukhoputnykh voisk i otsenki effektivnosti ikh boevogo primeneniya,” Voennaya mysl’, No. 7, 2019, p. 152. 
27 Ministry of Defense of the Russian Federation, “Military Robot,” Russian Military Encyclopedia, webpage, 
undated-a. 
28 “A system that is able to perceive information from the environment and, based on that, perform certain actions 
both autonomously and with an operator in the control loop. The most characteristic military robotic system is an 
unmanned vehicle with elements of artificial intelligence, equipped with navigation devices and manipulators 
capable of replacing human action. Such robotic systems can perform both combat (e.g., tank destroyers) and 
support tasks (ISR [intelligence, surveillance, and reconnaissance], mining and demining, decontamination, etc.)” 
(Ministry of Defense of the Russian Federation, “Robotic System,” Russian Military Encyclopedia, webpage, 
undated-b). For more on the definitions used in Russian literature, see Thomas, 2021, pp. 2–4.  
29 President of the Russian Federation, “Ukaz Prezidenta Rossiiskoi Federatsii ot 10.10.2019 g. № 490 O razvitii 
iskusstvennogo intellekta v Rossiiskoi Federatsii,” October 10, 2019. 



7 

Vasilii Burenok, the head of the 46th TsNII MoD, notes that AI features the ability to make 
decisions under “significant uncertainty, based on heterogeneous and incomplete information, 
and frequently changing situations” resulting from its adaptability and self-learning 
characteristics.30 However, Burenok notes that, in Russian literature, the term also is used to refer 
to automated control systems, which merely execute predefined algorithms using the analysis of 
structured data and formalized methods in narrowly defined situations.31 This ambiguity poses 
challenges in understanding how advanced Russian systems are, which we document to the 
extent supported by the literature.  

Research Questions, Methodology, and Structure of the Report 
The key research questions considered in this report can be grouped into three major 

categories: the Russian vision for the robotization of the Armed Forces, implementation of that 
vision (as of this writing in mid-2021; this report was reviewed and revised in spring 2022 
following the Russian full-scale invasion of Ukraine), and future outlook.  

What Is the Russian Vision for Robotization of the Armed Forces? 

In Chapter 2, we present Russian political and military leaders’ views on robotization of the 
Russian Armed Forces. We focus on specific Russian motivations behind robotization, its 
planned scope, the acceptable extent of machine autonomy, Russian views on human-machine 
teaming, and the proposed roles of robotic systems in combat operations.  

To that end, we reviewed publicly available policy documents, websites of government 
institutions, and speeches of political and military officials regarding the role of drones, robots, 
and AI on future battlefields. Contrary to U.S. transparency in this field, Russia does not publish 
policy documents guiding AI or unmanned technologies development. Hence, we surveyed 
military-scientific literature to understand how the military-scientific community proposes to 
implement the vision of its political leadership, and we treat those proposals as an imperfect 
proxy for the vision itself. We focused on the most-authoritative military journals, such as the 
Journal of the Academy of Military Science, Military Thought, the Journal of the Russian 
Academy of Rocket and Artillery Sciences, and others affiliated with the MoD.  

As a rule, this open-source literature does not discuss the timeline for robotization efforts. 
The titles of existing classified documents indicate that robotization development plans of the 

 
30 V. M. Burenok, “Iskusstvennyi intellekt v voennom protivostoyanii budushchego,” Voennaya mysl’, No. 4, 2021, 
pp. 106–107.  
31 Burenok, 2021, pp. 106–107. As an example of such use, Burenok mentions D. V. Galkin, P. A. Kolyandra, and 
A. V. Stepanov, “Sostoyanie i perspektivy ispol’zovaniya iskusstvennogo intellekta v voennom dele,” Voennaya 
mysl’, No. 1, 2021.  
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MoD extend to 2030; program targets are defined for 2025.32 Beyond that, we have not found 
any timeline details. Therefore, we follow the literature and mostly refrain from discussing time 
horizons in this chapter.  

How Has the Vision for Robotization Been Implemented? 

In Chapter 3, we seek to understand how effective the Russian military-industrial complex 
has been in delivering on this vision. We present a brief history of early robotization efforts after 
1991, followed by a discussion on the current state of affairs. We describe the current policy and 
budgetary framework and the existing system of organizations that are involved in military 
innovation. We discuss the most-pronounced output of this system, i.e., a few flagship robotic 
systems recently developed or still under development. We also summarize Russian views on the 
lessons learned from recent conflicts and how these lessons have shaped Russian programs. 
Finally, we present approaches that Russian military scholars have proposed to select robotic 
systems to be adopted into service. 

The findings are based on a review of Russian military literature and industry and defense 
magazines and news portals, such as the Army Bulletin, the Navy Bulletin, the Military-Industrial 
Express, the National Defense, the Technology and Armaments, the Independent Military 
Review, and others. 

Does Russia Have the Necessary Resources to Deliver on Its Vision for Robotization? 

In Chapter 4, we use an innovation-system analytical framework to analyze the input factors 
and processes that might affect Russia’s ability to deliver on its vision in the future. Initially, the 
time horizon that we adopted for our outlook was the mid-2030s. While we maintain this time 
horizon for illustrative purposes, it should be noted that the uncertainty brought by Russia’s full-
scale invasion of Ukraine in February 2022 and the wave of sanctions against Russia change the 
purpose of the proposed framework. Instead of providing an assessment of a probable output of 
the robotization efforts by 2035, the framework offers a way to systematically monitor Russia’s 
progress by assessing robotization inputs. 

The key input factors are human capital, hardware, and resources. We also discuss Russia’s 
innovation networks and knowledge generation, and the institutional environment that will affect 
innovation going forward. Although we study hardware constraints for the development of both 
robotic platforms and AI infrastructure, in this chapter, we focus our analysis on Russian AI 
capabilities. Our analysis of Russian military robotization implies that implementation of the 
vision requires higher levels of machine autonomy than Russia can delegate. Hence, significant 
progress in AI development is crucial for delivering on Russian vision.  

 
32 Vadim Kozyulin, “Russia’s Automated and Autonomous Weapons and Their Consideration from a Policy 
Standpoint,” in Autonomous Weapon Systems: Implications of Increasing Autonomy in the Critical Functions of 
Weapons, Versoix, Switzerland: International Committee of the Red Cross, March 15–16, 2016. 
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In Chapter 5, we draw preliminary conclusions regarding how the Russian vision and its 
implementation to date compares with U.S. priorities in this area. In particular, we compare U.S. 
and Russian views on the autonomy of future weapon systems and the role of military robots on 
the battlefield. We also summarize our assessment of Russia’s future ability to deliver on its 
robotization vision to understand whether Russian robotics integration could change the local or 
regional military balance. Finally, we provide policy recommendations to counter potential 
adverse effects of Russian robotization efforts.  
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Chapter 2. Moscow’s Vision for the Robotization of the Russian 
Armed Forces  

Although robotics is often discussed as a key element of the 21st-century battlefield, the idea 
of military drones and robots is not entirely new. Soviet scientists created their first models of 
radio-controlled unmanned tanks and aircraft back in the 1920s. The so-called teletank (T-26), a 
radio-guided armored vehicle designed for reconnaissance of minefields and antitank obstacles, 
entered serial production in 1931.33 Combat deployment in the Winter War with Finland (1939–
1940) revealed that there were enough shortcomings in the T-26 to prevent any deployment 
during World War II. However, the Russian path for future remotely operated vehicles was 
forged through these initial innovations. Similarly, the first efforts to develop remotely controlled 
aircraft started before World War II, with prototypes of heavy bombers, such as TB-3RT3.34 
Further developments came in the late 1950s and 1960s, when the Soviet Union started serial 
production of preprogrammed target unmanned aircraft (e.g., La-17)35 and reconnaissance 
unmanned aircraft (e.g., Tu-123, Tu-141, Tu-143).36 However, the collapse of the Soviet Union 
and subsequent economic downturn of the Russian Federation put Russian unmanned 
capabilities far behind the United States.  

Currently, more than 100 countries have active military drone programs,37 and many are 
developing ground and maritime unmanned vehicles. The rapid global proliferation of UAVs 
since the beginning of the 21st century, along with progress in machine learning algorithms and 
AI, has opened a debate on autonomous weapon systems: a “weapon system that, once activated, 
can select and engage targets without further intervention by a human operator.”38 Such systems 
potentially can grant military operations more precision, speed, and safety. That observation has 
led some researchers to call the robotics revolution “the most important weapons developments 
since the atomic bomb.”39 Others are more skeptical about the true impact of autonomous 

 
33 Mikhail Usov, “Ot ‘teletanka’ k ‘tanku-robotu’,” Tekhnika i vooruzhenie, No. 2, 2009, p. 23. 
34 Petr Kamnev, “‘Dedal’, za shturval,” Voenno-promyshlennyi kur’er, No. 47, 2018, p. 9. 
35 Anatolii Chesnokov, “LA-17: bol’she, chem mishen’,” Vozdushno-kosmicheskaya sfera, No. 3, 2013. 
36 Aleksandr Petrovich Bobryshev, “Samolety ‘Tupolev’ dlya VVS SSSR i Rossii,” Kryl’ya Rodiny, No. 7, 2012. 
37 Dan Gettinger, Drone Databook Update: March 2020, Annandale-on-Hudson, N.Y.: Center for the Study of the 
Drone at Bard College, 2020. 
38 Department of Defense Directive 3000.09, Autonomy in Weapon Systems, Washington, D.C.: U.S. Department of 
Defense, incorporating Change 1, May 8, 2017, p. 13. 
39 P. W. Singer, Wired for War: The Robotics Revolution and Conflict in the 21st Century, New York, N.Y.: 
Penguin Books, 2009, p. 10. 
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weapon systems.40 Nevertheless, the possibility of delegating life and death decisions to 
machines caused a major pushback from information technology (IT) industry leaders, who 
noted that “once developed, [lethal autonomous weapons] will permit armed conflict to be fought 
at a scale greater than ever, and at timescales faster than humans can comprehend.”41  

Consequently, in the development of the third offset strategy centered around AI and 
autonomy, Washington decided that the role of autonomous systems is not to replace humans on 
the battlefield but to augment them,42 and that the design of those systems has to allow 
“appropriate levels of human judgment over the use of force.”43 Former Deputy Secretary of 
Defense Robert O. Work, one of the architects of the third offset strategy, acknowledged that the 
United States might have to rethink its position on autonomy if competitors choose to employ 
autonomous systems first.44 A better understanding of Moscow’s vision for robotization is 
therefore crucial to understanding the dilemmas of future competition with Russia. 

This chapter will examine Russian expectations for robotic systems. We will explore Russian 
motivations for the investment in robotic capabilities and views on human-machine teaming and 
on the desired share of military robots in the overall force structure. We also will present some of 
the emerging concepts of operations. The aim of this chapter is to lay out what Russian leaders 
want from robotization as oppose to what they currently have, which will be the subject of 
Chapter 3.  

Motivations Behind the Investment in Robotic Capabilities 
The Russian political leadership’s general interest in AI is high. It was President Vladimir 

Putin who in 2017 famously proclaimed that “whoever leads in AI will be the ruler of the 
world.”45 Since then, Russia has adopted the National Strategy for the Development of Artificial 
Intelligence Through the Year 2030.46 Putin has touched on AI in major speeches and 
participated in a Russian AI conference, AI Journey 2020.47 As a rule, Putin does not talk about 
military applications of AI, and Russia’s AI strategy does not mention military use. Nevertheless, 
among the five key tasks for the Russian Armed Forces in 2021, Putin requested that the MoD 

 
40 Michael C. Horowitz, “When Speed Kills: Lethal Autonomous Weapon Systems, Deterrence and Stability,” 
Journal of Strategic Studies, Vol. 42, No. 6, 2019. 
41 Future of Life Institute, “An Open Letter to the United Nations Convention on Certain Conventional Weapons,” 
webpage, undated.  
42 Atlantic Council, “Ending Keynote: Art, Narrative, and the Third Offset,” video, YouTube, May 2, 2016. 
43 Department of Defense Directive 3000.09, 2017, p. 2. 
44 Atlantic Council, 2016. 
45 President of the Russian Federation, “Otkrytyi urok ‘Rossiya, ustremlennaya v budushchee,’” webpage, 
September 1, 2017. 
46 President of the Russian Federation, 2019.  
47 President of the Russian Federation, “Konferentsiya po iskusstvennomu intellektu,” webpage, December 4, 2020. 
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focus combat training on acclimatization with weapons and equipment with elements of AI, 
including robotic systems, unmanned aerial vehicles, and automated control systems. The request 
demonstrates that Putin sees weapon systems as a key application of AI. As Putin noted, “[s]uch 
weapons significantly increase the potential of units and formations, and not only today, but also 
in the near future, they will largely determine the outcome of a battle.”48 Moreover, Russia’s 
latest National Security Strategy (2021) notes that AI, among other critical technologies, is 
instrumental in securing Russia’s economic development and strategic priorities.49 

The Chief of the General Staff, General Valerii Gerasimov, noted that the deployment of 
combat robots will “increase the effectiveness of the Armed Forces, while providing a significant 
reduction in personnel losses.”50 In a 2018 speech to the Russian Academy of Military Sciences, 
Gerasimov defined the expected magnitude of the increase in effectiveness. While discussing the 
development of Russian ISR–strike UAVs and the need of ISR-strike and ISR–command and 
control (C2) integration, Gerasimov concluded that this integration should result in 1.5- to 
twofold–increased precision, a two- to 2.5-fold reduction in the time parameters of strike 
missions’ decision cycles.51 

In some earlier speeches, Gerasimov emphasized that the need for investment in robotic 
capabilities reflects the character of future warfare, which is becoming increasingly distant. To 
stand a chance in such a conflict, the Russian military will focus on the forms and methods of 
defending against a robotic enemy as well as on the requirements for Russian robotic capabilities 
and new concepts of operations.52 

The role of robotics in the changing character of war and the subsequent need to adjust 
military capabilities is found throughout Russian military literature, including in a recent article 
on the subject by the head of the General Staff Academy.53 However, the most comprehensive 
account of the motivations behind Russia’s development of robotic capabilities was given by 
Pavel Dul’nev, a professor at the Russian Academy of Military Sciences, the head of the 
Department of Military Art, a chief researcher at the Combined Arms Academy, and the author 
of multiple publications on UGVs. In 2015, Dul’nev argued that investment in military robots is 

 
48 Vladimir Putin, “Rasshirennoe zasedanie kollegii Ministerstva oborony Rossiiskoi Federatsii,” Armeiskii sbornik, 
No. 1, 2021, p. 8. 
49 President of the Russian Federation, O Strategii natsional’noi bezopasnosti Rossiskoi Federatsii, Moscow, July 2, 
2021, p. 30.  
50 V. V. Gerasimov, “Sovremennye voiny i aktual’nye voprosy oborony strany,” Vestnik Akademii voennykh nauk, 
Vol. 2, No. 59, 2017, p. 12.  
51 V. V. Gerasimov, “Vliyanie sovremennogo kharaktera vooruzhennoi bor’by na napravlennost’ stroitel’stva i 
razvitiya Vooruzhennykh Sil Rossiiskoi Federatsii. Prioritetnye zadachi voennoi nauki v obespechenii oborony 
strany,” Vestnik Akademii voennykh nauk, Vol. 2, No. 63, 2018, p. 19.  
52 V. V. Gerasimov, “Tsennost’ nauki v predvidenii,” Voenno-promyshlennyi kur’er, No. 8, 2013, p. 1.  
53 V. B. Zarudnitskii, “Kharakter i soderzhanie voennykh konfliktov v sovremennykh usloviyakh i obozrimoi 
perspektive,” Voennaya mysl’, No. 1, 2021. For a brief summary on the nexus between the nature of future warfare 
and robotic capabilities, see Allik at al., 2021, pp. 3–4. 
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necessary to offset the quantitative reduction in manpower that is envisioned by Russian military 
reforms to alleviate demographic constraints on military recruitment, to reduce the negative 
impact of the human error on the effectiveness of modern weapons, to counter the formation of 
international market for robotics based on the monopoly of highly developed states, and to 
expand exports.54 Subsequently, Dul’nev noted that the Russian concept of robotization is 
influenced by the size of the territory of the Russian Federation and the length of its borders. 
According to Dul’nev, all potential theaters of military operations are so vast that robotization is 
necessary to provide “robotic fortifications, unmanned defensive zones, flank cover, 
reconnaissance, etc.”55 N. A. Rudianov, A. V. Ryabov, and V. S. Khrushchev of the 3rd Central 
Scientific-Research Institute of the MoD (3rd TsNII MoD), which supports the Ground Forces 
and Airborne Troops,56 contended that military robots can be particularly useful to defend the 
Arctic region because the weather conditions are harsh but the territory allows for landing 
operations.57  

Although increased effectiveness and decreased losses are common arguments for 
robotization in Russian military literature,58 other motivations are rarely mentioned. Allik et al. 
posit that, contrary to Western motivations for developing robotic capabilities focused on saving 
soldiers’ lives, the Russians aim first and foremost to increase operational impact (for example, 
through speeding up the tempo of operations).59 In our analysis of Russian rhetoric about the 
goals of robotization, we find that decreasing personnel losses appears to be on par with 
increasing effectiveness of operations. At the same time, we can see that algorithms—for the 
selection of robotic systems for further development and deployment—that are proposed by 
Russian scholars do not consider saving soldiers’ lives as the primary objective (see Selection of 
Future Systems section in Chapter 3).  

 
54 P. A. Dul’nev, “K voprosu o robotizatsii vooruzheniya i voennoi tekhniki Sukhoputnykh voisk,” Vestnik 
Akademii voennykh nauk, Vol. 1, No. 50, 2015, pp. 114, 120. 
55 Dul’nev et al., 2019, p. 150.  
56 For the role of TsNIIs, see Clint Reach, Vikram Kilambi, and Mark Cozad, Russian Assessments and Applications 
of the Correlation of Forces and Means, Santa Monica, Calif.: RAND Corporation, RR-4235-OSD, 2020, pp. 5–6. 
57 N. A. Rudianov, A. V. Ryabov, and V. S. Khrushchev, “Nazemnye robototekhnicheskie kompleksy kak element 
sistemy oborony ob”ektov i territorii Rossiiskoi Federatsii,” Ekstremal’naya Robototekhnika, No. 1, 2015, pp. 16–
17. 
58 Interestingly, those two factors were mentioned in 2007 in an interview with then–Commander-in-Chief of the 
Ground Forces, General of the Army Alexei Maslov, when Russia had barely any research and development (R&D) 
projects in military robotics. See Aleksandr Tikhonov, “Bronevoi kulak Rossii,” Krasnaya zvezda, No. 162, 2007, p. 
1. 
59 Allik et al., 2021, pp. 5–6. 
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Replace or Augment? 
If a key aim of robotization is “to reduce as much as possible the number of military 

personnel directly participating in combat”60 or even reduce an overall number of military 
personnel,61 it is consistent that Russian military scholars declare that robots are supposed to 
replace (rather than support) humans in combat.62 This intent is also hinted at in some of the 
writing on human-machine teaming, when discussing possible interfaces for human-machine 
teaming and ways to formalize tactical tasks for robotic systems. Russian experts assume that, in 
the future, soldiers will be giving commands to a group of robotic systems and not to individual 
platforms.63 Consequently, the implicit assumption is that, over time, the human-to-machine ratio 
in the battlefield will shift toward machines.  

How Much Robotization? 
In 2014, Russia adopted two documents that defined its plans for the development and 

combat deployment of robotic systems: The Concept of the Use of Military Robotic Systems 
Through the Year 2030 (approved on August 22, 2014) and a comprehensive target program, 
Development of Advanced Military Robotics Through the Year 2025 with a Forecast up to 2030 
(Comprehensive Target Program: Robotization-2025, approved by the Russian Minister of 
Defense on October 10, 2014).64 Although neither of those two documents is publicly available, 
according to then-member of the Military-Industrial Commission Oleg Martyanov, the 
documents state that, by 2025, the share of robotic systems in the total weapons structure of the 
Russian Armed Forces will reach about 30 percent, with first substantial deliveries scheduled to 
take place in 2017–2018.65 It appears that this number is a result of modeling conducted by the 
3rd TsIIN MoD. Its models show that “the rational level of robotization of weapons in the 
remote control variant is between 20% and 30%.”66 Interestingly, when an assistant to the 
Commander of the Ground Forces asserted in 2012 that robotic systems should represent 30 

 
60 Leonov, Trushchenkov, and Nesterov, 2019, p. 82.  
61 Dul’nev, 2015, p. 120.  
62 Dul’nev et al., 2019, p. 149. 
63 A. A. Maksimov, A. A. Tachkov, A. Yu. Malykhin, and N. A. Rudianov, “Podkhod k formalizatsii takticheskoi 
zadachi dlya gruppy nazemnykh robototekhnicheskikh kompleksov voennogo naznacheniya,” Voprosy oboronnoi 
tekhniki. Seriya 16. Tekhnicheskie sredstva protivodeistviya terrorizmu, Nos. 7–8, 2017; and T. A. Akimenko, A. A. 
Arshakyan, and N. A. Rudianov, “Upravlenie gruppami robotizirovannykh platform,” Izvestiya Tul’skogo 
gosudarstvennogo universiteta. Tekhnicheskie nauki, No. 8–1, 2015. 
64 A. V. Lopota and A. B. Nikolaev, Nazemnye robototekhnicheskie kompleksy voennogo i special’nogo 
naznacheniya, St. Petersburg: Tsentral’nyi nauchno-issledovatel’skii i opytno-konstruktorskii institut robototekhniki 
i tekhnicheskoi kibernetiki, 2016, p. 22.  
65 Vladislav Gordeev, “Minoborony poobeshchalo dovesti dolyu robotov v strukture vooruzhenii do 30%,” RBK, 
November 6, 2014. 
66 Dul’nev, 2015, p. 119. 
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percent of all ground-based weapons, the idea was met with disbelief by Russian 
commentators.67  

The realization of the aforementioned programs would mean a major shift in force structure. 
However, there is no information available regarding the distribution of those systems across the 
Armed Forces, nor is there any information available about what those plans mean for existing 
systems. Would newly developed unmanned platforms replace their manned predecessors or 
exist alongside them? The first solution would require technology maturity that seems infeasible 
in the proposed timeframe, which will be discussed in a greater detail in the following two 
chapters. The second solution requires an increase in military recruitment to operate the new 
systems instead of the expected decrease.  

How Much Autonomy? 
Russia is lacking an explicit public machine autonomy policy that—similar to Department of 

Defense Directive 3000.09, Autonomy in Weapon Systems—would define formal requirements of 
the development of autonomous weapon systems. In 2020, the Russian government adopted the 
Concept for the Development of Regulation of AI Technologies and Robotics to 2024, which 
does not mention any rules or limitations of the use of AI and robotics for military purposes.68 
Similarly, government officials, when speaking about AI, also seem to address AI for civilian 
purposes and do not indicate a position on military AI. For example, during AI Journey 2020, 
Putin highlighted that “people must control these machines;”69 however, there was no indication 
of what it might mean in the military realm: Military applications of AI essentially were absent 
in the two-hour discussion with Putin.  

Important insights into the Russian position on lethal autonomy are provided in working 
papers submitted by the Russian delegation to the Group of Governmental Experts on Lethal 
Autonomous Weapons Systems, which works under the framework of the United Nations 
Convention on Certain Conventional Weapons. In principle, Russia supports the need to 
maintain human control over the machine,70 including “[providing] for intervention by a human 
operator or the upper-level control system to change the mode of operation of such systems, 

 
67 Fedor Tsekhmistrenko, “Roboty dolzhny popolnit’ rossiiskuyu armiyu,” Kommersant FM, July 18, 2012. 
68 Government of the Russian Federation, Rasporyazhenie Pravitel’stva RF ot 19 avgusta 2020 g. № 2129-r Ob 
utverzhdenii Kontseptsii razvitiya regulirovaniya otnoshenii v sfere tekhnologii iskusstvennogo intellekta i 
robototekhniki na period do 2024 g., August 19, 2020.  
69 President of the Russian Federation, 2017. 
70 United Nations, Russia’s Approaches to the Elaboration of a Working Definition and Basic Functions of Lethal 
Autonomous Weapons Systems in the Context of the Purposes and Objectives of the Convention, Geneva: Group of 
Governmental Experts on Lethal Autonomous Weapon Systems, CCW/GGE.1/2018/WP.6, April 9–13, 2018, p. 3.  
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including partial or complete deactivation.”71 However, the Russian delegation also insists that 
“specific forms and methods of such control should remain at the discretion of States.”72 
Russia’s position does not exclude a situation in which a human operator defines a mission and 
decides to activate an autonomous weapon system and then the system itself decides how to 
complete the mission, including target identification and strike decision. It appears that the 
Russian delegation believes that this type of situation does not necessarily preclude human 
control because it is a human who programs and orders the machine to act.73 

Russia’s working paper for the March 2019 meeting of the Group of Governmental Experts 
on Lethal Autonomous Weapon Systems stated, 

The Russian Federation has put in place a state-wide system to check prototypes 
for compliance with the specified requirements on the basis of the existing legal 
framework. Such checks are carried out at all stages of development of prototype 
weapons and military equipment, as well as during their operation. The 
assessment of military products confirms not only their declared functional 
capabilities and performance characteristics and their environmental impact, but 
also their compliance with the requirements set out in Article 36 of AP I 
[Additional Protocol 1].74 

Without any explicit discussion about possible levels of autonomy and their implementation 
as a policy decision,75 military scholars seem to adopt the same logic of human-supervised 
systems. Lieutenant General Oleg Maslennikov, the head of the Department of Information 
Systems of the MoD, predicted that future warfare inevitably will rely more and more on AI 
decisionmaking, with humans monitoring situation, analyzing machines’ decisions, and 
supervising them.76 Humans still could maintain control over the decision to kill the enemy, but 
mostly in situations with a high risk of civilian casualties or in exceptionally critical cases. Most 
of the decisionmaking in combat operations will be carried out by robotic systems integrated into 
larger complexes in accordance with the assigned tasks. However, in the foreseeable future, this 
authority delegation will apply only to exercising control over weapons, and not to commanding 
of the troops. Maslennikov et al. also note that, in the short term, it is preferable to maintain 

 
71 United Nations, Potential Opportunities and Limitations of Military Uses of Lethal Autonomous Weapons 
Systems, Geneva: Group of Governmental Experts on Lethal Autonomous Weapon Systems, 
CCW/GGE.1/2019/WP.1, March 15, 2019, pp. 4–5.  
72 United Nations, 2019, p. 5. 
73 United Nations, 2019, p. 3. 
74 United Nations, 2019, p. 5. Article 36 of 1977 Additional Protocol I to the Geneva Conventions of 1949 requires 
that a convention party determines whether a new weapon could be prohibited by any rule of international law 
applicable to the party. 
75 The only instances in which Russian military scholars explicitly discuss multiple levels of autonomy is when 
referencing U.S. literature. For example, E. A. Golubenko, “Avtonomnye sistemy vooruzheniya i mezhdunarodnoe 
gumanitarnoe pravo,” Vestnik Akademii voennykh nauk, Vol. 2, No. 59, 2017, p. 102.  
76 O. V. Maslennikov, F. K. Aliev, A. V. Vassenkov, and O. M. Tlyashev, “Intellektualizatsiya—vazhnaya 
sostavlyayushchaya tsifrovizatsii Vooruzhennykh Sil Rossiiskoi Federatsii,” Voennaya mysl’, No. 7, 2020, p. 69.  
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human-machine teaming and semi-autonomy, in which AI-powered machines would support 
people, expand their capabilities, and enable them to achieve results previously considered 
impossible.77  

Other arguments for increased autonomy find their bases in practical considerations. 
Researchers from the 3rd TsNII MoD assess that maintaining control over robotic systems by a 
single person is infeasible, especially if concepts of operations assume the employment of robots 
in large numbers.78 However, having several operators per machine defeats the purpose of 
robotization, which is defined as decreased demand for personnel. Similarly, Dul’nev notes that 
available military robots require remote control by a human operator, and therefore, so far, they 
“increase the impact of human errors on the performance of a task, . . . increase the length of the 
C2 cycle, increase the number of troops participating in hostilities, . . . and complicate the 
training.”79 At the same time, maintaining the communication link between the machine and its 
operator also exposes both of them to electronic and kinetic attacks. Existing means of remote 
control also limit the range of robotic systems. Russian observers conclude that the solution to 
those problems is increased machine autonomy.80  

However, that requires solving multiple existing technical, scientific, legal, and 
organizational problems (Figure 2.1 and Figure 2.2).81 The analysis of Rudianov and Khrushchev 
shows that as of 2019, the Russian military-industrial complex was not yet able to solve the 
problems of autonomous mobility, not to mention creating the algorithms needed for target 
acquisition and strike decisionmaking. Vasilii Burenok, the head of the 46th TsNII MoD, 
assesses that fully autonomous systems capable of searching for targets and making decisions to 
strike will emerge in the next 20–30 years.82 

 
77 Maslennikov et al., 2020, p. 69. 
78 N. A. Rudianov, A. V. Ryabov, V. S. Khrushchev, and I. B. Sheremet, “O neobkhodimosti razrabotki kontseptsii 
postroeniya i primeneniya avtonomnykh robototekhnicheskikh kompleksov voennogo naznacheniya,” 
Robototekhnika i Tekhnicheskaya Kibernetika, Vol. 3, No. 12, 2016. 
79 P. A. Dul’nev, “Primenenie robototekhnicheskikh kompleksov pri shturme goroda (ukreplennogo raiona),” 
Vestnik Akademii voennykh nauk, Vol. 3, No. 60, 2017, p. 27. 
80 N. A. Rudianov and V. S. Khrushchev, “Kontseptual’nye voprosy postroeniya i primeneniya avtonomnykh 
robototekhnicheskikh kompleksov voennogo naznacheniya,” Voennaya mysl’, No. 6, 2019, p. 56.  
81 Rudianov and Khrushchev, 2019, p. 57. 
82 “Boevye bespilotniki, sposobnye samostoyatel’no iskat’ i unichtozhat’ tseli, poyavyatsya cherez 20–30 let—
uchenyi,” Interfax, September 2, 2020.  



18 

Figure 2.1. Technological and Scientific Problems with the Development of Autonomous Ground 
Robots 

 
SOURCE: Translated from Rudianov and Khrushchev, 2019, p. 57.  

Figure 2.2. Problems with the Deployment of Autonomous Ground Robots 

 
SOURCE: Translated from Rudianov and Khrushchev, 2019, p. 57.  

Noteworthy, Rudianov and Khrushchev do not mention the ethical and moral implications of 
autonomous weapon systems. In Russian literature, there is a body of work on the legal 
challenges of developing and deploying military AI but very little discussion on the ethical and 
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moral implications of lethal machine autonomy.83 The impact of ethical and moral considerations 
on Russian views on the permissible level of machine autonomy remains a point of debate in the 
Western research community. For example, Edmond et al. posit that “Russian discussions of 
military AI clearly recognize the technical challenges and the ethical risks of fully autonomous 
systems,”84 whereas Kozyulin notes that autonomy is “couched as a technical task with no focus 
on moral or philosophical dimensions.”85 What seems to be a consensus view is that Russian 
aspirations to develop autonomous weapon systems are driven by the sense of inevitability 
stemming from the competition with the United States.86 

Artificial Intelligence and Robotic Systems on the Future Battlefields  
The variety of possible functions and tasks of military robots that is discussed in Russian 

literature is very broad. As a rule, though, Russian scholars do not discuss timelines for 
implementation of their concepts and, as we have shown, they are often aware that achieving the 
necessary technology maturity is a long way off. The vision presented in Russian literature 
nevertheless offers a general guide for the direction in which the MoD and military-industrial 
complex might go. In the following sections, we briefly will present some of the most prominent 
roles of AI and robotic systems that are presented in Russian military literature—aerial drones, 
ground robots, and maritime unmanned vehicles. We will also examine the proposed application 
of AI outside autonomous weapon systems.  

Unmanned Aerial Vehicles 

Quantitatively speaking, out of the three groups of unmanned vehicles—aerial, ground, and 
maritime—and AI itself, by far the biggest body of Russian military literature focuses on 
UAVs.87 This is a result of the relative technology maturity, both globally and in Russia itself. 

 
83 P. M. Morkhat, “K voprosu o sootvetstvii avtonomnykh intellektual’nykh sistem vooruzhenii printsipam 
mezhdunarodnogo gumanitarnogo prava,” Vestnik voennogo prava, No. 2, 2018; V. N. Plaksa, “Pravovaya zashchita 
grazhdanskogo naseleniya i grazhdanskoi infrastruktury pri vedenii voennykh deistvii s ispol’zovaniem 
avtonomnykh sistem vooruzhenii,” Vestnik voennogo prava, No. 2, 2020; A. S. Sorochkin, “Avtonomnye sistemy 
vooruzheniya v kontekste norm mezhdunarodnogo gumanitarnogo prava,” Vestnik voennogo prava, No. 4, 2018; A. 
Yu. Vinokurov, “K voprosu o pravovykh aspektakh primeneniya boevykh udarnykh bespilotnykh letatel’nykh 
apparatov,” Vestnik voennogo prava, No. 4, 2019; and Anna Vyacheslavovna Vilovatykh, “Iskusstvennyi intellekt 
kak faktor voennoi politiki budushchego,” Problemy Natsional’noi Strategii, Vol. 1, No. 52, 2019. 
84 Edmond et al., 2021, p. 80. 
85 Kozyulin, 2019, p. 3. See also Allik et al., 2021, p. 22. 
86 Forrest E. Morgan, Benjamin Boudreaux, Andrew J. Lohn, Mark Ashby, Christian Curriden, Kelly Klima, and 
Derek Grossman, Military Applications of Artificial Intelligence: Ethical Concerns in an Uncertain World, Santa 
Monica, Calif.: RAND Corporation, RR-3139-1-AF, 2020, p. 95; Edmond et al., 2021, p. 80; and Kozyulin, 2019, p. 
3. 
87 In the East View database of Russian military and security periodicals, the terms for UAVs appear in 16,749 
articles, the terms for ground robots in 5,050 articles, artificial intelligence in 1,933 articles, and the terms for 
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The first reconnaissance UAVs in the Soviet Union were developed in the 1960s. They were not 
remotely controlled but, similar to American UAVs at that time, flew a preprogrammed route.88 
In the 1990s, drone research in Russia suffered a significant downturn, but the foundation for a 
renewed interest in the 2000s was already present.  

In the past 15 years, the list of possible applications and tasks of UAVs has been expanding 
steadily. Because Russian drone capabilities are lagging behind those demonstrated in other 
countries’ R&D, a large portion of the literature is based on the observation and selective 
adoption of Western concepts. Only in the past five years has Russia collected enough practical 
experience with drone warfare to effectively build on that experience.  

In an article published in Voennaia mysl’ in 2007, the authors emphasized that Russia should 
develop its own approach to UAVs, favoring ISR instead of strike functions.89 At the time, their 
assessment found that Russia possesses relatively strong fires capabilities while reconnaissance 
was largely lagging behind; the only area where the authors saw the actual advantage of strike 
UAVs was against air defenses. The article published the following findings:  

• In the Air Force, UAVs were seen as support for manned aviation, especially in the areas 
where manned aviation is “impossible or unsustainable” (i.e., not only against the 
enemy’s air defenses but also for reconnaissance missions in difficult conditions and for 
jamming). The authors believe that UAVs would allow the military “to increase the 
capabilities of manned aircraft while simultaneously reducing the cost of maintaining the 
aircraft fleet.”90 

• The role of UAVs in the Land Forces was envisioned, first and foremost, for aerial 
reconnaissance and information support for artillery and rocket forces (e.g., for 
monitoring of the battlefield, artillery reconnaissance, target designation [including laser 
designation], and adjusting artillery fire). Additionally, the authors believed that UAVs 
could support tactical-level C2 through retransmission of communications and jamming 
the enemy’s tactical communications. 

• In the Navy, UAVs were supposed to provide reconnaissance for already existing fire 
capabilities. The authors noted a mismatch between large missile capabilities and 
extremely weak information support, especially on smaller vessels, which, at the time, 
prevented the realization of their full strike potential.91  

 
unmanned underwater and surface vehicles only in 840 articles. Those numbers do not reflect substantive military 
literature on those topics because the majority of those articles mention the search terms only incidentally.  
88 Sergei Babichev, “Arsenal. Bespilotnye ne znachit ‘bezgolovye’,” Krasnaya zvezda, No. 227, 1997. 
89 A. P. Skotnikov, V. I. Yakubov, and S. V. Shikhovtsev, “Rol’ i mesto bespilotnykh kompleksov v sisteme 
vooruzheniya Rossiiskoi armii,” Voennaya mysl’, No. 4, 2007, p. 67.  
90 Skotnikov, Yakubov, and Shikhovtsev, 2007, p. 67. 
91 Skotnikov, Yakubov, and Shikhovtsev, 2007, pp. 66–68. 
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In two more-recent articles in Voennaia mysl’, Russian experts expanded this list to include 
strike tasks, battle-damage assessment, and larger electronic warfare roles.92 For example, in a 
2018 article about joint operations of manned aircraft and short-endurance UAVs, experts from 
the Russian Air Force Academy discussed the potential strike tasks of the latter in air support 
functions; supporting Russia’s own airborne assault forces; escorting convoys in movement and 
in attack; “destroying low-speed low-altitude aerial targets”; and “defending against airborne and 
sabotage forces (air and sea landing), . . .  special operations forces (reconnaissance and sabotage 
groups), and illegal armed formations.”93 Using a historical analysis of drone warfare, in 2020, 
Russian Air Force Academy researchers forecasted that future UAVs also would be tasked with 
electronic reconnaissance and attacks (detection, identification, and suppression of enemy’s 
electronic means) and “delivery of ammunition and other supplies.”94 

In short, Russian experts see UAVs as cheap force multipliers, especially in support of 
artillery and, recently, electronic warfare: two areas in which Russia already has relatively strong 
capabilities.  

Unmanned Ground Vehicles 

Russian military literature in the field of ground robots is more original than in other areas 
discussed in this report. It stems from the fact that Moscow seems to have bigger expectations 
than other countries regarding the potential applications of ground robots. Although the U.S. 
Army sees robotic and autonomous systems in support functions,95 Russian analysts put a great 
emphasis on these systems’ combat applications. As a former assistant to the Commander of the 
Ground Forces for the coordination of scientific and technical development, Musa 
Magomedovich Khamzatov, put it:  

Today, the question of “to be or not to be” for combat robots in the Armed 
Forces is no longer a question. The need to transfer part of the combat missions 
from people to various mechanical devices is considered an axiom.96  

Consequently, Russian military scholars can rely less on foreign combat experience or literature 
than in other areas. 

Robotic capabilities are supposed to “automate the most-critical, time-consuming, and 
dangerous tasks” and thus “reduce losses” and “limit the influence of human factors on the 

 
92 A. V. Anan’ev and S. V. Filatov, “Obosnovanie novogo sposoba sovmestnogo primeneniya aviatsii i bespilotnykh 
letatel’nykh apparatov maloi dal’nosti v operatsiyakh,” Voennaya mysl’, No. 6, 2018; and A. N. Malyi and S. S. 
Lyakh, “Razvitie i osobennosti primeneniya bespilotnoi aviatsii voennogo naznacheniya,” Voennaya mysl’, No. 8, 
2020.  
93 Anan’ev and Filatov, 2018, pp. 6-7. 
94 Malyi and Liakh, 2020, p. 45. 
95 U.S. Army Training and Doctrine Command, Robotic and Autonomous Systems Strategy, Fort Eustis, Va., 2017. 
96 “Boevye roboty v budushchikh voinakh: vyvody ekspertov,” 2016. 
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troops’ performance under the conditions of extreme psycho-emotional and physical stress.”97 
Simulations run by the 3rd TsNII MoD that examined the effectiveness of the use of remotely 
controlled armored vehicles and tanks in an offensive of motor rifle and tank formation against 
well prepared enemy defense showed a decrease in personnel losses by 27 percent, tank losses by 
62 percent, and infantry fighting vehicles losses by 47 percent.98 Although the information about 
these simulations is far too scarce to replicate these figures—and overall, these figures seem 
inflated—they might feed into Russian expectations about the advantage of robotic capabilities.  

In 2015, Dul’nev proposed an extensive list of the ISR, combat, and support tasks that could 
be delegated to robotic systems “in the near future,” including “reconnaissance of the first line of 
enemy’s defense;” “radiation, chemical, and biological and engineering reconnaissance;” fire 
support for advancing troops and securing their movement; “securing defense of tactical 
formations;” medical evacuation; and “retransmission of communications.”99 

This list could include more defensive and offensive functions, especially with the rise of 
machine autonomy.100 Many of those functions are discussed in branch-specific or task-specific 
papers,101 despite the fact that many of them seem rather far-fetched given the state of the 
scientific and technological knowledge base. The two most interesting applications are in the 
Missile and Artillery Forces of the Ground Forces, where Russia already has relatively strong 

 
97 Popov, 2017, p. 17. 
98 The simulations tested the use of remotely operated tank and infantry fighting vehicles at the distance of 400–500 
meters (440–550 yards) ahead of the first-line troops. In the authors’ assessment, such tactics allow robots not only 
to continue fire beyond what tank crews could endure, but these tactics force the enemy to unveil its firing positions, 
which then can be attacked by the troops behind the remotely operated vehicles. See Igor’ Anatol’evich Sheremet, 
Igor’ Borisovich Sheremet, and Vladimir Andreevich Ishchu , “K voprosu o sistemnoi otsenke effektivnosti 
robototekhnicheskikh kompleksov voennogo naznacheniya s ispol’zovaniem innovatsionnykh tekhnologii na baze 
modelirovaniya voennykh deistvii,” Oboronnyi Kompleks—Nauchno-Tekhnicheskomu Progressu Rossii, Vol. 4, No. 
124, 2014. 
99 Dul’nev, 2015, pp. 118–119. Some of those functions are discussed in more detail in other literature; for example, 
radiation, chemical, and biological reconnaissance in A. V. Vasil’ev, A. Yu. Boiko, D. D. Lipovskii, and Yu. A. 
Denisenya, “Vypolnenie meropriyatii radiatsionnoi, khimicheskoi i biologicheskoi zashchity s ispol’zovaniem 
robototekhnicheskikh kompleksov i bespilotnykh letatel’nykh apparatov,” Vestnik Akademii voennykh nauk, Vol. 3, 
No. 52, 2015, and D. A. Gangan, A. V. Vasil’ev, K. V. Egorov, M. A. Khomenko, and A. V. Pavlov, 
“Vozmozhnosti primeneniya bespilotnykh razvedyvatel’nykh i robotizirovannykh kompleksov pri vypolnenii 
zadach radiatsionnoi, khimicheskoi i biologicheskoi zashchity,” Vestnik Akademii voennykh nauk, Vol. 1, No. 58, 
2017; engineering reconnaissance in M. A. Moklyakov and A. M. Bylenkov, “Sovremennye tendentsii razvitiya 
robototekhniki inzhenernykh voisk,” Voennaya mysl’, No. 4, 2019; and medical evacuation in V. M. Burenok, R. A. 
Durnev, and K. Yu. Kryukov, “Razumnoe vooruzhenie: budushchee iskusstvennogo intellekta v voennom dele,” 
Izvestiya Rossiiskoi akademii raketnykh i artilleriiskikh nauk, No. 2, 2018. Interestingly, in this role, Burenok, 
Durnev, and Kryukov envision anthropomorphic robots; the possibility of their development also emerges in other 
debates. However, there is no substantive discussion of their supposed advantage over other robotic options; see, for 
example, Oleg Mart’yanov and Igor’ Denisov, “Oleg Mart’yanov: Chelovekopodobnye roboty imeyut khoroshie 
perspektivy v armii,” Interfax, May 16, 2019.  
100 For some additional general discussion of possible functions, see Rudianov and Khrushchev, 2019, p. 59; and A. 
Kalistratov, “Roboty, k boyu!,” Armeiskii sbornik, No. 10, 2017.  
101 For example, on the robotic complexes carrying out the tasks of forward observers, see V. Luk’yanchik, O. 
Bunina, and D. Koryakin, “Avianavodchik s iskusstvennym intellektom,” Armeiskii sbornik, No. 7, 2018. 
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capabilities, and for urban assault operations, where Russian military scholars seem to have 
particularly high hopes for combat and support robots. 

Robotic Capabilities for Missile and Artillery Forces 

The literature on the opportunities that robotic capabilities can provide to the Missile and 
Artillery Forces enumerates many of the tasks already covered by the literature on robots in the 
Ground Forces discussed previously;102 this might be a sign of competition between services and 
branches of the Armed Forces over those capabilities. Some of the branch-specific tasks for 
military robots in the Missile and Artillery forces are discussed in a 2017 article authored by 
Sergei Bakeneev, the president of the Grand Duke Mikhailovskaya Military Artillery Academy. 
Bakaneev posits that military robots can provide comprehensive intelligence, including target 
designation data; direct and adjust artillery fire and airstrikes, including laser guidance for high-
precision munitions; and support battle damage assessment. 103 

Bakaneev’s article also discusses some of the specific requirements that those robotic 
complexes need to meet to fulfill those tasks. Bakaneev argues that carrying such tasks out with 
only robots and UAVs deployed with combined arms units would be infeasible. Instead, he 
advocates for the development of three types of robotic capabilities tailored to the needs of 
Missile and Artillery Forces, including:  

• Robots of artillery reconnaissance: 150 sets of remotely operated (up to 5 km) robotic 
systems with additional semiautomatic and automatic modes and armor protection up to 
14.5 mm and mine resistance of the 3rd degree, and equipped with multiple ISR sensors 
and systems for target acquisition and designation. 

• Strike robots for the destruction of armored objects and individual targets: 200 sets of 
remotely operated self-propelled anti-tank missile systems with automated target 
acquisition and strike systems, which either could ask for permission to strike in a semi-
automatic mode or make the decision autonomously; it should have armor protection up 
to 14.5 mm and mine resistance of the 3rd degree and be equipped with fire-and-forget 
anti-tank missiles. 

• Artillery fire robots: 100 sets of remotely operated automatic artillery guns with up to 60 
rounds of ammunition and having armor protection up to 14.5 mm and mine resistance of 
the 3rd degree; they should be equipped with active protection systems.104 

In a follow-up study, Zyuzin, Umerenkov, and Shadrin of the Research Center of Missile and 
Artillery Forces at the Mikhailovskaya Military Artillery Academy further discuss the 
requirement for artillery fire robots. The authors posit that one mobile command post should be 
able to control up to six of those artillery fire robots. The robots should be able to reach speeds of 

 
102 The Missile and Artillery Forces are responsible for long-range fires and indirect fires capabilities, including 
Iskander units and artillery/multiple rocket launchers brigades.  
103 Sergei Bakaneev, “Robototekhnicheskie kompleksy voennogo naznacheniya dlya raketnykh voisk i artillerii 
sukhoputnykh voisk,” Novyi Oboronnyi Zakaz. Strategii, Vol. 2, No. 44, 2017, pp. 49–50.  
104 Bakaneev, 2017, pp. 50–53. 
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up to 30 miles per hour, be equipped with 120-mm artillery guns with an autoloader for 60 
rounds, and ensure a firing rate of 15 rounds per minute. They also expanded the list of the 
Missile and Artillery Forces robotic requests to include long and medium-range UAVs for 
persistent ISR and target designation for large-caliber missile systems and multiple rocket 
launchers, short-range UAVs for detailed reconnaissance and target designation for artillery and 
multiple rocket launchers, and robotic systems for patrolling and guarding missile and artillery 
troops. The authors acknowledge, however, that the development and deployment of such 
systems would require significant improvements in artillery control systems, both in terms of 
hardware and software.105 

Robotic Capabilities in Urban Assault Operations 

The interest of Russian military scholars in the use of combat robots for urban assault 
operations is based on their analyses of recent conflicts. Experience shows that the biggest 
personnel losses of combined arms formations occur during attacks on cities. This conclusion 
holds even when the assault is led by troops that have absolute air superiority, advanced C2, 
high-precision weapons, and overall military advantage.106 Russian analysts therefore argue that 
this is one of the most critical areas in need of improvement, and it can be achieved through the 
robotization of the assault forces. Dul’nev reported that computer models used by the 3rd TsNII 
MoD indicate that if half of the weapon and military equipment of motor rifle battalion is 
remotely piloted, then the personnel losses in urban assault operations decrease from 30 percent 
to 11 percent, while equipment losses increase from 56 percent to 59 percent.107  

Over the past decade, the literature on the use of military robots in urban assault operations 
advanced from a general understanding of potential tasks for robotic systems, which largely 
match general tasks for ground robots,108 to detailed proposals on the composition and tactics of 
robotic units in urban combat. For example, in 2017, Dul’nev proposed forming standalone 
robotic assault units, which could be organized into the battle order presented in Figure 2.3. 

 
105 S. V. Zyuzin, S. A. Umerenkov, and S. V. Shadrin, “Perspektivy primeneniya robototekhnicheskikh kompleksov 
voennogo naznacheniya v raketnykh voiskakh i artillerii Sukhoputnykh voisk,” Voennaya mysl’, No. 12, 2019.  
106 P. A. Dul’nev and S. A. Sychev, “Sovershenstvovanie sistemy vooruzheniya shturmovykh podrazdelenii, 
osnashchennykh robototekhnicheskimi kompleksami voennogo naznacheniya,” Vooruzhenie i ekonomika, No. 3, 
2019b, p. 31.  
107 Dul’nev, 2015, pp. 119–120.  
108 Vladimir Sergeevich Lapshov, Vladimir Petrovich Noskov, Ivan Vasil’evich Rubtsov, Nikolai Aleksandrovich 
Rudianov, Anatolii Viktorovich Ryabov, and Vasilii Sergeevich Khrushchev, “Boi v gorode. Boevye i 
obespechivayushchie roboty v usloviyakh urbanizirovannoi territorii,” Izvestiya YuFU. Tekhnicheskie Nauki, Vol. 3, 
No. 116, 2011. 
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Figure 2.3. Proposed Organization of the Battle Order of a Robotic Unit During an Assault on a 
City  

.

 
SOURCE: Translated from Dul’nev, 2017, p. 30.  

The tasks in Dul’nev’s proposal are distributed between UGVs and UAVs. Long-range 
reconnaissance drones are supposed to surveil the enemy’s reserves while short-range 
reconnaissance-strike drones surveil the area of the attack and destroy enemy weapons. Light 
ground reconnaissance-strike robots approach the enemy’s positions to locate command posts, 
communication centers, firing positions, fortifications, underground shelters, and communication 
systems. They are followed by heavy assault robots in a breakthrough subgroup, which takes 
firing positions and opens direct fire on the enemy, while engineering robots clear the way 
through enemy obstacles. Medium and light fire-support robots are tasked with destroying the 
enemy’s firing position on upper floors of buildings, later moving to flanks and securing rear 
areas as the assault progresses. Remotely operated explosive devices are used to detonate 
selected targets. Only after the area is cleared by fire support robots do motorized rifle units 
enter.109 

To that end, robotic assault units should comprise tank-like heavily assault robots; medium 
fire-support robots (the equivalent of an infantry fighting vehicle), three types of light fire-
support and ground-reconnaissance robots (up to 1000 kg platforms with bulletproof 7.62-mm 
armor; up to 300 kg platforms with light armor for reconnaissance and personnel support, and up 
to 100 kg transport and anti-mining platforms), air reconnaissance systems (long-range UAVs 

 
109 Dul’nev, 2017, p. 30. 
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and short-range quadcopters), engineering robots, and support elements.110 Dul’nev asserts that 
the proposed robotic systems should be designed using the principles of “unification, simplicity, 
low cost, and, in some cases, even disposability (especially if they use the chassis of outdated 
tanks and armored vehicles).”111 However, he also acknowledges that the existing state of affairs 
in the field of military robotics does not meet necessary requirements yet. For example, so far, 
each robotic complex has its own control system, so interaction between complexes remains 
difficult. They also differ in terms of speed and mobility. Russian systems do not yet have the 
ability to locate underground communication systems, and engineering reconnaissance abilities 
are reportedly very limited. 112 

As of 2019, Dul’nev and Sychev assessed that robotic systems are less effective than their 
manned analogues while being too expensive for use in large numbers. Their range is short, 
control difficult, and resilience low, and they remain vulnerable to electronic warfare.113 
Nevertheless, Dul’nev and Sychevfurther discussed (1) the use of robotic complexes to improve 
firing angles; (2) the integration of all UAVs and UGVs into a “single information space” to 
improve situational awareness and optimize strike cycle; (3) the use of small UGVs to get a 
better view of situations around buildings, locate underground communications, and examine 
hard-to-reach places; (4) create a network of mobile observation posts to track enemy’s positions 
and equipment; (5) the use of heavy robotic systems to improve mobility, clear passages, and 
conduct de-mining tasks; and (6) the use of such systems to support supplies, sustainment, and 
other activities.114  

Interestingly, none of those articles discusses either the level of autonomy of the proposed 
systems or the additional risks that they might create for the civilian population. Available 
information about simulations and models that have been built at the 3rd TsNII indicate that they 
assume short-distance remote control,115 but performing the tasks that we previously described in 
remote-control mode put very high requirements on communication systems.  

Unmanned Maritime Vehicles 

Russian military literature on unmanned surface and underwater vehicles (USVs and UUVs, 
respectively) is almost universally based on the study of U.S. concepts and capabilities. Russian 
analysts note that underwater conditions are more dangerous for humans than other 
environments, and therefore the Navy could benefit greatly from unmanned capabilities, 

 
110 Dul’nev, 2017, p. 31. 
111 Dul’nev, 2017, p. 28. 
112 Dul’nev, 2017, p. 31.  
113 Dul’nev and Sychev, 2019b, p. 31. 
114 Dul’nev and Sychev, 2019b, pp. 34–36.  
115 Dul’nev, 2015, pp. 119–120. 
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especially if underwater drones could substitute submarines.116 However, if the Russian Navy 
has some comprehensive plan for the development and deployment of unmanned maritime 
vehicles, so far, it is has not been reflected in the scientific debate. It might indicate that the 
Navy lags other services in the conceptualization and implementation of robotization. 

Nevertheless, there are a few papers on the direction that future research might take. 
Martynov et al. proposed using underwater drones for ISR support of special operations forces, 
early detection of the enemy’s search and strike groups, and deployment of disposable sensors, 
among other tasks. They argue that underwater drones should be equipped with missiles and 
torpedoes.117 Other literature considers the use of UUVs to conduct mining operations, both 
offensive (in the proximity of enemy’s coastal areas and port infrastructure) and defensive (to 
protect Russia’s naval bases).118 In 2017, Colonel Sergei Popov asserted that UUVs are 
particularly important in the Arctic, which is the most inaccessible and difficult-to-explore area 
of the ocean; however, the use cases that Popov discussed are monitoring, research, and 
exploration, largely for civilian purposes.119 

As for USVs, Russian military experts admit that there is no clear vision for their role in the 
Russian Navy.120 The literature recognizes that they might be better suited for shallow waters 
and other high-risk conditions than their manned analogues; however, they are also more limited 
in terms of stability, target recognition, and range of remote control, and their autonomy seems to 
be far in the future. Thus, it is still unclear which missions new systems could potentially 
perform more effectively than the existing systems.121 

Artificial Intelligence 

There can be no doubt that Russia’s political and military leaders believe in the utmost 
importance of artificial intelligence in military affairs.122 Russian military thinkers believe that 
AI can alleviate the physical and cognitive constraints of human decisionmakers.123 Machines 

 
116 S. A. Polovko, P. K. Shubin, and V. I. Yudin, “Kontseptual’nye voprosy robotizatsii morskoi tekhniki,” 
Nauchno-tekhnicheskie vedomosti SPbGPU, No. 1, 2013. 
117 V. Martynov, V. Trushenkov, V. Sudarchikov, A. Repin, and A. Golosnoi, “Perspektivy ispol’zovaniya 
avtonomnykh neobitaemykh podvodnykh apparatov,” Morskoi sbornik, No. 7, 2019, pp. 67–68.  
118 V. I. Polenin and S. V. Bobryshev, “Sozdanie i primenenie morskoi robotizirovannoi sistemy distantsionnogo 
minirovaniya s ispol’zovaniem avtonomnykh neobitaemykh podvodnykh apparatov,” Voennaya mysl’, No. 9, 2019. 
119 “Tsentr robototekhniki Minoborony RF: v Arktike poyavyatsya mikroroboty ‘karmannogo’ formata,” TASS, 
August 24, 2017. 
120 B. Bystrov, M. Svetlov, and K. Kuleshov, “Metodologicheskie podkhody po obosnovaniyu mesta i roli 
bezekipazhnykh katerov v sisteme vooruzheniya VMF RF,” Morskoi sbornik, No. 12, 2018, p. 71. 
121 Bystrov, Svetlov, and Kuleshov, 2018, pp. 73–74..  
122 A broader English-language overview of AI in Russia can be found in Edmonds et al., 2021. 
123 Burenok, Durnev, and Kryukov, 2018, p. 15.  



28 

process data faster than humans, their memory is more stable, they can work in around the clock, 
and they can assimilate new information easier.124 

On the other hand, Russian military literature focused on the military application of AI relies 
on foreign—mostly American—sources. Furthermore, Russian literature on military 
technologies often draws on formal modeling and very detailed technical analysis, while 
discourse on AI remains at a conceptual level.125 This might indicate that Russian AI expertise 
remains in the civil sector. This conclusion is also supported by the analysis of implementation 
of information technologies in the MoD, led by experts of the 27th TsNII MoD, who concluded 
their paper with a proposal to outsource software development to the leading civilian enterprises 
as internal development by the MoD specialists turn out to be outpaced by progress in the 
civilian sector.126 

Vasilii Burenok believes that, in the future, AI will proliferate in military affairs from long-
term planning of military development to maintaining combat readiness and managing daily 
activities of troops to C2 in wars and armed conflicts on all levels. Burenok asserts that the 
directions for the development of the Armed Forces and weapon systems will be determined 
based on the output of  

self-learning systems that are capable of forecasting geopolitical situations; 
assessing threats and the likelihood and methods of a potential attack; forecasting 
possible composition of forces and characteristics of the weapons used; and 
theorizing possible damage to infrastructure, forces, and means.127  

The effectiveness of troops and weapons themselves will be determined by AI-infused 
multiagent models. Similarly, the future characteristics of weapons will be forecasted using 
intelligent analysis of unstructured information on the state and prospects of development of 
different scientific areas.128 

 
124 O. V. Maslennikov, F. K. Aliev, S. A. Bespalov, and V. E. Mishin, “Chelovek i sistemy iskusstvennogo 
intellekta v voennom dele,” Voennaya mysl’, No. 6, 2021, p. 50. 
125 For example, in the field of precision guided munitions, see O. V. Korotkov, V. V. Dolgov, G. V. Merzlyakov, 
S. G. Blagov, and O. Yu. Vlasov, “Sistema navedeniya vysokotochnykh boepripasov s inertsial’no-sputnikovoi 
navigatsiei. Matematicheskaya model,” Izvestiya Rossiiskoi akademii raketnykh i artilleriiskikh nauk, No. 2, 2018; 
and O. V. Korotkov, V. V. Dolgov, V. A. Ognev, and E. S. Sokolov, “Integrirovannye inertsial’no- sputnikovye 
sistemy navigatsii dlya vysokotochnykh reaktivnykh i artilleriiskikh snaryadov,” Izvestiya Rossiiskoi akademii 
raketnykh i artilleriiskikh nauk, No. 1, 2019.  
126 A. V. Shirmanov and V. N. Kozichev, “Innovatsionnye informatsionnye tekhnologii—strategicheskii kurs 
povysheniya oboronosposobnosti gosudarstva,” Voennaya mysl’, No. 8, 2019, pp. 25-26.  
127 Burenok, 2021, p. 108. For more on AI for forecasting, see E. O. Bukharov and V. R. Polyakov, “Iskusstvennyi 
intellekt kak perspektivnaya osnova metodov formalizovannogo prognozirovaniya,” Voennaya mysl’, No. 4, 2019. 
In 2019, Russian then–Defense Minister Sergei Shoigu stated that the National Defense Management Center already 
has a forecasting system, which recommends responses to coming crises. However, Shoigu has not provided any 
details on the use of AI algorithms. See “Natsional’nyi tsentr upravleniya oboronoi. Chast’ 1. Dezhurnaya smena,” 
Telekanal Zvezda, December 15, 2019. 
128 Burenok, 2021, p. 108.  
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Burenok posits that AI can improve command, control, communications, computers, 
intelligence, surveillance, and reconnaissance through proving a common operational picture 
using multisensory data, targeting optimization, proposing concepts of operations, and real-time 
command inputs.129 In weapon systems, autonomy will be applied not only in UAV, UGVs, and 
UUVs in reconnaissance-strike systems but also in air defense and missile defense systems and 
mobile distributed active defense systems of selected objects and areas.130 According to Burenok, 
AI will also be able to lead cyber warfare through cyberattacks on enemy targets, searching for 
vulnerabilities in its own cyber networks, and preventing potential intrusion.131 In information 
warfare, AI can support online propaganda, counterpropaganda, and information sabotage 
through generating rumors and plausible false information while taking into account the 
mentality, national, and religious characteristics of the opponent.132 It can also improve 
maintenance through forecasting and prevention of potential accidents at military facilities 
through the monitoring of the technical status of infrastructure and weapons and military 
equipment, providing plans for the maintenance of weapons and military equipment.133  

Conclusions 
Even before its full-scale invasion of Ukraine in March 2022, Russia had a bold vision for 

robotic capabilities in the Armed Forces. Unmanned vehicles are supposed to operate on land, in 
the air, and at sea, taking on many combat and support tasks. Fulfilling many of these tasks 
would require a higher degree of machine autonomy than what the Russian military-industrial 
complex can offer today. However, high-level autonomy, as opposed to remote control, would be 
better aligned with the stated goals of robotization efforts; that is, to decrease personnel losses 
and increase operational impact. Furthermore, it appears that the question of the permissible 
degree of machine autonomy is not in the center of Russian debates on the issue, and the societal 
constraints on lethal autonomy might be less binding than in the West.134 Consequently, we 
conclude that the Russian defense industry likely will aim for autonomous weapon systems. This 
quest might be further accelerated by the relatively poor performance and low morale of Russian 

 
129 Burenok, 2021, pp. 108–109. There is also some domain-specific analysis of potential utilization of AI for 
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soldiers in Ukraine. Although it is too early to know what lessons Russian military scholars will 
learn from the war against Ukraine, one can speculate that autonomous weapon systems might be 
seen as a remedy to both the effectiveness and the will to fight problems. However, the outcomes 
of robotization efforts will be defined mostly by technological feasibility and available resources.   
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Chapter 3. The Status of Robotization  

As of March 2021, the realization of the Russian vision for robotization has been rather 
unimpressive and uneven. In 2016, the Russian Armed Forces reportedly had 1,500 UAVs but 
the vast majority of them were small,135 short-range, and short-endurance, and the only medium-
size model Russia has used is an Israeli design. The first Russian-produced armed medium-
altitude long-endurance drone entered service in late 2020. Several models of combat UGVs are 
being developed and tested in Syria, but their performance was apparently disappointing. 
Unmanned maritime vehicles seem to be developed from industry initiatives rather than the 
Navy’s demand signal.  

In this chapter, we present how robotization efforts have progressed. We start with a 
historical overlook of the development of robotization policies and institutions. Next, we briefly 
present some of the key unmanned capabilities currently under development and in service with 
the Russian Armed Forces. We focus on those that have been deployed in recent operations. We 
also look at broader lessons that Russian military scholars drew from recent conflicts, both in 
terms of the use of Russian unmanned capabilities and in terms of defending against the 
unmanned capabilities of the enemy.  

Robotization of the Russian Armed Forces After 1991 

Early Drone Development Programs 

At the beginning of 1990s, Russia still used a few models of preprogrammed ISR drones 
developed in the Soviet era, and at least one small remotely piloted drone (the “Pchela” UAV, in 
ISR and electronic warfare versions) and one strike drone (the Tu-300 “Korshin-U”) under 
development. A small number of ISR Pchela-1T UAVs entered service in 1997, which 
reportedly were used in Chechnyan conflict, but by the end of 1990s, the R&D of those projects 
was practically frozen because of the lack of government funding.136 In the early 2000s, Russian 
military scholars tracked foreign developments in the field of unmanned aviation and recognized 

 
135 A. V. Novikov, V. V. Zevin, and I. A. Rasshchepkin, “Problemy ekspluatatsii robototekhnicheskikh kompleksov 
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mysl’, No. 7, 2018, p. 81. 
136 Oleg Falichev, “Udarnye drony: RF otstaet dazhe ot Irana,” Voenno-promyshlennyi kur’er, No. 15, 2020b, p. 6; 
and Aleksandr Manushkin, “Letayushchaya telekamera ishchet boevikov v Chechne,” Krasnaya zvezda, No. 215, 
1999. 
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their own military’s challenges,137 but a few existing projects were initiated by industry itself 
without any substantial government support.138 Consequently, the drones that were developed 
were small dual-use platforms that could be sold in the civilian sector.  

The situation was similar in the field of ground robotics. In the period from 1997 to 2000, the 
Russian government adopted at least three policy documents pertinent to robotization.139 In 
reality, however, most of the research projects that had been initiated in the Soviet era were 
cancelled or halted because of insufficient funding (including advanced R&D for a remote-
controlled tank using the T-72 platform),140 and a few existing ones that were focused on small 
systems were developed at the Bauman Moscow State Technical University.141  

The Russo-Georgian war of 2008 was a wake-up call for Russian military leadership. Russia 
won this five-day conflict, but the difficulties encountered in combat against a much weaker 
adversary revealed how outdated many Russian systems were. Russian forces had only one 
“Pchela” complex,142 while Georgia had, at the time, 40 Israeli Hermes-450 and Skylark 
drones.143 Postconflict analysis revealed that the Russian Armed Forces needed drones—possibly 
both ISR and strike UAVs—but the lack of expertise regarding unmanned vehicles in the 
military-industrial complex was so evident that the Russian government considered (and 
eventually bought) drones from outside Russia.144 In 2008, the Ministry of Defense initiated a 
drone development program worth five billion rubles, but none of the domestic UAV models 
fulfilled technical specifications of the program. Consequently, the MoD was forced to buy 
drones from Israel (the Bird-Eye 400 mini-UAV, the I-view MK150 tactical UAV, and the 
Searcher Mk II medium-range UAV, see Figure 3.3), and the first contract was signed in April 
2009.145 
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Expanding Policy Framework 

In the aftermath of the Georgia conflict, the growing recognition of the importance of 
military drones and robots was reflected in the expanding body of policy documents guiding 
their development and use in the Armed Forces. Several policy documents were signed after the 
Georgia war. The first, the Concept of Use of Complexes with Unmanned Aircraft in the Armed 
Forces of the Russian Federation Through the Year 2025, was approved on April 17, 2009. It 
was followed by the Concept of Robotization of Land and Maritime Weapons, Military and 
Special Equipment of the Russian Federation Through the Year 2025, which was approved on 
July 24, 2010, and highlights the multidomain character of the robotization efforts. 
Interdepartmental Comprehensive Target Program for the Development of Complexes with 
Unmanned Aerial Vehicles and Supplying Them to the Armed Forces of the Russian Federation 
Through the Year 2025 was approved on September 27, 2012, and, similar to other target 
programs, was a long-term policy implementation instrument.146  

Between 2013 and 2015, another four documents were adopted: Concept of Using Complexes 
with UAVs of State Aviation Through the year 2030, approved in 2013; the Concept of Use of 
Military Robotic Systems Through the Year 2030, approved on August 22, 2014; the 
Comprehensive Target Program for the Development of Advanced Military Robotics Through 
the Year 2025 with a Forecast up to 2030, approved on October 10, 2014; and the Concept of 
Development of a System for the Use of Unmanned Aerial Vehicles, approved on August 2, 
2015.147  

It is worth noting that although this might seem to be a consistent effort, Russian analysts 
pointed out back in late 2011 that the MoD lacked a clear idea of the role of unmanned 
capabilities in the Armed Forces and even had problems with rough estimations of how much 
robotization could cost.148 While referring to plans and concepts developed before 2012, Vasilii 
Burenok noted:  

[T]he results of the implementation of these concepts clearly differ from those 
originally planned. The process of developing and deploying the RTK VN 
[robotic complexes for military purposes] is not going very smoothly. The 
difference in the amount of funding planned and allocated is significant, the 
developers do not meet the deadlines and requirements. Therefore, conceptual 
attitudes that have consistency and integrity turn into fragmentary developments, 
which is aggravated by the inevitable subjectivity of decisions made in such 
cases. As a result, the effectiveness of robotization is far from expected.149 

 
146 Ministry of Economic Development of the Russian Federation, “FTsP (Federal Target Programme), FAIP 
(Federal Targeted Investment Programme) and VTsP (Departmental Target Programme),” webpage, undated. 
147 Lopota and Nikolaev, 2016, p. 22. 
148 Vladimir Shcherbakov, “Neyasnye tseli i neponyatnye zadachi,” Voenno-promyshlennyi kur’er, No. 42, 2011, p. 
11.  
149 V. M. Burenok, “Vopros dnya—robotizatsiya voisk,” Voenno-promyshlennyi kur’er, No. 34, 2013, p. 1.  



34 

According to Dul’nev, the real breakthrough came when Sergei Shoygu was appointed the 
Minister of Defense in late 2012.150 Prior to that, Shoygu was the Minister of Emergency 
Situations from 1991 to earlier in 2012), where he successfully introduced drones and ground 
robots to support his department’s operations.151  

Contrary to U.S. transparency in the field, Russia has not published any of those guiding 
documents. However, in a 2017 interview for Rossiiskoe voennoe obozrenie, Colonel Sergei 
Popov, the Director of the Main Robotic Research, Development, and Test Center of the MoD, 
declared that some of the research priorities of his center are “the formation of a methodological 
apparatus to substantiate the need for robotic systems,” and “the development of complex 
methods for evaluating the effectiveness of robotics models and methods of their application.”152 
Since then, the leading journals have published a few papers on potential methodologies of 
optimal selection of robotic systems and the distribution of roles between manned and unmanned 
capabilities (discussed at the end of this chapter).  

Institutions for Robotization 

Traditionally, organization of the R&D of weapons and military equipment was centered 
around the MoD and its directorates, which were responsible for procurement, and the TsNIIs of 
the MoD (along with a few civilian research centers) responsible for basic and applied research 
(Table 3.1). As mentioned before, lack of funding for robotics resulted in a situation where most 
of the research in that field was led by the industry, which in turn meant that only small dual-use 
platforms got developed. Since 2012 new institutions have been created, both under the 
supervision of the MoD and serving broader innovative purposes under the government oversight 
(Table 3.2). 
  

 
150 Dul’nev, 2015, p. 115. 
151 “Pokazatel’nye ucheniya MChS: robot speshit na pomoshch’,” RIA Novosti, April 30, 2009; and Viktor Pyatkov 
and Andrei Lunev, “Bespilotnik dlya komandira roty,” Krasnaya zvezda, No. 144, 2009, p. 14. 
152 Popov, 2017, p. 18.  
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Table 3.1. Key Institutions for Robotization of the Armed Forces Before 2012 

Name and affiliation Function Leadership 
Main Directorate of Information and 
Telecommunication Technologies of 
the MoD (Glavnoe upravlenie 
informatsionnykh i 
telekommunikatsionnykh tekhnologii 
Minoborony Rossii; currently the 
Department of Information Systems of 
the MoD) 

Responsible for the design and integration of 
information, telecommunication and computing 
systems in the MoD.a 

Lieutenant General 
Oleg Maslennikov 

Directorate of Prospective 
Multidisciplinary Research and Special 
Projects of the MOD (Upravlenie 
perspektivnykh mezhvidovykh 
issledovanii i spetsial’nykh proektov 
Minoborony Rossii) 

Established in 2005, this directorate is 
responsible for procurement in the area of 
development, production deliveries and 
maintenance of nontraditional weapon systems 
(e.g., laser, direct-energy, high-speed kinetic, 
nonlethal, hypersonic) for interbranch use, 
electronic warfare, and computer technologies, 
among others.b 

Colonel Sergei Pankov 

924 State Center for Unmanned 
Aviation of the MoD 

Established in 1983, this center is responsible for 
maintaining the readiness of UAVs in service, 
training relevant personnel, and testing 
prospective UAVs.c 

 

3rd TsNII MoD Established in 1946, the 3rd TsNII MoD is a 
leading institute in the development of weapons, 
military, and special equipment for the Ground, 
Airborne, and Railway Forces.d 

Aleksandr Volkov 

27th TsNII MoD Established in 1974, the 27th TsNII MoD is a 
research institute that conducts comprehensive 
research in IT, including automation and 
improvement of automated control systems; 
topographic, geodetic, and navigation support for 
the Russian Armed Forces; and monitoring 
promising information technologies.e 

Colonel Andrei Protasov 

46th TsNII MoD Established in 1977, the 46th TsNII MoD is an 
interbranch research organization that focuses 
on the development of the armament system of 
the Russian Federation; it also is responsible for 
the methodological apparatus for developing the 
SAP and the State Defense Order.f 

Oleg Achasov 

TsNII Robotics and Technical 
Cybernetics (TsNII RTK) 

This TsNII was established in 1968 and develops 
robots for special purposes and dual use; 
currently, its work not very pronounced in military 
robotics, but it remains active in the development 
of sensors and control systems.g 

Aleksandr Lopota 

Scientific and Educational Center 
“Robotics” at the Bauman Moscow 
State Technical University (Nauchno-
Uchebnyi Tsentr “Robototekhnika” v 
MGTU im. N.E. Baumana) 

This center was established in 1981 to 
consolidate the efforts of all Moscow universities 
and institutes of the Academy of Sciences that 
are engaged in robotics.h 

Igor Makarov 

Skolkovo Institute of Science and 
Technology 

Founded in 2011, Skolkovo is a research and 
academic institute of science and technology 
with the Center for Computational and Data-
Intensive Science and Engineering. It is meant to 
be a Russian Silicon Valley, a space for 

Aleksandr Kuleshov 



36 

collaboration between the science and tech 
industries. 

a Ministry of Defense of the Russian Federation, “Departament informatsionnykh sistem Ministerstva oborony 
Rossiiskoi Federatsii,” webpage, undated-d. 
b Sergei Pankov, “10 let Upravleniyu. Ot novykh materialov do opytnykh obraztsov perspektivnogo vooruzheniya,” 
Federal’nyi spravochnik. Oboronno-promyshlennyi kompleks Rossii, Vol. 11, 2015. 
c Ministry of Defense of the Russian Federation, “Zadachi 924 Gosudarstvennogo tsentr bespilotnoi aviatsii 
Ministerstva oborony Rossiiskoi Federatsii,” webpage, undated-i. 
d Ministry of Defense of the Russian Federation “3-i Tsentral’nyi nauchno-issledovatel’skii institut Ministerstva 
oborony Rossiiskoi Federatsii,” webpage, undated-a. 
e Ministry of Defense of the Russian Federation “27-i Tsentral’nyi nauchno-issledovatel’skii institut Ministerstva 
oborony Rossiiskoi Federatsii,” webpage, undated-b. 
f Ministry of Defense of the Russian Federation “46 Tsentral’nyi nauchno-issledovatel’skii institut Ministerstva 
oborony Rossiiskoi Federatsii,” webpage, undated-c. 
g Tsentral’nyi nauchno-issledovatel’skii i opytno-konstruktorskii institut robototekhniki i tekhnicheskoi kibernetiki, 
“Istoriya TsNII RTK,” webpage, undated. 
h Nauchno-Uchebnyi Tsentr Robototekhnika, webpage, undated. 
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Table 3.2. New Institutions for Robotization of the Armed Forces Established After 2012 

Name and Affiliation Function Leadership 
Main Robotic Research, Development 
and Test Center of the MoD (Glavnyi 
nauchno-issledovatel’skii ispytatel’nyi 
tsentr robototekhniki Ministerstva 
oborony Rossiiskoi Federatsii) 

This research center was established in 
2012/2013 for conducting applied research and 
the development and testing of military robotic 
systems.a 

Colonel Sergei Popov 

Directorate (construction and 
development of the UAV deployment 
system) of the General Staff 
(Upravlenie [stroitel’stva i razvitiya 
sistemy primeneniya bespilotnykh 
letatel’nykh apparatov] Glavnogo 
shtaba Vooruzhennykh sil Rossiiskoi 
Federatsii) 

This directorate was stablished in 2013 to 
organize and coordinate the equipping of the 
Armed Forces with unmanned vehicles. 

Major General 
Aleksandr Novikov 

Main Directorate of Scientific Research 
and Technological Support of 
Advanced Technologies (Innovative 
Research) of the MoD (Glavnoe 
upravlenie nauchno-issledovatel’skoi 
deyatel’nosti i tekhnologicheskogo 
soprovozhdeniya peredovykh 
tekhnologii [innovatsionnykh 
issledovanii] Minoborony Rossii ) 

This directorate was established in 2014 as a 
main directorate in the MoD. It is responsible for 
the implementation of innovation policy regarding 
the scientific and technological base for 
prospective weapons, military, and special 
equipment, especially robotic systems; it also 
collects information and monitors innovative 
projects for military use.b 

Major General Andrei 
Goncharov 

National Center for the Development of 
Technologies and Basic Elements of 
Robotics at the Prospective Research 
Foundation (FPI) (Natsional’nyi tsentr 
razvitiya tekhnologii i bazovykh 
elementov robototekhniki; Fond 
perspektivnykh issledovanii) 

FPI was established in 2012, and the robotic 
center within the FPI was established in 2015. 
FPI is the Russian analog of the U.S. Defense 
Advanced Research Projects Agency. This 
robotics center is responsible for the 
development and production of robotic systems 
of military, dual, and special purposes and 
provides assistance to scientific, educational, 
and innovative organizations in the 
implementation of prospective research and 
development in the field of robotics.c 

Head of FPI: Andrei 
Grigor’ev  
Head of the robotic 
center: Oleg Mart’yanov 

Military Innovative Technopolis ERA 
(Voennyi innovatsionnyi tekhnopolis 
ERA) 

The Technopolis was established in 2018 for the 
development of innovative infrastructure required 
for R&D and implementation of breakthrough 
defense technologies. Its expected main areas of 
research are IT systems, automated control 
systems, robotic systems, computer science, 
computer technology, technical vision, pattern 
recognition, information security, nanotechnology 
and nanomaterials, energy, technologies and life 
support machines, bioengineering, and 
biosynthetic and biosensor technologies.d 

Lieutenant General 
Vladimir Ivanovskiy 

a Anna Potekhina, “Inkubator dlya robotov,” Krasnaya zvezda, No. 134, 2013, p. 2 
b Ministry of Defense of the Russian Federation, “Glavnoe upravlenie nauchno-issledovatel’skoi deyatel’nosti i 
tekhnologicheskogo soprovozhdeniya peredovykh tekhnologii (innovatsionnykh issledovanii) Ministerstva oborony 
Rossiiskoi Federatsii,” webpage, undated-e. 
c President of the Russian Federation, “Ukaz Prezidenta Rossiiskoi Federatsii ot 16.12.2015 g. № 623 O 
Natsional’nom tsentre razvitiya tekhnologii i bazovykh elementov robototekhniki,” Moscow, December 16, 2015. 
d Tekhnopolis ERA, homepage, undated. 
 

The MoD facilitated the exchange of ideas and knowledge through a new cycle of 
conferences. In 2016, the MoD initiated a yearly conference on robotization of the Armed 
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Forces. The first edition was a one-day event; more recently, it is a two-day forum packed with 
lectures and events, hosted by Military Innovative Technopolis ERA.153  

In 2018, the MoD also initiated a separate yearly conference on AI.154 During the inaugural 
AI conference, then-head of the Military Innovative Technopolis ERA, Fedor Dedus, said that by 
2020, ERA would host 12 scientific units of the MoD (i.e., approximately 600 people), as well as 
laboratories and engineering departments of more than 80 leading scientific and industrial 
enterprises, and its staff would total in 2,100 individuals in specialized jobs for scientific 
research, experimental work, and testing.155 

In late April 2021, the Minister of Defense announced that the MoD would create a 
directorate responsible for the development of AI.156 

Budgetary Planning 

Importantly, robotization-related projects receive growing recognition in mid- and long-term 
military planning. The key instrument of that planning is a SAP, a document approved by the 
President of the Russian Federation every five years, which lays out a ten-year plan for the 
acquisition, modernization, and repair of military equipment, as well as for the research and 
development of new weapon systems.157 The 10th section of the SAP defines objectives, 
stakeholders, resources, and timelines for basic and applied research for prospective weapons as 
follows:  

• Section 10.A, which addresses basic research for national defense and security 
• Section 10.B, which addresses applied research for the scientific and technological base 

for nontraditional weapons 
• Section 10.C, which addresses the applied research of nontraditional weapons.158 

Reportedly, some robotization investment was included in the SAP for 2010–2020 (SAP-
2020 was adopted on December 31, 2009),159 but there is no evidence that those projects were 
considered priority areas. On the other hand, although details about levels of funding under SAPs 
are not publicly available, it is clear that in the SAP for 2018–2027 (adopted in January 2018), 

 
153 Ministry of Defense of the Russian Federation, “V Tekhnopolise «ERA» provedena IV Voenno-nauchnaya 
konferentsiya «Robotizatsiya Vooruzhennykh Sil Rossiiskoi Federatsii»,” webpage, July 25, 2019a. 
154 Ministry of Defense of the Russian Federation, “Konferentsiya «Iskusstvennyi intellekt: problemy i puti ikh 
resheniya — 2018»,” webpage, undated-g.  
155 “Iskusstvennyi intellekt: problemy i puti resheniya,” Arsenal Otechestva, No. 1, 2018, pp. 13–14. 
156 “Minoborony sozdast upravlenie po iskusstvennomu intellektu,” RIA Novosti, April 26, 2021. 
157 Ministry of Defense of the Russian Federation, “Gosudarstvennaya programma vooruzheniya (GPV),” webpage, 
undated-f.  
158 Aleksei Kravchenko, Sergei Smirnov, Roman Reulov, and Dmitrii Hovanov, “Rol’ nauchno-tekhnicheskogo 
zadela v innovatsionnykh processakh sozdaniya perspektivnogo vooruzheniya: problemy i puti resheniya,” 
Vooruzhenie i ekonomika, Vol. 4, No. 20, 2012, pp. 48–49. 
159 Lopota and Nikolaev, 2016, p. 22. 
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investment in R&D of combat robots, armed drones, and AI has become high priority. These 
categories were named by then–Deputy Prime Minister Dmitrii Rogozin as among the most 
important areas of investment in the SAP-2027 in response to the experience of the Russian 
Armed Forces in the Syrian conflict.160 Moreover, Putin already included AI, ISR, and strike 
drones, as well as ground robotic systems, in the priorities of the next SAP through 2033.161 

Russian Robotic Systems in Service and in Development 
There is a clear dissonance between the rhetoric of Russian political and military leadership 

about the importance of robotization and the unmanned capabilities that are in service. This 
dissonance stems from a legacy of longstanding problems of the Russian military-industrial 
complex, which we hinted at in the beginning of this chapter. In this section, we will present the 
Russian robotic systems that are in service and in development in three domains: air, land, and 
maritime. 

Unmanned Aerial Vehicles 

After the Russo-Georgian war of 2008, the Ministry of Defense initiated a drone 
development program worth five billion rubles, but none of the domestic UAV models that came 
out of this program fulfilled the technical specifications of the program. In 2010, small and mini 
Russian drones (up to 30 kg), such as the Zala-421-05, Irkut-10, and Orlan (see Figures 3.2 and 
3.3), were already in service in the Border Service of the Federal Security Service on their way 
to use by the Armed Forces.162  
  

 
160 Ivan Safronov, “«Luchshe odin dorogostoyashchii pritsel’nyi udar, chem sto udarov bez razbora»,” interview 
with Dmitri Rogozin, Kommersant, No. 33, 2018, p. 1. 
161 “Putin velel uvelichit’ kolichestvo boevykh robotov i lazernogo oruzhiya,” Interfax, November 22, 2019.  
162 Vladislav Kulikov, “Granitsa menyaet zamki. Vladimir Pronichev: Pogranichnaya sluzhba perekhodit na 
intellektual’nye sistemy okhrany,” Rossiiskaya gazeta, June 2, 2010. 
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Figure 3.1. Eleron-3 and Granat-1  

  
SOURCE: Ministry of Defense of the Russian Federation, 924th State Center for Unmanned Aviation, “Kompleksi 
BLA,” webpage, undated. 

Figure 3.2. Orlan-10  

 
SOURCE: Ministry of Defense of the Russian Federation, 924th State Center for Unmanned Aviation, undated. 

Figure 3.3. Forpost/Searcher  

 
SOURCE: Ministry of Defense of the Russian Federation, 924th State Center for Unmanned Aviation, undated. 
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In August 2011, the MoD announced two tenders for R&D of armed drones. The first one 
was a two-billion-ruble program to develop a model of an armed 1,000 kg drone that would be 
ready for serial production; the second was a one-billion-ruble exploratory research project to 
develop a prototype 5,000 kg armed drone.163 The first tender was won by Transas, which later 
transferred the project to the subsidiary Kronshtadt Group (now owned by AFK Sistema). The 
project took almost ten years, but it project eventually produced what is today known as Orion, 
the first Russian medium-altitude long-endurance armed UAV, which entered service in 2020.164 
The second project was granted to the OKB Sokol (now the Opytno-Konstruktorskoye Byuro Im. 
M. P. Simonova) and eventually led to the development of Altius medium-altitude long-
endurance armed drones, whose first deliveries are expected in 2021.165  

Figure 3.4. Korsar 

  
SOURCE: Ministry of Defense of the Russian Federation, “Noveishii BPLA «Korsar» v deistvii,” video, YouTube, May 
7, 2018. 

Figure 3.5. Orion 

 
SOURCE: Ministry of Defense of the Russian Federation, “Pervoe primenenie bespilotnika «Orion» po vozdushnoi 
tseli,” video, YouTube, December 19, 2021b. 

 
163 Vasilii Sychev, “Nash otvet amerikanskomu ‘Khishchniku’,” Voenno-promyshlennyi kur’er, No. 42, 2011, p. 1.  
164 Aleksei Ivanov, “Pervyi peredannyi v voiska BPLA ‘Orion’ pokazali na video,” Rossiiskaya gazeta, October 26, 
2020. 
165 “Podpisan kontrakt o postavke Minoborony pervoi partii tyazhelykh dronov ‘Al’tius’,” Interfax, February 20, 
2021. 



42 

Figure 3.6. Altius 

  
SOURCE: Ministry of Defense of the Russian Federation, “Bezspilotnyi letatel’nyi apparat ‘Al’tius-U’ sovershil pervyi 
polet,” video, YouTube, August 20, 2019b. 

In Table 3.3, we present some of the most pronounced ongoing projects, along with a short 
description of deployed models.166  

Table 3.3. Selected Unmanned Aerial Vehicles of the Russian Federation 

Models 
(Manufacturer) 

Status and Timeline Specifications, Missions, Additional Information 

Eleron series 
(ENIKS)a, ZALA-421 
series (ZALA Aero)b, 
Granat series (IBS)c, 
Takhion 
(Kalashnikov)d; see 
Figure 3.1. 

In service, deployed 
in Ukraine and Syria 

• Class of mini UAVs 
• Take-off weight: 2.5–30 kg 
• Endurance: 1–6 hours 
• Range: 10–100 km 
• Missions: aerial photographic reconnaissance, target 

designation, relaying a radio signal 

Orlan-10 (STC)f; see 
Figure 3.2. 

In service since 2010, 
deployed in Ukraine 
and Syria 

• Mini UAV 
• Take-off weight: 14–18 kg 
• Endurance: 10–18 hours 
• Range: 120 km (600 km in automatic mode) 
• Missions: aerial optical, radio, electronic reconnaissance, target 

designation, blocking of cellular communication of the Global 
System for Mobile Communications standard, distortion of the 
Global Positioning System navigation field.  

Reportedly, STC is developing the Orlan-30, with specifications as 
follows: 
• Take-off weight: 30 kg 
• Payload: 8 kg 
• Range: 300 km 
• Endurance: 8 hours; equipped with laser aimer to illuminate 

targets.  
It is also reportedly developing the Orlan-50 with the following 
specifications:  
• Take-off weight: 50 kg 
• Payload: 15 kg 
• Range: 500 km 
• Endurance: 8 hours 

 
166 A resource for a survey of news on the most recent developments is the CNA’s newsletter series Artificial 
Intelligence in Russia, which covers not only AI but news on robotic platforms.  
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Forpost (IAI: 
Searcher Mk II)g; see 
Figure 3.3. 

In service since 2014, 
deployed in Ukraine 
and Syria 

• Tactical UAV 
• Take-off weight: 450 kg 
• Payload: 100 kg 
• Endurance: 17.5 hours 
• Range: 150–250 km 
• Missions: aerial ISR, target designation 

Korsar (KB Luch)h; 
see Figure 3.4. 

In development since 
2009, expected in 
service in 2025 

• MALE UAV 
• Take-off weight: 250 kg 
• Payload: 40 kg 
• Range: 160 km 
• Endurance: 10 hours 
• Missions: day and nighttime aerial ISR, adjusting artillery fire, 

possibly strike missions 

Orion/Inokhodec 
(Kronshtadt)i; see 
Figure 3.5. 

In service since 2020, 
deployed in Syria. 
Project initiated in 
2011 

• MALE UAV 
• Take-off weight: 1,200 kg 
• Payload: 200 kg 
• Endurance: 24 hours 
• Range 250–300 km; it is reportedly built with domestic 

components, however, its gyro-stabilized optoelectronic system 
appears to be built on the Airbus DS Optronics platform.j  

• Armed with 25- and 50-kg bombs and missiles.  
• Missions: aerial ISR, target acquisition, aerial mapping, strike 

damage assessment, radar survey, signals and 
communications intelligence, and strike missions.  

During the ARMY-2020 Expo, Kronshtadt presented mockups of 
three bigger models, able to carry more munitions and equipped with 
satellite communications to extend their range:  
• Sirius (take-off weight 2,000 kg, payload 450 kg) 
• Helios (take-off weight 4,000 kg, payload 800 kg)k 
• Grom (7,000 kg, payload up to 2,000 kg, speed up to 1,000 

kph, thought as a loyal wingman for Su-35 and Su-57 fighter 
jets)l 

Altius/Altair (UZGA, 
initially OKB Sokol); 
see Figure 3.6. 

In development. 
Project initiated in 
2011; beginning of 
serial production 
expected in 2021m 

• MALE UAV 
• Take-off weight: 7,000–7,500 kg 
• Payload: 1,000 kg 
• Endurance: 48 hours 
• Range: up to 10,000 km 
• Missions: satellite communications; armed with Grom guided 

bombs.  
Reportedly, this is supposed to operate autonomously to reach and 
strike target with predetermined coordinates; it can be tasked directly 
from the Su-57 fighter jet cockpit.n It was supposed to have a 
German engine, but Western sanctions after the annexation of 
Crimea forced Russia to develop its own engines.o The development 
of Altius was delayed by the financial and legal problems of its first 
developer, OKB Sokol. In 2018, the project was transferred to 
UZGA, which assembles Forpost UAVs on an Israeli license.m  

Okhotnik (Sukhoi); 
see Figure 3.7. 

In development since 
2012, expected to 
enter service in 
2024–2025.p 

• MALE UAV 
• Take-off weight: 20,000–25,000 kg 
• Payload: 2,000 kg, reportedly in stealth technology 
• Missions: combat UAVs to fly as a loyal wingman with a Su-57 

fifth-generation fighter jet 
Supposedly, the Okhotnik will extend the Su-57’s radar field and 
target designation for long-range aircraft weapons beyond the 
enemy’s air defenses. The first flight in formation with Su-57 was 
performed in 2019.q So far it has been remotely operated; in the 
future, Okhotnik is supposed to operate autonomously. The 
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prototypes of ground control stations are expected to be delivered 
between mid-2021 and early 2022.p 

a Huw Williams, “ENICS Extends Eleron Family,” International Defence Review, October 7, 2013.  
b Zala Aero Group, “Unmanned Aerial Vehicle,” webpage, undated.  
c Nikolai Novichkov, “Russia Creates SIGINT Payloads for Granat-4 UAV,” Defence Weekly, February 17, 2016.  
d “Izhmash Tachyon,” All the World's Aircraft: Unmanned, last updated March 3, 2022.  
f “STT Orlan,” All the World's Aircraft: Unmanned, February 19, 2021.  
g “IAI Searcher,” All the World's Aircraft: Unmanned, last updated June 7, 2022.  
h “Korsar,” Novyi oboronnyi zakaz strategii, April 24, 2019.  
i “Orion,” Novyi oboronnyi zakaz strategii, March 13, 2018.  
j BMPD, “Bespilotnyi letatel’nyi apparat ‘Orion’ s podveshennym vooruzheniem,” blog post, LiveJournal, July 21, 
2018. 
k Kirill Ryabov, “Perspektivnye BPLA «Sirius» i «Gelios»,” Voennoe obozrenie, August 31, 2020. 
l Sergei Ptichkin, “Na forume ‘Armiya-2020’ vpervye predstavleno vooruzhenie bespilotnikov,” Rossiiskaya gazeta, 
August 25, 2020. 
m “Podpisan kontrakt o postavke Minoborony pervoi partii tyazhelykh dronov ‘Al’tius’,” 2021. 
n Anton Lavrov and Roman Kretsul, “Udarnyi besprizornik: rossiiskii dron nauchat voevat' samostoyatel'no,” 
Izvestiya, March 25, 2020. 
o Mikhail Nikol'skii, ”Rossiiskie udarnye BPLA samoletnogo tipa,” Aerokosmicheskoe obozrenie, No. 4, 2018, p. 16. 
p Mikhail Khodarenok, “«Okhotnik» za Skyborg: dogonyat li rossiiskie BLA amerikanskie,” Gazeta.ru, January 14, 
2021. 
q Oleg Falichev, “Smozhet li okhotit''sya «Okhotnik»?” Voenno-promyshlennyi kur’er, No. 14, 2020a. 
NOTE: MALE = medium-altitude long-endurance. 

 

  



45 

Figure 3.7. S-70 Okhotnik-B 

 

 
SOURCE: Ministry of Defense of the Russian Federation, 2019a; BMPD, “Perbvi polet rossiskogo tyazhelogo 
udarnogo bespilotnogo letatel’nogo apparata ‘Okhotnuk,’” blog post, LiveJournal, August 4, 2019. 

As shown in Table 3.3, up until very recently, drones of Russian design were small, short-
range, short-endurance ISR drones, which were operated from the front lines. Consequently, 
even if the communication systems, range, and endurance of new systems would support 
conducting drone operations from mainland Russia, it likely will take some time before the 
Armed Forces acquire the necessary infrastructure and trained personnel to support that. For 
example, according to Zevin, Tupik, and Rasshchepkin, the 924th State Center for Unmanned 
Aviation of the MoD has 12 basic training programs, all for short- and medium-range UAVs. 
These training programs only seem to graduate 20 pilots for medium-range UAVs a year, and 
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120 for short-range drones (the same numbers apply to sensor operators).167 A new training 
program likely exists for Orion pilots; however, we do not have information about its pilot 
training capacity.  

Researchers led by Major General Aleksandr Novikov, who heads the Directorate of the 
General Staff responsible for the construction and development of UAVs, noted in 2018 that the 
current UAV operators in the combined arms units of the Ground Forces lack experience and 
sufficient training.168 In 2016, the Minister of Defense decided to delegate drone operations to 
the commands of the service branches and below, which has led to the formation of 30 UAV 
units—regiments, companies, and detachments—in all branches and services of the Russian 
Armed Forces, equipped with 400 complexes and 1,500 UAVs.169 According to Ramm, 
companies of UAVs were assigned to motor rifle, tank, and reconnaissance brigades and 
divisions: Each company has two UAV platoons.170 A similar structure was implemented in the 
Airborne Forces and in the naval infantry, although the Navy also introduced UAV regiments; 
UAV detachments were created in artillery, rocket, reconnaissance, engineering, and even 
railway troops.171 These new structures likely created additional demands for training. However, 
as of late 2019, the training at the 924th State Center for Unmanned Aviation lasted one to four 
months (three and a half months for short-range drone pilots and sensor operators), and, since 
2013, it has graduated 3,500 total personnel—a mixture of pilots, operators, technicians, and 
other specialists—while the demand of the Armed Forces amounts to 800 to 1,000 people per 
year.172 

Novikov and colleagues admitted that, as of 2018, the system established in the Armed 
Forces still lacked sufficient control and information flow to ensure optimal operations and 
maintenance. 173 The MoD lacked qualifications to conduct the proper maintenance of drones, 
which usually are serviced and repaired at manufacturing enterprises, creating additional costs 
and downtime of equipment (only 10 percent of repairs are completed on time). Maintenance 
cost increases also stem from the fact that Russian drones use many imported components 
(according to Novikov, Zevin, and Rasshchepkin, up to 80 percent), which are also the main 
cause of breakdowns. Out of 600 systems on warranty service since 2013, 80 percent of failures 
were the result of components.174 

 
167 V. V. Zevin, G. V. Tupik, and I. A. Rasshchepkin, “Opyt podgotovki spetsialistov bespilotnoi aviatsii v 
Vooruzhennykh Silakh Rossiiskoi Federatsii,” Voennaya mysl’, No. 12, 2019, p. 130. 
168 Novikov, Zevin, and Rasshchepkin, 2018, p. 83.  
169 Novikov, Zevin, and Rasshchepkin, 2018, p. 81. 
170 Aleksei Ramm, “Kuda letit bespilotnaya aviatsiya,” Nezavisimoe voennoe obozrenie, No. 2, 2021, p. 1. 
171 Ramm, 2021, p. 1. 
172 Zevin, Tupik, and Rasshchepkin, 2019, p. 128. 
173 Novikov, Zevin, and Rasshchepkin, 2018, p. 83. 
174 Novikov, Zevin, and Rasshchepkin, 2018, pp. 81–83. 
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Unmanned Ground Vehicles 

The situation with UGVs seems far worse. Even though Russian military literature 
emphasizes their importance on par with UAVs, few, if any, currently play roles in the system of 
armaments. It appears that only the unmanned combat UGV Uran-9 has entered the service after 
its tests in Syria,175 but since then, we have found no reporting on its participation in combat 
operations. In April 2021, the MoD announced that 20 Uran-9 UGVs would form the first 
experimental robotic unit under one of the MoD’s research centers to develop concepts of 
operations and then train personnel to use the UGVs.176 This information indicates that the 
discussion on the roles of combat ground robots so far has been aspirational.  

Furthermore, some of the UGV prototypes that are emphasized in open-source reporting now 
seem to be demonstrations or experimental platforms not meant for serial production and 
deployment with troops. In the case of the Marker combat UGV, developed by the FPI, the head 
of the National Center for the Development of Technologies and Basic Elements of Robotics at 
FPI, Oleg Mart’yanov, admitted that Marker would not be deployed in combat but is rather a 
testing bed for UGV subsystems—weapons, technical vision, communication, navigation, 
autonomous movement, and use, including the coordinated autonomous actions of a group of 
robots in an uncertain environment.177 Similarly, the unmanned version of the Armata tank is 
only a demonstrator of advanced robotic technologies and will not be mass-produced.178 In Table 
3.4, we present the main armed UGVs that are under development.  

Table 3.4. Selected Unmanned Ground Combat Vehicles of the Russian Federation. 

Systems (Manufacturer) Status and 
Timeline 

Specifications, Missions, Additional Information 

Nerekhta (Zavod 
Degtyareva, VNII 
Signal/Rostec, FPI)a; see 
Figure 3.8. 

In development, 
reportedly deployed 
in Syria for tests  

• Tracked, medium-sized, combat UGV 
• Weight: 1,000 kg 
• Control range: 3 km 
• Max speed: 32 kmph 
• Armed with 12.7 mm Kord machine gun or 7.62 mm PKTM 

machine gun and 30 mm AG-30M grenade launcher. 
Armored to Protection Class 5. Reportedly, Nerekhta can 
autonomously recognize threats and neutralize them.  

• Missions: fire support, reconnaissance, adjusting artillery 
fire, ammunition and equipment delivery 

 
175 “Vladimir Dmitriev: rynok strelkovogo oruzhiya SShA dlya nas seichas zakryt,” RIA Novosti, January 24, 2019. 
176 Ministry of Defense of the Russian Federation, “V Vooruzhennykh Silakh Rossii budet sozdano pervoe 
podrazdelenie s udarnymi robotami,” webpage, April 9, 2021 
177 “Oleg Mart’yanov: v budushchem budet ne armiya terminatorov, a armiya umnykh ‘Markerov’,” TASS, June 
29, 2020. 
178 “Bespilotnaya ‘Armata’ ne budet proizvodit’sya,” RIA Novosti, July 12, 2020. 
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Platforma-M (NITI 
Progress)b; see Figure 3.8. 

In service, 
reportedly deployed 
in Syria for tests 

• Tracked, medium-sized, combat UGV 
• Weight: 1,200 kg 
• Control range: 1.5 km 
• Speed: 12 kmph 
• Endurance: 10 hours 
• Armed with up to four RPG-26s, 7.62 mm PKTM machine 

gun, 30 mm AG-30M grenade launcher, and a Kornet anti-
tank guided missile. Reportedly, it can track and hit targets 
in automatic and semiautomatic modes. Armored to 
Protection Class 3. 

• Missions: ISR, mine laying, detecting and striking 
stationary, and mobile targets, firepower support, and 
patrols 

Soratnik (Kalashnikov)c; 
see Figure 3.9. 

In development, 
reportedly deployed 
in Syria for tests 

• Tracked, large, combat UGV 
• Weight: 7,000 kg 
• Control range: 10 km 
• Speed: 40 kmph 
• Operating range: 400 km 
• Can be armed with machine guns of 7.62 and 12.7 mm 

caliber, a 30-mm AG-17A grenade launcher, a 40-mm 
automatic grenade launcher, and Kornet anti-tank guided 
missiles. It is equipped with cameras and laser scanners 
for navigation and obstacle sensing, and can operate in 
conjunction with UAVs.  

• Missions: reconnaissance, combat support, patrol mission 

Uran-9 (Kalashnikov)d; see 
Figure 3.10. 

In service since 
2019 (despite 
negative 
assessment of test 
performance in 
Syria) 

• Tracked, large, combat UGV 
• Weight: 10,000–12,000 kg 
• Control range: 3 km via radio (1 mm wave) 
• Speed: 30 kmph 
• Endurance: 6 hours 
• Armed with 30-mm automatic cannon 2A72, 7.62-mm 

machine gun, four antitank missile Ataka, and 12 Shmel 
thermobaric rocket launchers with a firing range of up to 
500 meters; equipped with optoelectronic complex with 
vision and thermal imaging channels and a laser 
rangefinder. Armored to Protection Class 5.  

• Missions: reconnaissance and fire support 

Udar (VNII Signal/Rostec; 
an earlier version known as 
Vikhr)e 

In development, 
introduced in 2015 

• Tracked combat UGV based on the BMP-3 infantry 
fighting vehicle platform. 

• Weight: 14,700 kg 
• Control range: 10 km 
• Speed: 30 kmph 
• Operating range: 600 km 
• Armed with a stabilized 30 mm 2A72 automatic cannon, 

7.62 mm machine gun, and four Kornet anti-tank guided 
missiles. Equipped with cameras and thermal imaging 
tools, a laser rangefinder, and a computerized fire-control 
system for an automatic target selection. In the future, it is 
supposed to drive autonomously.  

• Missions: reconnaissance, surveillance, combat, demining, 
and logistics 

a “Nerekhta,” Land Warfare Platforms: Logistics, Support, and Unmanned, last updated June 1, 2022.  
b “Platform-M,” Land Warfare Platforms: Logistics, Support, and Unmanned, last updated August 11, 2020. 
c “Unmanned—Soratnik,” Land Warfare Platforms: Logistics, Support, and Unmanned, last updated January 9, 2020. 
d “Uran-9,” Land Warfare Platforms: Logistics, Support, and Unmanned, last updated May 23, 2022. 
e “Unmanned—Udar,” Land Warfare Platforms: Logistics, Support, and Unmanned, last updated August 12, 2020; 
“Unmanned—Vikhr,” Land Warfare Platforms: Logistics, Support, and Unmanned, last updated June 30, 2020. 
NOTE: VNII = Vserossiiskii nauchno-issledovatel'skii institut. 
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Figure 3.8. Nerekhta and Platforma-M 

 
SOURCE: Ministry of Defense of the Russian Federation, “Primenenie boevykh robotov «Soratnik» i «Nerekhta» na 
taktiko-spetsial'nom zanyatii s motostrelkami,” video, YouTube, December 30, 2016b; Ministry of Defense of the 
Russian Federation, Air Force, “Disaster Liquidation and Defence Exercise of the Pacific Fleet Underwater Troops,” 
webpage, undated. 

Figure 3.9. Soratnik 

  
SOURCE: Special Operations Forces of the Armed Forces of the Russian Federation, “Ispytaniya robotizirovannogo 
kompleksa «Soratnik»,” video, YouTube, January 19, 2018. 
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Figure 3.10. Uran-9 

   
SOURCE: Ministry of Defense of the Russian Federation, “Boevoe primenenie mnogofunktsional'nykh kompleksov 
razvedki «Uran-9»,” video, YouTube, December 30, 2016a. 

Unmanned Maritime Vehicles 

Unmanned maritime vehicles, especially underwater drones, exist in the Russian Navy, but 
their presence is so far negligible. They are also the least-discussed area of robotization. The 
most famous Russian underwater drone is the Poseidon, supposedly an autonomous, nuclear-
powered, and nuclear-armed UUV.179 However, because of the potential for being armed with a 
thermonuclear warhead, it is developed under the strategic weapons program and not the 
robotization umbrella of programmatic development. As for conventional UUVs, underwater 
monitoring and reconnaissance is the most developed area, although the industry is reportedly 
working on training target drones and armed UUVs.  

In May 2020, the alleged fully autonomous UUV Vityaz-D (Figure 3.11)—developed by the 
FPI and CKB MT Rubin—reached the bottom of the Mariana Trench,180 which in and of itself is 
a big achievement given the conditions of extreme hydrostatic pressure. CKB MT Rubin is 
developing a few other exploration UUVs for the Navy. In the meantime, an underwater drone, 
Galtel (Figure 3.12), which was developed by a research institute of the Russian Academy of 
Science, reportedly was used in Syria to map the seabed off the coast of Tartus and search for 

 
179 Dmitrii Kornev, “‘Poseidon’ v pomoshch’: nachinayutsya ispytaniya strategicheskogo oruzhiya RF,” Izvestiya, 
February 7, 2021. 
180 “Apparat ‘Vityaz’ stal pervym ‘robotom’, dostigshim dna Marianskoi vpadiny,” RIA Novosti, May 9, 2020. 
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explosives.181 Galtel can operate for up to 24 hours with a range of up to 60 miles; in 12 hours, it 
can survey an area of four square kilometers. It supposedly features autonomous navigation, 
obstacle avoidance, and transmission of survey visuals to a control post in real time.182  

Since 2016, CKB MT Rubin is also developing Surrogat, a UUV capable of simulating 
nuclear and nonnuclear submarines for training purposes. It can supposedly operation for up to 
15 or 16 hours, at a maximum depth of 600 meters, and with a maximum speed of 24 knots.183 In 
2018, Rostec presented a prototype of an armed underwater drone, Nerpa, capable of carrying 
explosives and small arms and designed to monitor special water areas, detect and destroy small 
targets, and escort combat divers. In 2018, Rostec was starting to integrate weapons with the 
platform.184 Although certainly of interest to the Navy, those two projects have not gained much 
traction in open-source reporting.  

Figure 3.11. Vityaz-D (FPI and CKB MT Rubin) 

 
SOURCE: “«Vityaz'» – pokoritel' glubin,” Natsional'naya oborona, No. 8, 2020, p. 68. 

 
181 Nikolai Grishchenko, “Rossiiskii podvodnyi robot vypolnil boevuyu zadachu v Sirii,” Rossiiskaya gazeta, 
February 22, 2018. 
 182 Timur Alimov, “Kak ustroena primenyaemaya v Sirii pervaya v RF podlodka-robot,” Rossiiskaya gazeta, 
September 8, 2017. 
183 Aleksei Ramm and Aleksei Kozachenko, “Dron—imitator submarin: VMF poluchit slozhnuyu mishen’,” 
Izvestiya, February 28, 2019. 
184 “Rostekh pokazal prototip podvodnogo protivodiversionnogo robota na ‘Armii-2018,’” TASS, August 21, 2018. 
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Figure 3.12. Galtel (Russian Academy of Science). 

  
SOURCE: V. I. Nemychenkov, “Mezhdunarodnyi voenno-tekhnicheskii forum «Armiya-2017»,” Strategicheskie 
prioritety, No. 3, 2017, p. 135.  

Unmanned Capabilities and Lessons Learned from Recent Conflicts 
The nature and characteristics of contemporary armed conflicts are important factors in the 

assessment of future armament requirements of the Russian Armed Forces. The Russian military 
operation in Ukraine and its involvement in the Syrian civil war gave Russian military analysts 
the opportunity to examine the performance of Russian unmanned capabilities and AI algorithms 
in combat deployment and to examine the performance of Russian counter-drone systems. These 
systems were also used in conflicts in Libya and Nagorno-Karabakh. 

The following sections do not account for Russian experience with unmanned capabilities in 
the 2022 invasion of Ukraine. Although both sides claim to have destroyed large numbers of 
enemy UAVs,185 no Russian assessment of the performance of unmanned capabilities or counter-
drone systems is available as of April 2022.186 

Performance of Russian Unmanned Capabilities in Combat Deployment 

Modern Russian drones were first deployed in combat in 2014 in Donbas, Ukraine. Since 
Moscow did not admit officially that Russian forces are present in eastern Ukraine until its full-
scale invasion in February 2022, lessons learned from this conflict are not published in open-
source Russian military literature. The evidence of Russian drones’ presence comes from 
Ukrainian sources. In October 2020, Ukraine’s Ministry of Defense reported that since the 

 
185 As of April 30, 2022, Russia reported 660 Ukrainian UAVs destroyed (Minoborony Rossii, "#Minoborony 
#Rossiya #Ukraina,” Telegram post, April 30, 2022); Ukraine reported 232 Russian UAVs destroyed (MFA of 
Ukraine, “Information on Russian invasion: Losses of the Russian armed forces in Ukraine, April 30,” Twitter post, 
April 30, 2022). 
186 Reportedly, Russia also used its demining robot Uran-6 (“Rossiya postavila v LNR kompleks dlya 
razminirovaniya «Uran-6»,” IA REGNUM, April 1, 2022). However, there are no indications that Russia deployed 
armed ground robots.   
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beginning of hostilities in 2014, Ukrainian forces shot down more than 120 Russian drones.187 
Reportedly, they represent almost all models used by the Russian military, including the Orlan-
10, Dozor, Eleron-3, Granat-1, Granat-2, Granat-3, Granat-4, Takhion, Forpost (i.e., Israeli IAI 
Searcher), and the Zastava (i.e., Israeli IAI Bird-Eye 400). These Russian drones are used for 
ISR, adjusting artillery fire, electronic warfare, and psychological operations.188 Interestingly, 
Ukrainian sources claim that the drones that were shot down earlier in the conflict had many 
components of German, French, Japanese, and South Korean origin. Because of post-2014 
Western sanctions on Russia, however, it appears that Russians have to use domestically 
produced parts of much lower quality than their foreign equivalents.189 In September 2015, 
Russia joined the Syrian conflict to support President Bashar al-Assad’s regime’s forces. 
Reporting on the Russian operation in Syria provides information on both the roles and 
organization of employment of the drones by the Russian Armed Force. In Syria, the Russian 
military primarily has employed the Orlan-10, Eleron-3, and Forpost ISR drones, but one of the 
key takeaways was that the Russian Armed Forces will need armed drones as well.190 In 2017, 
Defense Minister Shoigu claimed that the use of drones in the first two years of the Syria 
campaign significantly increased. In 2015, Russian drones, on average, flew 400 sorties per 
month; whereas in late 2017 it was already 1,000 sorties per month. In aggregate, in two years, 
drones were used 16,000 times with total flight time of 96,000 hours.191 According to a 2019 
article by two experts of the General Staff Military Academy in Voennaia mysl’, as a rule, 
medium- and long-range drones (likely Forpost)192 are at the disposal of the operational 
commander to conduct reconnaissance throughout Syria, and short-range drones (likely Orlan-10 
and Eleron-3) are at the disposal of subordinate commanders on tactical directions. To increase 
the effectiveness of the UAVs’ utilization, Moscow created task forces with experts from each 
mission-relevant body. Horizontal cooperation between different units is required during drones’ 
operations because medium-range UAVs’ sorties (and short-range sorties in the mountains) are 
carried out with a transfer of control from one ground station to another.193 

187 Ukrainian Military TV, “ProVijs’ko: ‘Bezpilotni vijny’. Novi mozhlyvosti ZSU,” video, YouTube, October 11, 
2020. 
188 Ukrainian Military TV, 2020. 
189 Ukrainian Military TV, 2020. 
190 Falichev, 2020b. 
191 “Shoigu: udarnye bespilotniki vskore postupyat na vooruzhenie rossiiskoi armii,” TASS, October 27, 2017. 
192 Forpost is a medium-range drone; Russia, at the time, did not have long-range drones in service, but later it was 
reported that Russia tested new Orion drones in Syria. See Ruslan Mel’nikov, “V Sirii snyali na video noveishii 
rossiiskii bespilotnik,” Rossiiskaya gazeta, September 22, 2017. 
193 O. V. Milenin and A. A. Sinikov, “O roli aviatsii vozdushno-kosmicheskikh sil v sovremennoi voine. 
Bespilotnye letatel’nye apparaty kak tendentsiya razvitiya voennoi aviatsii,” Voennaya mysl’, No. 11, 2019, pp. 55–
56.
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During one sortie, drones often perform multiple tasks: “aerial reconnaissance, target 
designation, air strike control and damage assessment, and adjusting artillery fire.” Additionally, 
UAVs support “search and rescue operations, electronic warfare, information warfare, air 
defense and engineering reconnaissance, control over own troops, and cargo delivery.” They also 
support humanitarian operations in Syria: “monitoring compliance with the ceasefire, [and] 
delivering humanitarian supplies.”194 

Milenin and Sinikov assessed that UAVs were most effectively used in Syria as part of 
reconnaissance–strike systems, specifically when UAVs were employed in conjunction with 
aviation and artillery.195 They also conclude that effectiveness of UAVs depends on the ability to 
process data received from the drones almost in real time and distribute them to appropriate 
command posts, as well as on the proper assignment of tasks and capabilities where UAVs are 
most needed.196 The areas that Russian experts identified as requiring further improvements in 
tactics and personnel training are:  

[Appropriately identifying military objects and groupings of enemy personnel 
and equipment, dealing with dynamic changes of the situation on the ground, 
conducting aerial reconnaissance in mountainous and desert areas and in urban 
areas, [dealing with enemy’s countermeasures against UAVs, and] sharing 
airspace with manned aircraft.197 

Among new equipment and systems that Russia tested in Syria, particularly interesting is the 
remotely controlled combat ground vehicle, Uran-9, for reconnaissance and fire support, which 
was deployed in Syria in 2017 and 2018. Apparently, the performance of the Uran-9 was 
analyzed by experts of the 3rd TsNII MoD, and their assessment was largely negative. 
Reportedly, MoD experts reported flaws in all main subsystems: mobility, reconnaissance, fire, 
control, and communications. The vehicle was deemed slow (35 kph, i.e., less than 22 mph), and 
its track rollers frequently failed. The thermal imaging system recognized targets at a distance of 
up to two kilometers; however, with worsening weather conditions, this distance is greatly 
reduced. The platform lacked stereo vision or wide-angle vision systems. Firepower was low, 
and could be used only when the vehicle was stabilized and not moving; its 30-mm autocannon 
was not very reliable. There was a significant latency in its fire control system. Communication 
with the operator was deemed unreliable.198 

Reportedly, the experts of 3rd TsNII MoD concluded that in the following ten to15 years, 
UGVs will not be able to operate in combat units of combined arms formations, although they 

 
194 Milenin and Sinikov, 2019, p. 55. 
195 Milenin and Sinikov, 2019, p. 55. 
196 Milenin and Sinikov, 2019, p. 56. 
197 Milenin and Sinikov, 2019, p. 55. 
198 Vladimir Tuchkov, “Iskusstvennyi intellekt za rychagami tanka,” Voenno-promyshlennyi kur’er, No. 1, 2021, p. 
6. 
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might be used in an assault on enemy targets and fortified areas and against armored vehicles and 
firepower,199 which is a surprising conclusion given that the Uran-9 could not shoot while 
moving. Furthermore, six months later, the General Director of Kalashnikov, which is the 
manufacturer of the Uran-9, stated that the platform had already entered service.200 In April 
2019, the Deputy Chief of the General Staff, Lieutenant General Igor Makushev, said that the 
flaws of the Uran-9 had been eliminated and the system was ready to deploy.201 In April 2021, 
the MoD announced that 20 Uran-9s will form the first experimental robotic unit under one of 
the MoD’s research centers to first develop concepts of operations then train personnel to apply 
them.202 This suggests that initially envisioned concepts of employment turned out to be 
technologically infeasible, and now adjustments are necessary to declare the program a success.  

On AI adoption, Maslennikov et al. posit that AI algorithms should be used to lower the costs 
of military operations. As an example, they describe how Russian bombers using unguided 
bombs in Syria allegedly were able to achieve the precision of guided bombs because they used 
the SVP-24 navigation system, which is based on AI technologies. The algorithm analyzes 
GLONASS (a Russian global satellite system) data on the relative position of the aircraft and the 
target, atmospheric factors, weather conditions, course, speed, drop altitude, and other factors to 
calculate when to carry out bombing in an automated mode.203 It is worth noting, however, that 
the SVP-24 entered service in 2008,204 and there is no evidence that, before the deployment in 
Syria, the system had undergone any major upgrade. Other reporting on SVP-24 does not 
mention AI. Consequently, it appears that Maslennikov et al. used the term artificial intelligence 
to refer to a system that is merely automated. It is an instance of a broader problem in Russian 
literature, which sometimes dubs automated control systems “AI technologies.”205  

Performance of Russian Counter-Drone Systems in Combat Deployment 

Because drones have been ubiquitous in conflicts in Syria, Libya, and Nagorno-Karabakh, 
Russia is also learning some valuable lessons in countering drone warfare.206 Although the 

199 Nikolai Grishchenko and Il’ya Maksimov, “Poyavilis’ pervye izobrazheniya robotizirovannoi BMPT i 
shturmovogo tanka,” Rossiiskaya gazeta, June 18, 2018. 
200 “Vladimir Dmitriev: rynok strelkovogo oruzhiya SShA dlya nas seichas zakryt,” 2019. 
201 “Vse nedostatki boevogo robota ‘Uran-9’ ustraneny - Genshtab,” Interfax, April 4, 2019. 
202 Ministry of Defense of the Russian Federation, 2021. 
203 Maslennikov et al., 2020, p. 75.  
204 Aleksandr Khrolenko, “Balans teorii i praktiki,” Krasnaya zvezda, No. 92, 2013, p. 2. 
205 Burenok, 2021, pp. 106–107. 
206 As of March 7, 2022, the Russian MoD claimed that 78 Ukrainian drones had been destroyed since the 
beginning of the 2022 invasion. Specifically, on the night of March 6–March 7, 2022, Russian assault aircraft and 
air defense systems allegedly destroyed eight UAVs, including a Bayraktar TB-2 (see Ministry of Defense of the 
Russian Federation, “Brifing ofitsial'nogo predstavitelya Minoborony Rossii (07.03.2022 g. - 11.00),” video, 
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Russian Armed Forces officially are present only in Syria, in the other two conflicts, belligerents 
employ Russian weapon systems and military equipment, which allows Russian experts to make 
additional observations. The conclusions that Russian experts have reached so far are mixed: 
Some of them claim that Russian electronic warfare and air defense systems—if used properly—
are reliable counter-drone means, while others admit that using these systems might not 
necessarily be cost-effective or otherwise well-calibrated for cheap armed drones.  

Russian military experts point out that for the past five years, Russia has been successfully 
defending its military installations at the Khmeimim air base and Tartus naval facility, both of 
which Russia claims are regularly attacked by drones of anti-Assad forces. In December 2017, 
Defense Minister Shoigu claimed that Pantsir-S1 (NATO SA-22 Greyhound) air defense systems 
had already destroyed 16 enemy drones and 53 missiles.207 Less than two weeks later, Russian 
facilities in Syria were attacked by 13 drones with improvised munitions, but the Russian MoD 
reported that the electronic warfare troops were able to take control over six of them, and the 
remaining seven were shot down by Pantsir-S1 missiles.208 Russian officials claimed it as a big 
success, alleging that UAVs used some advanced technologies, had relatively long ranges 
(possibly 60 miles), and thus must have been supplied by an actor with advanced technology.209 
However, no evidence was presented. Furthermore, Western researchers who analyzed the 
footage that was released by the Russian MoD found identically looking homemade drones in a 
rebel arms market in Syria.210  

In a confrontation with more-advanced drones, such as the Turkish drones in Libya, Syria, 
and Nagorno-Karabakh, Russian systems were, at times, far less successful. According to the 
Turkish Ministry of National Defense, during Operation Spring Shield, which was conducted in 
early 2020 in Syria, Turkish forces destroyed 151 tanks, 47 howitzers, three jets, eight 
helicopters, three drones, and eight air defense systems operated by pro-Assad forces.211 
Although the destruction was not attributed entirely to the use of UAVs, they played a major role 
in the operation, and several videos released on social media showed successful drone attacks, 
including on the Pantsir-S1 system.212 The Turkish national news agency claimed that the 

 
YouTube, March 7, 2022). However, it is too early for any analysis of counter-drone operations or other lessons 
learned in the war in Ukraine.  
207 Evgenii Kalyukov, “Shoigu nazval chislo voevavshikh v Sirii rossiiskikh voennykh,” RBK, December 22, 2017. 
208 Ministry of Defense of the Russian Federation, “Nachal’nik Upravleniya stroitel’stva i razvitiya sistemy 
primeneniya BPLA Genshtaba VS RF general-maior Aleksandr Novikov provel brifing dlya predstavitelei 
rossiiskikh i zarubezhnykh SMI,” webpage, undated-h. 
209 Aleksandr Tikhonov, “Ataka dronov na Khmeimim i Tartus otrazhena,” Krasnaya zvezda, No. 1, 2018, p. 1. 
210 Adam Rawnsley and Christiaan Triebert, “Black Market Sold Drones Used in Russian Base Attack,” Daily 
Beast, January 20, 2018. 
211 Faruk Zorlu, “Turkey’s Drone Use Puts Forward New Military Doctrine,” Anadolu Agency, March 5, 2020. 
212 Zorlu, 2020; and Tim Ripley, “Turkish UAVs Played Leading Role in Idlib Battle,” Janes Defence Weekly, 
March 6, 2020. 
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destruction of advanced air defense systems was possible because of successful electronic 
attacks, which deceived the Pantsir’s radar system.213 The Russian MoD admitted that two 
Pantsirs that were operated by Assad’s army were neutralized.214 At the same time, Russian 
sources claimed that at least 12 Turkish drones were downed (some Syrian sources report 20 
drones were destroyed with 25 missiles from a Buk-M2E/NATO SA-17 Grizzly).215 In Libya, 
where Turkey supports the Government of National Accord (GNA), losses on both sides were 
significant, but the GNA claimed that ten Pantsirs were neutralized by UAVs and artillery in four 
days in May 2020. Footage of seven drone strikes was released.216 The DroneWars website 
verified that in the first half of 2020, 16 Turkish Bayraktar drones crashed in Libya.217 Finally, 
according to Azeri president Ilham Aliyev, in Nagorno-Karabakh, Azerbaijan’s forces were able 
to destroy multiple Russian-produced air defense and artillery systems of various ranges 
(including seven S-300 launchers);218 some of them fell prey to Turkish and Israeli drones.219  

Because the success or failure of Russian air defense systems against drones might have a 
significant effect on the reputation of the systems and their future sales,220 Russian defense 
analysts have an incentive to defend the performance of those systems. For example, Russian 
experts point out that the Pantsir systems that were destroyed in Libya were in nonoperational 
status at the time,221 which often was the case.222 Russian analysts speculate that foreign 
operators of Russian air defense systems might be insufficiently trained, have organized units 
incorrectly, or planned faultily.223 For example, the Tor-M2KM (NATO SA-15 Gauntlet) and 
Buk-M2E systems allegedly are capable of neutralizing UAVs, but during the Nagorno-
Karabakh conflict, Armenia used them only to defend Yerevan and the Metsamor Nuclear Power 

213 Zorlu, 2020. 
214 Ivan Petrov, “Minoborony: V Sirii povrezhdeny dva ‘Pantsirya’, a ne unichtozheny vosem,’” Rossiiskaya gazeta, 
March 10, 2020. 
215 Dmitrii Litovkin, “Ispol’zovanie udarnykh dronov v Idlibe: kakie vyvody mozhet sdelat’ Rossiya,” TASS, 
March 6, 2020. 
216 Russian-produced Pantsirs were supplied to Khalifa Haftar’s forces by the United Arab Emirates (HARM, 
“Lethal Stalkers: How Turkish Drones Are Neutralizing Haftar’s Pantsirs in Libya [BDA],” blog post, T-
Intelligence, May 22, 2020). 
217 Chris Cole and Jonathan Cole, “Libyan War Sees Record Number of Drones Brought Down to Earth,” Drone 
Wars, January 7, 2020. 
218 These included seven S-300 launchers, five Tor air defense systems, ten Osas (SA-8 Gecko), and four Buks 
(Ilham Aliyev, “Ilham Aliyev Addressed the Nation,” prepared remarks, December 1, 2020). 
219 Shaan Shaikh and Wes Rumbaugh, “The Air and Missile War in Nagorno-Karabakh: Lessons for the Future of 
Strike and Defense,” blog post, Center for Strategic and International Studies, December 8, 2020. 
220 Yurii Knutov, “Komu ZRK «Pantsir’» kolet glaza,” Ezhenedel’nik zvezda, July 7, 2020b. 
221 Vladimir Orlov, “«Bairaktary» protiv «Pantsirei»,” Voenno-promyshlennyi kur’er, No. 21, 2020, p. 6. 
222 Seth J. Frantzman, “How Did Turkish UAVs Outmaneuver Russia’s Pantsir Air Defense in Libya: Lessons and 
Ramifications,” blog post, Middle East Center for Reporting and Analysis, updated May 28, 2020. 
223 Orlov, 2020. 
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Plant instead of its ground force.224 Russian commentators also pointed out that foreign 
customers often order a cheaper modification of the Pantsir with an optical fire control system 
and without its own radar, which degrades the system’s ability to detect drones operating at 
medium and high altitudes.225 However, even if Pantsirs are equipped with radars, they have 
blind spots that can be used by drones. Therefore, two Pantsir systems should operate together to 
cover one another’s blind spots, which was not the case in Libya.226 Another argument used in 
favor of Russian systems is that, overall, Pantsirs in Libya performed well against even more-
advanced Italian and American drones, despite the fact that Pantsirs bought by the United Arab 
Emirates for Libyan opposition forces were some of the early models.227 It is a rather surprising 
line of defense given that Pantsirs deliveries to the United Arab Emirates started in 2009;228 
overall they are relatively new systems.  

However, there are Russian authors who admit that Russian air defense systems have 
problems with countering drone warfare. Orlov notes that Russian air defense is designed as a 
multiechelon system, which might not be feasible in a small theater of operations with ubiquitous 
high-precision weapons.229 Consequently, systems like Pantsir remain vulnerable, especially 
after firing off ammunition, which creates a window of opportunity because drones have superb 
surveillance capabilities; it is difficult to hide ground equipment for reload from them.230 Sivkov 
notes that although traditional air defenses are capable of destroying large and medium-size 
UAVs, they are not suitable for small, cheap drones,231 which operate practically unnoticed by 
the sensors of those advanced systems, are possibly too small to be hit by a missile, and are much 
cheaper than the missiles themselves.232 They can overwhelm an air defense system relatively 
easily if their number exceeds the number of missiles carried by the air defense.233 One article 
even speculates that if Nagorno-Karabakh is a template for future wars, then Russian investment 

 
224 Tuchkov, 2021. 
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226 Knutov, June 19, 2020.  
227 Orlov, 2020.  
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in such expensive systems as Avangard, Burevestnik, or even unmanned Okhotnik might be 
inexpedient because small and medium-size drones can inflict consequential damage.234 

One of the solutions that Russian experts speculate about is equipping air defense systems 
with active protection that is modeled on that developed for the Armata tank, which would 
increase the survivability of the air defense system itself and increase its ability to eliminate 
drones.235 Sivkov points out the importance of small-caliber rocket artillery and electronic 
warfare.236 Using the lessons learned from the operation in Syria, Milenin and Sinikov proposed 
a system in which detection and warning uses radars, radio, optical-electronic, and electronic 
surveillance means, as well as visual observation; suppression and destruction would involve 
both electronic warfare and air defense systems that are calibrated for UAVs.237 According to 
Deputy Minister of Defense Aleksei Krivoruchko, Russia is already working on laser-based 
counter-drone systems.238 Another proposal for countering drones from short distances is a 
combination of electronic warfare and lasers.239  

Some Russian experts note, however, that the use of electronic warfare against drones is far 
from being a universal solution. For example, Russia’s most-advanced electronic warfare system, 
the Krasukha-4, targets airborne radioelectronics and airborne systems that are guided by radar, 
which makes it suitable only for more sophisticated drones because small, cheap UAVs are not 
equipped with radar systems.240 Electronic warfare systems that are better at targeting small 
drones, like the Pole-21, essentially are stationary.241 Some military commentators even 
speculated that if electronic warfare systems are calibrated for drones, they could miss attacks of 
manned aircraft.242  

Selection of Future Systems 
By 2022, Russia will likely adopt a new SAP through the year 2033 and possibly start a 

review process of two key documents guiding robotization efforts: The Concept of Use of 
Military Robotic Systems Through the Year 2030 and the Comprehensive Target Program for the 
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Development of Advanced Military Robotics through the Year 2025 with a Forecast Up to 2030. 
The shape of the future armament system will depend on those revisions. So far, the Russian 
military-industrial complex has been attempting to catch up with technologically advanced 
partners and adversaries, and in some areas—if possible—to build an advantage (especially in 
ground robots). The Russian defense industry was developing several projects to build the 
necessary scientific and technological base for future production, seemingly without a rigorous 
assessment of how those specific systems can and should be integrated into force.243 If the 
objective of the next iteration of key robotization programs will be a large increase in the use of 
robotic platforms, it might be the time when the MoD has to decide which projects to support 
through serial production and which of them can feed into only the next R&D cycle. With the 
new Western sanctions and the attendant expected economic decline, the rationalization of 
efforts becomes even more important. Some of the recently published literature on the methods 
of assessment of the effectiveness of robotic systems and the principles guiding employment of 
those systems possibly indicate the direction the MoD might take in the future.  

Experts of the 46th TsNII MoD, one of the key contributors to the SAP development process, 
note that the forthcoming adoption of robotic systems into service under existing financial 
constraints requires a better military-economic assessment of the effectiveness of military robotic 
complexes. The methodology that these experts propose uses three variables: military 
effectiveness, costs, and personnel losses, with the goal of defining a Pareto optimal space-of-
armament configuration in which military effectiveness of robotic systems is higher than for 
traditional armaments, while cost and personnel losses are at least the same if not lower. 244 
Similarly, a proposal of experts of the Academy of Military Sciences, led by Pavel Dul’nev, also 
assumes that military effectiveness has to be higher for robotic complexes. The authors argue 
that cost-benefit analysis is only the second stage of assessment after the effectiveness itself is 
evaluated (i.e., cost-benefit analysis might be applied only to select the best model out of those 
already performing better than their traditional equivalents).245 The selection of models in the 
final stage of development and testing before entering the force should be based on their 
evaluations as a part of a broader military formation system in combined arms combat model.246  

 
243 Popov, 2017.  
244 The authors note that, traditionally, the military-economic assessment uses the metrics of military effectiveness, 
costs, and time. Based on the character of task to be optimized, one of them becomes the objective function, while 
the remaining two are constraints. See Leonov, Trushchenkov, and Nesterov, 2019, p. 83. 
245 Dul’nev et al., 2019, pp. 153–154. 
246 Relatedly, an interesting method of selection of optimal concepts of operations for a group of armed drones is 
proposed in A. V. Anan’ev and S. V. Filatov, “Metod vybora ratsional’nogo sposoba primeneniya gruppy udarnykh 
bespilotnykh letatel’nykh apparatov dlya porazheniya ob”ektov protivnika,” Voennaya mysl’, No. 2, 2017. For 
underwater unmanned vehicles, see S. A. Bobkov, and V. N. Kramarenko, “Obosnovanie struktury metodiki otsenki 
boevoi i voenno-ekonomicheskoi effektivnosti neobitaemykh podvodnykh apparatov voennogo naznacheniya,” 
Vooruzhenie i ekonomika, No. 3, 2019. 
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Another team of experts from the Academy of Military Sciences proposed a methodology for 
defining requirements for robotic systems used specifically in urban assault operations.247 The 
proposed methodology is essentially scenario-based planning, which focuses on functional—not 
objective—features of future weapon systems. Requirements for future systems should be 
defined through a sequential decomposition of operational and tactical requirements (objectives 
and tasks) for the projected weapon system according to the requirements for its functional 
subsystems (information support, C2, fire, mobility, protection, and sustainment). This 
decomposition allows researchers to identify the most important parameters that influence the 
ability of a given model to fulfill functional requirements and eliminate the functional deficits of 
already existing armaments, which, in this method, seem to be the key motivations for 
development of new systems (and less so the effectiveness). Optimal design of a weapon system 
is, then, a function of integrating elements that complement each other. The proposed method 
enables an examination of uncertainty around the future performance of weapon systems.  

To avoid mistakes in developing requirements for future military robotics, creating 
organizational structures, and defining concepts of operations, Sergei Sychev of the Academy of 
Military Sciences proposed four key principles of use of military robotic systems in combined 
arms formations.248 The principle of functional disparity posits that units that are equipped with 
robotic complexes should prioritize the functions where they can achieve an advantage or 
compensate for existing deficits. The principle of structural and functional reconfiguration 
requires flexibility and adaptability to battlefield environments and dynamically changing 
situations on the ground, as well as interoperability of systems. The principle of functional 
integration is applied through the multifunctionality of weapons and equipment and the 
implementation of battle orders that allow tactical groups to operate independently of external 
support. The principle of synchronization of effects requires, on the one hand, step-by-step 
monitoring of implementation of the final goal though the evaluation of interim results, and a 
sequential removal of uncertainties on the other. In a follow-up study, the experts of the 
Academy of Military Sciences applied those principles to battle order of robotic unit.249 

To sum up, Russian military experts have somewhat diverging views on what should be the 
appropriate objective of the selection of robotic systems for fielding and production. While some 
focus rather on the elimination of deficits of the existing systems, others believe that the goal 
should be increased effectiveness. Interestingly, though, none of the proposed methodologies 

247 V. G. Kovalev, S. A. Sychev, and O. I. Petrashko, “Metodicheskii podkhod k obosnovaniyu trebovanii k sisteme 
vooruzheniya podrazdeleniya shturmovykh robototekhnicheskikh kompleksov voennogo naznacheniya,” Vestnik 
Akademii voennykh nauk, Vol. 4, No. 69, 2019. 
248 S. A. Sychev, “Printsipy primeneniya obshchevoiskovykh formirovanii sukhoputnykh voisk, osnashchennykh 
robototekhnicheskimi kompleksami voennogo naznacheniya,” Vestnik Akademii voennykh nauk, Vol. 2, No. 67, 
2019. 
249 P. A. Dul’nev and S. A.Sychev, “Aktual’nye voprosy postroeniya boevogo poryadka robototekhnicheskikh 
podrazdelenii,” Vestnik Akademii voennykh nauk, Vol. 3, No. 68, 2019a. 
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seem to account for possible tradeoffs between the variables, such as when, for example, military 
effectiveness slightly decreases, but the costs and personnel losses drastically drop. Additionally, 
despite the declared robotization goal of decreasing personnel losses, none of the proposed 
methodologies seem to consider it a primary objective. In such a case, Russia might be satisfied 
even with remotely controlled systems of a short range, as long as they improve the overall 
performance of tasks. On the other hand, the war in Ukraine—with Russian losses, poor 
performance, and low morale—might change this calculus and result in a push for systems that 
decrease the demand for humans on the battlefield. Russia’s ability to achieve such a push will 
be analyzed in the next chapter.   
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Chapter 4. Analysis and Outlook 

Russia’s leadership has developed an ambitious vision for the development and deployment 
of military AI and robotics technologies for the next decade. In light of the challenges of the 
2022 Russian offensive in Ukraine—low morale and the slow pace of advance—the demand for 
robotic capabilities and more-automated C2 might even increase. So far, however, there is a 
striking dissonance between the expectation of autonomy and human replacement and the current 
state of affairs with the prevalence of remotely piloted short-range vehicles. Will Russia be 
forced to abandon its robotization efforts because of the expected economic decline following 
the 2022 full-scale invasion of Ukraine, as was the case in the 1990s? Or will Russia prioritize 
robotization and succeed in reducing the gap in military robotics with the United States? While 
recognizing that the answer to this question is inherently uncertain and military history is full of 
mistaken predictions about the future of technological progress, we will attempt to analyze the 
main factors and processes that underpin Russia’s propensity for innovation in AI and robotics. 
To do so, we will use a defense innovation framework to analyze both the civilian and military 
aspects of its AI and robotics technological innovation system and lay down some considerations 
that will provide guidance on its future trajectory.250 In the previous two chapters, we 
demonstrated that the Russian vision for robotization inherently assumes higher levels of 
machine autonomy than can be delegated. Consequently, in this chapter, the focus of our analysis 
will shift more toward AI capabilities. We aim to look beyond the next SAP (2033) and into the 
mid-2030s. However, given the uncertain implications of the economic sanctions imposed on 
Russia after its 2022 invasion of Ukraine, we use this time horizon only to illustrate how the 
framework can be used to assess the robotization trajectory once these implications become more 
visible. 

In our analysis, we refrain from the technical discussion about the level of AI development 
necessary to achieve Russia’s goals. We acknowledge that fulfilling some of the tasks envisioned 
for Russian military robots might require major scientific breakthroughs that enable artificial 
general intelligence. Forecasting the timing of such development is beyond the scope of this 
report. We also do not ask how likely Russia is to be the host of such a breakthrough. We admit 
that it is entirely possible that Russia (or any other country) might be unable to develop the 

 
250 This approach was inspired by several works. For theoretical considerations in defense innovation, see Tai Ming 
Cheung, Thomas G. Mahnken, and Andrew L. Ross, “Frameworks for Analyzing Chinese Defense and Military 
Innovation,” in Tai Ming Cheung, ed., Forging China’s Military Might: A New Framework for Assessing 
Innovation, Baltimore, Md.: Johns Hopkins University Press, 2014; and Steven W. Popper, Marjory S. Blumenthal, 
Eugeniu Han, Sale Lilly, Lyle J. Morris, Caroline S. Wagner, Christopher A. Eusebi, Brian G. Carlson, and Alice 
Shih, China’s Propensity for Innovation in the 21st Century: Identifying Indicators of Future Outcomes, Santa 
Monica, Calif.: RAND Corporation, RR-A208-1, 2020, pp. 5–13. 
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technologies that could make this ambitious vision come true. Instead, we assume that, if 
determined to progress on the robotization path, Russia might be willing to experiment and test 
imperfect solutions somewhere on the spectrum between the remote control and full autonomy. 
However, even a limited degree of autonomy still will require a robust innovation system, 
significant inputs, and sustained effort. We use an analytical framework to further explore these 
issues. 

Framework 
Russia’s military innovation in the Soviet era was, by definition, a state-directed model that 

relied on the collaboration between the Academy of Sciences for research, universities for 
teaching, and branch ministries for military applications. This system enabled mobilization of 
resources in key areas, such as nuclear weapons and the space program, and achieved spectacular 
results at a great cost to society. Russia’s existing military innovation system has changed. It 
maintains some of the characteristics of the old model, such as the role of the government in 
resource allocation, predominantly public education and R&D systems, and government 
ownership of the military-industrial complex.251 It also has substantial differences. In particular, 
the private sector plays a more prominent role in the development of new technologies, 
especially in such emerging technologies as robotics and AI. This trend is not unique to Russia. 
Both the United States and China, the two AI superpowers, increasingly are relying on private 
sector innovation to upgrade their militaries. 

Russia’s relative weakness in private sector innovation (especially in high-tech industries) 
led to the creation of a model in which the government remains the dominant player in this 
industry by subsidizing R&D of AI and robotics through military-connected vehicles, like the 
FPI, and by co-opting the work of private-sector companies through government procurement or 
by acquiring direct or indirect stakes in private firms that are developing AI and robotics 
technologies.252 Moreover, Russia’s newly published National Security Strategy (2021) posits 
that government clients are expected to play leading roles in creating the demand for innovative 
technologies, including AI.253 

Russia’s approach to merging civilian and military technological innovation systems is. in 
many ways, indicative of a larger revolution in technological innovation that has propelled the 
private sector to replace the government as the locus of innovation. For instance, in the United 

251 Johan Engvall, Russia’s Military R&D Infrastructure. A Primer, Stockholm: Swedish Defence Research 
Agency, FOI-R--5124--SE, 2021, p. 18. 
252 FPI, the Russian analog of the U.S.’ Defense Advanced Research Projects Agency, is one of the key 
organizations that works on developing defense technologies by, among other things, financing research and 
development projects in academia and the private sector. Russian state-owned enterprises also play important roles 
in (directly and indirectly) backing AI and robotics research. For example, Sberbank is majority-owned by the 
Russian government, and, in turn, owns a significant stake in Yandex, which is Russia’s top internet company.  
253 President of the Russian Federation, 2021, p. 31. 
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States, “‘spin-on’ replaced ‘spin-off’ with commercial microelectronics and semiconductors 
became the drivers of weapons development” as early as the 1960s.254 China also is aligning with 
this trend by developing a comprehensive vision of civil-military fusion, aiming to infuse its 
military with advanced technologies from the private sector.  

To rigorously analyze Russia’s military AI innovation system, we propose a framework 
focused on innovation inputs and processes. The input factors for AI and robotics are human 
capital, hardware, and financial resources.255 The process factors are algorithms, data, and 
innovation networks; prototyping, testing, and production; and a discussion of the domestic 
institutions and innovation environment. For each of the factors, we will discuss strengths and 
weaknesses of the Russian innovation system (an example framework is in Table 4.1). Finally, 
we will conclude with a discussion of the implications for technological output.  

Table 4.1. Analysis Framework 

Components  Factors Strengths Weaknesses 
Input factors  Human capital 

Hardware 
Resources 

[X] [X] 

Innovation process  Algorithms, data, and innovation 
networks 
Institutions and the innovation 
environment 

[X] 

 
To do so, we will look at both civilian and military aspects of AI and robotics because both 

technologies are essentially dual-use and occur within the broader paradigm of technological 
revolution.256 In a recent overview of the military applications of AI, Galkin, Koliandra, and 
Stepanov note that all existing military applications of AI were preceded by civilian prototypes 
and that the general trend in military affairs is to adapt commercial solutions for military needs, 
which significantly reduces the time and cost of creating military systems with AI.257 Moreover, 
the development of AI in Russia is primarily state-led, making it difficult to disentangle civilian 
and national security motivations for technology development.258  

 
254 Evan A. Feigenbaum, “In Asia, Disruptive Technonationalism Returns,” blog post, Carnegie Endowment for 
International Peace, November 13, 2019. 
255 Kai-Fu Lee argues that big data, computing power, and algorithmic-engineering talent are the key pillars for the 
development of AI (Kai-Fu Lee, AI Superpowers: China, Silicon Valley, and the New World Order, Boston, Mass: 
Houghton Mifflin Harcourt, 2018. 
256 A recent report by the National Security Commission on Artificial Intelligence has called AI the “quintessential 
dual use technology” (National Security Commission on Artificial Intelligence, Final Report, Washington, D.C., 
2021, p. 7). 
257 Galkin, Koliandra, and Stepanov, 2021.  
258 Samuel Bendett, “Russia’s AI Quest is State-Driven—Even More Than China’s. Can It Work?” Defense One, 
November 25, 2019.  
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Human Capital 
Although the magnitude of Russia’s overall demographic decline is still up for debate, the 

negative outlook has been a consensus view in the U.S. national security community.259 
Although this assessment is broadly correct, it nevertheless hides several divergent trends that 
could shed some light on the size and characteristics of the talent pool that will ultimately 
underpin Russia’s economy, its defense innovation system, and its industrial base.  

To better understand Russia’s ability to deliver on its AI and robotics vision, we will briefly 
examine the main trends that will affect Russia’s specialized talent pool in the next decade. 
Assuming that the population group between the ages of 20 and 39 will be the main driver of 
production and innovation in robotics and AI, the overall demographic trends point to a 
disconcerting picture. Russia’s population in the 20–39 age group is set to decrease from 40.1 
million in 2020 to 31.5 million in 2035, which is equivalent to a decrease of 21.4 percent. 
However, a closer look at the composition of this cohort of prime-age workers reveals two 
divergent trends (Figure 4.1).  

Figure 4.1. Russia’s Demographic Forecast (Medium Variant) 

 

 
SOURCE: United Nations Department of Economic and Social Affairs, Population Division, “Annual Population by 
Age Groups: Both Sexes,” dataset, 2019. 

Although the number of people in the 30–39 age cohort is expected to decrease by almost 
43.7 percent by 2035, the number of people in the younger cohort, aged 20–29, will increase by 

 
259 For an overview, see Michael Kofman, “Russian Demographics and Power: Does the Kremlin Have a Long 
Game?” War on the Rocks, February 4, 2020.  
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almost 13.8 percent over the same period. In fact, the size of the 20–29 cohort is expected to 
increase year-on-year until the late 2030s, after it passes its lowest point in 2025.  

This dynamic has several important implications. First, the relative increase in the size of the 
20–29 age cohort, combined with a high tertiary education enrollment ratio, means that Russia 
will have more students (Figure 4.2). Moreover, almost a third of Russia’s tertiary education 
graduates complete STEM programs, compared with 18 percent of such graduates in the United 
States.260 It means that, over the medium term, Russia is expecting to educate a cohort of STEM 
professionals that will contribute to its upgrades of civilian and military infrastructure, including 
in AI and robotics.  

Figure 4.2. Tertiary Education Enrollment 

 

SOURCE: World Bank, “DataBank: Education Statistics: Gross Enrollment Ratio for Tertiary Education, Both Sexes 
(%),” dataset, undated-b. 

The Russian government understands that the growth of its younger cohort is expected to 
take off after 2025; it is thus investing in education programs that are geared toward new 
technologies. In particular, it aims to increase its tertiary education in IT-related disciplines from 
the current 40,000 to 120,000 in 2024 as part of its larger plan to transition to a digital 
economy.261 The push to improve education is not limited to the civilian sector—the majority of 
the MoD’s 279 science schools are now conducting research in AI and robotics.262 The MoD is 

 
260 World Bank, “Databank: Education Statistics: All Indicators, Percentage of Graduates from Science, 
Technology, Engineering, and Mathematics Programmes in Tertiary Education, Both Sexes (%),” database, undated.  
261 “Spetspredstavitel’ prezidenta: defitsit kadrov dlya IT v Rossii sokhranitsya eshche neskol’ko let,” TASS, 
December 11, 2020.  
262 Tuchkov, 2018, p. 14.  
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also investing in the development of several education programs in AI and robotics for high 
school and university students to discover and develop a talent pool for the military.263  

Second, Russia will be facing a severe shortage of people in the 30–40 age cohort, which 
usually constitute the bulk of early to mid-career professionals, and, conversely, will experience 
an increase in number of people in the 40–50 age cohort.264 This will create broader pressure on 
the economy and increase the average age in the (military and civilian) research institutions and 
companies of the military-industrial complex, and create an imbalance in the labor force with 
relative increases in the amounts of younger people and older people and a hollowing in the 
number of those in middle-aged cohorts (Figure 4.3). Although it is too early to judge the 
implications of this imbalance on organizational performance and innovation, we should note 
that recent opinion polls point to divergent views on the direction of Russia’s development; 
younger people are more skeptical of Putin and Russia’s general course, a trend that might 
persist and even accelerate if Putin extends his rule into the mid-2030s.265  

263 Nikolai Pankov, “Sovremennoe voennoe obrazovanie,” Arsenal Otechestva, No. 1, 2018, pp. 16–17. 
264 Federal'naya sluzhba gosudarstvennoi statistiki, 2020. 
265 Levada Center, “Prezidentskie reitingi i polozhenie del v strane,” press release, April 2, 2021.  
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Figure 4.3. Russia’s Population Pyramid 

SOURCE: Based on Vitrina statisticheskikh dannykh, “23110000100030200003 Chislennost' postoyannogo 
naseleniya—muzhchin po vozrastu na 1 yanvarya,” webpage, last updated June 17, 2021a; Vitrina statisticheskikh 
dannykh, “23110000100030200004 Chislennost' postoyannogo naseleniya—zhenshchin po vozrastu na 1 yanvarya,” 
webpage, last updated June 17, 2021b; and Federal State Statistics Service, “Demograficheskii prognoz do 2035 
goda. Predpolozhitel'naya chislennost' naseleniya Rossiiskoi Federatsii,” webpage, last updated March 26, 2020.  
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in international math, coding, and robotics competitions,266 its universities are rarely ranked in 
the top one hundred according to the top university rankings. According to Times Higher 
Education World University Rankings 2021, in computer science, only the Moscow Institute of 
Physics and Technology, ranked 91st globally, broke into the top 100 schools.267 The QS World 
University Rankings ranked the Lomonosov Moscow State University 58th in computer science 
and information systems while ITMO University took 74th place.268 The disparity between the 
standing of secondary and tertiary education and the importance of the latter for training future 
workforce might indicate that the system of higher education lacks competencies to train an 
internationally competitive talent pool. Furthermore, Russian universities might find it difficult 
to attract top students and researchers from abroad, especially following Russia’s full-scale 
invasion of Ukraine in 2022. Consequently, Russian universities primarily will have to rely on its 
domestic talent base, potentially reducing these schools’ competitiveness vis-à-vis their Western 
and Chinese counterparts, who are able to attract high-level foreign talent. 

On top of a higher education system of uneven quality, Russia is a net exporter of talent, in 
particular in IT and engineering.269 A recent survey estimated that over 47 percent of Russians 
were willing to move abroad for work.270 Nikolai Dolgushkin, the Chief Scientific Secretary of 
the Russian Academy of Sciences, noted that the number of scientists leaving Russia increased 
from 14,000 in 2012 to almost 70,000 in 2021, thus making Russia “the only developed country 
where the number of scientists engaged in research has been decreasing for several decades in a 
row.”271  

The brain drain factor is weakening Russia’s long-term innovation potential because many of 
the brightest scientists and entrepreneurs that might have contributed to Russia’s civilian and 
military AI and robotics ultimately might choose to do research and develop advanced 
technologies abroad, especially given that the labor market for talent in AI and robotics is 
increasingly global, and mid- and top-level AI engineers, on average, command much higher 
salaries in the United States and Europe.272 A 2019 survey of over 360 scientific institutions and 

 
266 OECD, “International Student Assessment (PISA): Mathematics Performance (PISA),” webpage, undated-a. 
267 Times Higher Education World University Rankings, “World University Rankings 2021 by Subject: Computer 
Science,” webpage, 2021.  
268 QS Top Universities, “QS World University Rankings by Subject 2021: Computer Science and Information 
Systems,” webpage, undated. 
269 Ol’ga Solov’eva, “Vysokoobrazovannye rossiyane predpochitayut rabotat’ v razvitykh stranakh,” Novaya 
Gazeta, December 17, 2020.  
270 Orsolya Kovács-Ondrejkovic, Rainer Strack, Jens Baier, Pierre Antebi, Kate Kavanagh, and Ana López 
Gobernado, Decoding Global Talent, Onsite and Virtual, Boston, Mass.: Boston Consulting Group, March 2021. 
271 “RAN: kolichestvo uchenykh, uezzhayushchikh iz Rossii, vyroslo v pyat’ raz s 2012 goda,” Novaya Gazeta, 
April 20, 2021.  
272 Vladimir Fortov, the President of the Russian Academy of Sciences, noted in an earlier interview that the 
dramatic difference in wages between Russia and the West—apparent even before the collapse of the ruble in 2014, 
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firms found that low wages for domestic scientists, the inability to attract foreign talent, and the 
lack of (financial) support for participation in scientific conferences abroad are among the main 
weaknesses of the Russian talent base. Survey respondents indicated that they expect little 
progress on these issues over the following five years.273 The trend might be exacerbated further 
in the aftermath of the war in Ukraine. Already in the early days of the invasion, thousands of 
Russians left the country, many of whom are expected to be “tech industry professionals who can 
work remotely.”274 According to the Russian Association of Electronic Communications, during 
the first month of the war, 50,000 to 70,000 IT specialists left the country, and another 70,000 to 
100,000 could leave in April.275 The exact number might be difficult to estimate, but the problem 
is so evident that in March 2022 it was discussed at a meeting of the State Duma Committee on 
Information Policy.276 

The same logic applies to entrepreneurs, who might find Russia’s limited domestic market, 
weak protection of property rights, and risk of sanctions to be compelling reasons to work in 
larger markets with developed venture capital ecosystems.  

To counteract this trend, the Russian government uses a set of policy instruments to retain 
talent; this includes patriotic education and military-oriented programs for young scientists and 
government grants and prizes for startups and young researchers. In March 2022, Putin signed 
decrees exempting IT companies from income taxes and state controls for three years. These 
companies will be provided access to preferential loans, grants, and special financial resources to 
increase wages and improve the living conditions of their employees. The decree also aims at 
simplifying the employment of foreigners. Russian employees will receive a deferment from 
conscription until they reach the age of 27.277 

The government also relies on sticks. For example, legislation introduced in 2014 limits 
travel opportunities for people working in the security agencies, the Armed Forces, and the 
military-industrial complex (including the R&D personnel of key defense enterprises), and the 
government closely guards the publication of research with military implications. Moreover, 
personnel with access to certain types of classified information cannot travel abroad for over a 

 
was one of the factors behind brain drain (“Prezident RAN: Ottok uchenykh iz Rossii uvelichilsya,” webpage, 
Grani.ru, March 24, 2015).  
273 S. V. Bredikhin, V. V. Vlasova, M. A. Gershman, L. M. Gokhberg, E. A. Kashinova, G. A. Kitova, T. E. 
Kuznetsova, and V. A. Rud’, Delovoi klimat v rossiiskoi nauke—Doing Science, in L. M. Gokhberg, ed., Moscow: 
Vysshaya shkola ekonomiki, 2019, pp. 20–21. 
274 Rayhan Demytrie, “Russia Faces Brain Drain as Thousands Flee Abroad,” BBC News, March 13, 2022.  
275 El'yas Kasmi, “IT-spetsialisty desyatkami tysyach uezzhayut iz Rossii,” cnews.ru, March 22, 2022. 
276 “Natal'ya Kasperskaya rasskazala o pokinuvshikh Rossiyu «tabunakh» aitishnikov,” Kommersant, March 2, 
2022 
277 President of the Russian Federation, “Ukaz Prezidenta Rossiiskoi Federatsii ot 2 marta 2022 g. № 83 O merakh 
po obespecheniyu uskorennogo razvitiya otrasli informatsionnykh tekhnologii v Rossiiskoi Federatsii,” Moscow, 
March 2, 2022. 
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decade.278 These efforts might increase retention on the margin; however, the brain drain is likely 
to continue and even accelerate as stagnant incomes, and the inability of the Russian leadership 
to undertake the overarching reforms that are necessary to create a truly vibrant and innovative 
private sector economy will persuade more and more young and talented computer scientists and 
engineers to pursue careers aboard. This means that Russia likely will continue to be a net talent 
exporter, and few of those who have left will be interested in coming back, thus limiting Russia’s 
innovation potential. We should note that, although the net flow of talent is likely to remain 
negative, the exact magnitude is difficult to estimate. Paradoxically, this trend could be limited, 
if an economic crisis following Russia’s full-scale invasion of Ukraine were so acute that the 
decline in household disposable income impeded the ability to emigrate.  

Either way, Russia might be able to maintain narrow pockets of excellence in key areas. For 
example, Russia’s government, as evidenced by its formidable cyber capabilities, has 
demonstrated that it is able to successfully co-opt computer scientists and cyber professionals, 
suggesting that it is able to successfully recruit top-level technical talent even though it cannot 
always match private-sector salaries. The evolution of U.S. and European Union (EU) 
immigration policies might also play a role in the magnitude of Russia’s brain drain problem.279 

The information on the availability of AI and robotics talent in the military remains scant. In 
2018, Pankov noted that the military employs over 1,700 doctors of science and more than 9,000 
candidates of sciences “working [on] research developments in the field of artificial intelligence, 
robotics, military cybernetics and other perspectives directions.” Moreover, the MoD training 
system includes “the operation and application of military robotic systems and complexes with 
unmanned aerial vehicles, IT technologies and automated control systems, and information 
protection and information security” (see Table 4.2).280  

The government aims to standardize the higher education curricula and has developed a 
federal educational standard for the specialty of “robotics for military and special purposes” in 
institutions of higher education.281 Given that AI and robotics are rapidly evolving fields where 
even last year’s knowledge is often obsolete in most cutting-edge applications, it is less clear to 
what extent military education institutions (which tend to be more rigid in terms of instruction 
and curricula) will be able to adequately adjust to change. In 2019, Selivanov and Ilyin 
recognized that the restrictions associated with working on classified topics are an obstacle for 
young researchers and lamented that defense technical universities lack collaborations with other 
science and technology (S&T) institutions, hinting that these institutions’ knowledge bases might 

278 Yuliya Vishnevetskaya, “Kak oni proveli leto: ezdyat li rossiiskie chinovniki za granitsu,” DW, October 25, 
2014; Nikita Batalov, “Skol’ko grazhdan RF ne mogut ezdit’ za granitsu?” DW, July 6, 2017; and Ivan Cheberko, 
“Sotrudnikam Roskosmosa ogranichili vyezd za rubezh,” Izvestiya, January 13, 2016.  
279 National Security Commission on Artificial Intelligence, 2021, p. 177. 
280 Pankov, 2018, pp. 16–17. 
281 “Iskusstvennyi intellekt: problemy i puti resheniya,” 2018.  
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be improved by giving them access to “classified information . . . on the development of 
weapons and military equipment . . . in foreign countries.”282  

Table 4.2. Human Capital Summary 

Factor  Strengths Weaknesses 
Human capital  • Favorable demographic trend in the 

20–29 age cohort 
• Relatively strong secondary education 

programs for math and science 
• Government focus on education and 

upgrading in AI and robotics 

• Worsening overall demographic 
trend, especially in the 30–39 age 
cohort 

• Relatively weak tertiary education 
• Brain drain 
• Lack of skilled professionals in the 

fields of military robotics and AI 

Resources 
The economic asymmetry between Russia and the United States (and China) is one of the 

most important factors that will influence the trajectory of the technological competition, and, 
consequently, will play an important role in military modernization and technological 
development.  

As of April 2022, the impact on the Russian economy of sanctions following the invasion of 
Ukraine is highly uncertain; however, experts expect that the effects will be unprecedentedly 
dire. For example, the World Bank forecasts that Russia’s gross domestic product (GDP) might 
fall by as much as 11.2 percent in 2022.283 As we will show in the following section, even 
without sanctions, the economic asymmetry was expected to persist. To illustrate it, we will 
consider the OECD’s long-term economic projections to 2045,284 in which GDP is calculated at 
purchasing power parity (PPP).285  

As illustrated in Figure 4.4, Russia was set to lose ground relative to the United States and 
China for the foreseeable future absent a dramatic change that could increase Russia’s 
productivity significantly. Such a change would be conditional on comprehensive economic and 
political reforms and improved economic and political relationships with the United States and 

 
282 V. V. Selivanov and Yu. D. Il’in, “Analiz sostoyaniya razvitiya voenno-tekhnicheskoi nauki,” Voennaya mysl’, 
No. 7, 2019b, p. 62.  
283 World Bank, “Russian Invasion to Shrink Ukraine Economy by 45 Percent This Year,” press release, April 10, 
2022. 
284 OECD, undated-b. We focus on long-term economic projects because Russia’s mid-2030s decision to invest in 
long-term programs to develop military technologies and weapon systems will be determined not only by the 
existing and future SAPs (2027 and 2033, respectively) but also by the future defense budget forecasts that use the 
country’s long-term economic outlook.  
285 In practice, PPP adjustment leaves the U.S. GDP essentially unchanged while increasing the GDP values for 
Russia and China by as much as 65 percent relative to the GDP figure calculated at the current exchange rate. For 
example, World Bank assessed Russia’s GDP in 2019 at $4.281 trillion at PPP and at only $1.7 trillion at the current 
exchange rate, resulting a situation in which the PPP estimate is over 150 percent larger than the nominal estimate.  
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the EU, both of which appear unlikely over the medium term. In fact, Russian scholars and 
policymakers have been advocating for incorporating U.S. and EU sanctions for an “indefinite” 
period in Russia’s long-term economic policies.286 This is one of the reasons behind the Russian 
government’s very conservative macroeconomic policies and its insistence on low debt, high 
foreign exchange reserves, and its aversion to budget deficits.287 

Figure 4.4. Long-Term GDP Projections (Purchasing Power Parity) 

 
SOURCE: OECD, “Real GDP Long-Term Forecast,” webpage, undated-b. 

These macroeconomic trends are surprisingly resilient to changes in long-term growth rates, 
and the basic trajectory would hold even if the U.S. long-term growth rate felt from 1.9 percent 
to 1.6 percent, while Russia maintained on its pre–coronavirus disease 2019 (COVID-19) 
pandemic trajectory,288 which—in the light of sanctions—seems unlikely.   

Assuming that the average GDP share spent on military will hold over the long term, Russia 
likely will continue to fall behind the United States and China.  The difference in military 
expenditure (Figure 4.5) ultimately will translate into an even larger gap in military R&D 
because Russia tends to spend a lower share of its military budget on R&D than the United 
States (Figure 4.6).289 

 
286 “Zamestitel’ glavy MID Rossii: sanktsii — eto nadolgo,” Kommersant, September 9, 2015; “Sanktsii SShA 
protiv Rossii—eto navsegda. Medvedev ponyal sut’ politiki,” Regnum, March 29, 2019. 
287 Artem Filipenok, “Nabiullina uvidela ‘neoslabevayushchii risk’ dlya ekonomiki v sanktsiyakh SShA,” RBK, 
June 2, 2021. 
288 The Congressional Budget Office’s report on US. long-term potential GDP growth downgraded the potential 
U.S. GDP growth rate from 1.9 percent to 1.6 percent in November 2020 (Congressional Budget Office, The 2021 
Long-Term Budget Outlook, Washington, D.C., March 2021).  
289 Keith Crane, Olga Oliker, and Brian Nichiporuk, Trends in Russia’s Armed Forces: An Overview of Budgets and 
Capabilities, Santa Monica, Calif.: RAND Corporation, RR-2573-A, 2019 posit that Russia spends about 5 percent 
of its defense budget on military R&D (p. 12). On the other hand, Engvall, 2021, assesses that between 2014 and 
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Figure 4.5. Long-Term Military Expenditure Projections (PPP) 

SOURCE: RAND calculations based on OECD, “Real GDP Long-Term Forecast,” webpage, undated-b, and 
Stockholm International Peace Research Institute (SIPRI), “SIPRI Military Expenditure Database,” undated. 
NOTE: Figures 4.5 and 4.6 were constructed by multiplying the long-term GDP forecast (at PPP) by the average 
share of GDP spent on military over the past decade. According to the SIPRI Military Expenditure Database, the 
average military expenditure as a share of GDP in 2011–2020 was as follows: U.S. 3.78 percent, China 1.73 percent, 
and Russia 4.14 percent.  

Figure 4.6. Russia’s Forecasted Defense Research and Development Spending as a Share of U.S. 
Spending (at PPP) 

2018, Russia’s applied R&D as a percentage of total national defense budget was closer to 10 percent (p. 15). Either 
way, it remains below the United States spending on defense R&D, which is 0.285 percent of its GDP (John F. 
Sargent, Jr., Government Expenditures on Defense Research and Development by the United States and Other 
OECD Countries: Fact Sheet, Washington, D.C.: Congressional Research Service, R45441, updated January 28, 
2020, p. 2). 
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SOURCE: RAND calculations based on OECD, 2020, SIPRI Military Expenditure Database, Sargent, 2020, Crane, 
Oliker, and Nichiporuk, 2019.  
NOTE: Figure 4.6 assumes that the United States will continue spending about 0.285 percent of its GDP on defense 
R&D as it did in 2017 (Sargent, 2020, p. 2) while the GDP will follow the OECD long-term GDP forecast (now already 
unlikely). We assume that Russia will spend about 5 percent of its defense budget on military R&D (Crane, Oliker, 
and Nichiporuk, 2019, p. 12) and we approximate that budget using SIPRI’s military expenditure estimates. 

These long-term financial constraints are hard constraints on the optimization problem facing 
Russian science, technology, and defense planners: maximizing technological development 
while minimizing expenditures.290 In practice, this requires hard budget allocation choices, 
especially given the dearth of private sector investment and low levels of foreign investment. In 
particular, the budget of the federal “Artificial Intelligence” project, which is intended to support 
the development of AI until 2024, was cut from 125 billion rubles (including 90 billion from the 
federal government) to 27.7 billion rubles (with 22 billion from the budget) because of budgetary 
pressure to cut expenditures.291 Although these developments might be reversed by a rise in the 
oil prices, the long-term divergence in economic performance increasingly will constrain the 
development of costly frontier technologies and force allocation choices to more affordable 
solutions (see Table 4.3).  

Table 4.3. Resources 

Factor  Strengths Weaknesses 
Resources Low debt  • Weak economic growth that might 

be crippled by sanctions expected 
to fall behind United States and 
China  

• Limited resources for military R&D 

Hardware 
The hardware component is critical for the successful development of AI and robotics. 

Although a complete exploration of the industrial base is beyond the scope of this report, we 
briefly will discuss several factors that could influence the development of AI and robotics in 
Russia over the next decade. In particular, we will focus on electronics and semiconductors—
arguably the most important technology, which will underpin autonomous weapon systems and 
intelligence applications. AI depends on semiconductors for fast learning and memory, which is 
a key advantage of AI over humans. 

Although Russia remains one of the most important countries in terms of its contributions to 
theoretical physics, including semiconductor physics, its industrial capabilities in semiconductor 
manufacturing remain limited. An earlier analysis noted that “no more dramatic illustration of 

 
290 Selivanov and Ilyin, 2019. 
291 Dmitri Shestoperov, “Iskusstvenno razdutyi intellekt,” Kommersant, August 17, 2020. 
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the gap between Russian scientific achievement and industrial technology can be found than in 
the field of semiconductors.”292 

Russia’s lag in semiconductor technology is a systemic weakness that could seriously inhibit 
the development of autonomous weapons and other systems that are needed to process large 
amounts of data. Currently, Russia’s largest semiconductor manufacturer, Mikron, is able to 
reliably produce chips with a 90nm process and is running an experimental production line with 
a 65nm technology process—a technology that was announced in 2002 by Toshiba and Sony and 
began mass production in 2004. It took Russia 12 years to launch the first production line in 
2016. As of 2021, Mikron’s 65nm production line is still listed as being “under development” on 
its website.293 

Closing the gap between Russia’s current level of technology and the most advanced 
production facilities operated by the Taiwan Semiconductor Manufacturing Company (TSMC) 
and Samsung would require over a decade of sustained investment and a favorable policy 
environment that does not hinder technology transfer. It is also important to note that the newest 
generations of factories are getting increasingly expensive, with the cost of a single chip factory 
running the latest technology reaching over $15 billion.294 This cost does not include technology 
development for hundreds of different inputs that are used to manufacture any given 
semiconductor. Therefore, it is unsurprising that developing a competitive semiconductor 
industry is a daunting task even for China, which is investing tens of billions of dollars and has 
access to advanced technology because of its position as an electronics manufacturing hub.  

As of March 2021, Russia’s strategy in semiconductors has been twofold. On the one hand, 
Russia invested in developing indigenous semiconductor capabilities for military and space 
applications. As shown in Figure 4.7, Mikron, Russia’s leading domestic producer, lags behind 
the existing technology frontier by a decade. This, in turn, creates obstacles for the development 
of platforms that must analyze large amounts of data at the edge (i.e., analyzing data from 
Internet of Things devices in real time), because older technology is slower, consumes more 
energy, and occupies more space. On the other hand, Russia’s private high-tech firms, such as 
Yandex have forged partnerships with such global manufacturers as Intel and NVIDIA and are 
using the most-advanced technologies available on the global market in their applications.295 
Baikal, another domestic producer of integrated circuits, has designed its Baikal-M processor on 
ARM architecture and is partnering with a TSMC foundry that uses a 28nm production process. 

292 Loren Graham, Lonely Ideas: Can Russia Compete? Cambridge, Mass.: MIT Press, 2013, p. 66. 
293 According to the information on Mikron’s website as of July 10, 2021, the 65nm line is listed as: “In 
development: undergoing qualification and production development.” (Mikron, “Tekhnologii,” webpage, undated). 
294 Bob Davis, Kate O’Keeffe, and Asa Fitch, “Taiwan Firm to Build Chip Factory in U.S.,” Wall Street Journal, 
May 14, 2020. 
295 Aleksandr Gubskii, “Dmitrii Polishchuk, ‘Yandeks’: ‘Tesla nazyvaet svoi rezhim avtopilotom, no eto 
marketingovoe lukavstvo,’” Vedomosti, August 19, 2018.  



78 

It has been working on its next processor, Baikal-S, that will be manufactured by TSMC using a 
16nm process.296 The Moscow Center of SPARC Technologies  is marketing its semiconductors 
as fully indigenous, despite the fact that they are manufactured in Taiwan.297 However, reports 
from Russia indicate that in late February 2022, TSMC informed Russian partners that 
cooperation would be terminated because of the export control measures imposed on Russia.298 
Advanced Micro Devices, Intel, and Nvidia followed suit.299 The position that the Chinese 
Semiconductor Manufacturing International Corporation will take is not yet clear. However, the 
United States government made it clear that any Chinese company that defied the sanctions 
would be cut off from American equipment and software necessary to sustain their production.300 
Russia might have accumulated some high-end semiconductors in the runup to the invasion; 
however, given the existing shortage on the market, these stockpiles likely will not last long.   

Figure 4.7. Semiconductor Manufacturing by Firm 

SOURCE: Figure uses data from National Security Commission on Artificial Intelligence, 2021, p. 215, and Denis 
Legezo, “V Rossii vypushcheny pervye 65-nm mikroskhemy,” cnews.ru, February 19, 2014.  

296 Dmitrii Stepanov, “V Rossii sozdayutsya deshevye versii protsessorov ‘Baikal,’” CNews, November 30, 2020. 
297 “Blitskrig importozameshcheniya IT-tekhnologii Chast’ 2 ‘Golyi korol’’ otechestvennoi elektroniki (fragment),” 
Novosti VPK, September 4, 2015.  
298 Nikita Korolev, “Poluprovody mikroelektroniki,” Kommesant, February 25, 2022. 
299 Mark Hachman, “AMD, Intel, Microsoft, Nvidia Halt Sales to Russia,” PCWorld, March 6, 2022. 
300 Ana Swanson, “Chinese Companies That Aid Russia Could Face U.S. Repercussions, Commerce Secretary 
Warns,” New York Times, March 8, 2022. 
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Unless sanctions are lifted, Russia will have to rely on its own outdated technology or rebuild 
elaborate chains of off-the-shelf acquisitions on the international market that were used during 
the Cold War to acquire chips for military uses. In 1985, the Central Intelligence Agency 
reported that  

The Soviets have diverted thousands of different items of high technology in the 
past two decades, totaling perhaps billions of dollars in hardware value alone. 
Most of these illegal acquisitions have been facilitated or conducted 
autonomously by unscrupulous traders. The manufacturers of high technology 
production equipment have rarely been knowingly involved in diversions; 
indeed, they have often been victims.301 

Either option—relying on outdated technology or covert supply chains—carries significant 
risks. Russia seems to have recognized this problem and, in 2020, the Military Innovative 
Technopolis ERA announced that they started building the infrastructure to reach a 28nm 
production process by 2026. Interestingly, the deputy head of ERA openly admitted that it will 
use reverse engineering on Chinese products.302 However, it is too early to say how successful 
this effort will be. 

Additionally, new export controls that target navigation equipment, sensors, and avionics 
likely will also affect other critical components of UAVs and robotics, which heavily depend on 
foreign manufacturers.303 In 2018, Novikov, Zevin, and Rasshchepkin analyzed the main 
problems in operating military UAVs and concluded that “high content of imported components 
in UAVs (up to 80 percent) . . . leads to elevated costs and difficulties in replacement and 
repair.” They further identify the “maximum replacement of foreign-made components” as the 
priority items for improving the operation of military UAVs. At the same time, the authors also 
note that Russia has made significant progress in developing different types of UAVs and was 
able to make progress toward closing the gap with the leading countries.304 Although there is 
little public information on the suppliers of foreign components in Russian UAVs, some media 
reports noted that the electronic components of the Orlan-10 UAV used in Donbas were 
manufactured in Taiwan.305 Another report claims that “Orlan-10” uses American starter-

 
301 Central Intelligence Agency, Soviet Acquisition of Militarily Significant Western Technology: An Update, 
Washington, D.C.: U.S. Department of Defense, September 1985, p. 25.  
302 “’Tekhnika osnashchaetsya sovremennoi nachinkoi:’ kak budet razvivat’sya rossiiskaya voennaya 
mikroelektronika,” Tekhnopolis ERA, February 1, 2020. 
303 U.S. Department of Commerce, “U.S. Department of Commerce and Bureau of Industry and Security Russia and 
Belarus Rule Fact Sheet,” fact sheet, February 24, 2022. 
304 Novikov, Zevin, and Rasshchepkin, 2018, pp. 81–83.  
305 Ivan Zhukovskii, “Ukraina nashla bespilotnik ‘Orlan’ v Donbasse,” Gazeta.ru, September 17, 2017.  
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generator and telemetry transmission module, a Japanese engine, a French-Italian flight 
controller, and a Swiss GPS module.306 

Another study that looked at the state of domestic capabilities in UAV engines concluded 
that “unfortunately [Russia] practically lacks domestic designs and production capabilities for 
piston and electric engines needed for medium and light UAVs.” And that “foreign partners are 
not too willing to supply . . . such important products for the military.” The authors further notes 
that the Forpost military UAV (a licensed copy of the Israeli Searcher UAV) is powered by a 
modified automobile engine that is also of foreign provenience. Russia has some domestic 
capabilities in piston carburetor UAV engines, but these engines have a “high level of vibration 
and noise . . . which complicate the use of electronic equipment . . . especially optoelectronic 
systems.” On the other hand, Russia has experience with air-jet engines, which could partly 
explain the overall focus on larger and heavier drones, such as Okhotnik, and a relative weakness 
in light and medium UAVs.307  

Consequently, Russia’s ability to produce indigenous systems will depend on the durability 
and enforcement of sanctions that limit Russia’s access to components. If the United States and 
its allies effectively can cut Russia off from certain microelectronics, sensors, navigation and 
telecommunication equipment, and avionics, then Russia will have to rely on domestic 
capabilities that lag behind imported components. But even that could prove difficult because the 
production lines likely use sanctioned American software or equipment. The preexisting 
dependence on imports led to the existing situation, in which domestic production lines have 
limited capacity while the demand for their product drastically increases.308 As a result, different 
sectors of the defense industry will have to compete for the same outdated capabilities. 
Consequently, one can expect that Russia will use all past experiences—including its Cold War 
lessons—to defy the sanctions and gain access to Western technologies (see Table 4.4).309 

Table 4.4. Hardware 

Factor Strengths Weaknesses 
Hardware • Historical record of evading sanction and

export-control measures
• Traditional strength in air-jet engines

• Significant gap in semiconductor
technology

• Reliance on foreign manufacturers for
electric and piston UAV engines and
electronic components

306 Myhajlo Kuznecov and Roman Burko, “Rosijs’kyj BPLA ‘Orlan-10’ skladajet'sja z detalej vyrobnyctva SShA ta 
inshyh krai'n—fotozvit,” Inform Napalm, January 1, 2018. 
307 D. S. Legkonogikh, A. A. Krylov, and M. S. Ivanov, “Sovremennoe sostoyanie i perspektivy razvitiya silovykh 
ustanovok bespilotnykh letatel’nykh apparatov,” Voennaya mysl’, No. 4, 2019, pp. 57–72. 
308 Sergei Dobrynin, “‘Otkatimsya v 2000 god’. Obnulenie rossiiskogo khai-teka,” Radio Svoboda, March 1, 2022. 
309 Central Intelligence Agency, 1985. 
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Algorithms, Data, and Innovation Networks 
A 2018 assessment of Russia’s digital economy development by the World Bank 

commended the country’s ambitious vision, strengths in S&T, investments in broadband, and 
several narrow pockets of excellence (e.g., cybersecurity) while noting that structural weaknesses 
related to its business ecosystem, restricted access to capital, and inadequate skills were 
significant constraints on Russia’s digital development in the near term.310 

Russia does have several important advantages. Its internet penetration reached 83 percent in 
2019, among the highest in the region and roughly on par with the OECD average.311 It also has 
rapidly developed its e-commerce and digital payments systems, creating an ecosystem of 
private firms and a talent pool accustomed to analyzing big data and scaling up algorithmic 
solutions to consumer problems. The COVID-19 pandemic is only accelerating these trends. 

Moreover, the government is actively implementing a large-scale digitization program that 
aims to boost its data collection, analysis, and storage capabilities and transition to an e-
government model at least in some of its functionalities. These solutions are being implemented 
gradually in the military-industrial complex, with the expectation that the adoption of new 
technologies will improve productivity and reduce corruption. While the government pays lip 
service to data privacy standards, the imperatives of efficiency and greater control are likely to 
supersede privacy concerns. In the next decade, we can expect that Russia will continue to 
actively implement digitization of government services and will try to create an ecosystem of 
state-owned and private enterprises to advance this goal, in many ways learning from China’s 
experience. However, it remains to be seen how the new wave of sanctions might affect Russia’s 
ability to continue its digitalization program.  

A significant roadblock to this process is related to the relative deficiency in top-level AI 
research, which means that Russia’s efforts likely will focus on adopting and implementing 
existing solutions rather than innovating at the cutting edge. An analysis of AI-related 
publications in Russia shows that the number of publications has increased significantly over the 
past decades, but remains rather low relative to the major AI powers. Figure 4.8 shows the 
number of peer-reviewed journal articles and conference papers that were coauthored by 
scientists who are affiliated with Russian entities using data from Elsevier/Scopus, Microsoft 
Academic Graph Databases, arXiv preprint repository, and Nesta.312 Overall, Russian peer-
reviewed publications constitute only a small fraction of the total number of AI publications, 

310 World Bank Group, Competing in the Digital Age: Policy Implications for the Russian Federation. Russia 
Digital Economy Report, Washington, D.C.: World Bank, 2018.  
311 World Bank, “Individuals Using the Internet (% of Population),” webpage, undated-c. 
312 Daniel Zhang, Saurabh Mishra, Erik Brynjolfsson, John Etchemendy, Deep Ganguli, Barbara Grosz, Terah 
Lyons, James Manyika, Juan Carlos Niebles, Michael Sellitto, Yoav Shoham, Jack Clark, and Raymond Perrault, 
Artificial Intelligence Index Report, Stanford, Calif.: AI Index Steering Committee, Human-Centered AI Institute, 
Stanford University, March 2021. 
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which surpassed 120,000 in 2019. At the same time, AI-related publications have been growing 
in recent years, with the high growth rate being moderated by a low base effect.  

Figure 4.8. AI-Related Conference and Journal Papers in Russia 

SOURCE: Stanford Institute for Human-Centered Artificial Intelligence, “2021 AI Index: Public Data,” database, 2021. 

The academic literature on technological innovation has long recognized the central role of 
networks both in the production and diffusion of scientific knowledge and technological 
innovation.313 We also know that collaborative networks are critical for modern markets.314 The 
formation and development of networks for knowledge generation and diffusion, as well as the 
supply chains for industrial production, will play important roles in Russia’s future as a 
technological power. Moreover, the successful development of cutting-edge science and 
applications of AI and robotics likely will be a necessary condition for technological innovation 
in the defense sector. 

To illustrate the current state in Russia’s knowledge networks for AI, we mapped the 
coauthorship networks from all accepted papers to the International Conference on Machine 
Learning (ICML) and the Conference on Neural Information Processing Systems (NeurIPS) in 
2020, which are the two premier global AI conferences. Figure 4.9 illustrates the coauthorship 
networks of the United States, Russia, and China. A node represents an institution that hosts at 
least one coauthor of an accepted paper. The size of the node is scaled by its degree, which is a 
network centrality measure that identifies the most important nodes in a network according to the 

313 Francis C. Moon, Social Networks in the History of Innovation and Invention, Dordrecht, Netherlands: Springer, 
2014. 
314 Lars-Erik Gadde, Lars Huemer, and Håkan Håkansson, “Strategizing in Industrial Networks,” Industrial 
Marketing Management, Vol. 32, No. 5, 2003; Thomas Ritter, Ian F. Wilkinson, and Wesley J. Johnston, “Managing 
in Complex Business Networks,” Industrial Marketing Management, Vol. 33, No. 3, 2004; and Giselle Rampersad, 
Pascale Quester, and Indrit Troshani, “Managing Innovation Networks: Exploratory Evidence from ICT, 
Biotechnology and Nanotechnology Networks,” Industrial Marketing Management, Vol. 39, No. 5, 2010. 
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number of connections that they have.315 Aside from the difference in the number of nodes, 
which is merely a reflection of the fact that most top-level AI research papers (accepted at ICML 
and NeurIPS) were written by researchers who were affiliated with U.S.-based institutions (with 
China a distant second), an important takeaway is that foreign institutions such as University 
College London, Oxford University, and Imperial College play central roles in Russia’s AI 
research network. Moreover, the number of research links between Russian institutions and 
Asian firms and universities (especially in South Korea, but not yet China) could be an important 
leading indicator of its policy priorities, especially in the context of Russia’s broader attempts to 
forge technology collaborations, including in semiconductors, with Asian countries. However, 
collaboration opportunities likely will decrease as foreign research institutions start to terminate 
cooperation with Russian scientists in response to the Russian invasion of Ukraine.316  

Figure 4.9. Collaboration Networks in AI Research, Based on Papers Accepted to the 2020 ICML 
and 2020 NeurIPS 

SOURCE: RAND analysis of data compiled by Gleb Chuvpilo, “AI Research Rankings 2020: Can the United States 
Stay Ahead of China?” Medium, blog post, December 20, 2020.  

The second observation is that private Russian companies have limited cooperation with 
leading universities. Yandex, the firm with the highest number of accepted papers and, arguably, 
the most-advanced AI applications in Russia, did not have any coauthorships with individuals 
from Russian universities or other companies in its ICML and NeurIPS papers in 2020.317 The 
absence of coauthorships in a given year does, however, indicate that Yandex (and other leading 

315 Degree centrality is defined as the number of links that connect a node to other nodes. Larger nodes have more 
connections and are assumed to be more important because they can reach greater parts of the network. To make the 
visualizations tractable, we applied a logarithmic transformation to the degree measure (to avoid large actors like 
Google dominating the visualization in the case of the United States). 
316 Benjamin Plackett, “The Future of Research Collaborations Involving Russia,” Nature, March 18, 2022. 
317 Yandex, based on its fractional contributions to research papers accepted by ICML and NeurIPS in 2020, was 
ranked 12th among global companies for AI research (Chuvpilo, 2020).  

USA China Russia 
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firms) are not doing collaborative research on AI with Russian universities. That might change, 
especially when the opportunities for international cooperation decrease. Indeed, Yandex 
founded a lab for computer science research in machine learning, computer vision, search and 
recommendation systems, and natural language processing at the Phystech School of Applied 
Mathematics and Informatics at the Moscow Institute of Physics and Mathematics in 2019. The 
partnership explicitly aims to produce top AI research leading conferences (e.g., ICML, 
NeurIPS, and the annual meeting of the Association for Computational Linguistics).318 At the 
same time, these partnerships are not mature enough yet to consistently produce world-class 
research (see Table 4.5).  

Table 4.5. Algorithms, Data, and Innovation Networks 

Factor Strengths Weaknesses 
Algorithms, data, and 
innovation networks 

Widespread adoption of key technologies, 
such as cloud computing, mobile 
technologies and apps, the Internet of 
Things, digital payments 

• Relatively slow growth in AI
academic research

• Low number of top-level
publications

• Sparse domestic and international
collaboration networks, likely to
suffer further deterioration

• Low level of collaboration between
industry and academia

Institutions and the Innovation Environment 
The unfavorable institutional environment has been one of the main causes of Russia’s 

economic stagnation in the past decade. In particular, a weak investment climate, high level of 
corruption, limited private sector, high public spending on nonproductive national projects, high 
inequality, and economic sanctions have been mentioned as leading causes of Russia’s weak 
economic performance.319 Among those, corruption has been one of the most discussed topics 
with respect to the Russian economy in general and its defense sector in particular. Many authors 
have claimed that corruption is not merely an unfortunate byproduct of Putin’s authoritarian 
system but one of its main pillars.320  

318 MFTI, “Yandeks i MFTI otkryvayut sovmestnuyu laboratoriyu,” webpage, December 9, 2019. 
319 Anastasiya Stognei, “‘Prodolzhim stagnirovat’. Nichego ne izmenitsya’: ekonomist Konstantin Sonin o 
budushchem Rossii,” The Bell, February 6, 2020; and International Monetary Fund, Russian Federation: 2020 
Article IV Consultation-Press Release; Staff Report, IMF Country Report No. 21/36, February 2021.  
320 Kremlin critics and opposition figures, such as Alexei Navalny, Boris Nemtsov, Mikhail Khodorkovsky, and Bill 
Browder have uncovered massive corruption in Putin’s regime. There is also a vast body of academic literature on 
corruption in Russia. For example, see Miriam Lanskoy and Dylan Myles-Primakoff, “The Rise of Kleptocracy: 
Power and Plunder in Putin’s Russia,” Journal of Democracy, Vol. 29, No. 1, January 2018; Alexander Pavroz, 
“Corruption-Oriented Model of Governance in Contemporary Russia,” Communist and Post-Communist Studies, 
Vol. 50, No. 2, June 2017; and Michael Rochlitz, Anton Kazun, and Andrei Yakovlev, “Property Rights in Russia 
After 2009: From Business Capture to Centralized Corruption?” Post-Soviet Affairs, Vol. 36, Nos. 5–6, 2020. 
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Transparency International consistently ranks Russia among the more corrupt countries in the 
world, according to its Corruption Perception Index (Figure 4.10).321 The consequences of 
widespread corruption range from increasing inefficiencies in the allocation decisions to broader 
social stability issues that could ultimately threaten the stability of the regime. Although 
corruption is unlikely to pose an immediate challenge to the current regime, it will, nevertheless, 
lead to a less favorable business environment, which ultimately will affect investment, reduce 
economic growth, and hurt innovation. 

In 2019, Anders Aslund examined the performance of key state corporations, such as 
Gazprom, Vneshekonombank, and Rostec, and concluded that Russia’s brand of state capitalism 
is not associated with “long-term state plans for investment and technological development,” and 
that Rostec’s development appears to be a reflection of its CEO empire-building ambitions rather 
than economic efficiency or innovation considerations.322 In the same vein, another set of authors 
analyzed Russian anti-access/area denial measures and concluded that Russia’s ability to produce 
“technical miracles” will be limited by endemic cronyism and corruption.323 Polina Beliakova 
and Sam Perlo-Freeman reviewed key cases of corruption in the Russian defense sector and 
noted that corruption remains a “significant problem facing the Russian arms industry,” citing 
reports that MoD’s secretive procurement was contributing to corruption.324 

 
321 Higher scores correspond to less corruption (Transparency International, “Corruption Perceptions Index,” 
webpage, undated). 
322 Anders Åslund, Russia’s Crony Capitalism: The Path from Market Economy to Kleptocracy, New Haven, 
Conn.: Yale University Press, 2019, p. 130.  
323 Robert Dalsjö, Christofer Berglund, and Michael Jonsson, Bursting the Bubble? Russian A2/AD in the Baltic Sea 
Region: Capabilities, Countermeasures, and Implications, Stockholm: Swedish Defence Research Agency, FOI-R--
4651--SE, March 2019, p. 73. 
324 Polina Beliakova and Sam Perlo-Freeman, Corruption in the Russian Defense Sector, Somerville, Mass.: World 
Peace Foundation at the Fletcher School, Tufts University, May 11, 2018. 
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Figure 4.10. Corruption Perceptions Index 

  
SOURCE: Created with data from Transparency International, 2021, licensed under CC-BY-ND 4.0.  

A 2019 survey by the Higher School of Economics on the business climate in scientific 
organizations found that Russian universities and research institutions had a neutral view on the 
business climate and did not expect big changes in the next five years. At the same time, most 
respondents had positive expectations for the development of interactions between science and 
society and the improving quality of information infrastructure, likely reflecting government’s 
focus on improving IT infrastructure and popularizing science. The main problems were related 
to the lack of R&D funding, including from business, and poor-quality domestic institutions. 
This is somewhat consistent with our analysis that anticipates sluggish economic growth and a 
continuation of the current trends in the domestic institutional environment.325 Both trends are 
unlikely to change under the current regime (see Table 4.6).  

Table 4.6. Institutions and the Innovation Environment 

Factor  Strengths Weaknesses 
Institutions and the 
innovation environment 

• Improving quality of IT infrastructure 
• Government support and prioritization 

• High levels of corruption 
• Low quality of domestic 

institutions 
• Limited resources and 

opportunities, both in terms of 
collaborations and funding 

 
325 Bredikhin et al., 2019.  
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Summary and Outlook 
Russia’s military innovation potential in AI and robotics in the next decade and beyond will 

depend on several structural factors. Input factors are human capital, availability of resources, 
and the industrial base for hardware development, while process factors are innovation networks 
and knowledge generation and the broader institutional environment. The odds are stacked 
against Russian robotization ambitions. An overview of input factors provides a grim picture, 
with some bright spots that are overshadowed by major structural weaknesses. Furthermore, 
these factors likely will be further exacerbated by the sanctions and export controls imposed on 
Russia after the full-scale invasion of Ukraine in 2022. The overall negative demographic trend, 
weak economic growth or even decline, and structural deficiencies in Russia’s industrial base (in 
particular, in semiconductors) will limit the available resources and technologies for military and 
civilian innovation systems. Moreover, increasing focus on self-reliance will force Russia to 
spend scarce resources on reverse-engineering many technologies and products that are available 
in the West while maintaining a risky reliance on foreign suppliers for critical technological 
components that it might be unable to fully localize. Even if Russia succeeds in building covert 
supply chains, the price of these foreign components will carry a premium for the risk of 
exposure to retaliation by the United States. In terms of software, the Russian government might 
opt to compensate for its domestic weakness by acquiring foreign technologies through cyber 
theft and industrial espionage. 

Moreover, the confrontational course with the West likely will limit international 
collaboration networks with Western institutions on frontier technologies, such as robotics and 
AI, which will further weaken domestic networks. China might offer some collaboration 
opportunities, but the extent of such partnerships remains uncertain. In the medium run, Russia 
will have to rely on its limited resources and imperfect institutions to compete in a highly 
complex field dominated by the United States and, increasingly, China.  

At the same time, if Moscow decides to push for AI and robotics nevertheless, then an 
increase in the number of individuals in the 20–29 age cohort over the next ten to fifteen years, 
coupled with a relatively strong secondary education in STEM, and expanding incentives for IT 
specialists (higher wages, better living conditions, and deferment of conscription) might attract 
some domestic talent, especially if the worsening economic situation and foreign visa restrictions 
make emigration more challenging over time. This could provide some opportunities to catch up 
in certain areas of the digital economy and give Russia a chance to develop a broader innovation 
base that might ultimately benefit its defense sector. However, such an outcome might still be 
difficult to achieve without significantly improving the institutional environment, which is 
ultimately conditional on political reform that appears all but impossible under the existing 
regime. But absent a broad innovation system connecting state-owned and private actors, Russia 
might opt for increasing reliance on national projects in several narrow areas. 
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Table 4.7. Summary 

Components  Factors Strengths Weaknesses 
Input factors  Human capital 

 
• Favorable demographic 

trend in the 20–29 age 
cohort 

• Relatively strong secondary 
education in math and 
science 

• Government focus on 
education and upgrading in 
AI and robotics 

• Worsening overall 
demographic trend, 
especially in the 30–39 age 
cohort 

• Relatively weak tertiary 
education 

• Brain drain 
• Lack of skilled professionals 

in the field of military robotics 
and AI 

Resources 
 

• Low debt  • Weak economic growth that 
might be crippled by 
sanctions; expected to fall 
behind U.S. and China  

• Limited resources for military 
R&D 

Hardware • Historical record of evading 
sanction and export-control 
measures 

• Traditional strength in air-jet 
engines  

• Significant gap in 
semiconductor technology 

• Reliance on foreign 
manufacturers for electric and 
piston UAV engines and 
electronic components 

Innovation process  Algorithms, data, and 
innovation networks 

• Widespread adoption of key 
technologies, such as cloud 
computing, mobile 
technologies/apps, Internet 
of Things, and digital 
payments 

• Relatively slow growth in AI 
academic research 

• Low number of top-level 
publications  

• Sparse domestic and 
international collaboration 
networks, likely to suffer 
further deterioration 

• Low level of collaboration 
between industry and 
academia 

Institutions and the 
innovation environment 

• Improving quality of IT 
infrastructure 

• Government support and 
prioritization 

• High levels of corruption 
• Low quality of domestic 

institutions 
• Limited resources and 

opportunities, both in terms of 
collaborations and funding 
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Chapter 5. Conclusions 

Many of the problems revealed by Russian failures in its 2022 full-scale invasion of Ukraine 
resulted from inadequate manpower. Moscow might perceive robotization as an essential tool for 
overcoming these problems. But realization of Russia’s vision for the robotization of the Armed 
Forces would entail a major shift in the technological sophistication of Russian armaments in the 
years ahead. According to the existing plans, by 2025, the share of robotic systems in the total 
weapon structure is supposed to reach approximately 30 percent; military drones and robots are 
expected to proliferate across the Armed Forces and become ubiquitous on future battlefields, 
ultimately taking over numerous combat, reconnaissance, and support roles. Russian military 
leaders expect that robotic complexes will not only augment soldiers but replace them if 
possible. Drones, robots, and the algorithms that support them are supposed to be cheap force 
multipliers that increase the effectiveness of military operations while decreasing personnel 
losses. Initially, those weapon systems will be remotely operated, but the roles envisioned for 
them indicate that Russian military scholars expect them to gain more autonomy over time. 
Already today, industry leaders market their robotic platforms as developed for autonomous 
operations. 

On the other hand, the reality of Russia’s robotization efforts still lag behind the United 
States, Israel, China, and others, even when it comes to remotely piloted drones. Available patent 
applications indicate that the quotas for robotization might be fulfilled with simple automated 
devices.326 It seems that Russia might be reaching an important milestone in UAV development 
with its first Orion MALE drones. However, the assurances of political, military, and industry 
leaders—that soon, Russian armed UAVs will be flying autonomously in formations with 
manned aircraft—have no independent verification. As mentioned before, we have yet to see any 
evidence that Russian UAV systems can, at a minimum, be operated through satellite 
communications. So far, it appears that the existing systems can be deployed only tactically. 
Similarly, the existing ground robotic complexes have short control ranges (1–10 km), which 
means that they are unlikely to significantly increase the safety of Russian soldiers in a contested 
battlefield. There is no evidence that Russian ground robots have higher effectiveness than the 
existing alternatives. Consequently, the announced scale of robotization should rather be seen as 
an ambitious aspiration than a real shift in force composition to be expected in the next four 
years, especially now, under the new constraints on the innovation system.  

Furthermore, some of the previous investment decisions (along with proposed methods of 
future effectiveness assessment) show that Russia might have been missing some of the key 

 
326 N. I. Ibragimov, A. A. Mesyats, I. B. Sheremet, A. V. Strigin, E. A. Belitskii, Yu. N. Kuznetsov, and V. F. 
Kitanov, “Avtomatizirovannaya fortifikatsionnaya raketnaya ustanovka,” Patent No. RU 2591561 C2, July 20, 2016. 
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lessons of the robotic revolution. Essentially, the successful deployment of drones in the 
Nagorno-Karabakh conflict stems from their cost-effectiveness. Similar to improvised explosive 
devices, they are cheap if not expendable but disruptive and deadly. Even the U.S. Loyal 
Wingman program is based on low-cost attritable aircraft technology. The strength of these 
cheap drones is their ability to overwhelm air defense systems by relying on quantity, not 
quality. Meanwhile, the Okhotnik UAV, Russia’s flagship drone project, is designed as a 20,000- 
to 25,000-kg drone, which is bigger than some of Russia’s manned jets. Russian authors claim 
that these UAVs have a superior stealth technology that should allow them to operate behind an 
enemy’s air defenses. The same goal, however, can be achieved at lower cost using sufficiently 
large numbers of small drones. If one of the principles of asymmetric response, as proposed by 
Selivanov and Il’in in 2019, is “creation of research and technological and military-technical 
‘traps’ for a potential adversary, leading it into dead-end areas of research and development and 
ensuring the infliction of exorbitant time and financial and economic costs,”327 it seems that 
Russia’s own Okhotnik UAV might be a prime example of such a “trap.” The distribution of 
effort between light and heavy platforms likely will change in the post-war investment 
environment.  

Developing next-generation AI-driven platforms will depend on building an innovation 
system that would combine private firms, academia, the military-industrial complex, and the 
Armed Forces. This will require a large talent pool to develop, produce, and operate these 
systems. In that regard, Russia has some important strengths, like a favorable demographic trend 
in the 20–29 age cohort, a traditionally strong primary and secondary education system in 
STEM, and a government focus on providing the necessary resources for further improvements 
in the education system; in particular, in the STEM disciplines. At the same time, Russia still is 
facing a worsening overall demographic situation, which will become very prominent in the 30–
39 age cohort over the next 15 years, leading to a significant imbalance in which an increasing 
cohort of young people will be working together with an increasing cohort of people in their 50s 
and 60s, with a dramatically shrinking cohort in the middle. More research is needed to 
understand the implications of these imbalances on technology development and adoption. 
Moreover, Russia likely will continue to face brain drain among its most educated young people, 
and, as a result, the supply of skilled professionals might be insufficient to meet the requirements 
of a broad government push toward AI. However, given the strategic environment, Russia might 
prioritize military applications of AI and potentially succeed in this narrower area.  

On the financial resources side, long-term forecasts suggest that Russia likely will further fall 
behind the United States (and China), which will translate into a larger gap in defense 
expenditures, in particular in R&D of new technologies. The budgetary pressure is already 
visible, with the 2020 round of budget cuts directly affecting funding for AI programs. Limited 
resources will further accentuate Russia’s weak industrial base, especially in capital-intensive 

 
327 Selivanov and Il’in, 2019, p. 10. 
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critical technologies, such as semiconductors. Russia could capitalize on its traditional 
capabilities (e.g., jet engines, previous generation semiconductors) and likely will try to acquire 
missing software and hardware components through covert supply chains set up by intelligence 
agencies, cyber theft, and industrial espionage. Consequently, the enforcement of sanctions and 
export controls will be critical to crippling Russia’s ability to rebuild its military capabilities at a 
higher level of sophistication. In particular, enforcement extending to China might be worth 
pursuing. 

The state of innovation networks likely will remain one of the important leading indicators of 
Russia’s ability to deliver “technological miracles” on a sustained basis. Russia does relatively 
well in terms of internet penetration rate, digital payments, and other commercial software 
applications, which allows it to develop capabilities for collecting and analyzing large amounts 
of data with potential applications to national security. However, a brief exploration of 
collaboration networks in cutting-edge AI research suggests that the collaboration networks 
between domestic institutions remain limited, while foreign institutions (especially in the United 
Kingdom) play central roles in Russia’s collaboration networks. Moreover, the number of AI- 
and robotics-related publications in Russia is rising, but not as fast as it is globally. Thus, it 
might be beneficial to limit joint R&D projects between Russian researchers and institutions and 
Western counterparts, in particular those related to dual-use technologies. 

The institutional environment will remain one of the key impediments to large-scale 
innovation in the civilian and military sectors. In particular, corruption has emerged as a 
“structural” element of the current regime, with far-ranging implications for the allocation of 
resources, incentives for private innovation, and social cohesion more broadly. Given that the 
recent changes to the Constitution of the Russian Federation could allow Putin to continue his 
rule into the mid-2030s, it is somewhat unlikely that the institutional environment could change 
in a meaningful way.  

All this is to say that even if Russia decides to continue robotization efforts, they likely will 
progress at a slower pace than anticipated by government programs. Still, in the long term, 
Russia might be able to develop narrow pockets of excellence in the military robotics field. The 
progress is hard to track in open-source reporting because the over-hyped innovative systems are 
often old systems retrofitted with new sensors and a few basic algorithms. The international 
community might be able to slow down the pace of robotization through strict sanctions 
enforcement on the one hand and policies supporting brain drain from Russia on the other, but, 
so far, Moscow seemed determined to move along the robotization path, and the recent 
presidential decree that provided support to the IT sector might indicate that the intent persists. 

Russia’s losses in the 2022 full-scale invasion of Ukraine temporarily could hinder 
Moscow’s ability to initiate new military interventions. However, there is no indication that the 
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Kremlin will abandon doctrinally the use of force to further national interests.328 If the 
unsatisfactory performance of legacy systems in Ukraine pushes Russia toward robotization and, 
as a result, Moscow believes that the problems revealed in Ukraine are solved, then foreign 
deployments might return. At the same time, the Russian vision for military robots differs 
significantly from the U.S. vision, which could put the United States and its allies at a 
disadvantage.  

The U.S. vision assumes that drones and robots will augment and support soldiers, whereas 
the Russian military seeks to replace them. It also appears that Russian leaders are willing to 
accept a larger extent of machine autonomy. The two issues are related because the machines 
cannot effectively replace humans on the battlefield without a certain level of autonomy. The 
difference between the United States and Russia in this respect might stem from a different level 
of legal and ethical constraints on the one hand and trust in manpower on the other. In the wake 
of its 2022 war in Ukraine, the Kremlin’s trust in manpower likely will suffer even further.  

In terms of legal and ethical constraints, Russian leadership seems to be much less concerned 
with the ability of AI algorithms to comply with laws of armed conflict.329 They seem to assume 
that those future algorithms will be better than humans at distinguishing combatants from 
noncombatants and applying force proportionally. Furthermore, in principle, the Russian position 
highlights the necessity of human control, but in practice, it demands the implementation of the 
human control principle to be an exclusive prerogative of each country that develops such 
systems. Thus, Russia might claim that the fact that human operators and commanders make 
deployment decisions satisfies the requirement for human control. One can speculate that this 
issue might even become part of Russian lawfare if the international community pushes for 
regulations of lethal autonomous weapons: Moscow might insist on stricter regulations seeking 
to constrain the U.S. use of force while claiming that Russia complies with the regulations. The 
U.S. government should be wary of Russia’s proposals in this area. 

Regarding the manpower issues, it is important to remember that approximately one-third of 
enlisted soldiers in Russia are conscripts who are serving a one-year term. A previous RAND 
study noted that the mix of conscripts and contract personnel is likely to persist through 2024 
because of the belief that obligatory military service “instills patriotic values” while maintaining 
some ability to conduct a large-scale war.330 Maintaining the draft creates two problems that the 
MoD might seek to alleviate with robotization. The Russian invasion of Ukraine exemplifies the 
morale problems that have long afflicted Russia’s mixed force of conscripts and contract 

 
328 V. V. Gerasimov, “Razvitie voennoi strategii v sovremennykh usloviyakh. Zadachi voennoi nauki,” Vestnik 
Akademii voennykh nauk, Vol. 2, No. 67, 2019.  
329 The history of the Russian treatment of civilians in armed conflicts suggests that compliance with the laws of 
armed conflict might be of little importance to the Kremlin. See Antony J. Blinken, “War Crimes by Russia’s Forces 
in Ukraine,” press statement, U.S. Department of State, March 23, 2022. 
330 Radin et al., 2019, p. 43. 
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soldiers. These problems might persist or even worsen in the future.331 Intuitively, robots are not 
bound by the will-to-fight constraint. Furthermore, the armament modernization program, set to 
provide the military with at least 70 percent new or modernized equipment by 2020,332 puts 
higher requirements on conscripts’ training—the more sophisticated the weapons, the more time 
that is required to learn how to use them.333 By contrast, autonomous weapon systems require 
only a software upload. In the long term, substituting conscripts with combat drones and robots 
could increase the overall readiness of the Russian force.  

Additionally, the evident Russian propensity to replace soldiers with robots might stem from 
a domestic political sensitivity on the subject of foreign troop deployments. Despite a common 
belief that public opinion matters less in Russia than in the United States, Russian leaders made 
every effort to ensure that Russian operations in Syria would not become a second 
Afghanistan,334 and that the Russian Ground Forces would not participate in the conflict.335 
Following the war in Ukraine, foreign deployments will be even more challenging politically. 
Greater use of private military companies might be one solution to this dilemma. However, 
empowering military companies might be seen as a long-term risk. Hence, using capable combat 
robots might be viewed as a way to conduct a variety of military operations abroad with a 
minimal footprint of Russian soldiers.  

Furthermore, some of the legacy systems that give Russian forces an advantage over NATO 
are not necessarily well-suited for out-of-area operations because of the requirements that they 
put on transport. Robotic counterparts of today’s tanks might be lighter (thus, easier to transport) 
because they do not need the heavy protection of the personnel inside. The strategy of limited 
actions requires a capable but relatively cheap force whose depletion would not adversely affect 
Russia’s warfighting capabilities on the European theater. Combat robots might be seen as such a 
capability. 

It appears that another important difference between the United States and Russia lies in the 
priorities of their defense spending on unmanned vehicles. Russia does not publish its data on 
defense spending, however, based on the vision presented in the military literature, Moscow 
seems to perceive both UAVs and UGVs as equally important. Meanwhile, the United States 

 
331 Suzanne B. Freeman and Katherine Kjellström Elgin, “What the Use of Russian Conscripts Tells Us About the 
War in Ukraine,” Politico, March 17, 2022. 
332 Crane, Oliker, and Nichiporuk, 2019, p. 15. 
333 Dara Massicot, “Military Personnel Policy,” in Andrew Radin, Lynn E. Davis, Edward Geist, Eugeniu Han, Dara 
Massicot, Matthew Povlock, Clint Reach, Scott Boston, Samuel Charap, William Mackenzie, Katya Migacheva, 
Trevor Johnston, and Austin Long, The Future of the Russian Military: Russia’s Ground Combat Capabilities and 
Implications for U.S.-Russia Competition. Appendixes, Santa Monica, Calif.: RAND Corporation, RR-3099-A, 
2019, p. 60. 
334 “Syria Conflict: Russia’s Scars from Afghanistan,” BBC News, November 1, 2015. 
335 “Only Aviation Support Will Be Provided to Regular Syrian Army—Russian Lawmaker,” TASS, September 30, 
2015. 
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spends approximately ten times more on the UAVs than on the UGVs.336 This likely stems from 
the difference in unmanned vehicles’ application. The United States has a fleet of MALE UAVs 
that can conduct operations around the globe, while UGVs, by definition, can be used only in 
ground deployments. Russia does not have the capabilities and infrastructure necessary to 
support global operations; so far, it lacks a network of airbases abroad where long-range UAVs 
could be based, ground control stations in mainland Russia with satellite communications with 
drones, or even training programs for long-range drone pilots. Therefore, both the UAVs and the 
UGVs can be deployed only tactically. That would imply that as long as these robotic 
capabilities are remotely controlled, the strategy of limited actions still will require “boots on the 
ground,” even if in small numbers. Nevertheless, in the future, Russian robotization efforts might 
create an asymmetric advantage over countries that do not invest in ground robots. This is 
especially true in urban warfare, where Russian experts believe robotization might largely 
decrease personnel losses. 

For all these reasons, successful robotization might increase the overall Russian propensity to 
use military force to advance its foreign policy goals. In principle, if combat drones and robots 
eventually become a capable but relatively cheap force (both politically and financially), Russian 
leaders might be more inclined to use them. Moreover, the operation in Syria has shown that 
Russia might use the deployments as training grounds for new weapons, potentially including 
autonomous weapon systems. Given the scarcity of the public debate in Russia on the ethical and 
moral implications of autonomous weapon systems, one can speculate that Russian commanders 
could deploy such systems even if they are still in the testing phase of development. Russia 
might use the implicit chaos of armed conflict to cover the mistakes of its AI-driven combat 
robots while learning important lessons. This would essentially create a feedback loop in which 
Russia needs foreign deployments to test new weapons in combat and improve them accordingly, 
which, in turn, would enable future deployments. Moreover, if Russia’s AI-controlled systems 
fight against remotely piloted capabilities, the disparity in the tempo of operations could give 
Russia a decisive advantage.  

The effects likely would be uneven. For example, in a potential confrontation with NATO in 
the European theater, strategic considerations are still at play and therefore the impact likely 
would be less prominent than in, for example, Russia’s immediate neighborhood, or Africa, 
where Russia seeks to expand its presence.337 Russia also might seek windows of opportunity, 
like the one exploited by Azerbaijan in Nagorno-Karabakh, where one side had superior 

 
336 According to estimates by the Center for the Study of the Drone at Bard College of the 2019 Department of 
Defense robotization-related spending request, almost two thirds of U.S. unmanned warfare spending goes to aerial 
drones ($6.045 billion), followed by the counter-drone, sea, autonomy/teaming/swarms categories, with land robots 
spending in last place ($429 million). See Dan Gettinger, Summary of Drone Spending in the FY 2019 Defense 
Budget Request, Annandale-on-Hudson, N.Y.: Center for the Study of the Drone at Bard College, April 2018. 
337 “Russian Security Cooperation Agreements Post-2014,” Institute for the Study of War, May 15, 2020. 
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offensive unmanned capabilities and the other had inferior defense. Where such windows of 
opportunity for Russia could be requires further examination.  

The superiority of offense over defense seems to be an important feature of these windows of 
opportunities. Consequently, it is important to monitor not only the progress in unmanned 
capabilities but also the capabilities to counter them, especially counter-drone systems. Lessons 
learned in Syria, Libya, and Nagorno-Karabakh have shown that Russia is far from being the 
main beneficiary of the robotic revolution. On the contrary, unmanned warfare puts high 
demands on air defenses and electronic warfare assets. The better those assets are on Russia’s 
side, the more confident that Moscow might feel about new deployments. Consequently, Russian 
countermeasures to unmanned capabilities in all domains are another important area of future 
research.  

However, if the United States and its partners have more-advanced defensive systems, the 
impact of Russian robotization on U.S. interests could be reduced. Consequently, the U.S. 
response to Russia’s push for military robotics does not necessarily need to focus on developing 
similar capabilities but rather make them operationally useless. Sharing U.S. technologies with 
allies and partners to counter Russian robotic capabilities could have a stabilizing effect in the 
areas where, otherwise, windows of opportunities for Russia could emerge.338 Certainly, more 
analysis in this field is required.  

Furthermore, the consequences of robotization will depend on the pace of AI development. 
Russia’s initial push for military robotics came from observing the U.S. development and use of 
UAVs. More-recent military literature indicates that similar considerations led to the 
prioritization of AI. Russian military scholars recognize that the AI capabilities developed by the 
United States and NATO might be game-changers and they do not want to be caught off guard 
by the algorithmic warfare. However, the development of AI is also seen as essential to Russia’s 
overall industrial upgrading and building of a competitive economy, especially given that oil and 
gas might become less important in a future dominated by non-fossil sources of energy. 
Consequently, if Russia succeeds in its broader AI development efforts, it might create a 
feedback loop between the economy and military capabilities in which AI enables both the 
warfighting effort and the economy itself, which, in turn, enable higher defense spending. All 
that, of course, could be possible only in a longer time horizon; nevertheless, the United States 
should not lose sight of it.   

 
338 For example, Allik et al. noted that should Russia use UAVs in hybrid conflict against Estonia, the country’s 
counterdrone capabilities “would easily become overstretched” (2021, p. 13).  
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Abbreviations 

AI artificial intelligence 
C2 command and control 
EU European Union 
FPI Prospective Research Foundation (Fond Perspektivnyh Issledovanii) 
GDP gross domestic product 
ICML International Conference on Machine Learning 
ISR intelligence, surveillance, reconnaissance  
IT information technology 
MALE medium-altitude long-endurance 
MoD Ministry of Defense of the Russian Federation 
NATO North Atlantic Treaty Organization 
NeurIPS Conference on Neural Information Processing Systems 
OECD Organisation for Economic Co-operation and Development 
PPP purchasing power parity 
R&D research and development 

RTK VN robotic complexes for military purposes (robototekhnicheskie 
kompleksy voennogo naznacheniya) 

S&T science and technology 
SAP State Armaments Program 
SIPRI Stockholm International Peace Research Institute 
STEM science, technology, engineering, and mathematics 
TSMC Taiwan Semiconductor Manufacturing Company 

TsNII Central Scientific-Research Institute (Tsentral’nyi nauchno-
issledovatel’skii institut) 

UAV unmanned aerial vehicle 
UGV unmanned ground vehicle 
USV unmanned surface vehicle 
UUV unmanned underwater vehicle 
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