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CHAPTER FOURTEEN

Using Technology to Improve the Agility of 
Force Generation Processes

Zev Winkelman, RAND Corporation

When the U.S. Army discovered the danger that improvised explosive devices (IEDs)—along 
with rocket-propelled grenades, explosively formed penetrators, underbody mines, and small 
arms fire threats—posed to the light tactical vehicle that it was using in Iraq as part of the 
force, it needed to respond quickly and agilely to determine how to address the problem. As 
a result, the Joint Improvised Explosive Device Defeat Organization was formed in 2006 to 
explore and identify ways to defeat this kind of threat to light tactical vehicles with the goal 
of speeding up the strategic process of getting a solution into the field fast. The result of that 
process was Mine-Resistant Ambush Protection (MRAP), which was fielded as a solution 
to the problem. This was an example of the rapid development of a new weapon that went 
through the force generation and operating processes to get to the field. However, even in 
this rapid example, although the time line to sense a problem, identify a solution, and then 
acquire and field the solution was shorter than normal, it was years long. To be more competi-
tive, the U.S. Department of Defense (DoD) must be able to adapt not just its strategy but the 
warfighting capabilities that are available. That, in turn, requires making many more DoD 
processes agile.

Although some advances in agility can come from people and processes alone, technology 
does frequently play a significant role, in both short-term tactical exchanges and long-term 
strategic competition. The promise of using technology to achieve greater agility is often 
alluring. However, there are important trade-offs to consider when doing so involves consid-
erable changes to existing combinations of people, processes, and technologies.1 The associ-
ated increase in the reliance on machines that suggest or even take action can leave humans 
who are accustomed to being “in the loop” feeling left out, thus jeopardizing both the trans-
parency and the interpretability of decisionmaking. Maintaining an Army that is ready to 
fight now while also modernizing for the future fight requires agility, but not just for agility’s 

1 Technology-driven initiatives that ignore various sources of organizational norms, for example, do so at 
their own peril. But when these factors are adequately addressed, these initiatives can lead to advantageous 
shifts in culture that otherwise never would have come to pass.
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sake—it must be focused on “winning.”2 Nevertheless, winning requires a balance of speed 
and rigor that competes favorably with the status quo military decisionmaking process.3 
Anything that can improve either or both aspects without diminishing others is assumed to 
be a source of competitive advantage. If the U.S. Army can find ways to decide faster than—
and better than or at least as well as—before, it should.

Technology that automates even a limited aspect of strategic decisionmaking often prom-
ises to accelerate decisionmaking, but assessing the quality of the resulting decisions against 
those derived without such aids can prove difficult. The presence of lethal adversaries fur-
ther complicates DoD-specific choices of whether to take these technical leaps from similar 
choices found elsewhere. For example, the race toward autonomous commercial vehicles is 
driven primarily by market forces, but the balance of safety is one of our own making. In 
contrast, when U.S. adversaries develop automated weapons, successful defensive measures 
might require more automation than DoD might otherwise be comfortable with. An exami-
nation of how far to the left of “bang” this dynamic should or could extend—how alert, pre-
pared, and able to respond DoD should be before the problem manifests (e.g., the need for 
MRAP before IEDs emerged)—goes all the way back to the force generation process.

One key part of the force generation process is Planning, Programming, Budgeting, and 
Execution (PPBE), which is one of three processes that support the Defense Acquisition 
System. The PPBE process focuses on financial management and resource allocation for cur-
rent and future weapon systems. PPBE decisionmaking within DoD is exceedingly complex, 
and it is further examined in the remainder of this chapter through an Army-oriented lens 
associated with the inputs to and outputs from the Total Army Analysis (TAA) process.4 
Today’s technology might not be up to the task of improving the associated decisionmaking, 
and difficult obstacles might impede its use toward this end. In addition, there is a risk that 
using technology for this purpose might lead to constantly chasing micro-optimizations in 
ways that drive up costs, lower trust, and have other detrimental consequences. “Moving slow 
to move fast” is a valuable strategic insight and an understandable strategic plan if chosen 
deliberately. But “moving slow” for other reasons could prove fatal, particularly in the face of 
an adversary who has successfully mastered a different approach. These dynamics are what 
make this a wicked problem with an extremely hard yet potentially viable way forward.5

2 When then–Vice Chief of Staff GEN James McConville emphasized this point, he used the following 
language: “Winning matters. . . . When we send the United States Army somewhere, we don’t go to partici-
pate, we don’t go to try hard. We go to win. That is extremely important because there’s no second place or 
honorable mention in combat” (Sean Kimmons, “New Chief of Staff: Taking Care of People Key to Winning 
the Fight,” U.S. Army, October 8, 2019).
3 Center for Army Lessons Learned, MDMP: Lessons and Best Practices, Leavenworth, Kan.: U.S. Army, 
Handbook No. 15-06, March 2015.
4 TAA and many other processes are described in detail and regularly updated in U.S. Army War College, 
How the Army Runs: A Senior Leader Reference Handbook, 2019–2020, Carlisle, Pa., 2020. 
5 Brian W. Head and John Alford, “Wicked Problems: Implications for Public Policy and Management,” 
Administration & Society, Vol. 47, No. 6, 2015.



Using Technology to Improve the Agility of Force Generation Processes

399

This chapter examines the feasibility of using technological advances to improve this 
force generation process. The chapter first discusses the force generating and operating pro-
cess and the idea of the PPBE process as an undergoverned space. Then, the chapter discusses 
how technology is currently able to improve the process, how the associated capabilities could 
evolve to offer even greater utility, and the paths that this evolution might take.

Force Generating and Operating Processes

Table 14.1 shows the force generating and operating processes and the relevant timescales and 
levels of warfighting. The key point is that mission success largely depends on these differ-
ent processes and different decisions that are executed in different places all coming together 
concurrently and in a synchronized manner. Figure 14.1 shows the time frame of program-
ming years in the PPBE process, and Figure 14.2 illustrates how different phases of the PPBE 
process are performed simultaneously to meet the needs of different years.

TABLE 14.1

Generating and Operating Forces

Generating Operating

Planning Programming Budgeting Execution Strategic

20 years or more 2–7 years from now Next year This year Operational

Tactical

NOTES: In any given year, all four parts of the generating process are happening concurrently across multiple organizations. 
The parts of the operating process happen concurrently in multiple theaters, and the timescale is not fixed. The parts of DoD 
that are responsible for generating forces (the individual services) and operating the joint force (the Secretary of Defense and 
the Combatant Commands) are organized around different planning principles.

FIGURE 14.1

Time Frame of Programming Years in the PPBE Process

FY 2027FY 2026FY 2025FY 2024FY 2023FY 2022FY 2021FY 2020FY 2019 FY 2028

SOURCES: Congressional Research Service, “Defense Primer: Future Years Defense Program (FYDP),” Washington, 
D.C., updated December 15, 2021; based on Department of Defense Directive (DoDD) 7045.14, The Planning, 
Programming, Budgeting, and Execution (PPBE) Process, Washington, D.C.: U.S. Department of Defense, January 25, 
2013.
NOTE: FY = fiscal year; FYDP = Future Years Defense Program.

Current
budget year

5-year program “FYDP”

Force structure planPrevious
appropriation years
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Fortunately, this process has been mostly successful. For the most part, one can tell a logi-
cal and rational story that connects the dots of national defense strategy, the PPBE process, 
and the battlefield in a forward direction. Debating whether and where the process has or has 
not broken down is not the focus of this analysis. Instead, this chapter examines how it could 
be augmented or improved with greater use of technology and discusses the desirability of 
these potential improvements. Thus, instead of discussing the demise of the Future Combat 
Systems Program, this chapter presents different questions:

• How many decisions went into this year’s TAA process?
• Is it possible to reproduce the information inputs that went into those decisions and the 

business rules or other logic that went into their adjudication?
• How would those decisions change if an important aspect of the operational environ-

ment were to change? How long would it take to rerun the entire analysis if necessary?
• How many permutations of alternative futures were considered?

Increasing the bandwidth and lowering the latency in the information exchanges between 
generating and operating force processes is not enough. Without agile decisionmaking pro-
cesses on both sides, more information at greater speeds might overwhelm, not inform.

FIGURE 14.2

Phases of the PPBE Process Performed Simultaneously 

SOURCE: Congressional Research Service, 2021.
NOTES: BES = Budget Estimation Submission; CY = calendar year; DPG = Defense Planning Guidance; POM = 
Program Objective Memorandum. Letters across the top represent months (“J” = January, “F” = February, and so on). 
The figure shows the DoD resource allocation process by month and calendar year and by fiscal year. Execution as 
shown is based on appropriations available for one year.
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FY 2020

FY 2021

FY 2022

FY 2023
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The PPBE Process as an Undergoverned Space
Strategic direction and resource allocation that are the focus of PPBE are ultimately con-
trolled by elected officials, but, in the PPBE process, the machinery that actually churns 
through all of the intermediate analytical and procedural steps is a massive assembly of 
hierarchical administration that performs a similar function year after year. Although on 
the surface this might seem to suggest that PPBE is an overgoverned space, this chapter 
differentiates between bureaucracy and governance; the latter focuses specifically on the 
processes used for direction and control. To be clear, the PPBE process has large amounts 
of bureaucracy and governance—it has so much that the scale itself might lead one to label 
it an undergoverned space. Each silo may make sense by itself, and the reasoning behind 
the decisionmaking within may be known to all of its internal participants. Furthermore, 
the hierarchical thread is often visible from the top down. Even though cross-functional 
teams do emerge,6 and other crosscutting mechanisms do exist to respond to extraordinary 
events, full synchronization at the enterprise level is usually done only infrequently (e.g., 
on an annual basis) and at a very high level. As a result, silo-spanning opportunities for 
strategic adjustments at lower levels of detail and shorter time frames can get lost in the 
shuffle. The primary shortcoming that this chapter focuses on is not the comprehensive-
ness of the governance regime but rather the governance regime’s ability to quickly sense 
changes that, despite seeming relatively minor in the short and medium terms, alter the 
calculus associated with previous decisions and important future outcomes; detecting and 
capitalizing on such opportunities requires making course corrections more quickly than 
they otherwise would be made.

The pros and cons of greater agility can be considered first through this internal enter-
prise perspective, largely from the generating force; the presence of external competitors 
and adversaries is not considered from this perspective. But when the scope is expanded 
to include the operating force, this exemption ceases, because the enemy gets a vote. The 
handoff from generating to operating—whether of trained and ready troops or of mate-
riel solutions, concepts, capabilities, and organizational structures—is another area of the 
undergoverned spaces label. Again, to be clear, there is a thread that can be connected 
between the capabilities and readiness levels of the force that the Army has on the battle-
field today and the choices that were made as part of the preceding years of the PPBE 
process, but it is not always as clear and deliberate a line as it could be, and improving the 
strength of this connection is the target of significant and ongoing attention.7

6 Rodney D. Fogg, “From the Big Five to Cross Functional Teams: Integrating Sustainment into Modern-
ization,” U.S. Army, November 4, 2019.
7 The creation of Army Futures Command is an example; however, even within the U.S. Army, there are 
multiple commands that are relevant stakeholders.
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How Can Technology Currently Be Used to Improve Agility?

The further left one moves toward force generation in Table 14.1, the less one finds that 
formal analytical techniques have been brought to bear.8 For example, modeling and simu-
lation work required to define the parameters of how Headquarters, Department of the 
Army accomplishes its Title 10 mission (e.g., organize, train, equip) in a way that would 
allow for automated course-of-action generation or analysis to be carried out has not yet 
been performed. Then again, there are countless models used to generate scenarios and 
forecast resource requirements. In addition, end-to-end business processes are documented 
in enterprise knowledge repositories and mapped to the associated information technology 
(IT) systems, and the data are contained within those systems to give an architectural blue-
print of nearly all of the activities the U.S. Army’s generating force performs en route to 
providing those trained-and-ready forces to combatant commanders. Furthermore, tech-
niques such as business process intelligence (BPI) and process mining are providing even 
deeper insights into the variations that any particular transaction takes within those busi-
ness processes in support of finding sources of inefficiencies and other targets for process 
improvement and business process reengineering.

This level of transactional activity might be too granular even for the data-driven 
approaches that are considered in this analysis, and one might have to squint to see how 
the more efficient routing of case-processing workflows or resolutions of unmatched trans-
actions end up moving the needle in strategic competition. The benefits do accrue, and in 
aggregate—including second- and third-order effects, such as reduced needs for repetitive 
labor and training or other automation by other means of robotic processes; the savings 
and efficiencies are substantial at the scale of the U.S. Army. But they are essentially opti-
mizations within a given design and not the process of creating a new design—a task that 
continues to be carried out primarily by humans (and for good reason, given the limita-
tions of technology). Opportunities exist both in operating within a given construct and 
in better mapping the aggregate benefit of lower-level optimizations to higher-order objec-
tives, as well as in facilitating the higher-level decisionmaking that leads to the fundamen-
tal design changes to the operating environment.

A separate but related area of progress on the force generating side is the steady evolu-
tion beyond massive data calls to feed information requirements for the various deliberations 
that occur regularly within DoD. Although some cross-service obstacles do remain, both 
DoD as a whole and the U.S. Army specifically have made real progress in standing up data 
platforms that are capable of ingesting authoritative data in nearly real time and generating 
dashboard equivalents of the Microsoft PowerPoint presentations that used to take rooms 

8 On the operational side, similar limitations can be seen moving up from somewhat constrained tacti-
cal scenarios toward operational and strategic concerns, such as larger-scale operations or decisions with 
greater political degrees of freedom. Both the generating and operating examples highlight the inherent 
challenges of modeling problems with fewer and fewer constraints, but the application of these techniques 
on the generating side is a much greener field to tackle.
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full of people days, weeks, and sometimes months to assemble. Not only does this make the 
descriptive process more efficient, but it also allows decisionmakers to ask diagnostic ques-
tions about how a particular data point can be broken down and further analyzed and forms 
the basis from which more-advanced predictive and prescriptive analytics can subsequently 
be performed.

Despite this progress, the gap that remains, which is the motivating problem for this 
analysis, can best be summarized with a humorous criticism occasionally leveled at such 
efforts: Any investment in creating these dashboards for senior leaders should also set aside 
money for a human being to interpret that dashboard and explain it to those senior leaders. It 
is true that data literacy might increase direct senior leader engagement with these tools, but, 
for the time being, the actual decisionmaking largely occurs outside the confines of the com-
puter screen. It is informed by the data and connected to the daily transactional processes, 
but it is a predominantly human endeavor. Artificial intelligence (AI) still has a ways to go 
before it gets a seat at the table next to best military judgment.

However, there are several developments on the horizon that might bring this vision one 
step closer to reality. The race toward successful convergence of better data management, 
descriptive and diagnostic dashboards, best military judgment, the Military Decisionmaking 
Process (MDMP), and AI will yield significant benefits to those who win. The next two sec-
tions discuss what lies ahead for using technology to improve the agility of force generation 
and lay out possible emerging pathways toward achieving that goal.

Moving Toward Digital Twins—Achieving Greater Technological 
Agility

This section highlights two key semi-automated, data-driven approaches to achieving greater 
agility. The first is the ability to compress the time it takes to turn the crank, so to speak, 
and update complex decisionmaking given new information. The second, which is more of a 
stretch goal, would be to leverage the same foundation for use in the vast number of what-if 
experiments that modeling and simulation and AI algorithms require to train on and pro-
duce novel insights and competitive advantage.

The first approach must solve the following problems: (1) accurately encapsulate the 
inputs to decisions and the logic by which they are governing; (2)  sense changes to those 
inputs and trigger updates; and (3) propagate the outputs and their effects as inputs to other 
relevant decision points. With these problems solved, it is possible to achieve the turn-the-
crank-faster goal by keeping the state of the “virtual” model up to date with the “physical” 
organization and using its output as a human decision support tool. The second (or stretch) 
goal can be met by feeding a model artificially generated inputs as one-off explorations or at 
scale to elicit emergent behaviors. In other words, the objective is to have a digital twin of a 
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very complex organization;9 the evolution from a digital model to a digital shadow to a full 
digital twin provides a framework for this analysis.10 Table 14.2 summarizes the distinctions 
between digital model, digital shadow, and digital twin, but, essentially, in all three cases, 
there is a physical object and a digital object, and what separates them is the level of integra-
tion in terms of whether data flows are manual or automated between them. A digital model 
that encapsulated decision points and logic but required manual feeding of each input would 
not achieve the desired level of agility. A digital shadow would have significant utility up 
until the point that a requirement emerged to make its decisions real, at which point it would 
rely on a human for the last mile of connectivity back to an actual decisionmaking process. 
A full-on digital twin would provide the option of closing the loop and automating actions 
if that level of speed were required—something that might be difficult to envision today, but 
not entirely inconceivable in the future.

The idea of digital twins has its roots more in manufacturing and complex equipment 
than in organizational management. Recently, the digital twin concept has been extended 
to modeling an organization’s well-defined business processes at the operational level—for 
example, optimizing supply chains by stress-testing disruptions or new ideas; testing new 
products or marketing campaigns on digital models of customers and business partners; 
updating a bank’s business model to adapt to changes in customer behavior, regulations, fin-
tech technology, and society in general; and managing large complex systems, such as cities 
in planning and disaster response scenarios that must balance such factors as costs and effi-
ciency of transportation and other core functions.11 The leap that is being explored in this 

9 A digital twin of an organization is “a dynamic software model of any organization that integrates opera-
tional and contextual data to understand how an organization operationalizes its business model, connects 
with its current state, responds to changes, deploys resources and delivers customer value” (Gartner, “Quick 
Answer: What Is a Digital Twin of an Organization?” webpage, July 29, 2021).
10 Werner Kritzinger, Matthias Karner, Georg Traar, Jan Henjes, and Wilfried Sihn, “Digital Twin in Man-
ufacturing: A Categorical Literature Review and Classification,” 16th IFAC Symposium on Information Con-
trol Problems in Manufacturing INCOM 2018, Vol. 51, No. 11, 2018.
11 Enterprise Architecture Research Team, Three Use Cases of Digital Twins, Stamford, Conn.: Gartner, 
March 31, 2020; and Marc Kerremans and Joanne Kopcho, Create a Digital Twin of Your Organization to 
Optimize Your Digital Transformation Program, Stamford, Conn.: Gartner, February 13, 2019. 

TABLE 14.2

The Evolution to a Digital Twin

Model Type Data Flow: Physical to Digital Data Flow: Digital to Physical

Digital model Manual Manual

Digital shadow Automatic Manual

Digital twin Automatic Automatic
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analysis is what would be possible if the same concept could fully be leveraged to aid strategic 
long-term decisionmaking in complex organizations.

Recent Technological Improvements in Agility
Given the evolution shown in Table 14.2, what have been the results of recent improvements? 
Enterprise architecture, such as the capture of digital artifacts in enterprise knowledge repos-
itories, has been around for some time. Models at this level have tended toward a layer of 
abstraction that is somewhat above the actual implementations and transactions that are 
found in the underlying business systems and processes, as the term architecture might imply. 
Using the model-shadow-twin framework, one might think of them more as digital models 
of an organization. Humans create the architectural artifacts, and humans manually analyze 
those same artifacts to make decisions about transformation from the “as-is,” current state to 
the “to-be,” future state.

Recently, however, BPI tools have reached a level of maturity at which they are able to 
analyze transactional-level data from workflow-based systems to automate some of the data 
flow between the architecture and the physical process. If the transactional data are thought 
of as the physical process and the architecture is thought of as the digital model, process 
mining can provide an automated data flow of what the process looks like in practice, includ-
ing the variants that are most common, and pinpoint the steps that are causing the great-
est inefficiencies (e.g., identifying that an upstream data error is causing manual processing 
downstream that requires significant attention and causes major delays). This might cross the 
threshold for consideration as a digital shadow.

Moving in the other direction, from model to physical process, the same tools are capable of 
generating predictive models that can indicate that a particular transaction is headed toward a 
particular variant of the process and flag the transaction for intervention, either automatic or 
manual, to set it on the right path. One might think of this link as qualifying as a digital twin 
with automated data flows in both directions, although this is a bit of a stretch. However, the 
decisions involved are fairly constrained to the given environment and can hardly be consid-
ered strategic, and they do not rise to the level of designing new processes. That is not to say that 
BPI and process mining insights cannot inform strategic decisions, but, at this point, they are 
limited, for the most part, to informing the humans who are making them.

A related technological advancement that has yielded benefits is robotic process automa-
tion (RPA) and the evolution of RPA to intelligent process automation (IPA). These tools 
are not necessarily tied to enterprise architecture or process mining, although they can 
be.12 When robotic process automation is used to perform so-called swivel chair tasks—in 
which workers swivel between using applications or computers to manually extract informa-
tion from one application and then validating that information and pasting it into another 

12 Khari Johnson, “UiPath Acquires ProcessGold and StepShot to Help Businesses Identify RPA Opportu-
nities,” VentureBeat, October 15, 2019.
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application—it is not as easy to conceive of in the context of a digital twin, although this 
basic extract, transform, and load functionality could help automate digital shadow or digital 
twin data flows. However, when more-complex data gathering, analysis, and decisionmaking 
is delegated to these automations, as is the case with IPA, the link to automated data flows 
from digital to physical is clear. One example of a decision that has been automated in private 
industry with these tools is the granting of credit. Another example is the processing of insur-
ance claims. Whereas companies previously might have used a human or multiple humans to 
elicit the required information from an applicant, to look up additional information accord-
ing to their responses, and then to apply actuarial tables, predictive models, or other busi-
ness rules to make a decision, all of these steps can be and have been automated with IPA.13 
This software makes decisions on behalf of the organization and executes them directly in 
the physical, real-world process.14 Although these types of decision automations are a step up 
in significance from routing workflow-based transactions, they still do not quite rise to the 
level of strategic decisionmaking that this chapter is concerned with and could have similar 
limitations in their degrees of freedom.

Another significant advance, farther up the ladder of decisionmaking complexity, is the 
creation of enterprise data lakes within both the U.S. Army and DoD. Partially in response to 
National Defense Authorization Act (NDAA) and Evidence Act requirements and partially 
because of senior leader demand to break through information siloes to provide more-timely 
inputs for resource-informed decisionmaking, such data lakes have been massive undertak-
ings that build on the foundations of formal data strategy and data governance bodies to 
ensure that the gathered information is authoritative and up to date. As previously men-
tioned, one of the principal advantages of this work is that, once the data flows, transforma-
tions, and visualizations have been created, subsequent measurement and assessment that 
previously required time- and resource-intensive data calls can now be performed in real 
time and can further allow consumers to perform drill-down diagnostics that can unpack 
nearly all data points. As a point of reference, equivalence has already been reached in replac-
ing important PowerPoint briefings that took months to generate with dashboards show-
ing the exact same metrics based on the most-recent and most-authoritative data. Further 
decision-support tools that leverage advanced predictive or prescriptive algorithms are also 
making their way into these platforms, but, for most important decisions, the humans are 
still fully in charge—and with good reason. 

13 Automation does not address any of the potential pitfalls that are inherent in further delegating deci-
sions to algorithms, such as bias in the training data or flaws in the model; it can amplify the negative con-
sequences if they are otherwise ignored.
14 Foreshadowing this chapter’s discussion of pathways, these tools have also been drivers of methods to 
formalize and document decisionmaking rules and information inputs in the interest of transparency and 
fairness required by good sense and various regulatory regimes.
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Impediments That Have Slowed Down the Technological Advances 
Toward Increased Agility
Despite all of these advances, organizations as complex as DoD or the Department of the 
Army are not yet on a trajectory toward achieving the benefits of full digital twins. Several key 
impediments remain. As previously mentioned, the most important limitation is that there 
is still a significant number of decisions that are not documented, let alone automated. To 
some degree, it is the most important strategic decisions that fall into this category. Potential 
solutions to this challenge are described and reviewed in the discussion of pathways ahead.

A second significant impediment is the scale of the apparatus that is involved with the 
PPBE process, let alone its intersections with the operating force (e.g., Combatant Command 
Integrated Priority Lists). With the exception of the discretionary latitude given to DoD, the 
U.S. Army, and the other services to make execution adjustments within a given year, the rest 
of the machinery involves the preparation and submission of the President’s Budget request 
to Congress, Congress itself, and the many other arms of government (e.g., the Treasury) that 
are all now operating on the PPBE time frames (see Figures 14.3 and 14.4). It is of limited use 
for DoD or the U.S. Army to make PPBE decisions with greater agility if their ability to act 
on those decisions is constrained by other legitimate stakeholders in the process who are not 
able to match a new cadence. Although much of the focus of this chapter is on potential tech-
nical enablers of greater agility, some existing processes and mechanisms will also need to be 
improved or completely reengineered for the benefits associated with technological advances 
to be fully realized. These technological enablers will be addressed toward the end of this 
chapter, after all of the key technical concepts have been introduced.

Other process changes, with little or no connection to technical enablers, are primarily 
policy-oriented solutions. These are important, but they are not the focus of this analysis. 
For example, existing lines of effort aimed at addressing limitations associated with budget 
appropriation categories (“color of money”) that inhibit agile IT acquisition practices might 
alleviate some of these concerns.15 As previously mentioned, such approaches as these do 
foster greater agility, primarily through changes to the ways in which people and processes 
work, and they are the kinds of strategic, design-related approaches that change the funda-
mental rules of the game. But they are massive undertakings themselves, requiring focused 
campaigns that span years to achieve. In this sense, they themselves are not agile mechanisms.

The TAA process serves as a good example of how the status quo presents opportunities 
for greater agility that might be within reach given current technical enablers (see Figure 14.5). 
At roughly ten months of mostly manual processing, the TAA does employ many models and 
decision aids, particularly during Capability Demand Analysis (Phase I), but the actual pri-
oritization of competing demands and iterative adjudication of the associated decisionmak-
ing during Resourcing and Approval (Phase II) is more of an art than a science.

15 For an example of process, the recently revised DoDD 5000.01 calls for “deliver[ing] performance at the 
speed of relevance” (DoDD 5000.01, The Defense Acquisition System, Washington, D.C.: U.S. Department 
of Defense, September 9, 2020, p. 4).
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Although TAA is an important step in the prioritization process that aligns resources to 
strategy (and one that actually does rely on modeling and simulation and historical data), 
most and perhaps even all of the adjacent steps—whether development of national strategy or 
congressional review of justifications for spending—exemplify the type of strategic decision-
making that has yet to fully benefit from advances in technology in the same way that process 
mining and IPA have moved the needle elsewhere.

The argument here is not that there is a one-size-fits-all, technology-driven solution for 
performing the analysis required to support any of these steps—the variation in approaches 
that are now used probably reflects the best-fit solutions available. Instead, the hypothesis is 
that there might be a one-size-fits-all solution for encapsulating the logic, inputs, and outputs 
at each step and the relationships between them such that evaluation in response to changing 
conditions is nearly continuous instead of periodic or episodic.

FIGURE 14.3

The Full Process for Creating and Approving the DoD Annual Budget

SOURCE: U.S. Army War College, 2020. 
NOTE: CJCS = Chairman of the Joint Chiefs of Staff; DAMO = Department of the Army—Management Office; 
OSD = Office of the Secretary of Defense; PA&E = Program Analysis and Evaluation; SS = Strategy, Plans, and Policy; 
ZR = Resource Analysis and Integration Office; ZT = Transformation Office.
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The straw man counterargument is that some strategic analysis does not have inputs, out-
puts, or logic that can be encapsulated, which should give pause for other reasons. In between 
is the argument that encapsulating the logic, inputs, and outputs is possible but has heretofore 
been too difficult an undertaking to pursue. Even if there is a middle space of steps that are 
“difficult but not impossible” to encapsulate, such as strategic tabletop exercises with non–
zero-sum trade spaces, such steps are likely the exception and not the rule. They either may 
remain as manual steps that must be performed, no matter how much automation has been 
introduced into the rest of the process, or will successfully be encapsulated at some possibly 
lower level of resolution that provides a reasonable trade-off between fidelity and automation.

FIGURE 14.4

Flowchart of the Full Process for Creating and Approving the DoD Annual 
Budget

SOURCE: U.S. Army War College, 2020.
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Table 14.3 lists a subset of the various decisionmaking arenas, stakeholders, and issues that 
continue to rely on primarily human adjudication, with little to no formal structure of informa-
tion inputs, decision rules, or machine-readable capture of decisions made and reasons why.16

Clearly, the level of complexity in the decisionmaking shown in the table is beyond what 
one would think of today as something that can or should be further delegated to computers, 
even partially. Furthermore, it should come as no surprise that the PPBE process, which has its 
roots in the Planning, Programming, and Budgeting System developed by Secretary of Defense 
Robert McNamara in 1962, is not designed for machine and data-driven automation. Finally, the 
complexity of the operational environment that provides the context for these decisions clearly 
exceeds that of comparatively simple games, such as chess and Go, and may defy efforts to pro-
vide the structure required for technology-driven solutions to succeed indefinitely. Despite these 
residual obstacles, discussed more thoroughly by Justin Grana in Chapter Seventeen, the aim in 

16 Decisions are documented in various memoranda (e.g., Army Structure, Army Planning Guidance Memo-
randum), but they are not machine-readable and do not always explicitly identify decision inputs and rules.

FIGURE 14.5

The Total Army Analysis Process

SOURCE: James Kennedy, “Total Army Analysis (TAA),” video, YouTube, October 14, 2019.
NOTE: AC = Active Component; ARNG = Army National Guard; COCOM = combatant command; 
COMPO = component; JS = Joint Staff; NDS = National Defense Strategy; SLDA = Senior Leaders, Department of the 
Army; USAR = U.S. Army Reserve.
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TABLE 14.3

DoD and Army Decisions and Decisionmakers

Input Source Description

NSS Executive Branch Outlines the major objectives for the nation, addresses 
how the United States plans to deal with other nations, 
and provides top-level guidance related to the capabilities 
required to implement the NSS 

NDS OSD Provides specific guidance for how the military will 
prepare to accomplish the NSS

NMS CJCS Provides some detail on force employment and force 
design and development to support the NDS

Joint Strategic 
Planning System 
Guidance

CJCS Provides strategic direction to the armed forces and 
defense policy, programs, and budgets

Integrated Priority 
List 

Combatant commands Highlights capability shortfalls and provides priorities and 
requirements

Defense Planning 
Guidance 

OSD Gives specific guidance to components to support their 
POM development; prioritizes resource allocation and 
capability development and describes risk tolerance; 
contains more specifics than the NDS and is updated 
annually

AV Secretary of the Army, 
Combat Support 
Agency

Articulates the desired end state of the SA and CSA over 
a ten-year time horizon (minimally every four years)

ASP Deputy Chief of Staff, 
G-3/5/7

Articulates a strategy that directs how the Army will 
fulfill its Title 10 responsibilities and additional statutory 
requirements over a ten-year time horizon (no later than 
120 days after NDS release and reviewed every two years)

APG DCS, G-3/5/7 Initiates the Army’s annual PPBE process by identifying 
and providing guidance for key planning issues that 
require resolution or additional guidance before the POM 
build is complete (annually)

APGM Director, Program 
Analysis and Evaluation 
(DCS, G-8) 

Codifies decisions made throughout the planning process 
to resolve each of the issues identified in the APG 
(annually)

ACP DCS, G-3/5/7 Establishes and monitors annual priorities and initiatives 
from the SA and CSA that require measurable end states 
or decision in the year of execution (reviewed quarterly, 
updated annually)

POM development Program Evaluation 
Groups (equipping, 
installations, manning,
sustaining, training), 
Planning Programming 
Budget Committee, 
Senior Review Group, 
and SA/CSA

Documents the program decisions of the SA as influenced 
by the CSA’s recommendations, presents the Army’s 
proposal for a balanced and integrated allocation of its 
resources within specified OSD fiscal and manpower 
constraints (annually)
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this chapter is to spell out the case for what might be possible to achieve should these technical 
methods successfully find their way further into the strategic competition fight.17

What Technological Advancements to Improve Agility Are 
Possible?

The digital model, shadow, and twin framework previously introduced can be further 
expanded by incorporating the notion that there are degrees of autonomy that such an evolu-
tion may adopt. In the context of this analysis, autonomy factors primarily into the automa-
tion of data flows from the digital twin back into the organization. When the model or twin 
suggests a new decision based on some update to the inputs or the decision logic, does that 
decision flow directly back into the organization in a fully automatic fashion with little to no 
supervision? Is there a human monitor in the loop? Or is the decision provided as a sugges-
tion in an alert to a human in the loop who must subsequently take action? To summarize 

17 Justin Grana, “Difficulties in Analyzing Strategic Interaction: Quantifying Complexity,” in Aaron  B. 
Frank and Elizabeth M. Bartels, eds., Adaptive Engagement for Undergoverned Spaces: Concepts, Challenges, 
and Prospects for New Approaches, Santa Monica, Calif.: RAND Corporation, RR-A1275-1, 2022. 

Input Source Description

Program Decision 
Memorandum 
(PDM)/Program 
Budget Decision 
(PBD)/RMD

OSD After making the final decision on change to the service 
programs, the Secretary of Defense issues PDMs or 
PBDs (collectively called RMDs), which direct the services 
to change their programs to comply with the Secretary of 
Defense’s resourcing decisions

Justification books Assistant Secretary of 
the Army for Financial 
Management and 
Comptroller

After the President formally submits the budget, the Army 
provides detailed budget justification to the authorization 
and appropriations committees. First, however, 
appropriation sponsors will have prepared material in Army 
justification books to conform to decisions of the President 
and Secretary of Defense and congressional requirements 
for formats and supporting information. Justification books 
undergo internal Army review by the Assistant Secretary of 
the Army for Financial Management and Comptroller and 
are then sent to OSD for final review.

Authorization and 
appropriation

Congressional 
committees

Each house of Congress has a subcommittee for Defense 
Appropriations; the Senate Appropriations Committee–
Defense and the House Appropriations Committee–
Defense
In addition to the subcommittees for appropriations, each 
chamber has a committee that authorizes the actions 
and activities of the Army: the Senate Armed Services 
Committee and the House Armed Services Committee

SOURCE: U.S. Army War College, 2020. 

Table 14.3—Continued
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the degrees of autonomy trade-offs, it is helpful to consider examples provided by others in 
similar analyses of weapon systems.18

These examples are the Soviet doomsday nuclear counterstrike system known as the Dead 
Hand; the Israel Aerospace Industries Harpy drone, a “fire and forget” counter–air defense 
loitering munition; the Raytheon Patriot missile, which has a human in the loop, but only 
until the weapon is engaged; and the Lockheed Martin Aegis Combat System, which incorpo-
rates multiple levels of environmental fine-tuning and multiple levels of autonomy, ranging 
from almost none to almost complete autonomy.

From these examples alone, the following can be surmised: (1) automation has been incor-
porated at the most-strategic levels of decisionmaking (at least by some); (2)  applications 
range from strategic to tactical, with a degree of great peril, ethical dilemmas, and, arguably, 
necessity; (3) finding the right balance of human involvement in automated processes can be 
difficult, and there can be negative consequences, such as lethal friendly fire; and (4) a well-
engineered system can incorporate robust safeguards while still providing the advantages of 
automation when necessary and can deliver the desired benefits in a manner that remains 
competitive in the presence of potentially fully automated adversaries. 

Returning to the previous juxtaposition of the generating and operating force, the thinking 
at the pointy edge of the spear in the latter is pushing the bounds of the autonomy spectrum 
and branching out into long-term planning horizons and consideration of sequences of compe-
tition below armed conflict, armed conflict, and return to competition. Figure 14.6 depicts the 
notion of convergence in the context of multidomain battle in the 21st century, which has many 
overlaps with the Defense Advanced Research Projects Agency’s (DARPA’s) existing research 
on Mosaic Warfare and has been described as multidomain battle, only “faster.”19

18 Nicholas Thompson, “Inside the Apocalyptic Soviet Doomsday Machine,” Wired, September 21, 2009; 
Paul Scharre, Army of None: Autonomous Weapons and the Future of War, New York: W. W. Norton & Com-
pany, 2018; P. W. Singer and August Cole, Ghost Fleet: A Novel of the Next World War, Boston, Mass.: Eamon 
Dolan/Houghton Mifflin Harcourt, 2015.
19 Theresa Hitchens, “DARPA’s Mosaic Warfare—Multi Domain Ops, but Faster,” Breaking Defense, 
September  10, 2019. See also Bryan Clark, Dan Patt, and Harrison Schramm, Mosaic Warfare: Exploit-
ing Artificial Intelligence and Autonomous Systems to Implement Decision-Centric Operations, Wash-
ington, D.C.: Center for Strategic and Budgetary Assessments, 2020; Justin Grana, Jonathan Lamb, and 
Nicholas A. O’Donoughue, Findings on Mosaic Warfare from a Colonel Blotto Game, Santa Monica, Calif.: 
RAND Corporation, RR-4397-OSD, 2021; Timothy R. Gulden, Jonathan Lamb, Jeff Hagen, and Nicholas A. 
O’Donoughue, Modeling Rapidly Composable, Heterogeneous, and Fractionated Forces: Findings on Mosaic 
Warfare from an Agent-Based Model, Santa Monica, Calif.: RAND Corporation, RR-4396-OSD, 2021; and 
Nicholas  A. O’Donoughue, Samantha McBirney, and Brian Persons, Distributed Kill Chains: Drawing 
Insights for Mosaic Warfare from the Immune System and from the Navy, Santa Monica, Calif.: RAND Cor-
poration, RR-A573-1, 2021.
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Possibilities with the Model, Shadow, and Twin Framework
Digital Model
With manual data flow in both directions (see Table 14.2), a digital model is at the low end of 
the capabilities envisioned in this framework. Nevertheless, what could be done if all of the 
PPBE-related decisions made by humans were manually documented in machine-readable 
formats? For starters, it would be easier to maintain the continuity of intent, from national 
strategy development all the way to the execution of funds. Usually, there is a clear thread 
connecting the major outcomes from each step together, but each decision is also analyzed 
at greater levels of detail at lower echelons within the apparatus. Councils of Colonels and 
even two- and three-star governance bodies act as filters and gatekeepers for senior leaders 
who are presented with a subset of the facts, assumptions, constraints, and other inputs into 
the MDMP. There is no “audit” for PPBE in the same way that audit compliance is required 
for financial systems and data, but this is essentially the capability that would be created. 
Similarly, there is no baseline, data-driven metric that measures how consistent subsequent 
decisionmaking is with previous steps, but narrowing any gaps between strategic intent and 
actual execution would be advantageous if the wisdom of the strategic inputs is to be believed. 
An example of where and how this might be done would be trying to document the decision 
logic employed in the adjudication of how divergent thinking presented by different services 

FIGURE 14.6

The U.S. Army’s Operational Concept of Convergence

SOURCE: U.S. Army Training and Doctrine Command, Multi-Domain Battle: Evolution of Combined Arms for the 21st 
Century, 2025–2040, Version 1.0, Fort Eustis, Va., December 2017. 
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at the Deputy’s Management Action Group aligns with the Secretary of Defense’s priorities 
and the planning and programming schedule.

Digital Shadow
Moving up a step to a digital shadow with some automation—in which the inputs, business 
rules, and decision outputs could be captured as part of a regular workflow—strategists con-
cerned with long-term competition would be able to see where the U.S. Army is in the pro-
cess at any given time, early enough to manually intervene when strategy and execution fall 
out of alignment either because of externalities in the operational environment or because of 
misinterpretation of guidance in previous steps of the process. Monitoring whether policy 
changes around adaptive acquisition are encouraging the desired patterns of behavior and 
quickly diagnosing problems where they exist are examples of additional utility that a digital 
shadow provides over a digital model. This same foundation, coupled with the right set of 
metrics, could also open the door to countless optimization exercises, what-if scenarios, and 
forecasting excursions by feeding new inputs to existing decision points and business rules.20

As important, and perhaps even more so, would be the ability to perform the same explor-
atory exercises by adjusting the business rules themselves instead of or in addition to the use of 
new data. The benefits that such an advance would provide, in terms of understanding both the 
direct impacts of a decision and the second- and third-order downstream impacts and remain-
ing consistent with upstream guidance, could also have operational and tactical utility.

For example, revealing how the decision to extend the period of basic training might 
affect those managing stationing given limited housing, barracks, ranges, and other con-
straints would better allow decisionmakers in one area to understand a fuller picture of the 
enterprise impacts and trade-offs from their decisions. To some degree, this already happens 
in practice, such as when a program that was previously resourced according to assump-
tions that were valid at the time is subsequently given more funding or has funding taken 
away because of shifts in priorities or the ability to execute. However, these adjustments are 
done manually and on an ad hoc basis: There is no model that is constantly running in the 
background, examining how previous decisions should be revisited as the inputs to those 
decisions change in real time. When model interpretability and transparency are accounted 
for as requirements, these solutions need not feel like intractable black boxes, and the signals 
they reveal, on reflection by humans, often find grounding in intuitive explanations that can 

20 The objectives for optimization can vary in granularity from a binary indicator of whether the inputs 
provided resulted in a win or a loss to detailed measurements of underlying observables of interest. For the 
former, winning is meant to encapsulate some definition of the term at the most strategic level that approxi-
mates the practical definition used for tabletop exercises and board games, such as RAND’s recently released 
board game Hedgemony. (See Michael E. Linick, John Yurchak, Michael Spirtas, Stephen Dalzell, Yuna Huh 
Wong, and Yvonne K. Crane, Hedgemony: A Game of Strategic Choices, Santa Monica, Calif.: RAND Cor-
poration, TL-301-OSD, 2020.) For the latter, any metric or set of metrics that are outputs of the model, such 
as budgets, readiness levels, and case processing backlogs, could be the objective for optimization.
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be further validated and explored in greater detail and become the basis of an iterative cycle 
of improvement.

Digital Twin
Up until this point, this chapter has not discussed closing the loop, so to speak, by connecting 
the outputs of the digital twin back to the physical organization in an automated fashion, and 
it seems unlikely that the levels of capability and comfort required to reach that stage will be 
reached anytime soon. When the operations tempo on the operational force goes into high 
gear, the impact on the generating force is felt, and, if the generating force’s ability to support 
operations is impeded, the consequences can be significant. Occasionally allowing backlogs 
to accumulate or deferring nonessential tasks is a prudent response, but it is not one that can 
last indefinitely, because this mode eventually breaks down if the time and space to catch up 
using both manual and automated means are not also provided. As is the case with a deferred 
maintenance strategy in facilities management, there is a threshold beyond which the accu-
mulation of risk is too great and the future costs become too high. Therefore, in the periods of 
greatest stress over long periods of time, it is not inconceivable that the U.S. Army might wish 
to delegate more and more decisionmaking to machine-speed mechanisms with increasing 
levels of autonomy—up to and including human-in-the-loop, human-on-the-loop, and fully 
automatic modes of operation.21

One of the most compelling motivations for a full digital twin’s ability to assist with long-
term competition is also the one that requires the biggest leap of faith in terms of the scale and 
scope of the problem that must be solved: creating a twin not only of the U.S. defense-related 
decisionmaking apparatus but also of that of one or more U.S. adversaries and competitors 
in a similar level of detail. Doing so would provide nearly all of the ingredients necessary to 
use the same tools that are used to master previously human-dominated games of strategy, 
such as chess and Go, by employing reinforcement learning, neural networks, and Monte 
Carlo tree searches. These twins could then be pitted against each other to see what emer-
gent behaviors prove to be the most successful in terms of the development and execution of 
strategic goals and objectives.22 This would become a path for fulfilling the formalization of, 
or at least computing, the idea of competitive strategies that undergirded Andrew Marshall’s 
vision for net assessment based on organizational competition.23

21 Jackson Barnett, “AI Needs Humans ‘on the Loop’ Not ‘in the Loop’ for Nuke Detection, General Says,” 
FedScoop, February 14, 2020.
22 Such a model—including an early iteration at a higher level of abstraction—could augment Hedgemony, 
which, much like the actual PPBE process, is intended for human players only.
23 Andrew Krepinevich and Barry Watts, The Last Warrior: Andrew Marshall and the Shaping of Modern 
American Defense Strategy, New York: Basic Books, 2015; and Thomas G. Mahnken, ed., Competitive Strate-
gies for the 21st Century: Theory, History, and Practice, Palo Alto, Calif.: Stanford University Press, 2012.
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Understanding the Counterargument to the Digital Twin Approach
Having laid out a progression of potential benefits of the digital twin approach, this chapter 
now turns back to the counterargument that it is sometimes best to move slow to go fast for 
strategic issues.24 An exemplary quote, often attributed to Abraham Lincoln, that illustrates 
this point is, “Give me six hours to chop down a tree, and I will spend the first four sharpen-
ing the axe.” More-contemporary luminaries put forth variations of the same theme, “slow 
down to speed up”25 and “Need Speed? Slow Down.”26 These highlight the advantages of 
engaging in deeper dialogue so as to better understand the challenges that decisionmakers in 
complex organizations face.

It is quite possible that the PPBE process—with its timescales and human deliberative 
subprocesses—continues to be the best way ahead for strategic competition. But what caused 
suboptimal outcomes for some of the examples in the preceding paragraph is the confu-
sion of operational speed (moving quickly) with strategic speed (reducing the time it takes 
to deliver value). Given that distinction, there are variants of the digital twin approach that 
could succumb to the same mistake. However, there are clearly others that would aim directly 
at the goal of delivering value faster by exploring the solution space in even greater depth 
than is possible with human cognition alone.27 If a digital twin were used to constantly chase 
relatively meaningless or low-impact micro-optimizations, the juice would not be worth the 
squeeze. However, if it is to be used to gain strategic overmatch in the truest sense of the term, 
a digital twin would be an asset that would be too valuable not to pursue.

Even with a gaze that looks significantly into the future, the vision for concrete benefits 
remains fuzzy. The incremental gains that can be seen today from applying the digital twin 
approach to games that are less abstract and more concretely defined can help spur the imagi-
nation. Many strategic thinkers in the Army and elsewhere are avid chess players, but the 
implications of competition, either armed with or lacking approaches that allow for winning 
strategies to be learned by complex digital twins trained not only with rules and history but 
through extensive competition against each other, might be better highlighted by advances in 
AI’s ability to compete in a different game: Go.

In 2016, at a pivotal moment in game 2 of the matchup between the human Go cham-
pion at the time and AlphaGo, the AI developed by Google DeepMind, the machine played a 

24 An alternative counterargument that strategic objectives are simply too complicated to optimize is of 
similar merit, but we defer a lengthier treatment of this question with the compromise assumptions that 
these objectives can be modeled at different resolutions and that an appropriate level that would provide the 
utility outlined in this chapter is within the art of the possible.
25 Cornelius Chang and Robin Groeneveld, “Slowing Down to Speed Up,” McKinsey Organization Blog, 
March 23, 2018.
26 Jocelyn R. Davis and Tom Atkinson, “Need Speed? Slow Down,” Harvard Business Review, May 1, 2010.
27 Assuming that there was a level of transparency and interpretability in the output and operational condi-
tions that afforded the time to do so, human beings could still leverage the outputs for the same deliberative 
consensus-building they were used to with an expanded set of options and autogenerated logic.
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move—move 37—on a portion of the board that was extremely uncommon for that stage of 
the game. Many thought it was a mistake. But as the game unfolded, the decisive action sub-
sequently occurred in the region of the board that the machine had chosen for its unorthodox 
earlier move. In part, the success was the ability of the DeepMind algorithm to search the 
possible space of moves for strategies that were predicted to be successful and, specifically, for 
strategies that the human opponent may have overlooked or otherwise discounted the long-
term benefits of because of their negative appearance in the short or medium terms. 

Despite this highlight for the DeepMind team, and AlphaGo’s ultimate 4–1 victory in the 
series of matches, an equally important part of this story is that the human player, Lee Sedol, 
was able to recover in a subsequent game, appearing to exploit a weakness that he detected in 
AlphaGo’s approach. That weakness was in AlphaGo’s ability to comprehend the magnitude 
of extreme all-or-nothing choices. Lee Sedol’s 78th move in game 4, known as the “divine 
move”—one possible implication of which is that humans are still in a shaping and creation 
role, even for computers as advanced as AlphaGo—involved both an underestimation by 
AlphaGo that a human would make such a move and an underestimation of the durability of 
the advantages gained in the short term over the remainder of the game.28

This episode has further supported the argument that human-machine teaming—the 
so-called centaur strategy—is superior to either one operating alone; this is a valid and 
important takeaway. So, too, as humans come to delegate more and more decisionmaking to 
machines, is the observation that, once human opponents understand the machine, they can 
find ways to defeat it. Preserving the option for the human decisionmaker to be at the very 
least on the loop and perhaps even in it is a critical design requirement. In the Go example, 
this happened in at least two ways. First, as soon as AlphaGo selected a move, the network 
of humans observing it immediately began to dissect and interpret the move to understand 
it for what it was. Second, in the case of move 37, one of Google’s human team members 
walked into the control room and asked the operators to have AlphaGo show its homework—
something that it was able to do only because that was a design requirement. However, on 
the battlefield of strategic competition, room for this type of deep dive might not always be 
possible; one should not lose sight of the fact that, in the battles between man and machine, 
the machines are winning. Furthermore, in terms of many of the outcomes of importance, 
it does not always matter whether one can subsequently understand why a certain outcome 
occurred and what one should do next time. Not all strategic competitions are played in a 
best-of-five manner.

As with Deep Blue’s earlier triumph in chess and Watson’s subsequent victory in Jeopardy, 
so too for AlphaGo did the combination of a game or model with defined rules and emerging 
computing power (in AlphaGo’s case, next-generation AI techniques, such as deep learning) 

28 Louis Coppey, “What Does AlphaGo vs Lee Sedol Tell Us About the Interaction Between Humans and 
Intelligent Systems?” Medium, March 15, 2018.
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make the difference between winning and losing at increasing levels of sophistication—and, 
for the Army and DoD, “winning matters.”29

Pathways to Get to a Digital Twin

Having made a case for the desirability of a digital twin strategy for agility in DoD strategic 
planning, this chapter now returns to the nontrivial problem of how this evolution might 
unfold. Several of the pillars of a technical foundation already exist, but there are also many 
wicked problems that must be overcome—problems that DARPA and the service labs are 
uniquely suited to tackle.

This chapter has already discussed the role of enterprise architecture, business process 
modeling and process mining, robotic process automation and IPA, and enterprise data lakes 
with dashboards and more-advanced analytics as reference points for the status quo. Two 
additional advances tie all of these together and tie the entire set of capabilities to its potential 
application to the PPBE process: (1) the evolution of decision platforms that leverage business 
rules management systems and business rules engines to provide the scaffolding for organi-
zations to manage these components throughout their life cycles and (2) decision modeling 
notation (DMN) as a formal mechanism to model and link data to operational decisions and 
to make decisions more discoverable, thus enhancing situational awareness.30

Decision Platforms
Figure 14.7 depicts an example of how decision platforms are constructed. Notably, they solve 
a variety of problems, from simplifying administrative challenges, such as decision author-
ing and cataloging; to integrating with other applications; to providing a machine-readable 
database of decision execution history. They have also come to incorporate applications of 
machine-learning models trained on data generated by the applications using the decision 
engine as an additional input into the rule engine itself. Although these platforms do not yet 
handle the more strategic decisions in the PPBE process, it is conceivable that they could, if 
the structure and data feeds were available, alleviate a vast amount of the associated admin-
istrative burden of managing the scale and complexity of such an activity.31

29 Kimmons, 2019.
30 Peter Fudalej, “Back to Basics III: What Is a Decision Platform?” Medium, July 30, 2020.
31 Some decision rules or heuristics might not be politically palatable to put on paper for the world to see. 
However, there are potential workarounds to this problem. For example, such techniques as fully homo-
morphic encryption (FHE) allow encrypted data to be used in computation without decryption. FHE might 
not be the perfect fit, but it suggests that there might be ways (blockchains also come to mind) to provide 
those wishing to participate with a level of confidentiality that would allow greater transparency.
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Decision Modeling Notation
DMN provides a way of attacking the problem from a higher level of abstraction.32 A rela-
tively new standard, DMN was designed to decouple the modeling of decisions from the 
modeling of the business process so that one can better isolate, manage, and integrate the 
two. Therefore, DMN has the advantage of integration with Business Process Modeling Nota-
tion that is already baked into many enterprise architecture practices and tool suites within 
DoD. Table 14.4 and Figure 14.8 depict the constituent elements of a DMN model or decision 
requirements diagram. One envisioned workflow is that DMN tools would allow nontechni-
cal users to author decisions using a graphical user interface and then have those decisions 
automatically rendered into operational code using a part of the standard called the Friendly 
Enough Expression Language.33

A fail-fast test for the viability of capturing a sufficiently representative portion of all of 
the decisions involved in the PPBE process is whether and how such a process could be accel-

32 The focus of DMN is better integration between operational decision points and business processes, with 
an acknowledgment that strategic and tactical decisions might not fit as well in the envisioned use cases. 
However, when the processes themselves are the development and execution of strategic planning, the line 
between strategic and tactical becomes a little blurry.
33 Thierry Biard, Alexandre Le Mauff, Michel Bigand, and Jean-Pierre Bourey, “Separation of Decision Mod-
eling from Business Process Modeling Using New ‘Decision Model and Notation’ (DMN) for Automating 
Operational Decision-Making,” in Luis  M. Camarinha-Matos, Frédérick Bénaben, and Willy Picard, eds., 
Risks and Resilience of Collaborative Networks, Cham, Switzerland: Springer International Publishing, 2015.

FIGURE 14.7

The Basic Architecture of a Decision Platform

SOURCE: InRule Technology, “What Is a Decision Platform?” blog, November 20, 2019. Used with permission.



Using Technology to Improve the Agility of Force Generation Processes

421

erated by technology. The most labor-intensive process of manually collecting these inputs 
seems intractable for many reasons, so other solutions will need to fill the void or at least aug-
ment whatever limited human attention could be dedicated to such an endeavor.34 

Fortunately, if the various human-readable sources of documentation that the process 
already emits—such as memoranda, Army Regulations, DoD Instructions, and justification 
books submitted to Congress throughout the years—are included in the search for decision 

34 Similar challenges exist for such use cases as predictive maintenance that arguably have a much larger 
base of structured data to build from, in addition to vast troves of unstructured data. The level of effort 
required for all of the translation, curation, structuring, and training dedicated to such efforts is a useful 
point of departure for the organizational digital twin approach discussed here.

FIGURE 14.8

Decision Modeling Notation

Business knowledge 2

 U Input 1 Input 2 Output

   Input Output
   entry 2a entry 1

   Input Output
   entry 2b entry 2

    Input Output
   entry 2c entry 3

1

2

3

Input
entry 1a

Input
entry 1b

SOURCE: Adapted from Object Management Group, 2021, Figure 5.9.
NOTE: U = unique. 

Business
knowledge 1

Decision 1

Business
knowledge 2

Decision 2

Input data 2

Input data 1

TABLE 14.4

Decision Modeling Notation Components

Component Description

Decision The act of determining an output from a number of inputs, using decision 
logic, which may reference one or more business knowledge models

Business knowledge model A function encapsulating business knowledge, e.g., as business rules, a 
decision table, or an analytic model

Input data Information used as an input by one or more decisions; when enclosed 
within a knowledge model, it denotes the parameters to the knowledge 
model

Knowledge source An authority for a business knowledge model or decision

SOURCE: Object Management Group, Decision Model and Notation, Version 1.3, Needham, Mass., March 2021, Table 1.
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artifacts, then it might be the case that much of the information required might already be 
contained within these corpora even if they are somewhat opaque to computers in their current 
form. For the sake of argument, assume that these vast troves of information could be made 
machine-readable in some semiautomated fashion, with 70–80-percent coverage of the entire 
process and 80–90-percent accuracy of the translation. Would that be a sufficient start? If it 
would not, what would the threshold be, and how quickly could additional technological inno-
vations help close the gap? If data-mining unstructured text is the first, bootstrapping step, using 
a mix of human and machine interaction to make the model accurate enough for use would be 
the second. Some of the ground of using machine learning–based approaches for this subse-
quent calibration of a digital twin to real world data is already being covered through the use of 
reinforcement learning to help improve the performance of digital twins in manufacturing.35

Even if the bootstrapping and subsequent fine-tuning of a digital twin by the means sug-
gested were somewhat successful, it would still be vulnerable to several criticisms. First and 
foremost, in a single meeting of senior leaders, decisions can be made that completely upend 
the entire preceding operational environment. Games and operational decisions based on 
relatively stable business processes, such as manufacturing, are not quite as dynamic.

Second, the documentation that is available for the bootstrapping step suffers from at 
least two deficiencies: It generally lags reality and is not kept up to date in real time, and the 
processes, inputs, and decision logic that are documented do not always reflect the entirety of 
the factors used to reach a decision.

Third, the reality on the ground at lower echelons in DoD does not always reflect com-
plete alignment with strategy at the national level. The United States has been described as 
a difficult opponent in part because of what is perceived to be a gap between the two.36 As 
for the stretch goal of repeating the process for the construction of a twin of U.S. competi-
tors and adversaries, the bootstrapping material that is not otherwise publicly available will 
be much harder to come by, as will the expert input required to close the gap and calibrate 
the initial output to reality. But even this leap is not beyond the realm of the possible, and a 
low-fidelity twin might be sufficient to understand the types of insights that could be gener-
ated by observing the interaction between the U.S. twin and the competitor or adversary twin 
because other technical and computational techniques might allow the remaining unknowns 
to be filled in.

35 Constantin Cronrath, Abolfazi R. Aderiani, and Bengt Lennartson, “Enhancing Digital Twins Through 
Reinforcement Learning,” 2019 IEEE 15th International Conference on Automation Science and Engineering 
(CASE), Vancouver, Canada, August 2019.
36 If making strategic decisionmaking machine-readable and -auditable narrows or eliminates that gap, 
great care would need to be given to securing the entire apparatus because it could very easily be turned 
against the United States. U.S. adversaries and competitors are no doubt considering building twins of the 
United States, and it does not want to inadvertently help them do so should there be some unintended or 
unauthorized access gained (e.g., the Office of Personnel Management data breach). 
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Process and Mechanism Changes
As previously mentioned, the greater agility that might result from the use of a digital twin 
is of little value if actions are otherwise constrained by policies, processes, mechanisms, or 
dependencies on partners who cannot respond with the same level of agility. Reengineering 
all of the business processes associated with the PPBE process to account for the existence of 
a digital twin capability is well beyond the scope of the discussion in this chapter and is par-
ticularly difficult to do given the uncertainty of exactly what this capability might look like. 
Nevertheless, high-level discussion of basic dynamics can be illustrative.

In some ways, the evolution in personnel management of Continuous Evaluation (CE) 
might provide relevant insights.37 The subject of CE (i.e., of an individual’s suitability for a 
sensitive job) might not rise to the level of a strategic disruption, but the fundamental shift 
from a paradigm of periodic checks to a mechanism that continuously evaluates an auto-
mated flow of data against a set of business rules suggests that many parts of the PPBE pro-
cess could be affected. The implications might stretch all the way to triggering an update to 
the National Security Strategy in light of a major technology surprise (e.g., an unexpected 
addition to the list of states with nuclear weapons; an advance in capabilities, such as hyper-
sonics), to shifting investment priorities in response to changes detected by the interaction of 
digital twins of second- or third-order effects from the actions of an adversary or competitor, 
or to resolving a digital twin–generated warning that an impending action that had already 
been subjected to significant human deliberation has nevertheless become inconsistent with 
current conditions and strategy.

Existing processes might allow a timely reaction to one such occurrence in a given year or 
the use of emergency procedures to overcome bureaucratic hurdles that prevail during the status 
quo. But if volatility, uncertainty, complexity, and ambiguity all accelerate, process changes that 
accept the outputs of a digital twin as at least a prompt to give existing actors greater flexibility 
to respond will probably produce a more resilient system than one that relies on frameworks 
that were created primarily to deal with exceptional circumstances.38 If the digital twin says 
that it is critical to move more money around in the year of execution than is allowed by legisla-
tion, regulation, or policy, or if it says that U.S. national security priorities should be reordered, 
maybe its suggestion should be reviewed and potentially accepted. 

The potential variation in pace suggests that, like the Aegis system—which can run in 
different modes that put humans in, on, or out of the loop—the mechanisms and processes 
associated with a digital twin might need to accommodate different levels of autonomy. 
Table  14.5 contrasts the different operating modes and corresponding mechanisms of the 

37 See Office of Personnel Management, “Frequently Asked Questions: What Is Continuous Evaluation?” 
webpage, undated.
38 See Nathan Bennett and G. James Lemoine, “What VUCA Really Means for You,” Harvard Business 
Review, Vol. 92, Nos. 1–2, January–February 2014.
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TABLE 14.5

Various Operational Modes and Implications

Mode

Mechanism 
(human in, on, or  
out of the loop) Aegis Digital Twin Digital Twin Process Changes

Semiautomatic In: Humans work with the 
system . . .

. . . to judge when and 
at what to shoot.

. . . to judge which PPBE-related 
decisions the twin should 
analyze and what to do 
according to the results.

• Decision selection
• Human adjudication of results
• Human execution of decisions

Automatic special In/on: Human controllers 
set the priorities, but the 
computer decides how to 
achieve the objective . . .

. . . such as telling 
the system to destroy 
bombers before fighter 
jets.

. . . such as defining and ranking 
national security priorities.

• Human review or challenge of 
incremental steps in the process

• Human execution of decisions

Automatic On: Data go to human 
operators in command . . .

. . . but the system 
works without them.

. . . but the PPBE occurs without 
them.

• Ability for humans to audit 
or explain outputs, including 
automatically generated national 
security priorities 

• Human execution of decisions

Casualty Out of: The system does 
what it calculates is best . . .

. . . to keep the ship 
from being hit.

[Not applicable; this level of 
automation is unlikely to be 
reached;]
. . . to allocate resources to 
meet strategic objectives.

• Limited explainability for humans of 
how the system’s calculations work

• Automated execution of decisions
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Aegis system with notional ideas of related process implications for a digital twin.39 In all 
cases, the digital twin spins in the background, capable of processing new information and 
generating new recommendations, but decision selection, human oversight, and execution all 
vary, as do the requirements for action-constraining policy restrictions to loosen and down-
stream process tempos to increase.

Concluding Thoughts

Constructing digital twins of the organizations involved in long-term competition (includ-
ing U.S. organizations and, to the extent possible, those of U.S. competitors and adversar-
ies), structuring the environment as a game in which these twins could interact and reveal 
emergent behaviors, and exploring how other, related technological advances have been used 
successfully elsewhere might or might not be strategically fruitful.40

The uncertainty around the viability of a digital twin approach to enabling DoD agility 
means that such an approach will not be undertaken (at least not in the scope envisioned here) 
without a stakeholder with the following qualities: (1) a sufficiently high risk tolerance for low-
probability, high-impact investment; (2) access to the technical expertise required to overcome 
the many obstacles described in this chapter; and (3) the trust of the various organizational enti-
ties whose participation will also be required for success. For DoD, DARPA and the service labs 
are entities that could play that role. Success in overcoming these challenges could usher in a 
new era of continuous evaluation of decisionmaking that responds in nearly real time to chang-
ing conditions and that better links the dynamics of today’s strategic calculus with the sought-
after outcomes far into the future. If DoD wants to create a viable digital twin and measure its 
contribution to agility, the time to start planning and developing is now.
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Abbreviations 

ACP Army Campaign Plan
AI artificial intelligence
APG Army Planning Guidance
APGM Army Programming Guidance Memorandum
ASP Army Strategic Plan
AV Army Vision
BPI business process intelligence
CJCS Chairman of the Joint Chiefs of Staff
CSA Chief of Staff, Army
DARPA Defense Advanced Research Projects Agency
DMN decision modeling notation
DoD U.S. Department of Defense
FY fiscal year
IED improvised explosive device
IPA intelligent process automation
IT information technology
MDMP Military Decisionmaking Process
MRAP Mine-Resistant Ambush Protection
NDAA National Defense Authorization Act
NDS National Defense Strategy
NMS National Military Strategy
NSS National Security Strategy
OSD Office of the Secretary of Defense
POM Program Objective Memorandum
PPBE Planning, Programming, Budgeting, and Execution
RMD Resource Management Decision
SA Secretary of the Army
TAA Total Army Analysis
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