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About This Report 

This report identifies and details the insider threat and white-collar crime issues that are 
prominent in recent literature, as well as some of the management strategies being applied to 
counter them. In so doing, it aims to develop greater understanding of how changes in the 
social and technological fabric shape the way insider threat and white-collar crime are 
approached in the Australian context. 

The objective of the review is to provide the Australian Department of Defence (DoD), 
and the broader research and practitioner community with (1) access to sources that will 
generate greater understanding of the depth and breadth of the potential risks, and (2) a 
scholarly evidence base on which to build strategies for better detection, management and 
prevention of insider threat and white-collar crime. It seeks to help those managing insider 
threat and white-collar crime in government and organisations to improve processes, 
procedures and training to optimise their utility and efficacy, and to develop new capabilities. 

This research was sponsored by the DoD and was conducted by RAND Australia. RAND 
Australia is RAND’s Canberra-based subsidiary that analyses defence, national security, 
economic and social issues for Australian clients. With a commitment to core values of 
quality and objectivity, RAND Australia combines local research talent with world-class 
experts from across RAND’s global presence to solve complex Australian public policy 
problems. For more information on RAND Australia or to contact our director, please visit 
www.rand.org/australia. If you have comments specific to this report, please direct them to 
Marigold Black by email at mblack@rand.org. 

http://www.rand.org/australia
mailto:mblack@rand.org
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Summary 

The security landscape for insider threat and white-collar crime is a dynamic one. As 
crimes that are defined by their sociotechnical nature—that is, the interdependent and 
inextricable connections between the sociological and technological dimensions—their 
profile is subject to continuous variation. In this challenging context, those managing insider 
threats and white-collar crime in government and organisations are looking to improve 
processes, procedures and training to optimise their utility and efficacy, and to develop new 
capabilities. Situational awareness and appreciation of the factors that are feeding current 
(and future) iterations of white-collar crime and insider threat are integral to creating the most 
effective strategies for prevention, detection, assessment, investigation, monitoring and 
management of these kinds of behaviours. 

The objective of this literature review is to provide the Australian Department of Defence 
(DoD) and the broader research and practitioner community with (1) access to sources that 
will generate greater understanding of the depth and breadth of the potential risks of insider 
threat and white-collar crime, and (2) a scholarly evidence base on which to build strategies 
for better detection, management and prevention. It analyses and evaluates recent Australian 
and international sources on insider threat and white-collar crime, concentrating on articles, 
reports and accounts that help to define these threats and provide important context for 
management and mitigation strategies, and emerging risks. 

We identified a number of key findings from the review: 

• Management and mitigation strategies must engage with human, technical and 
organisational dimensions. 

• An organisation must understand its points of vulnerability and susceptibility and 
develop response models that foster trust and leverage the workforce as a partner. 

• Rules-based management approaches are important, but self-regulatory approaches 
are more effective as they foster a positive work environment. 

• Positive deterrence complements the use of negative deterrence by improving 
employees’ satisfaction, performance and commitment to the organisation. 

• Organisations should develop effective reporting mechanisms. Staff observations 
can be critical in detecting counterproductive and criminal behaviours. 

• Leveraging innovations in technology must be balanced by attention to ethical and 
privacy concerns that arise because of their increased use. 

• Because of the diverse points of vulnerability that an organisation may have, 
integration and cooperation are needed across different organisational functions. 

• Organisations need to maintain awareness of international best practice and commit 
to information sharing so that there is continued upgrading of knowledge. 
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1. Introduction 

Overview 
The security landscape for insider threat and white-collar crime is a dynamic one. As 

crimes that are defined by their sociotechnical nature—that is, the interdependent and 
inextricable connections between the sociological and technological dimensions—their 
profile is subject to continuous variation. In this challenging context, those managing insider 
threats and white-collar crime in government and organisations are looking to improve 
processes, procedures and training to optimise their utility and efficacy, and to develop new 
capabilities. Situational awareness and appreciation of the factors that are feeding current 
(and future) iterations of white-collar crime and insider threat are integral to creating the most 
effective strategies for prevention, detection, assessment, investigation, monitoring and 
management of these kinds of behaviours. This literature review identifies the insider threat 
and white-collar crime challenges being faced and details some of the management strategies 
being applied to counter them. In so doing, it aims to develop greater understanding of how 
changes in the social and technological fabric will shape the way we approach insider threat 
and white-collar crime. 

Method and Scope 
We carried out an unstructured desk review, or secondary review, by principally reviewing 

recent peer-reviewed literature to gain a broad understanding of the contemporary field and 
identify key issues and themes. We complemented this analysis of the formal scholarly and 
academic literature with relevant grey literature, including government reports, best practice 
lists, newspaper articles and academic theses. The review concentrates on articles, reports and 
accounts of white-collar crime and insider threat that help to define these threats and provide 
important context for management and mitigation strategies, and emerging risks. We integrated 
more than 160 sources from across the field. 

In our initial scoping of the problem space, the research team identified and extracted 
sources via RAND Australia’s access to various academic and scholarly databases, and by 
surveying the grey literature. We screened article titles and abstracts to determine whether 
they met the primary inclusion criteria articulated by the Australian Department of Defence 
(DoD). Sources were to include academic studies, government publications, and documents 
detailing relevant cases or incidents; they should be as recent as possible (we initially included 
only works published after 2010; see below); and they should refer to the categories of 
interest identified by the DoD, specifically descriptions of insider threat and white-collar 
crime in corporate contexts and the strategies utilised to prevent, detect, assess, investigate, 
monitor and manage these threats. We did not include relevant literature at the classified or 
restricted level or material that is otherwise publicly unavailable. 
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From the initial search, we selected and narrowed emerging literature and key practices 
across a variety of sources. We largely limited our search to publications from the last decade 
to engage with the most up-to-date practices and techniques, and to ensure that sources were 
relevant to the contemporary threat environment. Studies from outside this time period were 
included if they were seminal texts; provided interesting (and relevant) insights, particularly 
in terms of evolving understandings of the terms white-collar crime and insider threat; 
addressed issues of relevance not captured by more recent literature; or dealt with topics 
identified as of specific importance to the DoD. The baseline literature collection was then 
vetted by the DoD for relevance, topics of particular interest, and any gaps in content. Areas 
of particular interest included emerging points of risk, particularly those specific to Australian 
society, and sources that demonstrate how corporate entities, which are seen to have more 
agility in developing new tools and methods, manage these risks. Additional areas identified 
for inclusion were sources that covered the process from assessment to risk management. 
To address gaps, and to build on specific areas of interest, we performed additional refined 
searches in the databases. 

While we prioritised Australian literature and examples on white-collar crime and insider 
threat, as was requested by the DoD, we also included international literature and examples to 
the extent that they are relevant and applicable, and deliver insights for the Australian context. 
Research on white-collar crime and insider threat is challenging because of limited publicly 
available data sets. This is largely because these offences are often dealt with internally, or 
details are concealed or made inaccessible to reduce reputational damage or injury. We 
therefore expanded the search to include both Australian and international literature to ensure 
that we had a strong baseline of sources from which to develop a comprehensive and useful 
review of benefit to both researchers and practitioners in the insider threat community. 

This was a selective review, focused principally on sources that convey the contemporary 
contexts for white-collar crime and insider threat. The literature on white-collar crime and 
insider threat is vast and ranges from in-depth analyses of definitional issues to highly 
technical methods and tools for detection. For the purposes of this review, we prioritised 
articles that detail themes, issues and challenges that shape our current understanding of these 
threats, and the way they are informing subsequent management and mitigation strategies. 
For example, while we are interested in the new technologies that are creating efficiencies in 
cybervetting and hiring processes, we are specifically concerned with the conditions for their 
uptake (or lack of). Therefore, works that focused on the technical detail or the complex 
definitional discourse were only included to the extent that they allowed us to scope the 
review, or if they added to the contextual analysis. 

Our analysis of the sources included identification of important findings and arguments 
from each in relation to our key topic areas—that is, definitions and contexts, management 
and mitigation strategies, and emerging risks—that we then integrated with other pertinent 
references. We grouped the findings from articles and sources into subcategories that allowed 
us to look at each key topic area from a number of dimensions. This approach allowed us to 
cover a broad range of issues and phenomena, and to conduct a comprehensive, integrative 
and innovative analysis of the issues. 
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As a document used to enable enhancement of training and resources for practitioners and 
researchers in the insider threat community, this review draws on a variety of strands of the 
literature to deliver diverse understanding across all phases of vetting processes and contexts. 
The traditional areas of risk remain and the importance of drawing on practices of Five Eyes 
government partners and the lessons learned from cases like that of Edward Snowden cannot 
be underestimated. However, this review also seeks to integrate sources that speak to the 
Australian context and to do so with a view to understanding new risks emerging in today’s 
interconnected and rapidly changing society. Although the literature is relatively limited for 
the Australian context, we have tried to include sources that are instructive and insightful and 
that speak to Australian issues, especially those that forecast areas of upcoming risk. The 
objective is to provide both access to sources that will generate greater understanding of the 
depth and breadth of the potential risks, and a scholarly evidence base on which to build 
strategies for better detection, management and prevention of insider threat and white-collar 
crime. 

Important to this perspective are the management strategies in non-government industries 
and organisations, and the practices, protocols and lessons learned from the corporate sector. 
Corporate entities are facing similar challenges of insider threat and white-collar crime to 
those faced by government but may be more responsive and agile in their methods and 
are often forward-leaning in their use of innovative techniques or technologies. To these 
ends, the review incorporates sources that demonstrate, or provide insights on, strategies 
implemented by non-government entities and the risk profiles on which these strategies are 
based (current to emerging).	

Structure 
This first chapter outlines the method and scope of the literature review and discusses 

some of its primary objectives. 
The second chapter focuses on definitions, contexts and characteristics for white-collar 

crime and insider threat. It includes a brief discussion of the problem space, describing 
insider threat and white-collar crime in corporate contexts. It also reviews contemporary 
scholarly works and reports concerned with personality traits and predispositions, 
motivations, and behavioural indicators. 

The third chapter focuses on management strategies and associated challenges. Here we 
have analysed sources that discuss elements of best practice, contemporary thinking on 
organisational vulnerability and resilience, self-regulatory approaches and/or externally 
imposed policies, how technologies are affecting mitigation strategies, and some of the 
pertinent ethical considerations. We have also included analysis of sources that describe 
practices that have been adopted across various sectors, including the aviation industry and 
the nuclear and health sectors. 

The fourth chapter highlights some of the emerging issues in our contemporary context 
that may present as emerging risks with relevance to insider threat and white-collar crime. 
Specifically, we explore the issues of generational changes in the workforce, radicalisation 
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and extremism, social engineering, and the effects of the coronavirus disease 2019 
(COVID-19) pandemic. Figure 1.1 shows a conceptual model summarising the intention 
and focus of the literature review, as conducted in Chapters 2–4.

Figure 1.1. Conceptual Model for Focus of Literature Review

The fifth chapter discusses the key findings and limitations of the review, and makes 
some general observations. 

We have also included an appendix that includes several best practice lists drawn from 
corporate entities and service providers.

EXTERNAL	FACTORS:	EMERGING	RISK	
LANDSCAPE

Generational	shifts,	radicalism	and	
extremism,	COVID-19	pandemic,	

dispersed	workforce,	social	engineering,	
foreign	Interference

ORGANISATION:	MANAGEMENT	AND	
MITIGATION

Self-regulatory	and	rules-based	
strategies,	monitoring	and	continuous	
evaluation,	integrative	management	
solutions,	technical	controls,	positive	
culture,	reporting	platforms,	

recognition	of	ethical	implications

INDIVIDUAL:	OFFENDER	PROFILE

Negative	personality	traits,	
disgruntlement,	social	detachment,	
opportunity,	personal	or	professional	

strain/stress,	social	learning,	
counterproductive	behaviours
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2. Context and Definitions 

White-Collar Crime 
The way we define white-collar crime is fundamental to how we optimise strategies and 

programs for its mitigation and management. However, white-collar criminals and the offences 
they commit have long resisted ready categorisation or typology. Much of the underpinning 
study of crime and justice has not neatly or immediately accommodated the conceptual 
parameters for understanding either the offence or the offender. When the identifier/descriptor 
‘white-collar crime’ entered the scholarly lexicon, it largely referred to criminal activities 
conducted by, as was articulated by highly influential criminologist Edwin Sutherland in 
1949, ‘persons of respectability and high social status in the course of their occupation’ 
(p. 9), challenging many of the traditional constructs for understanding criminology. For 
example, as Friedrichs, 2020, p. 25, observes, there is a ‘popular tendency to associate 
criminality with inner-city residents, minorities, young men, and conventional illegal 
activities such as homicide, robbery, and burglary’. 

Sutherland’s definition is limiting, however, not least because it deals primarily with 
who is committing the crime, not the crime itself. Moreover, the idea of ‘respectability’ is 
problematic, even as it persists in the definitional discourse on white collar crime. Forti and 
Visconti, 2020, p. 65, argue that ‘it is this “high social status” of the offenders and the 
“respectability” linked to it (often difficult to reconcile with their criminality) that makes this 
definition so meaningful: the tension it radiates fits quite well for both the individual white-
collar and the corporate offender’. But as an inherently subjective judgement, it is also likely 
to result in significant analytical limitations. 

Significantly, this definitional ambiguity has not yet been resolved, as white-collar crime 
often defies the traditional logics of criminal justice (Strader, Jordan and Mihailis, 2021).1 In 
its most general and broad definition, white-collar crime draws in, as Friedrichs, 2020, p. 27, 
highlights, ‘the whole range of illegal, prohibited, and demonstrably harmful activities 
involving a violation of a private or public trust, committed by institutions and individuals 
occupying a legitimate, respectable status, and directed toward financial advantage or the 
maintenance and extension of power and privilege’. As a definition, it commingles these 
unalike activities, and, as a result, there are conceptual differences across the activities/ 

                                                
1 According to Strader, Jordan and Mihailis, 2021, abstract, 

Ordinarily, criminal conduct that causes more harm should be punished more harshly, whether 
for reasons of retribution or deterrence. Despite the outsized effects of white collar misconduct, 
many commentators question whether it really should count as crime at all. Individual white 
collar defendants who are convicted routinely receive more lenient sentences than street 
criminals, the effects of whose wrongs are often much smaller and much more contained. As 
to the largest corporate criminal defendants, criminal justice mechanisms often ensure an 
extrajudicial resolution that limits the reputational impact of authorities’ suspicions. 
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phenomena under scrutiny (Galvin, 2019). This has also meant that any data that is collected 
may not be comparable with other data (Wall-Parker, 2020), which also increases the difficulty 
of distinguishing causal mechanisms (Pusch and Holtfreter, 2021). 

Moreover, the sociotechnical character of white-collar crime complicates all aspects of 
study and practice—from definition to detection to management strategies. Pusch and 
Holtfreter, 2021, p. 6, argue that definitional difficulties are compounded by ‘the additional 
hurdle of limited, publicly available data sets. Official records—a data source often utilised 
by researchers studying street crime—are less reliable since many instances of white-collar 
offending are handled internally or dealt with via civil or administrative remedies.’ There are 
interdependent and inextricable connections between its sociological and technological 
dimensions to the extent that they have coevolved and must be addressed jointly to produce 
appropriate outcomes. As society changes, and as the technical landscape changes, so too 
does the profile of the white-collar criminal and the characteristics of the white-collar crime. 

Yet, even as there is little consensus on what constitutes a white-collar crime (or a white-
collar criminal), we can largely divide the literature into publications that theorise occurrences 
based on corporate crime (the collective) or occupational crime (the individual). White-collar 
crime in collective, or corporate, terms can be understood as illegal acts that are committed 
by employees of corporations to benefit corporate, and often personal, interests (Naylor, 2003). 
These may include corporate violence, corporate theft, corporate financial manipulation and 
corporate political corruption (Friedrichs, 2020). Corporate crimes are typically committed 
under conditions of high levels of socialisation and strong accountability. Employees identify 
not only with the organisation but also its goals. The pursuit of organisational over individual 
goals suggests that the goals become so important that employees may resort to achieving 
them in illegal ways (Kang and Thosuwanchrot, 2017). 

Occupational, or individual corporate, crime can be understood as financially driven 
activity committed in the context of a legitimate occupation and may include retail crime, 
service crime, crimes of professionals and employee crime (Friedrichs, 2020). These are 
crimes that are committed within an organisational setting for personal gain, to the detriment 
of the organisation (Kang and Thosuwanchrot, 2017). Such crimes may be a convenient 
option for those privileged employees who want to enrich themselves, particularly if they 
occupy a position in the organisation that may allow them to commit and conceal offences 
among legal activities. This may be especially convenient when the individual in question has 
sole responsibility for entrepreneurial tasks and may be dealing with significant amounts of 
money (Gottschalk, 2017). Occupational crimes are typically committed under conditions of 
low levels of socialisation and weak accountability. Employees may be unfamiliar with 
organisational goals or ignore them while exerting efforts towards personal goals due to weak 
restraints by the accountability system. They are largely committed by privileged individuals 
who feel little to no attachment to the organisation and may be symptomatic of larger failures 
in an organisation’s system (Kang and Thosuwanchrot, 2017). 

In the Australian context, ‘government and public concern about corporate wrongdoing in 
Australia is arguably at an all-time high’ (Bartlett et al., 2020, p. 1). For example, a 2016 
report conducted by the Australia Institute titled Corporate Malfeasance in Australia 
analysed findings from across several corporate regulatory bodies and related agencies, and 
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discovered ‘that corporate wrongdoing is widespread in Australia’ (Grudnoff et al., 2016, 
p. ii). Holt and Kennedy, 2019, p. 453, observe that the internet and related technological 
advances have ‘dramatically changed the potential for crime and deviant behaviour on- and 
offline’ and have expanded ‘the various offenses either that occur because of the ability to 
access the internet, or that stem from the use of technology to facilitate the act’. They refer to 
offences including cybertrespass, cyberdeception/theft, cyberporn and obscenity, cyberviolence, 
and corporate and state-sponsored cybercrime (Holt and Kennedy, 2019). Another study, 
conducted by the Australian Institute of Criminology in 2020, examined ‘corporate offending 
by 33 of the country’s top companies, and their wholly owned subsidiaries, over a five-year 
period’ and found that ‘corporate offending is patterned and unevenly distributed across the 
business community’ (Bartlett et al., 2020, p. 1). However, understanding its extent is 
challenging because ‘it is concealed by regulatory agency reporting practices and the absence 
of a single data source which combines data across all regulators’ (Bartlett et al., 2020, p. 1). 

Indicators, Characteristics and Motivations 

The historical definition of the white-collar criminal as typically being from the privileged 
socioeconomic classes in society (Sutherland, 1949), remains a constant observation in the 
literature. However, the contemporary portrait of a white-collar criminal is much more 
complex. Socioeconomic dimensions are complicated by other predictors or indicators, 
including personality traits, age, gender and different motives. A 2003 study by the Australian 
Institute of Criminology that built a generic profile of the white-collar criminal by extracting 
the common features of 183 serious fraud offenders in Australia and New Zealand found 
that they 

• were largely in their mid-40s and male 
• tended to be born in either Australia (43%) or New Zealand (23%) 
• were likely to have completed secondary education (55%) or have a professional 

qualification (41%) 
• were more likely to be a director of a company or involved in accounting duties 

within an organisation and have relatively stable employment  
• were likely to have no prior criminal record (56%) 
• tended to act alone in the commission of the offence (84%)2 
• were typically motivated by greed (40%) or gambling (23%).3 

While some of the traditional characterisations are reinforced in this study, such as 
greater involvement of males, the focus is on serious offences—those involving sums in 
excess of $100,000. Other studies that include different types and levels of offence 
complicate the demographic picture. For example, there is evidence to suggest that an 
equal number of men and women engage in low-level economically motivated offences such 

                                                
2 This suggests that that they were involved in individual/occupational rather than corporate crime. 
3 This also indicates that these cases were mostly individual rather than corporate, which may be a 
specification/limitation of this profile. 
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as postal fraud, credit card fraud and false claims. Moreover, female white-collar criminals 
tend to have differing motives, often related to the financial need of their families (Pusch and 
Holtfreter, 2021). Understanding motivations and indicators means also understanding the 
types and levels of offence, the variables in the psychosocial space—that is, processes that 
are both social and psychological in origin—and the interplay between these contexts. 

To understand what may cause individuals to engage in white-collar crime, researchers 
tend to use the following four theories: 

• Rational choice theory, which holds that offenders take calculated risks and assess 
that the benefits outweigh the costs.4 

• Opportunity theory, which holds that opportunities arise because of weak controls 
or the absence of oversight. Actors may believe there is small chance of detection and 
punishment.5 

• General Strain theory, which holds that personal strain—financial or otherwise—
may drive individuals to actions that may alleviate that strain (e.g., financial crime).6 
Individuals or even organisations may feel ‘pressured’ into certain behaviours (Pusch 
and Holtfreter, 2021, p. 13). 

• Social learning theory, which holds that local conditions and attitudes develop that 
are conducive to involvement in white-collar crime. Perceptions of the workplace and 
work environment may be important in predicting offending. Job satisfaction is one 
determinant of offending, and perceived unfair treatment may influence workplace 
offending outcomes.7 

In practice, there is typically a combination of the conditions described in these various 
theories. For example, in the case of sustained white-collar offending, a recent study on 
serious fraud offences in Australia and New Zealand suggests that while in first time 
offenders the rationalisation construct is relevant, sustained offending over a longer period is 
perhaps more aptly interpreted as a coping mechanism (Andon and Free, 2020). Indeed, in 
this case, it may be more a case of post hoc rationalisation, which is a slight variation on the 
rational choice theory. 

And we can perceive elements of both rational choice and opportunity theories in the 
conviction of Australians Chris Hill and Lukas Kamay for foreign exchange insider trading 
in 2015, for example. Regarding their case—considered by the the Australian Securities & 
Investments Commission to be the biggest of its kind in the country’s history—and other 
crimes involving insider trading, researchers have shown ‘the complex, strategic decision-
making of insiders even in opaque markets where they run a low risk of detection and 
prosecution: they trade when the market is most sensitive to local information, carefully 
choose and time their trades to minimize the risk of confounding information disclosures 

                                                
4 On Rational Choice Theory see, for example, Paternoster and Simpson, 1996. 
5 On Opportunity Theory see, for example, Cohen and Felson, 1979. 
6 On General Strain Theory see, for example, Agnew, 1992. 
7 On Social Learning Theory see, for example, Burgess and Akers, 1966. Select examples of literature on 
occupational crime include Benson and Chio, 2020, and Severson, Kodatt and Burruss, 2020. 
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that may affect their profits, as well as act during high noise trading to mask their trades’ 
(Batten, Lončarski and Szilagyi, 2021, abstract). 

Other studies seek to identify predispositions and/or personality traits that may help to 
predict white-collar crime. Pusch and Holfreter, 2021, found that there may be high rates of 
antisocial personality disorder and psychopathy in high-ranked occupational positions, where 
white-collar crime tends to proliferate. The desire for control, narcissism and egocentricity 
have been linked to offending. Moreover, the researchers argue that offenders tend to have 
higher executive functioning, less impulsivity, and heightened decisionmaking abilities. In 
this category, personality-based integrity and ethics are also important indicators. Low levels 
of self-control may also be an indicator. Individuals with low self-control are purported to be 
involved in a variety of crime types and other risk-taking activities. However, using this as a 
predictor may be problematic. High-status positions often involve considerable education, 
which requires self-control and future orientation (Pusch and Holtfreter, 2021). 

The drivers of white-collar crime are complex and multifaceted. A number of 
characteristics, personality traits and indicators may be in play at once, and indeed may 
change over time. In an effort to understand this interplay, McGrath, in a 2020 article in the 
Seattle University Law Review, asks, ‘Why do good people do bad things?’ McGrath, 2020, 
p. 553, demonstrates the importance of recognising that white-collar crime is not necessarily 
seen as an aberration:8 

Good people can do bad things when those things are routinized, rationalized, 
and networked as normal. Moreover, when operating within a culture where 
wrongdoing is routine and regulatory controls are insufficient, wrongdoers 
may not be able to accurately evaluate both why they did such actions, or to 
fully appreciate the unethical nature of those actions so that they maintain 
their positive images of themselves as moral, law-abiding persons. Regarding 
other aspects of their lives, they may really be those persons. 

Understanding the problem from the perspective that most crime is situational and 
committed by individuals who are not lifetime or hardened criminals allows for a clearer 
picture of the interplay of motivations and organisational culture in creating conditions 
conducive to corporate wrongdoing.9 While the process of crime involvement seems highly 
context-dependent, it is usually the culmination of a series of events or circumstances. These 
often involve ‘a combination of criminogenic circumstances, weakened social bonds, and 
adjusted moral ideas lead offenders down different pathways into white-collar offending’ 
(van Onna, 2020, p. 405). 

The choice of whether to work in the public or private sector may also inform people’s 
motivations—and the prevalence of their crimes. White-collar criminals exist in both sectors, 

                                                
8 This article used the case of Kareem Serageldin, who participated in a scheme to inflate the value of mortgage-
backed securities owned by the Credit Suisse Group in 2008–2009, as a means for analysis. 
9 Feldman, 2018, p. x, argues that we can ‘divide good people into “authentic good people,” who through 
various implicit self-serving processes, such as blind spots or moral forgetting, understand reality in a biased 
way without recognizing it, and situational wrongdoers who use various justifications in the situation to behave 
badly without feeling immoral’. 
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but are there significant differences in how they offend? In this space, researchers have 
engaged public service motivation theory, which ‘seeks to explain why individuals choose 
public service over work in private sector, given the perceived disparity in pay scale, 
advancement opportunities, and overall work environment’ (Benson and Gottschalk, 2017, 
p. 35) and what this means for understanding the drivers and incidence of white-collar crime 
in both sectors. Public service motivation theory holds that ‘the values typically held by 
people who work in the public sector’ should mean fewer incidences of white-collar crime, 
because these values ‘promote the ideas of community service and the importance of the 
overall welfare of society’ (Benson and Gottschalk, 2017, p. 40). 

Benson and Gottschalk, 2017, p. 35, sought to answer the question ‘What differences can 
be found in the prevalence of and characteristics of white-collar criminals in the public versus 
the private sector?’ and found there is generally a lower prevalence of white-collar crime in 
the public sector. One of the key reasons for this is likely to be the presence of a service 
ethos, but as Gottschalk and Benson observe, there may also be another cultural driver that 
means fewer opportunities to offend. In the public sector, rules and a security culture tend to 
dominate the ethos. ‘Rules imply that adherence to rules is both desired and controlled. 
Deviant behaviour is difficult because norms and guidelines are explicit and known. Focus 
is on how you do your work rather than what you achieve in your work’ (Gottschalk, 2015, 
p. 117). In the private sector, however, there is a greater emphasis on goal achievement. 
‘Rules can be bent and possibly broken to achieve goals. Focus is on what you achieve in 
your work, rather than how you do your work’ (Benson and Gottschalk, 2017, p. 41). 

However, it is worth recognising that crimes in the public sector can still have drastic and 
far-reaching consequences. For example, in the aforementioned foreign exchange insider 
trading case, an Australian Bureau of Statistics officer was convicted of offences relating to 
the unauthorised disclosure of sensitive statistical information. Over a period of nine months, 
the officer provided a contact in the banking industry with unpublished market-sensitive data, 
which netted approximately $7 million in illegal foreign exchange trades (Brew, 2016). 

Insider Threat 
In the broadest terms, insider threat may be defined as ‘the potential for an individual 

who has or had authorized access to an organization’s assets to use their access, either 
maliciously or unintentionally, to act in a way that could negatively affect the organization’ 
(Costa, 2017). A malicious insider will typically exploit their privileged access in the pursuit 
of personal or financial benefit, or retribution. There are two types of malicious insiders. Self-
motivated insiders undertake activities of their own volition, rather than through a third party. 
(It may be argued that this makes individual/occupational crime a type of insider threat.) 
Recruited insiders are those individuals that have been co-opted by a third party to exploit 
their privileged access. This may include foreign actors or intelligence or entities with 
malicious intent (Commonwealth of Australia, 2014).10 

                                                
10 For eight subtypes of insider spies, see Shaw and Fisher, 2005; another expansion is in Herbig, 2017. 
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A threat may also come from an insider who causes or increases the probability of harm 
to the integrity of an organisation’s assets but does not do so with malicious intent (CERT 
Insider Threat Center, 2013). This is the most common type of threat and may involve 
either genuine human error or a series of injurious accidents resulting in compromise of an 
organisation. Such a threat may, in fact, be the consequence of poor system design as much 
as the negligent actions of an individual (Nurse et al., 2014). Insider threat is also likely to be 
underreported due to insufficient damage, unsatisfactory evidence for prosecution, and/or 
concerns about negative publicity and damage to reputation (Keeney et al., 2005). 

In recent years, insider threat has been on the increase, and while there has been 
commensurate interest in its study as a result, researchers continue to find that  

there is arguably still no unifying framework which seeks to fully 
characterise the insider-threat problem space. That is, defining which insiders 
attack, why they attack,11 the human factors that lead to accidental threats, 
how one’s background may impact likelihood of attack, what behaviour may 
be exhibited before or during an attack, what the common attack vectors and 
steps within an attack are, and what assets and vulnerabilities are typically 
targeted. (Nurse et al., 2014, pp. 214–215) 

Nurse et al., 2014, have attempted, therefore, to develop a simple yet comprehensive 
framework to help characterise and understand insider attacks, which includes technical and 
behavioural indicators, human factors and motivations, and types of attack (Figure 2.1). 

Figure 2.1. Framework for Characterising Insider Attacks 

 
SOURCE: © 2014 IEEE. Reprinted, with permission, from IEEE Computer Society. 

                                                
11 The type of crime carried out is likely to be tied to access. For example, information technology (IT) staff 
with administrative privileges are much more likely to commit IT sabotage compared with scientists developing 
intellectual property (IP), who may be more likely to commit IP theft. 
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Distinguishing insider motivations, profiles and methods requires engaging with the 
dynamic social context as much as the technological landscape. Insider threat activity may 
fall across multiple categories, with the most common being IT sabotage, fraud, and IP theft. 
However, espionage, unintentional insider threat, and workplace violence are also important 
areas to consider (Cappelli, Moore and Trzeciak, 2012).12 

The use of contractors and other third parties has increased the number of potential 
offenders. It is no longer merely direct employees that may constitute an insider threat, but 
also ‘contractors, business partners, auditors or even an alumnus with a valid email address. 
Insider knowledge allows the potential insider threat group to be expanded to include 
former members who may lack access in the present, but who have historical knowledge or 
organizational security practices and weakness’ (Mehan, 2016, p. 29). Moreover, as vast 
quantities of information are now stored on information systems, there are more points of 
entry for an insider, and the impact of any compromise of data can be devastating. Therefore, 
insider threat has become one of the major challenges in cybersecurity (Ponemon Institute, 
2020). 

What makes this more challenging, as Brian Contos observes in his 2006 book Enemy at 
the Water Cooler, is the ‘shrinking vulnerability window’. That is, ‘the time between the 
moment a criminal discovers your vulnerability and the moment he exploits that vulnerability’ 
(p. 5). Contos argues that the explosive growth of technology and modern society’s 
increasing reliance on it ‘creates an attractive target for those looking for exploitation 
opportunities’ (pp. 4–5) because they can act with relative anonymity, can commit a crime 
from a neighbouring desk or across the globe and, significantly, because the attack can be 
propagated very quickly due to the sophistication of modern cybertools, and the ability to 
utilise different infection vectors. 

In the Australian context, there has been renewed attention to insider threat, deficiencies 
in current processes and protocols, and the management strategies that may mitigate such 
incidents. The Australian government mandates that public sector organisations protect 
against insider threat through best practice recommendations and a risk management 
approach (Commonwealth of Australia, 2018), but investigations have recognised 
deficiencies across ‘the protection of the Australian Government’s people, information and 
assets’ (Australian National Audit Office, 2018, p. 7). Indeed, as the insider threat landscape 
evolves, with increasingly sophisticated technologies, shifts in demographics, and a more 
dispersed workforce (among other changes), the spaces for incidences to occur are arguably 
expanding. The need for greater understanding of the dimensions of insider threat, in both 
government and non-government entities, will continue to be an urgent organisational 
priority in Australia. Moreover, it will require innovative thinking to effectively address the 

                                                
12 These are the main categories of insider threat established by CERT which are widely accepted in the broader 
literature. 
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technical, individual, and organisational aspects of the problem in a holistic manner (Bedford, 
2018). These we will discuss in detail in the following chapters. 

Indicators, Characteristics and Motivations 

Many of the challenges associated with identification of the motivations, behavioural 
indicators and characteristics of white-collar crime are also present for insider threat. 
Defining the contours of insider threat means working across complex social and technical 
dimensions, and with relatively limited empirical research. Al-Mhiqani et al., 2020, classify 
insider profiling into the following types: 

• Sabotage, where an insider may use IT to interfere with, or cause direct harm to, an 
organisation or individual. These actors tend to be disgruntled employees/personnel in 
possession of technical know-how and authorised access. 

• Theft of IP, where an insider steals IP that they may have daily access to and 
removes it from the organisation. It may be used for personal reasons such as in new 
employment or may be transferred to a competitor. 

• Fraud, where an insider utilises authorised access to misappropriate or misuse an 
organisation’s financial resources.  

• Espionage, where there are systematic and targeted extractions, which provide an 
insider with some sort of strategic economic, military or public relation benefit. 

It is important to consider whether different sets of insider threat indicators might be 
associated with each of these attacks above. Research conducted by CERT (Computer 
Emergency Response Team) at Carnegie Mellon University, has developed models to address 
these variables, presenting profiles for understanding the threat types and the evolution of the 
crimes, as well as the motivations, methods of attack, organisational problems, and indicators 
that may assist an organisation in early detection (Cappelli, Moore and Trzeciak, 2012). The 
CERT models are designed to create a picture of the very complex nature of insider threat by 
including soft factors such as policies, procedures and culture. The models balance and 
reinforce feedback loops associated with insider threat and show how a problem may 
temporally unfold (Cappelli, Moore and Trzeciak, 2012). Figure 2.2 demonstrates these 
feedback loops in a single model, but the CERT team have since been building three main 
models to deal with different kinds of insider threat, namely, theft of IP, IT sabotage, and 
fraud (see Cappelli, Moore and Trzeciak, 2012). While the CERT research does not fully 
flesh out these associations and conduct validation studies (Greitzer et al., 2019), it identifies 
important patterns of behaviour and recommends measures for the protection of organisational 
systems and data (Cappelli, Moore and Trzeciak, 2012). 

Patterns of behaviour, including disgruntlement; counterproductive workplace behaviours 
such as tardiness or poor work quality; sudden wealth; bragging; stressful life events; and 
suspicious office hours have been identified as indicators in other studies on insider threat. 
Shaw and Fischer, 2005, found that in almost all cases we see employees displaying 
disgruntlement and personal problems 1–48 months prior to an insider incident. They also 
found that insider threat attacks are proceeded by a noticeable change in behaviour before the  
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Figure 2.2. CERT’s Management and Education of Risk of Insider Threat Model Overview 

 
SOURCE: Cappelli, Moore and Shaw, 2006. Used with permission. 
https://resources.sei.cmu.edu/asset_files/Presentation/2006_017_001_52084.pdf 

offence. As such, colleagues that work together closely may pick up if something is different 
(Shaw and Fischer, 2005).13 

There are also studies showing that when an employee displays a single behavioural risk 
indicator, it may not be considered enough to be reportable. A 2018 study by Bell, Rogers 
and Pearce, 2018, looking at behavioural indicators and factors that influence the likelihood 
of intervention in cases of insider threat was conducted with the intention of understanding 
this hesitance in reporting. Data was drawn from a survey of personnel at a large critical 
national infrastructure energy sector organisation. While the results reinforced existing 
findings on the reluctance of employees to report behaviours, the study also found that 
‘situations with sufficient evidence are more likely to be reported’ (Bell, Rogers and Pearce, 
2018, p. 166). Moreover, factors that typically inhibited the likelihood of reporting were 
the seniority of the potential offender and the perceived motivations. These may include 
work issues (performance management or grievances) or personal and external factors 
(bereavement, divorce or debt) that might create a susceptibility. Other factors were confidence 
of confidentiality and the clarity of reporting procedures. There appears to be a strong 
correlation between an observer’s ability to correctly interpret behavioural indicators and 
access clear means/platforms for responding, and the likelihood of intervention. The authors 
recommend that organisations provide specific training in recognising concerning behavioural 
indicators, ensure that there are clear and confidential reporting processes in place, and foster 
a culture where respectful challenge is welcome (Bell, Rogers and Pearce, 2018). 

                                                
13 For a more recent formalisation of the insider threat critical path, see Shaw and Sellers, 2015. 

https://resources.sei.cmu.edu/asset_files/Presentation/2006_017_001_52084.pdf
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Understanding the human element is central, whether that means the psychology of the 
insider or the social and organisational context in which an attack takes place. The authors 
of The CERT Guide to Insider Threats remark that ‘if you learn only one thing from this 
book, let it be this: insider threats cannot be prevented and detected with technology alone’ 
(Cappelli, Moore and Trzeciak, 2012, p. 14).14 As such, there is significant literature on the 
predispositions, personality traits and personal issues that may make an individual more 
liable to engage in certain counterproductive behaviours.15 A 2016 article seeking to develop 
‘an empirical validation of malicious insider characteristics’ argues that consideration needs 
to be given to the presence of mental health issues, personal ethics, social isolation and 
emotional problems, the impact of personal or work-related events, disgruntlement, social 
and cultural conflict, behavioural precursors and negative experiences (Liang, Biros and 
Luse, 2016). The authors used text mining to analyse 133 malicious insider cases from 
military units, intelligence agencies and business organisations to identify common features. 
Data was mined from non-security-related, publicly available, sources to provide an 
empirical basis for theories of insider characteristics. The study found that malicious insiders 
have ‘more personality problems, mental health disorders, and substance abuse problems’ 
than the general population and that despite narcissistic personality disorder being prominent 
in the literature on insider threat, ‘malicious insiders actually exhibit less narcissism than 
people in the general population’ (Liang, Biros and Luse, 2016, p. 384). This may be because 
‘narcissism suggests that individuals want positive attention and recognition’ and carrying 
out offences of this nature would be inconsistent with internal objectives (Liang, Biros and 
Luse, 2016, p. 384).16 

Recent research has demonstrated the prevalence of ‘dark triad’ personality traits in 
insider threat cases and deviant workplace behaviour studies. Maasberg, Warren and Beebe, 
2015, p. 3519, indicate that these traits include 

socially aversive personalities and are categorized as Machiavellianism, 
narcissism, and psychopathy. Common personality characteristics shared 
by all three traits include a socially malevolent character, self-promotion, 
emotional coldness, duplicity, and aggressiveness, and may be accompanied 
by feelings of superiority, privilege, lack of remorse or empathy, and a 
tendency to exploit others. 

                                                
14 A fairly comprehensive set of indicator types is described in Greitzer et al., 2018. 
15 There is a significant literature in counterproductive work behaviours that integrates many individual 
strands of research in negative behaviour. For an integrative description, see Fox and Spector, 2005. 
16 Liang, Biros and Luse, 2016, pp. 362–363, describe their method thus: 

We take the keywords garnered from our text mining and code them according to characteristics 
identified in previous research. . . . We extrapolate the proportion of individuals with the 
given characteristics, but question how this compares to the proportion of individuals in the 
population at large who display these same characteristics. It would be useful to determine 
whether there is a significant proportional difference that allows the identification of 
characteristic areas more prevalent in malicious insiders. 
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However, it is not only negative predispositions that should be identified. Positive 
personality traits may be harnessed to inhibit counterproductive behaviours. In this space, the 
literature on individuals who possess a ‘proactive personality’ is important (Yan, Hu and Wu, 
2021). This research has been driven by recognition of the ‘competing demands and time 
pressures’ of modern work environments, and the need to curb and understand increased 
instances of counterproductive behaviours such as ‘corner cutting’—that is, when employees 
‘manage increased work demands and expectations by bypassing required procedures in an 
attempt to perform their job with minimal effort’ (Yan, Hu and Wu, 2021, p. 1).17 A study by 
Australian researchers has found that individuals with proactive personalities are less likely 
to engage in corner-cutting behaviours (Jonason and O’Connor, 2017). Such personality traits 
may also generate ‘proactive motivational states, which in turn govern individuals’ goal-
regulation and behavior choices’ (Yan, Hu and Wu, 2021, p. 1). 

                                                
17 See also Beck, Scholer and Schmidt, 2017; Mitchell et al., 2008. 
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3. Effective Management in the Face of Threats 

Organisational Vulnerability and Resilience 
At the core of effective management of insider threat and white-collar crime in any 

organisation is recognition that these are fundamentally human problems and must be treated 
as such. A set of guidelines developed generated from an intelligence perspective in 2021 
titled Insider Threat Mitigation for U.S. Critical Infrastructure Entities states that 

technology can enable organizations to get a better sense of workforce 
behavior, particularly in its virtual domains, but the most important resource 
an organization has to counter insider threats is the workforce itself. To help 
mitigate these threats, an organization must, at a minimum, achieve two 
things: Have a program that identifies individual anomalous behavior and the 
resources to respond. Respond to anomalous behavior in a way that fosters 
trust and leverages the workforce as a partner. (National Counterintelligence 
and Security Center [NCSC], 2021)1 

As insider attacks and white-collar crimes involve both motivation and opportunity, 
the emphasis should be on reducing both. A 2016 paper by Padayachee concerned with 
developing opportunity-reducing techniques in the context of information security utilised 
situational crime prevention theory to delineate five opportunity categories to be addressed: 

• Increase effort by ‘confirming the perception that a specific crime would be difficult 
to execute’. This requires strong information security controls such as vulnerability 
patching, usage/access control/permissions, web access control, and monitoring of 
downloads. 

• Increase risks by escalating the perception that ‘risk of detection, resistance and 
apprehension’ associated with corruption/malfeasance would be considerable. This 
may include, for example, surveillance or policy checks (two-person sign-offs). 

• Reduce reward by ‘reducing the perception that the benefits of the crime would be 
worthwhile’ (e.g., concealing or removing targets). 

• Reduce provocation by eliminating harmful stimuli that may precipitate a crime. 
This may include ‘reducing frustrations and stress; avoiding disputes; reducing 
emotional arousal; neutralising peer pressure and discouraging imitation’. The desired 
outcome would be a positive workplace and security culture and would include 
mechanisms for dispute resolution.2 

• Remove excuse by ‘neutralising the rationalizations of a criminal’. Criminals find 
justifications for crimes, for example, by perceiving cybercrime to be victimless. 
These may be removed by, for example, clear rules, instructions, and assisting 
compliance (Padayachee, 2016, p. 50). 

                                                
1 Relevant here are discussions about the limits of employee reporting of suspicious behaviours as described by 
Intelligence and National Security Alliance (INSA), 2017; see also Wilder, 2017. 
2 Finding gentle ways to terminate employees may also minimise potential conflict and disgruntlement and 
reduce the motivation for exiting employees to commit counterproductive behaviours (Cutter, 2019). 
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Significantly, these opportunity-reducing techniques are also likely to be effective in 
increasing the ‘cost’ associated with counterproductive activities and reducing motivations. 

Insider threat and white-collar crime are multifaceted problems, and, as such, no 
single mitigation action will be effective on its own. A risk-based approach tailored to an 
organisation’s local context is needed to manage both counterproductive and criminal 
behaviours and must be implemented using a holistic framework. As delineated in a recent 
study by Australian researchers concerned with operationalising a framework for organisational 
vulnerability to insider threat, organisations need to understand that ‘pinpointing a specific 
insider threat actor is difficult and identifying all insider risk potential is virtually impossible’ 
(Bedford and van der Laan, 2020, p. 2). However, ‘a robust framework and a valid and reliable 
measurement instrument with potential to diagnose organisational vulnerability’ may help in 
developing an effective risk management approach (Bedford and van der Laan, 2020, p. 2). 
The researchers recommend the OVIT (organisational vulnerability to intentional insider 
threat) framework (see Table 3.1), which incorporates the individual, organisational and 
technical dimensions (Bedford and van der Laan, 2020). 

Table 3.1. Organisational Vulnerability to Intentional Insider Threat Model 

Dimension Factors 

Individual • Staff vetting 
• Staff psychological assessment 
• Staff security and risk management 
• Staff ethics 

Organisational • Organisational culture and leadership 
• Insider threat initiatives 
• Organisational protection 
• Organisational complacency 
• Organisational security awareness 
• Organisational reporting 

Technical • Technical monitoring and detection 
• Technical restrictions 
• Technical access 

SOURCE: Adapted from Bedford and van der Laan, 2020. Used with permission. 
 

In the OVIT framework, each dimension breaks down into factors for assessing 
organisational vulnerability. The individual dimension includes processes such as 
staff vetting, psychological assessment, security and risk management, and ethics. The 
organisational dimension includes culture and leadership, insider threat initiatives, 
organisational protection, complacency, security awareness, and reporting processes. 
The technical dimension includes monitoring and detection, restrictions, and access. In 
understanding areas of vulnerability or susceptibility, an organisation can identify strengths 
and weaknesses in terms of exiting controls and conditions. Moreover, it ‘also provides a 
focus for future development of countermeasures and mitigations that can be put in place to 
further protect the organisation. Hence, the aim is to elucidate the effectiveness of controls 
against insider threat risk by determining an organisation’s ability to deter, delay, detect, 
respond, and recover from an insider attack’ (Bedford, 2018, p. 66). 
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A 2016 paper by the same researchers found ten primary organisational vulnerabilities 
that increase the likelihood of insider threat using the Delphi method, which is ‘a versatile 
method for exploratory study, as is the case with insider threat, where the topic is delicate, 
sensitive or undocumented’ (Bedford and van der Laan, 2016, p. 467). Those vulnerabilities 
include: 

• People 
1. Ego/sense of entitlement 
2. Disgruntlement 
3. Ethical flexibility 
4. Increase in staff counterproductive workplace behaviour/workplace deviance 

• Process 
5. Poor security practices of leadership  
6. Poor application of security 
7. No consequences for poor security behaviour 

• Technological 
8. Limited/no auditing and monitoring capabilities 
9. Lack of electronic access controls 

• Strategic 
10. Lack of strong and well-defined organizational culture 

This study demonstrates that ‘vulnerabilities extend across organizational domains, 
consistent with research suggesting that addressing insider threat requires more than a narrow 
focus on technology and/or individual solutions’ and that ‘organizations need to consider 
people, process, technology, and organizational strategy in order to adequately address and 
reduce their risk of insider threat’ (Bedford and van der Laan, 2016, p. 469). Best practice 
lists for threat management, drawn from corporate entities and service providers, have been 
included in an appendix at the end of this report. 

Threats from Contractors and Outsourcing 
While most studies of insider threat focus principally on employees as threats, the 

potential risks posed by outsourced employees can be just as significant. A 2020 quantitative 
study by Oyebisi and Njenga using social bond and involvement theories, found that 
‘outsourced employees exploit information systems vulnerabilities because they are not 
actively involved in the organisation and lack moral values and beliefs’ (p. 136). While 
the study was focused on Nigerian and South African organisations, the findings and 
recommendations are broadly applicable. The study recommends that organisations should 
‘engage outsourced employees by giving them responsibilities to make decisions that will 
improve their involvement in the organisation’ (Oyebisi and Njenga, 2020, p. 136). 

Similarly, companies and organisations are increasing their use of cloud computing as it 
enables and facilitates ‘dynamic and versatile provision of computational resources and 
services’ (Kandias, Virvilis and Gritzalis, 2013, p. 93). However, with these benefits 
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come potential hazards, and this affects the security posture of organisations and critical 
infrastructures. Under these circumstances, consideration needs to be given to ‘a) defending 
against a malicious insider working for the cloud provider, and b) defending against an 
insider working for an organization which chooses to outsource parts or the whole IT 
infrastructure into the cloud’ (Kandias, Virvilis and Gritzalis, 2013, p. 93). These services 
may result in soft points of entry for insider attack, especially if services and functions are 
outsourced. An article seeking to understand predictors of victimisation by analysing 
computer security incidents against Australian businesses showed that ‘the industry sector 
that a business belonged to, and business expenditure on computer security, were not related 
to businesses’ likelihood of detecting computer security incidents. Instead, the number of 
employees that a business has and whether computer security functions were outsourced were 
found to be key indicators of businesses’ likelihood of detecting incidents’ (Richards and 
Davis, 2010, foreword).3 

Moreover, we are seeing these same risk factors present across a variety of contexts. A 
2009 article on the private sector in the U.S. intelligence community states that because of an 
ongoing need to rely on private sector augmentation, the government must ‘move beyond 
viewing its commercial augmentation as an ad hoc resource without having clear strategies 
and policy for its use’ (Voelz, 2009, p. 587). The intelligence community should ‘adopt a 
doctrinal approach with improved management protocols and procedural safeguards in order 
to better integrate commercial augmentation into total workforce planning’ (Voelz, 2009, 
p. 587). This should include, among other things, clarification of the appropriate scope 
of contractor activities across intelligence operations, clear legal guidelines for their 
employment, upgraded oversight and management controls, and effective strategies for 
identifying and mitigating potential dangers to security interests (Voelz, 2009). 

Integrative Management Solutions 
Because of the diverse points of vulnerability that an organisation may have to an insider 

threat and the complex nature of an attacker’s motives, researchers are increasingly 
advocating for integration and cooperation across different organisational functions. These 
may include ‘representatives from human resources, security, counterintelligence (or similar 
function), cybersecurity/information security, internal policymakers, training, and legal, 
privacy and civil liberties, as well as front-line leaders’ (NCSC, 2021, p. 14). Bringing 
together the various components of the organisation ‘is essential because information indicating 
an insider threat can come from multiple sources. Sometimes individual indicators are not 
considered a problem, but when coupled with information from across the organization, they 
may reveal an issue’ (NCSC, 2021, p. 14). Moreover, different risks are dealt with by 
different sections of an organisation. For example, an IT-related issue will be dealt with by 
IT/security personnel, whereas a personnel matter will be dealt with by human resources (HR). 

                                                
3 See also Lachlan, Hutchings and Smith, 2012. 
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As such, ‘properly identifying insider threats at any stage of the talent lifecycle requires a 
multifaceted, collaborative approach. Interviews emphasized that optimizing this process 
requires that (at the minimum) HR and security functions actively share data and engage in 
joint decision making’ (Brown et al., 2020, p. 41). 

According to a 2020 report produced by INSA’s Insider Threat Subcommittee, 
integrating ‘corporate HR functions into an interdisciplinary insider threat monitoring and 
mitigation approach that acts both proactively and holistically’ (p. 1) can be highly effective. 
Bringing together HR functions with other key stakeholders allows for coverage across both 
technical and behavioural indicators, and ‘helps the company reduce susceptibility to insider 
risks and build and maintain positive employee relationships, leading to talent retention’ 
(INSA, 2020, p. 1). 

The importance of bringing together otherwise discrete functions and developing a 
holistic approach to mitigation strategies applies not only within agencies/organisations 
but also across them. This includes sharing between law enforcement, other government 
agencies, and bodies within the private sector. In Australia, however, there are a number of 
legal, technical and cultural obstructions that mean that the process of information sharing 
is not always optimised. A 2018 study done by the Australian Institute of Criminology 
outlines the extent to which this occurs, and how it might be repaired. In Australia, the legal 
impediments are significant as ‘there is no agreed legal definition of criminal intelligence 
among the eight states and territories and the Commonwealth’ (Brown, 2018, p. 14). The 
states and territories do not have legislative frameworks that speak to each other, and there is 
no framework for exchange at the Commonwealth level. The cultural impediments stem 
largely from the tendency for organisations to grow internal intelligence holdings rather than 
engage in exchange with other agencies. Technical barriers include incompatible IT systems 
and infrastructure, as well as inconsistency across vital details, which creates problems for 
data matching. Brown, 2018, p. 12, argues that transcending these barriers first requires 
recognition of the ‘desired end-state for an information sharing arrangement’. Additionally, it 
is important to ‘understand the nature of the information sharing mechanism, as defined by its 
level of interaction and connectivity’, which in turn allows for greater cognisance of ‘the 
increasingly complex issues that are likely to be experienced as the level of sophistication 
grows’ (Brown, 2018, p. 12). 

Self-Regulatory Versus Rules-Based Models 
A recurring theme in the literature on organisational management strategies for insider 

threat and white-collar crime is the efficacy of deterrence and self-regulatory approaches 
compared with more coercive rules-based approaches.4 It is important to note that the 
application of this kind of perspective to white-collar crime and insider threat is still relatively 

                                                
4 Another theory that bears on the efficacy of these two approaches is regulatory focus theory (a.k.a. motivational 
focus). A prevention focus leads to rule following; an achievement focus leads to rule breaking to better achieve 
goals; see Halvorson and Higgins, 2013. 
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novel and, as such, the terminology has not yet converged. However, it appears that ‘rules-
based’ seems aligned with command-and-control strategies, extrinsic motivation, and 
negative deterrence. ‘Negative reinforcement’ and ‘the stick’ are similar in nature. ‘Self-
regulatory’ seems to be aligned with intrinsic motivation and positive deterrence, and 
‘positive reinforcement’ and ‘the carrot’ are similar. 

A 2014 paper concerned with analysing punishment versus reward approaches to an 
individual’s IT security compliance suggests that ‘reward enforcement…could be an 
alternative for organizations where sanctions do not successfully prevent violation’ or where 
there is an aversion to ‘sanction enforcement policy’ because of the ‘unmotivated atmosphere’ 
it can create (Chen, Ramamurthy and Wen, 2012, pp. 174–177). So, too, should there be 
consideration of the severity of the punishment when the likelihood for enforcement is high. 
Under these circumstances, the harshness of the penalty is of less importance because it has 
become more than simply a ‘gesture’. Given these findings, the researchers suggest that 
the way to manage unethical behaviours in employees is to establish an inclusive and 
comprehensive enforcement system that involves ‘a reward enforcement scheme through 
which the organization’s moral standards and values are established or reemphasized’ 
(Chen, Ramamurthy and Wen, 2012, p. 179). 

Consequently, there is strong inducement to develop what is referred to as in the literature 
on insider threat as ‘positive deterrence’. A 2016 CERT Division technical report titled The 
Critical Role of Positive Incentives for Reducing Insider Threats argues that 

positive deterrence complements the use of negative deterrence by reducing 
the baseline of insider threat in a way that can improve employees’ satisfaction, 
performance, and commitment to the organization. Employing the right mix 
and ratio of positive and negative incentives in an insider threat program can 
create a net positive for both the employee and the organization—moving an 
insider threat program from a “big brother” program to a “good employer” 
program that actually improves employees’ work life. (Moore et al., 2016, 
p. 25)5 

The key is developing a positive organisational culture, which means practising areas that 
promote perceived organisational support.6 This idea, founded in social exchange theory, is 
built on the logic that individuals interact with others and invest in relationships in a way that 
maximally benefits themselves. The CERT Division study shows that ‘the extent to which 
employees believe their organization values their contributions, cares about their well-being, 
supports their socio-emotional needs, and treats them fairly’ is fundamental to positive 
organisational culture (Moore et al., 2016, p. 28). As the researchers observe, ‘Achieving 
this perception is the foundation for other positive incentives an organization can employ. 
Without that perception, all else can be undermined’ (Moore et al., 2016, p. 27). Moreover, 
for an organisation to successfully develop a positive work culture there needs to be careful 
consideration of the sociocultural structure of the workforce when designing incentive 

                                                
5 See also Moore et al., 2018. 
6 For more on positive organisational culture, see Eisenberger and Stinglhamber, 2011. 
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frameworks. This may help ensure that, as Moore et al., 2016, p. 34, argue, ‘practices provide 
motivators for individuals and groups with high-context, polychromic collectivistic tendencies 
and low-context, monochromic, and individualistic tendencies’. High-context, polychromic 
tendencies refer to individuals and groups where understanding and meaning are found in 
the non-verbal aspects of communication, and where time is viewed as fluid, flexible, and 
adjustable to the needs of the individual/group. This differs from low-context, monochromic 
tendencies, where knowledge and communication are explicit and direct, and where time is 
viewed as something that is structured and can be compartmentalised. 

In the context of white-collar crime, the findings are similar. As with insider threat, 
ensuring employee adherence to workplace policies is integral to successful organisational 
functionality. Companies must understand how to motivate and encourage rule following 
behaviour in its employees. A 2009 book chapter argues that it is self-regulatory strategies, 
rather than command-and-control strategies, that appear to have greater influence on 
employee behaviour, the primary shaping factor being ‘the procedural justice that employees 
experience in their workplace’ (Tyler, 2009, p. 195). This analysis shows the central role that 
ethical judgements have in motivating adherence to workplace rules and policies (Tyler, 
2009). Indeed, positive deterrence goes beyond ethical judgements to work to align the 
interests of the individual with that of the organisation—the employee’s commitment to the 
organisation. Interest alignment and ethical judgements are important to reduce the insider 
threat baseline in both corporate (collective) and individual crime. 

Technologies 
Recent efforts focused on how to predict insider threat have increased attention to 

systems, methods, tools and techniques that allow for fast and accurate detection of malicious 
insiders. There is a growing literature on taxonomies that identify insider types and levels, 
motivations, profiling, and methods employed in attacks, as well as behavioural analysis, 
machine learning (ML) techniques, data sets, detection methodologies and evaluation metrics 
(Al-Mhiqani et al., 2020). The majority of the literature in this field is on cybercontrols, and 
these approaches typically include password and user access control. Newer technological 
based approaches to insider threat monitoring and mitigation include location-based 
authentication and artificial intelligence (AI) or ML approaches (Choi and Zage, 2012), 
such as surveillance methods to profile employees for insider threat detection.7 

Cybervetting—that is, an employers’ use of online information for personnel selection—
has also become an area of particular interest. A 2014 study by Berkelaar and Buzzanell 
based on the qualitative analysis of 45 in-depth employer interviews ‘emphasizes how new 
and different information visibility afforded by the Internet simultaneously replicates and 
shifts how employers evaluate reconstructed information about candidates during personnel 

                                                
7 Examples of AI/ML based surveillance profiling research in this area include profiling using social media, 
sentiment analysis and biometric measures; see Alahmadi, Legg and Nurse, 2015; Kandias et al., 2013; 
Kandias, Virvilis and Gritzalis, 2013; Matthews et al., 2018; Soh et al., 2019; Yerdon et al., 2021. 
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selection’ (p. 84). However, this process, and particularly interpretation of that data, is not at 
all straightforward. The study found that ‘employers evaluate the relative presence or absence 
of certain types of visual, textual, relational, and technological information in patterned and 
idiosyncratic ways’ (Berkelaar and Buzzanell, 2014, p. 84). Moreover, there is an increasing 
expectation that employees will ‘curate digital career capital to manage the expanding 
contexts within which employers construct and evaluate professional and/or workplace 
identities’ (Berkelaar and Buzzanell, 2014, p. 84). 

Curating can also mean concealing or omitting information that may be important for 
security. A 2014 study published in the Journal of Management Information Systems 
suggests the use of an emerging technology called autonomous scientifically controlled 
screening systems (ASCSS) to assist in detection of deliberately ‘hidden information about 
target topics of interest’ (Twyman et al., 2014, p. 106). These may include things such as 
‘knowledge of concealed weapons, privacy violations, fraudulent organizational behavior, 
organizational security policy violations, preemployment behavioral intentions, organizational 
insider threat, leakage of classified information, and consumer product use information’. Under 
these circumstances, the ASCSS may help represent a ‘systematic synthesis of structured 
interviewing, orienting theory, defensive response theory, noninvasive psychophysiological 
measurement, and behavioral measurement’ (Twyman et al., 2014, p. 106). 

Leveraging innovations in technology and data-gathering mechanisms may offer significant 
opportunities for early intervention in security clearance processes (INSA, 2014). This may 
be of particular significance in the context of continuous evaluation (CE). According to a 2019 
RAND report that assessed CE approaches in the context of insider threat in U.S. departments 
and agencies, CE is ‘a vetting process to review the background of an individual who has 
been determined to be eligible for access to classified information or to hold a sensitive 
position at any time during the period of eligibility’ (Luckey et al., 2019, p. iii). Its utility is 
in its ability to identify possible red flags like financial debt and allow an organisation to 
prevent the situation worsening and becoming a risk to the organisation. The authors of the 
RAND report suggest that CE may offer significant benefits in terms of effectiveness and 
cost compared with current approaches to granting security clearances based on periodic 
reinvestigation: 

The substance of the data that a CE program would review is not wholly 
different from data reviewed in the current process. What would change is the 
frequency with which the data are reviewed and analyzed. The individuals 
receiving greater scrutiny could be limited to those whom the CE system 
identified as potentially having an issue worthy of further investigation. 
(Luckey et al., 2019, p. x) 

Moreover, they argue that if the process is conducted and executed smoothly, it should not be 
more invasive than existing approaches. 

However, CE cannot guarantee total effectiveness. It is important to recognise that while 
CE may offer opportunities for increased timeliness of intelligence, to do so it must leverage 
information that may be insufficient. It is also ‘not immune to insider threats finding ways to 
operate undetected and below levels that would alert the system’ and should not be 
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understood as ‘an automatic indication of insider threats. The notification indicates the 
possibility of a potential threat but requires additional analysis to determine the nature of 
the employee’s situation’ (Luckey et al., 2019, p. 49).8 The need for human analysis and 
judgement remains. In the contemporary context at least, ML and AI are not sufficiently 
sophisticated or advanced to make risk assessment decisions. 

There is also significant, and very public, concern regarding potential error and bias in 
vetting and security processes that incorporate AI or ML. These technologies currently 
require substantial and continuous manual oversight, calibration and scrutiny, largely due to 
the rapidly evolving nature of corporate operations and information systems, as well as the 
dynamic nature of the threat environment. In its current state, the practical benefit of this kind 
of technology is relatively limited and it is used principally for referring cases to human 
personnel for further assessment and triage. Ultimately, cases will be dealt with on a human-
to-human basis and each case managed on its own merits (Brown et al., 2020). As noted 
above, ‘Insider threats cannot be prevented and detected with technology alone’ (Cappelli, 
Moore and Trzeciak, 2012, p. 14). This is especially true in the context of insiders and 
authorised access. In the contemporary environment, technical controls will not be sufficient 
to prevent or detect insiders working on company IT with administrative privileges and 
knowledge of how to bypass security controls in the system. 

Practices like cybervetting, CE, and detection approaches using AI/ML have implications 
well beyond their utility in the technical context, and these must be recognised in the 
implementation. Based on data from 89 employer and applicant interviews, Berkelaar, 2014, 
p. 479, argues that because of cybervetting practices there has been ‘a shift in the social 
contract—the implicit expectations for how personnel selection and employment 
relationships should work’. The results of the study suggest 

an extension of new proactive transparency expectations from organizations 
to workers, the implicit acceptance of which points to the emergence of a 
digital social contract. The digital social contract prescribes normative 
expectations for workers’ digital visibility, thereby extending the times and 
contexts within which employment evaluations and career management 
occur. (Berkelaar, 2014, p. 479) 

The consequences of such a shift are significant, and this analysis highlights ‘the 
centrality of information visibility to selection practices and ethics, and transparency as a 
persistent, yet unquestioned, cultural value for ethical assessment’ and should prompt solemn 
consideration of ‘how technologies affect everyday practices and perceptions of personnel 
selection, careers, and employment relationships’ (Berkelaar, 2014, p. 502). 

Indeed, there is growing concern that cybervetting violates common ethical codes.9 A 
2017 article in the Journal of Ethical and Legal Issues highlights three ethical/legal concerns 

                                                
8 For more on the topic of continuous evaluation, see Herbig, Zimmerman and Chandler, 2013; INSA, 2017; 
Young, 2021. 
9 Infringement of privacy was viewed as a critical concern in a survey of practitioners building insider threat 
programs in their organizations (Moore, Miller and Horneman, 2021). 
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with the use of cybervetting during the hiring process (Yarbrough, 2017). They include the 
right of an employee to a personal life, the right of an employee to know the pre-employment 
screening process of an organisation, and the potential for discrimination in that process. 
The pervasiveness of cybervetting makes these concerns of heightened importance, and with 
increasing societal participation in social media the use of this technique will grow. Yarbrough, 
2017, provides the following recommendations to ensure that an organisation maintains legal, 
ethical and transparent cybervetting processes: 

• Clearly understand relevant state and federal laws associated with applicant social 
media searches. 

• Identify an internal ethical position, regarding social media searches, based on 
organisational mission, values and goals. 

• The specific organisational cybervetting policy should be developed such that it is 
more restrictive than both the internal organisational ethical position and the relevant 
state and federal laws.10 

• Build a well-crafted organisational policy on social media screening. 

Scrutiny and surveillance in the workplace will increasingly need to be balanced against 
privacy and civil liberties, and with cognisance of the shifts it may cause in workplace power 
dynamics.11 A submission to the Select Committee on the Impact of Technological Change 
on the Future of Work by the Australia Institute in 2020 outlines how 

a new form of inequality and power imbalance is created when only 
employers have access to the information they use for deciding how workers 
are hired, evaluated and managed. Without access to this information, 
workers and their representatives have no ways of understanding and, if 
necessary, challenging employer decisions. This leads to a reduction in 
transparency and bargaining power. (Lewis, 2020, p. 8) 

The submission also observes that we are starting to see ‘power imbalances’ around who 
is creating the data that determines how individuals are recruited and evaluated, and an 
increase in data-driven decisionmaking, and more predictions and assessments made by 
automated systems. These systems are relatively opaque and ‘non-reverse-engineerable, 
which makes it harder to hold them accountable’ (Lewis, 2020, p. 8). 

Organisations need to consider the broad implications of insider threat programs, both 
positive and negative. As highlighted in a 2015 white paper by the Software Engineering 
Institute at Carnegie Mellon University, the way an insider threat program is set up, and how 

                                                
10 The argument for a more restrictive policy is because the increase in use of social media searches ‘has soared 
much faster than the development of organizational policy regarding social media review in the hiring process’. 
The author argues that ‘organizations are backtracking and or trying to quickly establish contemporary policies 
that address legal and ethical application of easy Internet access to candidate information’ (Yarbrough, 2017, 
pp. 3–4). 
11 On the steady erosion of privacy due to the use of digital technologies in monitoring and surveillance, see 
also McParland and Connolly, 2019. 
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it is perceived, can result in the following negative unintended outcomes (Moore et al., 2015, 
pp. 1–2): 

• The program does not adequately distinguish between legitimate whistleblower 
programs and the program function. This may prevent correction of situations or lead 
to illegitimate whistleblowing. 

• The program causes strained relationships between employees and managers. This 
could result in negative perceptions of the program and employees hiding behaviour 
for fear of being caught or not reporting concerns. 

• The program loses support from management, which may result in decreased efficacy 
of the program, or people may merely start paying lip service. 

• The program may be subverted by individuals who use it for other purposes such as 
targeting employees or using the program to monitor employee productivity. 

• The authors suggest that the best mitigation strategies for such occurrences is to 
establish ‘a clear picture of the way things could go wrong when establishing and 
executing an [insider threat program]’, which should help develop ‘a balanced 
approach that has a better chance of reducing insider threats while minimizing the 
chances or severity of negative unintended consequences’.12 

Ethical Concerns 
Ethical concerns about an organisation can lead individuals to speak out against what they 

perceive to be wrong (e.g., policies or practices). Security issues may arise when these ethical 
concerns lead individuals to take actions to the detriment of the organisation. Research and 
reporting on recent occurrences, including in the Australian context, has described how 
ethical concerns can both lead to security issues and suggest ways to encourage reporting of 
unethical behaviours (i.e., ‘whistleblowing’). 

In late 2020, Google fired a prominent AI researcher, Dr Timnit Gebru, for reasons that 
are still disputed. More than 1,200 Google employees signed an open letter in support of her, 
protesting what they called ‘research censorship’ and accusing their employer of attempting 
to suppress research that would have cast the company in an unflattering light. The incident 
prompted prominent observers to cast doubt on Google’s ethical commitments, raising the 
fact that Google was recently alleged to have spied on employees who attempted to organise 
a union (‘Google Staff Accuse Company’, 2020). Two months after Dr Gebru was fired, her 
co-research leader, Dr Margaret Mitchell, was also terminated. Google issued statements 
alleging that Dr Mitchell had violated security policies by ‘exfiltrating’ confidential 
documents that she believed would support her colleague’s case (Dickey, 2021). 

The actions that contributed to Dr Gebru’s departure included attempts to bring attention 
to what she perceived as Google’s insufficient attention to workforce inequities. Google’s 
actions can be seen as an example of what some researchers have called ‘unethical pro-
organisational behavior’ (Sheedy, Garcia and Jepsen, 2020). That is, some employees may 

                                                
12 Other potential unintended consequences of concern were described in a survey of practitioners building 
insider threat programs in their organizations; see Moore, Miller and Horneman, 2021. 
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take actions they perceive to benefit the organisation, even those that are typically considered 
unethical (e.g., manipulating unfavourable data). This motivation is distinct from that of 
employees who may intend to harm the institution or benefit themselves. Companies and 
leaders can try to shift the organisational culture to favour behaviours in which employees 
are likely to identify and report ethical concerns, and to be responsive to compliance and 
adherence. To do so, organisational leaders could emphasise the long-term interests of an 
organisation and the potential harm that could result from unethical behaviours, including 
harm to other stakeholders. Specific actions that leaders and managers could take include 
modelling appropriate behaviours and rewarding and encouraging similar behaviours among 
employees. 

Creating an ethical organisational culture that is aligned with individual ethics may require 
not simply shaping beliefs (e.g., through training or compliance programs) but helping to 
orchestrate and encourage a supportive culture (Epley and Kumar, 2019). Organisations 
could consider corporate ethics as a design problem with four features: explicit values, 
thoughts during judgement (employees should routinely consider whether something is not 
just legal, but also ‘right’, in principle), incentives, and cultural norms. Leadership could 
create contexts that emphasise ethical principles, provide formal and informal rewards, and 
integrate ethics into daily life (Epley and Kumar, 2019). 

Ethics in the Australian Context 

In the Australian context, examples of how individuals have sought to expose (i.e., 
‘leak’) what they believed to be ethically concerning incidents or behaviours—including how 
organisations have supported or suppressed such reporting—can reveal insights into how to 
encourage appropriate reporting of troubling information. The Australian government has 
debated whether ministerial discretion or changes to the law should form the basis of efforts 
to prosecute journalists or whistleblowers involved in media leaks (Merritt, 2019). Some 
proposed legal changes include ‘greater oversight to prevent misuse of government secrecy, 
better protection for public servants who reveal wrongdoing and contestable judicial hearings 
before police are given approval to raid newsrooms and journalists’ homes’ (Merritt, 2019). 

A report from the Australian Institute of Criminology detailed interviews with 
36 whistleblowers (i.e., those who reported misconduct such as corruption) and 21 people 
who received and coordinated whistleblower disclosures (Dussuyer and Smith, 2018).13 The 
authors solicited suggestions about how to protect or otherwise support the whistleblowers 
that could be used to incentivise future whistleblowers to come forward about potential 
insider threats. These suggestions included keeping whistleblowers apprised of the status 
of the investigation; dealing with the culture of ‘mateship’, which can discourage official 
reporting; improving knowledge about and compliance with organisational policies related 
to whistleblowing; and conducting independent investigations. 

                                                
13 See also Fernandez, 2020. 
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Certain organisational characteristics, such as insularity, may influence the effectiveness of 
such practices. For instance, reporting of sexual harassment complaints in small environments 
may not be improved by an assurance of confidentiality, according to reporting relating to 
small Northern Territory towns (Clure, 2018). Lack of confidentiality in small workplaces, 
especially where there are live-in environments, can contribute to women not feeling 
comfortable in reporting sexual harassment. Organisational groups that are small and insular 
or that spend a lot of time together may create environments in which people are not willing 
to report inappropriate behaviours (Clure, 2018). 

Although such management practices could support whistleblowers, companies have also 
wielded them to quash reporting of misconduct. These actions, which include conducting 
compromised investigations and enforcing non-disclosure agreements (NDAs), offer cautions 
as to how potentially well-intentioned measures to encourage reporting of insider threat can 
be abused to discourage reporting. Recent examples demonstrate ways in which companies 
in Australia have sought to prevent reporting on internal misconduct. Companies facing 
whistleblower allegations can rely on independent contractors to conduct compromised 
investigations that can be used to whitewash any organisational problems and smear or 
terminate whistleblowers (see ‘IOOF Saga Shines Light’, 2015). For example, an 
investigation conducted by PricewaterhouseCoopers for IOOF Holdings Ltd was severely 
constrained in what it could examine yet uncovered multiple incidents of improper trading 
(McConnell, 2015). 

In a similar vein, AMP Capital has been accused of pressuring employees in several ways 
to discourage reporting. AMP has been called ‘the test case for handling sexual harassment 
complaints’ for its attempt to use an NDA to prevent employees from speaking out about 
sexual harassment at work (Grieve, 2020). This example illustrates how the overuse of NDAs 
has created systemic problems within Australian companies, rendering problems invisible so 
that organisations cannot learn from them. The Australian Human Rights Commission has 
developed guidelines for workplace use of NDAs, including ‘measures to ensure victims have 
access to advice and are not forced to sign under duress’ (Grieve, 2020). According to the 
Australian Sex Discrimination Commissioner, Kate Jenkins, these NDAs are particularly 
common in banking and finance, where jobs often depend on personal relationships and 
referrals (Grieve, 2020). 

Using employee interviews and internal emails, one report detailed the apparent 
mismatch between AMP’s externally visible efforts to deal with employee leaks and its 
internal efforts (Roddan, 2020). Facing employee outrage over its handling of sexual 
harassment allegations against top executives, AMP sent a company-wide warning against 
leaking information to the press and has reportedly undertaken a huge effort to identify 
leakers (Roddan, 2020). Employees said these internal efforts created a ‘culture of fear’, in 
contrast to the company’s external efforts to reset its culture and values, including hiring 
consultants and setting up a ‘cultural taskforce’ and ‘integrity office’. 
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Considerations Across Different Business Sectors 
Different management strategies, practices and protocols tend to be developed for non-

government sectors where there may be greater autonomy in terms of what approaches, 
tools and techniques are utilised.14 Corporations and non-government organisations differ 
from government in that they typically control the talent management process from pre-
employment to post-employment, whereas government tends to be quite dispersed and 
vetting is done from a centralised authority (Brown, 2020). Moreover, corporations 
generally have more flexibility as they are not subject to a centralised process that needs 
to be standardised for various government departments. As RAND has shown in a recent 
report, Corporate Knowledge for Government Decisionmakers, non-government entities are 
able to 

selectively experiment with technological approaches in different parts of the 
talent lifecycle, picking and choosing those that are more appropriate for the 
volume and diversity of roles they have available, their specific risks and 
vulnerabilities, their stage of and goals for corporate growth, and so forth. 
Corporations are thus more agile and flexible in the way they conduct (and 
change) processes for screening, vetting, and monitoring. (Brown et al., 2020, 
p. xii) 

The report found that the ‘smaller and newer corporations preferred less-structured, more-
flexible and informal screening and vetting processes, with any malfeasance handled on a 
case-by-case basis. Larger organizations in established, highly regulated industries, such as 
finance and pharmaceuticals, tended to have more-structured processes, owing to the constant 
need to follow federal and state regulations’ (Brown et al., 2020, p. 38). 

Different sectors need to protect different assets. For example, the gaming sector, 
pharmaceutical industry and nuclear sector will focus on material theft of high-value items, 
such as cash, drugs or nuclear material. The specific approach that an organisation takes also 
depends on the kinds of resources it can bring to bear, the company structure, and the level of 
regulation that may be imposed. 

For the health sector, data breaches are becoming more frequent. Recent attacks like the 
UK National Health Service WannaCry ransomware attack show how internal users, who in 
this case were responsible in part for causing the initial infection, are playing a growing role 
in cyberattack campaigns. A 2018 article looking at the countermeasures to internal threats 
in healthcare critical infrastructure found that such threats must be dealt with by addressing 
two key points. The first is effective incapacitation of a malicious insider by ‘removing data 
visibility and locking out permissions entirely so that internal privilege cannot be abused’ 
(Walker-Roberts, Hammoudeh and Dehghantanha, 2018, p. 25167). The second is that there 
must be a human in the loop. System administrators cannot ‘rely on the automation some 
technologies provide and remain alert to unusual activity that may not be automatically 

                                                
14 Other sources to consider include Bunn and Glynn, 2013; Eggenschwiler, Agrafiotis and Nurse, 2016; 
Grama, 2019. 
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alerted to them. System and software design should take into account the need to mitigate the 
risk of an internal threat starting at the very lowest level’ (Walker-Roberts, Hammoudeh and 
Dehghantanha, 2018, p. 25174). 

In the aviation sector, there are large numbers of people in varying position types to be 
considered, including airline staff, contractors and other providers using the facility, 
including (but not limited to) ground handlers, hospitality staff, law enforcement, security 
personnel and airport operations. With so many stakeholders, there needs to be strategic 
engagement across all of them (World Institute for Nuclear Security [WINS], 2020b). The 
aviation sector has long been concerned with detecting, preventing and responding to the 
external threats that come from users of aviation systems. However, aviation managers have 
also developed an acute awareness for threats from inside their organisations (Wallace and 
Loffi, 2014). A recent analysis of security countermeasures in this sector based on interviews 
with aviation industry experts, academia, airline companies, airports, trade organisations and 
government agencies found that the types of risk that were of greatest concern were 
misplaced trust, crime, terrorism, smuggling, undocumented workers, workplace violence 
and IT (Wallace and Loffi, 2014). 

A 2017 U.S. Naval Postgraduate School thesis on policy options for the Transportation 
Security Administration (TSA) also emphasised the threat posed by insiders who have been 
‘leveraged by criminal and terrorist organizations to further nefarious plots in the aviation 
system’ (Bean, 2017, p. 7). The thesis considered the insider threat programs of the U.S. 
Department of Homeland Security’s Office of Intelligence and Analysis, the Federal Bureau 
of Investigation, the United Kingdom’s MI5 and defence contractor Lockheed Martin to 
identify alternative solutions to those currently implemented by the TSA, and highlights three 
elements that are integral to insider threat policies: security programs, counterintelligence 
programs, and organizational culture. Integrating these programs enhances an organisation’s 
ability to detect and prevent insider threats. Finally, the report recommends a strong security 
ethos within the airport environment will help ‘harden the target’ (Bean, 2017, p. 7). 

In 2020, WINS conducted a webinar on insider threat mitigation in the aviation sector. 
WINS was concerned with identifying transferable best practices between the aviation 
industry and the nuclear sector. Bringing together experts from both, the webinar highlighted 
key motivators of offenders in the aviation sector such as financial gain, ideology, desire for 
recognition, loyalty to friends/family/country, and revenge. It also outlined the most prevalent 
forms of attack, which include sabotage, terrorism, espionage and workplace violence. While 
past cases were principally theft and criminal activities, insider threat programs in the aviation 
industry now tend to focus on violent extremism leading to terrorist action against an airline/ 
airport (WINS, 2020b). WINS recommends attention across pre-employment, training, access 
control, continuous monitoring, reporting investigation and post-employment. Pre-employment 
measures include training HR staff on reading résumés and integrating a security mindset 
into the application and interview process. The webinar also highlighted the need for a clear 
HR policy outlining permitted and prohibited behaviours, development of appropriate 
reporting tools—anonymous versus named—and information sharing within the aviation 
sector (WINS, 2020b). 
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Increasingly, players in the nuclear sector are recognising the need to move beyond 
traditional security and safety defences. WINS has developed international best practice 
guides on managing internal threats (WINS, 2019) and countering violent extremism and 
insider threats in the nuclear sector (WINS, 2020a) that advise on areas to address as part of 
a balanced insider mitigation program. The 2020 guide on extremism and insider threats 
outlines a suggested ‘Human Reliability Program’ to ‘ensure that individuals in high-risk 
positions meet the required standards of reliability, trustworthiness and physical and mental 
suitability’ (WINS, 2020a, p. 20). It focuses on the prevention of accidental error and 
malicious acts, and aims to improve the motivation, loyalty and commitment of the 
workforce. The Human Reliability Program would also train employees to spot red flag 
behaviours,15 such as views of opinions that might imply or suggest threat, engagement in 
unauthorised activities, undertaking recordings or surveillance, or posting concerning 
comments on social media (WINS, 2020a).16 

                                                
15 For additional signs of radicalisation, see, for example, Curtis, 2017. 
16 See also the guide by the International Atomic Energy Agency, 2020, which places particular emphasis on 
implementing preventive and protective measures. 
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4. Emerging Risk 

This section explores some of the emerging issues in our contemporary context that may 
present as emerging risks with relevance to insider threat and white-collar crime. We focus 
on generational changes in the workforce, radicalisation and extremism, social engineering, 
and the effects of the COVID-19 pandemic. 

Generational Shifts in the Workforce 
Millennials (also known as Generation Y, born 1981–1996) and Generation Z (born 

1997–2012) are characteristically different from older generations in their worldviews, 
attitudes and values, shaped in particular by the rise of the internet and digital culture. 
Millennials have been associated with negative characteristics including entitlement, 
narcissism, ethical relativism and reduced loyalty—characteristics that have been identified 
as risk factors of insider threat (Fisher, 2015). As the proportion of younger generations in 
the workforce increases, understanding attitudes and value systems and how these guide 
workplace behaviours may be useful for insider threat assessments (Marangione, 2019).1  

Fisher, 2015, p. 19, lists three key findings of his analysis of the Millennial generation as 
an insider threat: 

First, despite the stereotypes, Millennials are no more likely to be insider 
threats than any other generational cohort. Second, based simply on the 
projected representation in the workforce, Millennials may still become the 
primary perpetrators of insider threat attacks in the workforce. Lastly, as their 
numbers in the workforce continue to grow, Millennials will likely be the 
majority of the perpetrators in the years to come; statistically, however, there 
is no reason to believe that the percentage of attacks from Millennials will 
increase any more than what is currently experienced. 

A separate study conducted by Georgetown University concluded that Millennials ‘have 
so far engaged in insider threat at much lower rates [than previous generations]’ (Brinksman 
et al., 2019, p. 6). The authors assert that ‘Millennial value systems do not differ intrinsically 
from other generations. However, formative experiences, intergenerational perspectives and 
cultural traumas have generated distinctive characteristics. Understanding Millennial value 
systems is useful for insider threat assessments’ (Brinksman et al., 2019, p. 9). Millennials’ 
key workplace values are listed as ‘opportunities for career progression and advancement, a 
job that promotes wellbeing, a job that provides continued training and education, careers 
where they can have an impact, and careers with a good work life balance’ (Brinksman et al., 
2019, p. 17). A survey of Millennial employees in the Australian Public Service (APS) found 

                                                
1 For analysis on Millennials and their attitudes information, transparency and government, with reference to the 
Edward Snowden and Chelsea Manning cases, see Marangione, 2019. On the need to update security clearance 
guidelines so that they keep pace with generational shifts, see Posard, 2021. 
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similar work values and expectations, with key work values expressed by participants 
categorised into short-term development (employability, training), long-term development 
(success at work, work-life balance) and efficiency outcomes (direct communication, less 
bureaucracy and mentoring by managers) (Winter and Jackson, 2016). 

Private sector corporations such as General Electric, Dell and IBM are adapting by 
implementing initiatives for Millennial employees with regard to these values (Cunningham 
and McGregor, 2015). These include ‘emphasizing career development and mentorship to 
improve Millennial satisfaction in the workplace, creating a flexible workplace to attract 
Millennial employees, and fostering a sense of purpose and altruism in corporate culture to 
inspire Millennial employees’ (Brinksman et al., 2019, p. 20). More frequent coaching-style 
opportunities to receive feedback and advice, in place of annual performance reviews, are not 
only favoured by Millennials, but also help to encourage improvement and engagement with 
the organisation, so that employees feel ‘more empowered over the direction of their careers’ 
(Brinksman et al., 2019, p. 21). 

Millennial employees have reported a dislike of hierarchical structures, whereby 
‘employee requests must travel through many layers of intermediaries before they can be 
considered and implemented’ (Brinksman et al., 2019, p. 22). Managers of Millennial APS 
employees ‘observed that Generation Y shared a distinct dislike of procedure and hierarchical 
process’, and while this was not perceived by managers positively and was associated with 
‘inexperience, impulsiveness and Generation Y’s sense of entitlement’, Millennial participants 
expressed ‘the view that decision-making processes were often hampered by self-serving 
process that stifled progress and efficiency . . . in which rules, regulations, and approval 
procedures entail a compliance burden for the organization rather than act as a check or 
balance on the efficacy of activities’ (Winter and Jackson, 2016, p. 2009). 

It has been suggested that flatter organisational structures may lead to improved security 
culture within organisations and that open communication can help bring ‘employees and 
leadership into greater contact through internal messaging platforms or fewer “middle 
managers” signing-off on decisions and new initiatives’ (Brinksman et al., 2019, p. 23). 
Furthermore, Brinksman et al., p. 23, argue that ‘whistleblowing that does occur in hierarchies 
tends to be centralized at the upper managerial level, wherein leaders have greater discretion 
and power, and diminished fears of retaliation’, which may be a deterrent to reporting. They 
also indicate that ‘fewer managerial barriers and enhanced collaboration’ may help foster 
relationships and confidence ‘that leaders will be receptive and responsive to their concerns—a 
key determinant of whether employees will use internal mechanisms to blow the whistle on 
wrongdoings’ (Brinksman et al., 2019, p. 24). 

While it is not always feasible or realistic for radical restructuring in large organisations 
with well-established hierarchies, minor changes can be gradually adopted with the goal of 
shifting to a flatter design with more open communication and collaboration. Overall, ‘research 
indicates that millennials appreciate both honesty and loyalty from their employers, and 
continuous dialogue will help leaders decide when and where to implement changes in 
innovative and transparent ways for the benefit of current and future employees’ (Brinksman 
et al., 2019, pp. 42–43). Continuous dialogue will also be essential to managing any mismatches 
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between employee expectations and management style that may arise due to intergenerational 
differences (Miller, 2019).2 

Radicalisation and Extremism 
Radicalisation has been defined as ‘the process through which an individual or a group 

evolves towards political violence or from non-violent to violent extremism’ (Chapman et al., 
2018, p. 19) and as ‘a change in beliefs, feelings and behaviours in directions that increasingly 
justify inter-group violence’ (McCauley and Moskalenko, 2008, p. 416).3 

Examples of right-wing extremism in trusted military positions have recently appeared 
internationally. An inquiry conducted into Germany’s military investigating far-right 
extremist activities revealed that ‘despite a security screening—there are a number of public 
servants with an extreme far-right and violence-oriented mindset’ (Flade, 2021, p. 3) within 
the Bundeswehr (German armed forces) and other state and federal police and intelligence 
agencies. Similarly, reports of right-wing extremism linked to the U.S. military have 
emerged, prompted largely by the January 6, 2021, attack on the U.S. Capitol building 
(Stebbins and Beaghley, 2021), where, as of April 2021, at least 40 people with current 
or former connections to the military or law enforcement had been charged for their 
involvement (Jones et al., 2021). Data on U.S. domestic attacks between 1994 and 2021 
‘indicate that U.S. military personnel have been involved in a growing number of domestic 
terrorist plots and attacks’, and ‘the percentage of all domestic terrorist incidents linked to 
active-duty and reserve personnel rose in 2020 to 6.4 percent, up from 1.5 percent in 2019 
and none in 2018’ (Jones et al., 2021, p. 2). 

While publicly available studies on the occurrence of extremism in the Australian 
military were not found, cases have been appearing in militaries internationally, with 
incidents previously investigated and reported in France and Belgium (Flade, 2021). Right-
wing extremism has been reported to be increasing in Australia (Campion, 2019). The 
Australian Security Intelligence Organisation’s (ASIO) director general Mike Burgess has 
warned that ‘in Australia, the extreme right-wing threat is real and it is growing’ (Doherty, 
2020) and that ‘young Australians are being ensnared in racist, supremist and misogynist 
ideologies in a way that is deeply concerning’ (Stayner, 2021).4 

Responses in Germany have focused on process and policy reform, including of security 
screening methods for soldiers. For example, a new law was introduced to allow for early 
background checks, giving authority to perform cross-checks with databases of known 

                                                
2 For an analysis of differences between generations in an insider threat context, see Miller, 2019. 
3 For a review of radicalisation, see Chapman, 2018; Kruglanski, 2014; Schmid, 2013. 
4 All Together Now, a not-for-profit organisation for promoting racial equality in Australia, has reported 
increased incidences of racism and ‘alarming online behaviours of immediate concern, including circulation 
of conspiracy theories with racist undertones’ and anti-government narratives on social media, during the 
COVID-19 pandemic (All Together Now, 2020). For a breakdown of impacts of COVID-19 on violent 
extremism, see Unitar, 2020. 
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extremists, a change from previously where such checks were only permitted once an 
individual had joined the military. Background checks were also expanded to include online 
checks of social media accounts for extremist, racist or anti-Semitic content (Flade, 2021). A 
tiered triage system has been implemented to prioritise cases for investigation. Working 
groups consisting of members from multiple intelligence agencies have also been formed to 
discuss and share information for monitoring of cases of concern in coordinated efforts. An 
investigation into far-right extremists within the German military, intelligence and law 
enforcement agencies found 34 confirmed cases among 535,000 employees, and ‘the 
majority of confirmed cases led to criminal proceedings or disciplinary measures, including 
individuals whose employment has been terminated’ (Flade, 2021, p. 7). Other suggested 
strategies that have emerged include the appointment of ‘an independent police commissioner 
who is representative and oversees police staff in the various state police agencies as well as 
at the federal level’, in addition to implementing ‘a more robust and extensive whistleblower 
system protecting those who report wrongdoing and extremist activities within law 
enforcement departments’ (Flade, 2021, p. 8). Clear messaging was also emphasised: 

There needs to be a clear understanding conveyed to new recruits that 
extremism will not be tolerated in any shape or form. They represent the state 
and the monopoly on violence, so the understanding is that they need to be 
even more loyal to the constitution than a regular citizen. Strengthened 
internal leadership is required to ensure this as well as including value-based 
elements in all training and education. (Flade, 2021, p. 8) 

Similar approaches have been taken in the United States, with the U.S. Secretary of 
Defense, 2021, recently announcing the formation of a countering extremism working group 
and closer cooperation of military services to learn and share with each other. A study of past 
U.S. domestic attacks similarly highlights the importance of ‘counterextremism education as 
well as offer clear reporting and oversight processes for current service members and police 
officers. This may include training personnel on identity signalling within extremist networks, 
including symbols displayed in tattoos and on apparel’ (Jones et al., 2021, p. 9). They also 
suggest that ‘agencies should conceptualize efforts to counter domestic extremism as an issue 
of self-defense and support for their personnel. This concern may shape strategies to eliminate 
extremist ideology among service members. For example, individual commanders could 
work to build a trusting environment to report and address these problems framed in terms of 
unit defense and cohesion, rather than levying blame’ (Jones et al., 2021, p. 10). As little data 
and analysis is currently available, a better understanding of the extent of the problem would 
be useful for prevention and management of potential threats. 

Social Engineering 
Social engineering encompasses a range of techniques that ‘aim at manipulating 

individuals and enterprises to divulge valuable and sensitive data in the interest of cyber 
criminals’ (Salahdine and Kaabouch, 2019, p. 1). It is considered ‘one of the biggest 
challenges facing network security because it exploits the natural human tendency to trust’ 
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(Salahdine and Kaabouch, 2019, p. 1). Hence, these attacks ‘cannot be prevented using 
software or hardware solutions as long as people are not trained to prevent these attacks’ 
(Salahdine and Kaabouch, 2019, p. 1). 

While the fundamental basis of social engineering techniques is not new (Ogar, 2019), 
these attacks have evolved to incorporate and exploit the latest technologies, which have 
enabled increased sophistication and target range. In particular, the Australian Cyber Security 
Centre (ACSC), 2020, p. 4, has indicated that the threat of ransomware5 has become a cause of 
increased concern ‘given the potential impact on the operations of businesses and governments’, 
while ‘phishing and spearphishing remain the most common methods used by cyber adversaries 
to harvest personal information or user credentials to gain access to networks, or to distribute 
malicious content’.6 

Phishing attacks aim at fraudulently acquiring private and confidential information from 
intended targets via phone calls or emails and commonly involve ‘fake websites, emails, ads, 
anti-virus, scareware, PayPal websites, awards, and free offers’ (Salahdine and Kaabouch, 
2019, p. 4). Attacks ‘may also be used to disable systems via malicious URLs or infected 
email attachments or even as a means to gain prolonged access to devices, systems, and/or 
databases to carry out sophisticated reconnaissance and exfiltration campaigns’ (Burns, 
Johnson and Caputo, 2019, p. 26). Spearphishing is a type of phishing that is highly tailored 
to appear legitimate and genuine, using (usually publicly available) information about the 
target. Due to this customisation, spearphishing attacks require more resources and hence 
‘have a narrower success radius but a higher success rate overall’ (Burns, Johnson and 
Caputo, 2019, p. 26. 

According to the ACSC, 2020, p. 4, ‘Malicious cyber activity against Australia’s national 
and economic interests is increasing in frequency, scale, and sophistication’. Australia was 
ranked the sixth most hacked country globally between 2006 and 2020, with 16 attacks that 
were considered as significant—that is, attacks that ‘targeted government agencies, defense 
or high-tech companies, and incidents with an economic cost above U.S.$1 million’ (Tonkin, 
2020). 

Susceptibility to Social Engineering and Mitigation Strategies 

A study analysing interviews with social engineers found six major themes that contribute 
to an organisation’s vulnerability to social engineering: value, structural controls, organisational 
efficacy, openness, size and purpose (Steinmetz, Knight and McCarthy, 2021). The study 
concludes that, overall, there are four factors that may make organisations more vulnerable 
to social engineers: (1) offering a valuable resource or experience; (2) having no proper 
structural controls in place (e.g., policies, training and technological controls); (3) being 
organisationally inefficient, or employees not having the willingness or ability to ‘cooperate 

                                                
5 For analysis of ransomware, see Haskell-Dowland and Woodward, 2021; SOPHOS, 2021. 
6 For examples of taxonomies of the breadth of types of social engineering techniques, see Krombholz et al., 
2015; Salahdine and Kaabouch, 2019. 
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and uphold organizational information security’; and (4) regularly exposing organizational 
members and data to outsiders. Based on these factors, strategies for reducing organisational 
vulnerability include the implementation of strong structural controls and investments in 
technological controls, clear security policies, and regular training that promotes retention of 
knowledge around threat recognition and response. Encouraging ‘networks of cooperation 
and empower[ing] employees to act on possible security threats’, as well as and limiting 
‘information about its members and operations to external actors’ should also be considered 
(Steinmetz, Knight and McCarthy, 2021). 

As social engineering fundamentally targets humans as the vulnerability in the system, 
‘developing training and awareness of staff in an organization plays a major role in defending 
against social engineering threat’ (Aldawood and Skinner, 2019, p. 4). Training and awareness 
programs ‘should be considered before implementing new technical protection tools’ 
(Aldawood and Skinner, 2019, p. 4). Social engineers have expressed that ‘the quality of the 
training matters’ (Steinmetz, Knight and McCarthy, 2021), with an example of ineffective 
training being automated online training modules. A review of commercial products focusing 
on ‘corporate-based awareness and training solutions’ identified a range of techniques utilised 
for learning software and hardware skills, and understanding real-life security threats. 
Alongside more widely used formats such as video, compliance modules, seminars/ 
conferences, these techniques include gamification,7 simulation, virtual lab methods and ‘live 
practices whereby the participants of the program are required to identify the attitude and 
behavior of potential psychological socially engineered threats’ (Aldawood and Skinner, 
2019, p. 110). 

Foreign Interference and Espionage 

Foreign actors have been known to target individuals with access to sensitive information 
across government, industry and academia8 with objectives of covertly shaping decisionmaking 
to a foreign power’s interests or gaining commercial or other political advantage. Foreign 
actors use a variety of techniques, both to target individuals to gain information or unauthorised 
access from unintentional insiders and to cultivate relationships with the view of recruiting 
for long-term operations. 

Techniques traditionally used by foreign intelligence actors include obtaining sensitive and 
potentially compromising material with the intent of publicising for negative impact, the use 
of honey traps—obtaining information by ‘leveraging friendly or purely social relationships’ 
(Ogar, 2019, p. 106)—and agent recruitment in order to achieve objectives of foreign interest. 
While historically these techniques were carried out in person and ‘physical approaches 

                                                
7 For example, PricewaterhouseCoopers has developed an ‘executive-focused “Game of Threats” that puts users 
through high-stakes, quick-reaction cyberattack scenarios’, while Deloitte’s training is themed around an escape 
room (Gossett, 2021). 
8	The Australian Department of Education, Skills and Employment has published guidelines to counter foreign 
interference in universities; see University Foreign Interference Taskforce, 2019. 
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of intelligence targets will likely continue within the diplomatic circuit, at professional 
conferences and anywhere else a valued target may be found’ (Ogar, 2019, p. 108), foreign 
actors have leveraged the increasing accessibility and ubiquity of social media to target more 
people at reduced risk through comparable digital techniques. These include the ‘digital honey 
trap’ and agent recruitment through networking sites such as LinkedIn (Ogar, 2019), with 
foreign actors ‘seeking non-public or sensitive information under the guise of representing 
think tanks and recruitment agencies’ (ASIO, 2020, p. 24), while also using publicly 
available social media information to curate and refine scenarios for a greater success rate 
(Lenkart, 2011). 

Ogar, 2019, p. 108, asserts that ‘the covert, instantaneous and overexposed, yet 
simultaneously private nature of social media seems to broadly benefit intelligence 
operations’, with the use of technology such as virtual private networks and the sheer volumes 
of data generated on social media enabling concealment or misattribution of fake profiles 
used by foreign actors for operations. Conversely, ‘privacy in social media is an ill-defined 
concept with only patchwork regulation across the world’ and ‘because intelligence agencies 
benefit from large budgets and technological experts, they can easily gain unauthorized access 
to vast troves of private information about individuals’ (Ogar, 2019, p. 109). 

Although Ogar writes from an American perspective with a focus on U.S. adversaries, 
Australia has likewise been a target for foreign interference. Indeed, ASIO’s 2019–2020 
annual report emphasises that ‘the threat to Australia from foreign states seeking to obtain 
strategic advantage at the expense of Australia and its interests cannot be understated’ 
(ASIO, 2020, p. 16). It adds that ‘all levels of government, universities and academia—and 
Defence-related and corporate information networks’ have been targeted ‘to gain access to 
sensitive and commercially valuable information’ (ASIO, 2020, p. 23). Moreover, the 
‘increased targeting of Australian interests in Australia and abroad through a variety of 
methods against an array of sectors’ has been observed, and this can be expected to 
continue, with additional methods appearing as technologies continue to evolve (ASIO, 
undated a). 

In view of reducing the threat of foreign interference over social media, Ogar, 2019, 
highlights the importance of awareness and education, particularly in digital literacy and the 
importance of verifying both sources of information and the identities of those whom people 
connect with through social media.9 Information sharing and closer communication between 
intelligence and the private sector is also recommended, although privacy concerns and 
classification sensitivities are acknowledged as possible (but not insurmountable) barriers 
(Ogar, 2019). 

                                                
9 ASIO, undated b, has launched a ‘Think Before You Link’ campaign aimed at increasing awareness of online 
foreign influence tactics. 
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Emerging Technology 

The ACSC, 2020, p. 4, states that 

The 5G network and IoT [Internet of Things] devices have the potential to be 
revolutionary, but they require new thinking about how best to adopt them 
securely. Insecure or misconfigured systems make it very easy for hackers 
looking to compromise networks, cause harm and steal information. 
Specifically, the increased use of consumer IoT devices such as internet-
enabled home assistants, TVs, fridges, baby monitors and home security 
systems will create more vulnerabilities in networks. 

The number of IoT devices available to connect to networks is increasing exponentially. 
They may be considered a threat to company security systems as they are devices that have 
the ability to ‘sense, store, compute, and communicate information, [which] insiders could 
take advantage of. . . . The boundary of the organization’s system extends to all IoT devices. 
As such, along with the growth of IoT, new security challenges arise in the existing security 
framework, and attack surfaces are significantly enlarged’ (Kim et al., 2020, p. 78848). 

Schnader (2019) discusses the risks that AI home assistant devices such as Amazon’s 
Alexa, Apple’s Siri and Google Assistant may pose to national security in the context of 
foreign intelligence and insider threat. The ML capabilities of Alexa allow for a broad range 
of functionality, however this relies on collecting and storing large amounts of potentially 
sensitive personal data (Schnader, 2019). Moreover, as Alexa is controlled by voice 
command, ‘she must be listening to “hear” her name called before the user gives her a 
command’, although ‘Amazon claims that Alexa does not record unless it is activated by 
saying “Alexa”’ (Schnader, 2019, p. 6). He identifies three main ways in which Alexa 
could be used if hijacked by foreign intelligence agents: 

• the use of Alexa to add chaos or stress in a target person’s life, in one 
of two ways: 
a) putting a person in a position of weakness to facilitate 

recruitment; or 
b) threatening to injure, or injuring a person or that person’s 

reputation, in order to influence their role in the bureaucracy or 
policy-making; 

• the use of data and information collected by Alexa to build a dossier 
about a person with the aim of recruiting them as a spy or agent 
through manipulation or relationship building; 

• using Alexa to build a profile about a person with the purpose of 
finding a weakness, in order to use the person as a “trojan horse” or 
unwitting servant of a foreign agent. (Schnader, 2019, pp. 9–10) 

From a national security standpoint, Schnader, 2019, has three recommendations for 
management. The first is ‘mandatory education for clearance seekers and holders about 
cybersecurity, with a focus on management of IoT devices and home assistants, and how to 
use best practices for managing personal devices and data’; secondly, artificial intelligence 
features on home IoT devices should be disabled; and thirdly, a category should be added 
to vetting guidelines ‘to address private, personal devices and information management 
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practices, follow up investigations, and temporary suspension of clearance process for 
mitigation’ (Schnader, 2019, p. 57). 

COVID-19 Pandemic 
The shift to widespread ‘work from home’10 in the COVID-19 pandemic has increased 

the risk of insider threat and white-collar crime through reduced social contact with 
colleagues and reduced sense of community, and increased opportunity for wrongdoing 
without observation (Wrozek, 2021). It has also facilitated increased risks related to cyber 
security controls, leading to increased susceptibility to cyberattacks. This includes the ‘Bring 
your own device’ paradigm, where personal devices are used for working on home networks, 
which often ‘do not have nearly the same level of security and IT support that corporate 
networks do’ (Wrozek, 2021). Attackers are also more likely to deploy phishing and other 
social engineering attacks in the aftermath of events such as natural disasters and industrial 
or aviation accidents, or during ongoing crises (Levi and Smith, 2021). Increases in fraud 
attacks were seen following the 2019–2020 Australian bushfires, and the numbers of 
spearphishing campaigns have likewise increased during the pandemic (ACSC, 2020; Levi 
and Smith, 2021). 

Significantly, the increased uncertainties and stressors for employees stemming from the 
pandemic may exacerbate the risks of insider threat and white-collar crime. Major stressors 
during the pandemic include fear and anxiety around safety, which is exacerbated by an 
overwhelming amount of information (including misinformation), the burdens of quarantine 
and isolation, job and financial insecurity, and stigma and social exclusion, all of which 
contributed to increased levels of psychological distress (Hamouche, 2020). Hamouche, 
2020, p. 7, emphasises increased organisational support for employees, recommending that 
employers ‘optimise communication and transparency’ and introduce initiatives to provide 
social support and for the prevention of social isolation and stigma. There are likely to be 
long-lasting impacts stemming from the pandemic, in particular in terms of mental health 
and financial security (Brooks et al., 2020), although it is not yet clear how these long-term 
effects may manifest with respect to insider threat and white-collar crime. 

                                                
10 For discussion on factors which improve employee engagement in remote working environments, see 
Benjamin, 2020. 
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5. Discussion 

Conclusions 
The objective of this literature review was to provide the Australian DoD and the broader 

research and practitioner community with (1) access to sources which will generate greater 
understanding of the depth and breadth of the potential risks, and (2) a scholarly evidence 
base on which to build strategies for better detection, management and prevention of insider 
threat and white-collar crime. 

The sources and analysis we have provided, while selective, demonstrate that while many 
of the traditional threat indicators and understandings of white-collar crime and insider threat 
remain, shifts in the external landscape are also creating new and unique challenges for 
management and mitigation. Indeed, while we have outlined some emerging risks posed by 
generational changes in the workforce, radicalisation and extremism, social engineering, and 
COVID-19, there are likely to be other contributing factors that have not been considered 
here. As the threat landscape keeps changing, particularly as the COVID-19 pandemic 
continues to unfold in unpredictable ways, we will need to ‘periodically refresh our 
assessment and acknowledge the limitations of our knowledge’ (WINS, 2020a, p. 12). 

There were also some limitations in terms of the Australia-specific sources we were able 
to include, such as the scarcity of empirical studies on the features of insider threat and white-
collar crime. This is largely due to there being insufficient or inaccessible data because of 
organisational resistance to disclosing such information for fear of reputational damage or legal 
risk. To help address the relative paucity of data and studies from Australia, we also included 
international literature and examples to the extent that they were relevant, applicable, and 
deliver insights for the Australian context. 

In so doing, we were able to bring together a diverse range of management and mitigation 
strategies. We were also able to connect Australia-specific issues to those in the broader 
international context and integrate new ideas and considerations. This has arguably delivered 
a more comprehensive and innovative view of current best practice, and a robust platform for 
developing a more speculative, future-focused view of the white-collar crime and insider 
threat environment. 

Observations 
We include here some key observations and findings from the literature reviewed for this 

report:  

• Definitional ambiguity persists on what constitutes a white-collar crime or insider 
threat. As a result, data sets are sometimes incomparable, which hampers the discovery 
of causal mechanisms. 
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• Understanding indicators, motivations and characteristics for white-collar criminals 
and malicious insiders means understanding the threat type, the psychology of the 
perpetrator, and changes in the threat landscape. Because of the sociotechnical nature 
of both white-collar-crime and insider threat, the profile of the criminal and the 
offence is constantly changing. 

• Management and mitigation strategies must engage with the human and the technical 
dimensions. 

• Because insider attacks and white-collar crimes stem from both motivation and 
opportunity, the emphasis when developing mitigation strategies should be on 
reducing these factors as much as possible. 

• An organisation must understand its points of vulnerability and susceptibility, having 
at minimum a program that identifies individual anomalous behaviour and the resources 
to respond. It should also have response models that foster trust and leverage the 
workforce as a partner. 

• When considering management strategies and insider threat programs, it is important 
to recognise that individuals do not typically begin in a role with the intention of 
committing a crime of this nature, which often occur because of an external or 
workplace stressor. 

• While both self-regulatory and more coercive rules/sanction-based management 
approaches are needed, increasingly research suggests that self-regulatory approaches 
tend to be more effective. This is largely because they bring about a strong security 
culture and positive environment. 

• When considering the importance of behavioural indicators, positive predispositions 
should also be identified, as they may be harnessed to inhibit counterproductive 
behaviours and generate proactive motivational states. 

• Positive deterrence complements the use of negative deterrence by reducing the 
baseline of insider threat in a way that can improve employees’ satisfaction, 
performance and commitment to the organisation. 

• Organisations should develop effective reporting mechanisms. Staff observations can 
be critical in detecting counterproductive and criminal behaviours. 

• Leveraging innovations in technology, and data-gathering mechanisms, may offer 
significant opportunity for early intervention in security clearance processes, but there 
must be commensurate attention paid to the ethical and privacy concerns that arise 
because of their increased use. 

• Because of the diverse points of vulnerability that an organisation may have, and the 
complex nature of an attacker’s motives, integration and cooperation is needed across 
different organisational functions. 

• Organisations need to maintain awareness of international best practice and commit to 
information sharing so that there is continued upgrading of knowledge. 
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I
n this report, the authors describe the recent literature on insider threats and white-collar 

crime in non-government organisations and industries and identify management strategies 

used to counter them, both internationally and in the Australian context. The objective is to 

provide the Australian Department of Defence and the broader research and practitioner 

community with (1) access to sources that will generate greater understanding of the 

depth and breadth of the potential risks of insider threats and white-collar crime and (2) a 

scholarly evidence base on which to build strategies for better detection, management and 

prevention.

The authors analyse and evaluate recent Australian and international sources on insider threats 

and white-collar crime, concentrating on articles, reports and accounts that help define these 

threats and provide important context for management and mitigation strategies and emerging 

risks.

Key findings include challenges with identifying causal mechanisms due to the paucity of 

publicly available data; the importance of devising management strategies that engage with 

human and the technical dimensions; the relative efficacy of self-regulatory approaches that 

generate a strong security culture; and the importance of recognising ethical and privacy 

concerns that can arise with increased use of new technologies, such as cybervetting.
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