
Labelling initiatives, 
codes of conduct and 
other self-regulatory 
mechanisms for artificial 
intelligence applications
From principles to practice and considerations for the future 

Camilla d’Angelo, Isabel Flanagan, Immaculate Dadiso Motsi-Omoijiade, 
Mann Virdee and Salil Gunashekar

https://www.rand.org/pubs/research_reports/RRA1773-1.html
https://www.rand.org/randeurope.html


For more information on this publication, visit www.rand.org/t/RRA1773-1 

About RAND Europe 
RAND Europe is a not-for-profit research organisation that helps improve policy and  
decision making through research and analysis. To learn more about RAND Europe, visit 
www.randeurope.org.

Research Integrity 
Our mission to help improve policy and decision making through research and analysis is 
enabled through our core values of quality and objectivity and our unwavering commitment to 
the highest level of integrity and ethical behaviour. To help ensure our research and analysis 
are rigorous, objective, and nonpartisan, we subject our research publications to a robust and 
exacting quality-assurance process; avoid both the appearance and reality of financial and 
other conflicts of interest through staff training, project screening, and a policy of mandatory 
disclosure; and pursue transparency in our research engagements through our commitment to 
the open publication of our research findings and recommendations, disclosure of the source 
of funding of published research, and policies to ensure intellectual independence. For more 
information, visit www.rand.org/about/principles.

RAND’s publications do not necessarily reflect the opinions of its research clients and sponsors.

Published by the RAND Corporation, Santa Monica, Calif., and Cambridge, UK

© 2022 RAND Corporation

R® is a registered trademark.

Cover: Adobe Stock

Limited Print and Electronic Distribution Rights 
This publication and trademark(s) contained herein are protected by law. This representation 
of RAND intellectual property is provided for noncommercial use only. Unauthorised posting of 
this publication online is prohibited; linking directly to its webpage on rand.org is encouraged. 
Permission is required from RAND to reproduce, or reuse in another form, any of its research 
products for commercial purposes. For information on reprint and reuse permissions, please 
visit www.rand.org/pubs/permissions.

http://www.rand.org/t/RRA1773-1
http://www.randeurope.org
http://www.rand.org/about/principles
https://www.rand.org/pubs/permissions.html


III

Artificial intelligence (AI) is recognised as 
a strategically important technology that 
can contribute to a wide array of societal 
and economic benefits. However, it is also a 
technology that may present serious risks, 
challenges and unintended consequences. 
Within this context, trust in AI systems and 
products is recognised as a key prerequisite 
for the broader uptake of these technologies 
in society. It is therefore vital that AI products, 
services and systems are developed and 
implemented responsibly, safely and ethically. 

This research aimed to bring together evidence 
on the use of labelling initiatives and schemes, 
codes of conduct and other voluntary, self-
regulatory mechanisms for the ethical and 
safe development of AI applications. Through 
a literature review, a crowdsourcing exercise 
and a series of interviews we identified and 
analysed such mechanisms across diverse 
geographical contexts, sectors, AI applications 
and stages of development. We draw out a 
set of common themes, highlight notable 
divergences between these initiatives, 
and outline anticipated opportunities and 
challenges associated with developing and 
implementing them. 

We also offer a series of topics for further 
consideration to best balance these 
opportunities and challenges. These topics 
present a set of key learnings that stakeholders 
can take forward to understand the potential 

implications for future action when designing 
and implementing voluntary, self-regulatory 
mechanisms. The analysis is intended to 
stimulate further discussion and debate across 
stakeholders as applications of AI continue 
to multiply across the globe and particularly 
considering the European Commission’s 
(EC’s) recently published draft proposal for 
AI regulation. In this regard, the research 
presented in this report will be of interest to a 
range of stakeholders including policymakers, 
regulators, those in academia and industry, but 
also more broadly to anyone – including the 
public – who is interested in the development, 
adoption and impact of AI and other emerging 
technologies.

This research was prepared for Microsoft. 
However, RAND Europe had full editorial control 
and independence of the analyses performed 
and presented in this report, which has been 
peer-reviewed in accordance with RAND’s 
quality assurance standards. This work is 
intended to inform the public good and should 
not be taken as a commercial endorsement of 
any product or service.

We were able to undertake this research 
because of the support and contributions 
of many individuals. First, we would like to 
thank the team at Microsoft Belgium for their 
support throughout the study, in particular, 
Cornelia Kutterer, Vassilis Rovilos and Evdoxia 
Nerantzi. We are also grateful for the expertise 
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and insights provided by the numerous 
stakeholders we engaged with through the 
interviews and crowdsourcing exercise over 
the course of the project. We would like to 
thank Jessica Plumridge at RAND Europe for 
her contributions to the design of this report. 
Finally, we would like to thank our reviewers 
at RAND Europe, Susan Guthrie and Erik 
Silfversten, for their helpful and constructive 
comments on this report during the quality 
assurance process.
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Summary

Background and context
AI has emerged as a critical area of interest 
to numerous stakeholders across the world. 
It has been recognised as a strategically 
important technology that can contribute to a 
wide array of economic and societal benefits 
across the entire spectrum of industries and 
social activities. While numerous benefits 
of AI have been widely acknowledged, there 
are a number of potential barriers which may 
hinder the adoption of AI, including around 
trust and transparency, ethics, liability and 
security. Notably, trust in AI systems is widely 
recognised as a key prerequisite for the broader 
uptake of AI in society. Given the expected 
impact that AI can have on our society, and 
the need to build trust and trustworthiness, it 
is vital that AI applications are developed and 
implemented responsibly, safely and ethically. 

With these issues in mind, over the past few 
years multiple actors around the world have 
been considering approaches for the regulation 
of AI. Notably, the EC has recently developed a 
concrete proposal to regulate AI. Furthermore, 
a growing number of voluntary, self-regulatory 
initiatives for the ethical and safe development 
of AI have been put forward by stakeholders 
from the private sector, civil society, and 
scientific and policymaking spheres. 

Objectives of the study
Against the backdrop of a complex and 
evolving environment in which the applications 

of AI are increasingly impacting the way we 
live and work, the aim of this research was to 
bring together evidence on the use of labelling 
initiatives and schemes, codes of conduct and 
other voluntary, self-regulatory mechanisms 
for the ethical and safe development of AI 
applications. While the focus of the study was 
on labelling initiatives and codes of conduct, 
the scope also extended to other voluntary 
mechanisms – such as seals and certifications 
– that are used or proposed as potential
tools to signal to users and consumers
that AI-enabled products and services are
trustworthy, and which enable users and
consumers to make informed decisions about
how to engage with AI-based applications.

Research approach
We adopted a mixed-methods approach 
to the study:

In Phase 1 of the research, we carried 
out a series of semi-structured scoping 
interviews with key stakeholders with 
knowledge of developments within 
the wider AI accountability ecosystem 
(including labelling and codes of conduct) 
to refine the scope of the research and 
to develop a better understanding of the 
existing state of play. 

PHASE 1



In Phase 2 of the study, we conducted a focused review 
of the literature to identify, collate and analyse information 
about AI labelling initiatives, codes of conduct and other 
self-regulatory mechanisms that are being developed in 
the context of AI systems. We also carried out an online 
crowdsourcing exercise with a selection of experts to 
collect additional information on examples of AI labelling 
initiatives and codes of conduct. This was complemented 
with semi-structured interviews with a diverse range of 
experts connected to some of the identified initiatives as 
well as wider stakeholders with knowledge of AI ethics and 
regulation. The interviews were also used to gather views 
and perceptions on the status quo and direction of travel of 
the AI labelling and codes of conduct ecosystem. 

In Phase 3 of the study, 
we cross-analysed the 
findings from the desk 
research and interviews. 
The cross-analysis 
was conducted via a 
synthesis workshop. The 
resulting findings form 
the basis of the narrative 
and key take-aways 
presented in this report.

PHASE 2 PHASE 3
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Illustrations of how labelling initiatives, codes of conduct  
and other self-regulatory mechanisms are being used in the 
context of AI applications

• We identified two broad categories of self-
regulatory mechanisms:

Labelling, certification 
schemes and other self-
regulatory mechanisms: 
These can broadly be 
characterised as mechanisms 

that define a certain standard for AI 
applications and outline a set of criteria 
against which that standard is assessed, 
generally through an audit process. 
This consists of a broad category of 
initiatives that contains the following 
types of mechanisms and tools: labels and 
certification schemes; kite marks, trust 
marks and quality marks; and seals. 

Codes of conduct: Broadly, 
these can be characterised as 
statements that set out and 
define certain requirements 
or principles that should be 

followed by organisations developing or 
procuring AI applications to ensure the safe 
and ethical development and use of these 
systems. These generally do not define 
measurable criteria or include an audit 
process. This category includes codes of 
conduct and codes of ethics, which are 
often used interchangeably in the literature 
reviewed. 

• The initiatives span different stages of
development, from early stage (and still
conceptual) proposed mechanisms to
operational examples, but many have yet
to gain widespread acceptance and use.

• The different types of self-regulatory
mechanisms share intended aims and
outcomes:

To increase trust in AI 
applications by signalling the 
technical reliability and quality 
of an AI application. 

Potentially to increase 
competition by creating 
transparency and 
comparability of AI 
applications that are available 
on the market.

To help organisations 
developing AI applications 
understand how to conform to 
emerging standards and good 
practice for a technology such 
as AI.

• Many of the initiatives assess AI
applications against ethical and legal
criteria that emphasise safety, human
rights and societal values, and are often
based on principles that are informed by
existing high-level ethical frameworks.

• The different self-regulatory mechanisms
have been developed by a broad range
of stakeholders across diverse types
of organisations (e.g. public, private,
third sector, academia, as well as
public–private partnerships) and across
multiple countries (e.g. Canada, Denmark,
France, Germany, Malta, Switzerland,
United Kingdom, United States) as well
as initiatives that are targeted at wider
European Union (EU) and global levels.

• Labelling initiatives and codes of conduct
assess the development and use of AI
across multiple sectors and industries,
with some focusing on a specific sector.

Key findings from the research 
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Table ES-1: Shortlist of initiatives reviewed in this study

Initiative Type of initiative Sector(s) within which the 
initiative is aimed

Geographical scope 
of the initiative

A Code of Conduct for the Ethical Use of Artificial Intelligence in Canadian Financial 
Services Code of conduct Financial services Canada

A Guide to Good Practice for Digital and Data-Driven Health Technologies Code of conduct Healthcare United Kingdom

AI certification ‘Made in Germany’ Certification scheme and quality mark Generic (across sectors) Germany

Algo.Rules: Rules for designing algorithmic systems Code of conduct Generic (across sectors) Germany

BMW Group’s Code of Ethics for the Use of AI Code of ethics Automotive Germany

Capgemini’s Code of Ethics for AI Code of ethics Consultancy France

CEN-CENELEC ‘Road Map on Artificial Intelligence’ Rating framework Generic (across sectors) European Union

Certification Mechanism for Artificial Intelligence Tools and Services Certification scheme The use of AI in legal and judicial systems Europe

D-seal Seal Cybersecurity Denmark

Ethics Certification Program for Autonomous and Intelligent Systems Certification scheme Generic (across sectors) Global

Ethics Label for AI Systems Labelling scheme Generic (across sectors) Germany

EU Certification for ‘Trusted AI’ Products Certification scheme Generic (across sectors) European Union

The Fair Artificial Intelligence in Education Trust Mark Trust mark International education and development United Kingdom

The Foundation for Responsible Robotics Quality Mark for (AI Based) Robotics Quality mark Robotics The Netherlands

Gender Equality European and International Standard – Artificial Intelligence Labelling scheme Generic (across sectors) France

International Finance Corporation Technological Code of Conduct Code of conduct Financial services United States

Malta’s National AI Certification Framework Certification scheme and audit AI sector Malta

Mandatory Labelling Scheme Labelling scheme Generic (across sectors) Germany

O’Neil Risk Consulting & Algorithmic Auditing Seal Audit process Generic (across sectors) United States

Open Ethics Label Labelling scheme Data and decision technology Europe

Responsible Artificial Intelligence Institute Certification Beta Certification scheme Generic (across sectors) Global

SECure: A Social and Environmental Certificate for AI Systems Certification scheme AI sector Canada

Swiss Digital Trust Label Trust mark Generic (across sectors) Switzerland

The Certification as a Mechanism for Control of Artificial Intelligence in Europe Certification scheme Generic (across sectors) European Union

Z-Inspection Audit process Generic (across sectors) Europe
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Potential challenges and opportunities associated with labelling 
initiatives, codes of conduct and other self-regulatory mechanisms for 
AI development and use

OPPORTUNITIES
The voluntary application of codes of conduct and labels has the potential 
to uphold the ethical development and use of AI products and services. 
Labelling and codes of conduct are informed by ethical norms, values and 
principles which are critical to the development and use of AI systems.

Codes of conduct and labels could help to build trust in AI products and 
services that often struggle with the reputation of being opaque systems. 
These mechanisms could build public awareness of when an AI product is 
being used; help consumers make well-considered decisions; and signal that 
the AI product or service has gone through some form of human oversight or 
evaluation process.

AI labelling and codes of conduct could strengthen stakeholder 
relationships within the AI supply chain as AI is being developed 
and deployed. By voluntarily accepting an AI label can help strengthen 
relationships with wider stakeholders, becoming a ‘selling point’ for the AI 
product or service as an AI label or code of conduct demonstrates that the 
product is upholding good practice and meets the regulatory requirements of 
the AI ecosystem.

An AI labelling and certification scheme can act as a benchmarking tool to 
signal a certain standard for companies and end-users in the market. When 
a labelling or certification scheme includes an auditing or evaluation standard, 
this helps confirm the standard of quality of an AI product or service and 
potentially help develop an industry-wide standard.

AI certificates could help define market standards and potentially increase 
competitiveness in a global market. For example, developing a certification 
programme informed by European values would both strengthen citizens’ trust 
in digital development and give Europe a competitive edge on the international 
AI scene.

AI labels and codes of conduct can help reinforce and reintroduce human 
oversight into a technological process. AI often tends to be more of a 
‘technical’ topic than a socio-political one, and codes of conduct, labelling 
schemes and other self-regulatory initiatives reinforce and re-introduce the 
human element back into a relatively opaque, technical process. 
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The complexity of AI applications raises difficulties in developing and enforcing 
criteria to assess ethical and legal principles. Multiple socio-technical factors 
influence the impact of an AI system – the societal impact of AI depends on both 
the technology (e.g. data and algorithms) but also the system’s goals and how 
they are embedded within an organisation.

The complexity of AI applications requires the involvement of multiple 
stakeholders in the design and implementation of assessment. Assessment 
frameworks and criteria as part of labelling and certification schemes should 
be designed in a way that considers multiple stakeholders’ needs, to ensure 
widespread buy-in and adoption.

There are challenges related to assessing the ethical and legal characteristics 
of AI applications for different use cases and contexts. The implementation and 
prioritisation of ethical values for AI systems depends on the field of application 
as well as the cultural context in which the AI system operates, which raises 
challenges associated with predefining a set of criteria for all scenarios and use 
cases of AI applications.

The potential cost and burden of assessment could result in lack of stakeholder 
buy-in to schemes, particularly for smaller businesses. The perceived costs and 
burden of assessment (especially for smaller companies or new entrants to the 
market) could ultimately result in lack of buy-in and adoption by companies.

When designing and rolling out schemes, there are trade-offs between 
protecting consumers and driving innovation and competition in the market. 
While independent audit is considered to be the ‘gold standard’ in accountability, 
there could be risks to competition if a label or certification is hard to obtain, 
making it difficult for new companies to gain access to the market.

From a regulatory perspective, there are difficulties involved in drawing up 
labelling schemes and codes of conduct for a rapidly evolving technology like 
AI. A challenge with developing and implementing labelling and other initiatives 
involves determining its length of ‘validity’ to ensure that they accurately reflect 
the current state of the technology.

There are challenges in ensuring the legitimacy and accountability of initiatives 
through transparent third-party auditing. The emergence of multiple initiatives 
raises the challenge for consumers of determining the value and legitimacy of a 
particular initiative. 

The profusion of multiple different initiatives presents challenges for 
companies and consumers, and could lead to reduced trust. A fragmented 
ecosystem and the emergence of numerous initiatives – each containing different 
and often complex information – could potentially lead to decreased trust as well 
as challenges around comparing different AI systems on the market.

There is a challenge around incentivising the adoption of voluntary, self-
regulatory mechanisms. The perceived complexity and potential burden of some 
of the self-regulatory tools and mechanisms could present challenges around 
their voluntary adoption by organisations. 

CHALLENGES



We have outlined a set of considerations for 
the future when discussing voluntary, self-
regulatory mechanisms such as labels and 
codes of conduct. We offer these as a series 
of topics for further exploration that are drawn 
out from our analysis to best balance the 
opportunities and risks related to developing 
AI applications. These topics can be regarded 
as a set of key learnings that stakeholders 
can take forward to understand the potential 
implications for future action when designing, 
implementing and incentivising the take-up 
of voluntary, self-regulatory mechanisms 
related to AI products and services, and to help 
contribute to the creation of a flexible and agile 
regulatory environment. We conclude with 
reflections on the implications of the findings 
for the EC’s proposed AI Act.

What are the key learnings for the future?

Involving an independent and 
reputable organisation could 
strengthen trust in an initiative, 
ensure effective oversight, 
and promote credibility and 
legitimacy.

Actively engaging multiple 
interdisciplinary stakeholders 
to integrate a diversity of views 
and expertise in the design 
and development of AI self-
regulatory tools could increase 
buy-in and adoption.

Reflections on the future
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The use of innovative 
approaches can help to address 
the perceived costs and burden 
associated with implementing 
self-regulatory mechanisms 
and also provide flexibility and 
adaptability in assessing AI 
systems.

It is important to share learnings, 
communicate good practice, 
and for self-regulatory initiatives 
to be evaluated to track impacts 
and outcomes over time.

There is a growing need for 
coordination and harmonisation 
of different initiatives to avoid 
the risk of a fragmented 
ecosystem and to promote 
clarity and understanding in the 
market.

Rather than taking a one size fits 
all approach, it will be important 
to consider using a combination 
of different self-regulatory 
tools for diverse contexts and 
use cases to incentivise their 
voluntary adoption. 

What are the implications for the EC’s 
draft AI Act?

The evidence points to a fragmented 
ecosystem of multiple different initiatives 
being developed around the world, with 
varying levels of maturity. There is a growing 
need for coordination and harmonisation 
across the different initiatives (for example, 
for the EU, a pan-EU effort) to avoid the risk 
of further fragmentation and the lack of 
clarity as the ecosystem evolves and grows 

over time. Our review of a selection of case 
studies has shown that several organisations 
have voluntarily developed and published 
company AI codes of ethics and codes of 
conduct similar in scope and coverage to the 
EC’s guidelines. These and other examples 
highlight the importance of the role that the 
EC can play in relation to harmonising self-
regulatory approaches to AI. Having disparate 
regulatory responses by national authorities 
would risk fragmenting and impeding the 
development of AI markets due to regulatory 
uncertainty. The proposed AI Act and the EC’s 
guidelines for responsible AI could potentially 
play a role in harmonising approaches to 
developing and implementing AI self-regulatory 
tools. Ultimately, the need for flexibility in 
implementing self-regulation through high-
level codes of conduct needs to be balanced 
with the need for practical and measurable 
interventions required for the successful 
implementation of a risk-based approach to AI. 

In conclusion, even though developments 
within the landscape are nascent, it is 
encouraging to see that the conversation in 
the wider community and across sectors is 
moving from a discussion of broad ethical 
principles and general theoretical frameworks 
to the concrete, operationalisation of ethical 
principles when developing AI products and 
services. Determining clear mechanisms to 
translate these well-meaning but often abstract 
and philosophical principles into practice – and 
at scale – will be a key challenge. Learning 
from other contexts and adopting an evidence-
based approach will be vital. Whichever way 
the ecosystem of self-regulation evolves, 
over time the hope will be to normalise the 
ethical, safe and responsible use of AI and to 
create transparency and sustained awareness 
about inclusion, accountability and ethics in 
the development and adoption of AI-based 
systems
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CHAPTER ONE

Introduction and 
overview
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1.1. Background and context
Artificial intelligence (AI) is recognised as 
a fast-evolving and strategically important 
technology that can contribute to a wide array 
of economic and societal benefits across 
the entire spectrum of industries and social 
activities (EC 2020b). Recognition of the 
transformational potential of AI is reflected 
in the scale of the global AI market, currently 
valued at US$327.5bn, which continues to 
grow driven by the influx of investments it 
receives – with the total yearly global corporate 
investment in AI having increased by US$55bn 
from 2015 to 2020 (Liu 2021) . 

Although AI is increasingly being used in 
people’s daily lives, from relatively simple 
applications such as digital assistants and web 
searching, to more complex operations such 
as self-driving vehicles and drug discovery, 
there is no standard definition for AI. Instead, 
various stakeholders, including the European 
Commission’s (EC’s) High-Level Expert Group 
on AI (AI HLEG 2019) and the Organisation 
for Economic Co-operation and Development 
(OECD n.d.), have put forward definitions of AI 
with varying degrees of detail and complexity. 
In this study, we use an inclusive and wide-
ranging definition of AI in line with the EC’s 
broad definition of AI included in the AI Act 
(released in April 2021) as software that can 
‘for a given set of human-defined objectives, 
generate outputs, such as content, predictions, 
recommendations, or decisions influencing the 
environments they interact with’ (EC 2021b).1 

1 The software can be developed by one or more of the following approaches (EC 2021b):
i. ‘Machine learning approaches, including supervised, unsupervised and reinforcement learning, using a wide 

variety of methods including deep learning.
ii. Logic- and knowledge-based approaches, including knowledge representation, inductive (logic) programming, 

knowledge bases, inference and deductive engines, (symbolic) reasoning and expert systems.
iii. Statistical approaches, Bayesian estimation, search and optimization methods.’

It is worth noting that unlike other definitions of AI encountered in the literature, the definition provided in the AI Act is 
very wide-ranging and also includes general ‘statistical approaches’ to developing software in addition to techniques 
that would fall under the broad remit of ‘machine learning’.

As the use and application of AI proliferates, 
there is a growing recognition that it is 
necessary to better understand the potential 
challenges and opportunities of AI. Trust in AI 
systems and products and trustworthiness of 
the systems themselves are recognised as key 
prerequisites for the broader uptake and use 
of AI. Given the anticipated impact that AI can 
have on our society and the need to build trust 
and trustworthiness, it is therefore vital that AI 
applications are developed and implemented 
responsibly, safely and ethically.

1.1.1. The impetus for AI regulation

While numerous benefits of AI have been 
widely acknowledged, there are a number 
of potential barriers which may hinder the 
adoption of AI, including around trust and 
transparency, ethics, liability and security (EC 
2020a; 2020b). Further concerns around AI 
have been raised by multiple stakeholders, 
including the European Parliament (EP), which 
posed questions regarding AI’s impact on 
jobs, AI’s potential distortion of competition 
(as companies with more information could 
gain an advantage and effectively eliminate 
competitors), transparency challenges (where 
there is a fear that imbalances of access to 
information could be exploited), and threats 
of AI to fundamental rights and democracy 
(including bias, data protection, use of 
deepfakes and election manipulation online) 
(EP 2021). These concerns are compounded 
by the rising proliferation of AI, particularly in 
high-risk areas such as critical infrastructure 
(e.g., transport) and essential private and 
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public services (e.g., credit scoring), resulting in 
mounting pressure from multiple stakeholders 
(including industry representatives, 
governments, academics and civil society) to 
design and govern AI in an accountable, fair 
and transparent manner (Cath 2018). 

The governance of AI is thus faced with 
ethical, legal, regulatory and technical 
challenges, leading to debates around where 
legal-regulatory frameworks are needed, 
whether ethical or technical approaches 
suffice, and if existing ethical and regulatory 
frameworks sufficiently cover the impacts 
of AI (Cath 2018). However, it remains clear 
that trust in AI systems and products is a 
key criterion for the broader uptake of AI 
(EC 2020a; 2020b) because ‘trust builds the 
foundation of societies, economies, and 
sustainable development’, and it is evident 
that ‘individuals, organizations, and societies 
will therefore only ever be able to realise the 
full potential of AI, if trust can be established 
in its development, deployment, and use’ 
(Thiebes et al. 2021).

1.1.2. EU regulatory policy context for AI 

With these considerations in mind, the EC has 
made significant strides towards regulating AI 
as illustrated in Figure 1, with an approach to 
AI regulation based on ‘building an ecosystem 
of trust’ embedded in ‘human-centric approach’ 
(EC 2020b). 

Efforts to build this ecosystem were 
spearheaded by the Commission’s 
establishment of a HLEG that published 
guidelines on trustworthy AI in 2019. The 
guidelines identified seven key requirements 
for trustworthy AI, including human agency and 
oversight, transparency and accountability, and 
provided an assessment list for practical use 

Figure 1: Key milestones associated with 
developing AI strategy and regulation in the EU

Source: RAND Europe analysis of key milestones 
associated with developing AI strategy and regulation in 
the EU (EC 2021a)

APRIL 2018
European AI strategy published

FEBRUARY 2020
EC’s online public consultation on AI launched

APRIL 2020 
Impact assessment of the regulation on AI 
published
AI labelling schemes and codes of conduct 
proposed

JUNE 2018
High-Level Expert Group on AI (AI HLEG) 
established

FEBRUARY 2020
EC publishes White Paper on AI: a European 
Approach to Excellence and Trust
AI labelling schemes proposed

APRIL 2021
Proposal for an AI regulation laying down 
harmonised rules on AI (AI Act) and amending 
certain union legislative acts published 
AI codes of conduct proposed

APRIL 2019
Ethics guidelines for trustworthy AI published

OCTOBER 2020
EP issues resolutions on a framework of ethical 
aspects of AI, civil liabilities regime for AI and 
intellectual property rights for the development 
of AI
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by companies (EC 2020a).2 These non-binding 
guidelines were followed by the EC’s release 
of a white paper on AI in February 2020 (EC 
2020b). The white paper formally outlined the 
Commission’s vision to support developing 
a trustworthy and innovative AI ecosystem 
in Europe to ensure that AI is safe, lawful 
and in line with EU fundamental rights (EC 
2020b). In the white paper and the subsequent 
inception impact assessment, the EC put 
forward different policy options for a future 
EU regulatory framework on AI (EC 2020a; 
2020b). The Commission considers having a 
regulatory framework to be essential in enabling 
the trustworthy and secure development of 
AI in Europe and in April 2021 published the 
‘proposal for a regulation of the EP and of the 
EC laying down harmonised rules on AI (AI Act) 
and amending certain union legislative acts’ (EC 
2021b) (hereafter referred to as the ‘AI Act’). 

In order to ensure a balanced approach to 
regulation that does not stifle innovation, 
the AI Act proposes a risk-based approach 
in which it would differentiate between uses 
of AI that present an unacceptable risk,3 a 
high risk, and low or minimal risk (EC 2021b). 
The EC described unacceptable risk as AI 
systems considered a clear threat to the 
safety, livelihoods and rights of people, such 
as systems that allow social scoring by 
governments and systems that manipulate 
behaviour to circumvent free will (EC 2021b). 
AI systems that present an unacceptable risk 
are banned within the EU. In addition to AI 

2 The seven requirements are human agency and oversight; technical robustness and safety; privacy and data 
governance; transparency; diversity, non-discrimination and fairness; societal and environmental wellbeing; and 
accountability (AI HLEG 2019).

3 This comprises AI systems that are prohibited as their use is considered unacceptable through contravening EU 
values, for example by violating fundamental rights. The prohibition covers practices that have ‘a significant potential 
to manipulate persons through subliminal techniques beyond their consciousness or exploit vulnerabilities of specific 
vulnerable groups such as children or persons with disabilities in order to materially distort their behaviour in a 
manner that is likely to cause them or another person psychological or physical harm’ (EC 2021b).

systems developed for critical infrastructure 
and essential private and public services, 
other categories of high-risk systems include 
AI developed for educational and vocational 
training, safety components of products, law 
enforcement, migration, asylum and border 
control management and the administration of 
justice and democratic processes (EC 2021b). 
The final category of high-risk AI systems 
identified by the EC are systems developed 
for educational or vocational training ‘that 
may determine the access to education and 
professional course of someone’s life (e.g., 
scoring of exams)’ (EC 2021b). An example 
of such an AI system was the UK’s Office of 
Qualifications and Examinations Regulation 
(Ofqual)’s A-level algorithm, which was revoked 
after issuing exam results that were unfairly 
skewed to favour students from private school, 
middle-class backgrounds (Hern 2020). 
Such systems are subject to strict regulatory 
obligations including adequate risk assessment 
and mitigation systems. AI applications defined 
as non high risk are those seen as presenting 
limited or minimal risks to citizen’s rights and 
safety. These include ubiquitous and banal 
uses of AI in instances such as gaming and 
spam detection as well as AI systems using 
chatbots. 

For non-high-risk applications, the Commission 
proposes ‘a framework for the creation of 
codes of conduct, which aim to encourage 
providers of non-high-risk AI systems to apply 
voluntarily the mandatory requirements for 
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high-risk AI systems’4 where ‘codes may also 
include voluntary commitments related, for 
example, to environmental sustainability, 
accessibility for persons with disability, 
stakeholders’ participation in the design and 
development of AI systems, and diversity of 
development teams’ (EC 2021b).

While not specified in the AI Act itself, further 
recommendations on the use of voluntary 
labelling schemes were made in the EC’s 
White Paper on Artificial Intelligence (EC 
2020b) and an EU act establishing voluntary 
labelling schemes was proposed as a policy 
option in the AI Act’s initial appraisal of an 
EC impact assessment (EC 2020a). With 
the aim of enhancing the ‘trust of users in AI 
systems and promoting the overall uptake 
of the technology’, the EC’s White Paper on 
Artificial Intelligence proposed voluntary 
labelling schemes for low-risk AI that would 
‘allow the economic operators concerned 
to signal that their AI-enabled products and 
services are trustworthy … allow[ing] users 
to easily recognise that the products and 
services in question are in compliance with 
certain objective and standardised EU-wide 
benchmarks, going beyond the normally 
applicable legal obligations’ (EC 2020b). While 
participation in the labelling scheme would 
be voluntary, the providers who choose to 
participate would have to comply with certain 
EU-wide requirements (in addition to existing 
EU legislation) in order to be able to display an 
AI quality label (EC 2020b). The label would 
provide an indication to the market that the AI 
application is trustworthy and the voluntary 

4 Mandatory requirements for high-risk AI systems set out in Chapter 2 of the AI Act are: the establishment, 
implementation, documentation and maintenance of a risk management system; data and data governance 
provisions including governing the training, validation and testing data sets; drawing up technical documentation 
before that system is placed on the market or put into service; designing and developing AI systems with capabilities 
enabling the automatic recording of events (‘logs’) while the high-risk AI systems is operating; designing and 
developing AI systems in such a way to ensure that their operation is sufficiently transparent to enable users to 
interpret the system’s output and use it appropriately; designing and developing AI systems that allow for human 
oversight; and designing and developing AI systems in such a way that they achieve an appropriate level of accuracy, 
robustness and cybersecurity, and perform consistently in those respects throughout their lifecycle (EC 2021b).

labelling scheme could follow a model similar 
to the assessment list of the ethical guidelines 
piloted by the AI HLEG (2019). 

1.1.3. Precedence for the use of labelling 
schemes and codes of conduct, and 
variations in their current implementation

On the back of these proposals, a growing 
number of voluntary, self-regulatory initiatives 
for the ethical development of AI have been 
put forward by stakeholders from the private 
sector, civil society and the scientific and 
policymaking spheres. For example, the 
Bertelsmann Stiftung has proposed the 
creation of an ethics label for AI systems 
(VDE & Bertelsmann Stiftung n.d.). Denmark 
and Malta have recently published national 
strategies for AI in which they outline proposals 
for a seal and certification programme for AI 
products and services (Denmark Ministry for 
Industry, Business and Financial Affairs 2019; 
Malta Department for Financial Services, Digital 
Economy and Innovation 2019). A number 
of other organisations, e.g. the All-Party 
Parliamentary Group on Data Analytics, the 
Institute of Electrical and Electronics Engineers 
(IEEE) and the World Economic Forum, 
have also proposed ideas for AI labelling or 
certification schemes. Most of these initiatives 
have yet to be developed further and tested in 
practice. Similarly, a growing number of codes 
of conduct for AI have been developed by a 
wide array of AI industry stakeholders including 
industry and professional associations, 
academic and research institutes (e.g. Kelley et 
al. 2018), corporate entities (e.g. BMW Group 
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2020; Capgemini 2021) and public sector 
entities, e.g. a code of conduct developed for 
the UK’s National Health Service (NHS) (UK 
DHSC 2021). These and several other initiatives 
are discussed in more detail in this report. 

The proposed use of labelling schemes 
and codes of conduct for non-high-risk AI 
applications is in part due to the deployment 
of these self-regulatory mechanisms in 
other industries. Labels, in particular, are 
used ubiquitously in the food industry 
where nutritious values are uniformly colour 
coded and the sustainability performance of 
products is, for example, visually evidenced 
by Fairtrade standards and seals (Swiss 
Digital Initiative 2021a). In the context of 
environmental labelling and information 
schemes, eco-labelling schemes were found to 
be useful in harmonising country approaches 
concerning environmental criteria and reducing 
administrative costs, with the potential of 
increasing the trade of environmentally certified 
goods (Klintman 2016). The use of labelling 
schemes as a policy instrument for promoting 
energy-efficient cars in Spain found that labels 
indicating the energy performance of vehicle 
were factored in by consumers when deciding 
on the price they were willing to pay for a new 
car (Galarraga et al. 2020). Similarly, labelling 
schemes for re-used and re-manufactured 
information and communication technology 
(ICT) equipment were found to not only support 
consumer choice, but also promote the circular 
economy agenda in environmental policies 
(Gåvertsson et al. 2020). 

However, while these examples are useful 
comparisons, differences of labelling in 
the digital context need to be taken into 
account by keeping in mind industry-
specific considerations such as personal 
data protection, the fast pace of technology 
development and territoriality, which present 
unique challenges (Swiss Digital Initiative 
2021a). Similar observations can be made 

about codes of conduct which, while in 
ubiquitous use across various sectors and 
industries, would need to be tailored to address 
the unique concerns and characteristics of 
AI systems, while matching requirements for 
high-risk AI as proposed by the AI Act (EC 
2021b). This is explained by Mulgan (2019) in 
describing the limitations of codes of conduct-
based approaches to ethics in AI, ethics 
involve context and interpretation, not just 
deduction from codes. The tailoring of codes 
of conduct to specific domains and challenges 
is particularly pertinent for AI systems which 
are subject to specific legal and technical 
constraints (Schmitz 2020).

1.1.4. Beyond labelling schemes and 
codes of conduct

The regulation of non-high-risk AI systems 
extends beyond labelling schemes and codes 
of conduct. In practice, initiatives such as 
‘seals’, ‘certifications’ and ‘kitemarks’ are being 
used in addition to and/or in lieu of labelling 
schemes. This is the same with codes of 
conduct where the terms ‘code of conduct’, 
‘code of ethics’, ‘principles’, ‘tenets’, ‘guides’ 
and ‘guidelines’ are being used interchangeably 
and synonymously. This shows that there is a 
whole suite of tools and concepts – including 
but not limited to codes of conduct and labels 
– that are being examined in the context of
non-high-risk AI systems. This wide array of
tools and concepts need be considered in
order to fully capture the risks and challenges
associated with AI, and to address the
complex ethical, regulatory and compliance
considerations surrounding AI systems.
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1.2. Objectives of the study
Against the backdrop of a complex and 
evolving environment5 in which the applications 
of AI are increasingly impacting the way we live 
and work, the aim of the research was to review 
the landscape and bring together wide-ranging 
evidence on the use of labelling initiatives and 
schemes, codes of conduct and other self-
regulatory mechanisms for the ethical and 
safe development of AI applications.6 While the 
focus of the study was on labelling initiatives 
and codes of conduct, the scope also extended 
to other voluntary mechanisms – such as 
seals and certifications – that are being 
employed or proposed as potential tools to 
signal to users and consumers that AI-enabled 
products and services are trustworthy, and 
which enable users and consumers to make 
informed decisions about how to engage with 
or integrate AI-based applications.7

1.3. Summary of the methodology
We adopted a mixed-methods approach to the 
study. In Phase 1 of the research, we carried out 
a series of semi-structured, scoping interviews 
with key stakeholders with knowledge of 
developments within the wider AI accountability 
ecosystem (including labelling and codes of 
conduct) to refine the scope of the research 
and develop a better understanding of the 
existing state of play. In Phase 2 of the study, we 
conducted a focused review of the literature to 
identify, collate and analyse information about 

5 As noted previously, this includes the long-running work of the EC to establish a regulatory framework for AI, in which 
it has at different stages outlined various self-regulatory mechanisms for AI.

6 The terms AI ‘application’, ‘system’, ‘product’ and ‘service’ are used interchangeably in this report. They are used to 
indicate both software and hardware in which AI is used, or application areas where AI could be used. Where relevant, 
we have distinguished between these terms in the report.

7 As noted in Section 1.1, in this study we draw on a wide-ranging definition of AI that is in line with the EC’s broad 
definition included in the AI Act (EC 2021b).

8 The insights and evidence that we cite in this report from the interviews have been referenced throughout using 
anonymised, unique interview identifiers (INT01; INT02; etc.).

AI labelling initiatives, codes of conduct and 
other self-regulatory mechanisms that are being 
developed in the context of AI systems. We also 
carried out an online crowdsourcing exercise 
with experts to collect additional information on 
examples of AI labelling initiatives and codes 
of conduct and other relevant material such 
as reports, articles and websites. This was 
complemented with semi-structured interviews 
with a diverse range of experts connected to 
some of the identified initiatives as well as 
wider stakeholders with knowledge of AI ethics 
and regulation. The interviews were also used 
to gather views and perceptions on the status 
quo and direction of travel of the AI labelling 
and codes of conduct ecosystem.8 In Phase 
3 of the study, we cross-analysed the findings 
from the desk research and interviews. The 
cross-analysis was conducted via a virtual 
synthesis workshop attended by core members 
of the study team. The resulting findings form 
the basis of the narrative and key take-aways 
presented in this report.

We provide further details about the research 
methodology and associated caveats in 
Annex A.





CHAPTER TWO

The role of labelling 
initiatives, codes of 
conduct and other self-
regulatory mechanisms in 
AI development and use
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In this chapter we present key findings related 
to the role of labelling initiatives and codes of 
conduct for AI applications. Where relevant 
we also focus on a selection of self-regulatory 
mechanisms such as seals and certifications 
based on evidence collated from the literature 
and stakeholder interviews. The chapter begins 

with an overview of the different types of 
initiatives identified, including a description of 
key characteristics and broad aims. We then 
present detailed findings on the anticipated 
opportunities and challenges associated with 
the design, development and implementation 
of initiatives. 

Summary of key insights

We identified two broad categories of self-regulatory mechanisms: 

Labelling, certification schemes and other self-regulatory mechanisms: These 
can broadly be characterised as mechanisms that define a certain standard 
for AI applications and outline a set of criteria against which that standard is 
assessed, generally through an audit process. This consists of a broad category 
of initiatives that contains the following types of mechanisms and tools: labels 
and certification schemes; kitemarks, trust marks and quality marks; and seals. 

Codes of conduct: Broadly, these can be characterised as statements that set 
out and define certain requirements or principles that should be followed by 
organisations developing or procuring AI applications to ensure the safe and 
ethical development and use of these systems. These generally do not define 
measurable criteria or include an audit process. This category includes codes 
of conduct and codes of ethics, which are often used interchangeably in the 
literature reviewed. 

The initiatives span different stages of development, from early-stage, proposed (and still 
conceptual) mechanisms to operational examples, but many have yet to gain widespread 
acceptance and use.

• The different types of self-regulatory mechanisms share several intended aims and
outcomes:

• They aim to increase trust in AI applications by signalling the technical reliability and quality
of an AI application.

• They may also potentially increase competition by creating transparency and comparability
of AI applications that are available on the market.

• They can help organisations developing AI applications understand how to conform to
emerging standards and good practice for a technology such as AI.

The requirements of self-regulatory mechanisms focus on preventing harm and emphasising 
societal values when developing AI:

• Many of the initiatives assess AI applications against ethical and legal criteria that
emphasise safety, human rights and societal values. They are often based on principles that
are informed by existing high-level ethical frameworks.

• Several initiatives distinguish between technical criteria that relate to the AI system, e.g.
robustness and safety, data protection, explainability, and ‘process’ level criteria that relate
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to how AI applications are embedded within organisations and society, e.g. education, 
awareness raising, training, dialogue.

The different self-regulatory mechanisms have been developed by a range of stakeholders 
across diverse types of organisations and countries:

• Labelling initiatives and codes of conduct have been developed by a broad range of
stakeholders across different types of organisations (e.g. public, private, third sector,
academic, as well as public–private partnerships) and across multiple countries (e.g.
Canada, Denmark, France, Germany, Malta, Switzerland, United Kingdom and United States,
as well as initiatives that are targeted at wider EU and global levels).

Labelling initiatives and codes of conduct assess the development and use of AI across 
multiple sectors and industries, with some focusing on a specific sector:

Labelling initiatives and certifications are often intended to assess the development and use of 
AI across multiple sectors and industries, although some are also sector-specific.

• Many codes of conduct are intended to assess the development and use of AI in a specific
sector (e.g. healthcare, financial services, actuarial science, human resources, weather,
climate and coastal oceanography, and the automotive sector).

2.1. Overview of the initiatives 
identified in the literature
We collated a range of labelling initiatives 
and codes of conduct as well as a selection 
of additional self-regulatory tools and 
mechanisms that have been proposed or 
implemented in the context of AI applications. 
This section presents an overview of the 
initiatives we identified considering their key 
characteristics, similarities and differences (in 
Section 3.1, we offer some key considerations 
for the future and reflect on key factors that 
seem to affect the success of an initiative). 
In Annex B we provide an overview of all the 
initiatives: in total, we identified 40 initiatives 
in the study across the different categories. 
The examples we identified had varying levels 
of evidence associated with them. In Annex 
C we present detailed descriptions of 25 of 
these initiatives for which adequate levels of 
information were obtained from the literature 
and/or stakeholder interviews. In Table 1 below, 
we present summary information related to 
the 41 exemplar initiatives covering labels, 
codes of conduct and other self-regulatory 

mechanisms such as seals and certifications 
for which we identified sufficient levels of 
information in the literature (where relevant 
complemented with insights obtained from 
interviewees associated with the initiatives). 

2.1.1. Two broad types of self-regulatory 
mechanisms were identified in the 
literature

We identified two broad categories of self-
regulatory mechanisms in the literature 
reviewed: labelling, certification schemes and 
other similar self-regulatory mechanisms and 
codes of conduct.

Labelling, certification schemes and other 
similar self-regulatory mechanisms can 
broadly be characterised as mechanisms that 
define a certain standard for AI applications 
and outline a set of criteria against which 
that standard is assessed, generally through 
an audit process. This consists of a broad 
category of initiatives that contains the 
following types of mechanisms and tools: 
labels and certification schemes; kitemarks, 
trust marks or quality marks; and seals. Some 
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employ an outward-facing symbol or label to 
signal the achievement of this standard to the 
user or consumer and the quality and safety of 
a particular product or service. We have also 
included general audit processes within this 
category, which may also issue an audit report 
to indicate conformity to a certain standard as 
part of the process. The different schemes can 
also vary in the detail of information provided; 
for example, a label can include more nuanced 
information (e.g. in the form of visual ‘ratings’ 
against different criteria such as privacy, 
security, transparency, etc.), whereas a seal or 
quality mark could include a visual symbol to 
communicate quality and safety and to indicate 
that it has ‘passed’.

We identified 24 examples of labelling 
initiatives that met our inclusion criteria (see 
Annex A for details). This broad category 
covers the following types of mechanisms: 
labels, certification schemes, seals; kite, trust 
or quality marks; and audit processes. This 
included: 

• Eleven certification schemes (Responsible
Artificial Intelligence Institute 2021; “IEEE
SA - The Ethics Certification Program
for Autonomous and Intelligent Systems
(ECPAIS)” n.d.; CEPEJ 2020; Cremers
2019; Galan 2019; MaltaAI 2019b; Gupta,
Lanteigne, and Kingsley 2020; European
Economic and Social Committee 2019b;
Women Leading in AI 2019; World
Economic Forum 2020; Finkel 2018)

• Four labelling schemes (AI Ethics Impact
Group 2020; Open Ethics n.d.; Daten Ethik
Kommission 2019; Orange 2020)

• Five kite, trust or quality marks (Deloitte
n.d.; UCL 2020; APPG Data Analytics 2019;
Cremers 2019; Swiss Digital Initiative
2021b)

• Two audit processes (ORCAA n.d.; Zicari et
al. 2021)

• One seal (D-seal n.d.)

• One rating framework (CEN-CENELEC n.d.).

Codes of conduct can broadly be 
characterised as statements that set out 
and define certain requirements or principles 
that should be followed by organisations 
developing or procuring AI applications to 
ensure both the safe and ethical development 
and use of these systems. These generally 
do not define measurable criteria or include 
an audit process. However, we noted from 
the literature reviewed that there is no 
widely accepted single definition of codes of 
conduct for AI applications, with many using 
the terms ‘code of conduct’ and ‘code of 
ethics’ interchangeably. As noted in Section 
1.1, in the recently published AI Act, the EC 
has proposed the use of voluntary codes 
of conduct in relation to non-high-risk AI 
systems (low or minimal risk AI systems) (EC 
2021b). We identified 16 examples of codes 
of conduct that met our inclusion criteria. 
This category includes both codes of conduct 
and codes of ethics. The codes of conduct 
identified often outline principles that are 
informed by existing ethical frameworks, 
such as ‘Ethics Guidelines for Trustworthy AI’ 
issued in 2019 by the independent AI HLEG 
set up by the EC (EC 2019). 

2.1.2. The different types of self-
regulatory mechanisms share several 
intended aims and outcomes

Broadly speaking, labelling initiatives aim to 
benefit both consumers and end-users of AI 
applications and organisations developing AI 
applications. For consumers and end-users, a 
key aim of these initiatives is to increase trust 
in AI applications by signalling the technical 
reliability and quality of an AI application. Self-
regulatory mechanisms may also potentially 
increase competition by creating transparency 
and comparability of AI applications that are 
available on the market. For organisations 
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developing AI applications, a key benefit 
of such initiatives is that it can help them 
understand how to conform to emerging 
standards and good practice for a technology 
such as AI. Related to the intended aims of 
these initiatives, a key aspect shared by most 
of these initiatives is the use of a third-party, 
independent audit process. As with labelling 
initiatives and certification schemes, codes 
of conduct also have overarching aims that 
benefit both consumers of AI applications 
and organisations developing AI applications. 
Specifically, codes of conduct aim to increase 
trust among end-users and consumers and 
ensure good practice in the procurement and 
use of AI systems that are safe and ethical. 
Unlike labelling initiatives and certification 
schemes, codes of conduct typically do not 
involve an audit process.

2.1.3. The requirements of self-regulatory 
mechanisms focus on preventing harm 
and emphasising societal values when 
developing AI

Many of the initiatives assess AI applications 
against ethical and legal criteria that 
emphasise safety, human rights and societal 
values. The ethical criteria that are defined and 
assessed by the different initiatives are often 
based on those contained within existing high-
level ethical frameworks, such as the OECD 
Principles on AI and the EC Ethics Guidelines 
for Trustworthy Artificial Intelligence. Notably, 
the seven categories presented in the EC’s 
guidelines – human agency and oversight; 
technical robustness and safety; privacy and 
data governance; transparency; diversity, 
non-discrimination and fairness; societal and 
environmental well-being; and accountability 
– form the basis of several labelling initiatives
and codes of conduct, the latter of which
have sometimes used the same categories
and concepts verbatim. Several initiatives
distinguish between technical criteria (that

relate to the AI system, e.g. robustness 
and safety, data protection, explainability) 
and ‘process’ level criteria (that relate to 
how AI applications are embedded within 
organisations and society, e.g. education, 
awareness raising, training, dialogue).

2.1.4. The initiatives have been developed 
by a range of stakeholders across diverse 
types of organisations and countries 

Labelling initiatives have been developed 
by a broad range of stakeholders across 
different types of organisations, including 
the public sector (e.g. national governments), 
the third sector (e.g. foundations, think 
tanks), academia, as well as public–private 
partnerships. Initiatives have been developed 
across multiple countries, including Denmark, 
France, Germany, Malta, Switzerland and 
the United Kingdom, as well as initiatives 
that are at targeted at wider EU and global 
levels. The initiatives span different stages 
of development, with several either proposed 
mechanisms (and still conceptual) or in early 
development, while others are operational but 
have yet to gain widespread acceptance and 
use. 

Similarly, the codes of conduct we identified 
have been developed by a broad range 
of stakeholders across different types of 
organisations, including the public sector, e.g. 
the UK NHS (UK DHSC 2021), third sector, 
e.g. the Institute and Faculty of Actuaries and
the Royal Statistical Society, Partnership on
AI (Institute and Faculty of Actuaries 2021;
Partnership on AI 2021), academia (Kelley et
al. 2018) and private companies (BMW Group
2020; Capgemini 2021; Myers & Nejkov 2020).
The codes span organisations across multiple
countries, including Canada, France, Germany,
the United Kingdom and the United States.
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2.1.5. Labelling initiatives and codes of 
conduct assess the development and 
use of AI across multiple sectors and 
industries, with some focusing on a 
specific sector

Most of the labelling initiatives are intended to 
assess the development and use of AI across 
multiple sectors and industries. We identified 
two initiatives that are targeted at the use of 
AI within a specific sector, which included the 

education and justice sectors (CEPEJ 2020; 
UCL 2020). Unlike labelling initiatives, many 
codes of conduct are intended to assess the 
use of AI applications in a specific sector (e.g. 
healthcare, financial services, actuarial science, 
human resources, weather, climate and coastal 
oceanography, and the automotive sector) 
(AI2ES n.d.; BMW Group 2020; iCIMS 2020; 
Institute and Faculty of Actuaries 2021; Kelley 
et al. 2018; UK DHSC 2021).

Table 1: Summary of self-regulatory mechanisms reviewed in this study

Initiative Issuing 
organisation(s)

Type of 
initiative Short description

A Code of Conduct 
for the Ethical 
Use of Artificial 
Intelligence in 
Canadian Financial 
Services 

(Kelley et al. 2018)

Smith School of 
Business, Queen’s 
University

Code of 
conduct

The code is designed to offer guidance 
to all organisations that provide financial 
services, use AI and operate in Canada. 
It has been developed to be an addition 
to existing legal, privacy, compliance, 
regulatory, ethical and other related 
guidelines that guide the actions of 
financial services organisations in Canada. 

A Guide to Good 
Practice for 
Digital and Data-
Driven Health 
Technologies 

(UK DHSC 2021)

UK Department of 
Health and Social 
Care (DHSC)

Code of 
conduct

The guide consists of 12 principles for 
the safe and ethical development, use 
and procurement of AI and data-driven 
technologies for use within the NHS. The 
guide is designed to support innovators 
in understanding what the NHS is looking 
for when it buys digital and data-driven 
technology for use in health and care. 

AI certification 
‘Made in Germany’ 

(Cremers 2019)

The Artificial 
Intelligence 
Competence 
Platform North 
Rhine-Westphalia, 
led by a collaboration 
between Fraunhofer 
Institute for 
Intelligent Analysis 
and Information 
Systems (IAIS) and 
the Federal Office for 
Information Security

Certification 
scheme and 
quality mark

The AI certification ‘Made in Germany’ 
consists of a certification system and 
quality mark to signal both the technical 
reliability of an AI system and responsible 
usage from an ethical or legal perspective. 
Ultimately it aims to facilitate the 
comparison between different products, 
and therefore help to promote open 
competition in AI. 
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description

AI2ES ‘Code of 
Ethics’ 

(AI2ES n.d.)

National Science 
Foundation (NSF) 
AI Institute for 
Research on 
Trustworthy AI in 
Weather, Climate, 
and Coastal 
Oceanography 
(AI2ES)

Code of 
ethics A code of ethics for the AI2ES.

Algo.Rules

(Bertelsmann 
Stiftung and 
iRights.Lab 2019)

Bertelsmann 
Stiftung Foundation 
and iRights.Lab

Code of 
conduct

Algo.Rules consists of a set of principles 
for developing and implementing 
algorithmic systems.

BMW Group’s Code 
of Ethics for the 
Use of AI 

(BMW Group 2020)

BMW Group Code of 
ethics

The BMW Group’s Code of Ethics for 
AI is based on the EU’s fundamental 
requirements for trustworthy AI. It 
consists of seven principles covering the 
use of AI within the company. The code 
was developed in recognition of the rising 
role that AI plays in BMW Group’s digital 
transformation strategy and the growing 
concerns around the safe and ethical use 
of AI in the EU and beyond.

Bosch Code of 
Ethics for AI 

(Bosch 2020)

Bosch Code of 
ethics

A code of ethics for AI that combines 
innovation with social responsibility. This 
code establishes ethical ‘red lines’ for the 
use of AI.

Capgemini’s Code 
of Ethics for AI 

(Capgemini 2021)

Capgemini Code of 
ethics

The code of ethics is designed to guide 
the company on how to embed ethical 
thinking in their AI-related work. The code 
addresses both the intended purpose of 
the AI solution and the way the company 
embeds ethics in the design and delivery 
of AI solutions and services to their clients.

CEN-CENELEC 
‘Road Map 
on Artificial 
Intelligence (AI)’ 

(CEN-CENELEC 
n.d.)

CEN-CENELEC Rating 
framework

This framework is for the standardisation 
of the description of characteristics of 
AI systems. The focus group addresses 
standardisation in the description of 
ethical characteristics of AI systems, and 
suggests that labels may draw inspiration 
from the A–G rating used for energy 
consumption labels instead of seeking to 
capture ethics in a binary manner. 
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description

Certificate of 
Fairness for AI 
Systems 

(Women Leading in 
AI 2019)

Women Leading in 
AI

Certification 
scheme

A certificate of fairness for AI systems 
alongside a kite mark type scheme to 
display it, with criteria to be defined at 
industry level.

Certification 
Mechanism for AI 
Tools and Services 

(CEPEJ 2020)

The European 
Committee for the 
Efficiency of Justice 
(CEPEJ)

Certification 
scheme

The certification mechanism for artificial 
intelligence tools and services in the 
sphere of justice and the judiciary aims to 
ensure that AI applications in the judicial 
sphere uphold human rights.

Certification of 
Responsible 
Limits on Facial 
Recognition 

(World Economic 
Forum 2020)

World Economic 
Forum

Certification 
scheme

This initiative is a certification scheme 
by the World Economic Forum to ensure 
that facial recognition technology meets 
specified standards of quality and to 
encourage improvements in the quality of 
facial recognition technology. 

Clinical AI 
Governance 

(Babylon Health 
2021) 

Babylon Health Code of 
conduct

This guide brings together statutory, 
regulatory and professional best practice.

Continental Code 
of Ethics for AI 

(Continental 2020) 

Continental Code of 
ethics

A code of ethics to ensure transparency 
and comprehensibility for the decisions 
of self-learning systems. AI-supported 
systems should only be used if they 
comply with clear ethical principles.

D-seal

(D-seal n.d.)

The Danish 
government, the 
Confederation of 
Danish Industry, the 
Danish Chamber 
of Commerce, 
SMEdenmark 
and the Danish 
Consumer Council

Seal

The Joint Cybersecurity and Data Ethics 
Seal is intended for companies that 
meet requirements for cybersecurity 
and responsible handling of AI-related 
data. The aim of Denmark’s new labelling 
program is to promote IT security and 
responsible data usage.

Ethical and 
Professional 
Guidance on Data 
Science: A Guide 
for Members 

(Institute and 
Faculty of 
Actuaries 2021)

Institute and Faculty 
of Actuaries

Code of 
ethics

A non-mandatory ethical and professional 
guidance on data science for members 
of the Institute and Faculty of Actuaries. 
It provides illustrations and case studies 
to help members who may be faced 
with ethical or professional issues when 
carrying out data-science-related work.
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description

Ethics Certification 
Program for 
Autonomous and 
Intelligent Systems 
(ECPAIS) 

(IEEE 2020)

The IEEE Global 
Initiative on Ethics 
of Autonomous and 
Intelligent Systems

Certification 
scheme

ECPAIS consists of a certification 
system that aims to clearly signal to 
different stakeholders in different sectors 
whether an AI system is safe, ethical and 
trustworthy. Ultimately the certification 
aims to promote responsible innovation in 
AI systems. 

Ethics label for AI 
systems 

(AI Ethics Impact 
Group 2020)

AI Ethics Impact 
Group, led by the 
Bertelsmann Stiftung 
Foundation and 
Verband Deutscher 
Elektrotechniker 
(VDE)

Labelling 
scheme

This consists of a label inspired by the EU 
energy efficiency label. It shows a rating 
of an AI system’s ethical characteristics 
based on six ethical values.

EU Certification 
for ‘Trusted AI’ 
Products 

(EESC 2019b)

European Economic 
and Social 
Committee (EESC)

Certification 
scheme

This proposal is for a certification for 
trustworthy AI applications, where 
products are tested for resilience, safety 
and absence of prejudice, discrimination 
or bias. 

Fair Artificial 
Intelligence in 
Education (Fair-
AIEd) Trust Mark 

(Fair-AI n.d.)

Fair-AI, a research 
project supported by 
the UK Research and 
Innovation (UKRI) 
Future Leaders 
Fellowship scheme

Trust mark

This initiative is being developed to guide 
companies which are willing to commit to 
principles such as localising software and 
understanding regulatory compliance.

Foundation for 
Responsible 
Robotics (FRR) 
Quality Mark 
for (AI-Based) 
Robotics 

(Deloitte n.d.)

FRR Quality mark

A label for robotics and AI that indicates 
a product has received a positive 
assessment or evaluation from an 
independent external expert group on 
responsible robotics, with attention to 
human rights and values. 

Gender Equality 
European & 
International 
Standard 
– Artificial
Intelligence (GEEIS-
AI) 

(Orange 2020)

Arborus Endowment 
Fund

Labelling 
scheme

The GEEIS-AI label is a mark of inclusive 
artificial intelligence. It was created 
to prevent artificial intelligence from 
reproducing inequalities between genders 
and to develop more egalitarian practices 
in AI. It does so by enabling companies 
to measure their policies on equality and 
diversity in relation to AI. 

Guiding Principles 
for AI Ethics  

(Telia Company 
2019) 

Telia Company Code of 
conduct

This code of conduct provides nine 
guiding principles for Telia’s operations 
and employees for proactive design, 
implementation, testing, use and follow-up 
of AI.
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description

iCIMS Code of 
Ethics 

(iCIMS 2020)

Internet 
Collaborative 
Information 
Management 
Systems (iCIMS)

Code of 
ethics

iCIMS’ ethical standards for AI and 
machine learning are based on recognised, 
global standards such as the HLEG Ethics 
Guidelines for Trustworthy AI driven by the 
EC and the OECD Principles on AI.

IDEA Lab Code of 
Ethics and Code of 
Conduct 

(McGovern, n.d.) 

Interaction, 
Discovery, 
Exploration, Adaption 
(IDEA) Laboratory, 
University of 
Oklahoma

Code of 
ethics

The code of ethics for the IDEA lab was 
built on the code of ethics from the AI2ES. 
The IDEA lab focuses on developing and 
applying trustworthy artificial intelligence 
and machine learning techniques with 
a focus on high-impact real-world 
applications.

IFC Technological 
Code of Conduct 

(Myers & Nejkov 
2020) 

International Finance 
Corporation (IFC) 
World Bank Group

Code of 
conduct

The IFC Technology Code of Conduct 
aims to help build trust with customers 
by ensuring that AI technologies are 
human-centric. It also aims to support 
sustainability and impact, including 
investment, by ensuring that AI systems 
contribute to the well-being of individuals, 
society and the environment.

Kite Mark for AI 

(APPG Data 
Analytics 2019) 

APPG on Data 
Analytics Kite mark

This kite mark would show when a 
decision is taken by machine intelligence, 
and when a person is interacting with a 
machine not a human, and mandate its 
use across government and public service 
delivery in higher risk areas.

Malta’s National 
AI Certification 
Framework 

(MaltaAI 2019a; 
2019b)

Malta government’s 
MaltaAI

Certification 
scheme and 
audit

The certification aims to build trust 
and transparency for key stakeholders 
(individuals and organisations) by 
providing valuable information about AI 
in their marketplace to signal that their AI 
systems have been developed ethically, 
transparently and in a socially responsible 
manner.

Mandatory 
Labelling Scheme 

(Daten Ethik 
Kommission 2019)

Daten Ethik 
Kommission 
(German Data Ethics 
Commission)

Labelling 
scheme

The German Data Ethics Commission 
recommended the introduction of 
a mandatory labelling scheme for 
algorithmic systems of enhanced 
criticality, with the view that this would 
oblige operators to make it clear whether, 
when and to what extent algorithmic 
systems are being used.
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description

O’Neil Risk 
Consulting & 
Algorithmic 
Auditing (ORCAA) 
Seal 

(Schwab 2018) 

ORCAA Audit 
process

ORCAA aims to help companies manage 
and audit their algorithmic risk in order to 
ensure algorithms are fair and unbiased. 
The auditing process a company 
undergoes to receive a seal includes 
developing an ethical matrix, which 
measures the interest of the company 
versus the wider concerns of anyone who 
is impacted by the algorithm. The seal can 
be placed on a client’s website to signal to 
consumers that the company has passed 
the audit.

OPACITY trust 
mark

(Wertheim Aymes 
2018)

OPACITY Trust mark

This trust mark provides the first 
independent consumer instrument 
designed to hold organisations that create 
AI accountable, and informs users when 
they are interacting with AI and how.

Open Ethics Label 

(Open Ethics n.d.b)
Open Ethics Labelling 

scheme

The Open Ethics label aims to strengthen 
users’ trust in AI systems by encouraging 
and supporting AI transparency. This 
label provides information for consumers 
to enable better decision making; for 
software developers the label is a type 
of disclosure tool to provide information 
about their product. 

Oxford-Munich 
Code of Conduct 

(Grindrod and 
Moreno 2018) 

Dr. Peter Grindrod 
and Dr. Juan 
Bernabé Moreno 

Code of 
conduct

This initiative aims to develop a set 
of practices designed to protect data 
scientists and companies employing those 
data scientists, and to protect the data 
owners.

Partnership on AI 
Tenets  

(Partnership on AI 
2021)

Partnership on AI Code of 
conduct

The Partnership on AI was founded on 
thematic pillars, which represent areas 
where the organisation sees some of the 
greatest risks and opportunities for AI. 

Responsible 
Artificial 
Intelligence 
Certification Beta 

(RAI Institute 2021) 

RAI Institute in 
partnership with 
the Global AI Action 
Alliance (World 
Economic Forum) 
and the Schwartz 
Reisman Institute 
for Technology 
and Society at the 
University of Toronto 

Certification 
scheme

RAI Certification Beta is an independent 
certification programme for the 
responsible and trusted use of AI systems. 
The certification aims to increase trust 
among end-users through signalling that 
the AI system was built following certain 
standards. 
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description

SECure: A Social 
and Environmental 
Certificate for AI 
Systems 

(Gupta et al. 2020) 

Montreal AI Ethics 
Institute

Certification 
scheme

The SECure initiative aims to incentivise 
the AI sector to build eco-socially 
responsible AI systems. It uses an 
environmental, society and governance 
(ESG) framework to encourage social 
and environmentally responsible AI. The 
SECure and LEEDesque certification 
process is designed to inform consumer 
choice between AI products, which in turn 
creates an economic incentive for industry 
actors to produce eco-socially responsible 
AI.

Swiss Digital Trust 
Label 

(Swiss Digital 
Initiative 2021b)

Swiss Digital 
Initiative Trust mark

A trust label that denotes the 
trustworthiness of a digital service in clear, 
visual and plain, non-technical language 
for consumers.

The Certification as 
a Mechanism for 
Control of Artificial 
Intelligence in 
Europe 

(Galán 2019)

Research submitted 
to the EU’s European 
AI Alliance written 
by Professor Carlos 
Galán

Certification 
scheme

This paper suggests the creation of an 
audit and a certification of conformity. 
These will complement each other and act 
as ex-post controls on the development 
and implementation of AI technology, 
products and services.

Turing Stamp 

(Finkel 2018)
Dr Alan Finkel Certification 

scheme

This proposal is for a voluntary opt-in 
certification scheme, the Turing Stamp, 
which could be granted to organisations or 
products.

Z-Inspection

(Zicari et al. 2021)

Not applicable: 
run by a team 
of international 
independent 
researchers

Audit 
process

Z-Inspection is an audit process that
aims to assess whether an AI system
is trustworthy. The process is based on
applied ethics and uses the definition of
trustworthy AI put forward by the EC’s
AI HLEG. The process is designed to be
applied to a variety of sectors in which AI
systems could be used, such as business,
healthcare and the public sector.

Source: RAND Europe analysis of self-regulatory mechanisms reviewed in this study



2.2. Opportunities associated with labelling initiatives, codes of 
conduct and other self-regulatory tools
We have identified a series of opportunities 
associated with the design, development and 
implementation of labelling initiatives, codes of 

conduct and other self-regulatory tools for AI 
applications. We discuss each of these in turn 
below.

Summary of opportunities related to labelling initiatives, codes of conduct and other 
self-regulatory mechanisms being developed for AI applications:

• The voluntary application of codes of conduct and labels has the potential to uphold the
ethical development and use of AI products and services.

• Codes of conduct and labels could help to build trust in AI products and services that often
struggle with the reputation of being opaque systems. They do this by:

 - Building public awareness of when AI is being used

 - Helping consumers make well-considered decisions about what kinds of AI products
and services they want to buy or use

 - Signalling that an AI product or service has gone through some form of human 
oversight or evaluation process.

• AI labelling and codes of conduct could strengthen stakeholder relationships within the AI
supply chain as AI is developed and deployed.

• AI labelling and certification schemes can act as a benchmarking tool to signal a certain
standard for companies and end-users in the market.

• AI certificates could help define market standards and potentially increase competitiveness
in a global market.

• AI labels and codes of conduct can help reintroduce human oversight into a technological
process.
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2.2.1. The voluntary application of codes 
of conduct and labels has the potential to 
uphold the ethical development and use 
of AI products and services

While advancements in AI have driven 
significant innovation, there are increasing 
concerns of a gap between technology 
development and use, versus the ethical 
guidelines and regulations applied to AI 
systems (AI Ethics Impact Group 2020; EP 
Directorate General for Parliamentary Research 
Services 2020; Kelley et al. 2018; ORCAA n.d.; 
Thiebes et al. 2021). Without appropriate 
oversight, there are significant concerns that 
AI has a unique capacity to create harm and 
that AI innovation has accelerated beyond 
regulatory understanding and control (for 
example, Box 1 below clarifies how AI can 
cause harm within financial services) (Myers 
& Nejkov 2020). In some instances, these 
concerns have entered the political sphere 
and building trust in emerging technologies 
(including AI) is a precondition for realising the 
benefits of implementing these technologies 
(Myers & Nejkov 2020). As one interviewee 
noted, mechanisms such as labelling and 
codes of conduct can be developed to 
potentially support public policies, regulations 
and laws, and could help organisations to 
conform to emerging good practice for AI 
(INT06). Codes of conduct and labelling 
could mutually reinforce one another in this 
regard, with labelling setting the guidance and 
standards for safe and trustworthy AI and 
codes of conduct outlining how AI developers 
and organisations using AI can realise these 
aims in practice (INT12; INT08) (Kelley et al. 
2018; RAI Institute 2021; UK DHSC 2021). 

Box 1: Example of bias and discrimination in a 
financial services application of AI 

An example of a hypothetical, but 
potential, AI bias and discrimination 
in financial services is the use of AI to 
automate a credit adjudication process. 
An AI application could be designed to 
exclude certain data attributes that are 
prohibited by law or could lead to unfair 
discrimination. The AI application could go 
on to choose (without the data scientist’s 
or risk manager’s knowledge) another 
data attribute which is highly correlated 
with one of the prohibited data attributes. 
When this model is therefore applied, it 
could mean that the AI application’s output 
is unfairly (and indirectly) discriminating 
against individuals based on the prohibited 
attributes, which can go on to prevent an 
individual from obtaining credit. This type 
of exclusion and unfair discrimination 
would most likely not be caught when 
reviewing the data or the technical aspects 
of AI, but rather an ethics review process 
would be needed to review the AI’s 
application outputs (Kelley et al. 2018).

Labelling and codes of conduct are informed 
by ethical norms, values and principles which 
are important to the development and use of 
AI systems. This presents a serious concern, 
as ethical values are culturally dependent and 
there are ongoing debates about these ethical 
principles (with over 200 ethical guidelines 
worldwide on AI systems) (INT08; INT05). 
Some initiatives have completed analysis 
to identify the most commonly cited ethical 
principles across worldwide ethical guidelines 
(e.g. The AI ethics label by the Bertelsmann 
Stiftung Foundation) (INT08). While other 
initiatives use pre-existing frameworks to 
inform how AI products and services should be 
evaluated (e.g. the Gender Equality European 
& International Standard bases its label on 
a gender equality framework, the SECure 
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certificate is based on an ESG framework, or 
the Swiss Digital Trust Label which is taking 
good practice from existing standards (e.g. 
ISO) and applying them to AI (Gupta et al. 2020; 
PWN Paris 2020). Anti-discrimination is also 
a key aim for some initiatives (e.g. CEPEJ, 
GEEIS and ORCAA) while others seek to uphold 
regional norms (such as Z-Inspection’s aim 
for upholding western democratic values) 
(CEPEJ 2020; PWN Paris 2020; Schwab 
2018; Zicari et al. 2021). Other initiatives cite 
principles which reflect predefined company 
values and company practices (such as BMW, 
Bosch, Capgemini, NHS) (BMW Group 2020; 
Bosch 2020; Capgemini 2021; NHS Digital 
2021). Some initiatives choose to translate 
pre-existing laws and legal norms to apply 
to AI, like applying regional regulations and 
human rights to AI (INT07; INT09). No matter 
the principles chosen, one common aspect 
of codes of conduct and labelling initiatives 
is that they are trying to introduce ethical 
considerations into the development and use 
of AI technology. 

2.2.2. Codes of conduct and labels could 
help to build trust in AI products and 
services that often struggle with the 
reputation of being opaque systems

Trust is essential with increased digitalisation 
and reliance on technologies (INT11). In order 
to have trustworthy relationships (e.g. between 
providers and end-users of AI systems), 
end-users have to trust the developers of AI 
technologies and trust the product or service 
in order to go on to use the product (INT08, 
INT11). One interviewee raised the issue that 
an increasing number of organisations that 
procure AI applications often lack information 
about how the technology was created and 
what datasets it was trained on, which would 
require both interrogating suppliers a lot more 
than is currently done, and time, resources and 
know-how that most users do not possess 

(INT02). The opaqueness of many AI products 
and services has the potential to erode public 
trust in AI products. AI is compared to being 
a ‘black box’ for it is often too complex for the 
average user to understand; it has sometimes 
been purposefully designed to obfuscate 
how the technology works, and advanced 
AI systems make ‘decisions’ (responding 
to external stimuli) in such a way that the 
output is opaque even to the programmers 
who write the code (as is the case with 
machine learning algorithms) (EP Directorate 
General for Parliamentary Research Services 
2020). There are increasing concerns that 
this lack of transparency undermines public 
and stakeholder trust in the AI products and 
services so ethical issues are insufficiently 
challenged and explored (EESC 2019b; EP 
Directorate General for Parliamentary Research 
Services 2020; IEEE 2020). 

A primary aim of most labelling and 
certification initiatives we identified is 
strengthening trust and transparency among 
users, consumers and wider stakeholders 
involved with AI systems. They do this by: 

1. Building public awareness of when AI is
being used. Labels can be a useful tool
to address market failures by removing
information asymmetries within the
market (INT01). As AI products can
often be difficult to understand, a label is
commonly used as a communication tool
to impart complex information, in a similar
manner to a food or energy label (Deloitte
n.d.; EESC 2019b). Just like a food label,
an AI label can flag to consumers when
and to what extent AI is present within a
product (Daten Ethik Kommission 2019),
as well as communicate information
about the ‘make up’ of the AI system
(INT05; INT08). It is important that the
information is transparent in a way that
humans can easily read and understand
it (e.g. written in clear and non-technical
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language) (INT05; INT12). The information 
the label provides can also be broad or 
very specific. For example, one labelling 
initiative (ORCAA) used their own auditing 
logo as a type of ‘stamp of approval’ to 
demonstrate the presence of an AI system 
in a product (ORCAA n.d.). Another labelling 
initiative (Open Ethics) developed icons 
to communicate the different types of 

technical procedures behind the product, 
how the system uses data, how data 
are processed by the system, and what 
decisions are being made by the system 
(Open Ethics n.d.b) (see Box 2). Each type 
builds product transparency, showing 
whether a product contains AI and what 
type of AI it contains. 

Box 2: Open Ethics labelling categories 

Open Ethics assesses three elements: how the system uses data; how the data is processed 
by the system; and what decisions the system makes. The first element distinguishes between 
different types of data which are fed into the AI system (open data set, proprietary data set, 
limited access dataset, rule-based heuristic). The second element differentiates between 
different types of software, open-source software where the copyright may allow users rights 
to change and distribute the software, and proprietary software which is copyrighted and has 
limited use. The third element considers the possible decisions the system can make; for 
example, a traffic light has a limited set of possible states (Green, Yellow, Red, Blinking Yellow 
and Not Working), the output is therefore known and predictable, but in another example the 
outputs may not be predicted (Open Ethics n.d.b; Open Ethics n.d.c).

This can lead to a variety of combinations, for example: 
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2. Giving information on labels and
certifications to support human decision
making. Increasing transparency for an
AI product can help consumers make
well-considered decisions about what
kinds of AI products or services they want
to buy or use (Deloitte n.d.; Open Ethics
n.d.b). Consumers will be empowered to
align their AI products to their consumer
values. For example, similar to a Fairtrade
label, a labelling or certification scheme
could include information about the
ethical impact of the entire AI supply chain
which would help consumers align their
purchasing decision with their consumer
values (Gupta et al. 2020). When thinking
about the application of AI, for instance
in the justice sector, if an AI system is
used to help pass judgements, an AI label
would inform a judge of what type of AI
product they are using and how it helps
them decide on civil aspects of their case
(INT07).

3. Signalling that an AI product or service
has gone through some form of human
oversight or evaluation process. Trust is
traditionally earned either by consistently
building a strong reputation over time or
through an endorsement from a reputable
source (RAI Institute 2021). The labelling
initiative fulfils the latter of these two trust
conditions, as a labelling scheme can be
tied to an auditing process or subject to an
industry standard body which certifies the
product. The label is then an outward signal
that the AI product or service has passed
some level of evaluated standard, which
helps improve consumer confidence in the
product (RAI Institute 2021).9

9 It is important to highlight that a labelling process is not the same as an audit process. Labelling schemes exist which 
do not include audit processes (Open Ethics n.d.b), and companies can also subject themselves to an audit without 
using a labelling scheme (ORCAA n.d.). If an auditing process is not present in a labelling scheme, then the label does 
not signal human oversight or evaluation but is more a communication and transparency tool.

2.2.6. AI labelling and codes of 
conduct could strengthen stakeholder 
relationships within the AI supply chain as 
AI is developed and deployed

AI labels or codes of conduct are rules for not 
just AI developers but all people who interact 
with AI systems across multiple different 
angles (INT08). For example, they can be rules 
for developers, while developing and coding 
AI, but also public sector organisations who 
wish to buy or deploy AI (INT08). In order for 
an AI label to be successful it needs to have 
input from multiple different stakeholders, 
and multiple stakeholders need to recognise 
and use the labelling scheme (INT7; INT10) 
(Gupta et al. 2020). By voluntarily accepting 
an AI label, the company demonstrates its 
intention to be transparent about its products 
and services (Open Ethics n.d.b); by agreeing 
to submit to an auditing process, the label 
becomes a recognition mark that the company 
is acting ethically and responsibly when 
developing AI (KINRW 2021). In turn, this 
can help strengthen relationships with wider 
stakeholders, becoming a ‘selling point’ for the 
AI product or service as an AI label or code 
of conduct demonstrates that the product 
is upholding good practice and meets the 
regulatory requirements of the AI ecosystem 
(INT12). For example, the ORCAA seal helped 
one company, Rentlogic, receive more funding 
as the label signalled to investors that the 
company’s algorithms had been audited (see 
Box 3) (Hempel 2021). 

Furthermore, an AI label or code of conduct can 
also demonstrate the AI product’s suitability 
within a specific industry. For example, using 
AI in a medical context may need higher 
standards and will focus on different criteria 



than AI in manufacturing (INT08). For example, 
the UK DHSC has a code of conduct for data-
driven health and care technology. Their 
code of conduct is a transparency tool to 
help innovators understand what the NHS is 
looking for when it buys digital and data-driven 
technology, helping facilitate a smooth path 

between the development and procurement of 
the project (UK DHSC 2021). By using labelling 
and codes of conduct initiatives, businesses 
can help facilitate relationships of trust and 
transparency between different stakeholders 
within the AI development and deployment 
process.

Box 3: The ORCAA seal and Rentlogic 

To date only one company (Rentlogic) has undergone the ORCAA auditing process and used 
the ORCAA seal (AlgorithmWatch 2020; Hempel 2021; Schwab 2018). The ORCAA seal aims to 
help companies manage and audit their algorithmic risk in order to ensure algorithms are fair, 
unbiased and non-discriminatory. According to Rentlogic, the seal helped them obtain funding, 
as it signalled to investors that the company’s algorithms had been audited (Hempel 2021). 
Rentlogic helps grade the maintenance of every rental building in New York City (granting a 
rating of A to F), which requires the company to use public information when citizens lodge 
complaints about violations against a building. Landlords can also come to Rentlogic (paying 
U$100–1000 a year) to have Rentlogic grade their buildings and provide a plaque for the 
company to display. This includes buy-in from the landlords and the tenants and both these 
stakeholder groups have to believe in Rentlogic’s business model. The company relies on AI to 
help assign the grades of the buildings (A to F). 

Rentlogic’s founder, Yale Fox, thought that having an independent audit which resulted in a 
stamp of approval would be a good way to demonstrate Rentlogic’s protocol was bias-free. 
When it came to Rentlogic’s second round of funding, Rentlogic was of the view that the seal 
also helped relationships with investors; ‘one investor said just the fact that you thought of 
doing an audit where I’ve never heard about it impressed him’ (Hempel 2021).
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2.2.4. AI labelling and certification 
schemes can act as benchmarking tools 
to signal a certain standard for companies 
and end-users in the market

When a labelling or certification scheme 
includes an auditing or evaluation standard,10 
this can help confirm the standard of quality 
of an AI product or service and potentially 
help develops an industry-wide standard. If an 
AI product or service passes an AI labelling, 
certification or codes of conduct process 
it can help demonstrate that the product 
or  service upholds good practice (INT06). A 
potential standard of quality may also facilitate 
comparisons between different AI providers 
and products (KINRW 2021). Companies can 
use the labelling or certification process as a 
type of benchmark to assess their systems 
against their competitors in the market 
(Gupta et al. 2020). If used correctly, this can 
help companies identify and reinforce their 
competitive advantage in the market or identify 
gaps in the market which could be filled (Gupta 
et al. 2020; KINRW 2021). 

2.2.5. AI certificates could help define 
market standards and potentially increase 
competitiveness in a global market 

Within global discussions of applying 
ethical standards to AI, regional actors and 
national governments that apply ethical 
standards could increase their global market 
competitiveness (e.g. by building a competitive 
advantage for companies in that region) 
(EESC 2019b; OECD n.d.). There are regional 
understandings of what ethics AI products and 
services need to uphold, such as evaluating an 
AI production ecosystem according to Western 
European democratic values (Zicari et al. 
2021). These calls for regional understandings 

10 An audit or evaluating standard can be integrated into a labelling or certification process, but it can be separate 
from the label or certificate. An audit process evaluates an AI system against a set of criteria that define a certain 
standard. 

of AI ethics are particularly strong within 
European initiatives, where there are calls to 
ensure that any AI technologies, products and 
services (whether built in the EU or coming 
from third countries) should be subject to 
standards (informed by European laws and 
legal norms) if they are intended to be deployed 
or marketed within the EU (Galán 2019). These 
standards may reflect core European values 
such as respect for human dignity, freedom, 
democracy, equality, the rule of law and human 
rights (EESC 2019b). The argument is that 
developing a certification programme informed 
by European values would both strengthen 
citizens’ trust in digital development and give 
Europe a competitive edge on the international 
AI scene, by demonstrating that AI developed 
and deployed in Europe is safe and trustworthy 
(see Box 4) (EESC 2019b). The development 
of market specific standards can also help the 
implementation of national AI strategies. For 
example, the Malta certification programme 
is one element of their National AI Strategy, 
which is trying to position Malta as a leader 
in the AI field and encourage local and foreign 
companies to develop, prototype, test and 
scale AI (MaltaAI 2019b). The certification 
plays the important role of providing a 
standards mechanism to provide a platform 
for practitioners and companies to showcase 
ethically aligned, transparent and socially 
responsible AI solutions (MaltaAI 2019b). The 
certificate will be informed by pre-existing 
guidelines to facilitate its integration with 
other elements from the national strategy’s 
technology portfolio (MaltaAI 2019b). Labels 
and certificates could support the development 
of market standards, which increase 
competitiveness in an international AI market. 
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Box 4: The EESC: building trust in human- 
centric AI

According to a 2019 EESC Communication, 
Europe’s ethical approach to AI strengthens 
citizens’ trust in digital development and 
helps build a competitive advantage 
for European AI companies. In order to 
be successful in achieving ethical AI, 
economic competitiveness and social 
trust must reinforce each other and be 
informed by the same values. Upholding 
and guaranteeing fundamental values 
and rights for European citizens facilitates 
public acceptance of new technologies. It 
also establishes a brand of human-centric, 
trustworthy AI, which can be used to signal 
ethical and secure products. This in turn 
helps develop a competitive advantage 
for European AI companies, by building 
their reputations for providing high quality 
products which are both safe and secure 
(EESC 2019a).

2.2.6. AI labels and codes of conduct can 
help reinforce and reintroduce human 
oversight into a technological process 

It has been suggested by several stakeholders 
and interviewees that AI systems themselves 
are neither ‘good’ nor ‘bad’; rather it is 
human decisions which impact developing 
AI systems or the use of AI products and 
services which have ethical implications 
(EESC 2019b; ORCAA n.d.) (INT08).11 In 2019, 

11 ‘Ethical Implication: a problem, situation, or opportunity that requires a decision maker to choose among several 
actions that must be evaluated as right or wrong, ethical or unethical; however, by nature involves conflicts of values 
and often requires a degree of ethical judgement rather than a binary evaluation’ (Kelley et al. 2018). 

the EESC recommended that AI systems 
were not sufficiently responsible and were 
unable to build trust, and that there needed 
to be clearer rules to assign responsibility to 
natural persons or legal entities in the event 
of non-compliance, which may also go on to 
impact insurance decisions (EESC 2019a). One 
way to address this issue could be through a 
certification scheme that focuses not on the 
actual AI product but rather the developers and 
system surrounding the product. For example, 
the Z-Inspection initiative which suggests 
assessing the ‘ecosystem’ surrounding the 
AI development (Zicari et al. 2021). As the 
Z-Inspection initiative specifies, ‘Ethical
values are “embedded” often by software
designers when they design an AI system,
resulting in the AI system setting the bar for
what is defined as “good” or “bad,” “correct”
or “incorrect” and “healthy” or “unhealthy”
for a given domain and context. If we do not
trust the ecosystems, where the AI has been
designed/produced/used, we may not trust
the AI system’ (Zicari et al. 2021). Oversight
and evaluation of this ecosystem is therefore
needed to ensure actors in the ecosystem are
upholding ethical principles (Zicari et al. 2021).
As one interviewee highlighted, currently AI
is more of a ‘technical topic’ than a ‘political
one’ (INT09), and codes of conduct, labelling
schemes and other self-regulatory initiatives
are re-introducing the human element back into
a relatively opaque, technical process.
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2.3. Challenges associated with labelling initiatives, codes of conduct 
and other self-regulatory tools in the context of AI
There are a number of common challenges 
associated with the design, development 
and implementation of labelling initiatives, 

certification schemes and codes of conduct 
for AI applications. We discuss each of these in 
turn below.

Summary of challenges related to labelling initiatives, codes of conduct and other 
self-regulatory mechanisms being developed for AI applications:

• The complexity of AI applications raises difficulties in developing and enforcing criteria to
assess ethical and legal principles.

• The complexity of AI applications requires the involvement of multiple stakeholders in the
design and implementation of assessment.

• There are challenges related to assessing AI applications on their ethical and legal
characteristics for different use cases and contexts.

• The potential cost and burden of assessment could result in lack of stakeholder buy-in to
schemes, particularly for smaller businesses.

• When designing and rolling out schemes, there are trade-offs between protecting
consumers and driving innovation and competition in the market.

• From a regulatory perspective, there are difficulties involved in drawing up labelling
schemes and codes of conduct for a rapidly evolving technology like AI.

• There are challenges in ensuring the legitimacy and accountability of initiatives through
transparent third-party auditing.

• The profusion of multiple different initiatives presents challenges for companies and
consumers, and could lead to reduced trust.

• There is a challenge around incentivising the adoption of voluntary, self-regulatory
mechanisms.
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2.3.1. The complexity of AI applications 
raises difficulties in developing and 
enforcing criteria to assess ethical and 
legal principles 

Multiple socio-technical factors influence the 
impact of an AI system – the societal impact 
of AI depends on both the technology (e.g. 
data and algorithms) but also on the system’s 
goals and how it is embedded within an 
organisation (AI Ethics Impact Group 2020). 
The complexity surrounding the development 
and implementation of AI systems raises 
challenges for the effective development 
and enforcement of criteria to assess ethical 
and legal principles (AI Ethics Impact Group 
2020) (INT08; INT10). The implementation of 
ethical values requires indicators at different 
levels (at the ‘system’ and ‘process’ levels) 
throughout the complex development and 
implementation process of AI systems (AI 
Ethics Impact Group 2020). For example, 
transparency might depend on the technical 
explainability of an AI system, which involves 
input from system developers (system level), 
but also requires active communication and 
explanation of algorithmic decision-making 
processes in organisations using the AI 
system (process level) (AI Ethics Impact 
Group 2020). In the example of the IFC 
Technology Code of Conduct, the authors have 
identified tools to operationalise the Code, 
which address both the technical processes, 
such as privacy and compliance by design, 
and the business processes, such as risk 
governance and reporting (Myers & Nejkov 
2020). The challenges around developing 
objective and verifiable assessment criteria 
for AI applications was also stressed by two 
interviewees (INT06; INT07). One interviewee 
raised the importance of determining whether 
criteria within labelling and certification 
approaches should focus on technical aspects 
only or whether they should also include 
other aspects (e.g. human rights and legal 

dimensions), stating it is likely important to 
have both (INT07).

2.3.2. The complexity of AI applications 
requires the involvement of multiple 
stakeholders in the design and 
implementation of assessment

The number of stakeholders involved in 
the development and implementation of AI 
systems raises challenges for the effective 
enforcement of ethical and legal principles (AI 
Ethics Impact Group 2020). It has been noted 
that assessment frameworks and criteria as 
part of labelling and certification schemes 
should be designed in a way that takes into 
account multiple stakeholders’ needs, to ensure 
widespread buy-in and adoption (Gupta et al. 
2020). For example, the LEEDesque certificate 
as part of the SECure initiative suggests using 
public surveys to identify what information 
users are seeking from the certification and 
how the information can be communicated 
effectively (Gupta et al. 2020). In another 
example, the Z-Inspection audit process 
employs a team of interdisciplinary experts to 
consider the ethical, social, technical and legal 
risks of an AI application (Zicari et al. 2021). 
Two interviewees highlighted the importance 
of co-creation and ensuring that the design of 
assessment criteria for labels and certificates 
involve the views of multiple stakeholders 
(INT07; INT12). However, they also cautioned 
the need to ensure that assessment remains 
practical and grounded in what is feasible. For 
example, the Swiss Digital Trust Label was 
created in a participatory and inclusive way, 
being co-created with multiple stakeholders, 
including consumers, academia and public and 
private organisations (Swiss Digital Initiative 
2021b). Related to this, a particular challenge 
related to codes of conduct involves their high-
level nature, in which they are typically not 
supported by practical and operationalisable 
guidelines (Myers & Nejkov 2020). 
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2.3.3. There are challenges related 
to assessing the ethical and legal 
characteristics of AI applications for 
different use cases and contexts

Developing a label or certification scheme for 
AI applications could require the development 
of indicators to measure ethical and legal 
values and characteristics. However, the 
implementation and prioritisation of ethical 
values for AI systems depends on the field 
of application as well as the cultural context 
in which the AI system operates (AI Ethics 
Impact Group 2020). There will be differences 
in how AI systems are used based on, for 
example, their domain, region and technology 
or system type (RAI Institute 2021). An 
application used in the justice sector will need 
to demonstrate higher levels of privacy and 
fairness than a system used in manufacturing 
(AI Ethics Impact Group 2020). There are 
also inevitably trade-offs between different 
values (e.g. greater transparency may result 
in less privacy), and different cultures may 
prefer different values (AI Ethics Impact Group 
2020). Therefore, three interviewees stressed 
that there are challenges associated with 
predefining a set of criteria for all scenarios 
and use cases of AI applications (INT06; 
INT08; INT10). In addition, one interviewee 
noted that in some common uses of AI in 
certain areas there are pre-existing standards 
and legislation, which could and should be 
leveraged (INT06). Therefore, as part of 
developing different initiatives, a key focus 
involves piloting different application areas 
and use cases, to ensure that certification 
and labelling is flexible enough for different 
use cases (Responsible Artificial Intelligence 
Institute 2021; Cremers 2019; IEEE 2020; 
European AI Alliance 2019). For example, 
instead of developing a predefined checklist 
to assess algorithms, the ORCAA audit 
process considers multiple dimensions on a 
case-by-case basis, including the context in 

which the algorithm will be used (e.g. who is 
subject to decisions, what is the geographic 
area (jurisdiction for legal coverage), who is 
deploying it, what layers of human oversight 
exist, how is this being disclosed, etc.); 
and the stakeholders that are likely to be 
impacted (and their concerns) (Schwab 
2018). In another example, the AI ethics label 
employs a risk matrix that helps to define the 
specific use context to determine the level 
on the ethics label that should be considered 
ethically acceptable, because this varies 
across application cases. For example, the 
use of the same AI system might be subject 
to lower transparency requirements in an 
industrial process than if it were applied in a 
medical procedure requiring the processing of 
personal data (AI Ethics Impact Group 2020).

2.3.4. The potential cost and burden 
of assessment could result in lack 
of stakeholder buy-in to schemes, 
particularly for smaller businesses

The use of a label or certification scheme 
that requires third-party assessment could 
be costly or burdensome (INT08), especially 
for smaller companies or new entrants to the 
market (Myers & Nejkov 2020). Developing 
a comprehensive labelling process requires 
disclosing a lot of information; however, it is 
hard in practice to investigate the origins and 
models of datasets (INT08). The costs and 
burden of assessment could ultimately result 
in lack of buy-in and adoption by companies 
(INT08). The IFC Technology Code of Conduct 
has been designed to ensure that it can be 
implemented in a way that does not create 
disproportionate financial or operational burden 
on investee (especially early-stage) companies 
(Myers & Nejkov 2020). For example, the tools 
to operationalise the Code should be flexible 
enough to be customised across use cases, for 
example, by industry, company maturity and 
product type (Myers & Nejkov 2020). Another 
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potential solution to cutting costs associated 
with certification could be to automate the 
process as much as possible (Gupta et al. 
2020). For example, the LEEDesque certification 
programme suggests including automation 
to cut down on administration costs (e.g. 
citing the use of a command line tool for data 
scientists called Deon)12 (Gupta et al. 2020). 
This can help ensure that the certificate does 
not become too costly and hamper competition 
in the sector, for example, lower costs would 
help ensure that smaller businesses will be 
able to afford the costs to become certified 
(Gupta et al. 2020). It has been proposed that 
regulatory sandboxes13 could be established to 
help AI system developers (particularly smaller 
businesses and new entrants to the market) 
navigate potentially complex regulations, 
including complying with the requirements of a 
potential labelling initiative, which could help to 
reduce the perceived cost and burden (CEPEJ 
2020).

2.3.5. When designing and rolling out 
schemes, there are trade-offs between 
protecting consumers and driving 
innovation and competition in the market

An important challenge of a certification or 
labelling scheme will be to uphold regulation 
while not hampering AI innovation (MaltaAI 
2019b). This was also raised by three 
interviewees – there is a balance between 
promoting competition among EU companies 
and the necessity of protecting (for example, the 
safety, security, health and rights of) users and 
consumers in Europe (INT07; INT08; INT09). A 
key requirement of many labels and certification 
schemes reviewed in this study is the use of 

12 See https://deon.drivendata.org/. 

13 The sandbox concept was first employed in the technology sector, where it represented a virtual environment to 
test new processes or software. The ‘regulatory sandbox’ represents a regulatory ‘safe space’ where eligible firms 
may carry out limited tests on innovative products, services and business models in a live market environment, 
while being exempt from certain regulatory requirements. This concept is well established in the financial services 
(FinTech) sector.

third-party assessment by an independent 
entity. While this is considered to be the ‘gold 
standard’ in accountability, there could be risks 
to competition if a label or certification is hard 
to obtain, making it difficult for new companies 
to gain access to the market (CEPEJ 2020). 
This is particularly the case if the certification 
is mandatory or semi-mandatory rather than 
voluntary (CEPEJ 2020). In addition, related to 
competition, two interviewees stressed that 
companies may not want to disclose proprietary 
information about algorithms in order to obtain 
certification (INT07; INT08). One interviewee 
suggested that codes of conduct may be more 
conducive to innovation since, unlike labels 
and certifications, they do not typically require 
third-party assessment (INT08). To address the 
challenge around innovation, the AI ethics label 
has developed an approach in which regulators 
can use a risk matrix and ethics rating to specify 
requirements for different application contexts 
and to avoid over-regulation of application fields 
that do not pose any major ethical challenges 
(AI Ethics Impact Group 2020).

2.3.6. From a regulatory perspective, there 
are difficulties involved in drawing up 
labelling schemes and codes of conduct 
for a rapidly evolving technology like AI 

It is expected that AI systems will evolve at a 
fast pace, and so a challenge with developing 
and implementing labelling and other initiatives 
involves determining its length of validity to 
ensure that they accurately reflect the current 
state of the technology (CEPEJ 2020; MaltaAI 
2019a; RAI Institute 2021). There are also 
challenges associated more broadly in keeping 
pace with the fast-moving demands of AI. 

https://deon.drivendata.org/
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These issues were raised by two interviewees, 
who highlighted the challenge with ensuring 
that certification remains relevant over time 
(INT07; INT09). Related to this, one interviewee 
noted that the different stakeholders potentially 
impacted by an AI application will have different 
concerns, which will also change over time 
(INT10). As a result, organisations will likely 
need to continuously recertify and update codes 
of conduct to account for the evolving nature 
of AI technology (CEPEJ 2020; Gupta et al. 
2020; UK DHSC 2021) (INT07; INT09), and the 
changing concerns of stakeholders (INT10). 
For example, the NHS code of conduct was 
updated to reflect changes in AI technology 
(UK DHSC 2021). A potential solution proposed 
to addressing the adaptive learning nature of 
AI involves introducing change management 
controls, which include monitoring mechanisms 
for changes to decision frameworks that occur 
after the AI system is live (MaltaAI 2019b).

2.3.7. There are challenges in ensuring 
the legitimacy and accountability of 
initiatives through transparent third-party 
auditing

A key feature of many different labelling 
initiatives and certification schemes involves 
the use of an independent audit by a third party 
to ensure legitimacy and accountability. Two 
interviewees stressed that it is important to 
define an independent and credible entity to 
audit the process associated with different 
initiatives to ensure accountability and trust 
(INT03; INT04). One interviewee noted that the 
emergence of multiple initiatives raises the 
challenge for consumers of determining the 
value and legitimacy of a particular initiative 
(INT04). Typically, a consumer is not expected 
to understand the details behind a certification, 
and so the value derives from the fact that the 
AI system has undergone a quality check by a 
credible body considered to be an expert in the 
field (INT04). Three interviewees highlighted 
that a particular challenge associated with 

codes of conduct is that they do not involve 
third-party assessment, and so they are 
potentially less accountable because it is not 
possible to determine whether and how they 
are being applied (INT07; INT08; INT11). 

2.3.8. The profusion of multiple different 
initiatives presents challenges for 
companies and consumers, and could 
lead to reduced trust

The evidence reviewed points to a fragmented 
ecosystem of several different initiatives being 
developed around the world, with varying 
levels of maturity (INT12). The information 
and requirements contained within the 
different initiatives varies, and is potentially 
complex, which could confuse consumers. 
In turn, this could lead to challenges around 
signalling characteristics such as transparency, 
quality and ethical behaviour or practices to 
consumers, potentially leading to decreased 
trust (INT03). The presence of different 
standards and self-regulatory tools will also 
lead to challenges around comparing different 
AI systems on the market.

2.3.9. There is a challenge around 
incentivising the adoption of voluntary, 
self-regulatory mechanisms

The perceived complexity and potential burden 
of some of the self-regulatory tools and 
mechanisms could present challenges around 
their voluntary adoption by organisations. 
As noted in Section 2.3.4, labelling and 
certification processes can be costly, especially 
for smaller companies or new entrants to the 
market (Myers & Nejkov 2020), which could 
ultimately result in lack of buy-in and adoption 
by companies (INT08). One interviewee gave 
the example of a company that was in principle 
interested in the idea of introducing a label 
but did not adopt it because of the perceived 
burden and complexity of the process involved 
to obtain it (INT08). 





CHAPTER THREE

Concluding remarks and 
reflections on the future
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Artificial intelligence is recognised as a 
strategically important technology with 
numerous potential benefits and has become a 
critical area of interest to stakeholders across 
government, the private and third sectors, 
academia and the wider public. However, it 
is also a technology that may present many 
serious risks, challenges and unintended 
consequences. As the uses and applications 
of this complex and evolving technology 
proliferate, there is a growing recognition 
that it is important to better understand the 
anticipated risks and benefits of AI. Trust in AI 
systems and trustworthiness of the systems 
themselves are widely recognised as key 
prerequisites for the broader uptake of AI in 
society. Trust is fundamental for any user of 
AI within any context, and essential not only at 
the point of transaction, but also throughout 
the lifecycle of such products and services. 
Given the expected impact that AI can have 
on our society and the need to build trust and 
trustworthiness, it is therefore vital that AI 
applications are developed and implemented 
responsibly, safely and ethically. 

Against this backdrop and in light of the EC’s 
recently published proposal for AI regulation 
in Europe, we have reviewed the landscape 
and collated evidence on the use of labelling 
initiatives, codes of conduct and other self-
regulatory mechanisms (such as seals 
and certifications) for the ethical and safe 
development of AI applications. Our research 
focused on the use of these voluntary, 
bottom-up mechanisms as likely tools that can 
signal to users (e.g. individuals, companies, 
government agencies) – in a transparent 
manner – the degree to which AI applications 
are reliable and trustworthy, and consequently 
allow users to make informed, evidence-
based choices and assessments about 
how to engage with responsibly developed 
AI-based applications. Using evidence in the 

literature and expert insights, we have outlined 
several of the anticipated opportunities and 
challenges associated with the development 
and implementation of labelling initiatives 
and codes of conduct in the context of AI 
applications. 

In this chapter, we describe a set of 
considerations for the future when discussing 
voluntary, self-regulatory mechanisms such 
as labels and codes of conduct. We also 
reflect on the implications of the findings 
for the proposed EC’s AI Act. We offer these 
considerations as a series of topics for further 
exploration that are drawn out from our 
analysis to best balance the opportunities and 
risks related to developing AI applications. 
These topics can be regarded as a set of key 
learnings that stakeholders can take forward 
to understand the potential implications for 
future action when designing, implementing 
and incentivising the take-up of voluntary, 
self-regulatory mechanisms related to AI 
products and services, and to help contribute 
to the creation of a flexible and agile regulatory 
environment.

This research intends to stimulate further 
discussion and debate across stakeholders 
as applications of AI continue to multiply 
across the globe. It is important that these 
initiatives go beyond simply being regarded 
as a ‘box ticking’ exercise and have a positive 
impact on the development and adoption of AI 
applications. In this regard, this report will be 
of interest to a range of stakeholders including 
policymakers, regulators, those in academia 
and industry, but also more broadly to anyone 
– including the public – who is interested in the
development, adoption and impact of AI and
other emerging technologies.
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3.1. What are the key learnings for the future?

14 Several initiatives propose to involve independent third-party auditors, including national or EU level accreditation 
bodies. For example, it has been proposed that CEN-CENELEC and IEEE could be partners in a future certification 
scheme, and help to define technical security standards.

Summary of key insights:

• Involving an independent and reputable organisation (for example, to carry out a third-
party audit) could strengthen trust in an initiative, ensure effective oversight, and promote
credibility and legitimacy.

• Actively engaging multiple interdisciplinary stakeholders to integrate a diversity of views and
expertise in the design and development of AI self-regulatory tools could increase buy-in
and adoption.

• The use of innovative approaches can help to address the perceived costs and burden
associated with implementing self-regulatory mechanisms and also provide flexibility and
adaptability in assessing AI systems.

• It is important to share learnings, communicate good practice, and for self-regulatory
initiatives to be evaluated to track impacts and outcomes over time.

• There is a growing need for coordination and harmonisation of different initiatives to avoid
the risk of a fragmented ecosystem and to promote clarity and understanding in the market.

• Rather than taking a one size fits all approach, it will be important to consider using
a combination of different self-regulatory tools for diverse contexts and use cases to
incentivise their voluntary adoption.

3.1.1. Involving an independent and 
reputable organisation could strengthen 
trust in an initiative, ensure effective 
oversight, and promote credibility and 
legitimacy

From an oversight perspective, the involvement 
of a reputable and independent organisation 
in the implementation of self-regulatory tools 
could help to increase trust and confidence 
that an initiative involves a robust process, and 
in doing so, signals a trustworthy AI product 
or service. Trust is traditionally earned either 
by consistently building a strong reputation 
over time or through an endorsement from a 
reputable source (RAI Institute 2021). Labelling 
and other similar mechanisms can fulfil the 
latter of these two trust conditions, as the 
scheme can be tied to an auditing process, or 

subject to an industry standard body which 
certifies the application. The label then serves 
as an outward signal (e.g. of trustworthiness 
and quality) that the AI product or service has 
passed a certain level of evaluated standard, 
which helps improve user and consumer 
confidence in the product or service (RAI 
Institute 2021). A key feature of many different 
labelling initiatives and certification schemes 
involves the use of an independent audit 
by a third party to ensure legitimacy and 
accountability. The evidence suggests that 
defining an independent entity to audit the 
process associated with different initiatives 
could help to assess compliance independently 
with a defined standard, and in turn ensure 
greater accountability and appropriate 
oversight.14 
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3.1.2. Actively engaging multiple 
interdisciplinary stakeholders to integrate 
a diversity of views and expertise in 
the design and development of AI self-
regulatory tools could increase buy-in and 
adoption

Self-regulatory tools are intended for 
AI developers as well as multiple other 
stakeholders who interact with AI systems, 
including public sector organisations whose 
staff wish to procure or deploy AI, and the 
public. In order for these tools to be successful, 
a range of diverse stakeholders will need to 
recognise and use the tools. Therefore, it will 
be important to allow a variety of stakeholders 
with different expertise (e.g. technical, legal, 
ethical) and from different sectors (e.g. 
industry, academia, the public) to be engaged 
in defining the underpinning values and criteria, 
as well as overseeing implementation. This 
will help to ensure that the initiative suits 
different stakeholders’ needs to encourage 
more widespread buy-in and adoption. To this 
end, it will be important to promote an open 
and broader debate with different stakeholders 
(including consumers and end-users of AI 
applications), combining technical and non-
technical (e.g. social science) expertise in the 
design and implementation of initiatives, along 
with the use of co-design and participatory 
approaches.

3.1.3. The use of innovative approaches 
can help to address the perceived costs 
and burden associated with implementing 
self-regulatory mechanisms and also 
provide flexibility and adaptability in 
assessing AI systems

It will be important to build flexibility into the 
different self-regulatory approaches so that 
they can respond to changes in a fast-moving 
environment and account for a rapidly evolving 
technology such as AI. For any initiative to be 
taken up, it is essential that the benefits are 

clearly explained and that organisations are able 
to weigh up the benefits against any potential 
costs (e.g. financial). Managers of some 
organisations and initiatives have suggested 
the use of different innovative approaches, 
which could provide flexibility and adaptability 
in order to address the challenges around cost 
and burden, especially linked to assessing and 
certifying rapidly evolving AI systems. 

The use of regulatory sandboxes has been 
proposed as a possible solution to help 
AI system developers (e.g. from smaller 
businesses and new entrants to the market) 
navigate the cost and burden of dealing with 
potentially complex regulations, including 
complying with the requirements of a potential 
labelling initiative. Drawing from the regulatory 
sandbox approach well established in other 
contexts such as FinTech, developers of AI 
systems could be encouraged to participate in 
a sandbox to receive regulatory guidance on 
developing their AI product or service to ensure 
that it is compliant, and meets the needs of 
potential buyers and end-users. 

For example, benefits of a sandbox would 
be to provide guidance to ensure that the 
stakeholders involved are aware of the 
challenges of ethical principles and certification 
criteria, or to make it possible to continuously 
refine and improve the certification criteria 
to closely match practice and developments 
on the technical side (CEPEJ 2020). This 
in turn could help to reduce the cost and 
burden of satisfying the requirements of a 
potential labelling initiative, particularly for 
smaller and newer entrants to the market. In 
addition, the use of innovative approaches 
such as automation (e.g. through automated 
plug-ins) has been suggested as another 
potential solution to the cost and burden 
of implementing initiatives, particularly for 
certifying an evolving technology (CEPEJ 
2020). For example, the LEEDesque 
certification programme suggests including 
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automation to cut down on administration 
costs (Gupta et al. 2020). This can help to 
provide flexibility and adaptability, ensuring that 
the certification process does not become too 
costly and hamper competition in the sector.15

3.1.4. It is important to share learnings, 
communicate good practice, and for self-
regulatory initiatives to be evaluated to 
track impacts and outcomes over time 

Most of the initiatives reviewed as part of 
this study are still in the early stages of 
development and few have been implemented. 
As these tools are progressed and rolled out, it 
will be important to create an ecosystem that 
actively facilitates and incentivises knowledge 
sharing and communicating good practice 
between the different actors and across 
sectors, rather than operating in traditional 
silos, e.g. in relation to lessons learnt and 
experiences about ‘what works’ (successes) 
and ‘what does not work’ (failures) for these 
initiatives. It will be beneficial to include a multi-
stakeholder approach to this involving the 
public, private and third sectors, as well as the 
wider public (e.g. through public engagement 
and education campaigns). It will also be 
important to incorporate appropriate evaluation 
methods (underpinned by standardised 
metrics) to be able to track the longer-term 
outcomes on the different aims, for example, 
on trust, transparency, and diversity. Improving 
the evidence base through longer-term 
follow-up would not just help us to understand 
whether self-regulatory tools are working, it 
would also enable us to better design tools that 
are effective at improving the range of different 
outcomes.

15 For example, lower costs would help ensure that smaller businesses will be able to afford to become certified (Gupta 
et al. 2020).

16 However, evidence also suggests that use of labels may be restricted to certain groups with a higher income and 
education level, and thus may serve to widen health inequalities.

3.1.5. There is a growing need for 
coordination and harmonisation of 
different initiatives to avoid the risk of a 
fragmented ecosystem and to promote 
clarity and understanding in the market

The evidence reviewed in this study points 
to a fragmented ecosystem of multiple 
different initiatives being developed around 
the world, with varying levels of maturity. 
There is a growing need for coordination and 
harmonisation across the different initiatives 
(for example, for the EU, a pan-EU effort) to 
avoid the risk of further fragmentation and the 
lack of clarity as the ecosystem evolves and 
grows over time. The existence of different 
initiatives and standards could cause confusion 
for consumers and end-users. Furthermore, the 
information and requirements contained within 
the different initiatives varies and is potentially 
complex, which could also confuse consumers. 
In turn, these could lead to challenges around 
signalling characteristics such as transparency, 
quality and ethical behaviour and practices to 
consumers, and potentially lead to decreased 
trust. It will be beneficial to ensure that the 
initiatives, their scope and underpinning criteria 
and requirements are well defined (e.g. through 
clear guidance) and can be easily understood 
by stakeholders. As highlighted previously, it 
is important that the information is presented 
transparently and in a manner that end-users 
can easily comprehend (e.g. in clear, non-
technical language). Research into the use of 
food labels has shown that, in general, more 
targeted, accessible and understandable 
information is most effective at changing 
consumption, with approaches that provide 
information in a clear and interpretive format 
being the most effective (d’Angelo et al. 2020).16 
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3.1.6. Rather than taking a one size fits all 
approach, it will be important to consider 
using a combination of different self-
regulatory tools for diverse contexts and 
use cases to incentivise their voluntary 
adoption

Ultimately it is likely that an effective 
self-regulatory ecosystem will consist 
of a ‘toolbox’ of different self-regulatory 
mechanisms to signal that AI systems and 
AI-enabled applications are safe, ethical 
and trustworthy. Rather than focusing on a 
single, unified, one size fits all type of tool 
covering all potential (societal) impacts and 
consumer protection criteria, a more effective 
ecosystem could consist of a toolbox with 
a selection of different options that can be 
applied to specific scenarios or use cases of 
an AI system. Codes of conduct consist of 
useful theoretical guidelines and are a good 
starting point for organisations to signal that 
they are following ethical guidelines when 
developing, using and procuring AI systems. 
However, organisations will also require a 
practical mechanism to ensure ethical and 
legal values can be operationalised and 
implemented effectively. Other approaches 
such as labelling could be potentially used 
alongside codes of conduct by providing 
objective and measurable criteria that help 
to show how values are represented in an AI 
system, and in being independently verified 
can help to strengthen trust. Regardless of 
the mechanism used in practice, it will still 
be important to encourage their take-up 
by creating necessary incentives for their 
adoption across the ecosystem. In addition, 
it will also be interesting to draw lessons 
from other sectors that employ voluntary 
mechanisms. Evidence on the use of labelling 
approaches in the food sector has shown 
mixed effects on outcomes, and suggests that 
labelling can also serve to widen inequalities 
if it is only accessible to certain individuals 

(d’Angelo et al. 2020). The evidence suggests 
that combining voluntary self-regulatory tools 
with ‘harder’ measures may be most effective 
at changing outcomes (d’Angelo et al. 2020).

3.2. Reflecting on the implications 
for the EC’s AI Act
In addition to the general considerations for the 
future when considering the design and roll-out 
of self-regulatory tools, we also provide some 
reflections on the implications of the findings 
for the EC’s proposed AI Act. 

3.2.1. The AI Act and the EC’s guidelines 
for responsible AI could harmonise AI 
regulation by presenting exemplar tools 
for industry self-regulation

The EC has highlighted the need for the 
effective and harmonised implementation 
of the AI regulation and a coordinated plan 
for the oversight of AI. Having disparate 
regulatory responses by national authorities 
would risk fragmenting and impeding the 
development of AI markets because of 
regulatory uncertainty (EESC 2019a). The 
proposed AI Act (EC 2021b) and the EC’s 
‘Ethics Guidelines for Trustworthy AI’ (EC 
2019) have the potential to contribute to 
efforts to harmonise the implementation 
AI self-regulatory tools across the EU and 
beyond. Our review of a selection of case 
studies has shown that several organisations 
have voluntarily developed and published AI 
codes of ethics and codes of conduct similar 
in scope and coverage to the EC’s guidelines 
(e.g. BMW Group 2020; Capgemini 2021). 
Notably, the seven categories presented in 
the EC’s guidelines – human agency and 
oversight; technical robustness and safety; 
privacy and data governance; transparency; 
diversity, non-discrimination and fairness; 
societal and environmental well-being; and 
accountability – form the basis of several 



codes of conduct which have used the 
same categories and concepts, sometimes 
verbatim, within their codes. These and other 
examples highlight the importance of the role 
that the EC can play in relation to harmonising 
self-regulatory approaches to AI. A similar 
harmonisation role can also be envisaged for 
the AI Act, which calls for developing codes 
of conduct for non-high-risk AI that voluntarily 

apply the requirements for high-risk AI (EC 
2021b). An overview of an exercise examining 
the extent to which selected examples of 
codes of conduct comply with the AI Act’s 
requirements and considering the observed 
link between the codes of conduct and 
EC’s guidelines for trustworthy AI has been 
summarised in Table 2.
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Table 2: Reference to the requirements of the AI Act (coded in blue) and ‘Ethics Guidelines for 
Trustworthy AI’ (coded in green) in the exemplar codes of conduct

Requirements of the 
AI Act

Examples of organisations with codes of conduct
Ethics 
Guidelines for 
Trustworthy AINHS Capgemini BMW 

Group

Canadian 
Financial 
Services

Bertelsmann 
Stiftung and 
iRights.Lab

IFC

Adequate risk 
assessment and 
mitigation systems

ü ü ü ü ü ü Accountability

High quality of the 
datasets feeding the 
system to minimise 
risks and discriminatory 
outcomes 

ü ü ü ü ü ü
Diversity, non-
discrimination 
and fairness

Logging of activity to 
ensure traceability of 
results

ü ü ü ü ü x Transparency

Detailed documentation 
providing all 
information necessary 
on the system and 
its purpose for 
authorities to assess its 
compliance

ü ü ü ü ü x Transparency 

Clear and adequate 
information to the user 

ü ü ü ü ü ü Transparency

Appropriate human 
oversight measures to 
minimise risk 

ü ü ü ü ü x Human agency 
and oversight

High level of 
robustness, security, 
and accuracy

ü ü ü ü ü ü
Technical 
robustness and 
safety

Requirements related 
to environmental 
sustainability, 
accessibility for 
persons with a 
disability, stakeholders’ 
participation 
and diversity of 
development teams

ü ü ü x ü ü
Societal and 
environmental 
well-being

The AI Act is without 
prejudice and 
complements the 
General Data Protection 
Regulation (Regulation 
(EU) 2016/679)

ü ü ü ü ü ü Privacy and data 
governance

Source: RAND Europe analysis of the references to the requirements for high-risk AI in the AI Act (EC 2021b) and 
‘Ethics Guidelines for Trustworthy AI’ (EC 2019) in the NHS ‘Guide to Good Practice for Digital and Data-Driven 
Health Technologies’ (UK DHSC 2021); Capgemini’s ‘Our Code of Ethics for AI’ (Capgemini 2021); BMW Group’s 
‘Seven Principles for AI’ (BMW Group 2020); ‘A Code of Conduct for the Ethical Use of AI in Canadian Financial 
Services’ (Kelley et al. 2018); Bertelsmann Stiftung and iRights.Lab’s ‘Algo.Rules’ (Bertelsmann Stiftung and iRights.
Lab 2019) and IFC’s ‘Technological Code of Conduct’ (Myers and Nejkov 2020).
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While purely illustrative, this analysis shows 
how the requirements stated in the AI Act can 
be broadly linked thematically to the seven 
categories presented in the EC’s guidelines 
for trustworthy AI. Whilst the various codes 
of conduct may refer to the corresponding 
themes in each row, the colour coding of 
blue or green refers to how proximate the 
requirements are to either the AI Act (in 
which case, a blue tick is provided) or the 
EC’s guidelines (in which case, a green tick 
is provided). In instances where there is no 
mention of the requirements in either the 
AI Act or the EC’s guidelines for trustworthy 
AI, this is coded in grey.  To illustrate how 
the exemplar codes are analysed using this 
matrix, the proposed code of conduct for the 
Canadian Financial Services (Kelley, Levin, and 
Saunders 2018) mentions four requirements 
directly linked to ‘Ethics Guidelines for 
Trustworthy AI’ (coded in green) namely (1) 
Accountability, (2) Diversity, non-discrimination 
and fairness, (3) Transparency and (4) Privacy 
and data governance. The proposed code also 
consists of four elements directly linked to 
the ‘AI Act’ (coded in blue), namely (1) Detailed 
documentation providing all information 
necessary on the system and its purpose 
for authorities to assess its compliance; (2) 
Clear and adequate information to the user; 
(3) Appropriate human oversight measures to
minimise risk, and (4) High level of robustness,
security, and accuracy. However, the code
of conduct does not mention any guideline
related to either ‘society and environmental
well-being’ under the ‘Ethics Guidelines for
Trustworthy AI’ or ‘Requirements related to
environmental sustainability, accessibility
for persons with a disability, stakeholders’
participation, and diversity of development
teams’ under the AI Act (and is coded in grey).
Considering the extent to which each of the
examined codes of conduct addresses these
respective requirements in this manner shows
that the difference between the AI Act and

the EC’s guidelines has to do with the level of 
detail and granularity required and presented. 
For example, the EC’s guidelines to do with 
transparency state (EC 2019):

Transparency: the data, system and AI 
business models should be transparent. 
Traceability mechanisms can help 
achieving this. Moreover, AI systems 
and their decisions should be explained 
in a manner adapted to the stakeholder 
concerned. Humans need to be aware that 
they are interacting with an AI system, 
and must be informed of the system’s 
capabilities and limitations. 

This high-level view of transparency is present 
in AI codes of conduct based on the EC’s 
guidelines. However, the principles and themes 
that fall under the header of transparency in the 
guidelines are distilled into the more detailed 
requirements of logging of activity to ensure 
traceability of results; detailed documentation 
providing all information necessary on the 
system and its purpose for authorities to 
assess its compliance; and clear and adequate 
information to the user, in the AI Act (EC 
2021b).

So, while there is significant potential for the 
AI Act and the EC’s guidelines for trustworthy 
AI to play a harmonising role in AI self-
regulatory policy, clarity on the level of detail 
and granularity needed to make AI codes of 
conduct compliant and fit for purpose needs to 
be provided. A notable feature of the examined 
codes of conduct, with the exception of the 
NHS’s ‘A Guide to Good Practice for Digital and 
Data-Driven Health Technologies’ (UK DHSC 
2021), is the marked lack of tangible steps 
to meet requirements which are invariably 
presented in general terms. Consequently, in 
addition to clarifying the requirements for the 
level of detail required of codes of conduct, 
the need for flexibility in implementing self-
regulation through codes of conduct needs to 
be balanced with the tangible and measurable 



interventions required for the successful 
implementation of a risk-based approach to 
AI. Hacker explains that legal flexibility for 
covering novel technological developments 
such as AI need to be ‘effectively combined 
with a sufficient amount of legal certainty for 
companies and AI developers’ (Hacker 2020).

In conclusion, even though developments 
within the landscape are nascent and appear 
to be happening in pockets around the world, 
it is encouraging to see that the conversation 
in the wider community and across sectors 
is moving from a discussion of broad ethical 
principles and general theoretical frameworks 
to the concrete, operationalisation of ethical 
principles when developing AI products and 
services. Determining clear mechanisms to 

translate these well-meaning but often abstract 
and philosophical principles into practice – and 
at scale – will be a key challenge. Learning 
from other contexts and adopting an evidence-
based approach will be vital (Gunashekar 
et al. 2019). For example, can any lessons 
be learned for self-regulatory initiatives with 
regard to AI-based applications from initiatives 
and schemes that have been applied in other 
contexts such as energy efficiency, eco labelling, 
and food and nutrition labelling? Whichever 
way the ecosystem of self-regulation evolves, 
over time the hope will be to normalise the 
ethical, safe and responsible use of AI and to 
create transparency and sustained awareness 
about accountability, inclusion and ethics in the 
development and adoption of AI-based systems.
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Annex A. Methodological approach

In this section, we provide a detailed 
description of the methodological approach we 
adopted in the study. The study was conducted 
over three phases as illustrated in Figure 2. 

These phases are discussed in detail below.

Figure 2: Phases of the study and the associated methodologies to conduct the research

Source: RAND Europe.

A.1. Phase 1: Inception

A.1.1. Task 1.1: Scoping interviews

We conducted four scoping consultations with 
experts with knowledge of developments within 
the wider AI accountability (including labelling 
and codes of conduct) ecosystem. These 

consultations aimed to establish a robust 
baseline understanding of the landscape of 
AI accountability, including labelling, codes of 
conduct and other self-regulatory mechanisms; 
and to obtain suggestions for initiatives, 
stakeholder interviewees and articles to 
consult in Phase 2 of the study. Topics covered 
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with interviewees as part of this discussion 
included:

• General views and perceptions on labelling
(and other similar) approaches and codes
of conduct for AI applications

• The benefits and challenges associated
with labelling (and other similar)
approaches and codes of conduct for AI
applications

• Suggestions for examples of labelling
(and other similar) approaches or codes
of conduct that have been used to indicate
ethical standards or good practice in
AI applications, and key individuals or
organisations to contact as part of the
research.

We conducted the interviews by telephone. 
The interviews were semi-structured – this 
allowed us to ask a similar set of questions to 
all interviewees but enabled us also to explore 
emergent issues during the conversation. We 
conducted the interviews under the principles of 
informed consent in line with the requirements 
of the EU General Data Protection Regulation 
requirements and the Ethical Assurance for 
Social Research in Government principles.

17 After our initial searches conducted at inception, we noted that there was limited evidence of examples of initiatives 
(i.e. AI labelling schemes, codes of conduct and other similar voluntary mechanisms) that has been reported in the 
academic literature.

A.2. Phase 2: Data collection and
analysis

A.2.1. Task 2.1: Focused review of the
literature

We conducted a focused review of academic 
and grey literature to identify, collate and 
analyse information about AI labelling 
schemes, codes of conduct and other similar 
voluntary mechanisms. 

Conducting searches
In order to identify a long list of initiatives, 
we conducted a series of targeted searches 
in Google.17 Our set of search terms and our 
search criteria are presented in Table 3 and 
Table 4 respectively. We examined the first 50 
search results for each of the search strings 
mentioned below. We also drew on the inputs 
of the scoping interviews to identify additional 
relevant literature. Beyond the formal searches, 
we also used ‘snowballing’ to identify additional 
relevant studies through the reference lists 
of selected articles. From these searches we 
identified 58 potentially relevant initiatives.

Table 3: Search terms used in the focused literature review

AI AND ‘labelling scheme’ AND ethics

AI AND label AND ethics

AI AND ‘labelling scheme’ AND certification AND ethics 

(AI OR ‘artificial intelligence’ OR algorithm* OR ‘AI systems’ OR ‘artificial intelligence system*’) AND (‘code* 
of conduct’)

(AI OR ‘artificial intelligence’ OR algorithm* OR ‘AI systems’ OR ‘artificial intelligence system*’) AND (‘code* 
of conduct’ OR ‘code* of ethics’)

AI AND (‘voluntary labelling scheme’ OR ‘labelling scheme’ OR ‘labelling programme’ OR ‘labelling 
program’ OR label OR ‘quality label’ OR ‘ethics label’ OR seal OR ‘certification system’ OR ‘certification 
programme’ OR certificate) AND (trust OR compliance OR ethics OR risk* OR safety)
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Screening
We screened initiatives for relevance against 
predefined inclusion and exclusion criteria 
(Table 4). Following screening, we identified 40 
initiatives that met the inclusion criteria. 

Table 4: Inclusion and exclusion criteria for the focused literature review 

Criterion Include Exclude Rationale

Topic 
relevance

Any initiative that involves 
labelling, certification, seals, 
quality marks or codes of 
conduct developed for AI 
applications (including, for 
example, conformity to 
standards)

General AI governance 
models and frameworks 
(e.g. that have 
been developed as 
recommendations for 
governments to consider 
putting in place)

To identify examples of 
concrete self-regulatory tools 
and mechanisms rather than 
high-level frameworks or 
guidelines

Geographical 
location All countries N/A

To provide a global overview 
of the development of 
initiatives

Year of 
publication No restriction N/A

To identify as many relevant 
examples as possible based 
on initial searches conducted 
at inception showing limited 
evidence in the literature, with 
most initiatives developed 
within the last five years

Source type

Peer-reviewed journal 
articles and reviews, 
conference proceedings, 
grey literature with clear 
authorship, comments or 
opinion pieces, websites

N/A To include a broad range of 
sources 

Language English language 
documentation and sources Other languages

To identify relevant examples 
captured in English language 
articles

Extraction 
We extracted information from each included 
initiative to facilitate cross-analysis. We 
independently recorded data about each 
selected initiative meeting the inclusion criteria 
and developed an Excel extraction spreadsheet 
for consolidating and comparing relevant 
information drawn from the selected initiatives 
and schemes. We captured the following 
information:

• Name of initiative

• Name of issuing organisation

• Country (of development and/or
application)

• Sector (whether the initiative aimed to be
applied across sectors or focused on a
particular sector)

• Target audience (e.g. developers or
end-users)
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• Stage of development (e.g. operational,
in progress or proposed – conceptual –
including date)

• Short description of the initiative (e.g. its
aim, key requirements and dimensions).

A.2.2. Task 2.2: Stakeholder interviews

To get deeper insights into a selection of 
specific AI labelling initiatives and schemes 
and the AI labelling ecosystem more generally, 
we carried out a series of interviews. We 
conducted eight interviews with stakeholders 
connected to some of the identified initiatives 
and schemes as well as wider stakeholders 
with knowledge of AI ethics and regulation (e.g. 
from academia, industry, government, the third 
sector and civil society organisations). 

The interviews were conducted by telephone 
under the principles of informed consent and 
in line with the requirements of the EU General 
Data Protection Regulation requirements and 
the Ethical Assurance for Social Research in 
Government principles.

Where appropriate, we adapted the questions 
in line with the interviewee’s experience and 
expertise. These are the indicative topics we 
discussed with them:

• General views and perceptions on labelling
(and other similar) approaches and codes
of conduct for AI applications

• The benefits and challenges associated
with labelling (and other similar)
approaches and codes of conduct for AI
applications

• Information about a specific initiative,
including its purpose, how the process is
carried out and applied, any evidence on
effectiveness

• Potential success factors associated with
labelling approaches and codes of conduct
for AI applications

• Potential future trends and developments
in relation to labelling (and other similar)
approaches and/or codes of conduct for AI
applications

• Type of initiatives and codes of conduct
that might meet the requirements within
the EU AI Act.

A.2.3. Task 2.3: Expert crowdsourcing
exercise

We carried out an online crowdsourcing 
exercise to collect additional information that 
could help provide a more rounded perspective 
in addressing the core objectives of the study. 
We used it to collect additional data for some 
of the other tasks over the course of the study, 
e.g. information on examples of AI labelling
schemes (and other similar initiatives) and
codes of conduct; other relevant material such
as documents, articles and websites; and
suggestions for organisations to consult for
the stakeholder interviews.

We created a data collection template that 
covered the key elements we wanted to 
capture from the initiatives and schemes. The 
template was developed on a Google Sheet 
that was openly available to anyone who 
had the weblink. We compiled a longlist of 
68 stakeholders from academia, public and 
private sector organisations, and the third 
sector with a broad range of expertise in AI 
accountability and ethics, and we emailed 
them all an invitation to participate in the 
crowdsourcing. We sent one reminder to all 
experts (unless they had already input into the 
spreadsheet). The crowdsourcing exercise ran 
for one month. We received ten responses to 
the crowdsourcing exercise.
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A.3. Phase 3: Triangulation of
evidence
A.3.1. Analysis and synthesis

We compiled a longlist of potential initiatives 
based on the results of the focused literature 
review, scoping consultations, as well as the 
stakeholder interviews and crowdsourcing 
exercise. The examples spanned different 
types of initiatives, countries, sectors, 
organisations and time periods. We used the 
findings from the interviews with relevant 
stakeholders and the document review for 
the initiatives to develop concise narratives 
per initiative or scheme (one to three pages 
in length depending on the nature and scale 
of evidence in the source material). We wrote 
up 25 initiatives into narratives (see Annex 
C). Along with the insights obtained from the 
focused literature review, we used the initiative 
write-ups as inputs to the synthesis workshop 
and the final reporting tasks described below.

Following the write up of the initiatives, core 
members of the study team participated in a 
virtual workshop aimed at synthesising the 
evidence from Phases 1 and 2 of the study 
effectively. The evidence from the focused 
literature review in the form of the write-ups 
was cross-analysed with the observations from 
the scoping consultations and stakeholder 
interviews.

For each initiative, we discussed the following 
information: the aims of the initiative; the 
requirements of the initiative including the 
legal and ethical dimensions and criteria; 
the processes involved in developing and 
deploying the initiative; key challenges and 
opportunities associated with the initiative; and 
considerations for the future.

We used the outcome of the workshop – the 
clustering of the evidence and potential gaps in 
it – to structure the narrative presented in the 
main body of this report. 

A.3.2. Task 3.2: Final reporting

In the final stage of the study, we collated 
and analysed the findings from Phases 1 
and 2. The insights from the literature review, 
crowdsourcing and interviews formed the 
basis of the findings reported in this document. 
We have employed message-led headings 
to communicate the findings of the research 
and where relevant have included examples of 
initiatives to illustrate specific findings. Annex 
C provides detailed descriptions of the different 
initiatives we identified to facilitate readers to 
understand specific examples of the schemes 
in more depth.

A.4. Limitations of the analysis
The findings of this study are subject to some 
limitations related to the approach, the scope 
of the literature and the analysis. 

The study conducted a focused review rather 
than a systematic review so we may have 
excluded important sources, either because 
we did not identify them through our search 
strategy or because they fell outside our 
inclusion criteria. We are confident, however, 
on the basis of our approach and scoping 
consultation, interview and crowdsourcing 
process, that our analysis provides a fair and 
relatively representative snapshot view of the 
current state of developments.

Although we aimed to capture a wide diversity 
of views through interviews with stakeholders, 
the number of interviews was limited, so some 
views may be under- or over-represented. For 
example, we were not able to secure interviews 
with individuals involved with the codes 
of conduct reviewed as part of this study. 
Nonetheless, we were still able to collect views 
on codes of conduct through the existing set of 
interviews.

While we aimed to ensure that we captured 
many relevant and interesting examples, 



the list of initiatives was not intended to 
be definitive nor a comprehensive global 
mapping. Furthermore, the descriptions of 
the initiatives are relatively concise (primarily 
drawing on the evidence in the literature) and 
we do not rigorously evaluate or assess their 
effectiveness. The ecosystem of voluntary, 

self-regulatory mechanisms in the context 
of AI applications is nascent and growing, 
and the set of initiatives we have identified 
and analysed highlights a spectrum of recent 
examples ranging from labels and certification 
schemes to seals and codes of conduct. 
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Table 5: Overview of initiatives identified in the study

Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

A Code of 
Conduct for 
the Ethical Use 
of Artificial 
Intelligence 
in Canadian 
Financial 
Services 

(Kelley et al. 
2018)

Smith School 
of Business, 
Queen’s 
University

Code of 
conduct

This code of conduct offers 
guidance to all organisations 
that provide financial services, 
use AI and operate in Canada. 
It has been developed to be an 
addition to existing legal, privacy, 
compliance, regulatory, ethical 
and other related guidelines that 
guide the actions of financial 
services organisations in Canada. 

Proposed 
(conceptual)

Financial 
services Canada

Fairness; 
Accountability; 
Transparency

N/a – code of 
conduct

Canadian 
financial 
services 
organisations

A Guide to Good 
Practice for 
Digital and Data-
Driven Health 
Technologies 

(UK DHSC 2021)

UK DHSC Code of 
conduct

The guide consists of 12 
principles for the safe and 
ethical development, use and 
procurement of AI and data-
driven technologies for use 
within the NHS. The guide is 
designed to support innovators 
in understanding what the NHS 
is looking for when buying digital 
and data-driven technology for 
use in health and care. 

Operational 

(developed in 
2018; updated 
in 2021)

Healthcare United 
Kingdom

Operating ethically; 
Have a clear value 
proposition;  
Usability and accessibility;  
Technical assurance;  
Clinical safety; 
Data protection; 
Data transparency; 
Cybersecurity; 
Regulation; 
Interoperability and open 
standards; 
Generating evidence that 
the product achieves 
clinical, social, economic or 
behavioural benefits; 
Define the commercial 
strategy

N/a – code of 
conduct

AI software 
developers, 
digital service 
providers and 
vendors 

Annex B. Longlist of initiatives



58 Labelling initiatives, codes of conduct and other self-regulatory mechanisms for artificial intelligence applications

Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

AI certification 
‘Made in 
Germany’ 

(Cremers 2019)

The Artificial 
Intelligence 
Competence 
Platform 
North Rhine-
Westphalia 
(led by a 
collaboration 
between 
Fraunhofer 
IAIS and the 
Federal Office 
for Information 
Security)

Certification 
scheme and 
quality mark

The AI certification ‘Made 
in Germany’ consists of a 
certification system and quality 
mark to signal both the technical 
reliability of an AI system and 
responsible usage from an ethical 
and legal perspective. It aims to 
facilitate comparison between 
different products, and therefore 
help to promote open competition 
in AI. 

In progress 

(developed in 
2020)

Generic 
(across 
sectors)

Germany

Fairness;  
Transparency;  
Autonomy and control;  
Data protection;  
Security;  
Reliability

Yes – the 
certification 
scheme is 
developing 
an ‘AI audit 
catalogue’ 
that will form 
the basis for 
certification 
and will allow 
accredited 
inspectors 
to assess AI 
applications in 
a professional 
and neutral 
manner

Developers, 
providers, 
users, 
consumers
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

AI2ES Code of 
Ethics 

(AI2ES n.d.)

AI2ES Code of 
ethics

A code of ethics for the NSF 
AI Institute for Research on 
Trustworthy AI in Weather, 
Climate, and Coastal 
Oceanography (AI2ES).

Operational

Weather, 
climate 
and coastal 
oceanography

United States

Ensure that the public 
good is the central concern 
during all professional 
computing work; 
Give comprehensive and 
thorough evaluations of 
AI2ES AI algorithms and 
their impacts, including 
analysis of possible risks; 
Recognise and take special 
care of AI systems that 
become integrated into the 
infrastructure of society; 
Avoid harm; 
Protect the earth and its 
environment including 
human and animal welfare; 
Contribute to society 
and to human well-being, 
acknowledging that all 
people are stakeholders in 
computing; Be fair and take 
action not to discriminate; 
Respect privacy; Honour 
confidentiality; Avoid 
creating or reinforcing bias; 
Uphold high standards of 
scientific excellence

N/a – code of 
ethics Internal

Algo.Rules: Rules 
for designing 
algorithmic 
systems

(Bertelsmann 
Stiftung & 
i.Rights Lab 
2019)

Bertelsmann 
Stiftung 
Foundation and 
i.Rights Lab

Code of 
conduct

A set of nine principles to 
enable the ethical development 
and application of algorithmic 
systems.

Operational 
Generic 
(across 
sectors)

Germany

Build competency; Define 
responsibility; Document 
goals and expected 
impact; Ensure security; 
Carry out marking; Ensure 
traceability; Ensure 
controllability; Check 
effectiveness; Allow 
complaints

N/a – code of 
conduct

Researchers, 
data collectors, 
executives, 
programmers, 
developers, 
software 
designers and 
operators
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

BMW Group’s 
Code of Ethics 
for the Use of AI 

(BMW Group 
2020)

BMW Group Code of 
ethics

Based on the EU’s fundamental 
requirements for trustworthy AI, 
the BMW Group’s Code of Ethics 
for AI consists of seven principles 
covering the use of AI within 
the company. The code was 
developed in recognition of the 
rising role that AI plays in BMW 
Group’s digital transformation 
strategy and the growing 
concerns around the safe and 
ethical use of AI in the EU and 
beyond.   

Operational Automotive Germany

Human agency and 
oversight; Technical 
robustness and safety; 
Privacy and data 
governance; Transparency; 
Diversity, non-
discrimination, and 
fairness; Societal and 
environmental well-being; 
Accountability

N/a – code of 
ethics

Internal 
(company) 
and external 
(clients and 
stakeholders)

Bosch Code of 
Ethics for AI 

(Bosch 2020)

Bosch Code of 
ethics

A code of ethics for AI that 
combines innovation with 
social responsibility. This code 
establishes ethical ‘red lines’ for 
the use of AI.

Operational 

(developed in 
2020)

Innovation Germany

‘Invented for life’ ethos; 
AI decisions that affect 
people should not be made 
without a human arbiter; 
Safe, robust, explainable AI 
products; Trust; 
Legal requirements and 
orient to ethical principles

N/a – code of 
ethics

Internal and 
customers

Capgemini’s 
Code of Ethics 
for AI 

(Capgemini 
2021)

Capgemini Code of 
ethics

The code of ethics is designed 
to guide the company on how to 
embed ethical thinking in their 
AI-related work. It addresses 
both the intended purpose of 
the AI solution and the way 
the company embeds ethics 
in the design and delivery of AI 
solutions and services to their 
clients.

Operational Consultancy France
Honesty; Trust; 
Boldness; Freedom; 
Modesty

N/a – code of 
ethics

Internal 
(company) 
and external 
(clients and 
stakeholders)



61

Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

CEN-CENELEC 
‘Road Map 
on Artificial 
Intelligence’ 

(CEN-CENELEC 
n.d.)

CEN-CENELEC 
Focus Group 
on Artificial 
Intelligence

Rating 
framework

This framework is for the 
standardisation of the description 
of characteristics of AI systems. 
The focus group addresses 
standardisation in the description 
of ethical characteristics of AI 
systems, and suggests that 
labels may draw inspiration from 
the A–G rating used for energy 
consumption labels instead of 
seeking to capture ethics in a 
binary manner. 

Proposed 
(conceptual) 

(proposed in 
2020)

Generic 
(across 
sectors)

European 
Union

Human agency and 
oversight; Technical 
robustness and safety; 
Privacy and data 
governance; Transparency;  
Diversity, non-
discrimination and fairness; 
Environmental and societal 
well-being;   
Accountability

No 
information 
available

Public and 
consumers

Certificate of 
Fairness for AI 
systems 

(Women Leading 
in AI 2019)

Women Leading 
in AI

Certification 
scheme

A certificate of fairness for AI 
systems alongside a kite mark 
type scheme to display it, with 
criteria to be defined at industry 
level.

Proposed 
(conceptual) 

(proposed in 
2019)

Generic 
(across 
sectors)

United 
Kingdom

Criteria to be defined at 
industry level

Proposed 
introduction 
of algorithm 
impact 
assessments

No information 
available

Certification 
Mechanism 
for Artificial 
Intelligence Tools 
and Services 

(CEPEJ 2020)

CEPEJ Certification 
scheme

The certification mechanism 
for AI tools and services in 
the sphere of justice and the 
judiciary aims to ensure that AI 
applications in the judicial sphere 
uphold human rights.

Proposed 
(conceptual)

The use of 
AI in legal 
and judicial 
systems

Europe

Respect for fundamental 
rights;  
Non-discrimination;  
Data quality and security; 
Transparency, impartiality 
and fairness; ‘Under user 
control’

No 
information 
available

Judicial system

Certification of 
Responsible 
Limits on Facial 
Recognition 

(World Economic 
Forum 2020)

World Economic 
Forum

Certification 
scheme

This initiative is a certification 
scheme by the World Economic 
Forum to ensure that facial 
recognition technology meets 
specified standards of quality and 
to encourage improvements in 
the quality of facial recognition 
technology. 

In progress Facial 
recognition France

Effectiveness; Efficiency, 
safety and adherence to 
social values and norms

Yes – it is 
audited by a 
third party, 
Association 
Française de 
Normalisation 
(AFNOR) 
certification, 
which audits 
voluntary 
industry actors 
using an audit 
framework

Companies, 
educational 
leadership of 
developing 
nations
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

Clinical AI 
Governance  

(Babylon Health 
2021) 

Babylon Health Code of 
conduct

This guide brings together 
statutory, regulatory and 
professional best practice.

Operational Healthcare United 
Kingdom

Quality audit; 
Effectiveness; Education 
and training; Research 
and development; Risk 
management; Information 
management; Openness

N/a – code of 
conduct Internal

Continental Code 
of Ethics for AI 

(Continental 
2020) 

Continental Code of 
ethics

A code of ethics to 
ensure transparency and 
comprehensibility for the 
decisions of self-learning 
systems. AI-supported systems 
should only be used if they 
comply with clear ethical 
principles.

Operational 

(developed in 
2020)

Automotive Germany
Transparency of computer-
based decisions; Data 
security

N/a – code of 
ethics Internal

D-seal 

(D-seal n.d.)

The Danish 
government, the 
Confederation 
of Danish 
Industry, the 
Danish Chamber 
of Commerce, 
SMEdenmark 
and the Danish 
Consumer 
Council

Seal

The Joint Cybersecurity and 
Data Ethics Seal is intended 
for companies that meet 
requirements for cybersecurity 
and responsible handling 
of AI-related data. The aim 
of Denmark’s new labelling 
programme is to promote IT-
security and responsible data 
usage.

Operational 

(launched 
September 
2021)

Cybersecurity Denmark IT-security; Privacy; Data 
ethics

No 
information 
available

Citizens, 
companies

Ethical and 
Professional 
Guidance on 
Data Science: 
A Guide for 
Members 

(Institute and 
Faculty of 
Actuaries 2021)

Institute and 
Faculty of 
Actuaries

Code of 
ethics

A non-mandatory ethical and 
professional guidance on data 
science for members of the 
Institute and Faculty of Actuaries. 
It provides illustrations and case 
studies to help members who 
may be faced with ethical or 
professional issues when carrying 
out data-science-related work.

Operational Actuarial 
science

United 
Kingdom

Integrity; Competence 
and care; Impartiality; 
Compliance; Speaking up; 
Communication

N/a – code of 
ethics

Internal 
(members of 
the Institute 
and Faculty of 
Actuaries)
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

ECPAIS 

(IEEE 2020)

The IEEE 
Global Initiative 
on Ethics of 
Autonomous 
and Intelligent 
Systems

Certification 
scheme

ECPAIS consists of a certification 
system that aims to signal 
clearly to different stakeholders 
in different sectors whether 
an AI system is safe, ethical 
and trustworthy. Ultimately the 
certification aims to promote 
responsible innovation in AI 
systems. 

Operational 

(developed in 
2018; criteria 
launched in 
2020)

Generic 
(across 
sectors)

Global

Transparency; 
Accountability; Reduction 
in algorithmic bias in 
autonomous and intelligent 
systems

No 
information 
available

Cities, and 
public and 
private 
organisations 
in diverse 
sectors

Ethics Label for 
AI Systems 

(AI Ethics Impact 
Group 2020)

AI Ethics Impact 
Group, led by 
the Bertelsmann 
Stiftung 
Foundation and 
VDE

Labelling 
scheme

This consists of a label that 
is inspired by the EU energy-
efficiency label. It shows a 
rating of an AI system’s ethical 
characteristics based on six 
ethical values.

Proposed 
(conceptual) 

(proposed in 
2020)

Generic 
(across 
sectors)

Germany

Transparency; 
Accountability; Privacy; 
Justice; 
Reliability; Environmental 
sustainability

No

Developers, 
manufacturers, 
policymakers, 
regulators, 
purchasers, 
organisations 
planning to use 
an AI system, 
consumers

EU Certification 
for ‘Trusted AI’ 
Products 

(EESC 2019b)

EESC Certification 
scheme

This proposal is for a certification 
for trustworthy AI applications, 
where products are tested for 
resilience, safety and absence of 
prejudice, discrimination or bias. 

In progress 

(it was in the 
pilot phase in 
2019)

Generic 
(across 
sectors)

European 
Union

Resilience; Safety; Absence 
of prejudice, discrimination 
or bias

Yes – the 
initiative 
proposes 
entrusting the 
testing to an 
independent 
body to test 
AI systems 
for prejudice, 
discrimination, 
bias, 
resilience, 
robustness 
and 
particularly 
safety 

Public
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

Fair-AIEd Trust 
Mark 

(Fair-AI n.d.)

Fair-AI, a 
research project 
supported 
by the UKRI 
Future Leaders 
Fellowship 
scheme

Trust mark

This initiative is being developed 
to provide guidance to companies 
who are willing to commit to 
principles such as localising 
software and understanding 
regulatory compliance.

In progress 

(in 
development 
as of 2020)

International 
education and 
development

United 
Kingdom

The trust mark is still in 
development, but it will be 
judged on principles such 
as localising software and 
understanding regulatory 
compliance 

No 
information 
available

Companies, 
educational 
leadership of 
developing 
nations

FRR Quality Mark 
for (AI Based) 
Robotics 

(Deloitte n.d.)

FRR Quality mark

A label for robotics and AI that 
indicates a product has received a 
positive assessment or evaluation 
from an independent external 
expert group on responsible 
robotics, with attention to human 
rights and values. 

In progress 

(it was in the 
pilot phase in 
2020)

Robotics The 
Netherlands

The quality mark is still 
in the pilot phase and 
its overall scope is still 
under discussion, however 
it emphasises human 
rights and societal values 
throughout the entire chain 
of creating the product

Yes

Consumers, 
citizens, 
innovators and 
producers

GEEIS-AI 

(Orange 2020)

Arborus 
Endowment 
Fund

Labelling 
scheme

The GEEIS-AI label is a mark 
of inclusive AI. It was created 
to prevent AI from reproducing 
inequalities between genders 
and to develop more egalitarian 
practices in AI. It does so by 
enabling companies to measure 
their policies on equality and 
diversity in relation to AI. 

Operational 

(first label 
awarded in 
2020)

Generic 
(across 
sectors)

France

General policy; Awareness 
and training; Tools and 
processes; Responsibility; 
Social dialogue 

Yes – the label 
is audited and 
certified by 
an external 
company, 
Bureau Veritas

Companies 
involved 
anywhere in the 
AI production 
chain

Guiding 
Principles for AI 
Ethics  

(Telia Company 
2019) 

Telia Company Code of 
conduct

This code of conduct provides 
nine guiding principles for Telia 
Company’s operations and 
employees for proactive design, 
implementation, testing, use and 
follow-up of AI.

Operational 

(published in 
2019)

Generic 
(across 
sectors)

Sweden

Responsible and value 
centric; human centric; 
Rights respecting; 
Control; Accountability; 
Safe and secure; 
Transparent and 
explainable; Fair and equal; 
Continuous review and 
dialogue

N/a – code of 
conduct Internal
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

iCIMS Code of 
Ethics 

(iCIMS n.d.)

iCIMS Code of 
ethics

iCIMS’ ethical standards for 
AI and machine learning are 
based on recognised, global 
standards such as the AI HLEG 
Ethics Guidelines for Trustworthy 
AI driven by the European 
Commission and the OECD 
Principles on AI.

Operational Hiring United States

Human-led; Transparent; 
Private and secure; 
Inclusive and fair; 
Technically robust and 
safe; Accountable

N/a – code of 
ethics Internal

IDEA Lab Code of 
Ethics and Code 
of Conduct 

(McGovern, n.d.)

IDEA, University 
of Oklahoma

Code of 
ethics

The code of ethics for the IDEA 
Lab was built on the code of 
ethics from the AI2ES. The IDEA 
Lab focuses on developing and 
applying trustworthy AI and 
machine learning techniques with 
a focus on high-impact real-world 
applications.

Operational

Weather, 
climate 
and coastal 
oceanography

United States

Ensure that the public 
good is the central concern 
during all professional 
computing work; Give 
comprehensive and 
thorough evaluations of 
AI2ES AI algorithms and 
their impacts, including 
analysis of possible risks; 
Recognise and take special 
care of AI systems that 
become integrated into the 
infrastructure of society; 
Avoid harm; 
Protect the earth and its 
environment including 
human and animal welfare; 
Contribute to society 
and to human well-being, 
acknowledging that all 
people are stakeholders in 
computing; Be fair and take 
action not to discriminate; 
Respect privacy; Honour 
confidentiality; Avoid 
creating or reinforcing bias; 
Uphold high standards of 
scientific excellence

N/a – code of 
ethics Internal
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

IFC 
Technological 
Code of Conduct 

(Myers and 
Nejkov 2020) 

IFC World Bank 
Group

Code of 
conduct

The IFC Technology Code of 
Conduct aims to help build trust 
with customers by ensuring 
that AI technologies are human 
centric. It also aims to support 
sustainability and impact, 
including investment by the 
impact investing by ensuring that 
AI systems contribute to the well-
being of individuals, society, and 
the environment.

Proposed 
(conceptual) 

(proposed in 
2020)

Financial 
services United States

Core values: benefit, 
inclusiveness and 
fairness; Safeguards: 
transparency, informed 
consent, validation, 
security, responsibility and 
accountability; Building 
blocks: governance, 
proportionality and 
continuity

N/a – code of 
conduct

Financial 
service firms, 
customers, 
investors

Kite Mark for AI 

(APPG Data 
Analytics 2019)

APPG on Data 
Analytics Kite mark

This kite mark would show when 
a decision is taken by machine 
intelligence, and when a person 
is interacting with a machine not 
a human, and mandate its use 
across government and public 
service delivery in higher risk 
areas.

Proposed 
(conceptual) 

(proposed in 
2020)

Government 
and public 
services

United 
Kingdom

Transparent; Standardised 
ethics rules for public 
service providers

Proposal 
for a tough 
parliamentary 
scrutiny 
committee 
set up

Citizens

Malta’s National 
AI Certification 
Framework 

(MaltaAI 2019a; 
2019b)

Malta 
government’s 
MaltaAI

Certification 
scheme and 
audit

The certification aims to build 
trust and transparency for key 
stakeholders (individuals and 
organisations) by providing 
valuable information about AI 
in their marketplace to signal 
that their AI systems have been 
developed ethically, transparently 
and in a socially responsible 
manner.

Proposed 
(conceptual) 

(proposed in 
2019)

AI sector Malta

Human agency;  
Privacy and data 
governance; Explainability 
and transparency; Well-
being; Accountability; 
Fairness and being 
unbiased; Performance and 
safety

Yes – the 
certification 
will be 
rewarded 
after an 
independent 
audit where 
the auditors 
have been 
authorised 
by the Malta 
Digital 
Innovation 
Authority 
(MDIA)

Practitioners 
and companies
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

Mandatory 
Labelling 
Scheme 

(Daten Ethik 
Kommission 
2019)

Daten Ethik 
Kommission 
(German 
Data Ethics 
Commission)

Labelling 
scheme

The German Data Ethics 
Commission recommended 
the introduction of a mandatory 
labelling scheme for algorithmic 
systems of enhanced criticality, 
with the view that this would 
oblige operators to make it clear 
whether, when and to what extent 
algorithmic systems are being 
used.

Proposed 
(conceptual) 

(proposed in 
2019)

Generic 
(across 
sectors)

Germany
Whether, when and to what 
extent algorithmic systems 
are being used

No 
information 
available

Algorithmic 
systems of 
enhanced 
criticality

ORCAA Seal 

(Schwab 2018) 
ORCAA Audit process

ORCAA aims to help companies 
manage and audit their 
algorithmic risk to ensure 
algorithms are fair and unbiased. 
The auditing process a company 
undergoes to receive a seal 
includes developing an ethical 
matrix, which measures the 
interest of the company versus 
the wider concerns of anyone 
who is impacted by the algorithm. 
The seal can be placed on a 
client’s website to signal to 
consumers that the company has 
passed the audit.

In progress 

(pilot launched 
for a client in 
2018, not used 
since)

Generic 
(across 
sectors)

United States

What does it mean for this 
algorithm to work?; How 
could this algorithm fail, 
and for whom?

Yes – the 
auditing 
process 
includes 
developing an 
‘ethical matrix’

Consumers 
and funders

OPACITY Trust 
Mark OPACITY Trust mark

This trust mark provides the 
first independent consumer 
instrument designed to hold 
organisations that create AI 
accountable, and informs users 
when they are interacting with AI 
and how.

Proposed 
(conceptual) 

(proposed in 
2018)

Generic 
(across 
sectors)

United 
Kingdom Transparency

No 
information 
available

Consumers
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

Open Ethics 
Label 

(Open Ethics 
n.d.b)

Open Ethics Labelling 
scheme

The Open Ethics label aims to 
strengthen users’ trust in AI 
systems by encouraging and 
supporting AI transparency. For 
the consumer this label provides 
information to enable better 
decision making; for software 
developers the label is a type 
of disclosure tool to provide 
information about their product. 

Operational 

(developed in 
2017)

Data and 
decision 
technology

Europe

How the system uses 
data; How the data is 
processed by the system; 
What decisions the system 
makes

No
Developers and 
product owners 
of an AI system

Oxford-Munich 
Code of Conduct  

(Grindrod and 
Moreno 2018) 

Dr. Peter 
Grindrod  and Dr. 
Juan Bernabé 
Moreno 

Code of 
conduct

This initiative aims to develop 
a set of practices designed 
to protect data scientists, 
companies employing those data 
scientists, and to protect the data 
owners.

Operational 

(created in 
2018)

Generic 
(across 
sectors)

Europe

Lawfulness; Competence;  
Dealing with data; 
Algorithms and models; 
Transparency, objectivity 
and truth

N/a – code of 
conduct

Professionals 
working within 
corporate data 
science teams
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

Partnership on AI 
Tenets  

(Partnership on 
AI 2021) 

Partnership 
on AI

Code of 
conduct

The Partnership on AI was 
founded on thematic pillars, 
which represent areas where the 
organisation sees some of the 
greatest risks and opportunities 
for AI. 

Operational
Generic 
(across 
sectors)

95 partners 
worldwide

Ensure that AI technologies 
benefit and empower as 
many people as possible; 
Educate and listen to 
the public and actively 
engage stakeholders; Open 
research and dialogue 
on the ethical, social, 
economic, and legal 
implications of AI; 
AI research and 
development efforts need 
to be actively engaged 
with and accountable 
to a broad range of 
stakeholders; Engage with 
and have representation 
from stakeholders in the 
business community 
to help ensure that 
domain-specific concerns 
and opportunities 
are understood and 
addressed; Maximise 
the benefits and address 
the potential challenges 
of AI technologies; The 
operation of AI systems 
should be understandable 
and interpretable by 
people; Create a culture 
of cooperation, trust, 
and openness among AI 
scientists and engineers

N/a – code of 
conduct

No information 
available
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

RAI Certification 
Beta 

(RAI 2021)  

RAI in 
partnership with 
the Global AI 
Action Alliance 
(World Economic 
Forum) and 
the Schwartz 
Reisman 
Institute for 
Technology and 
Society at the 
University of 
Toronto 

Certification 
scheme

The RAI Certification Beta is 
an independent certification 
programme for the responsible 
and trusted use of AI systems. 
The certification aims to increase 
trust among end users through 
signalling that the AI system was 
built following certain standards. 

In progress 

(developed 
in 2019; 
beta version 
launched in 
2021)

Generic 
(across 
sectors)

Global

Robustness; Accountability; 
Bias and fairness;  
Data quality;  
Explainability; 
Interpretability

Yes – the RAI 
Certification 
will be 
accredited 
by national 
accreditation 
bodies and 
delivered by 
independent 
third-party 
auditors

Senior 
executives, 
compliance 
officers, 
procurement 
officers, 
regulators, 
investors, 
consumers, 
trusted 
integrators

SECure: A 
Social and 
Environmental 
Certificate for AI 
Systems 

(Gupta et al. 
2020) 

Montreal AI 
Ethics Institute

Certification 
scheme

The SECure initiative aims to 
incentivise the AI sector to 
build eco-socially responsible 
AI systems. It uses an ESG 
framework to encourage social 
and environmentally responsible 
AI. The SECure/LEEDesque 
certification process is designed 
to inform consumer choice 
between AI products, which 
in turn creates an economic 
incentive for industry actors to 
produce eco-socially responsible 
AI.

Proposed 
(conceptual) 

(proposed in 
2020)

AI sector Canada Environmentally and 
socially responsible 

An 
independent 
reviewer is 
proposed

Consumers and 
AI industry 
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

Swiss Digital 
Trust Label 

(Swiss Digital 
Initiative 2021b)

Swiss Digital 
Initiative Trust mark

A trust label that denotes the 
trustworthiness of a digital 
service in clear, visual and plain, 
non-technical language for 
consumers.

Operational 

(initiated in 
2019; however 
the label 
development 
is an iterative 
process, 
hence, it will be 
continuously 
developed)

Generic 
(across 
sectors)

Switzerland
Security; Data protection; 
Reliability; Fair user 
interaction

No 
information 
available

Consumers

The Certification 
as a Mechanism 
for Control 
of Artificial 
Intelligence in 
Europe 

(Galán 2019)

Research 
submitted to the 
EU’s European AI 
Alliance written 
by Professor 
Carols Galán

Certification 
scheme

This paper suggests the creation 
of an audit and a certification 
of conformity. These will 
complement each other and 
act as ex-post controls on the 
development and implementation 
of AI technology, products and 
services.

Proposed 
(conceptual) 

(proposed in 
2019)

Generic 
(across 
sectors)

European 
Union

Fundamental human rights; 
Social values and principles 
of beneficence (doing 
good); Non-maleficence 
(non-harming); Human 
autonomy; Justice and 
explainability

Not yet 
defined. 
Options 
proposed 
include self-
assessment 
by AI 
publishers; 
Assessment 
by CEPEJ or 
institute linked 
to the Council 
of Europe; 
Assessment 
by approved 
bodies; 
Continuous 
assessment 
by an AI plugin 
developed 
for or by 
the CEPEJ 
and mixed 
assessment 
capable of 
evolving

Society at large, 
to encourage 
compliance 
with the law 
and universal 
ethical 
standards 
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Initiative Issuing 
organisation(s)

Type of 
initiative Short description Stage of 

development

Sector(s) 
within which 
the initiative is 
aimed

Geographical 
scope of the 
initiative

Key (e.g. ethical and legal) 
criteria or requirements

Independently 
audited or 
assessed?

Intended 
audience

Turing Stamp 

(Finkel 2018) 
Dr Alan Finkel Certification 

scheme

This proposal is for a voluntary 
opt-in certification scheme, 
the Turing Stamp, which could 
be granted to organisations or 
products.

Proposed 
(conceptual) 

(proposed in 
2018)

Generic 
(across 
sectors)

Australia No information available

Yes – 
companies 
would 
voluntarily 
submit 
themselves 
to an external 
process

Consumers, 
governments

Z-Inspection 

(Zicari et al. 
2021)

Not applicable: 
run by a team 
of international 
independent 
researchers

Audit process

Z-Inspection is an audit process 
that aims to assess whether an 
AI system is trustworthy. The 
process is based on applied 
ethics and uses the definition of 
trustworthy AI put forward by the 
European Commission’s AI HLEG. 
The process is designed to be 
applied to a variety of sectors in 
which AI systems could be used, 
such as business, healthcare and 
the public sector.

Proposed 
(conceptual) 

(proposed in 
2020)

Generic 
(across 
sectors)

Europe

Human agency and 
oversight; Technical 
robustness and safety; 
Privacy and data 
governance; Transparency; 
Diversity, non-
discrimination, and 
fairness; Societal and 
environmental well-being; 
Accountability; Assessing 
if the ecosystems respect 
values of Western 
European democracy; 
Avoiding concentration of 
power

Yes – 
Z-Inspection 
is an audit 
process

Developers, 
users, the 
public
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Annex C. Detailed descriptions of some of the 
initiatives

C.1. AI Certification ‘Made in Germany’

Name of initiative AI Certification ‘Made in Germany’

Issuing 
organisation

The Artificial Intelligence Competence Platform North Rhine-Westphalia (led by 
a collaboration between Fraunhofer IAIS and the Federal Office for Information 
Security)

Concise summary

The AI certification ‘Made in Germany’ consists of a certification system and quality 
mark to signal both the technical reliability of an AI system and responsible usage 
from an ethical and legal perspective. Ultimately it aims to facilitate the comparison 
between different products, and therefore help to promote open competition in AI. 
The certification system will be based on an audit catalogue that defines six AI-
specific audit areas for the trustworthy use of AI: fairness, transparency, autonomy 
and control, data protection, security and reliability.

Type of initiative Sector Country Stage of development Audience

Certification 
system

Generic 
(across 
sectors)

Germany
Initial version of the audit 
catalogue made available in 
2020

Developers, 
providers, users, 
consumers

What is the initiative or scheme trying to achieve?

The certification system being developed by the Artificial Intelligence Competence Platform North Rhine-
Westphalia aims to set quality standards for AI applications in Germany (Cremers 2019). The certification 
aims to signal the technical reliability of an AI system, and responsible usage from an ethical and 
legal perspective (Cremers 2019). The certificate would confirm a standard of quality that encourages 
providers to design AI applications in a lawful and ethically acceptable way. In turn, this would allow 
AI applications from different providers to be compared and help to promote open competition in AI 
(Cremers 2019).
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What are the key areas and requirements?

The certification system aims to check for responsible usage from an ethical and legal perspective in 
addition to safeguarding the technical reliability (Cremers 2019).
The certification scheme is developing an ‘AI audit catalogue’ that will form the basis for certification and 
will allow accredited inspectors to assess AI applications in a professional and neutral manner (Cremers 
2019). The catalogue defines six AI-specific audit areas for the trustworthy use of AI: fairness (does the 
AI treat all persons concerned fairly?); transparency (are the AI functions and the decisions made by the 
AI comprehensible?); autonomy and control (is autonomous, effective usage of the AI possible?); data 
protection (does the AI protect privacy and other sensitive information?); security (is the AI protected 
against attacks, accidents and errors?); and reliability (does the AI work reliably and is it robust?) 
(Cremers 2019). The requirements of these audit areas are derived from existing ethical, philosophical 
and legal principles (Cremers 2019).
The certification would need to take into consideration the application area, purpose and scope as well as 
affected persons of an AI application (Cremers 2019). Therefore, to develop the audit catalogue, a series 
of different AI applications will be piloted, with a view to ultimately developing different catalogues for 
certain application areas and risk classes (Cremers 2019).
In the next phase of developing certification, in 2021 different partners (including the University of Bonn, 
the University of Cologne, Rheinisch-Westfälische Technische Hochschule (RWTH) Aachen University, 
the Deutsches Institut für Normung (German Institute for Standardization), as well as numerous DAX 
3018 and other companies from various industries such as telecommunications, banking, insurance, 
chemicals and trade) were expected to conduct pilot projects to develop test methods to enable an 
evaluation of AI systems, including technical standards and norms (KINRW 2021). 

18 The German stock market.
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C.2. Algo.Rules: Rules for designing algorithmic systems

Name of initiative Algo.Rules: Rules for designing algorithmic systems

Issuing 
organisation

Bertelsmann Stiftung Foundation and iRights.Lab

Concise 
summary

The Algo.Rules are a set of nine principles to enable the ethical development and 
application of algorithmic systems. The nine principles are: Build competency, 
Define responsibility, Document goals and expected impact, Ensure security, Carry 
out marking, Ensure traceability, Ensure controllability, Check effectiveness, and 
Allow complaints. The criteria are intended to be implemented “by design”, i.e. they 
should be integrated from the start in the development of an algorithmic system. 
The Algo.Rules are aimed at all stakeholders involved in the design, development 
and implementation of algorithmic systems, including researchers, data collectors, 
executives, programmers, developers, software designers and operators.

Type of initiative 
or scheme

Sector Country or 
region

Stage of 
development

Intended audience

Code of conduct
Generic 
(across 
sectors)

Germany Published in 2019

Researchers, data collectors, 
executives, programmers, 
developers, software designers 
and operators

What is the initiative or scheme trying to achieve?

The Algo.Rules are a set of nine principles or criteria that were published in March 2019, coordinated by 
the Bertelsmann Stiftung and the think tank iRights.Lab (Bertelsmann Stiftung and iRights.Lab 2019). 
The Algo.Rules are intended to enable the ethical development and application of algorithmic systems 
(INT08) (Bertelsmann Stiftung and iRights.Lab 2019). They describe overarching rules stakeholders 
should observe if they want to design and use algorithmic systems ethically (Bertelsmann Stiftung 
and iRights.Lab 2019). They also encourage the implementation and enforcement of legal frameworks 
(Bertelsmann Stiftung and iRights.Lab 2019).
The Algo.Rules are aimed at all stakeholders involved in the design, development and implementation 
of algorithmic systems, including researchers, data collectors, executives, programmers, developers, 
software designers and operators as well as those involved in commissioning such work (European AI 
Alliance 2019). The Algo.Rules were developed in a participatory and interdisciplinary process involving 
400 people, including workshops with experts, telephone interviews and a broad online survey (European 
AI Alliance 2019; Bertelsmann Stiftung 2019)(INT08). The criteria are intended to be implemented 
“by design”, i.e. they should be integrated from the start in the development of an algorithmic system 
(European AI Alliance 2019). 
In the next phase of work, the Algo.Rules are being tested with real-life examples of algorithmic systems 
to enable their implementation and use in day-to-day practice (European AI Alliance 2019)(INT08). 
In particular, this will involve tailoring the rules for specific groups of users (e.g. programmers and 
executives in companies), including clarifying what the Algo.Rules mean for each group and how they 
could be implemented in practice (European AI Alliance 2019; Bertelsmann Stiftung 2019)(INT08).
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What are the key criteria and requirements?

The Algo.Rules consist of nine principles (Bertelsmann Stiftung and iRights.Lab 2019):
1. Build competency: It is important that the functioning and possible effects of an algorithmic system

can be understood by those developing, operating or deciding on its use. This requires training and
sharing of knowledge amongst stakeholders (Bertelsmann Stiftung and iRights.Lab 2019).

2. Define responsibility: Responsibility for the effects of using an algorithm must be clearly defined
and assigned, and should always lie with a natural or legal person. The allocation of responsibility to
a single individual or shared amongst several people or organisations should be clearly documented
(Bertelsmann Stiftung and iRights.Lab 2019).

3. Document goals and expected impact: The goals of an algorithmic system should be clearly
defined, and its expected effect (e.g. any potential discrimination or other consequences) weighed
up through an impact assessment before it is used. It is important to repeat the impact assessment
regularly to account for change as a result of learning systems (Bertelsmann Stiftung and iRights.
Lab 2019).

4. Ensure security: The security of an algorithmic system must be tested before it is used and
continuously guaranteed. This involves ensuring the reliability and robustness of the underlying data
against attacks, access and manipulation (Bertelsmann Stiftung and iRights.Lab 2019).

5. Carry out marking: An algorithmic system should be clearly labelled for the benefit of people
interacting with it, to ensure they are aware that a decision or prediction is based on an algorithmic
system (Bertelsmann Stiftung and iRights.Lab 2019).

6. Ensure traceability: An algorithmic system, including decision-making, direct and indirect effects
and processes, should be made traceable and easily understandable to enable people to question
and check it. Therefore, information about the data and models should be published and presented
in a clear and understandable format (Bertelsmann Stiftung and iRights.Lab 2019).

7. Ensure controllability: An algorithmic system should remain designable, meaning the way it works
should remain clear and easy to understand to enable people to control it or change it. This means
that all people involved in its development and use must always have joint control over the system
(Bertelsmann Stiftung and iRights.Lab 2019).

8. Check effectiveness: An algorithmic system should be tested regularly to ensure its intended goals
are still being pursued and effects still as intended. This should be done by independent external
organisations (Bertelsmann Stiftung and iRights.Lab 2019).

9. Allow complaints: There should be a straightforward mechanism to ensure that decisions made by
an algorithmic system can be explained but also questioned by those impacted by those decisions.
This requires an accessible means of contacting an organisation using such a system, as well as a
mechanism to make complaints (Bertelsmann Stiftung and iRights.Lab 2019).
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C.3. Ethics Label for AI Systems

Name of initiative Ethics Label for AI Systems

Issuing 
organisation

AI Ethics Impact Group, led by the Bertelsmann Stiftung Foundation and VDE

Concise 
summary

The AI ethics label is inspired by the EU energy efficiency label. It shows a rating 
of an AI system’s ethical characteristics based on six ethical values: transparency, 
accountability, privacy, justice, reliability and environmental sustainability. The 
label could be used by multiple stakeholders, including developers (trying to create 
ethically sound AI systems), users (by signalling transparency and comparability 
of products) and policymakers, regulators, standards developing associations and 
watchdog organisations (by providing a basis for better oversight).

Type of initiative 
or scheme

Sector Country or 
region

Stage of 
development

Intended audience

Label 
Generic 
(across 
sectors)

Germany

This is a 
proposed concept 
(established in 
2020)

Developers and manufacturers, 
policymakers, regulators, purchasers, 
organisations planning to use an AI 
system, and consumers

What is the initiative or scheme trying to achieve?

The AI ethics label aims to provide ‘at a glance’ information about the ethically relevant characteristics 
of an AI system (AI Ethics Impact Group 2020). Inspired by the EU energy efficiency label,19 it displays 
a nuanced rating of the AI system against relevant criteria (AI Ethics Impact Group 2020). Ultimately, 
the label aims to incentivise the ethical development of AI beyond the requirements currently legally 
required (AI Ethics Impact Group 2020). The label aimed to provide a mechanism to operationalise, and 
enable the measurement of, key ethical values contained within ethical guidelines around AI systems that 
were being developed worldwide (INT08). The label was intended as a mechanism to put into practice 
the Algo.Rules, a set of nine principles that were published in 2019 that aimed to inform the ethical 
development and application of algorithmic systems (INT08) (Bertelsmann Stiftung and iRights.Lab 
2019) (in the preceding section in this annex, we provide a more detailed description of Algo.Rules).
The proposed approach was unique at the time that it was developed, and constituted the first of its kind 
(AI Ethics Impact Group 2020). The label aims to:
• Support the enforcement of European values and the protection of citizens in Europe
• Create quality-transparency and comparability in the market
• Not impose an unnecessary burden on companies and be straightforward to implement where

necessary
• Be easy to communicate and understand.
The ethics label could benefit multiple stakeholders. In the first instance, it could be used by AI 
developers to communicate the quality of their products (AI Ethics Impact Group 2020). For consumers 
wishing to use AI products, the label would help them to compare available products, allowing quick 
assessments to be made as to whether a certain AI product fulfilled the necessary ethical requirements 
for a given application (AI Ethics Impact Group 2020). The label could provide a basis for better 
oversight of AI systems by policymakers, regulators, standards developing associations and watchdog 
organisations (AI Ethics Impact Group 2020).

19 The EU energy label features on household products (e.g. lightbulbs, television sets and washing machines) and aims 
to provide clear and concise information of the energy efficiency of products at the point of purchase. This helps to 
improve the energy efficiency of products on the EU market and ultimately contributes to reducing greenhouse gas 
emissions across the EU (European Commission n.d.).
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What are the key criteria and requirements?

The initiative consists of three key components: a visual AI ethics label; characterising AI systems with 
an ethics rating based on a values, criteria, observables, indicators (VCIO) approach; and classifying the 
application context (AI Ethics Impact Group 2020).
The AI ethics label proposes to rate AI systems on six key values that are considered to be basic 
requirements for the prevention of harm and public welfare-oriented development of AI: transparency, 
accountability, privacy, justice, reliability and environmental sustainability (AI Ethics Impact Group 
2020). In a similar manner to energy efficiency labels, the label itself proposes a rating with five to 
seven levels, visually indicated with letters A to G (AI Ethics Impact Group 2020). In order to be able to 
operationalise the label, the designers have also developed a VCIO model and a risk matrix (AI Ethics 
Impact Group 2020). 
The so-called VCIO model underpins the ratings used in the label, and helps define the requirements 
needed to achieve a certain rating (AI Ethics Impact Group 2020). This model breaks down the ethical 
values to be measured into criteria, indicators and measurable observables (AI Ethics Impact Group 
2020). The VCIO approach clarifies what is meant by a particular value; and explains how to observe to 
what extent a technical system fulfils a value or not and  how to deal with value conflicts depending on 
the application context. 
The risk matrix helps to define the specific use context to determine the level on the ethics label that 
should be considered ethically acceptable, because this varies across application cases. For example, 
the use of the same AI system might be subject to lower transparency requirements in an industrial 
process than if it were applied in a medical procedure requiring the processing of personal data (AI Ethics 
Impact Group 2020) (INT08). The matrix employs a two-dimensional approach to determine whether an 
AI system could have societal effects: the intensity of the system’s potential harm, and the dependence 
of the affected person(s) on the respective decision. This analysis results in five categories which 
correspond to increasing regulatory requirements – from class 0 that does not require considerations in 
AI ethics to class 4 in cases where no algorithmic decision-making system should be applied.
The aim will be for the label to be implemented by an independent third-party organisation, to ensure 
accountability and trustworthiness (INT08).
There are some challenges associated with practically implementing the AI ethics label (AI Ethics Impact 
Group 2020):
• The implementation and prioritisation of values for AI systems depends on the field of application

and the cultural context in which the AI system operates. For example, an application in the field of
medicine should likely exhibit higher levels of reliability than a system in the justice system in which
privacy and fairness may be more critical. There are also inevitably trade-offs between different
values (e.g. greater transparency may result in less privacy), and different cultures may prefer
different values.

• Multiple socio-technical factors influence the impact of an AI system. The societal impact of AI
depends on both the technology (e.g. data and algorithms) and the system’s goals, and how the
system is embedded within an organisation. For example, a value such as transparency will depend
on both the technical explainability of an AI system (which depends on system developers) and
active communication and explanation of algorithmic decision-making processes in organisations
using the system (which depends on the users).

• Frameworks for the practical implementation of AI ethics require tools that consider measures
that recognise the multiple stakeholders involved in the development, implementation and
evaluation of AI systems. AI vendors, developers, organisations using AI systems and citizens
require different types of guidance.
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C.4. BMW Group’s Code of Ethics for the Use of AI

Name of initiative Code of Ethics for the Use of AI

Issuing 
organisation

BMW Group

Concise summary

The BMW Group’s Code of Ethics for AI is based on the EU’s fundamental 
requirements for trustworthy AI. It consists of seven principles covering the use of 
AI within the company. The code was developed in recognition of the rising role that 
AI plays in BMW Group’s digital transformation strategy and the growing concerns 
around the safe and ethical use of AI in the EU and beyond. 

Type of initiative Sector Country Stage of 
development

Audience

Code of ethics Automotive Germany 
(HQ) Operational Internal (company) and external 

(clients and stakeholders)

What is the code trying to achieve?

The BMW Group published its Code of Ethics for the Use of AI in October 2020. The use of AI is a central 
element of the digital transformation process at the BMW Group, which has over 400 AI use cases 
throughout its value chain (BMW Group 2020). BMW Group’s Code of Ethics for the Use of AI is aimed 
at providing a basis for the company’s approach to current and future uses of AI, and to shaping and 
developing an overall set of rules for working with AI. 
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What are the key areas covered by the code?

The BMW Group Code of Ethics is based on seven principles covering the use of AI within the company. 
It is based on the fundamental requirements formulated by the EU for trustworthy AI (EC 2019). These 
principles are:
• Human agency and oversight: ‘The BMW Group implements appropriate human monitoring

of decisions made by AI applications and considers possible ways that humans can overrule
algorithmic decisions’ (BMW Group 2020).

• Technical robustness and safety: ‘The BMW Group aims to develop robust AI applications and
observes the applicable safety standards designed to decrease the risk of unintended consequences
and errors’ (BMW Group 2020).

• Privacy and data governance: ‘The BMW Group extends its state-of-the-art data privacy and data
security measures to cover storage and processing in AI applications’ (BMW Group 2020).

• Transparency: ‘The BMW Group aims for explainability of AI applications and open communication
where respective technologies are used’ (BMW Group 2020).

• Diversity, non-discrimination and fairness: ‘The BMW Group respects human dignity and
therefore sets out to build fair AI applications. This includes preventing non-compliance by AI
applications’(BMW Group 2020).

• Environmental and societal well-being: ‘The BMW Group is committed to developing and using AI
applications that promote the well-being of customers, employees and partners. This aligns with the
BMW Group’s goals in the areas of human rights and sustainability, which includes climate change
and environmental protection’ (BMW Group 2020).

• Accountability: ‘The BMW Group’s AI applications should be implemented so they work responsibly.
The BMW Group will identify, assess, report and mitigate risks, in accordance with good corporate
governance’ (BMW Group 2020).

In addition to the principles and actions stipulated by the code, the BMW Group launched ‘Project AI’ 
in 2018 aimed at ensuring that AI technologies are used ethically and efficiently (BMW Group 2020). 
Project AI is described as the centre of competence for data analytics and machine learning within the 
BMW Group, facilitating rapid knowledge and technology sharing across the company and, in so doing, 
supporting adherence to the company’s Code of Ethics on AI (BMW Group 2020). 
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C.5. Capgemini’s Code of Ethics for AI

Name of initiative Code of Ethics for AI

Issuing 
organisation

Capgemini

Concise summary

Capgemini’s Code of Ethics for AI is designed to guide the company on how to 
embed ethical thinking in their AI-related work. It includes concrete examples from 
projects the company has delivered and is intended to launch ethical discussions 
within the company, their clients and stakeholders. The Code addresses both the 
intended purpose of the AI solution and the way the company embeds ethics in the 
design and delivery of AI solutions and services to their clients.

Type of initiative Sector Country Stage of 
development

Audience

Code of ethics Consultancy France (HQ) Operational
Internal (company) and 
external (clients and 
stakeholders)

What is the code trying to achieve?

Capgemini is a French multinational corporation that provides consulting, technology, professional 
and outsourcing services (Capgemini 2021). Capgemini’s Code of Ethics for AI is aimed at ensuring the 
adoption of AI in a way that delivers clear benefits from AI technologies within a trusted framework. The 
company seeks to demonstrate how its development and use of AI is ‘embedded within the company’s 
overall ethical framework and culture, guided by five core values of honesty, trust, boldness, freedom, and 
modesty’ (Capgemini 2021): 
• Honesty ‘underpins their commitment to transparency, and to creating solutions that are

accountable and controllable’ (Capgemini 2021).
• Trust is considered to be ‘an essential basis for long-standing interdependent relationships with its

clients, users, and all members of their ecosystem; and the value placed on Trust drives Capgemini’s
efforts to create AI that protects privacy and ensures equal access rights and fair treatment’
(Capgemini 2021).

• Boldness ‘drives us to act as entrepreneurs, identifying and pursuing the opportunities presented by
innovation in this field’ (Capgemini 2021).

• Freedom is pursued by ‘empowering, complementing and augmenting human cognitive, social and
cultural skills, and giving people more say over how they live their lives’ (Capgemini 2021).

• Modesty ‘keeps the company mindful of the need to mitigate risks, building solutions that are robust,
safe, and human-centric’ (Capgemini 2021).
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What are the key areas covered by the code?

Capgemini’s Code of Ethics consists of seven principles, which are aligned with the ‘Ethics Guidelines for 
Trustworthy AI’ issued in 2019 by the independent AI HLEG set up by the EC (EC 2019) The principles are 
that AI should: 
• Have carefully delimited impact: ‘AI designed for human benefit, with a clearly defined purpose

setting out what the solution will deliver, to whom’(Capgemini 2021).
• Be sustainable: ‘AI developed mindful of each stakeholder, to benefit the environment and all present

and future members of our ecosystem, human and non-human alike, and to address pressing
challenges such as climate change, CO₂ reduction, health improvement, and sustainable food
production’ (Capgemini 2021).

• Be fair: ‘AI produced by diverse teams using sound data for unbiased outcomes and the inclusion of
all individuals and population groups’ (Capgemini 2021).

• Be transparent and explainable: ‘AI with outcomes that can be understood, traced and audited, as
appropriate’ (Capgemini 2021).

• Be controllable with clear accountability: ‘AI designed to enabling humans to make more informed
choices and keep the last say’ (Capgemini 2021).

• Be robust and safe: ‘AI that includes fallback plans where needed’ (Capgemini 2021).
• Respect privacy and data protection: ‘AI that considers data privacy and security from the design

phase, for data usage that is secure, and legally compliant with privacy regulations’ (Capgemini
2021).



83

C.6. CEN-CENELEC ‘Road Map on Artificial Intelligence (AI)’

Name of initiative Road Map on Artificial Intelligence 

Issuing 
organisation

CEN-CENELEC

Concise summary

This framework standardises the description of characteristics of AI systems. The 
focus group addresses standardisation in the description of ethical characteristics 
of AI systems, and suggests that labels may draw inspiration from the A–G rating 
used for energy consumption labels instead of seeking to capture ethics in a binary 
manner.

Type of initiative 
or scheme

Sector Country or 
region

Stage of 
development

Audience

Rating framework Generic European 
Union

Proposal 
(2020) Public and consumers

What is the initiative or scheme trying to achieve?

The CEN-CENELEC Focus Group on AI provides a framework for the standardisation of the description 
of the characteristics of AI, drawing on the consensus of over 80 experts. The framework applies to the 
whole AI ecosystem, and was established to support the European AI industry and mitigate risks for 
European citizens. It explicitly rejects the idea of a simple ‘AI ethics label’ as something that is open to 
marketing-driven ethics washing that may fail to provide clarity for consumers (CEN-CENELEC n.d.). 
Instead, this initiative proposes a standardised datasheet of the ethical characteristics of an AI system, 
drawing inspiration from the well-established A–G rating used for energy consumption of electrical 
devices20 (CEN-CENELEC n.d.). CEN-CENELEC notes that it is debatable whether this qualifies as a ‘label’, 
and that it might be preferable to avoid the term altogether (CEN-CENELEC n.d.). 

What are the key areas and requirements?

The focus group notes that a standardised datasheet for AI ethics could reflect the extent to which AI 
systems implement the key requirements for trustworthy AI as identified by the AI HLEG set up by the 
EC. The seven characteristics identified by the EC are: human agency and oversight, technical robustness 
and safety, privacy and data governance, transparency, diversity, non-discrimination and fairness, 
environmental and societal well-being, and accountability (AI HLEG 2019).
However, the focus group notes that a standardised datasheet for AI ethics assumes that complex 
ethical characteristics such as transparency or fairness are made measurable, which users or operators 
may not be able to verify on their own. Therefore a high level of trust is required in the rating scheme 
and the accuracy of its measurements, as well as in the standardisation measures being used (CEN-
CENELEC n.d.).  

20 The EU Directive 92/75/EC established an energy consumption labelling scheme for white goods, light bulb 
packaging and cars. The energy efficiency of products is rated according to a set of energy efficiency classes from A 
to G, with A being the most efficient and G the least. This label clearly displayed on these products when offered for 
sale or rent. 
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C.7. CEPEJ Certification Mechanism for AI Tools and Services

Name of initiative Certification Mechanism for AI Tools and Services

Issuing 
organisation

CEPEJ

Concise summary

The Certification Mechanism for AI Tools and Services in the sphere of justice and 
the judiciary aims to ensure that AI applications in the judicial sphere uphold human 
rights. The certification mechanism would be based on the CEPEJ European Ethical 
Charter’s five principles: respect for fundamental rights; non-discrimination; data 
quality and security; transparency, impartiality and fairness; and being ‘under user 
control’. The proposed mechanism is conceptual at this stage. 

Type of initiative Sector Country Stage of development Audience

Certification 
scheme 

The use of AI in legal 
and judicial systems Europe Proposed in 2020

Actors in the judicial 
sector (e.g. lawyers, 
judges)

What is the labelling scheme or initiative trying to achieve?

The CEPEJ certification mechanism is intended for the responsible and trusted use of AI systems in 
the context of judicial systems21 to promote the enforcement of fundamental rights and freedoms in 
AI applications (CEPEJ 2020). The use of AI in the legal and judicial sphere, particularly in the area of 
algorithmic justice (e.g. for predictive policing or automation of judicial decisions), raises important ethical 
considerations as it could have an impact on the fundamental rights and freedoms of individuals (CEPEJ 
2020). Therefore, the CEPEJ certification would likely be applied to AI applications deemed high risk and 
those not deemed high risk, since the ‘judiciary’ is considered to be a high-risk part of the public sector and 
uses of AI applications in this sector are likely to produce legal or similarly significant effects for the rights 
of an individual or a company (CEPEJ 2020). The certification would aim to enforce human rights by design 
to ensure that the AI ecosystem upholds fundamental rights and freedoms (CEPEJ 2020).

What are the key areas and requirements?

The certification would be based on the CEPEJ European Ethical Charter’s five principles (CEPEJ 2020)
(INT07): 
• Respect for fundamental rights: ensure that the design and implementation of AI tools and services

are compatible with fundamental rights.
• Non-discrimination: prevent the development or intensification of any discrimination between

individuals or groups of individuals.
• Data quality and security: when processing judicial decisions and data, use certified sources and

intangible data with models elaborated in a multidisciplinary manner, in a secure technological
environment.

• Transparency, impartiality and fairness: make data-processing methods accessible and
understandable; authorise external audits.

• Being ‘under user control’: preclude a prescriptive approach and ensure that users are informed
actors and in control of the choices made.

21 These have been defined in the CEPEJ European Ethical Charter as follows: advanced case-law search engines; 
online dispute resolution; assistance in drafting deeds; analysis (predictive, scales); categorisation of contracts 
according to different criteria and detection of divergent or incompatible contractual clauses; ‘chatbots’ to inform 
litigants or support them in their legal proceedings.
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To measure the integration of the principles into AI applications, the certification scheme proposes to 
design operational, objective and verifiable indicators mapped onto each principle (CEPEJ 2020). For 
each of the principles and sub-principles (below), a number of potential indicators have been suggested.
Principle of respect for fundamental rights: 
• Proportionate processing of personal data (privacy) and clear purposes
• Right of access to a judge and to a fair trial
• Judges’ independence in their decision-making process
• Ethics and human rights by design.
Principle of non-discrimination:
• Avoid discrimination based on sensitive data.
Principle of data quality and security:
• Data must be attributable, legible, contemporaneous, original, accurate, complete, consistent,

enduring and available.
• Compliance with the ISO/IEC 27001 standard could be stipulated as part of the certification scheme.
• There is a multidisciplinary aspect in designing and/or evaluating AI models.
Principle of transparency, impartiality and fairness:
• Access to source code for certification
• FAT-ML: AI that is fair, accountable and transparent in machine learning
• Fairness
• Accountability for AI
• Transparency
• Identifying AI systems and their actions.
Principle ‘under user control’:
• Ensuring the system is under user control
• AI opt-out for defendant
• Training and certification of members of the judiciary.
The initiative has not yet defined a certification method or authority. This could involve: self-assessment 
by AI publishers, assessment by CEPEJ or an institute linked to the Council of Europe, assessment by 
approved bodies, continuous assessment by an AI plugin developed for or by the CEPEJ, and mixed 
assessment capable of evolving. The choice of method will depend on criteria such as: whether 
certification is mandatory or optional, the desired degree of control, technical complexity, capability and 
the feasibility of automation. It is also proposed that CEN-CENELEC and the IEEE could be partners in the 
future certification scheme, for example, in defining technical security standards adapted to the specific 
challenges of AI in the judicial sphere
There are a number of challenges outlined in the design and application of a certification system (CEPEJ 
2020):
• Risks to competition: If certification is difficult to obtain, this could stifle innovation if this makes

it difficult for new companies to gain access to the market. This is particularly the case if the
certification is mandatory or semi-mandatory rather than voluntary.

• Certifying an evolving system: AI systems are expected to evolve, so certification will need to be
carried out continually to be effective, to ensure that the AI system still meets the criteria on which it
was initially certified (INT07).

It has been suggested that the use of a sandbox could help to overcome some of the above identified 
challenges, and ensure the commercial the success of the AI product (CEPEJ 2020) (INT07). For 
example, it could help to continuously refine and improve the certification criteria to be aligned with 
practice and developments on the technical side. In addition, a sandbox would provide guidance over a 
longer period of time to help to implement CEPEJ ethical principles into the certification criteria.
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C.8. A Code of Conduct for the Ethical Use of Artificial Intelligence in
Canadian Financial Services

Name of initiative A Code of Conduct for the Ethical Use of Artificial Intelligence in Canadian Financial 
Services

Issuing 
organisation

Smith School of Business, Queen’s University

Concise summary

‘A Code of Conduct for the Ethical Use of Artificial Intelligence in Canadian Financial 
Services’ is designed by academics at Queen’s University, Canada, to guide all 
organisations that provide financial services, use AI, and operate in Canada. It has 
been developed to be an addition to existing legal, privacy, compliance, regulatory, 
ethical and other related guidelines that guide the actions of financial services 
organisations in Canada. 

Type of initiative Sector Country Stage of development Audience

Code of conduct Financial services Canada Proposed Canadian financial 
services organisations

What is the code trying to achieve?

Academics at Queen’s University, Canada, proposed this code of conduct. It is designed to provide 
practical guidance for Canadian financial services organisations to navigate the day-to-day ethical 
implications that arise when using AI, and to close the gap that arises between the technology and the 
ethical guidelines and regulations for its application organisations that choose to abide by the code to 
‘ensure that their internal governance frameworks enable behaviour and actions in line with the principles 
set out in the Code’ (Kelley et al. 2018). Companies may also choose to define their own principles and 
ethical values in line with the summary principles presented in the code (Kelley et al. 2018).

What are the key areas covered by the code?

The code focuses on three general principles – fairness, accountability and transparency – with a sub-set 
of specific issues addressed in each principle:
• Fairness: issues to do with bias and discrimination. This principle requires organisations to

not unfairly discriminate against, nor intentionally or unintentionally disadvantage, individuals. 
It also requires organisations to: conduct an ethics review of all AI applications prior to their 
production to ensure that unfair discrimination, and intentional and unintentional disadvantage, 
are avoided; and to have in place an appropriate internal governance framework to determine 
what constitutes unfair discrimination (Kelley et al. 2018). 

In addition to bias and discrimination, the principles of fairness address the notion of justifiability. 
This requires organisations to understand how the aggregate input data for an AI application 
‘impacts the output to ensure unfair discrimination, and intentional and unintentional disadvantage, 
are avoided. Additionally, organisations should ensure the use of all data attributes adhere to the 
laws, ethical standards, codes, and values that govern their organisation and industry’ (Kelley et al. 
2018). 
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• Accountability: issues to do with accountability for the AI application output. Organisations must
ensure that responsibility and accountability are assigned to specific individuals for the output of
each AI application in development and these individuals must approve all AI applications prior to
their deployment (Kelley et al. 2018). Furthermore, organisations must consider the issue of the
autonomy assigned to an AI application and should ensure that autonomous decisions are aligned
with all stakeholders in the software development process, with consideration of the impact on
individuals and the resulting ethical implications. Decisions made by an AI application ‘should be
held to the same ethical standards as decisions made by humans, and organisations are expected to
proactively manage these implications in line with the laws, ethical standards, codes, and values that
govern their organisation and industry’ (Kelley et al. 2018). Lastly, the Code requires organisations to
address the issues related to consistency. Here, organisations ‘should ensure they have an AI model
development process in place, which should include ongoing monitoring to ensure alignment with
the ethical principles and should put in place a review process to ensure they are being used and
performing as intended’ (Kelley et al. 2018).

• Transparency: issues of transparency, focusing on explainability, data privacy and informed
consent, and announcing the use of AI applications. Regarding explainability, organisations
should ensure that individuals have access, on request, to a reasonable explanation for any
functional decisions made by an AI application, which should at minimum include ‘what data
attributes are used, and how those data attributes impact the AI application output’ (Kelley et al.
2018). Organisations must also ensure that developed AI applications ‘adhere to the data privacy
laws, standards, and other related guidelines that govern the organisation and industry, and that
they provide meaningful informed consent for the use of their data’ (Kelley et al. 2018). Lastly,
organisations should ‘proactively announce the use of AI applications to individuals when they are
interacting directly with an AI application, and when a material decision is made by an AI application
or with AI application output’ (Kelley et al. 2018).
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C.9. Daten Ethik Kommission’s Mandatory Labelling Scheme

Name of initiative Mandatory Labelling Scheme

Issuing 
organisation

Daten Ethik Kommission (German Data Ethics Commission)

Concise 
summary

In 2019, the German Data Ethics Commission recommended that a mandatory 
labelling scheme for algorithmic systems of enhanced criticality should be 
introduced. 

Type of initiative 
or scheme

Sector Country 
or region

Stage of development Audience

Label 
Generic 
(across 
sectors)

Germany Recommendation 
(2019)

Algorithmic systems of 
enhanced criticality

What is the initiative or scheme trying to achieve?

The German Data Ethics Commission developed a framework to explain the spectrum of scenarios AI 
applications can be used in, their respective criticality and risk, and their recommendations for what 
regulatory measures should be taken. This framework divides AI applications into five levels of harm, 
where Level 1 signifies applications with zero or negligible potential for harm, and Level 5 signifies 
applications with an untenable potential for harm (Tranberg 2019). The Commission recommended that 
for Level 2 upwards – applications with some or a higher potential for harm – a mandatory labelling 
scheme should be introduced (Daten Ethik Kommission 2019).

What are the ethics areas and requirements?

The Data Ethics Commission argued that introducing a mandatory labelling scheme for algorithmic 
systems with some, significant, or serious potential for harm would oblige operators to make it clear 
whether, when and to what extent algorithmic systems are being used (Daten Ethik Kommission 2019). 
Regardless of the system criticality, the Commission argued that operators should be obliged to comply 
with a mandatory labelling scheme if there is a risk of confusion between human and machine that might 
prove problematic from an ethical point of view (Daten Ethik Kommission 2019).
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C.10. D-seal

Name of 
initiative D-seal

Issuing 
organisation

The Confederation of Danish Industry, the Danish Chamber of Commerce, 
SMEdenmark and the Danish Consumer Council

Concise 
summary

The D-seal is a labelling programme for IT security and responsible use of data 
(including AI). The seal aims to promote data security, data protection and data ethics 
at Danish companies, so that customers and consumers can feel safe when using 
the companies’ products and services. Award of the D-seal is based on assessment 
against eight criteria: a management system for data accountability; awareness and 
safe behaviour; technical IT security; requirements for suppliers’ IT security and digital 
accountability; transparency and control of data; privacy and security by design and 
default; reliable algorithms and AI; and data ethics. The seal is intended to be used by 
all types and sizes of companies. 

Type of 
initiative or 
scheme

Sector Country or 
region

Stage of 
development

Intended audience

Seal 
Generic 
(across 
sectors)

Denmark
Operational (launched 
on 22 September 
2021)

All types and sizes of 
companies

What is the initiative or scheme trying to achieve?

The D-seal is Denmark’s new labelling programme for IT security and responsible use of data (including 
AI) (D-seal n.d.). The labelling scheme covers both data ethics and IT security (Denmark Ministry of 
Industry, Business and Financial Affairs 2019). It is currently quite difficult to know whether a company 
has good IT security and handles data in a responsible and ethical manner (D-seal n.d.). The seal 
aims to encourage companies to strengthen their data security processes, and handle data safely 
and responsibly, and thus act as a signal to consumers that a product or service is safe. The seal will 
tell consumers which companies handle data and AI in a trustworthy, ethical and secure way (Larsen 
2020) . In doing so, the seal enables the consumer to choose companies and services that process data 
securely and responsibly (D-seal n.d.). Ultimately, the seal aims to create digital trust for customers and 
consumers, and to drive digital accountability in companies (D-seal n.d.).
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What are the key criteria and requirements?

The D-seal is based on eight criteria (DataEthics 2019) :
• Embedded in top management. The top management takes responsibility over IT security and data

use.
• Technical IT security. The company lives up to current standards for IT security when managing

anti-virus, firewall, software etc.
• Subcontractors’ data usage. The company has made a risk assessment of all their subcontractors

and in case of a critical risk assessment there is a plan of action.
• Control of own data. It is easy for consumers and partners to understand which data are necessary

to deliver a service, and to change whether they accept the treatment of non-necessary data.
• Awareness and security among staff. The staff are regularly trained, tested and evaluated in

awareness and competences in treating data and data security.
• Clear communication. The company’s privacy policy is easy to find and understand for everybody

and decisions made on profiling and automated processes are transparent and communicated
clearly.

• Non-personalised data. The company has a clear goal and concrete strategy on how to anonymise
and pseudonomise personal data.

• Fair and non-biased algorithms. The company trains its algorithms on data which represent a group
of people and has a process to de-bias automated decisions.

In order to obtain the D-seal, a company is required to meet criteria defined for their business type, 
which include IT security, privacy and data ethics (D-seal n.d.). The D-seal’s criteria are based on several 
acknowledged frameworks from European and national councils, committees and task forces (D-seal 
n.d.). The labelling scheme is not based on external, independent audits, and will be run and audited by
the Confederation of Danish Industry, the Danish Chamber of Commerce and SMEdenmark (DataEthics
2019) .
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C.11. Ethics Certification Program for Autonomous and Intelligent
Systems

Name of initiative Ethics Certification Program for Autonomous and Intelligent Systems (ECPAIS)

Issuing 
organisation

The IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems

Concise summary

ECPAIS consists of a certification system that aims to clearly signal to different 
stakeholders in different sectors whether an AI system is safe, ethical and 
trustworthy. The certification is based on three key criteria: transparency, 
accountability and reduction in algorithmic bias in autonomous and intelligent 
systems. Ultimately the certification aims to promote responsible innovation in AI 
systems. 

Type of initiative Sector Country Stage of development Audience

Certification 
system

Generic (across 
sectors) Global

Created in 2018 and 
criteria launched in 
2020

Cities, and public and 
private organisations in 
diverse sectors

What is the labelling scheme or initiative trying to achieve?

The industry-driven certification programme ECPAIS developed by IEEE aims to create specifications 
for certification and marking processes that promote transparency, accountability and reduction 
in algorithmic bias in autonomous and intelligent systems (AIS). The certification process aims 
to communicate to consumers and citizens clearly and visually whether AI systems are deemed 
‘safe’ or ‘trusted’ by a globally recognised body of experts through providing a publicly available and 
transparent series of marks. This would enable different stakeholders (e.g. cities, and public and private 
organisations) in diverse sectors (e.g. healthcare and medical devices, financial services, automotive, 
manufacturing and care services) to identify themselves as being trustworthy and beneficial in their 
use of AIS products, services and systems that they develop or operate. The certification programme 
could be used by multiple stakeholders. For example, companies can apply ECPAIS to demonstrate 
to customers, employees and the general public their commitment towards building trust in their AIS. 
Governments could use the certification criteria to inform policy and help explain to the public how they 
are using AIS. Educators could also use ECPAIS to nurture a more ethics-oriented next generation of 
engineers, domain experts and decision makers.

What are the ethics areas and requirements?

The evaluation and certification criteria are focused on transparency, accountability and algorithmic bias 
in AIS (Haataja 2020). Accountability criteria address issues such as an organisation’s stated specifics 
of its AIS in use, including tracking systems or product actions, risk parameters and how human agents 
are able to oversee and control the AIS. Transparency criteria address issues such as awareness by the 
public of AIS interaction across an organisation and AIS in use, confidence of AIS system behaviour and 
upholding of ethical integrity and clarity of the concept of operation. Criteria associated with reduction of 
algorithmic bias assess acceptability of algorithmic bias in a product or system, and provide insights for 
reduction or avoidance of unacceptable levels (Haataja 2020). The development of these three series of 
ethical evaluation criteria was finalised in December 2019 (IEEE 2020).
In the next phase of the work, ECPAIS seeks to pilot practical applications of the criteria. In 2020, the 
IEEE developed a use case for the application of the criteria to digital contact tracing applications and 
technologies (IEEE 2020). 
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C.12. EU Certification for ‘Trusted AI’ Products

Name of initiative EU Certification for ‘Trusted AI’ Products

Issuing 
organisation

EESC

Concise 
summary

This proposal is for a certification for trustworthy AI applications, where products 
are tested for resilience, safety and absence of prejudice, discrimination or bias. 

Type of initiative 
or scheme

Sector Country or 
region

Stage of development Audience

Certificate Generic European 
Union Pilot phase (2019) Public

What is the initiative or scheme trying to achieve?

The EESC has proposed a certification for trustworthy AI applications in order to increase public trust 
in AI in Europe (EESC 2019b). The EESC also believes that such a certificate would provide Europe 
with a competitive advantage internationally (EESC 2019b). The initiative is still in the pilot phase, in 
which stakeholders have been invited to test the assessment list and provide feedback on areas for 
improvement (EESC 2019b).

What are the ethics areas and requirements?

The initiative proposes entrusting the testing to an independent body, such as an agency or consortium, 
to test AI systems for prejudice, discrimination, bias, resilience, robustness and particularly safety (EESC 
2019b).
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C.13. The Fair Artificial Intelligence in Education Trust Mark

Name of initiative The Fair Artificial Intelligence in Education Trust Mark

Issuing 
organisation

Fair-AI, a research project supported by the UKRI Future Leaders Fellowship scheme

Concise 
summary

The Fair Artificial Intelligence in Education (Fair-AIEd) trust mark is being developed 
to guide companies which are willing to commit to principles such as localising 
software and understanding regulatory compliance.

Type of initiative 
or scheme

Sector Country or region Stage of 
development

Audience

Trust mark 

International 
education 
and 
development

United Kingdom 
to focus on Ghana 
and South Africa

In 
development 
(2020)

Companies, educational 
leaders of developing 
nations

What is the initiative or scheme trying to achieve?

The Fair-AIEd project seeks to use a participatory design approach to create ethical AI for international 
education and development. The research project is supported by the UKRI Future Leaders Fellowship 
scheme. As part of this project, stakeholders will co-design and begin development of a trust mark tool to 
guide companies which are willing to commit to principles, such as on localising software and regulation 
(Fair-AI n.d.). According to Fair-AI, the mark will be useful for the educational leadership of developing 
nations as they choose corporate partners and technical systems for their schools (UCL 2020).

What are the key areas and requirements?

The trust mark is still in development, but it ‘will be judged in terms of principles such as localising 
software and understanding regulatory compliance’ (Fair-AI n.d.).



94

C.14. The FRR Quality Mark for (AI Based) Robotics

Name of initiative The FRR Quality Mark for (AI Based) Robotics

Issuing 
organisation

Foundation for Responsible Robotics (FRR)

Concise 
summary

The FRR Quality Mark for (AI Based) Robotics is a label for robotics and AI that 
indicates a product has received a positive assessment or evaluation from an 
independent external expert group on responsible robotics, with attention to human 
rights and values. The quality mark is still in the pilot phase and its overall scope 
is still under discussion, however it emphasises human rights and societal values 
throughout the entire chain of creating the product. 

Type of initiative 
or scheme

Sector Country or region Stage of 
development

Audience

Quality mark Robotics Netherlands Pilot phase 
(2020)

Consumers, citizens, 
innovators and producers

What is the initiative or scheme trying to achieve?

The FRR Quality Mark for (AI Based) Robotics is a label for robotics and AI products. It was created 
with the intention of helping foster a culture of responsible development of robotics and AI to promote 
public well-being (Deloitte n.d.). It does so by indicating that specific products have received a positive 
assessment or evaluation from an independent external expert group on responsible robotics (FRR n.d.). 
The FRR quality mark likens itself to the Fairtrade quality mark for products that have been produced 
to Fairtrade standards (Deloitte n.d.). The FRR hopes the mark will help to lift the industry standards for 
creating robots and AI-powered products, and help consumers to make well-considered decisions about 
what kinds of robotic or AI-powered products they want to buy or use (Deloitte n.d.).

What are the key areas and requirements?

The quality mark is currently in the pilot phase and its overall scope is still under discussion; however, an 
important premise of it is to ensure that human rights and societal values are dealt with throughout the 
entire chain of creating a product (Deloitte n.d.). The mark also intends to consider security and privacy 
(Deloitte n.d.).
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C.15. Gender Equality European & International Standard – Artificial
Intelligence

Name of initiative Gender Equality European & International Standard – Artificial Intelligence (GEEIS-
AI) 

Issuing 
organisation

Arborus Endowment Fund

Concise 
summary

The GEEIS-AI label is a mark of inclusive AI. It was created to prevent artificial 
intelligence from reproducing inequalities between genders and to develop more 
egalitarian practices in AI. It does so by enabling companies to measure their 
policies on equality and diversity in relation to AI. The label is audited and certified 
by an external company, Bureau Veritas.

Type of initiative 
or scheme

Sector Country or 
region

Stage of 
development

Audience

Label 
Generic 
(across 
sectors)

France In use – first label 
awarded in 2020

Companies involved 
anywhere in the AI 
production chain

What is the initiative or scheme trying to achieve?

The purpose of the GEEIS-AI label is to ensure that AI is designed, deployed and operated in a 
responsible and inclusive manner. It does so by enabling companies to measure their policies on 
professional equality and/or diversity from a gender equality and inclusion perspective, and avoid the 
risks of discrimination in AI-based systems (PWN Paris 2020) (INT11). The label aims to promote the 
development and deployment of inclusive AI beyond the requirements currently legally required (INT11). 
It is the first international label for gender equality and inclusive AI (PWN Paris 2020) (INT11).

What are the key areas and requirements?

The label is based on nine criteria: general policy, management, awareness and training, tools and 
processes, gender pay gap, responsibility, gender balance, well-being and social dialogue (Lion 2020) 
(INT11). 
Companies can apply to Arborus for the label. The label is audited and certified by Bureau Veritas (Lion 
2020) (INT11). Bureau Veritas specialises in testing, inspection and certification, and its assessments are 
based on actions aimed at designing, developing and using inclusive AI to promote diversity and avoid 
risks of discrimination (Orange 2020). Orange, the multinational telecommunications corporation, was 
the first company to be awarded the GEEIS-AI label in December 2020 (Orange 2020).
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C.16. IFC Technological Code of Conduct

Name of initiative IFC Technological Code of Conduct 

Issuing 
organisation

IFC (World Bank Group)

Concise 
summary

The IFC Technology Code of Conduct aims to help build trust with customers by 
ensuring that AI technologies are human-centric. It also aims to support sustainability 
and impact, including investment by the impact investing community, by ensuring that 
AI systems contribute to the well-being of individuals, society and the environment. 
The Code of Conduct assesses AI technologies against three tiers of dimensions (core 
values, safeguards and building blocks). To operationalise the Code, the authors have 
identified practical tools that client companies can use to implement it. A ‘Progression 
Matrix’ provides details on the technical and business processes that client companies 
should adopt, depending on financing stage and maturity.

Type of initiative Sector Country Stage of development Audience

Code of conduct Financial 
services

United 
States Proposed in 2020 Financial service firms, 

customers, investors

What is the labelling initiative or scheme trying to achieve?

IFC has developed the Technology Code of Conduct to manage the risks arising from adopting disruptive 
technologies, including AI (Myers & Nejkov 2020). The Code aims to support public trust and provide a 
framework for sustainable investment in AI-based innovation (Myers & Nejkov 2020). The Technology 
Code of Conduct aims to help build trust with customers and ensure that AI technologies are human-
centric (Myers & Nejkov 2020). It also aims to support sustainability and impact, including investment by 
the impact investing community, by ensuring that AI systems contribute to the well-being of individuals, 
society and the environment (Myers & Nejkov 2020).

What are the key areas and requirements?

The Technology Code of Conduct is built into three tiers: core values, safeguards and building blocks 
(Myers & Nejkov 2020): 
• The core values (benefit, inclusiveness and fairness) provide the underlying priorities.
• The safeguards (transparency, informed consent, validation, security, responsibility and

accountability) build on the core values and form a basis to develop tools, processes and the
systems needed to achieve outcomes associated with the core values.

• The building blocks (governance, proportionality and continuity) provide the overall framework and
establish realistic expectations for the tools and approaches to be developed.

Alongside the Code, IFC has also developed a ‘Progression Matrix’, which identifies expected practices 
(technical and business processes) in relation to each principle of the Code, depending on the stage of 
company maturity: from minimum acceptable practice for emerging companies, to expected practices 
for later stage companies, to leadership practices for mature companies (Myers & Nejkov 2020). 
The authors have identified tools to operationalise the Code, which address both the technical processes, 
such as privacy and compliance by design, and the business processes, such as risk governance and 
reporting (Myers & Nejkov 2020).
The Code aims to strike a balance between being both aspirational and operational, and is neither overly 
intrusive nor too abstract (Myers & Nejkov 2020). The Code has been designed to ensure that it can be 
implemented in a way that does not create disproportionate financial or operational burden on investee 
(especially early-stage) companies. Importantly, the tools must be flexible enough to be customised 
across use cases, for example, by industry, company maturity and product type (Myers & Nejkov 2020).
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C.17. Malta’s National AI Certification Framework

Name of initiative Malta’s National AI Certification Framework

Issuing 
organisation

Malta government’s MaltaAI

Concise summary

Malta’s government aims to be in the top ten countries with the highest impact 
national AI programme and this includes launching the world’s first national AI 
certification programme. The certification aims to build trust and transparency for 
key stakeholders (individuals and organisations) by providing valuable information 
about AI in their marketplace to signal that their AI systems have been developed 
ethically, transparently and in a socially responsible manner. The certification will 
be rewarded after an independent audit (where the auditors have been authorised 
by the MDIA. AI products will be reviewed against a framework with seven 
requirements: considerations of human agency; privacy and data governance; 
explainability and transparency; well-being; accountability; being fair and unbiased; 
and performance and safety. In order to consider the speed of change within AI 
development change management controls are suggested, but the development 
of these control practices remain in very early stages. The main challenge of 
the certification scheme will be to uphold regulation while not hampering AI 
innovation, while also thinking about the wide variety of AI products and services, 
the risks of an AI system over time, and how to comply with domestic and 
international laws. 

Type of initiative or 
scheme

Sector Country or 
region

Stage of 
development

Audience

Audit and certificate AI  Malta Proposed in 2019 Practitioners and 
companies

What is the initiative or scheme trying to achieve?

Malta wishes to be in the top ten countries with the highest impact national AI programme, and part of 
this involves launching the world’s first national AI certification programme (MaltaAI 2019a; 2019b). The 
certification programme will initially be voluntary, although this could change in the future, and aims to 
provide applications with valuable information about the AI within their marketplace, to communicate 
that these AI systems have been developed in an ethically aligned, transparent and socially responsible 
manner (MaltaAI 2019b). In the long term this will allow the development of a technology regulation 
advisory committee and the creation of regulatory and data sandboxes. 
MDIA already has a pre-existing regulatory and certification framework for innovative technology 
arrangements and in late 2019 suggested expanding the definition of this certification framework to 
include AI (the national AI certification programme was launched in October 2019) (MaltaAI 2019a; 
2019b).
The proposed AI certificate allows practitioners and companies to showcase their ethical, transparent 
and socially responsible AI products and services (MaltaAI 2019a). The certificate was proposed 
to be ‘technology neutral’ and voluntary, because it was argued that stakeholders (individuals and 
organisations) with good intentions would want to seek out the certificate as it provides a positive sign 
of recognition and helps build trust and transparency for consumers and wider stakeholders (MaltaAI 
2019a). 
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What are the key areas and requirements?

The AI certificate will be based on Malta’s ethical AI framework Malta: Towards Trustworthy AI (MaltaAI 
2019b). This ethical framework builds on and aligns with the EU and OECD ethical frameworks (MaltaAI 
2019a). 
The ethical framework has seven overarching requirements: considerations of human agency, privacy 
and data governance, explainability and transparency, well-being, accountability, being fair and unbiased, 
and performance and safety. The nature of the case will determine the relevance and level of importance 
of each requirement, and some of these requirements already exist in Malta law. The objectives, data 
sets, functional competence, level of autonomy, environmental conditions and impact of the AI system 
will need to be considered (MaltaAI 2019b).
The certificate will be awarded after an audit process, completed by independent experts authorised by 
the MDIA (the national regulator responsible for regulating emerging technologies, including developing 
and enforcing local and international standards) (MaltaAI 2019a). The audit will review the control 
frameworks in place to uphold an ethical and trustworthy AI, and a business review, which includes due 
diligence reviews on key people in or behind the business (MaltaAI 2019a).
To consider the adaptive learning nature of AI, change management controls will need to include 
monitoring mechanisms for change after the AI system is live, as well as consider the role data plays in 
training an AI system and ensure data ingestion practices encourage the use of reliable and trusted data 
sources (MaltaAI 2019b). Control practices will need to be adapted and changed from those typically 
used for legacy technology. In order to develop a system of controls for an AI system there will need to be 
a retrofit of control practices over human-based process to transition them to machine-based decisions, 
as well as codifying ethical and trust standards into system objectives and monitoring practices (MaltaAI 
2019b). The development of these control practices is still in the early stages and as the expansion of 
AI control practices matures, organisations designing or operating AI will need to develop governance 
frameworks to assess the risk of AI and ensure compliance with the seven trustworthy AI requirements 
(MaltaAI 2019b). 
The main challenge is to balance the regulatory function of the MDIA without hampering AI innovation 
(MaltaAI 2019a). In addition, a one size fits all approach to address the ethical considerations of AI will 
not be sufficient, owing to the wide variety of AI technologies. An AI practitioner will also need to consider 
the risks of their AI system over time and compliance with domestic and international laws (MaltaAI 
2019b). Malta would like to work with European and international institutions to understand emerging 
standards and norms to develop AI for good (MaltaAI 2019a).
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C.18. NHS’s ‘A Guide to Good Practice for Digital and Data-Driven
Health Technologies’

Name of 
initiative A Guide to Good Practice for Digital and Data-Driven Technologies

Issuing 
organisation

UK DHSC

Concise 
summary

In 2018, the UK DHSC released a code of conduct for data-driven health and care 
technology (UK DHSC 2021). Consisting of ten principles, this code of conduct 
was designed to set out what the DHSC requires from suppliers and users of 
data-driven technologies within the NHS. This code of conduct was subsequently 
updated in 2021 and re-issued as ‘A Guide to Good Practice for Digital and Data-
Driven Technologies’ (UK DHSC 2021). Considering developments such as the 
United Kingdom’s departure from the EU (Brexit) and the creation of the Centre 
for Improving Data Collaboration, the guide consists of 12 principles for the safe 
and ethical development, use and procurement of AI and data-driven technologies 
for use within the NHS. Like its earlier iteration, the guide is designed to support 
innovators in understanding what the NHS is looking for when it buys digital and 
data-driven technology for use in health and care. 

Type of initiative 
or scheme

Sector Country or 
region

Stage of 
development

Audience

Code of conduct Healthcare United 
Kingdom

Operational 
(developed in 2018 
and updated in 2021)

AI software developers, 
digital service providers 
and vendors 

What is the initiative or scheme or code of conduct trying to achieve?

Developed by the UK DHSC, ‘A Guide to Good Practice for Digital and Data-Driven Technologies’ (hereafter 
referred to as ‘the Guide’) is aimed at ‘supporting innovators in understanding what the NHS is looking 
for when it buys digital and data-driven technology for use in health and care’ (UK DHSC 2021). Targeted 
at health digital service providers developing and providing digital and data-driven technology, including 
AI, for use within the NHS, the Guide seeks to provide practical advice on how to adhere to key principles 
including privacy, security interoperability and inclusion (UK DHSC 2021). In this way, the overarching 
intention of the Guide is to ensure a smooth path between development and procurement so that the 
NHS may realise the benefits that digital technologies can bring in a manner that takes into account 
issues such as transparency, accountability, safety, efficacy, explicability, fairness, equity and bias (UK 
DHSC 2021).

What are the key areas and requirements?

The Guide covers 12 principles to ensure the safe and effective use of technology in the NHS, discussed 
below. 
1. How to operate ethically
Developers are asked to ensure that AI and data-driven technologies are adopted and used in a safe 
and ethical manner. Developers are asked to review the UK public sector ‘Data Ethics Framework’ 
(Government Digital Service 2020) and abide by its guiding principles. ‘Data Ethics Framework’ is 
designed to inform and enable the development and adoption of safe, ethical and effective digital and 
data-driven health and care technologies (Government Digital Service 2020). It sets out the behaviour 
expected from those developing, deploying and using data-driven technologies, to ensure that everyone 
abides by the ethical principles for data initiatives developed by the Nuffield Council on Bioethics (2015). 
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2. Have a clear value proposition
Developers are asked to ensure that the product is designed to achieve a clear outcome for users or the 
system (UK DHSC 2021). Suppliers and potential suppliers are asked to explain how their innovation or 
technology will result in better provision and/or outcomes for people, and the health and care system. 
This could include aspects such as improvements in patient outcomes or experience and the generation 
of new knowledge and capabilities. This value proposition also needs to show ‘an understanding of users’ 
needs’ and to ‘provide outcome measures that will be used to evidence success and identify potential 
improvements’ (UK DHSC 2021).
3. Usability and accessibility
Developers are required to ensure that the product is easy to use and accessible to all users. Suppliers 
are expected to be able to demonstrate how they have designed and evaluated their product with users 
during every stage of the life cycle and to consider the needs of a diverse set of users. Additionally, 
developers are required to adhere to the NHS’ policy ‘Internet First’, which aims to ensure that all health 
and social care digital services are internet-facing and available over the public internet for health and 
social care professionals to work flexibly from a variety of locations, using a range of access methods 
(NHS Digital 2020b).
4. Technical assurance
Developers are asked to ensure that their products and platforms are appropriately tested and fit for 
purpose. Types of testing envisaged include bias testing and monitoring, integration testing, performance 
and load testing (UK DHSC 2021). Furthermore, the solutions should put in place appropriate measures 
for ongoing technical support and the ability to roll back to previous versions in addition to appropriate 
disaster recovery and business continuity plans (UK DHSC 2021).
5. Clinical safety
The Guide requires all digital health technologies provided to be clinically safe to use. To sell into the NHS, 
manufacturers must demonstrate compliance with the clinical safety standards (NHS Digital 2020a). 
Among other considerations, these standards include requiring manufacturers to have a clinical safety 
management system and to carry out specific clinical risk management activities.
6. Data protection
Developers are required to demonstrate that the product collects, stores and processes users’ 
information in a safe, fair and lawful way. They must ensure compliance with the law including the 
General Data Protection Regulation (EU) 2016/679 (GDPR) and the Data Protection Act (2018), justify 
the use of patient data, and explain the necessity and proportionality of the data in use. Further 
relevant requirements – including the Information Commissioner’s Office (ICO)’s code of practice on 
anonymisation (ICO 2012) and the Caldicott Principles (National Data Guardian 2020) to ensure people’s 
information is kept confidential and used appropriately – must also be considered. 
7. Data transparency
Developers are required to ensure that they are fair, transparent and accountable about what data is 
being used in line with the GDPR and the Data Protection Act 2018. Developers are also asked to be 
transparent about the limitations of the data used and to use approaches for linking data that can provide 
differing levels of accuracy and data loss (UK DHSC 2021) Finally, AI developers are required to make 
clear the distinction between training and deployment datasets, to show what type of algorithm is being 
developed or deployed and be transparent of the learning methodology (if any) that the algorithm is 
using, and to specify potential alternative contexts and be transparent on whether the model is based on 
active, supervised or unsupervised learning when working with a partner (UK DHSC 2021).
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8. Cybersecurity
Software developers are required to demonstrate how they have made security integral to the design 
and ensured that the product meets industry best practice security standards. Of key relevance is the 
Data Security and Protection Toolkit (NHS Digital 2021) which all organisations that have access to NHS 
patient data and systems – including NHS trusts, primary care and social care providers, and commercial 
third parties – must complete. 
9. Regulation
Developers are required to verify that the product meets all relevant regulatory requirements. Of particular 
concern are the regulations to do with medical devices. Here, developers are asked to establish if the 
data-driven technology that is being developed falls under the definition of a medical device or in vitro 
diagnostic tool and follow the required regulatory conformance route required to place the product on the 
market (UK DHSC 2021). Developers are asked to consider the implications of Brexit for the regulation of 
medical devices, in particular, the ongoing review of the United Kingdom’s approach to medical devices 
and in vitro diagnostics by the Medicines and Healthcare products Regulatory Agency (MHRA 2020)
10. Interoperability and open standards
Developers are asked to ensure that the product makes the best possible use of open standards to 
ensure data quality and interoperability. Developers are made aware of how important it is that relevant 
technologies in the health and social care system are interoperable in their hardware, software and 
the data contained within. It is also important that data is recorded in a particular standardised way as 
this allows useful information to be gathered from multiple sources, to join up care (UK DHSC 2021). 
Furthermore, developers are required to adhere to data standards and to standards on the use of 
application programming interfaces (APIs) and ensure the use of standard open-source libraries for 
generating and parsing data in an open format (UK DHSC 2021)
11. Generate evidence that the product achieves clinical, social, economic or behavioural benefits
Developers are required to ‘consider the generation of evidence as something that happens in parallel 
with the development of the product and builds throughout the product’s life’ (UK DHSC 2021). This 
includes proving that the product performs appropriately for its intended use and validating the product 
through testing. Developers are also encouraged to use the tools and resources provided by the National 
Institute for Health and Care Excellence (NICE) including its evidence standards framework for digital 
technologies (NICE 2021a) and technology evaluation programmes, such as the Medical Technologies 
Evaluation Programme (NICE 2021b)
12. Define the commercial strategy
Developers are asked to carefully consider the implications of NHS data usage for commercial 
arrangements and partnerships. The DHSC is particularly concerned with ensuring that the NHS, patients 
and the public gain fair benefit from the commercial use of NHS data. More specifically, the Guide states 
that ‘if an NHS data asset is being used to the benefit of a technology developer, the NHS and tech 
development must each undertake a comprehensive consideration of what constitutes “fair value”’ (UK 
DHSC 2021). This is of particular concern where a technology uses AI and there are additional safety and 
effectiveness considerations (UK DHSC 2021).
In concluding these 12 principles, the Guide encourages developers to contact NHSX,22 which has set 
up the Centre for Improving Data Collaboration to facilitate data partnerships between the NHS and 
industry, for specialist commercial and legal advice (UK DHSC 2021). The Guide has links to other similar 
resources, including relevant standards, documents and government guidelines, aimed at supporting 
adoption and compliance with the code. 

22 NHSX is a joint unit bringing together teams from the DHSC, NHS England and NHS Improvement to drive the digital 
transformation of care. For more details see: https://www.nhsx.nhs.uk/.
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C.19. Open Ethics Label

Name of initiative Open Ethics Label

Issuing 
organisation

Open Ethics 

Concise summary

The organisation Open Ethics was created to address the problem of one size fits 
all regulation, recognising that cultural understanding is a key element of society 
accepting technology. Therefore, the organisation aims to encourage a consumer 
centric approach to AI by making risks visible and predictable, and to promote 
consumers’ right to know about the AI products they use. The Open Ethics label is 
one of four initiatives of the organisation, and the label aims to strengthen users’ 
trust in AI systems by encouraging and supporting AI transparency (similar to 
a pharmaceutical or food label). This label provides information for consumers 
to enable better decision making; for software developers the label is a type of 
disclosure tool to provide information about their product. The information a 
developer can disclose is organised into three categories: how the system uses 
data, how the data is processed by the system, and what decisions the system 
makes. Any or all of this information can be declared. There is space within the 
Open Ethics disclosure form to provide additional information outside these three 
categories, but any additional information will not be reflected in the final Open 
Ethics label. Answers to questions in each of these categories will then create a 
HTML code or image which in turn can be placed on an AI product (see examples 
of these images below). While this label is active on the Open Ethics website, 
Open Ethics is not acting as an auditor or independent reviewer, so assumes no 
responsibility for verifying the information a software developer provides. Thus the 
Open Ethics label can currently be considered more a communication tool rather 
than an oversight tool.

Type of initiative 
or scheme

Sector Country or 
region

Stage of 
development

Audience

Label 
Data and 
decision 
technology (AI) 

Global 
initiative 

Operational 
since 2017

To be used by developers and 
product owners of an AI system in 
order to provide transparency to 
end-users
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What is the initiative or scheme trying to achieve?

The organisation Open Ethics aims to promote a consumer centric approach to AI making risks visible 
and predictable, believing consumers have a right to know about the AI products they are using. The 
organisation was created after the founder’s involvement with the EU regulatory project SHERPA, which 
aimed to share the ethical dimensions of smart information systems. Open Ethics was created to 
address the problem of one size fits all regulation, where regulators should be able to build their products 
but not be constrained by regulation while simultaneously recognising that cultural understanding is an 
important factor in the acceptance of technology (e.g. acceptable technical standards in the EU may be 
different from what is acceptable in the United States or China). The organisation as a whole aims to 
address the asymmetry of information that exists between the consumer and the developers, in order for 
the consumer to trust what is being deployed (INT05). 
The Open Ethics labelling initiative intends to strengthen users’ trust in AI systems by encouraging and 
supporting AI transparency (by reducing the asymmetry of information that exists between the consumer 
and developer) (INT05). In a similar manner of a pharmaceutical label or food label, providing a label for 
AI products allows a consumer to understand what is in a product and to choose which product best 
suits their needs (INT05). For software developers, the Open Ethics AI label is a type of disclosure tool 
where they can voluntarily provide information about their product by submitting a form.
It is important to note that Open Ethics AI assumes a zero-level trust system, where no one actor is 
trusted by default (INT05). The developer completes a disclosure form voluntarily and Open Ethics AI 
does not have any oversight of this disclosure procedure (no audits are completed). If an organisation 
wants to validate its disclosure form, it can hire an independent, third-party auditing company to confirm 
its disclosure form is accurate and the Open Ethics label can be updated on the basis of this validation, 
but Open Ethics AI is not involved in hiring or completing an auditing process (INT05). The form is 
therefore less of an oversight tool and more a communication tool, offering a standardised language tool 
which developers can used to explain their products in a more consumer friendly way. 



104

What are the key areas and requirements?

For an organisation to produce an Open Ethics AI label an online form must be completed, which is 
accessible through the Open Ethics website. The form assesses how the system uses data, how the data 
is processed by the system, and what decisions the system makes. A developer can disclose how the 
system uses the data by identifying the different ways to train data (proprietary dataset, limited access 
dataset, open dataset, rule-based heuristic). To identify how the system processes the data the developer 
can disclose the algorithm type (proprietary source, open source). Then the developer discloses the 
decision space (restricted decision space, unrestricted decision space). For a developer to identify and 
disclose the different elements of their AI system correctly they can refer to the Open Ethics website 
and look at definitions on the taxonomy page (barring definitions for a rule-based heuristic method for 
training data and source code). These are some of the definitions (Open Ethics n.d.c): 
1. Training data:

The training data is an initial set of data items (examples) used to train an AI model to produce
results. Typically, in AI model development, training sets make up the majority of the total data
available for model development. The allocation ratio between Training, Test, and Validation is
usually around 60%:20%:20%.
• Proprietary dataset:

In the context of training the machine learning models, Proprietary Dataset is the fuel that can
turn a commoditized workflow software into rich, competitively ‘defensible’ engine. Proprietary
Dataset could be created, aggregated, or both. There are different methods to build Proprietary
Datasets, such as: scraping publicly available but scattered data, exploring partnerships with
established entities, crowdsourcing data collection and labelling, or collecting data from the use of
the products/services.

• Limited access dataset:
A Limited Access Dataset is a set of data that may be disclosed to an outside party without data
subject authorization if certain conditions are met. Usually, the purpose of the disclosure may only
be for research, security, public health or health care operations. Second, the organization/person
receiving the Limited Access Dataset must sign a data use agreement with Data Controller.

• Open dataset:
Open data is data that can be freely accessed, used, shared and built on by anyone, anywhere, for
any purpose.

• Rule-based heuristic: n/a.
2. Source code: n/a.

• Proprietary source:
Proprietary software is any software that is copyrighted and bears limits against use, distribution
and modification that are imposed by its publisher, vendor or developer. In general, proprietary
software doesn’t provide end-users or subscribers with access to its source code.

• Open source:
Open-source software (OSS) is a type of computer software in which source code is released
under a license where the copyright holder grants users the rights to study, change, and
distribute the software to anyone and for any purpose. The main principle of Open Source is peer
production, with products such as source code, blueprints, and documentation freely available to
the public.

3. Decision space:
A decision space is the set of all possible decisions that the system can make. For example, the
decision space of a traffic light is a set of states that it shows, such as Green, Yellow, Red, blinking
Yellow, and Not working at all.
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• Restricted decision space:
The Decision Space is called ‘Restricted’, when the set of AI model outputs is known and
predefined. The above example of traffic light has a Restricted Decision Space.

• Unrestricted decision space:
The Decision Space is called ‘Unrestricted’, when the set of AI model outputs is not limited, e.g.
when either the type of output is not predicted or the output itself is generated by the model.

A developer can also choose to provide extra descriptions about the data collection and labelling 
practices, choices made for development and use of existing code libraries, or types of decisions and 
outputs the system generates. A developer may also provide additional information about the processing 
approaches, which could include personal data records, human-in-the-loop or URL sources. 
The process follows seven steps (Open Ethics n.d.b):

Product owner submits the form, describing Training Data, Algorithms, and the Decision Space;
Open Ethics receives the submission and adds a timestamp to it;
Open Ethics issues a SHA3-512 cryptographic signature on submitted data;
Open Ethics generates a machine-readable JSON file of Open Ethics Transparency Protocol;
Open Ethics generates embeddable HTML code with the Open Ethics Label;
Product owner pastes the HTML code of the Open Ethics Label on his product’s website;
Users get visual information about any AI system from the labels icons.

These form declarations create a unique HTML code or image for each declared element. This HTML 
code can be used by the developer and inserted into a website code to communicate the main elements 
of the product. Each category has a set of symbols assigned to each element within the category. 
Labelling by categories (Open Ethics n.d.a)

A developer can choose to declare one or all three of these categories, but the elements within each 
category are exclusionary (so either open-source code or proprietary source code can be declared within 
the code source category, but not both). For example, a product which uses an open data set, open-
source code and restricted decision space will look different from a product which uses a limited access 
data set, proprietary source code and unrestricted decision space.
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Here is an example of AI labelling (Open Ethics n.d.a):

The label does not weight products against each other or create a hierarchy of products – such as 
assigning normative assessments of the products, for example stipulating that an open set data set 
is more transparent than a limited access data set. It is simply describing these three categories and 
elements within these categories. Any additional information given outside these codes will not be 
communicated through the label but is recorded by Open Ethics AI in its data set (for example, the extra 
declarations about the processing approaches are not communicated through the labelling). 
Active examples of the Open Ethics AI label can be found on the PocketConfidant and Quantum Brain 
Research Institute AI websites (PocketConfidant 2020; Quantum Brain Research Institute 2021).
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C.20. ORCAA Seal

Name of initiative ORCAA Seal

Issuing 
organisation

O’Neil Risk Consulting & Algorithmic Auditing

Concise summary

The ORCAA Seal is offered by the firm O’Neil Risk Consulting & Algorithmic 
Auditing (ORCAA). ORCAA aims to help companies manage and audit their 
algorithmic risk in order to ensure algorithms are fair, unbiased and non-
discriminatory. The auditing process a company undergoes to receive a seal 
includes the development of an ethical matrix, which measures the interest of the 
company versus the wider concerns of anyone who is impacted by the algorithm. 
The seal can be placed on a client’s website to signal to consumers that the 
company has passed the audit. The seal was created in 2018 as part of the AI 
auditing package and aimed to act as a visual emblem to indicate the company’s 
algorithms have been audited, but to date the ORCAA seal has only been used 
once by the company Rentlogic, and the seal helped Rentlogic receive more 
funding from investors. 

Type of initiative or 
scheme

Sector Country or region Stage of 
development

Audience

Seal by a private 
company 

All sectors United States Pilot launched for a 
client in 2018, not 
used since 

Consumers and 
funders

What is the initiative or scheme trying to achieve?

The founder of ORCAA is broadly concerned that algorithms reinforce discrimination and widen 
inequality (Hempel 2021). Therefore, ORCAA audits algorithms to ensure they don’t break civil rights laws 
and are not inaccurate or discriminatory (Schwab 2018). The seal acts as a ‘signal’ to consumers that 
the product uses algorithms and the company producing or managing the algorithm is trustworthy (as 
it has undergone an audit) (Schwab 2018). The seal can go on a company’s website and signals to the 
consumer the company has passed the audit (Schwab 2018).

What are the key areas and requirements?

When ORCAA audits an algorithm, it asks two questions: what does it mean for this algorithm to work? 
and how could this algorithm fail, and for whom? (ORCAA n.d.). ORCAA answers these questions with the 
companies and other organisations which hire them, and when answering them attempts to incorporate 
and address concerns from multiple stakeholders (not just those who build or deploy the algorithm). 
The ORCAA auditing process recognises that an algorithm is not good or bad per se, but rather it is 
how it is used which determines its risk and impact (INT10). Therefore, in the context of an algorithm, 
a predefined checklist of assessment criteria is unlikely to suffice for an ethical review of the algorithm 
(INT10). Therefore, the ORCAA auditing process takes a broader approach than that, and considers each 
algorithm individually, considering the following dimensions (INT10): 
• Context: clearly define the algorithm being audited and how it is being used. The aim is to

establish who is subject to any decisions or scores, the geographic area (e.g. jurisdiction for legal
coverage), who is deploying the algorithm, what layers of human oversight exist, and how is this
being disclosed? Once we have notion of context, we look for stakeholder groups that have an
interest in how this algorithm performs.
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• Stakeholders likely to be impacted. The aim is to establish stakeholder groups that have an
interest in how the algorithm performs: to understand how an algorithm could succeed or fail for
stakeholders; to establish a local definition of a particular ethical principle; and to assess stakeholder
concerns against this definition.

This process does not involve using a fixed checklist, but rather having an interactive discussion, which 
recognises that people’s concerns are not the same over time (INT10).
The auditing process includes developing an ‘ethical matrix’, which is a list of the company in question’s 
concerns (such as profit, efficiency, data quality) and the concerns of anyone whom the algorithm 
impacts (such as people of different races, gender or abilities) (Schwab 2018). The matrix is then colour 
coded (green = all good, yellow = there could be a problem, red = harm is being done in some capacity), 
after which ORCAA works with the company to adjust their algorithms to remove all the red from the 
boxes. The length of time to certify the algorithm depends on the number of people the algorithm 
impacts. 
The company ORCAA charges by the hour, with the stamp of approval consisting of an extra charge, 
and so clients can choose to just buy the audit and not the seal. To date only one client (Rentlogic) has 
undergone the auditing process and used the seal (AlgorithmWatch 2020; Hempel 2021; Schwab 2018). 
The seal helped Rentlogic obtain funding, as it signalled to investors the company’s algorithms had been 
audited (Hempel 2021).
There have been several criticisms associated with the ORCAA seal. One critique is that the seal turns 
auditing into a ‘branding’ or ‘marketing’ exercise (Hempel 2021; Schwab 2018). O’Neil Risk Consulting 
was subject to public critique after one of their clients, HireVue, was critiqued about biases within their 
interviewing process which used algorithms (Ng 2021). HireVue quoted the O’Neil Risk Consulting 
auditing process within their public press release, raising questions of whether this type of private audit 
was being used as a PR stunt (Ng 2021). A main problem with algorithmic auditing is that companies 
may use these audits to improve their algorithms but they also may not, and without industry standards 
or regulations to hold auditors or companies to account this is unlikely to change (Ng 2021). This 
questions the benefits of using a seal in private auditing practices.
Another critique comes from the ORCAA seal founder, who points out that clients who approach the 
firm tend already to be concerned about the social impact of their algorithms (AlgorithmWatch 2020). 
In contrast, companies that are not as concerned about harmful algorithms tend not to hire ORCAA’s 
services. Therefore, this questions the effectiveness of company self-regulation. To be impactful, 
regulators need to create real, enforced regulation (at the federal level for the United States), which has 
explicit criteria for compliance. Another consideration is that if the market is to be filled with private 
auditors, then there needs to be greater transparency or oversight. For example, the methodology of the 
audit should be publicly available even if the source code of the algorithms they measure is not. 
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C.21. RAI Certification Beta

Name of initiative RAI Certification Beta

Issuing 
organisation

The RAI Institute in partnership with the Global AI Action Alliance (World Economic 
Forum) and the Schwartz Reisman Institute for Technology and Society at the 
University of Toronto 

Concise summary

RAI Certification Beta is an independent certification programme for the responsible 
and trusted use of AI systems. The programme is intended for multiple users (e.g. 
organisations involved in the design, development and deployment of AI systems, 
as well as users and regulators, among others). The certification aims to increase 
trust among end-users through signalling that the AI system was built following 
certain standards. The certification will be assessed against five key dimensions, 
based on the OECD’s AI principles: robustness, accountability, bias and fairness, 
data quality, and explainability and interpretability. The RAI certification will be 
accredited by national accreditation bodies and delivered by independent third-
party auditors.

Type of initiative Sector Country Stage of 
development

Audience

Certification 
programme 

Generic 
(across 
sectors)

Global 
Initiated in 2019; 
beta version 
launched in 2021

Multiple: senior executives, 
compliance officers, procurement 
officers, regulators, investors, 
consumers, trusted integrators

What is the initiative or scheme trying to achieve?

RAI Certification Beta is intended to be an independent certification programme for the responsible 
and trusted use of AI systems (RAI Institute 2021). The programme is intended for multiple users 
(organisations involved in the design, development and deployment of AI systems, but also users, 
regulators, among others). The certification aims to create a measurable and repeatable assessment for 
AI systems and, in doing so, increase trust among end-users through signalling that the AI system was 
built following certain standards. 
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What are the key areas and requirements?

The RAI Certification Framework assesses AI systems using three main components: data, model and 
contextual deployment of the system; ethical principles; and field of application (RAI Institute 2021).
The certification assesses the data, model and contextual deployment of the AI system, considering 
that these factors contribute to its efficacy, fairness and usefulness (RAI Institute 2021). 
The RAI certification criteria are drawn from multiple sources of research, but are primarily focused on 
the OECD’s AI principles, in which systems are assessed against five key dimensions (RAI Institute 2021): 
• Robustness: ‘AI systems must perform consistently and safely under noisy and dynamic

circumstances, and not pose unreasonable safety risk.’
• Accountability: ‘Organisations developing or operating AI systems should be held accountable for

their proper functioning.’
• Bias and fairness: ‘AI systems should mitigate unwanted bias and drive inclusive growth to benefit

people and the planet.’
• Data quality: ‘AI systems should respect data privacy and avoid using unrepresentative customer

data beyond its intended and stated use.’
• Explainability and interpretability: ‘AI systems should be explainable to ensure that people

understand AI-based outcomes and can challenge them.’
The certification also considers three contextual criteria (RAI Institute 2021): 
• Domain: Ensures compliance with relevant regulations and industry best practices within a given

sector.
• Region: Considers the geographical application of the system.
• Technology or system type: Assesses by type of AI system (e.g. chatbots, facial recognition, robotic

processing automation etc.) to ensure the greatest effectiveness.
The RAI certification will be accredited by national accreditation bodies and delivered by independent 
third-party auditors (RAI Institute 2021). As part of the pilot phase, the programme will undergo 
conformity assessment performed by national accreditation bodies (RAI Institute 2021). The certification 
will depend on existing compliance with standards and protocols as well as proof of education and 
training. 
There are a few challenges associated with the certification (RAI Institute 2021):
• The scope and context within which the AI system will be used. Differences in how AI systems

are used are based on their domain, region and technology or system type (RAI Institute 2021).The
potential risks presented by an AI system will depend on the context within which it is used and
deployed, rather than stem from the system per se (INT06). A potential certification mechanism
will need to consider the context or use case when assessing the degree of risk presented by an AI
system (INT06). Therefore, as part of the beta phase of the initiative, the certification programme
will be tested in the context of specific use cases. The initiative will be initially piloted across the
following sectors: financial (fair lending, fraud detection); health (automated diagnosis and treatment,
health recommendation systems); and labour (automated hiring) (RAI Institute 2021). These sectors
were chosen because they encompass issues most critical to society; have the highest uses of AI
systems in industry; have current regulations that could apply; and have anticipated regulations
(RAI Institute 2021). In the future, other sectors of focus will potentially include retail (behavioural
nudging), finance, health, social services and social media (RAI Institute 2021).

• The length of validity of the certification. It is expected that AI systems will be able to adapt and
learn quickly, so part of the beta phase testing involves determining the length of validity of the
certificate (RAI Institute 2021).
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C.22. SECure: A Social and Environmental Certificate for AI Systems

Name of initiative SECure: A Social and Environmental Certificate for AI Systems

Issuing 
organisation

Montreal AI Ethics Institute

Concise summary

The SECure initiative aims to incentive the AI sector to build eco-socially 
responsible AI systems. It uses an ESG framework to encourage social and 
environmentally responsible AI. The ESG framework consists of four pillars: 
compute-efficient machine learning, federated learning, data sovereignty, and the 
creation of a SECure certificate (also referred to as the LEEDesque certificate). 
It is the fourth pillar, the SECure/LEEDesque certification, which fits with this 
research project. The SECure/LEEDesque certification process is designed to 
inform consumer choice between AI products, which in turn creates an economic 
incentive for industry actors to produce eco-socially responsible AI.

Type of initiative or 
scheme

Sector Country or 
region

Stage of development Audience

Certificate AI sector Canada This was a proposed 
certification programme in 
2020

Consumers and AI 
industry 

What is the initiative or scheme trying to achieve?

The SECure initiative aims to assess the environmental and social impacts of AI systems (Gupta et al. 
2020). Using a four pillared ESG framework, this initiative highlights the impact AI systems have on the 
environment and society at large, and also suggests tools consumers and developers can use to make 
informed decisions when using and developing AI systems (Gupta et al. 2020). The initiative includes four 
‘pillars’: 
• Computer-efficient machine learning – proposes standardised metrics as a way of making quantified

comparison across different hardware and software, in order to allow people to make informed
decisions when picking one solution over another.

• Federated learning – a mechanism to do on-device training and inference of machine learning
models. Using this technique to mitigate risks and harm that arise from centralising data (data
breaches and privacy intrusions).

• Data sovereignty – strong data ownership and giving individuals control over their data and how their
data is used, for what purposes and for how long.

• LEEDesque certificate – this certificate is within the scope of this research project.
The LEEDesque certificate aims to enable consumers to make informed decisions about AI products and 
services(Gupta et al. 2020). It is compared to a Fairtrade product label, as it aims to scrutinise the entire 
supply chain of building and deploying the AI system. It empowers consumers to make well-informed 
choices on which products and services to use. Specifically, the LEEDesque certificate aims to create 
opportunities for consumers to choose environmentally responsible AI. The LEEDesque certificate will 
label systems that have been certified as environmentally and socially responsible (Gupta & Lanteigne 
2020). By prompting consumers to choose certified products, this in turn creates an economic incentive 
for businesses to change behaviours. The certificate will also help businesses to assess their systems 
against competitors and other actors in the market (Gupta et al. 2020). 
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What are the key areas and requirements?

The overarching SECure initiative is informed by the four pillars and takes an ESG approach, but the 
LEEDesque certificate concentrates on the intersection between AI and environmental issues (such as 
energy use, carbon impact or carbon offsets) (Gupta et al. 2020). 
The LEEDesque certificate has several components: 
• A certification agency, which lays out the requirements to be issued a certificate. Ideally, multiple

certification authorities could offer their services, further lowering cost barriers and improving
market competitiveness while still offering a comparative benchmark across the industry.

• A reviewer, which is an independent authority that has the technical expertise to confirm that the AI
system meets the needs and requirements of the standard.

• A statement of applicability, which considers how much of the system was covered under the scope
of the evaluation (Gupta et al. 2020). Certificates can be limited in what they assess, and when an
evaluation system is created it can be limited to the systems which exist and what is relevant in
that particular moment in time. The statement of applicability clarifies what parts of the system are
considered in the certification, but this predefined criterion is not typically publicly available. This
certification programme suggests embedding the statement of applicability into the certification so
that all parts of the certificate are available to the public. As AI systems constantly evolve at a fast
pace, this certificate programme also suggests that organisations will need to recertify continually to
ensure the certificate accurately reflects the current state of the system.

• Automation, to cut down on administration costs. This can help ensure that the certificate does not
become too costly and hamper competition in the sector, for example lower costs would help ensure
that smaller businesses will be able to afford to become certified.

• Surveys, to identify what information users are seeking from the certification and how the
information can be communicated effectively. Practitioners should also be surveyed to ensure
the certification is built in a way that suits their needs, which in turn should encourage widespread
industry adoption.

Overall, the LEEDesque certificate is beneficial as it offers an industry-wide standardised measurement. 
These types of standardised measurements should be intelligible to a wide group of people and 
empower users by allowing them to have better understanding about the impact of their purchasing 
decisions. 
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C.23. The Certification as a Mechanism for Control of Artificial
Intelligence in Europe

Name of initiative The Certification as a Mechanism for Control of Artificial Intelligence in Europe

Issuing 
organisation

Research submitted to the EU’s European AI Alliance written by Professor Carols 
Galán

Concise summary

This paper suggests the creation of an audit and a certification of conformity. 
These will complement each other and act as ex-post controls on the 
development and implementation of AI technology, products and services. The 
certificate will need to include a scheme of evaluation and certification and a 
European standard which regulates it and determines the involved stakeholders. 
The paper suggests the first of these will be the most challenging to develop, and 
so should be prioritised. 

Type of initiative or 
scheme

Sector Country or 
region

Stage of 
development

Audience

Certification 
scheme

All sectors European 
Union 

Proposed in 
2019

Society at large, to encourage 
compliance with the law and 
universal ethical standards 

What is the initiative or scheme trying to achieve?

In a paper Professor Carols Galán for the EU’s European AI Alliance proposes the creation of a 
certification of conformity in order for AI technology, products or services to conform with legal 
regulation and to respect universally accepted ethical principles within Europe. The paper argues that 
AI must be human-centric and have an ethical purpose as it is developed, deployed and used. In order 
to achieve reliable AI, these ethical principles should be based on fundamental human rights, social 
values and principles of beneficence (doing good), non-maleficence (non-harming), human autonomy, 
justice and explainability (Galán 2019). Galán argues that AI systems must respond to minimum security 
standards of security (within their internal logic and exogenous factors) ensuring that they are not 
causing damage to users and recipients. They should also be compatible with the principles of human 
dignity, integrity, freedom, privacy, cultural and gender diversity, and fundamental human rights. The 
paper goes one step further than the security perspective to argue that AI systems must comply with 
ethical principles or a specific legal system. To define these requirements, an impact analysis is needed 
to understand the impact an AI system has on society, especially if the AI is to have an effect on the 
rights or freedoms of people or the socio-economic order. The paper suggests creating certifications 
of conformity and audit, to complement each other and encourage the creation of human-centric AI 
products and services. 

What are the key areas and requirements?

The growing challenge with AI is how to develop a system which conforms to current legal and ethical 
standards. There are two complementary ways this can be achieved: ensure the AI technology’s 
construction systems incorporate a set of rules which are able to adjust the behaviour of the AI products 
or services to align with ethical or legal rules of AI applications, and use an audit to ensure that AI 
products and services conform to predefined ethical or legal behaviour (Galán 2019). 
This research project focuses on the second approach as it includes the certification of conformity, 
which is a mechanism of ethical or legal control over AI technologies, products or services, and the 
certification is rewarded on the basis of the results of an independent audit. 
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The proposed AI certification model includes various definitions:
• AI technology: consists of products and services that have the ability to interpret correctly external

data, learn from such data and use that learning to achieve specific objectives and tasks through
flexible adaption.

• AI products and services: those that may be used (general or specific purpose) by recipients
(consumers or end-users) and whose configuration components include elements belonging to AI
technology.

• AI models: use heuristic procedures (computation models that consider not only the input data but
also accumulated experience and knowledge derived from such experiences), this is what we call the
adaptive capability of AI.

• Audit: a process which indicates the extent to which an object accords with the provisions of the
reference standard in question.

• Certificate of conformity: to be issued if the compliance audit is satisfactory by the conformity
assessment entity (by itself or an authorised third party). The certificate displays the conformity of
the technology through a standard (certification scheme).

When directing and designing an AI system, manufacturers should consider both the external and 
internal (exogenous and endogenous) aspects of AI technology which could impact the heuristic 
behaviour of the system (heuristic procedures give AI an adaptive capacity, as they are computational 
models which only consider input data while also accumulating experience and knowledge derived from 
the experience of processing input data). Exogenous considerations include the legal norms, ethical 
principles and standards the system must meet. Endogenous considerations include internal biases and 
potential faults within the AI system. All of these elements are needed to ensure that the AI technology 
has the proper guarantees to conform to the user community’s legal or ethical standards. 
Before an AI product or service reaches market, assurance is needed to confirm its final behaviour 
is as expected. This includes reviewing the suitability of the product or service and guaranteeing the 
technology used for the AI product or service design and development. This can be completed before 
or after (ex-ante or ex-post control) the product or service’s design and development. However, while 
this type of product and service verification is potentially the most important authentication, it will not 
necessarily be enough to guarantee that the AI technology is ethical or legal, further verification that the 
technology remains ethical and legal after the insertion of the AI product or service is required. 
An ex-ante control is preferable but not easy to implement and often relies on the goodwill of designers, 
developers or implementors. Therefore, the concentration is on ex-post control to determine the 
‘goodness’ of the AI product or service after it is already built but before it is commercialised or deployed. 
This includes the use of audits and certifications of conformity. In this model, in order for the certificate 
to be rewarded, an audit needs to be passed to ensure the AI system meets the chosen provisions of 
reference (types of reference standard to ensure that the referencing and standards chosen are the best 
possible). The certificate is an outward display of conformity with the standard (certification scheme). 
It needs to have two elements: a scheme of evaluation and certification of the conformity of the AI 
technologies, products or services, and a European standard (preferably a regulation) which regulates 
the scheme (development, application and updating) and determines the actors involved (including the 
accreditation entities and conformity assessment entities). This model recognises that the scheme of 
evaluation and certification is the most challenging for AI systems and where work should focus. The 
certification scheme should be included into the plans derived from the European Strategy of R&D in AI. 
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C.24. Certification of Responsible Limits on Facial Recognition

Name of initiative Certification of Responsible Limits on Facial Recognition

Issuing 
organisation

World Economic Forum

Concise 
summary

This initiative is a certification scheme by the World Economic Forum to ensure that 
facial recognition technology meets specified standards of quality and to encourage 
improvements in the quality of facial recognition technology. It is audited by an 
independent third party, AFNOR, certification, which audits voluntary industry actors 
using an audit framework. 

Type of initiative 
or scheme

Sector Country or 
region

Stage of 
development

Audience

Certificate Facial 
recognition France In development

Companies, educational 
leadership of developing 
nations

What is the initiative or scheme trying to achieve?

The World Economic Forum certification system on facial recognition technology has two aims: to 
ensure that the system or service being certified meets predefined standards of quality, and to encourage 
improvements in quality (World Economic Forum 2020). 
It aims to achieve this through an independent assessment against a defined set of requirements 
listed within an audit framework. Once this audit has been tested and validated by a third party, AFNOR 
Certification, the World Economic Forum will seek to make it available to other certification bodies. These 
certification bodies should be operating to ISO/IEC 17021-1:2015, ensuring the competency, consistency 
and impartiality of bodies providing audit and certification of management systems. 
The quality management system audit may be compared to the ISO 9000 family of quality management 
standards. The certification system specifically focuses on the management of facial recognition 
systems for flow management applications and validates their compliance with the principles for action 
(World Economic Forum 2020). 
The World Economic Forum views this as a robust but flexible signalling device for industry actors 
seeking to demonstrate the trustworthiness of their products or systems. For applicants, this certificate 
could improve competitiveness, promote best practices, achieve an additional level of trust with 
customers and partners and/or comply with regulatory requirements (World Economic Forum 2020).

What are the key areas and requirements?

The standards of quality for the certification scheme include are effectiveness, efficiency, safety and 
adherence to social values and norms (World Economic Forum 2020). 
A certification body decides to issue the certification and/or to require additional verifications, such as 
a further audit, on the basis of the audit report and the auditor’s recommendations. The certificate is 
issued for a year, subject to the completion of any additional verifications decided during the audit. The 
certificate explicitly states the aspects of the management of their facial recognition systems that fall 
within the scope of the certification (World Economic Forum 2020).
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C.25. Z-Inspection

Name of initiative Z-Inspection

Issuing 
organisation

Frankfurt Big Data Lab, Goethe University Frankfurt and a team of international 
experts

Concise summary

Z-Inspection is an audit process that aims to assess whether an AI system is
trustworthy. The process is based on applied ethics and considers the Framework
for Trustworthy AI as defined by the AI HLEG, set by the EC. The Z-Inspection
audit process is based around the Trustworthy AI Assessment List defined by
the AI HLEG and consists of a self-assessment checklist of questions classified
according to the seven requirements established by the AI HLEG: human agency
and oversight; technical robustness and safety; privacy and data governance;
transparency; diversity, non-discrimination and fairness; societal and environmental
well-being; and accountability. The process is designed to be applied to a variety
of areas in which AI systems could be used, such as business, healthcare and the
public sector.

Type of initiative Sector Country or 
region

Stage of 
development

Audience

Audit process Generic (across 
sectors) Europe Proposed in 2020 Developers, users, 

the public

What is the labelling initiative or scheme trying to achieve?

Z-Inspection is an audit process that aims to assess whether an AI system is trustworthy (Zicari et
al. 2021). The process is based on applied ethics and considers the Framework for Trustworthy AI as
defined by the independent AI HLEG, set up by the EC. The process uses the definition of trustworthy AI
put forward by the EC’s AI HLEG (AI HLEG 2020; Zicari et al. 2021). The process is designed to be applied
to a variety of sectors in which AI systems could be used, such as business, healthcare and the public
sector (Zicari et al. 2021). The process has the potential to play a key role in the context of the new EU AI
regulation (crowdsourcing).



117

What are the key areas and requirements?

The Z-Inspection audit process is based around the Trustworthy AI Assessment List defined by the AI 
HLEG (2020). This consists of a self-assessment checklist of questions classified according to the seven 
requirements established by the AI HLEG (2020):
• Human agency and oversight
• Technical robustness and safety
• Privacy and data governance
• Transparency
• Diversity, non-discrimination, and fairness
• Societal and environmental well-being
• Accountability.
The research team have added two additional requirements:
• Assess if the ecosystems respect values of Western European democracy
• Avoid concentration of power.
The Z-Inspection process comprises three main phases: set up, assess and resolve (Zicari et al. 2021):
• In the set up phase staff develop a catalogue of questions, form a multidisciplinary team of

investigators, help define the boundaries of the assessment (to consider the wider political and
institutional contexts within which an AI system is used), and create a protocol (to record information
of the inspection process over time). An important part of this phase is to verify the existence of
conflicts of interest, and how to handle intellectual property during the assessment. During this
phase staff consider the time frame for the assessment, looking at risks in the present, near future
and longer term.

• In the assess phase there are four tasks: analyse usage of the AI system; identify possible ethical,
technical and legal issues; map identified ethical issues to the trustworthy AI ethical values and
requirements; and verify such requirements.

• In the resolve phase staff address any resulting ethical, technical and legal issues. They examine
possible ethical tensions and make recommendations. When required, they can prescribe ethical
AI maintenance (to monitor that the AI system continues to fulfil the trustworthy requirements over
time).

Z-Inspection can be used to audit and evaluate ethically over the full life cycle of a deployed AI system
(Zicari et al. 2021). It can be used at the design phase as a co-creation process to consider the ethical,
social, technical and legal risks when implementing the system (crowdsourcing). It can also be used after
deployment to assess the AI system (Zicari et al. 2021). The process aims to use existing frameworks
and checklists where available and fill in any gaps to ensure there is a customised assessment process.
It also features ethical maintenance, which involves monitoring the AI system over time. One of the key
elements is to involve a team of interdisciplinary experts (crowdsourcing).
Z-Inspection has been pilot tested on a specific use case, which involved evaluating a non-invasive AI
medical device designed to assist medical doctors in diagnosing cardiovascular diseases (Zicari et al.
2021). Z-Inspection was conducted with the AI system already deployed and in use in several countries in
Europe and other parts of the world (Zicari et al. 2021).






