
HS AC
An FFRDC operated by the RAND Corporation under contract with DHS

HOMELAND SECURITY
OPERATIONAL ANALYSIS CENTER

ANDREW LAULAND, BENJAMIN LEE PRESTON, KRISTIN J. LEUSCHNER, MICHELLE E. MIRO, LIAM REGAN, 
SCOTT R. STEPHENSON, RACHEL STERATORE, AARON STRONG, JONATHAN WILLIAM WELBURN, 
JEFFREY B. WENGER

A Risk Assessment of 
National Critical Functions 
During COVID-19
Challenges and Opportunities

W
hen it became clear that corona-
virus disease 2019 (COVID-19) 
had spread to the United States 
in the first quarter of 2020, con-

cerns soon arose that the virus would pres-
ent a severe, ongoing, and evolving threat to 
public health. However, the virus’s potential 
impacts on other parts of the country’s critical 
infrastructure (CI)—including the manufac-
turing, banking, law enforcement, oil and gas 
production, education, and transportation 
sectors—was less clear. As many regions of the 
United States began to shut down in March 
2020, the Cybersecurity and Infrastructure 
Security Agency (CISA), a component of the 
U.S. Department of Homeland Security (DHS), 
sought a means to actively monitor ongoing 
risk from COVID-19 to 55 National Critical 
Functions (NCFs). NCFs represent a new way 
of thinking about CI risk—one that shifts the 
focus from physical infrastructure to the func-
tions supported by CI assets and organizations, 
such as “transmit electricity,” “educate and 
train,” or “manage hazardous wastes.” CISA 
has defined NCFs as the “functions of govern-

KEY FINDINGS
 ■ A key strength of the National Risk Management Center’s 

(NRMC’s) National Critical Function (NCF) risk assess-
ment framework is its functional approach to under-
standing critical infrastructure risk, which enables an 
additional level of analysis that might be missed by a 
purely sector- or brick and mortar–based approach.

 ■ The NCF risk assessment framework, as operational-
ized by the Homeland Security Operational Analysis 
Center (HSOAC), incorporates many best practices for 
risk assessment, such as including quantitative risk esti-
mates, establishing a specific time frame for the assess-
ment of risk, and incorporating a quality assurance 
process. 

 ■ HSOAC researchers identified some challenges in the 
implementation of the framework. These include a poten-
tial bias toward high risk ratings, difficulty in determining 
whether ratings were being assigned based on the likeli-
hood of disruption or the consequences of disruption, 
limitations in assessing risk to individual NCFs in isolation 
from other NCFs, and difficulty in separating out national 
from regional impacts.

 ■ The research team also identified several opportunities 
for improving the framework in future iterations. These 
include opportunities to review and refine the drivers of 
risk examined, the indicators used to monitor risk, and 
the time scale used in assessing risk.
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ment and the private sector that are so vital to the 
United States that their disruption, corruption, or 
dysfunction would have a debilitating effect on secu-
rity, national economic security, [or] national public 
health or safety” (CISA, 2019, p. 1). 

To support its efforts in the national COVID-19 
response, CISA sought to understand the poten-
tial for significant or long-term disruption to the 
55 NCFs due to COVID-19. CISA’s National Risk 
Management Center (NRMC), a planning, analysis, 
and collaboration center focused on addressing 
the country’s highest-priority CI risks, asked the 
Homeland Security Operational Analysis Center 
(HSOAC), a federally funded research and develop-
ment center operated by the RAND Corporation, 
to operationalize the NRMC’s NCF risk assess-
ment framework and to complete individual risk 
analyses on an ongoing basis for the 55 NCFs. This 
effort, which constituted the first application of the 
NCF risk assessment framework, would support the 
NRMC’s efforts to anticipate, assess, and analyze 
risks to the NCFs; develop risk management options; 
and identify options for mitigating risk.

HSOAC began its work in mid-March 2020 and, 
in the subsequent two months, identified indicators 
and data sources to measure risk for each function, 
built out other components of the risk assessment 
framework, and completed two rounds of detailed 
assessments for all 55 NCFs. The team subsequently 
provided updates to these assessments on a rolling, 

weekly basis up through January 2021, and simulta-
neously worked to refine and strengthen the frame-
work as lessons emerged from the application and a 
review of best practices in risk management and risk 
assessment. 

This report presents insights into the use of 
the NCFs in risk assessment and management and 
identifies opportunities to enhance and refine the 
methods and protocols for assessing, managing, and 
communicating risk, including those embedded in 
the framework. 

A Function-Based Approach to 
Assessing Critical Infrastructure Risk

In its analyses of risk from COVID-19, HSOAC 
was asked to employ the NRMC’s NCF risk assess-
ment framework. We highlight some key features of 
the approach here and provide more detail on the 
approach in “Overview of the NCF Risk Assessment 
Framework.”

In scoping out the risk assessment task, the 
NRMC adopted DHS’s formal definition of risk as the 
“potential for an unwanted outcome as determined 
by its likelihood and the associated consequences” 
(Management Directorate, 2017, p. 563). The DHS 
lexicon offers an extended version of this defini-
tion that considers “hazard/threats, assets and their 
vulnerabilities, and consequences” (Management 
Directorate, 2017, p. 563). The important aspect of 
this extended definition is the emphasis on vulner-
ability, which acknowledges that factors beyond the 
immediate hazard influence the nature and magni-
tude of consequences.

The NRMC asked HSOAC to assess risk from 
COVID-19 to each of the 55 NCFs, which are shown 
in Table 1. The NCFs represent a new way of thinking 
about CI risk. Since its inception, DHS has focused 
on 16 CI sectors

whose assets, systems, and networks, whether 
physical or virtual, are considered so vital to 
the United States that their incapacitation or 
destruction would have a debilitating effect on 
security, national economic security, national 
public health or safety, or any combination 
thereof. (CISA, 2020c)

Abbreviations

CI critical infrastructure
CISA Cybersecurity and Infrastructure 

Security Agency
COVID-19 coronavirus disease 2019
DHS U.S. Department of Homeland 

Security
ECIW essential critical infrastructure worker
HSOAC Homeland Security Operational 

Analysis Center
NCF National Critical Function
NIAC National Infrastructure Advisory 

Council
NRMC National Risk Management Center
PPE personal protective equipment
ROE risk of exposure
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TABLE 1

The National Critical Functions

Category NCF

Connect Operate Core Network

Provide Cable Access Network Services

Provide Internet Based Content, Information, and 
Communication Services

Provide Internet Routing, Access, and Connection 
Services

Provide Positioning, Navigation, and Timing 
Services

Provide Radio Broadcast Access Network 
Services

Provide Satellite Access Network Services

Provide Wireless Access Network Services

Provide Wireline Access Services

Distribute Distribute Electricity

Maintain Supply Chains

Transmit Electricity

Transport Cargo and Passengers by Air

Transport Cargo and Passengers by Rail

Transport Cargo and Passengers by Road

Transport Cargo and Passengers by Vessel

Transport Materials by Pipeline

Transport Passengers by Mass Transit

Manage Conduct Elections

Develop and Maintain Public Works and Services

Educate and Train

Enforce Law

Maintain Access to Medical Records

Manage Hazardous Materials

Manage Wastewater

Operate Government

Perform Cyber Incident Management Capabilities

Prepare for and Manage Emergencies

Category NCF

Manage, 
continued

Preserve Constitutional Rights

Protect Sensitive Information

Provide and Maintain Infrastructure

Provide Capital Markets and Investment Activities

Provide Consumer and Commercial Banking 
Services

Provide Funding and Liquidity Services

Provide Identity Management and Associated 
Trust Support Services

Provide Insurance Services

Provide Medical Care

Provide Payment, Clearing, and Settlement 
Services

Provide Public Safety

Provide Wholesale Funding

Store Fuel and Maintain Reserves

Support Community Health

Supply Exploration and Extraction of Fuels

Fuel Refining and Processing Fuels

Generate Electricity

Manufacture Equipment

Produce and Provide Agricultural Products and 
Services

Produce and Provide Human and Animal Food 
Products and Services

Produce Chemicals

Provide Metals and Materials

Provide Housing

Provide Information Technology Products and 
Services

Provide Materiel and Operational Support to 
Defense

Research and Development

Supply Water

NOTE: This table is adapted from CISA, undated b.
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The NCFs do not replace the 16 CI sectors but shift 
the focus from the physical infrastructure itself to 
the functions supported by infrastructure assets and 
organizations. The goal of this approach is to provide 
a more integrated and coordinated risk manage-
ment response across federal agencies and the pri-
vate sector (CISA, undated a). Table 1 lists the NCFs 
according to whether the main function of the NCF 
is to connect, distribute, manage, or supply. 

Purpose and Organization of This 
Report

The purpose of this report is twofold. First, we 
provide an overview of the NCF risk assessment 
framework as we implemented it to assess risk from 
COVID-19. Second, we discuss challenges and 
opportunities in applying this approach. The discus-
sion of challenges and opportunities includes issues 
that arose during the implementation of the frame-
work, as well as exploratory analyses of the following 
key topics relevant to the NCFs: 

• the characteristics of high-quality indicators 
for analysis and tracking of NCFs

• risk mitigation options for COVID-19 and 
beyond

• interdependencies among NCFs
• different NCFs’ relative vulnerability to 

COVID-19 disruption
• the geographic distribution and concentration 

of NCFs.

Although there was variation in the methods used 
to conduct these exploratory analyses (the results of 
which are described in “Additional Opportunities 
to Expand and Improve the NCF Risk Assessment 
Framework”), all incorporated some common 
elements: 

• examination of the framework that we used 
to support the NRMC in the analysis of 
COVID-19 risk to the NCFs

• interviews with HSOAC and NRMC analysts, 
as well as other stakeholders, about their expe-
rience in using the NCF framework

• integration of insights from all of HSOAC’s 
work on NCFs and from discussions with gov-

ernment and industry subject-matter experts 
identified by HSOAC and the NRMC 

• analysis across sources to identify key lessons 
about the NCFs and the methods used in our 
analyses.

This report draws on interim work products devel-
oped during 2020.

We note that the NCF risk assessment framework 
discussed in this report evolved over the course of 
this effort and continues to evolve. The COVID-19 
pandemic represented the first significant application 
of the framework to a national emergency. Although 
the NRMC had identified the major components 
of the framework before the start of the pandemic, 
HSOAC and the NRMC made many decisions about 
how to apply the framework (such as what indicators 
and data to use to track risk for each of the NCFs) 
during the implementation process. The historic, 
unprecedented risk affected decisionmaking pro-
cesses and decision outcomes; some were subject to 
time and resource constraints or data limitations. 
Below, we describe the main components of the 
framework, and we report on choices we made, in 
consultation with the NRMC, to operationalize the 
framework during the global COVID-19 pandemic.

This report is intended to inform the actions of 
federal agencies, state and local authorities, and the 
private sector. In particular, this report should be of 
interest to owners and operators of CI, risk managers, 
and others involved in COVID-19 risk assessment 
activities. It should also be of interest to a broader 
public audience that would like to understand more 
about how national risks are, and can be, assessed.

The remainder of this report is organized in four 
main sections:

• “Overview of the NCF Risk Assessment 
Framework”

• “Challenges and Opportunities Identified 
in Applying the NCF Risk Assessment 
Framework”

• “Additional Opportunities to Expand 
and Improve the NCF Risk Assessment 
Framework”

• “Conclusions and Action Items for the 
NRMC” 

Disruption and 
degradation 
reflect thresholds 
beyond which 
nationally significant 
consequences would 
arise.
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Overview of the NCF Risk 
Assessment Framework
In this section, we lay the foundation for the discus-
sion of challenges and opportunities by describing 
the framework used to assess risk to the NCFs from 
COVID-19. As noted in the introduction, the NRMC 
developed the main contours of the framework, and 
HSOAC was asked to operationalize the framework, a 
process that, in many cases, involved additional deci-
sions about the framework to enhance its value for 
risk communication to CISA and its stakeholders. We 
first describe the components and implementation of 
the NCF risk assessment framework itself and then 
discuss key milestones in its implementation. 

Initial Components of the NCF Risk 
Assessment Framework

In tasking HSOAC to assess risk to the NCFs from 
COVID-19, the NRMC established some basic 
parameters for us to use. In this section, we describe 
these components of the NCF risk assessment 
framework. 

The Assessment End Point

DHS defines the risk assessment end point as the risk 
outcome that is being assessed. The NRMC identified 
the end point for the purposes of the NCF risk assess-
ment as disruption or degradation of a given NCF 
such that it reaches a point at which it is no longer 
capable of adequately addressing essential needs. In 
applying this end point, we assumed that disruption 
and degradation reflected thresholds beyond which 
nationally significant consequences would arise. The 
risk assessment framework therefore assesses the 
likelihood that these thresholds are exceeded but 
does not reflect the subsequent consequences of that 
exceedance. Moreover, determining what constitutes 
a nationally significant consequence was largely a 
function of analysts’ expert judgments and ongoing 
iteration with the NRMC. 

Drivers of Risk

The NCF risk assessment framework considers the 
risk of degradation or disruption in response to five 

potential drivers of risk, as defined by CISA (CISA, 
2020b, p. 8):

Driver 1—Core Commodity Supply Shortage. 
A limited supply of a core commodity is 
available—or something necessary to produce 
the core commodity—that is essential for the 
continued reliable operation of the critical 
function. Example: A national shortage of 
Personal Protective Equipment [PPE] affects 
the ability of the Provide Medical Care NCF to 
operate reliably.

Driver 2—Shortage of Workers. A shortage of 
workers necessary for the continued operation 
of a critical function exists, either in whole or 
a crucial subset. This degradation can occur 
because of illnesses, social distancing policies, 
diminished transportation systems, or lack of 
child care. Worker absenteeism due to illness, 
quarantining and lack of child care affects the 
Manufacture Equipment NCF as some assembly 
lines cannot operate if not completely staffed. 

Driver 3—Significantly Increased Demand 
for the Critical Function. A demand increase 
significantly beyond normal operating param-
eters which could stress the normal operation 
of the critical function. Example: A significant 
increase in demand for healthcare services 
affects the reliable operation of the Provide 
Medical Care NCF.

Driver 4—Decrease in Demand. A significant 
decline in demand for its operation or outputs 
from COVID-19 impact affects the function. 
The consequence of a decrease in demand for 
the function could result from a variety of rea-
sons, including a decline in public confidence 
in utilizing a critical function or from restric-
tions placed on use. Example: A significant 
decrease in demand affects the normal opera-
tion of Transport Passengers by Mass Transit 
NCF as less demand leads to significant reduc-
tion in the transportation service offered.

Driver 5—Change in Cyber Posture. The 
critical function is experiencing increased use 
of information and communications technol-
ogy, new digital platforms, cyber augmenta-
tions to business activity, expanded remote 
access, and/or cascading demand for reciprocal 
technology-enabled solutions and/or may see 
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increase in potential adversarial targeting via 
cyber means. Example: Tele-medicine replac-
ing in-person doctor visits, requiring technology 
enablement among patients, doctors, records/
financial systems with new demands on net-
work configuration and data privacy.

We note that HSOAC was charged with assessing 
only the first four drivers. We did not have firsthand 
knowledge about the fifth driver, so the NRMC con-
ducted its own analyses of this driver. 

The Time Horizon

An explicit intent of the risk assessment activity was 
to provide early warning and foresight to the NRMC 
about emerging risks associated with the NCFs, with 
sufficient lead time to advise government and indus-
try stakeholders and enable potential interventions 
to mitigate risk. Accordingly, the default time hori-
zon that the NRMC selected for risk assessment was 
60 days. This time horizon was assumed to be suf-
ficient to project changes in the NCF risk landscape 
and to implement responses to mitigate risk. With 
risk being assessed on an ongoing basis over months, 
the analysis was implemented as a rolling time hori-
zon, with each iteration looking 60 days ahead.

Probability Levels

Per the DHS definition of risk, the NCF risk assess-
ment framework includes judgments about the 
probability of disruption or degradation to the 
NCFs. Using guidance that the NRMC provided, we 
expressed these probabilities in three categories of 
risk: low, medium, and high. Each category was asso-
ciated with a quantitative probability range (Table 2). 
These probability ranges were reevaluated over time 
based on analysts’ experiences in applying them. 

Additional Components of the NCF 
Risk Assessment Framework

Over time, we worked with the NRMC to refine 
the framework and the associated methods as the 
pandemic and its consequences progressed and the 
NRMC’s needs changed. In this section, we describe 
some additional components of the framework that 
were developed over time. We implemented the risk 

framework in three phases, as shown in Table 3. Note 
that phases II and III overlap.

Development of Risk Ratings

HSOAC subject-matter experts rated risks using 
the high/medium/low probability levels shown in 
Table 2. We assembled a team of more than 50 ana-
lysts with expertise spanning the 55 NCFs. Team 
members were charged with assessing the risk of 
disruption to each of the 55 NCFs within the next 
60 days by any of the four drivers that the NRMC 
specified: (1) a core commodity supply shortage, 
(2) a shortage of workers, (3) significantly increased 
demand for the NCF, and (4) a significant decline in 
demand. 

Our risk ratings were provided to the NRMC 
and informed the NRMC’s own official risk ratings, 
which also integrated other information from NRMC 
analysts, federal agencies, and private-sector stake-
holders. The NRMC subsequently shared its ratings 
with stakeholders, who included leadership and risk 
managers at DHS and other federal agencies. 

Identifying Risk Indicators and Data Sources

To develop risk ratings for the NCFs, HSOAC ana-
lysts needed to identify indicators for each NCF—
measures that could be used to determine the state 
or health of an NCF based on the NCF’s response to 
the four risk drivers. For example, indicators used to 

TABLE 2

Probability Levels Applied in the NCF 
Risk Assessment Framework

Level Definition

Low A low chance of national-scale disruption or 
degradation at any point in time over the period 
of concern occurring as a result of the identified 
scenario (measured as roughly a 0–10% chance of 
occurrence) 

Medium A moderate chance of national-scale disruption 
or degradation at any point in time over the period 
of concern occurring as a result of the identified 
scenario (measured as roughly an 11–25% chance 
of occurrence) 

High A high chance of national-scale disruption or 
degradation at any point in time over the period 
of concern occurring as a result of the identified 
scenario (measured as a chance of occurrence 
greater than roughly 25%) 
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measure the Educate and Train NCF include pre-K–
12 school closures, state and local budgets for educa-
tion, and access to broadband. HSOAC analysts iden-
tified one or more relevant indicators for each driver 
and NCF, assembling a total of more than 700 indica-
tors across the 55 NCFs. Individual indicators and 
their sources were identified, as was additional infor-
mation about each indicator to inform its suitability 
for the NCF of interest. This included such items as 
the accessibility of the data, quality of the data, fre-
quency of data updating, geographic coverage, and 
whether the indicator provided sufficient lead time 
to serve as an early warning of emerging risk. We 
then analyzed the indicators to assess whether an 
NCF was already disrupted or had the potential to be 
disrupted at a nationally significant level within the 
subsequent 60 days.

Design of the Risk Assessment Template

HSOAC researchers, in consultation with the NRMC, 
designed a risk assessment template to facilitate an 
in-depth, data-driven assessment of risk. This tem-
plate included a variety of content types, as shown in 
Table 4, which were standardized across NCFs. The 
assessment for each NCF ranged from less than four 
to nearly 20 pages, depending on the NCF’s vulner-
ability to COVID-19 and the volume of information 
available on the NCF. 

The NCF Risk Assessment Dashboard

We employed a dashboard format as a means of 
presenting the risk ratings for the NCFs. The dash-
board presented risk ratings for each NCF and risk 
driver, using the risk categories in Table 2. A generic 
example displaying part of a dashboard with some 

notional ratings is shown in Table 5; the actual dash-
boards list all 55 NCFs. Note that the dashboard 
includes driver 5, Change in Cyber Posture, although 
we did not conduct the assessment for this driver. We 
also developed individual dashboard-like displays 
with in-depth information for each NCF describing 
our rationale for the risk ratings, potential mitigation 
measures, and supporting data sources. The NRMC 
used our dashboard and more-detailed NCF analysis 
to inform its own final risk ratings for each NCF on 
its own dashboard. 

TABLE 3

Phases of Implementation

Phase Period of Effort Focus

I March 2020 to 
May 2020

• Rapid assessments of NCFs that the NRMC identified as high priority
• Initial development and application of the NCF risk assessment framework
• Completion of two long-form risk assessments covering all 55 NCFs

II May 2020 
onward

• Transition to a weekly risk assessment deliverable designed to track changes in NCF risk ratings 
over time

III July 2020 
onward

• Reflection on assessment methods, process, and analyses to improve methods to better align them 
to standard risk assessment best practices and to explore opportunities to expand the scope and 
further enhance the framework

TABLE 4

Content Types Included in NCF Risk 
Assessments

Content Question Answered

NCF definition What is the scope of the NCF?

Consequences of 
disruption

What would the consequences be to the 
United States if the NCF were disrupted? 
What is the NCF’s role in supporting 
economic activity, health, safety, or 
national security?

Likelihood of 
disruption

What is the probability that the NCF will 
be disrupted in the coming 60 days?

Interdependencies What other NCFs support, or are 
supported by, the NCF? 

Analysis of 
indicators for each 
driver

What indicators provide insights into the 
NCF’s status and provide the evidence 
for judgments about the likelihood of 
disruption? 

Mitigation What mitigation options could reduce 
the likelihood or consequences of 
disruption?
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Risk Reports

We developed two kinds of risk reports to provide 
information on our risk ratings to the NRMC. The 
first type was the NCF long-form risk assessment, 
which included full risk analyses of all 55 NCFs. Two 
long-form assessments were completed, one in April 
and one in May 2020. Long-form analyses focused on 
the initial identification of indicators for each NCF/
driver combination and the rationale for selecting 
them; a risk assessment based on current and histori-
cal indicator performance; potential indicator-based 
thresholds for changing the assessed level of risk; 
whether the NCF was provided locally, regionally, 
nationally, or is a hybrid; consequences of disruption; 
and potential mitigation measures.

Following production of the second iteration 
of in-depth analyses of the NCFs, the NRMC asked 
HSOAC to develop a means of providing agile, more-
frequent risk updates. Accordingly, we created a more 
concise product, referred to as the COVID-19 NCF 
weekly risk report, designed to provide the NRMC 
with a weekly curation of HSOAC analysts’ insights 
into emerging risks and their impacts on NCF risk 
ratings. Each production cycle of the weekly risk 
report consistently included updates on COVID-19 
(e.g., case, mortality, and testing trends, as well as 
regional hot spots), qualitative statements from 
HSOAC analysts on emerging issues, and the HSOAC 
NCF dashboard and comparison with the NRMC 
dashboard. Over time, additional elements were 
added to the weekly risk report, including visualiza-
tions of time series of NCF risk ratings and maps 
illustrating the intersections of select NCFs with 
COVID-19 cases and deaths. 

We note that, for some NCFs, indicators were 
available to provide updates with sufficient frequency 
(e.g., hourly to weekly) to enable near–real-time 
tracking of NCF performance. For example, NCFs 
that were directly affected by COVID-19 cases could 
be monitored with daily case and mortality data 
from the Centers for Disease Control and Prevention. 
However, other NCFs were associated with indica-
tors that were not updated with sufficient frequency 
to allow such monitoring; in such cases, analysts 
often tracked media reports that might suggest future 
implications for the NCFs. 

Now that we have described the key components 
of the NCF risk assessment framework, we turn to a 
discussion of what we learned from its application.

Challenges and Opportunities 
Identified in Applying the NCF 
Risk Assessment Framework
COVID-19 presented the first opportunity for opera-
tional use of the NCF risk assessment framework. As 
such, modifications were required to operationalize 
and refine the framework. In this section, we discuss 
challenges and opportunities arising from two main 
streams of work: (1) issues that arose early in the 
implementation of the framework, some of which 
were quickly addressed, and (2) issues that arose later 
in the implementation, as part of an effort to better 
align the framework to best practices in the field of 
risk management.

TABLE 5

Generic Example of an HSOAC NCF Risk Dashboard with Notional Ratings

NCF

Driver

1: Core Commodity 
Supply Shortage 2: Shortage of Workers

3: Significantly 
Increased Demand 4: Decrease in Demand

5: Change in Cyber 
Posture

1 High High High High High

2 Medium High Low High Low

3 Low Medium High Low High

4 High High Medium Low Medium

5 Low Medium Low Medium Medium



9

Adjustments to Address Challenges 
Identified Early in the Implementation 
of the Framework

As part of our work early in the project, we com-
pared risk ratings from HSOAC analysts with those 
from NRMC analysts to identify any disparities in 
risk assessment that would merit further delibera-
tion. Where there were significant and persistent 
discrepancies, we brought them to the attention of 
NRMC staff. Discrepancies were often attributed to 
different analytical judgments or a focus on different 
data sources. Some pertained to the highly aggre-
gated nature of some of the NCFs (i.e., one NCF can 
incorporate multiple functions and types of CI) and 
the different ways in which risk from NCFs is dis-
tributed (i.e., some NCFs are provided on a national 
scale, while others are provided on a local or regional 
basis, a difference that has implications for manag-
ing risk). Other discrepancies were determined to be 
a function of the assessment process, including the 
selection of indicators, the use of those indicators in 
developing risk ratings for specific drivers, and inter-
dependencies among the 55 NCFs. 

Some key challenges identified early in the 
implementation process included the following:

• NCFs might be too aggregated or not well-
enough defined. In several cases, we found  
that the NCFs might be too aggregated or not 
well-enough defined to support clear assess-
ment. For example, Maintain Supply Chains 
aggregates across numerous current chal-
lenges, given the scope of current events by 
which the entire world economy is affected. 
In contrast, Provide Internet Based Content, 
Information, and Communication Services 
is difficult to separate in a clear way from the 
other information and communication tech-
nology NCFs. 

• Indicators should be selected, tested, and 
refined over time. For many NCFs, the indi-
cators were not obvious, and the data were 
not readily available for analysis. A particular 
challenge was to determine whether indica-
tors are actually leading indicators rather than 
simply real-time or lagging indicators. For 
example, many authoritative, national-level 

data sources on key measures of the economy 
are released for the most recently concluded 
quarter of the year.

• Some NCFs relied on complex inputs that 
were not traditional commodities but might 
fit best under driver 1. Driver 1 is framed as 
constraints on core commodities. However, 
some of the NCFs did not rely directly on 
traditional commodities (e.g., raw materi-
als or agricultural products) but instead rely 
on more-complex or -refined inputs, which 
meant that analysts had to consider a wide 
variety of potential inputs that could affect the 
supply or availability of a particular function. 
Further clarification of the scope of commod-
ity constraints to be considered could enhance 
consensus among analysts.

• NCF criticality and consequence are miss-
ing but potentially vital elements of risk 
assessment. A common challenge for HSOAC 
researchers was the need to determine 
whether ratings were being assigned based 
on the likelihood of disruption or the conse-
quences of disruption. HSOAC analysts were 
initially advised to focus on the likelihood of 
disruption of the function rather than down-
stream consequences, which was considered a 
broader research challenge beyond the scope 
of the project. This could partly explain why 
HSOAC analysts often generated higher rat-
ings than NRMC analysts did and triggered 
recalibration of the ratings.

• Assessments were potentially biased toward 
high risk ratings. The original NCF risk 
assessment framework used the risk categories 
identified in Table 2. After multiple months 
of applying this framework in the weekly risk 
reports, the HSOAC and NRMC analysts 
observed some NCFs receiving persistently 
high risk ratings. The limited number of risk 
categories and the range compression that 
labeled probabilities above 25 percent as high 
(Table 2) resulted in ratings that were poten-
tially biased to the high rating. As a conse-
quence, the high risk ratings assigned to some 
NCFs in April and May could not be further 
elevated in July or October, despite evidence 
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of more-severe COVID-19 spread during the 
second and third peaks. Furthermore, the 
NRMC noted that none of the NCFs associ-
ated with persistently high ratings had failed, 
suggesting that continuing to label NCFs as 
being at high risk despite their ability to con-
tinue to maintain functionality might have 
overstated the severity of their status. 

• Disruption of locally or regionally provided 
NCFs can have national significance, but 
thresholds are needed. Some NCFs are inher-
ently local to regional in nature (e.g., water 
and wastewater systems and law enforcement), 
while others are concentrated in particular 
U.S. regions (e.g., oil and gas operations in the 
U.S. Gulf Coast or agricultural production in 
the U.S. Midwest). As a consequence, recon-
ciling the NCFs’ emphasis on national-scale 
disruptions with the potential for local- to 
regional-scale disruptions could enhance the 
utility of NCF analysis to stakeholders.

• There are inherent limitations in consider-
ing risk only to individual NCFs. The origi-
nal NCF analyses suggested the limitations 
of considering risk to individual NCFs in 
isolation of other NCFs, as well as the need for 
more in-depth exploration of particular fac-
tors that would mitigate risk. This resulted in 
the extension of the project to address other 
lines of effort that analyzed, for example, the 
identification of indicators that appear to be 
useful for multiple NCFs, mitigation efforts, 
interdependencies among NCFs, vulnerabili-
ties, and the geographic distribution of NCFs.

We were able to address several of these chal-
lenges in subsequent iterations of the framework. For 
example, over time, we clarified definitions for such 

key terms as degradation and disruption. We devel-
oped a conceptual model with degradation, disrup-
tion, and failure falling along a continuum of NCF 
deterioration and therefore consequences (Figure 1). 
Under this model, any loss of function of an NCF 
from its normal baseline represents a degradation. 
However, once degradation proceeds to the point of 
representing a nationally significant loss of function 
or performance, that degradation is classified as a 
disruption. A complete loss of a function would con-
stitute failure.

With this conceptualization of degradation 
and disruption, we developed the following formal 
definitions:

• Degradation is a deterioration of the normal 
baseline capacity to deliver an NCF. Such deg-
radation can be minor or significant, localized 
or geographically widespread. Degradation 
can be reduced through the implementa-
tion of mitigation options that alter material 
inputs, personnel, operations, or outputs in an 
attempt to maintain the functionality or pro-
ductivity of the NCF.

• Disruption is the degradation of an NCF that 
is nationally significant in terms of geographic 
extent, the population served or supported, or 
the severity of consequences or any combina-
tion of these.

We also made changes to adjust the risk rat-
ings, which helped address the challenge of potential 
bias toward high risk ratings. To address this issue, 
HSOAC and NRMC analysts explored alternative 
ways of categorizing risk from the four drivers to the 
NCFs. These included two key adjustments:

• introduction of an additional risk rating of 
“critical” to better communicate when an 

FIGURE 1

Components of Phase I NCF Risk Assessments

Level of 
deterioration

Degraded
(any loss of function)

Disrupted
(nationally signi�cant loss)

Failed
(complete loss)

MediumHigh Low None

Percentage of preevent baseline function
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NCF is judged as having a high probability of 
disruption 

• recalibration of the probability ranges for all 
the risk categories, as well as the use of more-
specific probabilistic language.

When combined with the changes to definitions 
(e.g., emphasis on disruption as limited to nationally 
significant events), this shift represents a significant 
recalibration of the risk assessment (Table 6).

In addition to making modifications to the risk 
assessment methods, in September 2020, we began 
working with the NRMC to select a subset of NCFs 
to be the focus of additional assessment activities 
moving forward. Although the NCFs are all consid-
ered, by definition, to be “essential to the functioning 
of the nation,” they are associated with differential 
levels of vulnerability to COVID-19, and the conse-
quences of disruption are not equivalent for every 
NCF or every risk. Emphasis was placed on those 
NCFs anticipated to be particularly vulnerable to 
disruption during the fall and winter. We developed 
a quantitative scheme for prioritizing NCFs based 
on the frequency of different risk ratings associated 
with an NCF over the entire time span in which we 
assessed risk and the volatility in those risk ratings 
from week to week. This resulted in a quantitative 
ranking of all 55 NCFs. 

In addition, we identified three vulnerability fac-
tors that could increase the risk of NCF disruption in 
the months ahead:

• Local provision of the NCF typically means 
that the NCF is strongly dependent on local 
government and the sustainability of local 
government revenue, making such an NCF 
vulnerable to an observed downturn in rev-
enue for local governments.

• NCFs that demonstrate strong seasonality, 
particularly with greater vulnerability in the 
winter months, could experience an escalation 
in risk as demand changes for certain infra-
structure services.

• NCFs that benefit from significant public assis-
tance (federal or state) to offset the pandemic’s 
adverse economic impacts could be vulnerable 
to a sudden escalation of risk if support were 
to cease.

NCFs associated with one or more of these factors 
were considered to be at greater risk than those with-
out any of these risk factors.

Although we were able to address some of the 
initial challenges identified, other challenges, such 
as issues associated with indicator selection, national 
versus regional impacts, and the need for cross-
cutting analyses, required additional analysis and 
consideration. This resulted in the extension of the 
project to include additional analyses to explore, for 
example, the identification of indicators that appear 
to be useful for multiple NCFs, mitigation efforts, 
interdependencies among NCFs, vulnerabilities, and 
the geographic distribution of NCFs. We discuss 
these efforts in “Additional Opportunities to Expand 
and Improve the NCF Risk Assessment Framework.”

Alignment with Best Practices

In July 2020, we began working with the NRMC on a 
critical review of the risk assessment methods used in 
the COVID-19 risk assessment project. This review 
was designed to

• address observed challenges associated with 
implementation of the framework and the 
communication of results to the NRMC

TABLE 6

Probability Levels Applied in the Updated 
NCF Risk Assessment Framework

Level Definition

Low A national-scale disruption occurring as a result of 
the identified scenario at any point in time over the 
period of concern is a remote possibility (measured 
as roughly a 0–20% chance of occurrence).

Medium A national-scale disruption occurring as a result of 
the identified scenario at any point in time over the 
period of concern is unlikely (measured as roughly 
a 21–50% chance of occurrence). 

High A national-scale disruption occurring as a result of 
the identified scenario at any point in time over the 
period of concern is probable (measured as roughly 
a 51–80% chance of occurrence). 

Critical A national-scale disruption occurring as a result 
of the identified scenario at any point in time over 
the period of concern is very likely (measured as 
roughly a 81–100% chance of occurrence). 

SOURCES: Adapted by the authors from federal risk management guid-
ance (DHS, 2009; Computer Security Division, 2012).
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• align the methods to standard risk practices 
used by DHS and the federal government 
more broadly.

A key component of this effort was to identify best 
practices described in risk studies, existing frame-
works, and case studies, which we then used to 
critique the practices we used in our assessment. In 
Table 7, we note several best practices. 

To identify best practices for risk assessment and 
analysis as a basis for improving the NCF risk assess-
ment framework, we sought insights from risk assess-
ment literature and consulted with experts within 
the team, across HSOAC and RAND more broadly, 
and in academia. We used the collective knowledge 
and expertise of team members, RAND research-
ers outside the team, as well as an academic thought 
leader in this area (Granger Morgan) to point us to 
key literature to guide this review. We consulted 
peer-reviewed risk studies, case studies, review pieces 
on theory and practice, and government frameworks 
for assessing risk. We did not attempt to conduct a 
comprehensive review of best practices but focused 
on those that were relevant in the NCF context and 
that were referenced in multiple sources as being best 
practices. We cross-referenced best practices reported 
in the academic literature with those described in 
federal management guidance and frameworks. The 
citations included in Table 7 focus on the latter.

Several of the identified best practices were 
evident within the original NCF risk assessment 
framework or were addressed in subsequent assess-
ment phases. For example, the original framework 
was explicit about the probabilities associated with 
different risk ratings (practice 1). However, those 
probabilities were modified over time, and the 
assessments often did not generate quantitative 
information on the consequences of NCF disruption. 
Similarly, we established a specific time frame for the 
assessment of risk (practice 6), and we considered the 
geographic distribution of risk (practice 5), although, 
as we discuss later in this report, additional analyses 
of geographic distribution might be carried out. A 
quality assurance process was also implemented that 
included training for analysts on the assessment of 
risk, evaluation of data quality, peer review of risk 
assessments, and a critical review and recalibration of 
risk ratings (practice 9). Finally, the NCF risk assess-

ment framework was specifically designed to help 
support decisionmaking by DHS and other federal 
stakeholders about potential interventions to mitigate 
risk (practice 10).

Some of the practices in Table 7 were not 
addressed by the NCF risk assessment framework 
or were not addressed consistently. For example, 
although we recognized interdependencies among 
NCFs and the potential for risk to propagate, we did 
not consistently assess cascading and interacting 
risks and had limited tools to facilitate such analyses 
(practice 2). We also did not routinely assess or com-
municate uncertainty (practice 3) in risk judgments 
beyond some reported data quality descriptions 
associated with indicators used for risk assessment. 
Over the course of the project, HSOAC and NRMC 
analysts became aware of potential cognitive biases 
(practice 4) that appeared to influence risk scores for 
certain NCFs. Analysts implicitly addressed vulner-
ability and resilience of each NCF in their risk assess-
ments rather than using a set of indicators or meth-
ods for making explicit judgments.

In the next section, we report on some further 
analyses we conducted to identify additional oppor-
tunities to improve the risk assessment framework. 

Additional Opportunities to 
Expand and Improve the NCF 
Risk Assessment Framework
Within the context of the project, we identified sev-
eral opportunities to further enhance the decision 
relevance of the NCF risk assessment framework. 
These opportunities are related to challenges identi-
fied in “Challenges and Opportunities Identified in 
Applying the NCF Risk Assessment Framework” that 
we were not able to address immediately. In this sec-
tion, we focus on five areas of opportunity:

• indicator development and quality
• risk mitigation
• interdependence of NCFs
• vulnerability of NCFs
• geographic distribution of NCFs.
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TABLE 7

Risk Assessment Best Practices

Practice Description Rationale Example Source

1. Include 
quantitative risk 
estimates.

Communicate likelihoods of 
consequences quantitatively 
rather than relying solely on 
qualitative words of probability.

Qualitative descriptors of 
likelihood are associated with 
significant ambiguity and 
might be interpreted differently 
by different individuals.

National Research Council, 1983; 
National Research Council, 2010

2. Account for 
infrastructure 
interdependencies 
in the assessment 
of risk.

Account for risks that can 
emerge indirectly through 
disruption of interdependent 
NCFs.

Risks associated with 
cascading failures, indirect 
consequences, or cumulative 
effects are often overlooked 
or underestimated in risk 
assessment.

National Research Council, 2010; NIAC, 
2004

3. Incorporate 
uncertainty.

Explore a wide variety of threat 
scenarios.

Failure to account for diverse 
threats in the assessment of 
risk can leave risk managers 
vulnerable to surprises and 
unmitigated risks.

Accounting and Information Management 
Division, 1999; Computer Security 
Division, 2012; DHS, 2009; DHS and 
National Capital Region Coordination 
Office, 2008; National Research Council, 
2010; Office of Risk Management and 
Analysis, 2011; Office of the Science 
Advisor, 2014b; Risk Assessment Forum, 
1992; Thomason, 2009

Provide quantitative uncertainty 
metrics or qualitative 
uncertainty characterizations for 
risk estimates.

Risk estimates are invariably 
associated with uncertainty. 
Providing risk managers 
with information on those 
uncertainties and confidence 
in the estimates is necessary 
for decisionmaking about 
mitigation.

Computer Security Division, 2012; GAO, 
2016; National Research Council, 1983; 
National Research Council, 2010; Office 
of the Science Advisor, 2014a; Office of 
the Science Advisor, 2014b

4. Address 
potential cognitive 
biases in the 
interpretation of 
risk estimates.

Include specific processes to 
minimize analyst bias in the 
assessment and interpretation 
of risk.

Common biases can 
cause overestimation or 
underestimation of risk, 
either of which adversely 
affects decisionmaking about 
mitigation.

National Research Council, 1983; 
National Research Council, 2010

5. Consider 
the geographic 
distribution of 
impacts.

Include specific information 
about the locations and extent 
of risk.

Risk to infrastructure functions 
can vary by geographic area, 
depending on the distribution 
of threats and exposed assets.

Accounting and Information Management 
Division, 1999; National Research 
Council, 2010; Risk Assessment Forum, 
1992; Willis et al., 2018

6. Consider 
the temporal 
distribution of risk.

Include specific information 
about the timing associated with 
different risks.

Risks can manifest over 
different time horizons and 
be valued differently within 
decisionmaking processes.

Computer Security Division, 2012; Office 
of the Science Advisor, 2014a; Risk 
Assessment Forum, 1992

7. Incorporate 
vulnerability and 
resilience.

Identify and monitor 
vulnerabilities, thresholds, and 
contingencies that influence the 
likelihood or consequence of 
adverse outcomes.

Vulnerability and resilience 
are key factors that mediate 
the likelihood of adverse 
outcomes. Therefore, explicit 
identification of vulnerabilities 
and factors that convey 
resilience can clarify the 
need for and selection of risk 
mitigations.

Accounting and Information Management 
Division, 1999; Computer Security 
Division, 2012; DHS, 2009; DHS and 
National Capital Region Coordination 
Office, 2008; GAO, 2016; National 
Research Council, 2010; NIAC, 2004; 
Office of Risk Management and Analysis, 
2011; Rabkin, 2008; Willis et al., 2018

8. Define 
assessment inputs 
and end points.

Provide clear, unambiguous 
definitions of inputs and end 
points for the risk assessment.

Rigorous assessment and 
subsequent communication of 
risk necessitates clarity in what 
is being assessed.

Office of the Science Advisor, 2014a; 
Office of the Science Advisor, 2014b; Risk 
Assessment Forum, 1992
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Indicator Quality Could Be Further 
Refined, and Multiple Approaches Are 
Needed for the Wide Variety of NCFs

NCF indicators are used to determine the state or 
health of an NCF as measured by the four risk driv-
ers. Early in the project, HSOAC analysts amassed 
750 indicators from various sources, which covered 
99 percent of the NCF drivers we were assessing for 
the 55 functions. As the COVID-19 crisis evolved, 
we refined the set of indicators to better support the 
changing risk assessment. Only 57 percent of indica-
tors used in phase I (March to May 2020) were used 
in phase II (May 2020 to December 2020).

To identify opportunities for further enhance-
ment, we examined the indicators used in the 
COVID-19 assessment through several lenses, 
including number per NCF and per risk driver, utili-
zation across phases of the analysis, source type and 
update frequency, data source, quality and predictive 
value, and robustness beyond COVID-19. An over-
arching finding from these analyses is that different 
approaches are needed to develop indicators for the 
wide variety of NCFs; there is no one-size-fits-all 
model of a perfect indicator. 

The type, number, and characteristics of indi-
cators needed to assess risk for each NCF varied 
according to the definition of the NCF, the nature of 
the crisis being assessed, and time and resource con-
straints. For example, the number of indicators per 
NCF ranged from four to 44. Data from both public 
and private sources were used, although almost all 
of the indicators’ data were open source. U.S. gov-

ernment and industry sources were most common, 
and HSOAC analysts tended to rate these as being 
of higher quality than other sources, such as media, 
although media sources were often used to sup-
port updates to weekly risk assessments when other 
sources were not updated frequently enough.

Indicators’ utility to the risk assessment some-
times changed depending on the crisis recovery 
phase in which the indicator was used, the disaster 
type, and the risk analysis objectives. For example, 
although analysts rated 96 percent of the indicators 
as being of high or medium quality in their ability 
to assess current risk, they rated only 82 percent of 
indicators as being high or medium quality in their 
ability to predict future risk.

Although variation in the indicators used for the 
NCFs is not necessarily a problem, our analysis did 
identify challenges in the ways in which indicators 
are selected and utilized. These include variation 
in the resources needed and available to adequately 
characterize risk and cost constraints and uncer-
tainty about access to proprietary indicators. In some 
cases, proprietary indicators might be able to provide 
more-specific, -robust guidance and could be worth 
the investment required to provide higher indicator-
data fidelity and emerging-threat predictability.

There was also variation in indicators’ robustness 
for use beyond COVID-19. To examine this issue, 
HSOAC analysts were asked to identify (using yes/
no responses) whether their indicators were devel-
oped or created for an explicit purpose related to 
COVID-19 (Figure 2). As shown, COVID-19–specific 
indicators accounted for approximately 50 percent of 

Table 7—Continued

Practice Description Rationale Example Source

9. Follow quality 
assurance 
processes.

Implement processes to 
verify quality and consistency 
at important points in the 
assessment.

Ensuring that assessment 
inputs and procedures are 
rigorous and reproducible 
is necessary for building 
confidence in results.

National Research Council, 2010; Office 
of the Science Advisor, 2014a

10. Support good 
decisions.

Use risk assessments to identify 
opportunities to intervene to 
manage risk.

Risk assessment is a 
process for prioritizing 
mitigation options. Therefore, 
assessment activities should 
be pursued within a broader 
risk management process.

GAO, 2016; National Research Council, 
1983; National Research Council, 2010; 
NIAC, 2004; Office of Risk Management 
and Analysis, 2011; Office of the Science 
Advisor, 2014a; Office of the Science 
Advisor, 2014b; Thomason, 2009

NOTE: NIAC = National Infrastructure Advisory Council. NIST = National Institute of Standards and Technology. GAO = U.S. Government Accountability 
Office.
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the driver 2 (workforce) indicator, compared with a 
15- to 30-percent proportion of the other risk drivers. 
Because COVID-19 directly affects the workforce’s 
health, more indicators were created by authoritative, 
government agencies to measure COVID-19’s effects 
on driver 2 than for the other risk drivers, demon-
strating that the nature of a crisis affects the number 
of indicators required to assess each risk driver. 

In some cases, eliminating non–COVID-19 
indicators might decrease the indicator fidelity 
required for an individual NCF risk assessment. 
Approximately 13 percent of the NCFs lose 50 percent 
or more indicators when COVID-19–specific indica-
tors are removed (data not shown). The COVID-19–
specific indicators have not been evaluated for 
steady-state NCF risk analysis, although future NCF 
and indicator analysis would benefit from validat-
ing COVID-19–specific indicators for other disaster 
types and steady-state analysis. Ideally, an inventory 
of indicators with demonstrated utility for the steady 
state and for specific threats and hazards could be 
developed in advance so that a specific set of indica-
tors could be employed and tested depending on the 
nature of the disaster (e.g., hurricanes).

Although this analysis illustrates the likelihood 
that a different crisis type or similarly scaled pan-

demic would require supplemental indicator analysis 
to support an accurate NCF risk characterization, the 
depth required to adequately characterize an NCF’s 
risk environment will vary on an individual basis. 
When we eliminate COVID-19–specific indicators 
from the database, the indicator count decreases 
by 26 percent to 559 indicators and the NCF driver 
coverage decreases to approximately 89 percent. 
However, the samples’ average quality assessment 
and predictive threat value for the COVID-19 assess-
ment slightly increases. Because the data set has 
less than 90-percent indicator coverage without 
COVID-19–specific indicators, more analysis would 
be required to increase the robustness of the data 
set beyond COVID-19 and ensure the data set’s rel-
evance for other crises. However, the indicators we 
identified are robust to COVID-19, and, as noted 
above, there are distinct advantages to employing 
COVID-19–specific indicators.

Opportunities Exist to Enhance the 
NRMC’s Role in Risk Mitigation

We conducted an overview of risk mitigation 
strategies and opportunities in the context of the 
COVID-19 pandemic and beyond. In this process, we 
analyzed the changing risk landscape over the course 
of the pandemic, based on our risk rating changes, 
and identified common adaptation responses and 
mitigation measures that NCFs implemented. We 
found that our NCF risk ratings changed during 
the COVID-19 pandemic for a variety of reasons—
namely, shifts in the underlying risk and nature of 
the pandemic; how NCFs responded to the risk land-
scape and to the uncertainty around the pandemic 
and its effects; and the expectations and definitions 
of risk and failure, as interpreted by HSOAC analysts. 

In the context of the NCF and driver-based risk 
assessment framework, we also found that, within the 
scope of our analyses, NCFs’ adaptation and risk mit-
igation responses were generally focused on enhanc-
ing workforce protection (e.g., PPE use, remote work), 
securing supplies of commodities (e.g., stockpiling 
key inputs, working with suppliers), and adapting 
to changing demands (e.g., reallocating workers, 
realigning production). We also recognized that not 
all adaptation or mitigation measures resulted in 

FIGURE 2

Numbers of Indicators, by Risk Driver 
and COVID-19 Specificity
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adequate provision of NCFs over the course of the 
pandemic. Some NCFs, such as Educate and Train, 
might have mitigated the risk of COVID-19 spread 
among NCF actors, but the results of these measures 
(such as remote learning) also significantly hampered 
the NCF’s ability to function as normal and suffi-
ciently educate and train the American population.

We interviewed members of CISA’s NIAC who 
volunteered to serve as individual subject-matter 
experts (SMEs) in support of the NRMC’s and 
HSOAC’s ongoing efforts to characterize risk to the 
NCFs as a result of COVID-19. Although these dis-
cussions covered COVID-19’s broad effects on the 
NCFs, we also identified mitigation needs among 
NCFs at the time of these interviews (April 2020). 
During these interviews, SMEs highlighted signifi-
cant interdependencies between CI sectors, such 
as energy, water, transportation, agriculture, and 
finance, suggesting that one role CISA might be able 
to play is that of information broker, particularly 
by providing information about the status of other 
sectors on which a given sector is dependent. SMEs 
also noted the need for guidance from the federal 
government on key issues, such as recommendations 
for protective equipment for essential employees or 
acquiring supplies and commodities in the face of 
increased competition.

We leveraged the NRMC’s internally developed 
list of COVID-19 CI risk mitigation strategies by 
risk driver, intended to serve as a foundational docu-
ment outlining the role of various stakeholders in the 
public and private sectors in risk mitigation during 
the pandemic (CISA, 2020a). We also sought to gain 
a clearer picture of CISA’s activities that supported 
risk mitigation over the course of the pandemic and 
identify opportunities for CISA moving forward. We 
examined the breadth of publicly available materi-
als produced by the NRMC and CISA and drew 
from discussions with a variety of NRMC person-
nel, which focused on their roles in supporting or 
directly implementing actions to mitigate risk to 
NCFs. These interviews included both sector-specific 
and incident-specific experts in the NRMC, various 
personnel across leadership ranks, and CISA regional 
directors. From these groups, we interviewed 
15 people between October and November 2020. 

Drawing on these methods and resources, we 
examined the role that CISA itself has played in sup-
porting risk mitigation over the course of the pan-
demic and the role it could play moving forward. We 
identified seven roles—data collection, analysis and 
dissemination, planning and guidance, convening, 
coordination, and training and direct support—that 
align in some way across the various activities and 
risk mitigation strategy documents in which CISA 
and the NRMC have been engaged.

Our review of CISA planning and guidance 
documents and interviews with NRMC personnel 
revealed that the NRMC also encountered challenges, 
including the following, in engaging in risk mitiga-
tion actions:

• a broad mission to measure, assess, and sup-
port the management of risk for national CI

• a focus on national-scale risks, limiting the 
NRMC’s role at regional to local scales

• a supporting role; not an owner-operator of CI
• CISA’s ability to raise emerging issues but with 

the onus often left to other entities to mitigate 
risk to their systems

• the need to clearly define lanes of responsibil-
ity in interagency and multisectoral work

• the lack of available data at the fidelity needed 
to assess and prioritize interventions.

We also identified a variety of opportunities that 
CISA and specifically the NRMC could implement to 
enhance the agency’s role in risk mitigation moving 
forward, based largely on insights and challenges 
identified in our interviews with NRMC and CISA 
personnel. CISA could leverage existing analytical 
and topical expertise to deepen its capacity to advise 
and support the implementation of risk mitigation 
strategies. One example of this would be for the 
NRMC to review, validate, and prepare a list of essen-
tial CI workers (ECIWs) for relevance in other disas-
ters or extend and formalize the current ECIW list 
to support vaccine distribution. Given the NRMC’s 
broad role in national risk assessment and the types 
of interventions it has supported to date during the 
COVID-19 pandemic, risk mitigation strategies that 
fall within the NRMC’s current purview and capaci-
ties could include any or all of the following elements: 

• Leverage existing data sets or data that CISA 
could easily extend.
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• Utilize CISA expertise in risk analysis.
• Be cross-sectoral; fill a gap in existing respon-

sibility, expertise, or awareness.
• Take advantage of existing networks within 

CISA’s coordinating and convening capacity 
to disseminate or implement strategies.

CISA could also extend its analytical processes, 
data collection, and monitoring efforts and methods 
to further support risk mitigation. This could include 
working with CISA regional directors and their CI 
partners to systematically collect data and identify 
and monitor risk mitigation activities and their rela-
tive impact on NCFs. This would provide situational 
awareness for risk mitigation for CISA and NRMC 
staff, as well as help risk analysts better understand 
the role that mitigation strategies are playing during 
risk assessment. These efforts could also be extended 
to bolster data collection efforts more broadly. For 
example, collecting and centralizing data on absen-
teeism among key CI workforces could be more 
formally executed in coordination with regional 
directors. CISA could also further leverage internal 
expertise on risk monitoring and assessment to build 
or strengthen an internal analytical structure or 
framework to assess multisector risk reduction. With 
a clear analytical structure, NRMC analysts could 
more readily identify relevant mitigation strategies 
or track the progress of those implemented by NCF 
stakeholders. Such an analytical structure could, for 
example, help the NRMC determine how to allo-
cate materials, such as PPE or industrial chemicals, 
needed by different CI sectors in which they provide 
the greatest risk reduction value. 

This review included some academic literature 
but focused primarily on publicly available DHS 
and CISA policy and planning documents related to 
risk mitigation, especially those that included either 
detailed risk mitigation strategies or a framework for 
characterizing risk mitigation.1 

Assessments of Interdependence 
Illustrate How Risk to One NCF Can 
Affect Other NCFs

Interdependence, as defined by the DHS lexicon 
(Management Directorate, 2017, p. 346), refers to 
a “mutually reliant relationship between entities 

(objects, persons, or groups).” Interdependence 
between NCFs can result from a variety of processes, 
including linkages between NCFs such that the 
outputs of one NCF are inputs to another NCF, and 
noneconomic network structures, such as software or 
cyberdependencies, which mean that a disruption to 
one NCF affects other NCFs.2 

The interdependence of NCFs might be a signifi-
cant factor that translates isolated risks into more-
systemic ones. We adopted the definitions used in 
Welburn and Strong, 2021:

• Cascading risk is the potential propagation 
of failures throughout a system, a so-called 
domino effect. Power lines, for example, are a 
common example of the potential for cascad-
ing failures being a significant source of risk.

• Common-cause risk is the risk of several sub-
systems failing because of the same driver. 
Floodplains are a source of common-cause 
failure: Multiple houses can flood simultane-
ously because of their shared locations. 

NCF interdependence does not imply only nega-
tive consequences, however. For example, if there is a 
disruption to a pipeline (transport materials by pipe-
line), alternative transportation, such as rail, might be 
used to overcome the consequences of the disruption. 
Accordingly, disruption to one NCF can increase 
demand for another NCF. Knowing these functional 
relationships allows for clearer consideration of the 
consequences of disruptions. 

Interdependencies can give rise to central NCFs 
with elevated importance in assessing risk. HSOAC 
analysts illustrated this point by visualizing the 
economic linkages between NCFs as a network and 
estimating each NCF’s value-added multiplier, which 
helps improve the assessment of an NCF’s relative 
criticality for specific categories of events. 

To estimate the NCF’s value-added multiplier, 
we translated each NCF into an economic sector or 
set of sectors and then assessed the ripple effect as 
spending in one industry led to spending in another 
industry and then another, in a series of cycles. This 
series of cycles can be summarized by the multiplier 
effect—that is, given an initial dollar of spending in a 
particular industry, the multiplier describes that dol-
lar’s overall contribution to local economic activity. 
This multiplier can be interpreted as the aggregate 
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impact of production from each NCF. For example, 
consider Transport Materials by Pipeline: The mul-
tiplier indicates that every $1 produced by this NCF 
generates $1.80 to the system of NCFs. 

By quantifying and visualizing the economic 
linkages between NCFs as a network, we can start 
to see how NCFs are interdependent and how those 
interdependencies help us recognize central NCFs 
that exert influence on other NCFs through interde-
pendence. This analysis reveals how NCFs are inter-
connected and how those connections elevate the 
importance of specific NCFs. These interconnections 
provide a mechanism for more-dynamic assessments 
of risk to NCFs.

By analyzing the NCF-to-NCF ties, we were able 
to rank-order most NCFs according to their value-
added multipliers. For example, in examining eco-
nomic interdependence, we found that, when ranking 
NCFs by their economic multipliers, Operate Core 
Network, Provide Capital Markets and Investment 
Activities, Provide Radio Broadcast Access Network 
Services, and Educate and Train rose to the top of 
the list for COVID-19 because these provide the 
backbone of numerous businesses and services across 
NCFs. However, because most of these NCFs were 
not put at risk as a result of COVID-19, their rela-
tive importance to the overall response would not be 
reflected by their multiplier rankings.

Although each multiplier indicates the relative 
criticality of a specific NCF, one NCF’s impact on 
others depends on both the NCF’s multiplier and 
its total output. An NCF with a lower multiplier 
but very high total output might have more impact 
than an NCF with higher multiplier but less output. 
For example, Operate Core Network has a higher 
multiplier than Exploration and Extraction of Fuels, 
but, because the latter has more total output, it has a 
larger total economic impact.

Understanding the economic interdependence of 
NCFs can be challenging, in part because the NCFs 
are of varying levels of specificity in economic terms. 
Although some refer to very specific economic sec-
tors (closely following the sectors identified by North 
American Industry Classification System codes), 
others are broader. For example, each of the NCFs 
Develop and Maintain Public Works and Services, 
Generate Electricity, Produce Chemicals, Provide 

Metals and Materials, and Provide Information 
Technology Products and Services applies to a set 
of economic sectors and consequently can carry a 
range of economic multipliers. Furthermore, sub-
stitution effects across NCFs are likely to occur but 
were not captured by our analysis. Consider, for 
example, a loss of the ability to transport fuel by rail: 
Transportation by road and pipeline might provide 
adequate substitutes. Wireless networks might pro-
vide similar substitutes for losses in wireline access.

Our analysis took an initial step toward cap-
turing interdependence among NCFs, although 
we were able to focus on only one important type 
of interdependence: economic interdependence. 
Understanding how NCFs are exposed to cascad-
ing and common-cause risks can help navigate the 
challenges of emerging, and possibly unmodeled, 
risks. To better capture this concept, future NCF 
risk analy ses might give greater consideration to the 
implications of interdependence. 

Understanding Vulnerability Can Help 
Identify Priorities for Risk Mitigation

Incorporating vulnerability into risk analyses is one 
of the best practices identified in Table 7, and, as 
noted above, HSOAC analysts identified three vul-
nerability factors that could increase the risk of NCF 
disruption due to COVID-19 (i.e., local provision of 
the NCF, NCFs that demonstrate strong seasonal-
ity, and NCFs that benefit from significant public 
assistance). However, we recognized that additional 
analysis of the vulnerability of NCFs could reveal 
potential opportunities to further enhance the risk 
assessment approach.

Although all NCFs can be vulnerable to any of 
the drivers of risk to some extent, vulnerability is 
also likely to vary considerably across NCFs, with 
significant implications for assessing and manag-
ing risk. We examined this issue primarily through 
the lens of workplace and worker vulnerabilities, 
which are particularly relevant to COVID-19. The 
team developed an occupation-based measure of 
the risk of COVID-19 transmission using detailed 
U.S. Department of Labor information about the job 
duties and social interaction undertaken by people in 
these occupations. We first examined the distribu-



19

tion, by occupation, of the risk of exposure (ROE), 
determined by the number, duration, and strength of 
contacts required to perform the job. We then linked 
demographic information based on the population of 
people in these occupations. Finally, we aggregated 
the occupational analysis to the industry level and 
drew conclusions about the NCFs that were closely 
aligned with industry outputs (Table 8). 

We found a direct relationship between occupa-
tional risk and NCF vulnerability. High–economic 
impact sectors are, generally speaking, at high risk of 
transmission. For example, a large number of jobs in 
certain sectors (e.g., health care, transportation, edu-
cation) require workers to be in the workplace while 
also having elevated risk of transmission. Because of 
high levels of social interaction, many white-collar 
and service jobs are at high risk without mitigation, 
which means that higher-wage workers and those 
with more education tend to have higher risks than 
many blue-collar workers (e.g., production and craft 
workers who operate machinery or work in relative 
isolation), who often have more-limited social inter-
actions on the job. 

However, we note that, in our analysis, the ROE 
is based on occupational data from prior to the pan-
demic and does not take into consideration behav-
ioral changes, such as physical distancing, remote 
work, and use of PPE, which can mitigate occu-
pational risk. We also note that other attributes of 
workers, such as living in group quarters, not having 
paid sick leave, and using public transportation to 
travel to and from work, are not accounted for in this 
analysis. In addition, we explored only one aspect of 
individual disease risk; however, more-sophisticated 
models would rely on data about total social interac-
tions and the efforts to mitigate transmission, such as 
mask wearing, while taking into consideration dis-
ease prevalence in the community.

There are no easy solutions for returning to 
normal: PPE, hygiene, and, ultimately, a vaccine are 
the current and future solutions to keeping crucial 
occupational areas open and functioning during the 
crisis. Our findings focus on occupations that are 
especially vulnerable to exposure to or transmission 
of COVID-19, providing guidance for mitigation 
priorities. In addition, the methodology we used to 
examine vulnerability could be applied to occupa-

tional impacts from other hazards, such as disaster 
events, other epidemiological events, and environ-
mental hazards. 

Geographic Variation Can Help Identify 
Areas of Vulnerability

NCFs can vary both in terms of their geographic dis-
tribution (how their components are arranged across 
space) and their geographic concentration (the spatial 
scale at which their services are provided). The geog-
raphy of NCFs consists of numerous differentiated 
components, including facility locations, workforce 

TABLE 8

Highest and Lowest Risks of Exposure, 
by Occupation

Occupation ROE

Ten with the highest ROEs

Emergency management director 16.4

Preventive medicine physician 15.8

Clinical nurse specialist 15.6

Education, guidance, school, or vocational counselor 15.5

Licensed practical or licensed vocational nurse 15.5

Lodging manager 15.5

Child, family, or school social worker 15.5

Health care social worker 15.5

Social or community service manager 15.5

Education administrator, elementary or secondary 
school

15.4

Ten with the lowest ROEs

Patternmaker, wood 11.0

Mine shuttle car operator 10.9

Sewing machine operator 10.9

Model 10.8

Solderer or brazer 10.6

Farmworker or laborer, crop 10.6

Proofreader or copy marker 10.5

Hunter or trapper 10.5

Faller 5.6

Poet, lyricist, or creative writer 0.0
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distributions, capital flows, and policy frameworks. 
Mapping these components coherently at varying 
levels of temporal and spatial granularity can be 
analytically and cartographically complex, posing 
challenges to risk assessment. However, geographic 
analysis of even limited subsets of infrastructural 
components also provides opportunities to under-
stand how an NCF’s spatial properties are fundamen-
tal determinants of its vulnerability to hazards. 

Geographic analysis illuminates important gaps 
between the scale at which an NCF is concentrated 
and the scale at which data are available. For exam-
ple, although COVID-19 testing is carried out locally, 
readily available performance indicators are provided 
regionally at the state level, limiting identification of 
geographic hot spots of testing accessibility. Likewise, 
school-reopening policy recommendations are pro-
vided by states, but implementation data (that is, data 
on actual school reopenings) are unavailable at the 
local district level. When data used for risk assess-
ment do not align with the scale at which an NCF 
operates, analysts risk mischaracterizing the geo-
graphic concentration of an NCF or missing impor-
tant predictors of vulnerability.

Geographic analysis of multiple infrastructural 
components is required to capture the diversity of 
functions of a single NCF. This is particularly apparent 
for Produce and Provide Agricultural Products and 
Services and Produce and Provide Human and Animal 
Food Products and Services, whose components collec-
tively make up the entire food production and delivery 
system. Given the wide array of inputs and processes 
involved in bringing food from farm to fork, any map-
ping of individual NCF components will illustrate only 
limited portions of the food supply chain. 

We found that some of these limitations can be 
linked to specific data gaps. For example, depending 
on the specific use case, geolocated data might not be 
available for granular analysis within a sector. U.S. 
Bureau of Labor Statistics and U.S. Census Bureau 
data do not identify workforces linked to specific 
crop types or farm sizes, commodity types processed 
at individual facilities, or the type of work conducted 
at each facility. More fundamentally, however, such 
multifaceted NCFs can encompass components and 
activities normally associated with other NCFs with 
different or hybrid geographic concentrations. In 

the case of the food system, hot spots of agricultural 
production (e.g., farmland) are linked to intermedi-
ate processing facilities through regional transport 
networks and finally to end consumers at retail 
stores through local distribution networks, render-
ing these two NCFs as special cases of a third, hybrid 
concentrated NCF, Maintain Supply Chains. It might 
therefore be analytically convenient to identify areas 
of functional interdependence between related NCFs 
before selecting data to represent NCF components. 
In other cases, assessing NCF performance might 
require making broad assumptions about the func-
tioning of components, such as testing capacity at 
individual COVID-19 testing sites, which might 
not be available for every locality. Given widespread 
geographic variation in testing (Collins, 2020), such 
assumptions might be insufficient to inform real-
time risk assessment during a pandemic. 

An NCF’s vulnerability to disaster depends not 
only on the location of infrastructure but also on the 
type and location of interactions between infrastruc-
ture and human populations. Knowing where people 
use or support the services that an NCF provides is 
crucial for understanding how such interactions can 
amplify risk at multiple scales of geographic concen-
tration. For example, a disease outbreak in a food-
processing plant has both local and regional impacts 
in that both the health of the workers at the plant 
and the food security of the region served by the 
plant can be threatened. In addition, because food 
processing is relatively concentrated, there is also 
the potential for national-level impacts. These could 
take several forms; for example, even if actual supply-
chain impacts are minimal, public perception could 
lead to an increase in demand that causes short-term 
shortages in product availability. Because disaster 
vulnerability is often highly context-dependent, these 
interactions should be considered carefully when 
selecting vulnerability indicators. 

Where real-time data are unavailable or infea-
sible to obtain, proxy data, such as population data, 
might be able to serve as a substitute indicator of 
vulnerability; however, such proxies often fail to 
account for infrastructural redundancies that provide 
resilience, such as backup power or hardening against 
hazards in the case of water treatment plants. Other 
assessments might require combining elements from 
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multiple NCFs to understand the relevant human–
infrastructure interaction effects. For example, we 
found that COVID-19’s impact on education is espe-
cially high in areas with both low internet connec-
tivity rates and large school-age populations. A full 
assessment of the risk of COVID-19 to Educate and 
Train would thus involve such considerations as the 
background level of connectivity, the core telecom-
munication network’s resilience to increased strain, 
the period during which online lessons are expected 
to increase, the type of activity expected during these 
periods (e.g., streaming video versus email), and how 
these factors vary geographically. 

These findings point to an opportunity for future 
assessments of risk to NCFs to incorporate analysis 
of the geographic properties of their infrastructural 
components. A geographical risk analysis framework 
would enable mapping of risk to multiple, overlap-
ping NCFs in a single area, posed by disasters occur-
ring at varying scales. 

Conclusions and Action Items 
for the NRMC
CISA identified the 55 NCFs less than a year before 
the COVID-19 pandemic led to dramatic changes 
across all aspects of American life. The events of 
2020 represented a significant challenge to many of 
the NCFs, which were placed, at times, under tre-
mendous, often unrelenting, strain. Similarly, the 
events of 2020 tested the concept of identifying NCFs 
and the application of a risk assessment framework 
to assess their relative health and risk of disruption. 
Although, in the beginning days of the pandemic, 
our analysis focused on the health of individual func-
tions, over the course of the pandemic, we began an 
intensive effort to review the application of the NCFs 
and the NCF risk assessment framework to one of the 
country’s largest and deadliest events while seeking 
to identify lessons that might be applied to future 
disasters, regardless of their nature. 

The HSOAC team’s experience in applying the 
NCF risk assessment framework suggests that the 
framework provides a flexible system for assessing 
risk to the country’s most critical functions. At the 
same time, our review identified some challenges, 
as well as potential enhancements, that could be 

addressed in future applications of the framework. 
In this section, we draw some high-level conclusions 
about the challenges and opportunities discussed in 
this report and provide some action items that the 
NRMC might pursue to enhance future applications 
of the NCF risk assessment framework.

Using the NCF Risk Assessment 
Framework for National Risk 
Management

A key strength of the NCF risk assessment frame-
work is its functional approach to understanding CI 
risk, which enabled an additional level of analysis 
that might have been missed by a purely sector- or 
brick and mortar–based approach. For example, 
many of the disruptions to the NCFs that occurred 
during COVID-19, such as closure of schools, were 
not associated with damage to physical infrastruc-
ture; nevertheless, the function of those systems was 
disrupted. On the other hand, a challenge in the NCF 
approach is that, in some cases, individual NCFs are 
not discrete functions linked to physical infrastruc-
ture but rather represent complex systems or even 
systems of systems. There are also functional gaps 
in the NCFs, in which a given function is not readily 
captured by any one NCF. For example, during the 
pandemic, HSOAC analysts identified the U.S. Postal 
Service as having particular importance for the 
Conduct Elections NCF. However, it was not intui-
tively clear whether risk to USPS should be reflected 
in one or multiple NCFs, given that the Postal Service 
has equities in several NCFs, including the Operate 
Government and some of the transportation-related 
NCFs. Indeed, provision of postal services could 
arguably rise to level of an NCF itself, given its 
importance during the pandemic.

Generating the capacity to consistently assess 
risk of COVID-19 to the NCFs in near-real time was 
contingent on identifying indicators of an NCF’s 
response to COVID-19 (directly or indirectly). Those 
indicators had to be quickly identified at the onset 
of the project, necessitating judgments about which 
indicators were likely to be relevant for anticipat-
ing risks to NCFs. However, for those NCFs for 
which specific indicators were not readily available, 
COVID-19 case numbers provided a convenient, 
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frequently updated proxy for risk. Yet, the exact 
relationship between case numbers and NCF perfor-
mance was often assumed rather than empirically 
demonstrated. Moreover, COVID-19 case numbers 
obviously would not be a useful indicator for assess-
ing the risk of non–COVID-19 threats to an NCF.

Potential Action Items

In light of our findings, the NRMC might consider 
taking the following actions:

• Review the NCFs in light of the experi-
ence with COVID-19 to identify gaps and 
opportunities to refine the composition of 
NCFs and their definitions. CISA’s ongo-
ing NCF-decomposition efforts are likely to 
be extremely valuable in identifying areas of 
overlap, potential gaps, or ambiguity about 
where a subfunction of an NCF is accounted 
for or when a definition needs to be modified.

• Develop a core set of vetted NCF indicators 
that can be used to monitor NCFs’ perfor-
mance under baseline conditions, as well as 
in response to diverse shocks and stresses. 
Identifying trusted indicators that are fre-
quently updated and that are specific to an 
NCF’s performance, rather than the hazards 
to which it is exposed, can enable risk manag-
ers to efficiently anticipate emerging risks. 

Developing and Applying the NCF 
Risk Assessment Framework to the 
COVID-19 Pandemic

Risk assessment is now a mature decision-support 
practice for the public and private sectors, includ-
ing within DHS and its various components, such as 
CISA. Therefore, in developing the NCF risk assess-
ment framework, certain design features were consis-
tent with risk assessment best practices, as described 
earlier in this report. 

In applying the NCF risk assessment framework, 
opportunities for improvement became appar-
ent. Some were able to be implemented quickly 
during the course of the project. Meanwhile, other 
potential improvements, including the integra-
tion of approaches to assessing interdependencies 
among NCFs and NCF vulnerability to COVID-19 

and to mapping the geography of NCFs, were more 
challenging. 

Given that the COVID-19 threat is associated 
with an infectious disease, the bulk of the risk from 
the pandemic has been associated with driver 2, a 
shortage of workers. This highlights the importance 
of having a risk assessment framework and allied 
indicators that are robust to diverse types of threats 
so that risk managers can quickly develop situational 
awareness as new threats emerge.

Potential Action Items

In light of our findings, the NRMC might consider 
taking the following actions:

• Review and validate COVID-19 NCF indica-
tors. Although we identified many indicators, 
their quality varied with the reliability of the 
underlying data, the frequency with which 
the indicators were updated, and the strength 
of their association with NCF performance. 
Therefore, undertaking retrospective analyses 
of indicators could be used to establish their 
baseline variability during blue-sky condi-
tions, assess how far outside that baseline they 
deviated during the pandemic, and assess 
their signal strength vis-à-vis NCF perfor-
mance. Collectively, such analyses would 
help to identify those indicators that are 
most robust to COVID-19 risk and establish 
thresholds that are indicative of significant 
disruption.

• Review drivers used in the NCF risk assess-
ment framework. The NCF risk assessment 
framework includes four risk drivers (or 
five, given that the NRMC also considered 
Change in Cyber Posture). Situations arose in 
which assessing NCFs against some drivers 
was challenging (e.g., whether the loss of rev-
enue to local governments represents a Core 
Commodity Supply Shortage or a Decrease 
in Demand). Although such challenges are to 
be expected in applying any risk assessment 
framework, it would be worthwhile in future 
disasters to consider whether other drivers or 
driver definitions might be more effective for 
risk assessment. 
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• Consider multiple time scales of risk. The 
NCF risk assessment framework consistently 
assessed risk on a rolling 60-day time horizon. 
However, some risks could be anticipated over 
much longer time horizons, and consideration 
of longer-term risk might provide a useful 
supplement to the 60-day time horizon for 
some disasters. Regarding COVID-19, the 
shift to online learning in many parts of the 
United States in the spring of 2020 reflected 
an attempt to maintain the provision of edu-
cation. However, online learning is not an 
equivalent form of education, particularly 
for young children and vulnerable students, 
and it did not provide other forms of services 
often associated with schools (e.g., meals). The 
longer education remains online, the likelier 
students are to fall behind. Consideration of 
a longer time horizon could capture this type 
of risk.

• Enhance system-based methods for 
COVID-19 NCF risk assessment. Although 
the risk assessment methods for COVID-19 
were developed to examine NCFs largely in 
isolation of one another, examples of NCF 
interdependencies were readily apparent. 
This more-rigorous perspective on NCFs 
can enable richer and insightful assessment 
of risk; it also adds significant complexity to 
such assessment. 

• Undertake an NCF damage and recovery 
needs assessment. Our efforts have revolved 
around the assessment of risk to the NCFs, but 
limited analysis was dedicated to identifying 
and communicating specific consequences 
or the mechanisms by which COVID-19 con-
tributed to those consequences. An in-depth 
after-action report that details direct and 
indirect consequences, their implications for 
disruption or failures of NCFs at different 
geographic scales, and their comparison with 
other real-world disasters could be a valu-
able learning tool for the NRMC. This review 
could assess both actual incurred damage and 
predicted damage that did not occur to deter-
mine whether these costs were avoided as a 
result of specific mitigation measures.

Using the NCF Risk Assessment 
Framework During Steady-State 
Conditions and Non–COVID-19 
Emergencies

The mapping of NCF indicators to different threats 
could help identify information gaps during steady-
state conditions and enhance preparedness for future 
threats to the country’s infrastructure. The most–
commonly used indicators among HSOAC analysts 
were from the U.S. government and open-source data 
from financial institutions. Many of those indicators 
could likely be used for other threat scenarios. Risk 
assessors could use a hierarchy of indicator types that 
stratifies and defines indicator value, availability, and 
applicability to different threats to quickly identify 
the indicators of value for a given threat situation. In 
addition, apparent gaps in indicators—that is, areas 
in which indicators for a given NCF are particularly 
weak—would signal the need to enhance investments 
in data collection in order to enable data-driven risk 
assessments in the future. 

The NRMC might also consider how alternative 
and novel data sources could help fill existing indica-
tor gaps and enhance access to near–real-time infor-
mation. The methods used for assessing COVID-19 
risk to the NCFs could benefit from clear guidance 
for incorporating and using alternative or intermit-
tent indicator sources. For example, HSOAC analysts 
frequently made use of news sources for tracking 
NCFs, yet the quality and comprehensiveness of such 
reporting are often highly variable. Similarly, risk 
assessment efforts could benefit from the develop-
ment of standard operating procedures for emerging 
data-source types that update with greater frequency. 
These could include prediction markets, social 
media, and crowdsourcing.

Potential Action Items

In light of our findings, the NRMC might consider 
taking the following actions:

• Develop a rigorous and flexible NCF indica-
tor data hub and allied standard operating 
procedures that can be deployed to monitor 
NCFs and changes in NCFs in the event of 
a threat. By building on our NCF indica-
tor work and combining it with the NRMC’s 
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existing systems and data, the NRMC can 
shorten the time- and resource-intensive 
process of developing and researching indica-
tor databases for future disasters and crises. 
Building and maintaining a reliable indica-
tor database would efficiently streamline the 
analytical requirements of future risk assess-
ment; identifying or creating non–COVID-19 
indicators to increase NCF driver coverage for 
baseline analysis would increase the robust-
ness of such a repository. 

• Stress-test the NCF risk assessment frame-
work against other potential threats to the 
nation. COVID-19 presented an opportunity 
for testing the NCFs and the risk assessment 
framework against one type of threat. Given 
the observed value of the approach, efforts 
could be undertaken now to plan for how the 
framework would be deployed against other 
types of threats to help identify which drivers, 
indicators, vulnerabilities, interdependencies, 
and geographic dynamics are relevant. 

• Develop the data and computing infra-
structure for the monitoring of NCFs and 
system interoperability among DHS and its 
contractors. Various opportunities exist for 
streamlining the analysis of NCF indicators, 
the assignment of risk ratings, and the genera-
tion of online, dynamic dashboards for risk 
communication. Ideally, this should build on 
DHS’s existing investments in computational 
and geospatial analysis tools. In addition, 
enhancing mechanisms for easy data sharing 
and visualization between DHS and its con-
tractors would facilitate faster collaboration 
among analysts in different organizations.

Mitigating Risk to the NCFs During 
Future Emergencies

There are also opportunities to consider how the 
NCF risk assessment framework might be used in 
future emergencies. One significant way in which the 
NRMC can contribute to national CI risk manage-
ment is by continuing to build its analytic capabilities 
for the assessment and the timely communication 
of risk to its partners, which include sector-specific 

federal and state agencies. The NRMC could enhance 
the NCF risk assessment framework and its flexibility 
for use in risk mitigation by defining key failure end 
points for NCFs. With clear definitions of failure and 
degradation, analysts could more easily assess the 
risk-reduction potential of mitigation options and 
prioritize risk mitigation strategies and monitor their 
impact. These activities would enhance CISA’s data 
collection, analysis and dissemination, planning and 
guidance, convening, and coordination roles in NCF 
risk mitigation strategies.

Risk assessment is just one step in a larger pro-
cess of risk management. Although the NCF risk 
assessment framework applied to COVID-19 adopts 
many of the core concepts commonly used in risk 
assessment practice, that process, in the context of 
COVID-19 response, is pursued within a broader risk 
management framework that informs decisionmak-
ing to address the priorities of the NRMC and its 
stakeholders as necessarily limited by the lack of a 
consistent and unified federal role in risk manage-
ment. DHS has its own risk management framework, 
which could be adopted for such purposes, and other 
frameworks could be explored to address the specific 
management needs for the CI mission of the NRMC 
and CISA. 

However, significant uncertainty exists about 
the costs, benefits, effectiveness, and sustainabil-
ity of these actions. Some mitigation actions could 
become effectively permanent adaptations to risk. For 
example, the rapid expansion of working from home 
and even online learning in response to COVID-19 
is likely to have lasting consequences as businesses, 
government agencies, and school systems learn from 
this natural experiment. By leveraging the NRMC’s 
role as a cross-sector risk manager, the NRMC could 
track ongoing risk mitigation activities and evaluate 
their impact on risk ratings, as well as any unin-
tended consequences, thus enhancing situational 
awareness and supporting the identification of miti-
gation actions that could be implemented in response 
to other threats.

The NRMC’s existing engagement with other 
actors in public and private sectors creates oppor-
tunities for building robust risk assessment, com-
munication, and management capabilities. These 
engagements are important to ground understanding 
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of NCF vulnerabilities, risk, and opportunities for 
mitigation, and expanding such forms of outreach 
could generate benefits for the NRMC’s risk manage-
ment efforts. In addition, NRMC stakeholders could 
play an important role in helping identify different 
types of risk products that the NRMC could develop 
to benefit risk management efforts in specific sec-
tors. CISA could therefore enhance its internal and 
external risk management capacity by identifying key 
internal experts and external stakeholders who would 
be involved in planning and implementing mitigation 
strategies. 

Potential Action Items

In light of our findings, the NRMC might consider 
taking the following actions:

• Continue to invest in NRMC risk assessment 
capabilities. The NRMC’s role in providing 
information on risk to diverse stakeholders is 
a unique activity across the federal enterprise. 
Given that the NCF risk assessment frame-
work is a relatively new risk management tool, 
identifying opportunities for enhancing the 
use of the framework in risk analysis, com-
munication, and mitigation will boost the 
NRMC’s value as a risk management agency 
and enhance the ability of diverse stakehold-
ers to respond effectively to risk.

• Collect information on mitigation and adap-
tation actions during COVID-19 to inform 
mitigation of future threats. The COVID-19 
experience is certainly relevant to other pan-
demic risks, but some mitigation actions for 
COVID-19 are likely relevant to other threats 
as well. For example, supply-chain disrup-
tions can emerge from a variety of sources 
(e.g., terrorism, natural disaster, cyberat-
tack). Preserving the institutional memory of 
COVID-19 risk managers in the public and 
private sectors could prove invaluable during 
the next national challenge. 

• Enhance the NRMC’s stakeholder network 
to boost two-way flow of information tai-
lored to different audiences on risks to the 
United States. Enhancing the flow of infor-
mation across partners and stakeholders and 
having the ability to analyze it rapidly to 

generate risk insights can benefit situational 
awareness. At the same time, increasing the 
NRMC’s capacity to deliver timely risk infor-
mation that is tailored to different audiences 
can empower actors to take mitigative actions 
that increase the country’s overall resilience.

Concluding Thoughts

The efforts described in this report represent the first 
test of a new system for managing national risks in 
emergencies. By testing this system under fire, much 
was learned about how to measure, analyze, and 
mitigate risks. This effort also identified opportuni-
ties to improve and enhance the NCF risk assessment 
framework. The lessons and action items recom-
mended for consideration could provide a road map 
that helps CISA, government at all levels, and both 
public and private risk managers better manage and 
respond to future contingencies and enhance risk 
management during steady-state operations.

Notes
1  For CISA and other DHS materials, we searched the public-
facing websites and reviewed all recent materials that included 
risk mitigation strategies. For academic literature, we searched 
using Google Scholar for “risk mitigation frameworks.” We did 
not conduct a formal literature review.
2  This discussion is based on an examination of the academic 
literature on risk analysis and economics.

References
Accounting and Information Management Division, U.S. 
General Accounting Office, Information Security Risk 
Assessment: Practices of Leading Organizations—Exposure Draft, 
Washington, D.C., GAO/AIMD-99-139, August 1, 1999. As of 
January 25, 2021: 
https://www.gao.gov/products/AIMD-99-139

CISA—See Cybersecurity and Infrastructure Security Agency.

Collins, Keith, “Is Your State Doing Enough Coronavirus 
Testing?” New York Times, updated November 1, 2020.

Computer Security Division, Information Technology 
Laboratory, National Institute of Standards and Technology, 
Guide for Conducting Risk Assessments, Gaithersburg, Md., 
Special Publication 800-30, September 2012. As of February 16, 
2021: 
https://www.nist.gov/privacy-framework/nist-sp-800-30

Cybersecurity and Infrastructure Security Agency, U.S. 
Department of Homeland Security, “National Critical 
Functions,” Washington, D.C., undated a. As of December 12, 
2020: 
https://www.cisa.gov/national-critical-functions

https://www.gao.gov/products/AIMD-99-139
https://www.nist.gov/privacy-framework/nist-sp-800-30
https://www.cisa.gov/national-critical-functions


26

———, “National Critical Functions Set,” Washington, D.C., 
undated b. As of February 5, 2021: 
https://www.cisa.gov/national-critical-functions-set

———, “National Critical Functions: An Evolved Lens for Critical 
Infrastructure Security and Resilience,” Washington, D.C., 
released April 30, 2019. As of December 14, 2020: 
https://www.cisa.gov/sites/default/files/publications/ 
national-critical-functions-overview-508.pdf

———, COVID Critical Infrastructure Risk Mitigation Strategies, 
Washington, D.C., March 16, 2020a.

———, National Critical Functions: Status Update to the Critical 
Infrastructure Community, Washington, D.C., July 2020b. As of 
December 23, 2020: 
https://www.cisa.gov/sites/default/files/publications/ 
ncf-status-update-to-critical-infrastructure-community_508.pdf

———, “Critical Infrastructure Sectors,” Washington, D.C., last 
updated October 21, 2020c. As of January 20, 2021: 
https://www.cisa.gov/critical-infrastructure-sectors

GAO—See U.S. Government Accountability Office.

Management Directorate, U.S. Department of Homeland 
Security, DHS Lexicon Terms and Definitions, 2017 ed., 
rev. 2, Washington, D.C., Instruction Manual 262-12-001-01, 
October 16, 2017. As of December 23, 2020: 
https://www.hsdl.org/?abstract&did=820128

National Infrastructure Advisory Council, Cross-Sector 
Interdependencies and Risk Assessment Guidance: Final Report 
and Recommendations by the Council, Washington, D.C., 2004. 
As of January 21, 2021: 
https://www.cisa.gov/publication/ 
niac-interdependencies-risk-assess-final-report

National Research Council, Risk Assessment in the Federal 
Government: Managing the Process, Washington, D.C.: National 
Academies Press, 1983. As of February 16, 2021: 
https://www.nap.edu/catalog/366/risk-assessment-in-the-federal 
-government-managing-the-process

———, Review of the Department of Homeland Security’s 
Approach to Risk Analysis, Washington, D.C.: National 
Academies Press, 2010. As of February 16, 2021: 
https://www.nap.edu/catalog/12972/review-of-the-department 
-of-homeland-securitys-approach-to-risk-analysis

NIAC—See National Infrastructure Advisory Council.

NIST—See National Institute of Standards and Technology.

Office of Risk Management and Analysis, U.S. Department of 
Homeland Security, Risk Management Fundamentals: Homeland 
Security Risk Management Doctrine, Washington, D.C., April 
2011. As of December 23, 2020: 
https://www.dhs.gov/publication/ 
risk-management-fundamentals

Office of the Science Advisor, Risk Assessment Forum, U.S. 
Environmental Protection Agency, Framework for Human Health 
Risk Assessment to Inform Decision Making, Washington, D.C., 
EPA/100/R-14/001, April 2014a. As of January 25, 2021: 
https://www.epa.gov/risk/framework-human-health-risk 
-assessment-inform-decision-making

———, Risk Assessment Forum White Paper: Probabilistic Risk 
Assessment Methods and Case Studies, Washington, D.C., 
EPA/100/R-14/004, July 2014b. As of January 25, 2021: 
https://www.epa.gov/osa/risk-assessment-forum-white-paper 
-probabilistic-risk-assessment-methods-and-case-studies

Public Law 107-296, Homeland Security Act of 2002, 
November 25, 2002. As of May 12, 2019: 
https://www.govinfo.gov/app/details/PLAW-107publ296

Rabkin, Norman J., managing director, Homeland Security 
and Justice, U.S. Government Accountability Office, Risk 
Management: Strengthening the Use of Risk Management 
Principles in Homeland Security, testimony before the U.S. 
House of Representatives Committee on Homeland Security 
Subcommittee on Transportation Security and Infrastructure 
Protection, Washington, D.C., GAO-08-904T, June 25, 2008. As 
of January 25, 2021: 
https://www.gao.gov/products/GAO-08-904T

Risk Assessment Forum, U.S. Environmental Protection Agency, 
Framework for Ecological Risk Assessment, Washington, D.C., 
EPA/630/R-92/001, February 1992. As of January 21, 2021: 
https://www.epa.gov/sites/production/files/2014-11/documents/
framework_eco_assessment.pdf

Thomason, James S., IDA’s Integrated Risk Assessment and 
Management Model, Alexandria, Va.: Institute for Defense 
Analyses, P-4470, June 2009. As of January 25, 2021: 
https://apps.dtic.mil/sti/citations/ADA505109

U.S. Code, Title 6, Domestic Security; Chapter 1, Homeland 
Security Organization; Subchapter III, Science and Technology 
in Support of Homeland Security; Section 185, Federally Funded 
Research and Development Centers. As of May 12, 2019: 
https://www.govinfo.gov/app/details/USCODE-2017-title6/
USCODE-2017-title6-chap1-subchapIII-sec185

U.S. Department of Homeland Security, 2009 Strategic Homeland 
Infrastructure Risk Assessment (SHIRA): 2009 Data Call 
Guidance Materials, Washington, D.C., 2009.

U.S. Department of Homeland Security and National Capital 
Region Coordination Office, National Capital Region Strategic 
Hazard Identification and Evaluation for Leadership Decisions 
(NCR SHIELD), Vol. 2: Methodologies for the Assessment of Risks 
to the National Capital Region from Terrorist Attacks and Natural 
Hazards, Mission Disruption, and Risk Management Strategic 
Options, Washington, D.C., 2008.

U.S. Government Accountability Office, Enterprise Risk 
Management: Selected Agencies’ Experiences Illustrate Good 
Practices in Managing Risk, Washington, D.C., GAO-17-63, 
December 1, 2016. As of December 24, 2020: 
https://www.gao.gov/products/GAO-17-63

Welburn, Jonathan W., and Aaron M. Strong, “Systemic Cyber 
Risk and Aggregate Impacts,” Risk Analysis, February 16, 2021.

Willis, Henry H., Mary Tighe, Andrew Lauland, Liisa Ecola, 
Shoshana R. Shelton, Meagan L. Smith, John G. Rivers, Kristin J. 
Leuschner, Terry Marsh, and Daniel M. Gerstein, Homeland 
Security National Risk Characterization: Risk Assessment 
Methodology, Santa Monica, Calif.: RAND Corporation, 
RR-2140-DHS, 2018. As of February 16, 2021: 
https://www.rand.org/pubs/research_reports/RR2140.html

https://www.cisa.gov/national-critical-functions-set
https://www.cisa.gov/sites/default/files/publications/national-critical-functions-overview-508.pdf
https://www.cisa.gov/sites/default/files/publications/ncf-status-update-to-critical-infrastructure-community_508.pdf
https://www.cisa.gov/critical-infrastructure-sectors
https://www.hsdl.org/?abstract&did=820128
https://www.cisa.gov/publication/niac-interdependencies-risk-assess-final-report
https://www.nap.edu/catalog/366/risk-assessment-in-the-federal-government-managing-the-process
https://www.nap.edu/catalog/12972/review-of-the-department-of-homeland-securitys-approach-to-risk-analysis
https://www.dhs.gov/publication/risk-management-fundamentals
https://www.epa.gov/risk/framework-human-health-risk-assessment-inform-decision-making
https://www.epa.gov/osa/risk-assessment-forum-white-paper-probabilistic-risk-assessment-methods-and-case-studies
https://www.govinfo.gov/app/details/PLAW-107publ296
https://www.gao.gov/products/GAO-08-904T
https://www.epa.gov/sites/production/files/2014-11/documents/framework_eco_assessment.pdf
https://apps.dtic.mil/sti/citations/ADA505109
https://www.govinfo.gov/app/details/USCODE-2017-title6/USCODE-2017-title6-chap1-subchapIII-sec185
https://www.gao.gov/products/GAO-17-63
https://www.rand.org/pubs/research_reports/RR2140.html


27

Acknowledgments
This report draws from interim work products developed 
in 2020 representing the combined efforts of many beyond 
the principal authors listed. 

More specifically, this work would not have been possible 
without the diligent contributions over more than nine 
months of the team of Homeland Security Operational 
Analysis Center (HSOAC) analysts responsible for assess-
ing risk to the NCFs on a weekly basis and responding 
rapidly to requests for investigations of specific concerns 
across NCFs. The complete HSOAC team was grouped 
across lines of effort, listed in the table below. We thank 
all involved for their analytical contributions, collabora-
tion, and thoughtful reviews, culminating in this report 
and other work products.

Throughout the project, we have been fortunate to 
work with several people at the Cybersecurity and 
Infrastructure Security Agency. For their guidance 
and support throughout the course of the project, we 
are particularly in debt to Bob Kolasky, Daniel Kroese, 
Ed Jopeck, Eric Rollison, Heather Scott, Ron Lafond, 
Christian Lowry, Nalani Cates, Geoffrey French, and 
Amitai Zuckerman. No part of this project would be pos-
sible without the efforts of our RAND colleagues Paige M. 
Rudin, Chandler Sachs, and Erica Robles. We also thank 
our RAND colleagues Daniel M. Gerstein, Charles A. 
Goldman, and Debra Knopman for their helpful and thor-
ough reviews of the project’s products. Finally, we thank 
Henry H. Willis for his invaluable guidance and support 
throughout the project.

HSOAC Team Contributions, by Line of Effort

Indicators
Liam Regan, lead

Mitigation
Michelle E. Miro, 
lead
Andrew Beck

Interdependencies
Jonathan William 
Welburn, lead
Shannon Prier
Aaron Strong

Geography
Scott Stephenson, 
lead
Rahim Ali
Jaime Madrigano
Chuck Stelzner
Karen Sudkamp

Vulnerability
Jeffrey B. Wenger, 
lead
Shannon Prier
Aaron Strong

Risk
Rachel Steratore, 
lead
Benjamin Lee 
Preston
Andrew Beck

NCF Reviewers

Ismael Arciniegas Rueda
Thomas F. Atkin
Edward Balkovich
Sina Beaghley
Gary Cecchine

Amado Cordova
Jeremy M. Eckhause
Carrie M. Farmer
Daniel M. Gerstein
Charles A. Goldman

Daniel Gonzales
Reynold Hoover
Jim McDonnell
Luke Muggy
Anu Narayanan

Ellen M. Pint
Patrick Roberts
Constantine Samaras
Rand Waltzman

NCF Analysts

Matthew D. Baird
Jason Thomas Barnosky
Marjory S. Blumenthal
Edward W. Chan
Noreen Clancy
Shelly Culbertson
James Dimarogonas
Lloyd Dixon

Richard H. Donohue
Jeremy M. Eckhause
Liisa Ecola
Dan Elinoff
Shira H. Fischer
Quentin E. Hodgson
Kelly Klima
Chelsea Kolb

Jenna W. Kramer
Douglas C. Ligor
Sydney Litterer
Jaime Madrigano
Michelle E. Miro
Jared Mondschein
Shanthi Nataraj
Christopher Nelson

John V. Parachini
Angela Putney
Liam Regan
Adam C. Resnick
Heather L. Schwartz
Patricia Ann Stapleton
Karen Sudkamp
Keenan D. Yoho



RR-A210-1 (2022)

The Homeland Security Act of 

2002 authorizes the Secretary 

of the Department of Homeland 

Security (DHS), acting through the 

Under Secretary for Science and 

Technology, to establish one or 

more federally funded research and 

development centers (FFRDCs) 

to provide independent analysis 

of homeland security issues. The 

RAND Corporation operates the 

Homeland Security Operational 

Analysis Center (HSOAC) as an 

FFRDC for DHS under contract 

HSHQDC-16-D-00007.

The HSOAC FFRDC provides the 

government with independent 

and objective analyses and advice 

in core areas important to the 

Department in support of policy 

development, decisionmaking, 

alternative approaches, and new 

ideas on issues of significance. The 

HSOAC FFRDC also works with 

and supports other federal, state, 

local, tribal, and public- and private-

sector organizations that make up 

the homeland security enterprise. 

The HSOAC FFRDC’s research is 

undertaken by mutual consent with 

DHS and is organized as a set of 

discrete tasks.

The information presented in this 

report does not necessarily reflect 

official DHS opinion or policy.

For more information on this 

publication, visit  

www.rand.org/t/RRA210-1.

About This Report
The Homeland Security Operational Analysis Center (HSOAC) was asked to use 
the National Risk Management Center’s (NRMC’s) National Critical Function 
(NCF) risk assessment framework to assess risk to each NCF and complete indi-
vidual risk analyses for the 55 NCFs. The NRMC also requested that HSOAC 
perform additional tasks, including providing a report on emerging lessons 
learned from risk management efforts to limit the impact and disruption that 
coronavirus disease 2019 (COVID-19) had on the 55 NCFs.

This report presents insights into best practices in risk assessment and manage-
ment; identified challenges in the implementation of the NCF risk assessment 
framework to characterize risk to critical infrastructure associated with the 
COVID-19 pandemic; recommendations for improving the framework; and 
suggestions for further characterization of NCFs’ interdependence, vulner-
ability, and geographic variation that could improve risk assessment processes. 
This report is intended to inform the actions of federal agencies, state and local 
authorities, and the private sector. In particular, this report should be of inter-
est to owners and operators of critical infrastructure, risk managers, and others 
involved in COVID-19 risk assessment activities. It should also be of interest to a 
broader public audience who would like to understand more about how national 
risks are, and can be, assessed.

This research was sponsored by the National Risk Management Center in the 
Cybersecurity and Infrastructure Security Agency at the U.S. Department 
of Homeland Security (DHS) and conducted within the Strategy, Policy, and 
Operations Program of the Homeland Security Operational Analysis Center 
(HSOAC) federally funded research and development center (FFRDC).

HS AC
HOMELAND SECURITY
OPERATIONAL ANALYSIS CENTER

An FFRDC operated by the 
RAND Corporation under 

contract with DHS

http://www.rand.org/t/RRA210-1



