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About This Report

Cyberspace pervades all warfighting domains, including space, and supports neatrly all military
missions. As cyber threats advance, the U.S. Space Force (USSF) clearly recognizes the need to ensure
that space missions can continue in the face of cyber attacks. This report provides recommendations
that will help USSF implement the guidance set forth in Space Policy Directive-5 to incentivize the
commercial sector to adopt a cybersecurity strategy that will help ensure space mission assurance.

The research reported here was commissioned by the Deputy Director of Strategy, Requirements,
Plans and Programs, Headquarters U.S. Space Force, and conducted within the Force Modernization
and Employment Program of RAND Project AIR FORCE as part of a fiscal year 2023 project,
“Enhancing Space Mission Assurance to Cyber Threats.” The research was conducted between
October 2022 and August 2023. The report should be of interest to decisionmakers in the acquisition,
plans, and programs divisions of the Department of the Air Force who are responsible for investments
in cybersecurity and space mission assurance; their counterparts in the joint community and the
intelligence community; personnel who provide analytical support for those investments; the broader
U.S. Department of Defense cyber and national security space communities; civil and commercial
space entities; and the Cybersecurity and Infrastructure Security Agency at the Department of
Homeland Security.

RAND Project AIR FORCE

RAND Project AIR FORCE (PAF), a division of RAND, is the Department of the Air Force’s
(DAF’s) federally funded research and development center for studies and analyses, supporting both
the United States Air Force and the United States Space Force. PAF provides the DAF with
independent analyses of policy alternatives affecting the development, employment, combat readiness,
and support of current and future air, space, and cyber forces. Research is conducted in four programs:
Strategy and Doctrine; Force Modernization and Employment; Resource Management; and
Workforce, Development, and Health. The research reported here was prepared under contract
FA7014-22-D-0001.

Additional information about PAF is available on our website:

www.rand.org/paf/

This report documents work originally shared with the DAF on September 20, 2023. The draft
report, dated September 2023, was reviewed by formal peer reviewers and DAF subject-matter
experts.
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Summary

Issue

Commercial space capabilities are driving innovation and present significant opportunities to
contribute to U.S. Space Force (USSF) missions. To capitalize on that innovation up to and through
various stages of conflict, USSF must be able to employ and trust cyber-enabled technology as it
evolves. Therefore, to achieve space mission assurance (SMA), it is imperative to reduce cyber risks
throughout the entire value chain and space system life cycle through collaboration with the
commercial sector. In this project, we sought to answer the following question: How can USSF and
the Department of the Air Force (DAF) promote and incentivize cybersecurity best practices in
working with the commercial sector?

Approach

We conducted literature reviews and semistructured interviews to (1) determine what U.S.
Department of Defense (DoD) personnel and commercial companies consider to be cyber best
practices, (2) identify the areas of risk for USSF missions and operations, and (3) gather insight on
how USSF can motivate commercial partners to adopt cyber best practices and reduce risk to USSF
missions. Additionally, we hosted a one-day workshop with industry representatives to better
understand commercial perspectives and approaches to cybersecurity threats, challenges, and
opportunities when working with government partners. In a follow-up to the workshop, we sought
additional input from industry representatives on the barriers discussed to inform our
recommendations. We used an impact-effort matrix to prioritize the recommendations, considering
an approximation of the effort required to address a barrier and the potential benefits that may be
realized by both government and industry. The goal was to identify and prioritize the courses of action
that will achieve the most-positive outcomes for USSF to consider.

Key Findings

e Views on SMA differ. USSF sees it as mitigating risks to space missions through defense,
reconstitution, and resilience, whereas industry partners view SMA largely as providing the
level of service as contracted, though companies could undertake additional measures in times
of crisis and conflict. SMA should be evaluated holistically.

e There is no consensus on what constitutes cyber best practices, but many companies highlight
government compliance programs, National Institute of Standards and Technology (NIST)
standards, and risk management frameworks as starting points. Since no program formally
evaluates cybersecurity, companies’ cyber teams determine best practices as they go, using
NIST and other metrics as starting points.



e A standards-based approach to cybersecurity is limiting and potentially counterproductive.
DoD programs such as Cybersecurity Maturity Model Certification and Infrastructure Asset
Pre-Approval establish requirements based on NIST standards but may not be flexible
enough to allow companies to dynamically address risk, devolving to a compliance-based
assessment of security controls that can give a false sense of security. Compliance-based
approaches can become overburdensome, redundant, and expensive to implement, with
marginal security gains. The added costs are passed on to USSF and may hinder USSF access
to cutting-edge technology.

e Industry and DoD continue to talk past each other; there is a lack of mutual understanding
regarding SMA and what each party would expect of the other during crisis and conflict.
Many in the commercial space sector say that they are not aware of USSF motivations, needs,
or direction and that information only flows in one direction, from the commercial sector to
DoD. Industry partners also point to continued overclassification hindering timely
information-sharing.

e The commercial space industry hesitates to share information about vulnerabilities, threats,
and compromises or cyber incidents for reasons that include, but are not limited to, concern
about liability and legal ramifications, potential reputational impact, and proprietary
information protections. Other industries have learned how to share sensitive information to
improve overall sector safety and security.

Recommendations

The first step to creating a cyber-secure SMA strategy is providing clear cybersecurity requirement
guidance to commercial partners. These requirements must be adaptable enough to keep up with
technology advancement, be adapted to the space domain, and allow for reciprocity across DoD
programs so that requirements do not become overly burdensome and expensive without any
additional cyber protections. A comprehensive cybersecurity and SMA strategy will need to address
more than just the adoption of security controls. USSF should consider the following
recommendations:

e Promote security engineering to take a “secure-by-design” approach; incentivize the
commercial sector to work toward SMA by elevating cybersecurity as a competitive advantage
in the acquisition and procurement process, verified by a not-for-profit third party.

e Collaborate with the private sector to develop operational resilience, including precrisis
planning and contract review and, during a crisis or rising threats, improving the ability to
share classified information.

e Consider establishing a USSF-sponsored information-sharing program modeled on voluntary
safety reporting programs used in other industries.

e Collaborate closely with interagency partners (such as working with the Cybersecurity and
Infrastructure Security Agency and incorporating lessons learned from research conducted by
the intelligence community).

e Explore how new technologies and approaches can assist (e.g.,, implementing zero-trust
architecture and improved artificial intelligence and machine learning for cybersecurity).
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Chapter1

Introduction

Background

Access to space is vital to U.S. national security, and the United States recognizes that potential
adversaries will target the space domain to reduce the ability of the United States to respond and
operate effectively.! Additionally, cyberspace (another warfighting domain) is foundational to
maintaining a strategic and operational advantage against peer and near-peer adversaries. Cyberspace
encompasses all other warfighting domains—ground, sea, air, and space—to support military
missions. Joint Publication 3-12, Cyberspace Operations, describes cyberspace operations as “the
employment of cyberspace capabilities where the primary purpose is to achieve objectives in or
through cyberspace.” This ability to access cyberspace results in an increased number of threats to
these missions and makes cyberspace superiority difficult to achieve.’ Space mission assurance (SMA)
is a concept used to deter adversaries, counter risk from emerging man-made and natural threats to
space, and pursue resilient space architectures.* To achieve SMA, it is vital to identify and overcome
the challenges of increasingly advanced cyber threats.

Motivation

U.S. space systems are vulnerable to kinetic and nonkinetic attacks and are targets of foreign spy
agencies.® Cyber threats, a nonkinetic attack vector, pose unique challenges that other threat vectors
do not. It is useful to understand these challenges to cyber SMA through recent events. One exemplar
is Russia’s cyber attack on Viasat's Ka-band satellite (KA-SAT) network at the onset of Russia’s
invasion of Ukraine in February 2022. A denial-of-service attack, followed by the exploitation of a
misconfiguration in the virtual private network (VPN) appliance, resulted in a precipitous drop of
online modems across Europe in a span of 45 minutes. The impacts of the attack were not confined to
Ukraine but were experienced across Europe, including 5,800 wind turbines in Germany.” There are

' \White House, United States Space Priorities Framework, December 2021, p. 6.

% Joint Publication 3-12, Cyberspace Operations, Joint Chiefs of Staff, June 8, 2018, p. vii.

3 Air Force Doctrine Publication 3-12, Cyberspace Operations, Department of the Air Force, February 1, 2023.
4]oint Publication 3-14, Space Operations, Joint Chiefs of Staff, April 10, 2018, change 1, October 26, 2020.

> Regardless of the threat origin (natural or man-made), there are several methods to provide SMA. These methods can be
grouped into three categories: defensive operations, reconstitution, and resilience (Joint Publication 3-14, 2020).

® Julian E. Barnes, “Intelligence Agencies Warn Foreign Spies Are Targeting U.S. Space Companies,” New York Times, August
18, 2023.

7 Viasat, “KA-SAT Network Cyber Attack Overview,” March 30, 2022; Patrick Howell O’'Neill, “Russia Hacked an American
Satellite Company One Hour Before the Ukraine Invasion,” MIT Technology Review, May 10, 2022.



other publicly known space cyber incidents that have affected primarily ground infrastructure or
space-to-ground links. The National Aeronautics and Space Administration (NASA)’s Jet
Propulsion Laboratory experienced a ground station attack in 2019 in which attackers were able to
upload control instructions to the spacecraft.® As far back as 2009, Predator unmanned aircraft
systems (UASs) fell victim to the collection of unencrypted UAS data.’ This increase in space cyber
incidents warrants the development of a comprehensive cybersecurity strategy to provide space cyber
mission assurance.

Since its inception, the U.S. Space Force (USSF), along with U.S. Space Command
(USSPACECOM) and the U.S. Department of Defense (DoD), have made concerted efforts to take
advantage of commercial space products and services by integrating commercial solutions into
operations. The significance of commercial integration is emphasized in several strategic documents,
including the 2020 National Space Policy, 2020 Defense Space Strategy, 2021 USSPACECOM
Commander’s Strategic Vision, 2022 National Defense Strategy, 2023 Cyber-Enabled Space
Operations Strategic Guidance, and Unified Command Plan.'’ In 2023, DoD launched an effort to
closely collaborate with industry to leverage commercial capabilities, such as satellite communications
(SATCOM) and space-based intelligence, surveillance, and reconnaissance (ISR). “The goal of this
effort is to incorporate [the] incredible innovation system of the commercial space economy and link
them into our joint warfighting concepts to access and accelerate capability adoption,” said the Under
Secretary of Defense for Research and Engineering.!' USSPACECOM stood up the Combined Joint
Commercial Integration Office in the Combined Space Operations Center (CSpOC) to better engage
with industry to share information on threats and improve shared situational awareness.'” The
priorities for commercial capabilities that can be incorporated are “operational intelligence
(OPINTEL), Space Domain Awareness (SDA), COMSATCOM [commercial SATCOM]
bandwidth, remote sensing, modeling and simulation, AI/ML [artificial intelligence and machine
learning], quantum computing and encryption, environmental monitoring, and alternate positioning,
navigation, and timing.”” Overall, DoD, USSPACECOM, and USSF are signaling the need for more
commercial integration into their day-to-day operations. Although the commercial sector brings
significant and needed capabilities, it also potentially expands the cyber attack surface to entities that

USSF and USSPACECOM do not have visibility into or control over.

8 NASA Office of Inspector General, NASA’s Cybersecurity Readiness, 1G-21-019, May 18, 2021.

9 Siobhan Gorman, Yochi J. Dreazen, and August Cole, “Insurgents Hack U.S. Drones,” Wall Street Journal, December 17,
2009.

19 White House, National Space Policy of the United States of America, December 9, 2020b; DoD, Defense Space Strategy Summary,
June 2020a; U.S. Space Command, Commander’s Strategic Vision, January 2021; DoD, 2022 National Defense Strategy of the
United States of America, October 27, 2022b; Executive Office of the President, “2022 Unified Command Plan,” memorandum
for the Secretary of Defense, Federal Register, Vol. 88, No. 92, April 28, 2023.

" Jaspreet Gill, “DoD Launches New ‘Effort’ to Rapidly Adopt Commercial Space Capabilities,” Breaking Defense, April 18,
2023.

12 Theresa Hitchens, “SPACECOM Plans New, Unified ‘Commercial Integration Office’ to Work with Private Firms,” Breaking
Defense, March 3, 2023.

B3 Christopher A. Solee, “Enhancing Military Space Power,” memo to industry, U.S. Space Command, Capability and Resource
Integration Directorate, October 2022.



While the federal government has launched numerous cybersecurity standards and programs—
such as those developed by the National Institute of Standards and Technology (NIST)" and DoD’s
Cybersecurity Maturity Model Certification (CMMC) program'—there was no comprehensive
cybersecurity policy for space systems until September 2020, when Space Policy Directive-5 (SPD-
5)—Cybersecurity Principles for Space Systems—was issued as the United States’ first
comprehensive cybersecurity policy for space systems.'® U.S. space systems allow for global
communications; positioning, navigation, and timing; scientific experiments; national security
applications; and much more. Nation-state and other threat actors, through cyber operations, pose a
risk to these systems in that they can deny, degrade, or disrupt space operations. To provide essential,
reliable services for this vast diversity of space operations, it is paramount to protect space systems
from cyber attacks. To this end, SPD-5 establishes five fundamental principles to enhance security
against current and future threats to space systems throughout the entirety of the mission:

1. Space systems and their supporting infrastructure, including software, should be developed
and operated using risk-based, cybersecurity-informed engineering and should include
continuous monitoring.

2. Space systems and their operators should have cybersecurity plans that allow for the recovery
of a space vehicle in the event of an incident."”

3. Cybersecurity requirements and regulations should adopt best practices.

4. Owners and operators should collaborate with each other to promote the development of best
practices.

5. Appropriate risk should be accepted when implementing cybersecurity requirements.'®

Ultimately, SPD-5 leaves it to U.S. government agencies, such as USSF, to determine how to
work with industry and commercial partners to identify cybersecurity best practices, develop stronger

" Including NIST, Security and Privacy Controls for Information Systems and Organizations, Special Publication 800-53, revision
5, September 2020; NIST, Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations, Special
Publication 800-171, revision 3, November 9, 2023; NIST, Risk Management Framework for Information Systems and
Organizations: A System Life Cycle Approach for Security and Privacy, Special Publication 800-37, revision 2, December 2018;
Matthew Scholl and Theresa Suloway, Introduction to Cybersecurity for Commercial Satellite Operations, National Institute of
Standards and Technology, NIST IR 8270, July 2023; Michael Bartock, Suzanne Lightman, Ya-Shian Li-Baboud, James
McCarthy, Karen Reczek, Joseph Brule, Doug Northrip, Arthur Scholz, and Theresa Suloway, Foundational PNT Profile:
Applying the Cybersecurity Framework for the Responsible Use of Positioning, Navigation, and Timing (PNT) Services, National
Institute of Standards and Technology, NIST IR 8323, revision 1, January 2023; Suzanne Lightman, Theresa Suloway, and
Joseph Brule, Satellite Ground Segment: Applying the Cybersecurity Framework to Satellite Command and Control, National Institute
of Standards and Technology, NIST IR 8401, December 2022; and the Risk Management Framework (NIST, “About the Risk
Management Framework [RMF],” webpage, updated April 10, 2024b).

15 CMMC is a framework developed by the Office of the Under Secretary of Defense for Acquisition and Sustainment and is
based on standards developed by NIST. CMMC is designed for contractors that are working with government agencies in order
to protect, at a minimum, controlled unclassified information.

16 White House, “Memorandum on Space Policy Directive-5—Cybersecurity Principles for Space Systems,” September 4,
2020a.

17 SPD-5 states that these plans should address unauthorized access, physical protection measures, protection against
communications jamming and spoofing, protection of ground systems, adoption of appropriate cybersecurity hygiene practices,
and management of supply chain risks by tracking manufactured products and using trusted suppliers.

'8 White House, “President Donald J. Trump Is Establishing America’s First Comprehensive Cybersecurity Policy for Space
Systems,” fact sheet, undated.



relationships with each other, and promote better cybersecurity behaviors throughout all tiers of the
defense industrial base (DIB). In this report, we seek to understand what constitutes cybersecurity
best practices in government and the private sector, identify areas of cyberspace risk to USSF missions
and operations, and develop ideas for how USSF can motivate commercial partners to adopt
cybersecurity best practices and reduce risk to USSF missions in line with the guidance in SPD-5.

Research Approach

We employed a mixed-methods approach to our research. This approach encompassed a
literature review, interviews with government stakeholders and industry, and an industry workshop
and follow-up questionnaire with industry partners.

Literature Review

We conducted an open-source literature review on cybersecurity standards and programs, drawing
from documents developed by standards-setting organizations, such as NIST, as well as research
centers, including the Aerospace Corporation and MITRE Corporation. We also reviewed open-
source literature on space system risks and cyber threats; sources included documents and reports
from academia, government, and news outlets.

Interviews

We conducted 42 semistructured individual and group interviews with 80 subject-matter experts
(SMEs) from the U.S. government (18 interviews), commercial space companies (21 interviews), and
academia (3 interviews). The 18 U.S. government interviews included perspectives from USSF (Space
Force Headquarters, Space Systems Command [SSC], Space Defense Agency, and Space Operations
Command [SpOC]), USSPACECOM, and the Department of Homeland Security’s Cybersecurity
and Infrastructure Security Agency (CISA). We requested interviews with National Security Agency
personnel, particularly those in the Strategic Cybersecurity Program, but did not receive a positive
response. We also interviewed SMEs from 21 of approximately 70 commercial space companies we
contacted. We sought to include both large, established commercial space partners and smaller or
newer space companies that have less experience, if any, working with DoD. Three SME interviews
were with academic partners.

The SME interviews spanned multiple focus areas, including cyber best practices and
requirements, cyber risk, and the interaction between commercial and government partners. The
interviews were semistructured, conducted virtually, and typically lasted approximately one hour.
Both individual and group interviews were held at the unclassified level. Our interviews covered the
following topics:

o definitions and approaches to mission assurance, cyber best practices, resilience, and risk
management



e commercial interviewees” understanding of USSF and DoD commercial space needs and
cybersecurity requirements

e potential approaches to improve cybersecurity, mission assurance, and integration with
commercial partners.

Industry Workshop

We also convened a one-day, in-person industry workshop at RAND headquarters in Santa
Monica, California, on June 28, 2023. The goal of the workshop was to supplement industry
interviews by further exploring industry perspectives on cyber risk and cybersecurity, operational
resiliency and mission assurance measures, potential barriers to collaborating and opportunities to
collaborate with USSF, and courses of action USSF should consider pursuing to increase
collaboration. Because of intervening events, only three industry participants from two SATCOM
companies were able to attend. Given this limited participation, we do not draw broad conclusions
from the workshop; however, we did follow up with representatives from companies that could not
attend and solicited their views on barriers and opportunities identified during the workshop in an
email survey, the results of which we present in Appendix C.

Report Organization

This report highlights the challenges of and potential solutions for promoting SMA across the
spectrum of cyber incidents: pre-incident, during a cyber incident, and post-incident. In Chapter 2, we
describe the current state of cybersecurity with respect to SMA and describe the current cyber best
practices of the United States and its partners and allies. In Chapter 3, we discuss the cyber elements
that influence USSF SMA before, during, and after cyber incidents. In Chapter 4, we review the
challenges and barriers to ensuring SMA as detailed in literature reviews, interviews, and the
workshop. The barriers described in Chapter 4 led us to identify potential solutions and
recommendations aligned with those challenges, which are discussed in Chapter 5. Appendixes
provide amplifying information, as noted in the report.



Chapter 2

Establishing Cyber Best Practices for
Space Mission Assurance

In this chapter, we discuss the cyber-related factors that may influence USSF SMA, including
defining what SMA is, discussing what are considered cyber best practices, and discussing what the
United States and its allies and partners are doing to encourage the adoption of those best practices.

Space Mission Assurance and Cyber Best Practices

SMA is a concept that includes deterring adversaries, countering risks from emerging man-made
and natural threats to space, and pursuing resilient space architectures.” However, commercial
partners view SMA more narrowly than does DoD, typically seeing SMA only at the level of
delivering the service agreed on in the contract.” To have effective SMA, there must be a shared
understanding of the SMA concept and how to achieve it, including the adoption of shared standards
and best practices between USSF and commercial partners.

NIST defines a best practice as “a procedure that has been shown by research and experience to
produce optimal results and that is established or proposed as a standard suitable for widespread
adoption.””" However, in cybersecurity, there is no consensus about what constitutes best practices.
Standards provide guidelines for implementing security controls and practices, but the evidence for
how much these standards reduce cyber risk is scant. Some of the key issues surrounding determining
which best practices to implement are as follows:

1. There is alack of consensus on whether implementing standards and security controls is
sufficient to achieve cybersecurity goals.

2. Government and industry may not share the same motivations or goals for cybersecurity.

3. Risk assessment and tolerance will depend on the user’s perspective.

4. Best practices may not fully satisfy USSF requirements and mission.

Although many in industry are familiar with several standards, these standards and requirements may
not be tailored enough for USSF or the USSF mission, especially considering the guidelines set out in
documents such as SPD-5.

19 Joint Publication 3-14, 2020.

20 Representatives from several commercial space companies, semistructured interviews with the authors, March 28 and June 6,
12, and 23, 2023.

2L NIST, “Best Practice,” webpage, undated-a.



In addition to NIST’s general frameworks and standards to help establish cyber best practices,
federally funded research and development centers (FFRDCs) have created tools to help implement
cyber best practices. These include MITRE's Adversary Tactics, Techniques and Common
Knowledge (ATT&CK) and Aerospace’s Space Attack Research and Tactic Analysis (SPARTA)
frameworks, to be discussed in the next section.”” Furthermore, the U.S. government is also pursuing
multiple initiatives to promote the adoption of standards, including DoD’s CMMC and USSF’s
Infrastructure Asset Pre-Approval Program (IA-Pre). The National Reconnaissance Office (NRO)
has also created a tiered program for pre-vetting companies’ cybersecurity postures.” Industry often
mentions these frameworks and government programs when describing cyber best practices, but the
ability to evaluate and increase cybersecurity through these programs is unproven and not widely
accepted or practiced, for various reasons. It is often up to a commercial partner’s organic
cybersecurity team to determine what best practices are, using these standards as the baseline.
Questions remain in terms of how effective these practices are. For example, are government standards
or security requirements so difficult to adopt that they deter companies from wanting to work with
the government, or are they so rigid that they hamper the ability of private industry to adapt to
changing threat environments and to grow? Do current industry best practices match USSF
requirements and missions? USSF’s ability to influence cybersecurity practices in the commercial
sector varies based on the type of relationship, as shown in Figure 2.1. The more a commercial
product or service is tailored to a USSF need, the more influence USSF generally can exert through
program requirements. The more USSF is seeking to leverage a commercial product or service that is
commonly available in the marketplace, the less influence it can exert without having to increase
compensation to the company to cover the difference in what is provided to nongovernment customers
and what USSF wants. This report aims to shed light on where USSF stands in establishing SMA

and cyber best practices while encouraging their adoption with its commercial space partners.

%2 For more on the purpose, development, and application of ATT&CK, see MITRE Corporation, “ATT&CK,” webpage,
undated-a; for more on the purpose, development, and application of SPARTA, see Aerospace Corporation, “SPARTA: Space
Acttack Research and Tactic Analysis,” webpage, undated-b.

% Justin Doubleday, “NRO Looks to Ease Companies in the Door with Tiered Cybersecurity Requirements,” Federal News
Network, February 11, 2022.



Figure 2.1. USSF Levels of Influence to Ensure Cybersecurity Best Practices
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NOTE: NGA = National Geospatial-Intelligence Agency; WGS = Wideband Global SATCOM. EnhancedView is now
managed by the NRO.

Current Cybersecurity Frameworks and Standards

National Institute of Standards and Technology

NIST has taken the lead in developing and disseminating cybersecurity standards for the federal
government. NIST standards are binding for federal departments and agencies but only advisory for
private-sector entities, except where required under programs such as CMMC. NIST has developed
numerous guides and standards over the years, but, for our purposes, the following are the most
important:

e Special Publication (SP) 800-37, Risk Management Framework for Information Systems and
Organizations (RMF for short)

e SP 800-171, Protecting Controlled Unclassified Information in Nonfederal Systems and
Organizations

e SP 800-53, Security and Privacy Controls for Information Systems and Organizations

o NIST Cybersecurity Framework.

Although these standards and frameworks were developed primarily with enterprise information
systems in mind, the general approach to risk management in the RMF, for example, can be applied
more broadly to non-enterprise information technology (IT) systems, though not all the security
controls will be relevant or of the same priority in those systems. Table 2.1 summarizes the primary
purpose and audience for each of these documents.



Table 2.1. Cybersecurity Standards and Frameworks

Document Purpose Audience Applicability
NIST SP 800-37, Risk Framework for managing Federal government Information systems and
Management Framework security and privacy risk agencies (mandatory), organizations

for Information Systems
and Organizations

NIST SP 800-171,
Protecting Controlled
Unclassified Information
in Nonfederal Systems
and Organizations

NIST SP 800-53, Security
and Privacy Controls for
Information Systems and
Organizations

NIST Cybersecurity
Framework

CMMC

USSF IA-Pre

MITRE ATT&CK

Aerospace SPARTA

Security guidelines for
controlled unclassified
information (CUI) on
nonfederal systems

Catalog of security and
privacy controls

High-level guidelines for
assessing, communicating,

and mitigating cybersecurity

risk

Assessment framework and
program to ensure
protection of CUl and
federal contract information

Asset approval program to
create a list of preapproved
products and services that
would speed up USSF
acquisition time

Cybersecurity matrix of
adversary tactics,

techniques, and behaviors to

mitigate attack vectors for
cyber systems

Cybersecurity matrix of
tactics, techniques, and

private-sector
organizations (advisory)

Government contractors,
research organizations

Federal government
agencies (mandatory),
private-sector
organizations (advisory)

Critical infrastructure
owners and operators

Federal government
agencies and private-
sector government
contractors

Private-sector USSF
contractors

Operators and designers
of cyber systems

Operators and designers
of space-based cyber

procedures (TTPs) to identify systems

how spacecraft may be
attacked

Information systems

Information systems and
organizations

Information systems,
operational technology
systems, and
organizations

Information systems and
organizations®

Products, services,
organizations®

Open source for
organizations with interest
in cybersecurity, industrial
control systems, mobile
systems, and enterprise
systems®

Open source for
organizations interested in
space-based
cybersecurity®

@ DoD Chief Information Officer, “CMMC Model,” webpage, undated-b.
®Shaun Waterman, “Space Force Finally Rolls Out Cyber Standards for Commercial SATCOM Providers,” Air & Space
Forces Magazine, May 31, 2022.
“MITRE Corporation, “MITRE ATT&CK: Frequently Asked Questions,” webpage, undated-b; Blake E. Strom, Andy

Applebaum, Doug P. Miller, Kathryn C. Nickels, Adam G. Pennington, and Cody B. Thomas, MITRE ATT&CK®: Design
and Philosophy, MITRE Corporation, March 2020.
9 Aerospace Corporation, “Leveraging the SPARTA Matrix,” webpage, October 18, 2022; Aerospace Corporation,
“Space Attack Research & Tactic Analysis (SPARTA),” webpage, undated-a.



SP 800-171 is important because it serves as the foundation for DoD programs that are intended
to improve the cybersecurity posture of companies doing business with the department. It contains a
subset of the more than 1,000 security controls articulated in SP 800-53. Not all security controls are
required, depending on the assessed impact level of a system, but most space systems are assessed as
“high impact” and therefore require implementing the most stringent security baseline and set of
controls.*

Several interviewees expressed the views, supported by our literature review, that NIST standards
and frameworks are not entirely suited for space systems and networks because of the unique
characteristics of those systems, including deployed assets on orbit, low-power processing to reduce
energy use for nonmission systems, and reduced ability to update (or “patch”) systems, particularly for
older deployed systems.” Although significant portions of space systems and networks, such as
ground station and other enterprise systems, are similar to other, non—space-based systems, even
NIST has acknowledged that more work is required to understand how to evaluate and address cyber
risk to space systems. Therefore, NIST has issued several reports addressing how to apply standards
and frameworks to space systems.”

Committee on National Security Systems

In addition to NIST guidance, the Committee on National Security Systems (CNSS), an
intergovernmental organization that sets U.S. security system policies, provides guidance that applies
to national security systems, including many space systems operated by the government. CNSS
guidance supplements NIST standards, including through CNSS Instruction 1253, Security
Categorization and Control Selection for National Security Systems, which supplements the guidance in
NIST SP 800-53 for selecting security controls.” CNSS guidance builds from the NIST security
baselines but has additional security requirements for national security systems.

MITRE ATT&CK and Aerospace SPARTA

The Aerospace Corporation, a not-for-profit company that operates an aerospace-focused

FFRDC for the U.S. government, has also contributed to addressing the challenge of cybersecurity
threats by adapting the MITRE ATT&CK framework®*—a knowledge base of adversary TTPs

* For more on the definitions of impact levels and their assessment, see NIST, Minimum Security Requirements for Federal
Information and Information Systems, Federal Information Processing Standards Publication 200, March 2006.

% Brandon Bailey, Cybersecurity Protections for Spacecraft: A Threat Based Approach, Aerospace Corporation, April 29, 2021;
Gregory Falco, Job One for Space Force: Space Asset Cybersecurity, Harvard Kennedy School, Belfer Center for Science and
International Affairs, July 2018; Jacob G. Oakley, Cybersecurity for Space: Protecting the Final Frontier, Apress, 2020.

26 Lightman, Suloway, and Brule, 2022; Scholl and Suloway, 2023; James McCarthy, Dan Mamula, Joseph Brule, Karri Meldorf,
Rory Jennings, John Wiltberger, Chris Thorpe, John Dombrowski, O'Ryan Lattin, and Sam Sepassi, Cybersecurity Framework
Profile for Hybrid Satellite Networks (HSN), National Institute of Standards and Technology, NIST IR 8441, September 2023.

" Committee on National Security Systems, Security Categorization and Control Selection for National Security Systems, CNSSI
No. 1253, March 27, 2014.

2 The ATT&CK framework was developed by the MITRE Corporation to map known techniques for compromising networks
and systems. See MITRE Corporation, undated-b.
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based on real-world observations to develop threat models and methodologies that improve
cybersecurity posture—to space systems in the SPARTA matrix. Like ATT&CK, SPARTA
provides insight into known adversary techniques to infiltrate and compromise space systems, which is
intended to inform network and system defenders on how to shore up their defenses. SPARTA was
formally launched in October 2022. Many of the companies we spoke with were aware of SPARTA

but had not used it yet to inform their cybersecurity programs at the time of writing (September
2023).

Cybersecurity Maturity Model Certification

To address the challenge of cybersecurity threats to companies that support DoD and USSF
missions, each government organization has developed programs to formalize requirements for the use
of cybersecurity standards to protect CUI shared with private-sector partners. The primary program
at the DoD level is the CMMC (already mentioned above), first developed by the Office of the Under
Secretary of Defense for Acquisition and Sustainment but now managed by the DoD chief
information officer (CIO). In the evolution from its initial rollout to CMMC 2.0, the program has
changed to reflect concerns over cost to implement and the requirements for third-party assessment.
However, fundamentally, CMMC is intended to provide DoD greater assurance that commercial
partners are in fact implementing safeguards to protect CUI rather than relying solely on self-
attestation.

Infrastructure Asset Pre-Assessment Program

USSF launched a separate program in 2020 called IA-Pre. IA-Pre is managed by SSC's
Commercial Services Office (CSCO) and, like CMMC, aims to require more validation of security
programs than previous self-assessments provided. Under prior programs, commercial partners
submitted an information assurance questionnaire to CSCO that attested to their implementation of
cybersecurity measures.”” Like CMMC, IA-Pre envisions using third-party assessors. The goal of the
program is to fast-track approved suppliers and products for contracting and acquisition, such that

another evaluation would not be approved prior to award of contract.’® IA-Pre currently applies to the
COMSATCOM sector and not to other missions, such as launch or space-based ISR.

National Geospatial-Intelligence Agency and National Reconnaissance
Office Cybersecurity Requirements

NGA and NRO have developed cybersecurity requirements for commercial imagery companies as

part of a broader strategy to integrate more commercial imagery into the intelligence stream. Similar
to CMMC and IA-Pre, the NGA and NRO program uses NIST SP 800-171 as the basis for its

% Space Systems Command, “SSC CSCO Reaches Critical Milestone for IA-Pre, Roll-Out Begins Today,” press release, May
26, 2022.

3% Frank Wolfe, “U.S. Space Force Starting Tests for Cybersecurity Initiative,” Defense Daily, June 1, 2022.
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requirements, defining three levels of trust for companies: unverified providers, industrial standard
providers, or secure providers. At the lowest level (unverified provider), a company’s cybersecurity
posture has not been verified independently, but this level of trust will still allow a company to enter
into some level of contract with the intelligence community, whereas a secure provider will have access
to classified infrastructure to receive requests and provide imagery securely.’!

Additional Concerns About Standards

In addition to cost, industry partners expressed concern that such programs as CMMC and IA-
Pre would devolve to compliance-based evaluations rather than an evaluation of a company’s
cybersecurity program holistically. One company representative we spoke with noted that they make
multiple changes to their security posture and controls daily and were concerned that DoD programs
would slow down or even inhibit their ability to adapt to the changing threat environment.

Government interviewees noted that their intention was to have assessments that are not
compliance- or checklist-based, but the details of how the assessments will occur are still under
development.

Smaller companies indicated their concern that program requirements would necessitate a
significant up-front cost to implement without any guarantee of a return in the form of government
contracts.

Cybersecurity Standards of U.S. Allies and Partners

The United States usually conducts military operations with multiple partners and allies. Thus,
cyber threats to space systems not only will affect the U.S. military’s ability to project power and
conduct operations but also will likely affect coalition partners. We therefore wanted to understand
the degree to which key U.S. partners and allies are aware of and are addressing cyber threats to space
in their national strategies and policies and how they are working with commercial space partners to
address cyber threats. In this section, we review each country’s approach to establishing and
implementing cybersecurity standards broadly and for space systems, specifically. We decided to
examine close allies of the United States, as well as developing space powers: Australia, Canada, the
European Union (EU) as a whole, India, Japan, and the United Kingdom (UK). This examination is
based primarily on official government documents and open-source material. We did not have the
time or resources to conduct interviews with allied governments or other researchers with expertise in
their respective countries. Each country has a different degree of publicly available information,
making our evaluation in this section necessarily contingent and worthy of further elaboration in
future work.

Our appraisal of these countries’ space cybersecurity policies and capabilities factors in the
maturity of their regulatory regime; the level to which policy addresses, or is applicable to, space
systems; the commercial sector’s involvement in policy development; and the policy’s specificity. All of

3! Debra Werner, “NRO Establishes Licenses and Cybersecurity Rules for Commercial Imagery Providers,” SpaceNews, October
8,2021.
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these factors are precursors to success in cybersecurity policy but do not guarantee it. Furthermore,
many countries promote voluntary standards for their space industry to follow, leaving whether and
how to implement those standards to individual organizations.

Generally, we found that all the U.S. allies and partners we examined have prioritized increasing
cyber resilience, securing critical national infrastructure, improving their defensive (and in some cases,
offensive) cyber capabilities, promoting international norms in collaboration with their allies, and
bolstering their cyber work forces. Space systems are increasingly recognized as critical components of
military operations and national infrastructure, despite differing space capabilities. Space systems—
whether for earth observation, SATCOM, or other uses—with their multicomponent setup (ground
station, satellite, receiver), are universally acknowledged as highly vulnerable targets.’> Multiple
countries explicitly note that space and cyber are closely related domains and that space and cyber
forces will frequently need to work together—sometimes as joint units—to achieve objectives.

Each ally and partner we examined has a different level of space cybersecurity capabilities and
practices, and while each country seeks to improve its position, no two countries share the same
situation (Table 2.2). Some appear to have made significant progress, such as Japan and countries in
Europe, while others are earlier in the process of creating and implementing space cybersecurity
programs, including India and Australia. In addition, the growing importance of cybersecurity, both
terrestrially and in space, means that each country’s capabilities are continually changing.

32 Andrea Valentino, “Why the Viasat Hack Still Echoes,” Aerospace America, November 2022.
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Table 2.2. Summary of Programs of Allies and Partners and Their Partnership Implications

Country Overview Policies and Programs Implications

Australia Rapid improvement and Space Rules of 2019, Defence Australia, viewing cyber as the
growth with regard to space Space Enterprise, Australian primary domain of conflict,
and cybersecurity, Defence Satellite Communications looks to take a regional
developing domestic space  System, Defence Space Strategy, leadership role with respect to
and cyber industry while Australian Cyber Security Strategy space and cyber while
increasing regional increasing its partnership with
partnerships. the United States.

Canada Shared border with the IT Security Directive 8, Quantum  Canada has aligned with the
United States removes need Encryption and Science Satellite, United States with regard to
for domestic space and ITSAP.80.029, National Cyber space and cyber policy,
cyber industry. Publicly Security Action Plan 2019-2024  including its use of NIST
available space system standards and U.S.
cybersecurity policy and interpretation of international
information are scarce. cyber law.

EU Multiple policies, acts, Cyber Resiliency Act 2019, EU The EU focuses on large-scale,
standards, and regulations ~ Agency for the Space Programme bloc-wide civil policy, leaving
have produced a Security Accreditation Board, EU  space and cyber defense
comprehensive yet Agency for Cybersecurity (ENISA), mostly up to member states.
complicated space system JOIN(2021) 9 Final; 2022/0272;
cybersecurity regime. JOIN(2020) 18 Final

UK The most similar to the Cyber Assessment Framework The UK continues to follow the
United States with regard to  (CAF), Minimum Cyber Security United States in terms of policy
its space and cyber policies. Standards 2018, National Cyber and approach to space systems
The one exception is thatit  Strategy, Defence Space Strategy cybersecurity, maintaining a
is still developing its space strong alliance and continuing
and cyber forces. coordination.

India Struggling to create a National Cyber Security Policy, India seeks to leverage its
cybersecurity culture, Indian Space Policy 2023, Indian  participation in the Quad to
industry, and policy regime, Computer Emergency Response  improve its cybersecurity
having historically lacked Team (CERT-In) posture, industry, and
investment in cybersecurity. workforce.?

Japan The government is funding  Society 5.0, Cyber Defense Having suffered two major

an endeavor to fully
integrate physical and cyber
space, working to
strengthen its vulnerable
domestic industry and learn
from past attacks.

Group, Basic Act on Cybersecurity

2014, Cybersecurity Strategic
Headquarter Space Industry
Working Group

cyber attacks in 2020 and
2022 that compromised
sensitive information and tested
U.S.-Japan cyber collaboration,
Japan’s cyber future is
uncertain.

? The Quad refers to the Quadrilateral Security Dialogue between Australia, India, Japan, and the United States.

Australia

Australia has funded new programs and laid out new policies to address its domestic needs and

demonstrate the norms it seeks to define for space and cyber. Australia is taking steps to address its

domestic and geopolitical space needs by developing its own earth observation and communication
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satellite constellation,?® because it has relied on U.S. surveillance and communication satellites for its
strategic space goals.”* With this constellation slated to become a critical piece of Australian national
infrastructure, the government is supporting it with a suite of domestic policies and strategies. The
Australian government’s Defence Space Strategy recognizes the interconnected nature of space and
cyber and the vulnerability of space systems to cyber attacks.’® To improve the security and resilience
of its space assets, the Australian Department of Defence has committed to five “lines of effort™:
enhancing its space capabilities, delivering military effects, increasing national understanding,
advancing Australian sovereign space capability, and evolving its Defense Space Enterprise.*®
Complementing Australia’s defense space strategy, its Cyber Security Strategy aims to secure Australian
cyberspace by setting cybersecurity expectations for critical infrastructure and systems of national
significance, building new centralized defenses, and creating cybersecurity standards for businesses to
follow that are robust and holistic yet flexible to allow for technology advancement.”” An application of
this strategy can be seen in the Space (Launch and Returns) Act of 2018, in which the government
requires each operator to submit a cybersecurity strategy verified by an independent third party to
receive a launch, operation, and/or a return/decommissioning permit.’® Internationally, Australia has
increased its collaboration with the United States regarding cybersecurity and space and created
bilateral partnerships with regional partners, such as the Quad and Papua New Guinea.”

Canada

Canada has not published much information on cybersecurity in space, and its National Cyber
Security Action Plan 2019-2024 does not mention space, satellites, or space systems.*” However,
Canada’s IT Security Directive for the Control and Management of In-Process COMSEC Material
provides an example of Canadian space cybersecurity.* The directive details the process that
companies and organizations must follow when developing, manufacturing, assembling, disassembling,
destroying, producing, or reproducing cryptographic keys or equipment being controlled in the
National COMSEC (communications security) Material Control System, allowing the government to
control the distribution, access, and transfer of secure products and information.* In its effort to

33 “Lockheed Martin to Deliver SATCOM Solution to Australia,” Australian Defence Magazine, April 3, 2023.
3% Andrew Drwiega, “Australia’s Sovereign Satellite,” Asian Military Review, January 17, 2023.

3> Australian Department of Defence, Australia’s Defence Space Strategy, updated February 2023b.

36 Australian Department of Defence, 2023b.

37 Australian Government, Department of Homeland Affairs, Cyber, Digital and Technology Policy Division, Australia’s Cyber
Security Strategy 2020, 2020.

38 Parliament of Australia, Space (Launches and Returns) Act 2018, September 9, 2019.
%% Australian Department of Defence, National Defence: Defence Strategic Review, 2023a.
40 Government of Canada, National Cyber Security Action Plan: 2019-2024, 2019.

* Government of Canada, Communications Security Establishment, IT Security Directive for the Control and Management of In-
Process COMSEC Material, ITSD-08, April 2016.

#2 The National COMSEC Material Control System (NCMCS) is a part of Canada’s COMSEC program. Per the IT Security
Directive for the Control and Management of In-Process COMSEC Material, the COMSEC program involves the “application of
cryptographic, transmission, emission and physical security measures, and operational practices and controls” (Government of
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secure cybersecurity and space products before they enter the market, Canada has taken an interest in
quantum key encryption, launching the Quantum Encryption and Science Satellite to prototype the
use of quantum key encryption in space.”’

The Canadian Centre for Cyber Security, a resource for Canadian businesses, has a short
document that covers protection measures for SATCOM providers, users, and infrastructure,
detailing the structure, use, risks, and protective measures for SATCOM and referencing further
international standards and parallel U.S. agencies for those seeking greater guidance.* Much of
Canada’s international norm-setting approach closely matches that of the United States, including its
declaration that an attack on its cyberspace, depending on the severity, could constitute an act of
aggression.”

European Union

The EU has a comprehensive set of defense, cybersecurity, and space policy documents; however,
each member country also has its own policies. Guiding each country’s domestic policy is the EU’s
Cybersecurity Strategy.* The strategy’s three goals—"(1) resilience, technological sovereignty, and
leadership, (2) building operational capacity to prevent, deter, and respond, and (3) advancing a global
and open cyberspace”—can be applied to space systems cybersecurity, though they are not explicitly
the focus of the strategy.”

As the implementing mechanism of the EU Cybersecurity Strategy, the EU Cyber Resilience Act
turns the strategy into regulation and articulates EU-wide cybersecurity problems. It states that
widespread vulnerabilities and insufficient and inconsistent security updates have led to a low level of
cybersecurity across the bloc’s cyber industry.*® As with the EU Cybersecurity Strategy, the act’s
regulations and guidelines apply to space systems and their operators, even if not explicitly mentioned.
Most pertinent to space, Article 11 details the procedural steps a company or organization should take
in the event of a cyber attack, and Article 13 extends these requirements to importers.” Other articles
report how individual states and the EU will respond should a cyber attack cross or threaten to cross
borders, a distinct possibility considering the multinational nature of space systems.*

Canada, Communications Security Establishment, 2016, p. 23). NCMCS manages the physical materials and products that
handle COMSEC information.

# Canadian Space Agency, “Cybersecurity from Space: The Government of Canada Invests in Quantum Technology,” press
release, June 14, 2019.

*# Canadian Centre for Cyber Security, “Satellite Communications—ITSAP.80.029,” webpage, March 2023.
* Government of Canada, “International Law Applicable in Cyberspace,” webpage, updated April 22, 2022.

* European Commission, Directorate-General for Communications Networks, Content and Technology, The EU’s
Cybersecurity Strategy for the Digital Decade, Joint Communication to the European Parliament and the Council, December 16,
2020.

* European Commission, Directorate-General for Communications Networks, Content and Technology, 2020, p. 4.

* Regulation of the European Parliament and of the Council 2022/0272, Proposal for a Regulation of the European Parliament
and of the Council on Horizontal Cybersecurity Requirements for Products with Digital Elements and Amending Regulation
(EU) 2019/1020, September 15, 2022.

# Regulation of the European Parliament and of the Council 2022/0272, 2022, Articles 11 and 13.
>0 Regulation of the European Parliament and of the Council 2022/0272, 2022, Articles 26, 43, and 44.
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The EU has several cybersecurity organizations spanning commercial, public, and military sectors.
These organizations include ENISA, which is the EU’s primary cybersecurity organization, as well as
smaller agencies, such as Computer Emergency Response Team EU (CERT-EU), CyberSec4Europe,
the Cyber Security Centre of Excellence project, and the CONCORDIA project.”’ ENISA frequently
releases policies, publications, and guidance for citizens and businesses,*> whereas CyberSec4Europe
and CONCORDIA publish research, standards, and annual deliverables.”® As for space, both the
European Space Agency (ESA) and the European Defence Agency (EDA) have situationally tailored
cybersecurity protocols. The ESA has created a Security Accreditation Board (SAB) to ensure that
systems comply with relevant security requirements and provide statements of approval to operate for
the systems and services.>* The SAB's expertise-driven approach allows operators to use commercial
off-the-shelf parts so long as the parts meet the SAB’s standards. The EDA’s Space Strategy for Security
and Defence proposes an EU-wide basic space law to standardize space development, launch,
operation, and return procedures with respect to security.”” The proposed law would include a
recategorization of space systems to be “essential services,” resulting in the mandatory consideration of
cybersecurity across all stages and components of missions and space systems. At the time of writing
(September 2023), the European Parliament and European Commission have not taken steps to draft
or debate this law. The strategy further notes the potentially interconnected nature of space
situational awareness and cybersecurity, particularly with regard to the U.S.-EU partnership.

United Kingdom

The UK and the United States share many similarities in their approach to cybersecurity and
space; the UK structures its responsible entities, presents its strategies, regulates industry, and
organizes its cyber and space forces in a similar manner to the United States. For instance, the
National Cyber Security Centre (NCSC) frequently cites the work of NIST and CISA.

Although satellites and space systems are not always directly discussed in the NCSC's
publications, the organization’s intent is to encompass any cyberspace-using entity, including
companies and organizations in the space sector. While the NCSC has published numerous
guidelines, polices, and standards, its Cyber Assessment Framework (CAF) best captures the UK's

>l CONCORDIA (Cyber security cOmpeteNCe fOr Research and InnovAtion) was an EU-funded effort to further
cybersecurity research in support of policymaking and develop the cybersecurity ecosystem in Europe. For more on the
consortium’s objectives, see CONCORDIA, “Objectives,” webpage, undated; and Muriel Franco, Eder Scheid, Burkhard Stiller,
Claudio Ardagna, Marco Anisetti, Nicola Bena, Ernesto Damiani, Arthur van der Wees, Dimitra Stefanatou, Giacomo
Delinavelli, Aljosa Pasic, and Jose Ruiz, Deliverable D4.3: 3rd Year Report on Cybersecurity Threats, CONCORDIA, December
22,2021,

52 Rosella Mattioli, Apostolos Malatras, Eve Naomi Hunter, Marco Gino Biasibetti Penso, Dominic Bertram, and Isabell
Neubert, Identifying Emerging Cyber Security Threats and Challenges for 2030, European Union Agency for Cybersecurity, March
2023.

53 Eranco et al.,, 2021.

> European Union Agency for the Space Programme, Rules of Procedure of the European Union Space Programme Security
Accreditation Board, EUSPA-SAB-ACC-MGT-A11803, June 1, 2021.

> European Commission, European Union Space Strategy for Security and Defence, Joint Communication to the European
Parliament and the Council, March 10, 2023.
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approach to civil cybersecurity. Following a similar structure to NIST’s Cybersecurity Framework,*
the CAF provides a set of 14 cybersecurity and resilience principles to inform organizations on how
best to “achieve and demonstrate an appropriate level of cyber resilience.””” Each of these principles,
organized into four categories, comes with a suite of UK, U.S,, and international standards for
organizations to further reference. The CAF builds on the UK's Minimum Cyber Security Standards
from 2018, which details the legal responsibilities and behavioral practices that organizations must
follow with regard to cybersecurity.”® These two documents follow the five pillars listed in the UK’s
National Cyber Security Strategy: strengthen the UK cyber ecosystem, increase resilience, lead
technological development, advance policy leadership internationally, and focus on a strategy of
deterrence.” The UK's National Cyber Security Strategy sets most goals with a 2025 implementation
timeline, with continued improvement through 2030. The strategy also notes the importance of space
within the cyber domain, seeing the two as highly connected, and that any attack on one would affect
the other.

The UK's Defence Space Strategy evaluates cyber as the largest threat to intelligence and
reconnaissance satellites, more so than direct assent and electromagnetic attacks.®® The Defence Space
Strategy identifies fortifying space systems and increasing their resilience to cyber attacks as a key
priority, dedicating £6.6 billion toward developing technology related to quantum, cyber, and space.”

India

India has fallen behind its allies and partners in terms of cybersecurity. While the country has had
cybersecurity laws and a dedicated Computer Emergency Response Team since 2000,°> much of
India’s recent work on cybersecurity policy comes from its academics.®® India has had no new concrete
cybersecurity policy, strategy, or law since 2013.%* The government’s National Security Strategy says
that, globally, India suffers the fourth most cyber attacks per year and highlights the country’s multiple

% NIST, The NIST Cybersecurity Framework (CSF) 2.0, NIST CSWP 29, February 26, 2024a.

*7 National Cyber Security Centre, Cyber Assessment Framework, version 3.2, April 15, 2024,

58 Government of the United Kingdom, Minimum Cyber Security Standard, version 1.0, June 2018.

59 Government of the United Kingdom, National Cyber Strategy 2022, December 15, 2021.

80 United Kingdom Ministry of Defence, Defence Space Strategy: Operationalising the Space Domain, February 2022.

%! House of Commons, Defence Committee, The Integrated Review, Defence in a Competitive Age and the Defence and Security
Industrial Strategy, HC 180, July 28, 2022.

62 Indian Parliament, Information Technology Act, Bill 21, June 9, 2000; Government of India, Ministry of Home Affairs,
“Details About Indian Cybercrime Coordination Center (I4C) Scheme,” webpage, updated December 21, 2022,

%3 Debopama Bhattacharya, “India’s Cyber Security Policy: Strategic Convergence and Divergence with Quad,” Institute for
Security and Development Policy, August 19, 2022; P. K. Mallick, “Cyber and Space Strategy for India,” in A. K. Singh and B. S.
Nagal, eds., Military Strategy for India in the 21st Century, KW Publishers, 2019; Sudhansu Nayak, “India’s Space Cybersecurity
Mesh: Ciriticality and Call of Purple Revolution,” Observer Research Foundation, March 20, 2023; Data Security Council of
India, National Cyber Security Strategy 2020: DSCI Submission, January 2020; Rajeswari Pillai Rajagopalan and Daniel A. Porras,
“Cyber Arms Race in Space: Exploring India’s Next Steps,” Observer Research Foundation, November 2015; Anoop Verma,
“Defence Space Agency: India’s Initiatives to Build Its Defence Capabilities in Space, the Last Frontier,” Secure India, June 13,
2023.

%% Government of India, Ministry of Electronics and Information Technology, National Cyber Security Policy—2013, July 2, 2013.
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vulnerabilities to cybercriminals, admitting that India falls below the standards of other countries.®®
The strategy calls for investment into cyber deterrence and the creation of indigenous technological
infrastructure across multiple cyberspace industries. It also calls for the formation of a cyber
command, though India currently only has a tri-service Defence Cyber Agency that coordinates
responses to cyber threats.

India lacks any existing space cybersecurity standards, strategy, or policy. However, the country’s
2023 Space Policy details the regulatory agencies that would be responsible for creating binding
regulation and nonbinding best practices: the Department of Space and its agency focused on private
sector promotion, the Indian National Space Promotion and Authorisation Centre, respectively.® To
ensure the physical and cyber defense of its satellites, India established the Defence Space Agency
(DSA).%” As a tri-service agency, the DSA seeks to “deter, thwart or end any attempt by an aggressor
on the territorial sovereignty of the nation.” The DSA's charter highlights the development of
“offensive cyber capabilities” as a means of “credible minimum deterrence” against potential
adversaries, although this is not a primary focus.®®

Japan

Japan, while pursuing a policy goal known as Society 5.0, which envisions the total integration of
cyberspace and public space,” has underinvested in cybersecurity,” creating a commercial sector that
is vulnerable to cyberthreats.” Japan takes a three-layered approach to societal structure: connections
between physical organizations, connections between cyber and physical space, and connections within
cyberspace.” Society 5.0 calls for the diversification of Japan’s supply chain and industry, leaning on
technological advances to reduce the workload for everyday citizens and automate as many aspects of
the production process as possible. However, Japan's Cybersecurity Strategy 2021 directs slowing digital
transformation until the country’s cybersecurity standards can handle and facilitate such growth.”
Any laws that follow will use the Basic Act on Cybersecurity of 2014 as a foundation, which outlines
the roles that government, industry, and civil society must assume with regard to cybersecurity.”
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Japan seeks to centralize cybersecurity, with the national government tasked with creating new
administration for cybersecurity as needed, headquartering such administration where it best sees fit.

While none of these laws directly address space and satellites, Society 5.0 relies on the interwoven
nature of cyberspace and outer space. Therefore, the Japanese government has taken steps to integrate
cyberspace and outer space. The Ministry of Economy, Trade, and Industry created a study group on
domestic space industry cybersecurity. This working group developed the Guidelines on
Cybersecurity Measures for Commercial Space Systems, a series of voluntary guidelines and
cybersecurity measures that companies should implement with regard to earth observation satellites
and their respective ground systems.” The government advocates for continual commercial
involvement in the creation of guidelines and the execution of standards and regulations, a trend
stemming from Japan's Cybersecurity Policy and Basic Plan on Space Policy.”

In implementing Society 5.0 across the country, Japan has expanded the national cyber attack
surface. In August 2023, Japan's cybersecurity agency was breached by suspected Chinese hackers.””
This news came shortly after the Washington Post revealed that Chinese agents succeeded in a major
compromise of Japan'’s classified data networks in 2020.” Japan reportedly took steps to strengthen its
network and defensive capabilities after the 2020 hack, as promoted in its National Defense
Strategy.” The 2023 intrusion casts uncertainty on Japan’s cybersecurity and, by connection, the
cybersecurity of its space systems.

Japan’s GPS, the Quasi-Zenith Satellite System (QZSS), is crucial to the country’s defense and
its Society 5.0 goals, making it an attractive target to cybercriminals or adversarial nation-states.* To
prevent future cyber attacks from penetrating the QZSS and its space infrastructure, Japan is creating
a Cyber Command within its Self-Defense Forces (SDF) and is initiating a recruitment drive to fill its
ranks.* The SDF plans to operate within a “Zero Trust” framework, creating resiliency such that all
cyber forces and capabilities are maintained operationally even in the event of a cyber attack.” As of
this writing, it seems that neither attack affected Japan’s space systems. The 2020 cyber attack,
however, did expose classified information shared with the United States.” Therefore, all future
growth, improvement, and lessons learned will be done in coordination and partnership with the
United States, which Japan continues to view as crucial to its geopolitical security.**
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Summary

U.S. allies are making progress on improving their space cybersecurity to varying degrees. These
differences in capabilities and readiness stem from the distinct situation each country faces. Japan has
accelerated the integration of cyber into daily life as part of its Society 5.0 policy. Australia sees cyber
as the easiest way for China to undermine its sovereignty. The EU, with its focus on overarching bloc
goals, can make easy steps along a united push for better cybersecurity. India, with fewer space assets
to protect but predicting a larger presence in space, is building from the ground up while balancing
geopolitical tensions. Canada, having incorporated much of its cyber economy into that of the United
States, can consolidate some needs. The UK has followed the strategic and policy lead of its closest
ally, the United States. Each country has increased the overlap between space and cyber with regard to
warfare, but not all countries have addressed the uniqueness of space cybersecurity directly in terms of
civilian and commercial matters. Finally, the lack of accepted international norms surrounding
cyberspace has made it likely that norms will develop only after a cyber conflict emerges. No one
country has become a leader when it comes to norms and standards in cyberspace; as a result, each
country and ally must navigate a patchwork system to determine operation in cyberspace and what
constitutes an act of war,

There are some insights that the United States can draw from its allies. The first (and most
important) thing the Department of the Air Force (DAF) can learn is that collaboration is strength.
USSF can develop partnerships to present a united front with allies with regard to deterrence,
escalation, and inter-operator and inter-government communication and share information when
possible. The interconnected nature of U.S. alliances and satellite system cyberspace, with multiple
countries sharing access to satellite systems, makes collaboration and coordination even more
important. Assisting other countries in elevating their satellite system cybersecurity posture will help
protect shared systems and protect any information the DAF invests in its allies. Despite Japan serving
as a cautionary tale against adapting additional policy beyond commerecial collaboration, USSF can
learn from Japan’s collaboration with the space industry and its methods of developing cybersecurity
standards in conjunction with commercial entities to help address some inter-operator conflicts and
trust issues that have arisen within the United States.
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Chapter 3

Cyber Effects Affecting Space Mission
Assurance Before, During, and After
an Incident

Cyber threat vectors can affect various segments in space system architectures and dataflows, and
those vectors would affect USSF missions before, during, and after a cyber incident. Before an
incident occurs, there are a variety of threat vectors that an adversary can use to exploit vulnerabilities.
A cyber risk is the likelihood that a particular threat will exploit a particular vulnerability, resulting in
harm or damage to the system at hand.* In this chapter, we describe these threats in a manner that is
agnostic to the system. We then describe how, during a cyber incident, the confidentiality, integrity, or
availability (also referred to as the CIA triad) of SATCOM and space-based ISR systems and data
could be affected. We illustrate these impacts to the SATCOM and space-based ISR mission areas,
but it is important to recognize that cyber attacks can affect all space missions. We chose these two
mission areas after consultation with our sponsor (the Deputy Director of Strategy, Requirements,
Plans and Programs, Headquarters USSF) to develop deeper insight into where and how cyber risk
can manifest and affect mission assurance. Note that some attacks may affect more than one category
in the triad: Some cyber incidents could result in a compromise to both the confidentiality and
integrity of data, for example. After an incident has occurred, the mission effects that may endure are
also described in a manner that is agnostic to the system.

Mission Effects Before an Incident

Because of their interconnected nature, cyber-physical systems in space missions are vulnerable to
different types of cyber risks and attacks. By definition, a threat or attack vector is the way an
adversarial actor gains access to a network, system, or end point. In this context, there are many threat
vectors that, when combined, form what is called a threat surface. Although our list is not exhaustive in
the general cybersecurity sense, we divide threat vectors into three categories that pertain to space
systems: software-based, network-based, and human-based.

Software applications carry out specific tasks that typically are set by end users. As software code
has increased in complexity and size, these applications introduce many vulnerabilities that could
allow an attacker to gain access to and affect a system. Instances of such vulnerabilities include delays
in installing recommended patches, the use of legacy systems that are incompatible with up-to-date

85 NIST, “Risk,” webpage, undated-c.
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safety measures, misconfiguration errors by design, the failure or disruption of third-party services
required for proper operation of information systems, and the insertion of backdoor application
malware.

Space system networks are large and complex and rely on numerous connected end points to
function, including communications between ground stations and satellites to send commands and
receive data. While this approach is beneficial for space operations and makes daily workflows easier
to maintain, it also presents a challenge for security. The flexibility of movement within the network
means that, if a malicious actor gains access to the network, lateral movement is relatively easy, and the
malicious actor can affect many parts of the system, often without the operator’s knowledge. Network
security exploitation can take many forms, such as bypassing firewalls; avoiding intrusion detection
systems; accessing data because of unencrypted protocols, weak passwords, or a lack of multifactor
authentication; and intercepting traffic between the network and external sites.

Users represent another lucrative vector into systems and networks. All an attacker needs is an
entry point into the network. Many security measures that are implemented to protect the systems
and data can be bypassed, whether this is achieved by human error or through social engineering to co-
opt an authorized user. Some major reasons for human vulnerabilities are the lack of security
knowledge or best practices, poor cyber hygiene, carelessness (such as leaving computers unlocked or
unattended), displaying passwords and badges in clear view, plugging in unauthorized portable devices
and media, and falling victim to social engineering schemes (such as phishing). While most human-
related errors are unintentional, some occur in a premeditated fashion (known as insider threat cases),
such as espionage, identity theft, and fraud. At the same time, the inherently insecure design of the
systems and burdens placed on users mean that even well-intentioned users can make mistakes that
have far-reaching impacts.

Prior to a cyber incident, these methods of gaining access to space systems can enable an adversary
to develop a deeper understanding of the systems and explore ways to create effects that can degrade
or deny the United States the ability to use the system. An adversary can use this intelligence to
enumerate the network, discover additional vulnerabilities to exploit, and develop tools for creating
effects at a time and place of its choosing.

Mission Effects During a Cyber Incident

To facilitate our analysis to understand how cyber risk could manifest and affect USSF missions,
and based on sponsor guidance, we focused on two space missions: commercial SATCOM and space-
based ISR. We first begin with a brief description of SATCOM and space-based ISR architecture
and dataflows.

SATCOM systems consist of three segments: space, ground, and user. Satellites on orbit
comprise the space segment. The ground segment includes all terrestrial infrastructure, such as ground
station antennas, the organization’s internal networks, and system control center infrastructure, which
includes the network control and management center, business operations center, and satellite control
center. The user segment includes the terminals (e.g., aircraft, handheld SATCOM radios, and user
terminals, such as computers) that operators directly interface with to send and receive
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communications. For DoD SATCOM operations, the Global DoD SATCOM Manager handles
requests for satellite bandwidth to the system control center.*

Connecting the three segments are the links between them that enable data transmission. These
data include, for example, launch data sent between ground terminals and satellites during launch,
mission data sent between the user segment and satellites, communications sent between satellites and
ground stations (referred to as uplinks or downlinks, depending on whether the data is moving from
ground to satellite or from satellite to ground, respectively), and data sent between the ground
segment and user terminals. There also are links within each segment, such as intersatellite links. See
Figure 3.1 for a simplified diagram of SATCOM architecture and dataflows.

Figure 3.1. Simplified Diagram of SATCOM Architecture and Dataflows
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NOTE: LAN = local area network; TT&C = telemetry, tracking, and command; WAN = wide area network.

Space-based ISR systems are characterized by three primary segments: customer, ground, and
space. The customer segment includes the users of the space-based ISR data, including both
commercial and government customers. Business operations centers, which handle processed requests,
and data processing and analysis centers are also critical components of the customer segment. The
ground segment contains essential terrestrial infrastructure, including the ground stations, mission
operations centers, remote operations, and direct access customers. The space segment comprises all

86 USSPACECOM has the role of DoD Global SATCOM Manager, which previously was carried out by the Defense
Information Systems Agency. See DoD, Enterprise SATCOM Management and Control (ESC-MC) Implementation Plan,
October 20, 2022a.
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satellites on orbit. Ultimately, the segments are connected by the links between them that transmit
such data as telemetry, mission data, commands, and ISR products. See Figure 3.2 for a simplified
depiction of space-based ISR architecture and dataflows.

Figure 3.2. Simplified Diagram of Space-Based ISR Architecture and Dataflows
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Each space system segment could be at risk of a cyber attack, and an attack on any segment or on
the supply chain could affect the entire system. This could cause a wide spectrum of effects on
missions, which we discuss below. We also provide real-life examples of prior cyber attacks.

Mission Effects from Confidentiality Attacks

Confidentiality refers to keeping sensitive data in a system from being accessed or read by
unauthorized actors. Attacks that threaten confidentiality may occur via eavesdropping (e.g., on
aircraft user terminals of mission data or on the terrestrial phone network in a SATCOM system),
which could provide the adversary with details about the mission. Confidentiality attacks can also
mean an exploitation of mission data (for example, exploiting mission; telemetry, tracking, and
command; or system control data or exploiting ISR targets of interest). Adversaries could also, for
example, gain control of information about satellite status. Implants injected into the satellite can also
cause confidentiality issues (e.g., the adversary might use the implant to read mission data being
transmitted to the satellite).

The real-world example in Box 3.1 describes a 2011 confidentiality attack that affected space
systems at NASA.
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Box 3.1. Real-World Example 1: Confidentiality Attack on NASA Systems

In 2011, hackers gained operational control over NASA’s Jet Propulsion Laboratory (JPL) systems. The
hackers stole over 150 employee user credentials and used them to access and secure control over JPL’s
network. While the specific damage caused by the hackers is unclear, the hackers had total control with the
capability to

modify, copy, or delete sensitive files

add, modify, or delete user accounts

upload hacking tools to steal additional user credentials and compromise additional NASA systems
modify system logs to conceal their presence and behavior.®

ENERENES

Had the hackers desired, they could have used NASA’s Deep Space Network, the primary communication
network for NASA space missions outside earth’s orbit, to affect communications crucial to the continued
health and operation of satellites and rovers.

@ Paul K. Martin, “NASA Cybersecurity: An Examination of the Agency’s Information Security,” testimony presented
before the House Committee on Science, Space, and Technology Subcommittee on Investigations and Oversight,
U.S. Government Printing Office, February 29, 2012, p. 32.

Mission Effects from Integrity Attacks

Integrity attacks affect the state of the data. Such an attack may result in the modification of data
being transmitted and received. This may occur in SATCOM systems via the corruption of data in
aircraft user terminals, the system control center, the internet or data network, and the downlink
portion of ground stations. Integrity attacks can also occur via the insertion of false data or injection of
malware in the ground networks. Adversaries may attempt to corrupt data onboard satellites or
corrupt data requests in the uplink portion of ground stations. These types of attacks could allow
adversaries to manipulate transmissions so that, for example, messages among USSF personnel are
garbled. In space-based ISR systems, integrity attacks can include the exploitation or manipulation of
the collection plan, targets of interest, and other mission data and intelligence information.

In the real-world example in Box 3.2, we describe an integrity attack that occurred on a GPS
satellite in 2017.
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Box 3.2. Real-World Example 2: Integrity Attack on GPS Satellite

Spoofing, the introduction of false information that the target computer identifies as true, and jamming, the
interruption of communication between system links, each can cause a shutdown and/or loss of control of the
space system. These mechanisms can also be used to convince a satellite that the location of the ground
station has changed, allowing remote access to the space system, as happened in 2017. A faint false signal
was inserted into a GPS satellite’s normal feed, convincing the satellite that this signal was normal. Over time,
the signal was amplified to full strength, appearing as its own legitimate ground station. This creation of a
fictitious ground station deceived the space system and eventually convinced GPS satellites that a ship (this
scenario’s ground station) was 25 miles away from its actual location, causing confusion and misleading users
of the system.®

@ Dana Goward, “Mass GPS Spoofing Attack in Black Sea?” Maritime Executive, July 11, 2017.

Mission Effects from Availability Attacks

Availability attacks impede access to the service or data by authorized users. This may occur by
injecting malware into user terminals, internal networks, the system control center, or ground stations
in a SATCOM system. Cyber attacks that deny access to the terrestrial phone or internet/data
network or that deny access to downlinks and uplinks hamper the availability of mission data.
Availability could also be denied if a satellite were hijacked. These types of attacks could range from
temporary impairment of SATCOM to complete denial. In the case of space-based ISR systems,
availability attacks could occur via denial of access to relevant customer or business I'T systems, data
processing and analytics systems, cloud systems, ground stations, or downlinks. Another possible
option is the injection of malware in mission operations I'T systems, ground stations, or uplinks to
corrupt mission data or hijack the payload or satellite. In the space segment of an ISR system, an
availability attack could result in the exploitation of vulnerabilities or the injection of an implant to
hijack the payload or satellite.

The example in Box 3.3 describes a 2022 availability attack on Viasat's KA-SAT network.
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Box 3.3. Real-World Example 3: Availability Attack on KA-SAT System

Infiltration via a misconfigured VPN allowed hackers to take over Viasat’'s ground station and disable its KA-
SAT satellite, shutting down satellite internet access for much of Europe as Russia began its invasion of
Ukraine on February 24, 2022. VVPNs, designed to allow authorized personnel to gain access to an
organization’s internal network, can be infiltrated if not configured properly and can allow a hacker to move
across an organization’s internal network. This is precisely what happened with the Viasat hack: Russian-
backed hackers used a misconfigured VPN to access Viasat’s network, then moved laterally into the trusted
management segment of Viasat’s system.® The VPN, although used by Viasat, was not controlled by Viasat
but by a Eutelsat subsidiary based out of ltaly called Skylogic, as Viasat acquired the KA-SAT from Eutelsat a
few years prior. But the effect was the same: The hackers shut down the satellite, cutting off internet to

Ukrainians as their country was invaded.

@Brandon Vigliarolo, “Viasat Spills on the Russian Attack, Warns of Continued Risks,” The Register, March 30, 2022.

Summary of Mission Effects During a Cyber Incident

In Figures 3.3 and 3.4, we summarize potential cyber risks that could affect the confidentiality,
integrity, or availability of a SATCOM or space-based ISR system. During an attack, affected users
may not be aware of the incident until after they have been notified or they notice an anomaly. While
the systems differ, many of the threats and risks are similar. We acknowledge that the discussion
above and Figures 3.3 and 3.4 do not constitute an exhaustive list of all possible risks, but we aim to

present the breadth of possible threats.

Figure 3.3. Potential Cyber Vulnerabilities and Consequences for SATCOM Systems
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Figure 3.4. Potential Cyber Vulnerabilities and Consequences for Space-Based ISR Systems
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Because SATCOM is a supporting function that cuts across nearly every DAF mission (for
example, command and control, special operations, joint fires, Blue Force tracking, training, and
exercises), a cyber attack on SATCOM could affect multiple critical missions at once. Moreover, since
the COMSATCOM industry is growing and advancing rapidly, with customers in both the civilian
and military sectors, COMSATCOM private companies are at increasing risk of cyber attack. The
impacts from a SATCOM cyber incident could span an array of adverse effects, from short-term
disruption, to data corruption and exploitation, to complete denial.

In the case of space-based ISR, providers are largely part of the small satellite sector. To reduce
costs, the small satellite sector tends to leverage third-party ground infrastructure (e.g., ground station
as a service) connected to the internet, and it tends to use open-source software and commercial off-
the-shelf hardware. This potentially results in a large attack surface that is subject to exploitation,
making operational security and image manipulation key areas of concern.

Mission Effects After a Cyber Incident

After a cyber incident has concluded (which may not be easily determined, since cyber defenders
continue to seek and root out malicious actors and prevent them from reestablishing a foothold on the
network or system), the fallout of the attack could be wide-reaching, and mission effects can still
manifest. For example, the confusion that results from a cyber attack can delay the execution of
operations, even if systems have recovered. Distrust in the validity of data could persist for some time
after the attack has been carried out. Operators might not be aware that a malicious cyber attack
occurred—as opposed to an outage caused by a benign malfunction in the system, for example—and
communicating that information back to operators could be difficult or could take a substantial
amount of time.
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Post-incident, owners and operators of the affected space system may need to spend significant
resources to recover and respond. For example, they would need to trace the attack; assess any physical
damage or digital corruption that may have ensued; assess mission effects, such as how long operations
had been delayed or whether incorrect mission data was transmitted; revert to normal operating
systems from clean backup systems; and restore services to the same capacity as usual. All of this could
consume a substantial amount of time and funds, which could be passed onto customers, before the
affected organization returns to fully operational status. For example, after the KA-SAT attack in
February 2022, Viasat shipped nearly 30,000 modems to help bring customers back online.*”

Distrust in a provider’s services may follow a cyber attack, and commercial providers will likely feel
business impacts. Customers may decide to switch providers, for example, if the cyber attack was
especially disruptive to their lives or livelihoods. The Harvard Business Review reported that publicly
traded companies lost, on average, 7.5 percent of their stock price after a data breach.*® While that
report was not limited to space, should a commercial space company’s business model be highly
dependent on private customers, this may cause issues for USSF if that company cannot stay in
business.

Cyber attacks by themselves can have profound mission implications, but adversaries may decide
to take strategic advantage of the confusion that ensues after a severe cyber incident and may couple a
cyber attack with a kinetic attack. Thus, after a cyber incident has occurred, USSF and DoD may
need to be on the alert for a kinetic attack, which could further affect mission operations. An example
of this was seen in 2008 during the Russo-Georgian War, when a distributed denial-of-service attack
on Georgian military communications was followed by a kinetic attack.*

87 Viasat, 2022.

8 Keman Huang, Xiaoging Wang, William Wei, and Stuart Madnick, “The Devastating Business Impacts of a Cyber Breach,”
Harvard Business Review, May 4, 2023. The impacts on share price typically are temporary.

89 Martin C. Libicki, “Correlations Between Cyberspace Attacks and Kinetic Attacks,” 2020 12th International Conference on
Cyber Conflict, May 26-29, 2020.
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Chapter 4

Challenges and Barriers to Space
Mission Assurance Collaboration with
the Commercial Space Sector

Several challenges and barriers stifle achieving SMA and adopting cyber best practices. In this
chapter, we describe those challenges and barriers, primarily using the information shared by SMEs in
interviews and identified in our review of the literature. As in the previous chapters, the challenges are
organized according to whether they arise prior to, during, or following a cyber incident.

Challenges to Space Mission Assurance Prior to a Cyber Incident

Standards, Controls, and Requirements May Limit Technology
Advancement

DoD standards programs, such as CMMC and IA-Pre, are intended to establish baseline
standards to improve network and data security. A challenge with relying on compliance for
cybersecurity is that there are no technical solutions or compliance requirements that can ensure the
complete security of a network. Persistent adversaries have shown the ability to conduct malicious
cyber activity to compromise and affect the most defended networks. Because of this ability, CMMC
and IA-Pre are reasonable starting points to improving contractors’ network security. However, this
approach may not be the most effective and can complicate acquiring required capabilities to meet
warfighter needs. In addition to 11 of the DoD personnel we interviewed, all industry SMEs we
interviewed stated that the current standards and controls could be improved to focus more on a risk-
based approach and adapt to changing threat environments.

Interviewees noted several issues with the CMMC and IA-Pre approach. One of these issues is
that these programs create a potential barrier for small companies that wish to compete for DoD
contracts. The burden of cost to be CMMC and IA-Pre compliant may be more than a small company
can invest in its early development. This is especially so because the companies must be compliant
before knowing whether they are able to compete for a contract. This requirement makes being
compliant a large risk for small companies and creates an environment in which the large, traditional
DIB companies have a significant advantage as established market players. The traditional DIB space
companies have provided critical technologies to DoD; however, smaller and new companies have
niche offerings, including new technologies and concepts. In many cases, these smaller companies will
partner with (or be acquired by) more-traditional companies, but many may choose to pursue business
with DoD directly.
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The second issue noted from our interviews is that CMMC and IA-Pre are perceived to evaluate
security baselines based on overly prescribed cybersecurity practices, though DoD personnel stated
that the intent was not to be overly prescriptive. Most of the company representatives we interviewed
discussed how they maintain quality cybersecurity programs regardless of DoD-imposed
requirements. The companies maintain these programs to support not just DoD but also their
commercial customers. Several companies noted that commercial clients will often impose higher
availability and resilience requirements than DoD. The DoD-specific cybersecurity requirements are
often rolled into the companies’ overall cybersecurity frameworks or programs. In general, the
companies shared their perception that CMMC and/or IA-Pre compliance has little impact on their
ability to manage cyber risk. They also noted that the greatest cost of these programs is from the
assessment and evaluation process, not the actual implementation of security standards. One
company’s representative mentioned the wide disparity in quoted prices for third-party evaluations
(from $500,000 to $5 million), indicating that the program requirements are still not well understood
by industry.

Lastly, the evaluation process for CMMC and IA-Pre evaluates the company at a snapshot in
time. This results in an evaluation that shows that the company is infrastructurally postured to be
resistant to previously known malicious cyber activity T'TPs. It does not evaluate the company’s
cybersecurity program to determine the company’s ability to effectively prevent a cyber incident,
continue operations during an incident, or recover from an incident. Cybersecurity requires a dynamic
approach to adapt to changing threats. Commercial companies would like to be allowed to conduct
cybersecurity in a manner that conforms and keeps pace with their systems, cultures, and threats.
CMMC and IA-Pre are prescribed in a holistic “shall” construct. A construct similar to the “Dash-1"
(operator manual) used by aviators may be more effective with the use of “shall” when necessary and
“should” when it is a good recommendation but allows the operator to decide based on their
understanding of the situation.

Commercial Companies Want Financial Incentives to Implement Additional
Cybersecurity Measures

Commercial space companies see financial compensation as the primary means to “incentivize”
cybersecurity best practices, which means USSF allowing the pricing of proposals to include costs to
implement additional security controls. One SME described how providing financial incentives could
further the implementation of cybersecurity controls, stating, “There’s not really any requirements.. . .
and until it comes as a requirement, [USSF is] not going to pay [a small space company] to [test]
that.” These financial incentives would be most beneficial to the small companies that have
promising, cutting-edge technologies. As mentioned in previous chapters, the cost of implementing
and proving compliance is high, especially if there is no guarantee of being awarded a contract with
USSF. Being sole funders to develop technologies and undergoing long approval windows was
described as one of the “valleys of death” for small companies that hope to work with DoD.”* USSF

% Commerecial space company representative, semistructured interview with the authors, June 6, 2023.

%1 Commercial space company representative, semistructured interview with the authors, June 2, 2023.
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may have to pay for the cybersecurity features it wants companies to employ to ensure SMA and
thereby invest in the growth of the commercial space market.

USSF Acquisition Processes and Technology Refreshes Are Not Widely
Understood

Seven of the 21 industry interviewees mentioned acquisition challenges, including their view that
the acquisition process is too long for the technology to be acquired and still be considered state of the
art.” The technology available to USSF is tethered to commercial sector innovations. The DIB is
large, with multiple companies providing complementary (and, in many cases, overlapping) services to
DoD. A challenge that USSF must overcome is the perception and reality of cultural and bureaucratic
inertia regarding its acquisition and technology refresh rates and clearly communicating with its
partners on its needs and direction.

Challenges to Space Mission Assurance During a Cyber Incident

Information-Sharing Between Commercial Partners and USSF Is Lacking

Cyber attacks on space systems have increased in both frequency and sophistication, and over half
the commercial space partners we interviewed indicated that there was a lack of adequate
communication between the government and its space industry partners. While commercial
organizations may have internal means to share cyber threat information to improve their security
posture as part of their I'T and security operations efforts, it is just as important to share those threats
with partner organizations. However, such sharing does not come without challenges. Commercial
space companies may be hesitant to share any vulnerabilities or cyber incidents in their systems for
fear of a decline in public perception, potential legal ramifications, or exposure of proprietary
information, among other possible reasons. The venue for information-sharing—the Commercial
Integration Cell (CIC) in the CSpOC—has a limited membership, primarily comprising SATCOM
companies, while the Space Information Sharing and Analysis Center (ISAC) is still developing its
capabilities and membership base to facilitate timely, actionable sharing of tailored information. The
CIC is a multiparty information-sharing exchange established in the CSpOC, enabling operational
and technology exchanges between operators. Currently, ten companies participate (mostly virtually)
in the CIC, all of which have longstanding relationships with DoD, and the process for adding new
participants is unclear, particularly for small and medium-size space companies.”” Formed in 2019,
Space ISAC comprises 74 members across industry, academia, professional services, and research and
development organizations as of September 2023 and operates as a cyber threat monitoring and
advisory center. Its operations center opened in March 2023 and has a nascent vulnerability evaluation
lab that relies primarily on members bringing their own equipment to test. The information-sharing
platform leverages multiple commercial and government feeds, including from the Federal Bureau of

92 Commercial space company representative, semistructured interview with the authors, June 2, 2023.

%% Vandenberg Space Force Base, “Commercial Integration Cell Fact Sheet,” June 2021.
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Investigation and CISA. Smaller and medium-size companies, which would qualify for the lowest-cost
membership, may still balk at paying $2,500 per year without a clear indication of a positive return on
investment in terms of improved cybersecurity and agility in responding to threats.”* Space ISAC is
expanding its partnership with USSPACECOM through the assignment of a USSPACECOM cyber
liaison watch officer, which will strengthen Space ISAC'’s capabilities.

While there are many information-sharing options available for industry and government
agencies, the information-sharing landscape is fractured, leading to the loss of critical information.
This multiplicity of channels and lack of a single point of contact becomes especially critical during
cyber incidents, leading to delays in communication with government agencies and partners.

Additionally, commercial space partners (particularly small, nontraditional companies) indicated
that obtaining security clearances and access to secured facilities have proven to be an obstacle. One
interviewee stated, “It’s a real challenge for smaller companies to get [facility clearances]. It's funny
because the government says it’s free, but it’s different in practice. You need someone sponsoring you.
It is a fairly costly thing to undertake.” Overclassification has also hampered threat intelligence—
sharing, with one SME stating,

It involves collaboration in a much more aggressive way . . . if things are unclassified,
depending on what it is, it gets classified, which means nobody does anything about it
... 20 new attack use cases and mappings that all came from the European Space
Agency, it didn't come from the U.S. side at all, and then last week [a company] called
in and said there are some things they wanted to share with the Space ISAC, but the
legal team didn’t even feel comfortable approaching the subject, so they did not

share.”®

Once information on threats is shared, there could also be better processes for responding to
threats, as commercial space companies have indicated a need for a concept of operations (CONOPS),
standard operating procedures (SOPs), and contingencies to understand how to react to different
threats or who to reach out to. Communication must be in both directions to be effective, and
industry has indicated that information is usually in one direction—from industry to DoD.

Challenges to Space Mission Assurance Post-Incident

Space Is Not Designated as Critical Infrastructure

Although the cooperation of owners and operators of critical infrastructure with CISA and its
programs is encouraged, there are no legal obligations for these owners and operators to either report
to or cooperate with CISA before, during, or after a cyber attack, except for the requirements that will

%% Space ISAC, homepage, undated. According to one interviewee, participation costs (in terms of both membership dues and
personnel time to participate in events) will exclude midsize and small companies from participation. The large companies that
join Space ISAC remain exposed through their subcontractors and supply chain.

9% Commercial space company representative, semistructured interview with the authors, June 6, 2023.

% Commercial space company representative, semistructured interview with the authors, June 6, 2023.
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be established pursuant to legislation on cyber incident reporting.”” Once the rulemaking process to
implement the Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA) is finalized, the
owners and operators of critical infrastructure will be required to notify the U.S. Department of
Homeland Security and CISA within 72 hours for cyber incidents and 24 hours for ransomware
payments.”® CISA has yet to define the types of cyber incidents and the entities within the critical
infrastructure sectors that are subject to this rule, and a September 2023 Department of Homeland
Security report seeks to address the multiplicity of competing reporting requirements across
government.” Until then, the owners and operators of critical infrastructure are encouraged to
voluntarily share cyber incident information with CISA so that it can assist the affected entities during
the incident, collect relevant information about the cyber threats, and help protect and defend other
organizations from similar attacks.'” Once the CIRCIA final rule is in effect, failing to comply with
reporting requirements for cyber incidents and ransomware payments may lead to legal implications
for the owners and operators of critical infrastructure. Additionally, CISA will be authorized to
request information, including the use of subpoenas and referrals to the U.S. Attorney General, if the
information is not produced.

To encourage the owners and operators of critical infrastructure to report cybersecurity incidents,
CIRCIA provides protections for the reporting entities. Reported information cannot be used against
the entity in regulatory actions, the information is protected from disclosure under Freedom of
Information Act (FOIA) requests, and any information designated as proprietary will remain
proprietary despite the disclosure and will remain protected by the law. Additionally, reports will be
anonymized by CISA and will not be used in legal proceedings in any capacity. Protections by
CIRCIA of reporting entities and reported information signal an understanding of the legitimate
concerns of commercial owners and operators of critical infrastructure.

Issues for the Commercial Space Sector Not Currently Being Categorized as
Critical Infrastructure

As of 2024, the commercial space sector is not recognized as a critical infrastructure sector, despite
providing the enabling technology for several critical infrastructure sectors. As a result, in the event of
a cyber attack on commercial space providers and assets, there is no single organization serving as a
Sector Risk Management Agency for the space sector that can assist with incident management;
“provide, support, or facilitate technical assistance and consultations”; and coordinate the assistance
and information that various government agencies provide.'”" This lack of coordinating agency is

97 CISA also has authority to issue administrative subpoenas, but this requires that CISA already has identified that a system or
network has a “specific security vulnerability and has reason to believe the security vulnerability relates to critical infrastructure
and affects a covered device or system but is unable to identify the entity at risk” (CISA, “CISA Administrative Subpoena,”
webpage, undated-a).

% CISA, “Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA),” webpage, undated-c.

9 Shardul Desai, Joel E. Roberson, and Marissa C. Serafino, “Cyber Incident Reporting Requirements for Critical Infrastructure
Sectors Signed into Law,” Holand & Knight, March 16, 2022; Department of Homeland Security, Office of Strategy, Policy,
and Plans, Harmonization of Cyber Incident Reporting to the Federal Government, September 19, 2023.

100 -IS A, undarted-c.
101 CIS A, “Sector Risk Management Agencies,” webpage, undated-d.
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especially critical during emergencies, as it delays critical information and assistance from government,
other sectors, and (potentially) international allies and partners. Telecommunications is a designated
critical infrastructure sector, which means that commercial SATCOM companies are covered but not
necessarily other portions of the space industry, such as space launch or ISR."> Additionally, the
majority of commercial space providers do not participate in sector-specific information-sharing
organizations, such as Space ISAC or CIC, complicating even further the flow of critical information
and assistance before, during, and after a cyber incident.

Issues with Future Critical Infrastructure Mandates

CIRCIA did not provide a definition for covered entities or covered cyber incidents to be
reported, leaving that task to CISA to establish through the federal rulemaking process, which can
take more than a year to complete. The definition of covered entities should consider the entity’s
importance to national security and the economic and other consequences of a cyber attack. Because
providers of critical infrastructure rely on third parties for their ongoing operations, it is possible that
such third parties will also be included among the covered entities. Such designation can be temporary,
as the importance of such an entity for the abovementioned factors can change, reducing the impact of
a cyber attack on the entity in terms of the public consequences. Alternatively, new owners and
operators and their providers or subcontractors can assume greater importance while not being
included among the reporting entities. This temporal criteria approach is problematic in its ability to
exclude critical infrastructure entities and the need for continuous assessment of entities that are
subject to reporting requirements.

CISA will also have to define a covered cyber incident as “a substantial cyber incident experienced by
a covered entity,” in which a cyber incident is “an occurrence that actually or imminently jeopardizes,
without lawful authority, the integrity, confidentiality, or availability of information on an information
system, or actually or imminently jeopardizes, without lawful authority, an information system.” Once
clear definitions are provided, owners and operators of critical infrastructure should have sufficient
time to prepare for the new reporting requirements and implement changes in their systems
accordingly.'”

CIRCIA stipulates that companies should report incidents within 72 hours and ransomware
events within 24 hours from the time a covered entity “reasonably believes” it is experiencing such an
event. However, it is unclear what exactly starts the clock: the realization by cybersecurity personnel
that such an attack is taking place or a determination by the entity’s management chain or legal
department. Additionally, the time required to determine the breadth of an ongoing incident will cut
into the time allotted for the reporting, as will the need to collect relevant information for reporting.

Reporting requirements that place the responsibility on owners and operators of critical
infrastructure to report significant cyber incidents of their subcontractors and service providers could
require renegotiations of contracts or their replacement by new providers, further delaying reporting
implementations.

102 CIS A, “Communications Sector,” webpage, undated-b.
103 George Platsis, “What CISOs Should Know About CIRCIA Incident Reporting,” Security Intelligence, December 8, 2022.
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Once final rules are published, owners and operators of critical infrastructure will need to train
their teams, identify information that will be required to share, set up processes and procedures for the
purpose, and identify their providers and subcontractors whose cyber incidents are also subject to
reporting rules. Those tasks will require more time, further delaying the implementation of CIRCIA.
The protections provided in the law exceed most other cyber incident and data breach obligations,
such as newer Securities and Exchange Commission reporting requirements for publicly traded
companies. One law firm’s blog post after the law’s passage cited the potential for more-detailed
reporting but also noted the “lack of explicit protection in other agencies’ cyber and data breach
notification obligations” and that “an entity may only be required to report to another federal agency
that may not apply the Act’s protections.” The authors of that post argue for harmonizing these
notification laws to address these challenges.'**

104 Desai, Roberson, and Serafino, 2022.
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Chapter 5

Recommendations to Improve Space
Mission Assurance to Cyber Threats

Improving SMA to cyber threats requires more than better cyber hygiene. Our research started
with questions focused on how USSF could encourage the private sector to adopt cyber best practices,
in line with guidance in SPD-5. But the adoption of cybersecurity standards alone is insufficient to
provide the level of mission assurance USSF and DoD want and need, particularly when faced with
determined adversaries that have invested considerable time and effort in developing cyberspace,
counter-space, and other information warfare capabilities. Therefore, our recommendations expand
from the focus on security controls and standards—which are important but not sufficient measures
by themselves—to address a broader set of recommendations to bring USSF and its commercial
partners in closer alignment to tackle these problems. As in the previous chapters, the
recommendations are organized according to whether they arise prior to, during, or following a cyber
incident. Following each recommendation is a list of the organizations that would be involved in
implementing the recommendations; each list includes the office of primary responsibility (OPR) and

office of coordinating responsibility (OCR).

Potential Solutions to Space Mission Assurance Pre-Incident
Challenges

Continue Developing Existing Frameworks and Security Programs

We have noted that the application of security controls and standards can revert to a compliance-
based approach and give a false sense of confidence that these actions will secure commercial networks
from cyber threats. The intent of these standards and programs of course is not to follow a rote script
without thinking through the implications of actions and the risks that those actions are intended to
address. However, the RMF approach is not without merit, and we are not advocating for its
wholesale negation. Rather, the existing frameworks need to be implemented as they were intended,
and the newer, space-focused frameworks (such as SPARTA) need to be given the opportunity to
mature through application and review.

CMMC, TA-Pre, and the NGA/NRO commercial cybersecurity program can become the basis
for a more dynamic approach to mission assurance against cyber threats, but that will require a more
synchronized approach across these programs (1) to ensure industry knows what is expected and how
its programs will be evaluated and (2) ideally, to provide reciprocity so that industry is not required to
prove its security programs multiple times to different parts of DoD and the intelligence community.
This is not to say that each component must accept a minimum baseline; the programs already have

38



the built-in flexibility to distinguish companies based on the impact and criticality of the capabilities
they are bringing to bear.

As cybersecurity threats evolve, so should existing cybersecurity frameworks. As new defenses and
techniques, as well as new threats, come to light, the government should be proactive in updating what
is required to meet new challenges. The government has continued to update standards, especially
NIST standards, such as SP 800-53 and SP 800-171. Updates to these frameworks do not have to be
mission specific and can have different purposes. For example, as the private sector evolves, especially
as its cybersecurity practices and general use of I'T changes, the government may need to reevaluate the
use of existing frameworks, as well as the misuse of frameworks, so that there is a larger base of more-
effective compliance, especially with private firms and contractors that handle CUI data or work
closely with the government.

USSF should also work with industry partners to conduct regular collaborative vulnerability and
risk assessments.'” These assessments would help highlight weaknesses in space systems that
adversaries might exploit. For example, the government could conduct continual assessments of
commercial defenses. Trust scores, or cyber scoring, may also be part of these assessments. Commercial
vendors may also want to publish or disseminate what they have found to be best practices, so that
peers can model their own practices after them.

CISA has launched a campaign to promote “security by design” in products and services, which
aligns with USSF’s desired outcomes as well.'” USSF should partner with CISA to promote security
engineering principles, which, when combined with efforts to promote best cyber value in acquisitions,
can provide powerful incentives to include security as a foundational part of design in all products, not
just software through DevSecOps (or development, security, and operations) principles.

Additionally, many interviewees noted that existing security standards do not adequately address
the peculiar characteristics of space systems. USSF should contribute subject-matter expertise from its
operational community to NIST and CISA efforts to adapt security standards and frameworks to
space systems.

USSF and commercial entities also need to include supply chain risk management in their security
programs. Space systems are complex, consisting of numerous hardware and software components
that are sourced from multiple vendors and countries. Supply chains are described granularly most
often as tiers, in which the lowest tier consists of the entire system itself, the next tier consists of
subsystems, and the highest tier consists of individual components.'” Potential cyber risks could be
posed in each of these tiers, and understanding how an adversary might take advantage of these risks
will help ensure SMA. The revelation of Russian cyber actors’ compromise of the SolarWinds

105 SSC has contracted with Pacific Northwest National Laboratory (PNNL) to provide a similar service through its Cyber
Assistance and Assessment Team, which is a voluntary, free service that can include threat hunting and penetration testing. The
assessment results are shared only with the partner company and are not used for broader analysis or shared with the
government. Despite these measures, PNNL had signed agreements with only four companies as of spring 2023 (SMEs,
interview with the authors, March 15, 2023).

106 CISA, “Secure by Design,” webpage, undated-e.

197 For example, a satellite supply chain would have the following tiers: Tier 1 (satellite), Tier 2 (subsystems, such as propulsion
or power), Tier 3 (assemblies, such as computers and batteries), Tier 4 (components and parts, such as amplifiers or optical
encoders), and Tier 5 (hardware and materials, such as ball bearings, screws, and gaskets). See Bryce Space and Technology, New
Kids on the Block: How New Start-Up Space Companies Have Influenced the U.S. Supply Chain, 2017.
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network management software in 2020 cast in stark relief the importance and challenge of managing
cyber risk in the supply chain. Having surety in the provenance and security of those components is an
enduring challenge that the federal government and its commercial partners continue to face.

Collaborative operational planning is also important, particularly if an industry partner is
accustomed to serving commercial and not government customers. Industry partners will need to
collaborate with USSF to understand how their services will be used in a DoD context, since military
operations differ from commercial operations, sometimes drastically—especially in the case of a
transition from competition to conflict.

Finally, USSF can advocate for new technologies and approaches, such as adapting and
implementing a zero-trust architecture to space systems and provisioning secure cloud infrastructure
for small and medium-size businesses that might not have sufficient organic cybersecurity expertise to
adequately monitor and implement security best practices for cloud services. Having this
infrastructure available to smaller organizations could enable increased collaboration so that USSF
can more easily partner with small to medium-size companies with promising innovations while
providing a secure environment they could not otherwise afford or be able to properly secure.

e OPR: Standards-setting organizations, such as NIST.
e OCR: DoD CIO (for CMMC), CISA, SSC CSCO (for IA-Pre), NGA and NRO, Space
ISAC.

Promote Cybersecurity as a Competitive Advantage to Get DoD Business

USSEF is seeking to “leverage the full force of [commercial space industry] innovation with speed,
cost efficiency and minimal duplication of effort to deliver efficient and sufficient commercial space
capabilities to the warfighter.” It is looking to access a broad variety of services and products from
commercial partners: “launch services; range and network operations; on-orbit servicing and logistics;
weather monitoring; space situational awareness; intelligence, surveillance and reconnaissance; and
data generation, analysis and transport.”%

USSEF relying on commercial partners in its mission assurance carries the risks of those partners’
vulnerabilities affecting the cyber risks of USSF and becoming the new “soft underbelly” of USSF.'”
As noted, commercial partners are required to implement specific cybersecurity standards, including
“subjecting potential contractors to third-party audits.”''* Similarly, DoD will require compliance with
CMMC as a precondition of its contracts once the rulemaking process for “CMMC 2.0” is
complete.'"!

In our interviews, we heard from commercial space companies that DoD and USSF approaches to
acquisition and procurement of space services do not provide sufficient flexibility to ensure that DoD

108 1 inda Kane, “Commercial Space Office Brings Unity of Effort to Industry Collaboration,” Space Systems Command, June 1,
2023.

199 Chris Gordon, “Cybersecurity Is the ‘Soft Underbelly’ of Space Operations, SpOC Commander Says,” Air & Space Forces
Magazine, October 14, 2022.

19 Nichols Martin, “Space Force to Impose NIST Framework-Based Cybersecurity Rules for Commercial Satcom
Procurement,” ExecutiveBiz, November 8, 2021.

1 DoD Chief Information Officer, “CMMC Implementation,” webpage, undated-a.
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can capitalize on ongoing technological innovation and improvements.'” And as noted, many
companies said that DoD programs to assess their cybersecurity postures would also revert to a
compliance-based approach rather than taking a holistic approach to understanding how the
companies are addressing cyber risk and would impose significant up-front costs with no guarantee of
a return on cybersecurity investments. For many companies, regardless of their general understanding
of cyber risk, security is still seen as a cost center.

We posed the following question based on this finding: “How can we use market mechanisms and
competition to reward companies that invest in their security?”

We proposed several options for how to develop a better understanding of a company’s
cybersecurity profile, all with the intention that these assessments would be part of determining
contract awards. In other words, regardless of the particular type of contract (e.g., firm fixed price, best
value), these assessments would provide insights to ensure that USSF is getting the “best cyber value”
from an acquisition or procurement. We examined several forms these assessments could take:

e adue diligence assessment
e ared team assessment

e simulation (or sandbox) testing.

Programs such as CMMC could inadvertently exclude many potential partners because of the
high costs imposed on new and innovative commercial companies without existing relationships with
USSEF, preventing potential partners from participating in the contract bidding process altogether.'"
Additionally, the cybersecurity-by-checklist approach, while verifying the implementation of certain
controls, overlooks the implementation details. For example, a formal requirement for a network
segmentation within the partner network can be implemented in a manner that would improve the
cybersecurity posture but would also create obstacles for the employees in carrying out their daily
duties. In another example, a requirement to create and maintain an insider threat program can be
formally achieved by placing it on the organization chart, but such a program will be ineffective
without enabling extensive logging of employee actions, appropriate retention of data, and following
up on alerts.

An alternative approach would encompass cybersecurity by trial: that is, evaluating the
cybersecurity of a product or a service through real-world testing and practical experience using one or
more of the three forms we noted above. The benefits of this approach are multifold. It would increase
innovation by increasing the pool of commercial bidders, and it would improve the cybersecurity
posture of USSF while providing opportunities for the potential commercial partners to improve their
own cybersecurity stances. Furthermore, this approach would test and identify the existing deficiencies
in cybersecurity of both USSF and the commercial space sector in a substantive, rather than formal,
way. Perhaps most important from the commercial perspective is that cybersecurity by trial will
provide a clearly communicated evaluation criterion for contract awards while informing each bidder
of the deficiencies of its cybersecurity stance and clear ways to address those deficiencies.

112 . . . . . . .
Representatives from several commercial space companies, semistructured interviews with the authors, 2023.

13 Commercial space company representative, semistructured interview with the authors, June 15, 2023.
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The due diligence approach would operate similarly to those executed during company mergers and
acquisitions and could occur after the initial down-select of bidders to a final round of competitors.
The due diligence approach can be applied to both products (such as a satellite payload) and services
(such as SATCOM). A USSF cyber due diligence team would review the overarching cybersecurity
program of each bidder, considering the assessed risk of the procurement. This would require first
that USSF consults with the user community to define levels of criticality to mission for each service
or product it seeks to acquire, which would then inform the level of cybersecurity assurance required
to succeed. For example, a program to acquire COMSATCOM to primarily serve morale, welfare,
and recreation needs would have a lower level of required cyber assurance than one that is supporting
multi-domain joint operations in the Indo-Pacific theater. Therefore, the team would start from a
mission perspective to evaluate risk and the practical implementation of the company’s cybersecurity
program. This would include reviewing cyber incident response plans, the current state of supply
chain risk management, and patch management procedures. The team would require time to review
submitted documentation but also to engage with the company’s cybersecurity team. To limit the
impact on timelines to contract, USSF may need to have multiple teams available to conduct the
assessments simultaneously. Having government teams (or government-led teams supported by
personnel from independent parties, such as FFRDC:s or national labs) conduct the reviews would
ensure consistency in application and could assuage concerns about the potential disclosure of
sensitive information.

Another approach is employing USSF red teams to conduct a managed “adversarial” assessment as
opposed to the collaborative assessment in the due diligence alternative. USSF red teams would
subject a proposed product or service to a defined set of techniques to test resiliency in a realistic
contested environment, which could include using simulations or digital twin testing or (if a product
or service is already in production) “live-fire” red teaming on a range. For example, for SATCOM
offerings, the red team will target the service. The red team would emulate a series of cyber attacks on
the company’s infrastructure and product by following the TTPs of adversarial advanced persistent
threats (APTs), typical ransomware attacks, phishing campaigns, and social engineering attempts.
The red team would examine the robustness of the product offering and the susceptibility of the
overall company’s system. A scoring scheme will be assigned based on the time to and complexity of
the compromise the red team may have achieved. The red team approach is equally useful to test both
products (e.g., a satellite) and services (e.g.,, a SATCOM service).

Red teaming is a well-established approach but requires bounding the scope of the allowable
testing and having sufficient teams available to conduct realistic tests in a timely manner, a challenge
DoD has faced for more than a decade.'”* However, when done well, the red team approach is a better
predictor of the cybersecurity posture compared with a simple blue team assessment.

Finally, the third proposed approach is simulation testing, also known as sandbox testing, in which a
sandbox is an isolated environment that mimics the end-user operating environment. It is most
suitable for products, such as communication equipment or a satellite, but services could be tested
with this approach as well. As with the two previous approaches, it is intended for a limited number of
finalists, whereby successful sandbox testing could be the differentiator among them, especially for

14 Jaspreet Gill, “Pentagon’s Cybersecurity Tests Aren’t Realistic, Tough Enough: Report,” Breaking Defense, January 28, 2022.
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high-impact products. A sandbox environment can be created in which satellite operations are tested,
including the satellite’s ground station, the communications link, and the satellite operation. A
decommissioned but operational satellite in orbit could be used as a sandbox platform, providing a
real-world simulation opportunity.

The advantage of sandbox testing is the opportunity to focus the testing efforts on specific
products while reducing disruption for the companies. However, this approach also has drawbacks.
Among the disadvantages of sandbox testing is the increase in costs for the process. In this approach,
in addition to standing up the cybersecurity team, USSF will have to create a simulated environment
that accurately resembles the real deployment. For some of the services and products, the ability to use
a decommissioned but operational satellite that USSF controls would reduce the testing costs. To
address concerns of information disclosure, trade secrets, and the intellectual property rights of the
bidding companies, existing legal procedures of nondisclosure agreements and similar tools could be
leveraged. Table 5.1 summarizes the advantages and disadvantages of these three approaches.

Table 5.1. Relative Pros and Cons of the Cybersecurity-by-Trial Methods

Method Advantages Disadvantages
Due e Minimal disruption for companies being e Need for highly trained workers
diligence evaluated e Increase in time to review documents and
e Low deployment cost interview companies’ cybersecurity teams
Red team e Implementation of realistic tests o Need for qualified experts
o Well-established approach e Disruption for the companies being tested

e Better predictor of cybersecurity posture

Sandbox e Focus on specific products e Increase in accrued costs
testing e Reduction in disruption for companies e Creation of simulated environment
whose products or services are tested

The shift from cybersecurity by checklist to cybersecurity by trial will require an accompanying
shift in acquisition and procurement bid reviews. This shift requires both expertise, which is often
hard to retain and sustain in DoD, and timeliness—i.e., the review needs to be timely to ensure
timelines to decision are not extended. DAF acquisition organizations need to ensure that they have
access to cybersecurity expertise at each stage of the process to assist in the development of
requirements, determine the appropriate evaluation criteria and approach, and assist with reviewing
proposals. Regardless of the evaluation technique employed, including a form of assessment to
determine the “cyber best value” requires clearly articulated criteria and scoring so that companies
clearly understand what the assessment is looking for and how it will derive scores; otherwise,
companies will have incentives to challenge awards. Adding cybersecurity assessments is likely not
practical for every acquisition and procurement, so USSF could consider applying this process to
higher-priority missions and programs, first as a proof of concept but also to focus on those programs
that are assessed to introduce the greatest potential for cyber risk to USSF missions.

e OPR: SSC/Commercial Space Office.

e OCR: Acquisition authorities working in collaboration with user communities.
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Refocus Cybersecurity from Information Assurance to Actor-Based Mission
Assurance

Cyberspace-enabled activities (CEA) bring a host of capabilities and advantages to modern
warfighting. Unfortunately, reliance on CEA adds vulnerability and risk to military operations by
creating an attack surface that allows malicious cyber activity to generate undesired effects that have
impacts that go beyond the cyberspace domain. Cybersecurity best practices are used to prevent the
ability of adversaries to affect military operations by defending cyberspace systems, but traditional
forms of cybersecurity may not meet the needs of future warfighters.

Policymakers need to understand that mission success is not the result of engineering technical
solutions. Success can be the result of warfighters having clear objectives and being given the resources,
including technical solutions, to achieve them. Traditional cybersecurity best practices have been
based on information assurance,'” which focuses on the confidentiality, integrity, and availability of
data and networks. As we have noted, the application of cybersecurity practices is often executed from
a compliance perspective and independent of the end users” mission needs that CEA enable. Systems
are often designed, procured, and deployed to meet non-cyber warfighter requirements. Since January
2017, the Joint Requirements Oversight Council has required a cyber survivability endorsement as
part of the system survivability key performance parameter."® But when it comes to the
implementation of cybersecurity within a program, the performance of the product or service is often
the primary focus. To better understand how USSF can better transition from information assurance
to mission assurance, we propose taking an actor-focused approach to cybersecurity and clarifying
what is meant by mission in mission assurance (Figure 5.1).

Y5 Information assurance refers to “measures that protect and defend information and information systems by ensuring their
availability, integrity, authentication, confidentiality, and non-repudiation.” There are some variations to this definition. See
NIST, “Information Assurance (IA),” webpage, undated-b.

116 Joint Staff 6, Deputy Director for Information Warfare Requirements Division, Cyber Survivability Endorsement (CSE)

Implementation Guide, version 3.0, July 2022.
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Figure 5.1. Transitioning from Information Assurance to Mission Assurance by Moving from
Confidentiality, Integrity, and Availability to an Actor-Based Approach

Information Assurance Mission Assurance

Confidentiality

Battlespace Awareness

Actor

Compliance
Based
Cyber Security

(Person, Organization, System)

Based Cyber Security

Behavior
Availability Integrity

An actor-based approach may enable better cybersecurity architectures and the more optimal use
of cybersecurity resources by focusing on specific mission assurance needs versus generalized, all-
encompassing compliance requirements. It may also support developing a common framework for
better understanding cyberspace risk. This is not to say that baseline security controls and compliance
with those controls are not important and should not be part of cybersecurity. Rather, the mission
assurance focus emphasizes that compliance should occur in the context of the mission of the actor. In
an actor-based approach, the actor can be a person, organization, or system. Once the actor(s) is
identified, the missions can be characterized. We recommend that cybersecurity in an actor-based
approach be characterized into three mission groups: the mission of the actor, the operational design
mission, and the service provider mission.

The first mission group, the mission of the actor, should be the primary focus for cybersecurity.
The CEA required for the actor mission should drive the cyberspace requirements for this mission
group. The actor, or system operators in the case in which the actor is a system, should work with
cyberspace professionals to derive operationally relevant requirements and shape CEA to align with
operations and maintenance and defensive mission priorities.

The second mission group, the operational design mission, is done by military organizations that
are operationally responsible for providing network services to the joint force. These organizations
include USSPACECOM, U.S. Cyber Command (through the Joint Force Headquarters—
Department of Defense Information Network), and the Defense Information Systems Agency, along
with the military service components that support them. These organizations should work with the
requirements derived from the actor missions to develop the operational design to develop, procure,
and deploy cyberspace capabilities and requirements to ensure that the actor mission requirements are
met. The operational design mission is responsible for providing the required network resiliency,
redundancy, and security to meet the actor mission needs. There are a multitude of ways and means to
accomplish this. Some actor missions can be sufficiently supported by a single service provider, and the
inherent risk of network disruptions from that single provider are acceptable by the actor. There also
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will be actor missions in which a single provider is not able to meet the needs of the actor mission, and
multiple providers with varying network parameters will be required.

The third mission group, the service provider mission, is accomplished by the service providers,
both military and commercial, that provide the network connectivity to meet the operational design
mission and the needs of the actor mission. This mission has the primary focus of ensuring the
confidentiality, integrity, and availability of a single service provider and the focus of ensuring
compliance with cybersecurity standards. As part of this mission, commercial entities need to
implement operational resiliency measures. During a cyber incident, commercial providers partnering
with USSF will need to have operational resiliency measures in place. Following the space domain
mission assurance resilience taxonomy developed by what was then the Office of the Assistant
Secretary of Defense for Homeland Defense and Global Security, these measures could include
disaggregation (separating different capabilities into different platforms), distribution (using multiple
nodes to perform the same function), diversification (using multiple capabilities to contribute to the
same mission), protection (e.g., cyber intrusion detection measures), proliferation (the deployment of
large numbers of the same platform for the same mission), or deception (using measures to hide intent
or mislead adversaries).

Opverall mission assurance in cyberspace requires understanding and executing across all three of
these mission groups. An actor-focused approach reframes cybersecurity around end-user warfighter
mission needs and requirements rather than service provider compliance requirements. By framing
and managing mission assurance using these three groups, warfighters should be able to better
understand what roles in the overall mission they are responsible for and how those roles fit into the
bigger picture. This approach also reframes cybersecurity into a warfighting posture rather than a
solely technical one. Cyberspace operators are warfighters, not a technical solution.

The secondary, or added, benefit to an actor-focused approach to cybersecurity is that it helps
decisionmakers understand and apply cyberspace risk. When the mission of cyberspace is broadly
defined, many aspects of risk are hard to define. By dividing missions into the three groups, risk can be
assessed independently across the missions and combined for a greater understanding. Also, because
the missions are in support of defined actor objectives, there is a basis to define the risk and put it into
a relevant context. The service providers can understand the risk to the provided service using
standard cybersecurity risk practices. The operational designers can manage how the risk of multiple
providers affect the overall operational design. And the actor can understand the risk to the actor’s
mission based on the risk to the operational design.

e OPR: DoD CIO.
e OCR: Joint Staff, services.

Potential Solutions to Challenges for Space Mission Assurance
During an Incident

Create a Voluntary Safety and Security Reporting Program

Because USSF relies on commercial satellite companies for its mission assurance, it is imperative
to improve the cybersecurity posture of all partners. Cybersecurity information-sharing has long been
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perceived as beneficial in both the academic literature and professional publications.'"” Sharing
information on cyber incidents within the sector through a voluntary cyber incident reporting
program modeled after similar programs in other industries might help commercial space companies
identify increased risk areas and strengthen their cybersecurity postures while improving USSF
mission support and readiness. NIST SP 800-150, Guide to Cyber Threat Information Sharing,
outlines guidelines and emphasizes the importance of sharing, confirming, and improving threat
information to ensure it is timely, relevant, and actionable.''® Other sectors have established voluntary
incident and near-miss sharing programs that were instrumental in reducing the number of incidents
and severity of impacts.

We reviewed voluntary incident reporting programs, starting with the first voluntary incident
reporting program established in 1976 by the Federal Aviation Administration (FAA).""” NASA,
considered a neutral third party, was selected to build and administer the program.'® Since its
inception, the Aviation Safety Reporting System (ASRS) has encouraged “pilots, air traffic
controllers, flight attendants, mechanics, ground personnel, and others involved in aviation operations
to submit reports to the ASRS when they are involved in, or observe, an incident or situation in which
aviation safety may have been compromised,” guaranteeing strict confidentiality for the reporters.'!
The scope of who can report is important because it encourages everyone who has a role in the overall
safety of the aviation sector to report, as opposed to leaving it to specific individuals.'” While it is
impossible to determine what proportion of the 94-percent reduction in fatal aviation accidents
between 1998 and 2021 can be attributed to the voluntary incident reporting program, the FAA
believes that the ASRS has been an integral part of increased safety due to its contributions to
identifying and resolving issues before accidents occur.'” Following the ASRS example, 12 other
countries have instituted similar programs, and the International Civil Aviation Organization requires
its member states to conduct such programs as “necessary for the safety or regularity of international
air navigation.”'**

Despite the documented limitations of voluntary reporting systems, such as potential selection
bias arising from subjectivity of the observed and reported incidents and potential underreporting of
incidents, the apparent success of the aviation industry in improving its safety record has prompted

N7 Cristin Goodwin and J. Paul Nicholas, A Framework for Cybersecurity Information Sharing and Risk Reduction, Microsoft,
2015. On cyber threat intelligence, see Adam Zibak and Andrew Simpson, “Cyber Threat Information Sharing: Perceived
Benefits and Barriers,” Proceedings of the 14th International Conference on Availability, Reliability and Security, August 2019.

18 Christopher Johnson, Mark Badger, David Waltermire, Julie Snyder, and Clem Skorupka, Guide to Cyber Threat Information
Sharing, National Institute of Standards and Technology, Special Publication 800-150, October 2016.

19 A summary of the programs we reviewed is provided in Appendix A.

120 Office of the NASA Aviation Safety Reporting System, “ASRS Founder Remembered: Dr. Charles E. Billings,” Callback,
2011.

21 NASA, “Aviation Safety Reporting System: Confidentiality and Incentives to Report,” webpage, undated-a.

122 . . . . )
To encourage voluntary reporting, the FAA also promises not to act against reporters and agrees to waive certain fines and
penalties for unintentional violations of regulations.

122 EAA, “FAA Launches Voluntary Reporting Program for Safety Office,” press release, June 21, 2021.

124 Linda J. Connell, “NASA Aviation Safety Reporting System (ASRS),” National Aeronautics and Space Administration, May
2017.
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other industries worldwide to implement similar schemes to address their own concerns.'® As a result,
other sectors, including health and medicine, oil and gas, transportation, maritime shipping, and
fishing have established voluntary reporting programs.

The Satellite Industry Association, an organization representing U.S. satellite operators, service
providers, launch service providers, and others in the space sector, has supported efforts to expand and
encourage voluntary information-sharing as a critical part of cybersecurity, guaranteeing “that
exchanged information be confidential, secure, and used only for purposes of strengthening security
and combatting bad actors.”"* Existing information programs for the space sector are not broad
enough because they rely on preexisting ties, which limit the information that is exchanged and
exclude small space companies.'”

Commercial space partners could benefit from adopting a voluntary incident reporting program
like that used in the aviation sector. An industry-specific reporting program will collect information on
both near misses (or vulnerabilities) and incidents (or cyber attacks), the space-specific cyber threat
landscape, and TTPs. To reassure commercial space entities that any information they share will not
produce a negative financial, legal, or reputational impact, such a program would be run by a neutral
party and would need to guarantee the confidentiality of information and protection from information
disclosure requests, such as subpoenas, FOIA requests, and any public release. Such a voluntary
reporting program will help identify different stages of cyber attacks, provide operational advantages
for participants, and widen the existing information-sharing agreements while ensuring that the
information is not disclosed outside the program.'”® Space ISAC is also positioned to be the managing
body of such a program, but its confidentiality and data anonymization approach, along with its
relatively high membership fees, might not give members full confidence in its ability to protect
participants from legal, financial, and reputational risks.

USSF and commercial entities should also share threat intelligence as part of voluntary reporting
and security programs. Threat intelligence-sharing is an essential component, but (as discussed
previously) it can be difficult to do so because of the proprietary nature of commercial provider
services and concerns over liability. Sharing threat intelligence could reveal weaknesses in a company’s
infrastructure, as well as information that might advantage a competitor if revealed. Trust in
information-sharing does not scale well (e.g., bilateral versus multilateral relationships). It will be
incumbent on members of the space community to cultivate and encourage a culture of sharing that
benefits everyone.

After a cyber incident has occurred, USSF and commercial partners can promote mission
assurance by sharing lessons learned and a plan of action and milestones (POA&M). This
information should include such details as

125 Agency for Healthcare Research and Quality, “PSNet: Reporting Patient Safety Events,” webpage, September 7, 2019.
126 Satellite Industry Association, “Cybersecurity,” webpage, undated.

127 Members of the CIC include Eutelsat America Corp., Hughes Network Systems, Inmarsat, Intelsat General
Communications, Iridium Communications, Maxar Technologies, SES Government Solutions, Viasat, and XTAR (Theresa
Hitchens, “SPACECOM to Unveil New Commercial Integration Strategy This Week,” Breaking Defense, April 4, 2022).

128 There are multiple risks involved in launching and operating satellites, such as on-orbit collisions and untracked debris. No
voluntary incident reporting programs similar to ASRS were established for space transportation. Similarly, there is no venue for
commercial space companies to share information on near misses and incidents or to report orbital approaches by adversaries’
satellites with potentially malicious intent to damage, disrupt, or otherwise affect operations or transmissions.
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e how the attack was identified

e what protective measures were or were not in place

e assessments about physical damage or digital corruption that may have occurred

e assessments of mission effects, such as how long operations were delayed or whether incorrect
mission data were transmitted

e how well the organization’s recovery and response plan worked

e how long it took to restore services

e planned improvements to strengthen the affected systems.

These lessons learned and POA&Ms should be disseminated as widely as possible to relevant
stakeholders to prevent similar attacks from happening in the future.

e OPR: USSE/S6C Cyber and Spectrum Integration Division.
e OCR: USSF-Space/CSpOC/CIC, industry partners.

Define How Commercial Partners Will Be Integrated into Operations

Potential solutions on how to improve SMA during a cyber incident revolve around articulating
how commercial partners will be integrated into space warfighting architectures to fill operational
gaps. Six of 21 commercial sector interviewees said they would find it helpful for USSPACECOM
and USSF to articulate how commercial partners will be integrated.” One interviewee said,

As [USSF] think([s] through those ideas for an emerging technology, it'd be
interesting if they could feed that back into us and how they're thinking that that sort
of cyber or other measures needed to be in place if we're eventually going to provide

that type of service, so we can start thinking about it sooner.'*

If the commercial partner had more of this detailed information, they could be better prepared to
respond during a cyber incident. Commercial entities will look to their service-level agreements and
contracts to guide (and, in some cases, constrain) what they can do during a cyber incident or crisis.
This also extends to their obligations to other, nonmilitary customers. Therefore, USSF cannot
assume that a company will be ready and able to provide extraordinary operational support in a crisis
or conflict unless that support is defined at the outset.

One way to define the operational requirements would be to engage companies in a series of
“industry-warfighter talks” and tabletop exercises to examine scenarios in which USSF and DoD may
require additional support from their commercial partners and what the constraints on providing that
support should be. USSPACECOM and USSF could cohost these talks and tabletop exercises with
current and potential partners.

Another way to increase SMA during a cyber incident would be to reduce burdens to accessing
classified information by providing day-of read-in—the process of temporarily authorizing partners to

129 We recognize that commercial integration has been signaled to industry in various strategic documents, including the 2020
National Space Policy, 2020 Defense Space Strategy, 2021 USSPACECOM Commander’s Strategic Vision, 2022 National
Defense Strategy, and Unified Command Plan.

139 Commercial space company representative, semistructured interview with the authors, June 8, 2023.
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receive classified information to provide timely, critical information—to commercial partners. Details
about space systems, including company proprietary information, need to be protected, and specific
details could be highly classified. Rapid information-sharing will be crucial to mitigate the
consequences of an active cyber attack. This process would allow the passing of time-sensitive
intelligence to industry partners, allowing them to mitigate threats. However, several company
representatives we interviewed said that read-ins have to facilitate sharing relevant and actionable
information with cybersecurity personnel; it was less helpful to brief chief executive officers (CEOs)
on information but prohibit them from sharing any information with others in the company who can
take action on that information. In this vein, expanding access to classified facilities would allow for
greater commercial integration and improve classified information-sharing.

USSF should also develop and share a common operating picture with commercial partners,
starting with the partners in the CIC at CSpOC. The goal would be to provide decision-quality
situational awareness to all relevant parties, so that organizations can be aware of how far the cyber
attack has spread and work to bolster defensive measures and deterrence protections during an active
attack.

e OPR: USSPACECOM/CSpOC.
e OCR: Space Warfighting Analysis Center.

Potential Solutions to Space Mission Assurance Post-Incident
Challenges

Designate Space as a Critical Infrastructure Sector

Designating space as a critical infrastructure sector has both practical and policy implications that
are worth considering. From a government perspective, such a designation signals prioritization of the
sector as a whole and facilitates establishing the requisite sector risk management agency
infrastructure and processes to support improved support to the sector. As noted previously, some
segments of the commercial space sector are covered by other critical infrastructure sectors,
particularly the communications sector. CISA already convenes a Space Systems Critical
Infrastructure Working Group, the deliberations of which are covered by its Critical Infrastructure
Partnership Advisory Council authority, but (as noted) there is no obligation on the space sector to
share cyber incident or vulnerability information with CISA.""

From an industry perspective, a designation as critical infrastructure would potentially bring
additional burdens in the form of cyber incident reporting requirements and administrative
subpoenas, but it also can serve as a convening function to allow companies to share information
without fear of contravening competition laws or being subject to legal liability. Such a designation
also could facilitate the government increasing the sharing of classified information and indicators, as

31 Representative Ted Lieu (D-Calif.) introduced legislation in June 2021 to mandate the Secretary of Homeland Security to
designate space as a critical infrastructure sector. The bill has not been voted on by committee at the time of writing. See U.S.
House of Representatives, Space Infrastructure Act, Bill 3713, June 4, 2021.
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well as focusing its attention to support industry in a more coordinated manner through a lead sector
risk management agency.

One potential implication for the sector that stems from CIRCIA is that, depending on CISA’s
preservation rules, these companies may need to make changes to their processes and procedures, such
that data and evidence preservation of cyber attacks are made a priority. There are also implications
for noncompliance, in that entities that do not comply with the reporting requirements may be subject
to litigation. Under CIRCIA, CISA is authorized to request information from entities suspected of
noncompliance. Entities that fail to comply with a request for information under CIRCIA may be
subject to an administrative subpoena from CISA and subsequent referral to the U.S. Attorney

General for civil action and, if noncompliant, found in contempt of court.'**

e OPR: CISA.
e OCRs: Office of the Under Secretary of Defense for Policy, USSPACECOM, USSF.

Concluding Thoughts and Future Work

The ever-evolving threat of cyber attack and increasing sophistication of adversaries means that
SMA is a continuous exercise. It will require vigilance and coordination by all stakeholders and close
collaboration between USSF and commercial partners across the spectrum of cyber incidents. Many
of the threat vectors and risks discussed here are also present in general I'T and operational technology
systems, but USSF is perhaps unique in DoD, given its significant reliance on commercial
partnerships and the fact that many of these commercial partners also have civilian customers
purchasing the same services.'”> Several cybersecurity standards have been developed by standards-
setting and research organizations, but DoD and allied counterparts still face many challenges and
barriers to SMA, some of which have non-adversarial causes (e.g., a lack of information-sharing). The
recommendations in this report should help USSF continue to have a greater likelihood of operational
success across its wide-ranging mission set in the face of cyber threats.

To implement the recommendations, USSF should

e evaluate existing information-sharing programs for cyber incidents with commercial partners;
this would allow for USSF to determine their effectiveness and best practices to better prepare
commercial partners for future cyber incidents (e.g., the development of CONOPS, SOPs,
and contingencies)

e evaluate the success of integrating cybersecurity evaluations as a competitive advantage into
the acquisition process and how effective such evaluation is at preventing major cyber incidents

e expand interviews to include international companies to improve understanding of
international efforts and attitudes for cyber SMA

1B2U.S. Code, Title 6, Section 681d, Noncompliance with Required Reporting.

133 William Shelton, Cynthia R. Cook, Charlie Barton, Frank Camm, Kelly Elizabeth Eusebi, Diana Gehlhaus, Moon Kim, Yool
Kim, Megan McKernan, Sydne Newberry, and Colby P. Steiner, A Clean Sheet Approach to Space Acquisition in Light of the New
Space Force, RAND Corporation, RR-A541-1, 2021.
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evaluate and compare standards and requirements to determine how to reduce burdens to
prove compliance for commercial partners and reduce cost to USSF

understand commercial space partner perspectives on the impact and total collective effort that
USSF and commercial industry might need to build trust and overcome perceived barriers

determine how to make actor-based mission assurance practical for USSF SMA.
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Appendix A

Commercial Sector Information-
Sharing Programs

We reviewed information-sharing programs in transportation, health care, oil and gas,
construction, and law enforcement to understand what forms these arrangements take, how they
contribute to achieving their stated aims (e.g., improving safety, reducing errors), and how their
approaches could inform USSF work to increase information-sharing among and with commercial
space partners. Table A.1 provides a high-level summary of the programs we examined.

Table A.1. Summary of Information-Sharing Programs

Year Who Can
Name Domain Characteristics Created Report Reports Outcome
ASRS (FAA)? Aviation Confidentialand 1976  Airlines, airport 1.8 Successful in
anonymous operators, million+ reducing aviation
unmanned aerial incidents and
vehicle operators accidents,
blueprint for
similar programs
AVS VSRP® Aircraft Anonymous 2021 FAA employees No data
manufacturing at manufacturers’
sites
EVAIR® Aviation air Confidential 2006 Operators 30,000+ No data
traffic
management
and air
navigation
services
C3RS® Rail Confidential 2021 Participating 25,000+ No data—
carriers (22) database
inaccessible
CIRAS® Rail and Confidential 1996 Employees of No data Action taken in
transport participating 80% of closed
companies reports
(2,000)
VIRP! Maritime Identifying 2021 Open (employees 800+ No data
shipping information of 46 members
removed and public)
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Year Who Can
Name Domain Characteristics Created Report Outcome
CHIRP® Aviation and Confidential 1996 Open (employees No data
maritime and public)
REPCON" Aviation and Confidential Open Of the 47
maritime REPCON reports
completed in
2020-2021, 18
(38%) resulted in
safety action by
stakeholders.
NEARMISS' Maritime Anonymized 2006 Participating No data
companies
MARS’ Maritime Confidential 1992  Open No data
FISHER" Fishing Encrypted Open
submission app,
not clear what
data collected
CIRS-AINS' Anesthesiology  Anonymized 2010 Opento Actionable items,
and medicine professionals safety improved
WebAIRS™ Anesthesiology  Reports by 2012  All anesthetic Australia and
registered users departments in New Zealand
Australia and claim to be the
New Zealand two safest
countries in
which to
undergo
anesthesia, in
part because of
the program
CORESS" Medicine Confidential 2005 UK surgeons and No data
(surgery) trainees
CROSS-UK® Construction/ Confidential, 1976  Construction No data
structural anonymized professionals
reports
CROSS-US? Construction/ Confidential, 2019  Construction No data
structural anonymized professionals
reports
SafeOCS® Oil and gas Confidential, 2018 Employees of Multiple events
anonymized member reported by
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companies (over
90 percent of
production
companies
participate)

more than one
company;
actions taken



Year Who Can

Name Domain Characteristics Created Report Reports Outcome
LEO Near Miss" Law Anonymous 2014  Alllaw 200 Not enough data
enforcement enforcement for statistical
personnel analysis®

NOTE: AVS VSRP = Aviation Safety Voluntary Safety Reporting Program; C3RS = Confidential Close Call Reporting
System; CHIRP = Confidential Human Factors Incident Reporting Programme; CIRAS = Confidential Incident Reporting
& Analysis System; CIRS-AINS = CIRSmedical Anaesthesiology; CORESS = Confidential Reporting System for Surgery;
CROSS = Collaborative Reporting for Safer Structures; EVAIR = EUROCONTROL Voluntary ATM Incident Reporting;
MARS = Mariners’ Alerting and Reporting Scheme; VIRP = Voluntary Incident Reporting Platform; WebAIRS = Web-
Based Anaesthetic Incident Reporting System.

NASA, “Aviation Safety Reporting System: Program Briefing,” webpage, undated-b.

PFAA, 2021.

¢ EUROCONTROL, “EUROCONTROL Voluntary ATM Incident Reporting,” webpage, undated; SKYbrary, “Voluntary
Occurrence Reporting,” webpage, undated.

9 U.S. Department of Transportation, Federal Railroad Administration, “C3RS: Participating Railroads,” webpage,
undated.

¢ Confidential Incident Reporting and Analysis Service, “About Us,” webpage, undated.

"Hellenic Marine Environment Protection Association, Voluntary Incident Reporting Program, homepage, undated.

¢ Confidential Human Factors Incident Reporting Programme, homepage, undated.

" Australian Transport Safety Bureau, “REPCON—Marine Confidential Reporting Scheme,” webpage, undated. Similar
reporting exists for aviation.

"Nearmiss.dk, “About,” webpage, undated.

I Nautical Institute, “MARS,” webpage, undated.

¥ Food and Agriculture Organization of the United Nations, “Fishing Safety: Accident Reporting,” webpage, undated;
Fishing Industry Safety Health Event Reporting Project, homepage, undated.

'P. Brinkrolf, Th. Prien, and H. Van Aken, “Medication Errors—A Systematic Analysis of CIRS-AINS Reports,”
Anasthesiologie und Intensivmedizin, Vol. 54, No. 3, March 2013; J. Rohe, C. Hahnenkamp, T. Dichtjar, A. Sanguino
H., C. Thomeczek, A. Schleppers, and L. Fishman, “What Kind of Evidence Can Be Found in Reporting Systems?
Systematic Evaluation of Incident Reports to Identify Risks Using Syringe Pumps,” German Agency for Quality in
Medicine, October 2011; Walter Petschnig and Elisabeth Haslinger-Baumann, “Critical Incident Reporting System
(CIRS): A Fundamental Component of Risk Management in Health Care Systems to Enhance Patient Safety,” Safety in
Health, Vol. 3, 2017; and comparison of medical incident reporting systems in Europe in S. Reed, D. Arnal, O. Frank, J.
|. Gomez-Arnau, J. Hansen, O. Lester, K. L. Mikkelsen, T. Rhaiem, P. H. Rosenberg, M. St. Pierre, A. Schleppers, S.
Staender, and A. F. Smith, “National Critical Incident Reporting Systems Relevant to Anaesthesia: A European
Survey,” British Journal of Anaesthesia, Vol. 112, No. 3, March 2014.

™ Australian and New Zealand Tripartite Anaesthetic Data Committee, “WebAIRS News,” webpage, undated-b;
Australian and New Zealand Tripartite Anaesthetic Data Committee, “WebAIRS Data Dashboard,” webpage, undated-
a.

" Adam Lewis, Frank Smith, Peter Tait, and Denis Wilkins, “UK Surgery Already Applies Aviation Safety Practice,” BMJ,
Vol. 342, No. 7796, March 5, 2011.

° Collaborative Reporting for Safer Structures UK, homepage, undated.

P Collaborative Reporting for Safer Structures US, “Reporting to CROSS-US,” webpage, undated.

9 SafeOCS Reporting System, “About the SafeOCS Reporting System,” webpage, undated; anonymized and statistical
data available at SafeOCS Dashboard, “Workbook: SafeOCS ISD Public Dashboard,” webpage, undated.

"LEO Near Miss, “About,” webpage, undated.

°National Policing Institute, “Law Enforcement Officer Near Miss Reporting System,” webpage, undated.
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Appendix B

RAND Space Industry Workshop

On June 28, 2023, we held an all-day, in-person workshop with industry participants. Because of
last-minute unforeseen circumstances, only three industry participants from two SATCOM
companies were able to attend. Given this limited participation, we do not draw broad conclusions
from the workshop; however, we followed up with representatives from companies that could not
attend and solicited their views on barriers and opportunities identified during the workshop in an
email survey, the results of which are presented in Appendix C.

Here, we provide details of the workshop, which consisted of three sessions, including
summarized insights from the workshop participants. We did not validate participant perspectives
with USSF after the workshop but highlight in this appendix areas in which workshop participants’
perspectives align with those shared by other industry representatives in interviews and the email
survey.

Workshop Session 1: Private-Sector Approaches to Evaluating
and Understanding Cyber Risk to Missions

This session explored how workshop participants evaluate and understand cyber risk. Participants
were provided with a description of the 2017 NotPetya cyber attack (specifically, the impacts to

Maersk; see Figure B.1) and then were asked for their perspectives on what they would do in the case
of a “future NotPetya” event (see Figure B.2).
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Figure B.1. NotPetya Cyber Attack Description

Consider the NotPetya cyber attack in 2017, specifically what
happened to Maersk:

KA single computer with the Ukrainian accounting software M.E.Doc gave NotPetya a footholcm
into the Maersk network.

¢ Once the attack was launched, the malware rapidly propagated through Maersk’s network. It
reportedly took 2 hours to disconnect Maersk’s global network.

o IT staff rebuilding the network realized they were missing a backup of the company’s domain
controllers

e The company’s domain controllers synched data so each could act as a backup to the other.
This didn’t account for the one scenario where the controllers were simultaneously wiped.

e Purely by chance, a single copy of the company’s domain controller data unaffected by the
malware was located on a machine in Ghana which had remained disconnected from the
network after a power outage.

¢ However, bandwidth was so thin it was going to take days to transmit the data to the recovery
center in the UK. Maersk ended up flying the hard drive up to the UK with a Nigerian-based

employee.
Klt took weeks to fully restore the global network. /

Figure B.2. Roundtable Prompt

There is agreement among those who have studied NotPetya that something like
this could happen again, potentially on an even larger scale.

What would you do in the case of a “future NotPetya”?

Participant Insights

Workshop participants indicated that, in the case of a NotPetya event, a company would rely on
its existing contingency plans, procedures, and practices, which should account for such an event.
Companies would evaluate the financial loss from such an attack and scale their cybersecurity
protections accordingly as part of the contingency planning process. When asked about cyber
insurance, participants said that insurance is a tricky issue: When you are working in an industry in
which nation-states are intentionally attacking your product, is it the private insurer’s responsibility to
reimburse you for resulting damage? A potential solution raised during the workshop to distribute the
risk was to create a war reserve or pooled resource to supplement insurance, in which companies’
contracts with insurance would be backed by the government to ensure that companies can receive
insurance payouts. Similarly, participants suggested that government should contract multiple
suppliers and networks to hedge against one leaving the industry, failing, or suffering from such an
attack.
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Workshop Session 2: Private-Sector Approaches That Enable
Mission Assurance During Military Combat Operations

This session consisted of two parts: (1) a round-robin discussion in which we provided DoD'’s
definition of mission assurance and asked participants what they saw as industry’s role in achieving
DoD’s SMA goals and (2) an exercise in which participants were provided two versions of a vignette
and asked to prepare a verbal brief to the USSF Chief of Space Operations (CSO)."**

Below, we provide details of the two versions of the cyber vignette as presented to workshop
participants. Workshop participants were given the following information and questions to answer:

e [All companies represented] need to work collaboratively to develop a plan for potentially
providing surge capabilities and for restoring service after an attack (details of the attack are
below).

o Clearly state any assumptions you need to make. For the purposes of today, if you can think it
up, you can do it (within reason!).

e In the next 60 minutes, prepare a verbal brief of your plan for the USSF CSO.

Malicious Cyber Activity Vignette (Version A)

e The United States is intervening in a People’s Republic of China (PRC) attempt to forcibly
seize Taiwan.

e U.S. combat operations are being hindered by PRC nondestructive/reversible counter-space
operations, including electronic attack, dazzling, and malicious cyber activity.

e U.S. intelligence reports with high confidence that a PRC-sponsored APT has had persistent
access into other companies’ business networks for about a year and has in the past month
laterally maneuvered to affect space system operations. There are no technical details in the
intelligence report beyond noting that several zero-days have been used for the lateral
maneuvering,

o In the past 24 hours, 93 percent of DoD users in the Indo-Pacific area of responsibility have
reported that, despite the ability to connect the user terminal to the satellite, they are not able
to access or use the network.

e The USSF CSO reaches out to your companies’ CEOs requesting assistance in providing
services that targeted companies are not currently able to provide.

e  What s your strategy for responding to the CSO’s request and improving your own defensive
posture?

3% DoD defines mission assurance as a “process to protect or ensure the continued function and resilience of capabilities and
assets, including personnel, equipment, facilities, networks, information and information systems, infrastructure, and supply
chains, critical to the execution of DoD mission-essential functions in any operating environment or condition” (Department of
Defense Directive 3020.40, Mission Assurance (MA), Office of the Under Secretary of Defense for Policy, November 29, 2016,
change 1, September 11, 2018, p. 18).
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Malicious Cyber Activity Vignette (Version B)

e The United States is intervening in a PRC attempt to forcibly seize Taiwan.

e U.S. combat operations are being hindered by PRC nondestructive/reversible counter-space
operations, including electronic attack, dazzling, and malicious cyber activity.

e U.S. intelligence reports with high confidence that a PRC-sponsored APT has had persistent
access into your companies’ business networks for about a year and has in the past month
laterally maneuvered to affect space system operations. There are no technical details in the
intelligence report beyond noting that several zero-days have been used for the lateral
maneuvering,

e In the past 24 hours, 93 percent of DoD users in the Indo-Pacific area of responsibility have
reported that, despite the ability to connect the user terminal to the satellite, they are not able
to access or use the network.

e The USSF CSO asks your companies to work collaboratively to resolve the issue.

e  What s your strategy for restoring and maintaining service?

In the case that participants identified barriers to implementing their plan, we asked them to take
note of those barriers but ignore them for the remainder of Session 2, as they would be discussed in
Session 3.

Participant Insights on Industry’s Role in Achieving DoD’s Space Mission
Assurance Goals

Workshop participants said that there needs to be a beginning-to-end vision when considering the
cybersecurity of contracted systems, meaning that one needs to know who is using the system at the
beginning, middle, and end and the status of all components in the system. Participants raised the
example of flight operations: The Air Force knows at any given moment how many aircraft are flying,
grounded, in need of repair and awaiting parts, or undergoing maintenance. Participants said it does
not appear that the same capabilities are demanded by USSF: That is, they are not able to report on
the status of terminals (e.g., how many are operating, and how many are offline and where) and do not
seem to want to know this information at lower levels.

Participants said there are three potential ways to assist DoD with mission assurance: (1) ensuring
the availability of their own network, (2) communicating with regard to events and problems
(information-sharing), and (3) meeting specific mission requirements and obligations (but first,
companies need to know what the government needs so they can tailor specific cybersecurity
packages). Finally, participants suggested that an automated, machine-to-machine alert system can
more efficiently support mission assurance by relaying information about a change in state to the
relevant authorities at a moment’s notice, not on human delay.

Participant Insights, Vignette Version A

When assessing one’s defense posture in the context of an active cyber incident affecting other
companies in the industry, information-sharing about requirements and incident intel is key. This is
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crucial to providing the most secure product. But being able to provide surge capabilities is not just
about having the assets and staff available, it is about compatibility between a company’s network and
the military service terminals: i.e., being able to speak the same programming language. Participants
said that, because terminals are a service responsibility, if they want to make sure that a navy ship (for
example) always has service, then the military service responsible for the terminal must make sure it
can operate on multiple networks. The idea that market diversity equals security was a key theme in
this discussion. Participants suggested that the government should have multiple forms of
communication and contractors working together (and exercising contingency plans) to support
mission assurance and that this cooperation can show adversaries that the government can flip
between networks quickly to minimize impact.

Heightened risk associated with working with the government was also a key theme raised by
participants. They suggested that although the government may provide a minority of business traffic
on any one company’s network, suffering an attack because of providing services to the government
has the potential to shut down all revenue for that company. For example, the February 2022 attack
on the KA-SAT network was attributed to Russia by the U.S. Secretary of State, but there was no
request by the U.S. government for reparation from Moscow. Participants said this set a precedent

that commercial satellites are targets that will not trigger the North Atlantic Treaty Organization
(NATO)’s Article V.

Participant Insights, Vignette Version B

To address an attack on their own systems, participants detailed the steps they would take to
respond and restore service. First, a team will need to be assembled to assess the current state. This
team must be empowered with the authority to act quickly and must include public relations, security,
information, and government staff in addition to technical experts. Participants expressed that
organized incident response is complicated because forced assistance may backfire; participants
mentioned concerns about trust and fears of punitive mandates for information-sharing. They said
that a nonbinding support system of sorts might best address this issue. Because of time constraints in
the workshop, we were not able to explore further what the structure of a nonbinding support system
might look like.

As the full incident team is being assembled, technical experts will work to bring the system back
online in a short-term restoration effort, while a long-term engineering effort will investigate the cause
and impacts of the incident. Participants said it could take weeks to months to fully understand the
scope and scale of impact. Often, industry will work together to learn from these incidents, but this
cooperation is predicated on trust and good relationships. Participants said they would want to
separate infrastructure to protect the nongovernment networks, if feasible. The ability to do this
depends on the complexity of the system and the configuration.

Participants also expanded on ideas shared in the discussion of vignette version A, reiterating that
information-sharing is key to preparing for, mitigating, and recovering from a cyber attack. Companies
that have built strong, trusted relationships and connections will assist one another. Participants said

135 Article V of the North Atlantic Treaty states that an attack against a NATO member state will be considered an attack
against all members.
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that this extends to the government, in which elective reporting and information-sharing is influenced
by contractual terms (specifically, what return on investment a given company may receive). They also
suggested that working in a classified environment with clear guidance on security classifications can
encourage, rather than hinder, information-sharing because it necessitates the careful handling of
information.

Workshop Session 3: Opportunities for USSF to Improve
Collaboration to Achieve Mutual Objectives

In Session 3, participants were asked to discuss the barriers identified in Session 2 or other
barriers to collaborating with DoD and USSF. These barriers were captured in the form of digital
“sticky notes.” Participants initially identified 11 barriers. Through facilitated discussion, these 11
barriers were eventually narrowed to seven barriers (participants combined multiple barriers into
single barriers if there was sufficient similarity). For each barrier, participants were asked to consider
two dimensions—impact (meaning the effect the barrier has on their company’s ability to support
USSF and DoD missions) and effort (meaning an approximation of the resources needed to address or
resolve the barrier)—and to place the digital sticky notes on an impact-effort matrix that best
represents their assessment of the relative value for each dimension."*® The final impact and effort
assessment of six of the seven barriers is shown in Figure B.3. (Because of time constrains, the
participants were only able to discuss and place six of the seven barriers on the matrix during the
workshop.)

To obtain more feedback on these barriers, we sent an email survey asking industry representatives
who could not attend the workshop to rank the barriers on these same two dimensions. This email
survey is described in Appendix C.

136 An impact-effort matrix is a decisionmaking tool for prioritizing tasks, strategies, projects, or any group of ideas. Using this
tool, companies can manage time more efficiently by determining which activities to focus on first, which to turn into longer-term
projects, and which to ignore. The matrix is divided into four quadrants: the upper left is the “do now” bucket, in which low effort
yields high positive impact by tackling the issue; the upper right also yields high reward but at a much higher effort; the lower left
indicates activities that should not be prioritized but could be done after seeking more-rewarding activities; and the lower right
indicates activities that can be ignored.
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Figure B.3. Impact-Effort Matrix of Barriers, as Identified by Workshop Participants
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NOTE: DIU = Defense Innovation Unit; JCTD = Joint Capability Technology Demonstration; NDAA = National Defense
Authorization Act; UFR = Unfunded Requirement.

62



Appendix C

Workshop Follow-Up Solicitation

Seven barriers to collaborating with the government were identified at our industry workshop
with space companies. We followed up with points of contact from 11 companies that could not
attend the workshop by emailing them several statements for their reaction (the contents of which are
included at the end of this appendix). Respondents were asked to score the seven barriers on a Likert
scale of 1 to 5 for two dimensions (as described in Appendix B): impact (the effect the barrier has on
the organization’s ability to support USSF and DoD missions) and effort (the total collective effort
needed to address or resolve the barrier). A score of 1 means low impact or effort, a score of 3 means
medium impact or effort, and a score of 5 means high impact or effort. Respondents could also select
N/A to indicate that they did not score a given barrier. We received survey responses from nine
individuals representing nine companies (mostly small and medium-size companies in terms of both
the number of employees and revenue) that provide a variety of services, including SATCOM, launch,
space-based ISR, and space cybersecurity. Not every respondent scored each barrier, so the # for each
barrier changes.

Because our sample size is small, we do not draw broad conclusions from the email request, but we
used these results in combination with interviews and insights from the workshop to identify
opportunities to improve collaboration between commercial space and the government (discussed in
Chapter 5). This exercise is also an example of an activity that could be carried out with a larger
sample of space company representatives to understand their perspectives on the impact and total
collective effort that USSF and commercial industry might need to overcome these barriers.

Figure C.1 shows the combined results from the exercise. The size of the dot represents the
number of respondents who assigned the same value for impact and effort for a given barrier.
Descriptions of the seven barriers are included in the section that follows this figure. On average,
respondents indicated that the barriers included in the questions have relatively high impact on their
company’s ability to support DoD and USSF and will require a medium to medium-high level of
effort to address the barriers. These results suggest that each of these barriers may warrant a closer
look by USSF to assess whether the perceptions of respondents reflect reality and what options may
exist to address the barrier.
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Figure C.1. Industry Responses to Impact and Effort of Barriers to Commercial Space
Collaboration with Government
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NOTE: Docs = documents. The size of the circles reflects the number of respondents who assigned the same value for
impact and effort for a given barrier.

Respondents seemed to disagree most on the impact and effort scores for the barriers related to
the DIB having different priorities and the USSF acquisition process being nascent. For example, one
respondent who assigned a high score to impact and effort for the barrier related to the DIB said,
“Traditional DIB integrators successfully lobbied for additional WGS without a demand signal from
USSF and in [direct] conflict with the leadership direction to Buy before Build and to integrate more
commercial.” Similarly, another respondent suggested that mixed messaging from USSF about
cybersecurity priorities has ripple effects throughout the supply chain. Another who scored this
barrier as medium impact and requiring low effort to address said, “Sure, the industry base has its own
pet projects, but it reflects their customers and the divisions within the customers and the industrial
base trying to exploit those divisions.”

Regarding USSF acquisition processes, one respondent who assigned a score of 5 to both impact
and effort said that SSC does not know how to purchase “the full end-to-end architecture leaving off
the ground segment and importantly the terminal/user segment . . . their inexperience with buying
commercial services is a significant inhibitor.” Conversely, two respondents who scored impact as low

said, “Relying on other acquisition processes has limited impact as everyone already knows how to
work within this framework,” and
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This is not really an issue either, the government knows how to buy stuff and the Air
Force knows how to buy Space Stuff. There is nothing new about buying Space
technology and most of the professionals doing it simply changed service tapes on
their uniform and went right back to doing the same job they have done for years.

There was also wide variation in scores for the barrier related to commercial entities needing to
own the full risk of malicious cyber activity because of apprehension in the insurance industry to take
on the risk of attacks by nation-states. However, most respondents indicated that this barrier has high
impact and requires a lot of effort to address: Four of the six respondents who scored impact and
effort selected a value of 5 for both dimensions (this is indicated by the large dot located at the
intersection of the 5 for each dimension). Respondents who assigned high scores said, “There is no
‘war insurance’ for such attacks. [Government] response to attributed threat cyber activity (i.e., Viasat
KaSat incident) is lacking and creates high risk for operators and increases lack of trust” and “The cost
of cyber insurance is sky-rocketing. Insurance companies are refusing to pay for cyber remediation
expenses as a result of costly Nation-State cyber attacks. This is forcing some commercial companies
to decide not to engage in government contracts and subcontracts.” Those who assigned low scores
suggested that this risk exists outside of supporting the government; one stated that

this is just the changing nature of the business, but commercial systems were always at
risk. Government indemnification or war insurance for assets specifically placed in
government service (as opposed to the government being one of many customers)
would be reasonable but the growing cyber threat needs to be addressed by
commercial regardless of whether the threat is a government actor or not.

Another said that this is the “[c]ost of doing business in space. The government can offer some minor
financial protection within space equipment or bandwidth acquisition contracts. This risk exists in all
I'T networks and is not unique to Space.”””’

Although our sample size is small, it is useful to consider how one would use these results to
prioritize actions, assuming the survey responses were representative of industry perspectives.
Applying this framework to our survey results, we would recommend focusing first on addressing
barriers related to information-sharing and ensuring that vision and policy documents can be acted on.
These barriers were ranked as having the highest impact on companies with the lowest relative effort
required to tackle the issue. Next, the barriers related to cultural inertia and cyber insurance should be
considered for longer-term projects because the effort required to tackle the barrier was assessed as
being relatively high. Lower priorities would be addressing barriers related to the DIB pulling the
government in multiple directions, working on maturing acquisition processes, and aligning resources

to USSF demands.

137 Representatives from several commercial space companies, emailed responses to author questions, August 2023.
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Impact-Effort Barrier Ranking Email

In this section, we reproduce the email solicitation sent to the companies that could not attend the

workshop.

Enhancing Space Mission Assurance to Cyber Threats

As part of a USSF sponsored project titled Enhancing Space Mission Assurance to Cyber Threats, RAND
hosted a day long workshop with industry representatives on June 28, 2023, with the goal of better
understanding commercial perspectives and approaches to cybersecurity threats and challenges and
opportunities when working with government partners. During this workshop, participants identified several
barriers to providing surge capabilities and restoring service after malicious cyber activity in the context of
supporting USSF and DoD mission assurance objectives.

We are seeking additional input from industry on these barriers to inform recommendations for how the
USSF can work collaboratively with commercial space partners to address cyber risk to space missions
pursuant to the guidance in Space Policy Directive 5 (https://trumpwhitehouse.archives.gov/presidential-
actions/memorandum- space-policy-directive-5-cybersecurity-principles-space-systems/).

Using an Impact Effort Matrix (https://www.sixsigmadaily.com/how-to-use-the-impact-effort-matrix/), we
aim to prioritize recommendations based on an approximation of the effort required to address a barrier and the
potential benefits that may be realized by both government and industry. The goal is to identify and prioritize
courses of action for USSF to consider that will achieve the most positive outcomes.

We are asking you to reflect on your personal experience and expertise, not respond on behalf of your company.
Scores and responses will not be attributed to you or your company.

For questions or concerns, contact the RAND project leads.
We kindly request that you send in your responses by August 9, 2023.

Instructions
Using a scale of 1 (low) to 5 (high), please rank the barriers listed below on two dimensions:

e impact = the effect on your ability to support USSF and DoD missions

o effort = the resources needed to address or resolve the barrier

Barriers are listed in no particular order. If you do not believe a barrier applies to your area of the industry or
you disagree that an item is a barrier, please select N/A and explain why in the text box. If you do not feel
qualified to rank one of the barriers, please leave it blank. If you think a barrier is missing, please add it on
page 4 under “other.”

Barriers identified by workshop participants
There is a need for vision and policy documents that can be acted upon. Policies are currently
vague in wording and do not have enforcement mechanisms. Policies need to ensure the economics are

viable for service providers and they need explicit security standards to implement. For example, the
Chief of Space Operations SATCOM vision document does not appear to have any associated
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requirements that can be acted upon, such as requirements for service-acquired terminals to work
within that vision.

Culture and bureaucratic inertia inhibit USSF ability to implement sweeping changes that
support stated mission assurance objectives. Individuals within the Joint command structure and
USSF appear to be resistant to change. There are difficulties getting approvals and institutional
support for sweeping changes.

Competing Defense Industrial Base prerogatives pull the government in multiple directions.
The Defense Industrial Base is large, with multiple companies providing complementary (and in many
cases overlapping) services to the government. Some funded programs do not align with USSF
priorities and objectives.

USSF acquisition processes are nascent. Since USSF is a new service, its acquisition arm is not
fully stood up, and must rely on the acquisition processes of other services. There are difficulties with
government foresight, i.e., the government is not acquiring services or products that they need because
they are not yet aware that they need them. This may reflect an apparent “chicken and egg” scenario
with requirements development and funding.

The expectation for competing commercial entities to interact and share cyber attack
information that may reveal sensitive or proprietary information is counterproductive. Not all
providers want to share information. Forced sharing is an option but may backfire and cause
companies to remove themselves or reduce the amount and type of information they share. Scaling
trust is increasingly difficult as the number of companies involved grows.

Commercial entities are forced to own the full risk of malicious cyber activity. Insurance
companies may refuse to cover nation-state attacks, the cost of insurance is increasing, and insurance
may not be sufficient to cover a company if it needs to replace on-orbit assets. This means that
providers themselves take on cyber risk in the case of a cyber attack formally attributed to a nation-
state, and losses are not covered by the insurer or by the government.

Resources allocated by the government for space services do not match USSF needs. When
desired capabilities are not translated into requirements and included in the POM [Program Objective
Memorandum] and FYDP [Future Years Defense Program], the only other option is to use the
unfunded requirements or Joint Capability Technology Demonstration processes, which are
cumbersome and have limited resource pools that cannot support systemic changes to capabilities.
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Appendix D

Cybersecurity Policy Assessment of
Allies and Partners

We rated the cybersecurity plans and policies of U.S. partners and allies as part of our literature
review in order to understand areas for growth and opportunity in U.S. collaboration with other
countries. The United States relies on its allies and partners to secure its position in space. Each of
these partners presents a distinct aspect of the U.S.-led alliance, as follows:

e Canada is the United States’ closest neighbor.

e The EU is a collection of countries that makes political decisions through the consensus of the
member states.

e The UK used to be in the EU and is a long-term U.S. ally.

e Japan is a critical ally in the Indo-Pacific that also contends with China and North Korea.

e Australia is a Pacific ally with a growing cyber role.

e India often balances between the United States and Russia (and, increasingly, China).

Our ratings were based on a non-exhaustive list of six objectives. The first four objectives come
from SPD-5, and the last two were frequently noted in each country’s space and cyber policies. Those
objectives are

1. secure by design
space cybersecurity plans
inter-operator collaboration

2
3
4. development of international norms and practices
5. joint force capabilities

6

national infrastructure integration.

While these are not all possible objectives, if a country can succeed at each of these, it can likely
succeed with other objectives. Cybersecurity, and space systems cybersecurity in particular, is a nascent
field and is hard to evaluate comprehensively. We examined how U.S. allies and partners are
addressing cyber threats to SMA. Much of the grading came down to the U.S. ally or partner’s
regulatory regime’s maturity, scale, and ability to understand, as well as publicly available news and
information about each country’s success or failure. These gradings are done relative to existing
standards and capabilities, not relative to the ideal cybersecure country, which is a distant prospect.
Thus, we rated each country in each of these areas with respect to accomplishing each objective using
six scores (see Figure D.1). This activity in rating U.S. allies” and partners’ cybersecurity plans and
policies was done via a literature review at the unclassified level. Additional work could be
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commissioned at the classified level for further detail and depth on the cybersecurity progress of each

country.

Figure D.1. Scoring Scale for Rating Country’s Cybersecurity Policy
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objective

Secure by Design

The secure-by-design objective is defined as acquiring and mandating products that are secure by
design: i.e., when cybersecurity is maintained as a product priority throughout the design,
development, and production process. The United States ranks as a leader in this category because it
has a well-matured, well-funded, and well-trained secure-by-design industry and cybersecurity
workforce. Table D.1 presents the ratings of U.S. partners and allies as determined by our analysis. A
secure-by-design industry is expensive to set up and maintain, as cybersecure commercial products
require more time and more resources to build. Among U.S. allies, the EU has the most developed
secure-by-design industry and culture, whereas India lacks the infrastructure to establish either.
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Table D.1. Secure by Design Ratings

U.S. Ally or Partner Rating Notes

Australia In progress  Sources quality international products, both bespoke and commercial
off-the-shelf, but lacks domestic production capability.

Canada Achieved Pioneered protocol for products that handle classified information.

EU Leader EU Cyber Resilience Act adopts secure by design into official EU policy,
requires reporting by producer when a producer finds vulnerabilities.

India N RTeElinilslel Lacks domestic production and reliable products. Seeks to form secure-
by-design culture.

Japan Achieved Society 5.0 necessitates all products be secure by design.

UK In progress  CAF incorporates secure by design as a key metric.

Space Cybersecurity Plan

We define this objective as the comprehensiveness, ability to comply, and applicability of
regulation to necessitate cybersecurity plans for space missions. As a leader in this category, the
United States has a well-designed set of guidelines and standards for hybrid space systems courtesy of
NIST, and SPD-5 calls on space system owners and operators to develop and implement
cybersecurity plans for their space systems. Table D.2 presents the ratings of U.S. partners and allies
as determined by our analysis. There are two general strategies for cybersecurity plans: completing a
checklist and completing an audit. The UK does the former with its CAF, Australia does the latter
with its Space Rules 2019, and the EU does either or both depending on the mission and who the
owner or operator is. Japan used to have a higher grade; however, subsequent news about large-scale
government hacks has lowered our evaluation.

Table D.2. Space Cybersecurity Plan Ratings

U.S. Ally or Partner Rating Notes

Australia Achieved Space Rules 2019 requires a cybersecurity plan for each phase of the
mission; however, Australia’s requirements lack specifics.

Canada In progress  No explicit requirement for cybersecurity plans. Working to implement
standards implied by SATCOM policy.

EU Achieved Takes a hybrid approach. Multiple policies and acts list requirements for
cybersecurity plans, and EU space missions must pass the Security
Accreditation Board.

India Developing  Recognizes the need for a cybersecurity plan but has yet to finalize
policy standards.
Japan In progress  Created a tailored cybersecurity plan for space missions and a

generalized plan for critical infrastructure (which includes space).

UK Achieved Similar to the EU but with greater clarity and guidance. Unlike the EU,
the UK has no explicit requirement for space systems.
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Inter-Operator Collaboration

This objective is defined as how well a country facilitates information- and incident-sharing,
dialogues, concerns, and resilience practices between commercial operators and between operators and
the government. The United States scores “achieved” in this category. There are forums for operators
to collaborate and notify each other of cyber events (ISAC, CISA); however, distrust exists among
certain commercial owners and operators with regard to sharing information. Table D.3 presents the
ratings of U.S. allies and partners as determined by our analysis. Canada and India have yet to
establish a system for facilitating inter-operator collaboration among space owners and operators,
while the EU and Japan have multiple systems in place for owners and operators to communicate with
each other and with the government. The UK has a system it is improving, and Australia is working to
expand the voices of small and medium-size enterprises.

Table D.3. Inter-Operator Collaboration Ratings

U.S. Ally or Partner Rating Notes
Australia In progress  Creating mechanisms for large businesses to share information and
tools with SMEs.
Canada Developing  Collaboration is a stated goal, and national cyber policy promotes
policy private-government reporting, but there is no stated facilitation of inter-

operator collaboration.

EU Leader Multiple frameworks, policies, protocols, and procedures are in place
(ENISA, EU Cyber Resilience Act, Cyber Security Centre of Excellence)
for companies to share information with the government and with each
other. Can sometimes be confusing.

India No action No established system for inter-operator collaboration.

Japan Leader High operator-operator and government-operator coordination and
collaboration born out of government-industry working group.

UK Achieved NCSC facilitates inter-operator information-sharing and dialogues
between operators and government.

Development of International Norms and Practices

We define this objective as the level to which each country contributes to developing international
norms and best practices regarding cyber in outer space. Table D.4 provides the ratings received by
each country. No country leads, as no country has been able to clearly demonstrate that its norms,
standards, and practices are the best. The United States is working to establish terrestrial and space-
related cyber norms; however, it has yet to make progress in building momentum outside its allies and
struggles with consistent cybersecurity norms in its alliances. Therefore, the United States ranks as
“achieved” in this category. The four other countries reviewed that have “achieved” this objective have
each presented actional norms, standards, and practices that they seek to implement into international
behavior and dialogues.
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Table D.4. Development of International Norms and Practices Ratings

U.S. Ally or Partner Rating Notes

Australia Achieved Supports international adoption of Tallinn Manual in the United Nations
Committee on the Peaceful Uses of Outer Space while focusing on
cooperation with regional and international partners and allies.

Canada Developing  Pledges to respond to cyber attacks in accordance with international
policy laws.
EU Achieved International by nature, seeks to raise awareness and establish

practices beyond the bloc. Individual countries have varying levels of
international norm and practice engagement.

India Achieved Has made international norm development a centerpiece of its military,
space, and cyber policy (e.g., Quad Cybersecurity Day).

Japan In progress  Prioritizes collaboration with allies and partners (specifically, the United
States). Seeks to grow future international involvement in cyber norm
development.

UK Achieved Recommends organizations follow ISO 27001 and armed forces follow
the Tallinn Manual. Many bilateral and commonwealth partnerships.

Joint Force Capabilities

The level to which a country’s military forces collaborate to tackle cyber threats is how the joint
force capabilities objective is defined. The United States ranks as a leader in this category. The United
States has invested substantial financial resources and support into cyber warfare, having a dedicated
combatant command (U.S. Cyber Command) and dedicated cyber units in each of its forces. Table
D.5 shows the ratings of each country assessed. The EU complicates its grading because it relies on its
member states to handle defense, which makes progress varied. Japan and the UK have both
established cyber and space forces with extensive overlap, but Japan's cyber defense capabilities
suffered two major hacks in 2020 and 2023, while the UK is working on further integrating its cyber
and space forces across its other domains.
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Table D.5. Joint Force Capabilities Ratings

U.S. Ally or Partner Rating Notes
Australia In progress  Plans to integrate cyber and space into one force, working in tandem
with other force commands.
Canada Developing  Standard claims to reserve the right to respond to cyber attacks in a
policy reciprocal manner, no direct plan for joint force capabilities.
EU In progress  Limited direct force capabilities, provides top-down structure for

member states and European Defence Agency.

India In progress  Undergoing creation of Cyber Operations wing in all force commands,
not finalized. Established Defence Cyber Agency in 2018.

Japan Achieved Created a cyber defense unit as a joint unit, high degrees of
collaboration with United States. Victim of two large cyber attacks,
improvements in force after first attack did not work.

UK Achieved Incorporating cyber warfare into all divisions, increasing overlap
between cyber and space, and strengthening its national cyber force.

National Infrastructure Integration

National infrastructure integration is defined as how well a country integrates space and
cybersecurity into its national infrastructure. The United States scored “achieved” in this category.
While the United States has heavily integrated space into its national infrastructure and is continually
improving the cyber linkages between space and terrestrial infrastructure, it has yet to designate space
as a critical infrastructure, preventing maximum progress on securing space system cyberspace. Table
D.6 provides each country’s rating. Japan and the EU have the most mature regulatory regimes and
have conducted first-round implementation of space and cyber into national infrastructure, but both
are working on improving capabilities after experiencing cyber incidents. The other countries are
either in the process of securing their national infrastructure and incorporating space-based
capabilities or, in the case of India, have not yet begun cybersecurity investment in national

infrastructure.
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Table D.6. National Infrastructure Integration Ratings

U.S. Ally or Partner Rating Notes
Australia In progress  Aims to become the most cybersecure country in the world by 2030.
Canada In progress  Cybersecurity strategy laid out; growth in quantum key encryption, but

integration of space and cyber is not yet completed.

EU Achieved Working on increasing cybersecurity of bloc infrastructure, potential
struggles working between countries when incident happens. Strong
across bloc space infrastructure.

India N RTeElanislesM Rudimentary rights for companies and suggestions from academics and
advocates, but a long way to go.

Japan Achieved Society 5.0 policy is spearheading the total integration of cyber into
society and infrastructure, orienting infrastructure around cyber.

UK In progress  Providing greater encryption technology to organizations and
companies, stated goal for total resiliency by 2030, initial evaluation
planned for 2025.

Takeaways and Conclusions

These ratings are relative, as cybersecurity policies and programs are still developing. No country
is perfect; however, some countries have made more progress than others. The following are some key
takeaways for each country:

e Australia. Developing indigenous space and cyber capabilities. Sees cyber as the most likely
form of adversarial attack. Requires operators to get a third-party evaluation of their
cybersecurity plans prior to launch, operation, and return.

e Canada. Proximity to the United States allows for a shared cyber market. Not much publicly
available information on space cybersecurity. Would benefit from a classified analysis.

e EU. Has much regulation. Can be confusing due to the various levels of bureaucracy. All EU
space missions must be approved by Security Accreditation Board.

e India. Lacks cybersecurity infrastructure across the board. Seeks to use international
partnerships, such as the Quad, to improve cyber capabilities on earth and in space.

e Japan. Society 5.0 seeks the total integration of cyberspace into physical space. Collaborates
well with commercial partners, but vulnerabilities have allowed widespread access into Japan’s
cyber systems. Began with a higher ranking in the cybersecurity plan and joint force
capabilities objectives at the start of this task, but the news of two major attacks by Chinese
operatives on Japan’s cyber systems have lowered these rankings.

e UK. Despite organizational differences between the U.S. NIST and the UK NCSC, the UK
seeks similar standards (cybersecurity framework and CAF) and force structure as the United
States in the development of the national cyber force, increasing space and cyber overlap and
incorporating cyber across divisions.
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U.S. allies and partners have made progress in developing and promulgating policies for improving
cybersecurity, but work remains, as Table D.7 shows. From performing this exercise, we have learned
the following:

e Capabilities and development rates vary across partners and sectors of cyberspace (military,
civil, commercial).

e All allies and partners studied note natural overlap between space and cyber warfare.

® Less space-cyber crossover occurs on the civilian side.

e All allies and partners studied cooperate with the United States on military cyber, but the
extent varies. Cooperation holds risk, as shown by the hacks experienced by Japan.

e Continued work to develop international norms is needed.

Table D.7. Summary of Ratings Using the Six Objectives

International

U.S. Ally  Secure by Cybersecurity Inter-Operator Norms and Joint Force Infrastructure

or Partner  Design Plan Collaboration Practices Capabilities Integration

Australia In Achieved In progress Achieved In progress In progress
progress

Canada Achieved In progress Developing Developing Developing In progress

policy policy policy

EU Leader Achieved Leader Achieved In progress Achieved

India Need Developing No action Achieved In progress  NIEIeRTelElalijil=le]
identified policy

Japan Achieved In progress Leader In progress Achieved Achieved

UK In Achieved Achieved Achieved Achieved In progress
progress

Using this work, the United States can consider the lessons learned for checklist requirements and
the successes and failures of NIST's cybersecurity framework and the UK's CAF. The United States
can also learn from Japan and its industry engagement strategy, including its insulation and resiliency
failures with respect to military hacks. The United States can also consider creating a Security
Accreditation Board to approve cybersecurity plans and create a certification program for secure-by-
design commercial off-the-shelf products. Lastly, the United States could consider advocating for
international norms that would provide greater SMA.
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Abbreviations

APT
ASRS
ATT&CK
CAF

CEA
CEO

CIC

CIO
CIRCIA
CISA
CMMC
CNSS
COMSATCOM
COMSEC
CONOPS
CSCO
CSO
CSpOC
CUI

DAF

DIB

DoD
ENISA
EU

FAA
FERDC
FOIA
IA-Pre
ISAC

ISR

IT
KA-SAT
LAN
NASA

advanced persistent threat

Aviation Safety Reporting System

Adpversary Tactics, Techniques and Common Knowledge
Cyber Assessment Framework
cyberspace-enabled activities

chief executive officer

Commercial Integration Cell

chief information officer

Cyber Incident Reporting for Critical Infrastructure Act
Cybersecurity and Infrastructure Security Agency
Cybersecurity Maturity Model Certification
Committee on National Security Systems
commercial satellite communications
communications security

concept of operations

Commercial Services Office (Space Systems Command)
Chief of Space Operations

Combined Space Operations Center

controlled unclassified information

Department of the Air Force

defense industrial base

U.S. Department of Defense

European Union Agency for Cybersecurity
European Union

Federal Aviation Administration

federally funded research and development center
Freedom of Information Act

Infrastructure Asset Pre-Approval Program
Information Sharing and Analysis Center
intelligence, surveillance, and reconnaissance
information technology

Ka-band satellite

local area network

National Aeronautics and Space Administration
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NCSC
NGA
NIST
NRO
OCR
OPR
PRC
RMF
SATCOM
SMA
SME
SOP

Sp
SPARTA
SPD-5
SpOC
SSC
TT&C
TTPs
UK
USSF
USSPACECOM
VPN
WAN
WGS

National Cyber Security Centre

National Geospatial-Intelligence Agency
National Institute of Standards and Technology
National Reconnaissance Office

office of coordinating responsibility

office of primary responsibility

People’s Republic of China

Risk Management Framework for Information Systems and Organizations
satellite communications

space mission assurance

subject-matter expert

standard operating procedure

Special Publication

Space Attack Research and Tactic Analysis
Space Policy Directive-5

Space Operations Command

Space Systems Command

telemetry, tracking and command

tactics, techniques, and procedures

United Kingdom

U.S. Space Force

U.S. Space Command

virtual private network

wide area network

Wideband Global SATCOM
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