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ISSUE

Commercial space capabilities are driving innovation and present significant opportunities to contribute to U.S. 
Space Force (USSF) missions. To capitalize on that innovation up to and through various stages of conflict, USSF 
must be able to employ and trust cyber-enabled technology as it evolves. Therefore, to achieve space mission 
assurance (SMA), it is imperative to reduce cyber risks throughout the entire value chain and space system 
life cycle through collaboration with the commercial sector. In this project, we sought to answer the following 
question: How can USSF and the Department of the Air Force (DAF) promote and incentivize cybersecurity best 
practices in working with the commercial sector?

APPROACH

We conducted literature reviews and semistructured interviews to (1) determine what U.S. Department of 
Defense (DoD) personnel and commercial companies consider to be cyber best practices, (2) identify the areas of 
risk for USSF missions and operations, and (3) gather insight on how USSF can motivate commercial partners to 
adopt cyber best practices and reduce risk to USSF missions. Additionally, we hosted a one-day workshop with 
industry representatives to better understand commercial perspectives and approaches to cybersecurity threats, 
challenges, and opportunities when working with government partners. In a follow-up to the workshop, we 
sought additional input from industry representatives on the barriers discussed to inform our recommendations. 
We used an impact-effort matrix to prioritize the recommendations, considering an approximation of the effort 
required to address a barrier and the potential benefits that may be realized by both government and industry. 
The goal was to identify and prioritize the courses of action that will achieve the most-positive outcomes for 
USSF to consider.

CONCLUSIONS

•	 Views on SMA differ. USSF sees it as mitigating risks to space missions through defense, reconstitution, 
and resilience, whereas industry partners view SMA largely as providing the level of service as contracted, 
though companies could undertake additional measures in times of crisis and conflict. SMA should be 
evaluated holistically. 
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PROJECT AIR FORCE

•	 There is no consensus on what constitutes cyber best practices, but many companies highlight government 
compliance programs, National Institute of Standards and Technology (NIST) standards, and risk 
management frameworks as starting points. Since no program formally evaluates cybersecurity, companies’ 
cyber teams determine best practices as they go, using NIST and other metrics as starting points.

•	 A standards-based approach to cybersecurity is limiting and potentially counterproductive. DoD programs 
such as Cybersecurity Maturity Model Certification and Infrastructure Asset Pre-Approval establish 
requirements based on NIST standards but may not be flexible enough to allow companies to dynamically 
address risk, devolving to a compliance-based assessment of security controls that can give a false sense 
of security. Compliance-based approaches can become overburdensome, redundant, and expensive to 
implement, with marginal security gains. The added costs are passed on to USSF and may hinder USSF 
access to cutting-edge technology. 

•	 Industry and DoD continue to talk past each other; there is a lack of mutual understanding regarding 
SMA and what each party would expect of the other during crisis and conflict. Many in the commercial 
space sector say that they are not aware of USSF motivations, needs, or direction and that information 
only flows in one direction, from the commercial sector to DoD. Industry partners also point to continued 
overclassification hindering timely information-sharing.

•	 The commercial space industry hesitates to share information about vulnerabilities, threats, and 
compromises or cyber incidents for reasons that include, but are not limited to, concern about liability 
and legal ramifications, potential reputational impact, and proprietary information protections. Other 
industries have learned how to share sensitive information to improve overall sector safety and security.

RECOMMENDATIONS

The first step to creating a cyber-secure SMA strategy is providing clear cybersecurity requirement guidance to 
commercial partners. These requirements must be adaptable enough to keep up with technology advancement, 
be adapted to the space domain, and allow for reciprocity across DoD programs so that requirements do 
not become overly burdensome and expensive without any additional cyber protections. A comprehensive 
cybersecurity and SMA strategy will need to address more than just the adoption of security controls. USSF 
should consider the following recommendations:

•	 Promote security engineering to take a “secure-by-design” approach; incentivize the commercial sector to 
work toward SMA by elevating cybersecurity as a competitive advantage in the acquisition and procurement 
process, verified by a not-for-profit third party.

•	 Collaborate with the private sector to develop operational resilience, including precrisis planning and 
contract review and, during a crisis or rising threats, improving the ability to share classified information. 

•	 Consider establishing a USSF-sponsored information-sharing program modeled on voluntary safety 
reporting programs used in other industries. 

•	 Collaborate closely with interagency partners (such as working with the Cybersecurity and Infrastructure 
Security Agency and incorporating lessons learned from research conducted by the intelligence 
community).

•	 Explore how new technologies and approaches can assist (e.g., implementing zero-trust architecture and 
improved artificial intelligence and machine learning for cybersecurity).

http://www.rand.org/paf

