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About This Report

To achieve its core mission set, the U.S. Space Force (USSF) must determine the key capabilities
it needs and then decide how to pursue them. The translation of an operational need to the
capabilities required of a materiel solution occurs through capability requirements development
(CRD). These capability requirements (CRs) are later converted into system-level technical
requirements that dictate system functions and performance and are the basis for how materiel
solution alternatives are assessed and ultimately acquired to fill a capability gap. As an early stage of
the capability development process, therefore, CRD plays a critical role in ensuring that acquired
weapon systems provide the needed operational capability to the warfighter. However, the flexibility,
agility, and responsiveness of existing CRD processes must be increased to support the unique aspects
of space system acquisition on operationally relevant timelines. In the face of the rapid development of
potential adversary capabilities in space, such CRD limitations are especially detrimental to U.S. space
competitiveness.

The limited ability to leverage existing CRD policy and procedures from other services and the
emergence of digital tools with the potential to change how weapon system acquisition is implemented
mean that the USSF needs to fundamentally rethink how it develops CRs. To support this necessary
transformation, the USSF Chief Strategy and Resourcing Office, as the lead for CRD, asked RAND
researchers to identify implementable changes to USSF CRD that leverage best practices in
requirements development and digital engineering. This report presents those recommendations along
with the research insights that informed them.

This report should be most useful to requirements stakeholders in the USSF, who provide
guidance and oversight for CRD activities. However, other USSF operational, acquisition, and
resource management stakeholders, as well as the combatant commands and the intelligence and
science and technology communities, may also find the report useful because it provides awareness of
opportunities to contribute to and engage in CRD. Finally, other services’ CR stakeholders may find
value in the research insights and recommendations because many may be applicable to other U.S.
Department of Defense (DoD) service components.

The research reported here was commissioned by the Deputy Chief, Strategy, Requirements,
Plans and Programs, Headquarters USSF S5/8 and was conducted within the Resource Management
Program of RAND Project AIR FORCE as part of a fiscal year 2023 project “Transforming United
States Space Force’s (USSF’s) Capability Development.”

RAND Project AIR FORCE

RAND Project AIR FORCE (PAF), a division of RAND, is the Department of the Air Force’s
(DAF’s) federally funded research and development center for studies and analyses, supporting both
the United States Air Force and the United States Space Force. PAF provides the DAF with
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independent analyses of policy alternatives affecting the development, employment, combat readiness,
and support of recent and future air, space, and cyber forces. Research is conducted in four programs:
Strategy and Doctrine; Force Modernization and Employment; Resource Management; and
Workforce, Development, and Health. The research reported here was prepared under contract
FA7014-22-D-0001.

Additional information about PAF is available on our website:

www.rand.org/paf/

This report documents work originally shared with DAF on September 8, 2023. The draft report,
dated February 2024, was reviewed by formal peer reviewers and DAF subject-matter experts.
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Summary

Issue

To achieve its core mission set, the U.S. Space Force (USSF) must determine the key capabilities
it needs and then decide how to pursue them. The objectives of these two critical activities are often in
opposition. Operational concepts and threat-informed force designs determine aspirational future
operational space needs, while technical feasibility and resourcing budgets limit the affordable materiel
options. The translation of an operational need to the acquisition of a materiel solution requires
weighing these various objectives, and occurs through the development of operational capability
requirements (CRs).

The majority of space capabilities that the USSF develops, fields, and operates are joint
capabilities that enhance other services’ military operations. Thus, capability requirements
development (CRD) necessitates integrating and coordinating the information, expertise, and
objectives of numerous stakeholders and processes across the USSF, other services, and the joint
community. The complexity of CRD, therefore, may benefit from some level of standardization.
There is concern among USSF stakeholders, however, that such standardization could impede the
USSF's flexibility, agility, and responsiveness to operationally relevant timelines.

In the face of the rapid development of potential adversary capabilities in space, the USSF needs
to fundamentally rethink how it defines requirements. To support this necessary transformation, the
USSF Chief Strategy and Resourcing Office (CSRO) asked RAND researchers to identify
implementable changes to USSF CRD that leverage best practices in requirements development and
digital engineering.

Approach

Our research involved three tasks: (1) reviewing the recent state of USSF CRD, (2) exploring
approaches to mitigate USSF CRD challenges, and (3) identifying challenges and steps to move the
USSF toward digital CRD. We used multiple methods to understand the recent USSF approach to
CRD and to elucidate challenges to digital requirements transformation, including policy and
literature reviews, discussions with CRD stakeholders, comparative assessments of capability
development processes within the other services, maturity modelling, review of systems engineering
best practices on how to integrate across disciplines, and analyses of recent CRD information flow.

Key Findings and Recommendations

The USSF lacks a comprehensive, enterprise-wide vision needed to guide roles and
responsibilities (R&R), processes, digital transformation, and workforce needs for CRD. Although



parts of that vision are dispersed among various unofficial materials, its disparate nature limits the
coherence and coordination of CRD throughout the organization. We recommend that CSRO, which
is responsible for USSF CRD, develop and promulgate an enterprise-wide USSF CRD vision. Table
S.1 provides additional findings and corresponding recommendations that should be considered when
developing the CRD vision. These recommendations may need to be adjusted for, but also could
inform, potential future changes to the USSF organizational structure or to U.S. Department of
Defense requirements processes as a whole.
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Table S.1. Findings and Recommendations

Finding

Recommendations for the USSF CRD Vision

There is a lack of clarity on space Outline R&R for USSF CRD, which could include

CRD R&R because of numerous
organizational and policy
changes since the standup of the
USSF.

CSRO as (1) lead for all USSF CRD efforts, (2) the USSF CRD point-of-
contact for services, (3) requirements sponsor and CRD process lead,
(4) lead for CRD coordination, and (5) lead for CRD transformation to

digital CRs
e clarified CRD R&R for space rapid acquisition organizations, as
determined by CSO

USSF/S1 as lead for CRD workforce management responsibilities.

Stakeholder discussions
suggested that the USSF
process formality varies by
acquisition type. Some CRD
process inefficiencies exist;
stakeholders value agility, but
seek structure; and there is no
consensus on the desired
process formality.

Define flexible CRD document development process(es) to guide the
workforce, which could include

roles for (1) a requirements sponsor and CRD-process lead role from
headquarters and (2) a capability lead from the operational
community

touchpoints among the USSF (internal) and external CRD, acquisition,
resource management, JCIDS, and USSF leadership

a planning phase to determine R&R for other CRD stakeholders, a
process plan for the specific CRD effort, and explicit opportunities for
early and frequent coordination, input, and feedback

available guidance on systems engineering techniques for CRD.

USSF CRD stakeholders
articulated some potential
benefits of digital CRD; however,
digital infrastructure is not
mature enough to achieve the
USSF’s digital vision. This limits
visibility into all space CRs and
creates barriers to achieving
potential benefits from digital
CRD.

Define CSRO’s vision for digital CRD, explaining how digital engineering can
support CRD in innovative ways and the nuances of the CRD use case. This
digital CRD vision could further

prioritize moving toward structured CRD information to facilitate a
digital transformation

request USSF resources to execute CSRO’s digital CRD vision
prioritize linkages among CSRO solutions and those of other CRD
stakeholders who are moving forward with their own solutions.

USSF CRD structural changes
resulted in several potential
workforce imbalances because
the USSF HQ CRD function now
has greater responsibilities with
fewer requirements-certified staff
and subject-matter expertise
than prior to USSF inception.

Request that USSF/S1 perform a formal workforce analysis to right-size the
CSRO CRD workforce. This analysis should also explore

CSRO workforce rotations with operational, acquisition, and
budgeting communities to improve coordination and knowledge
solutions to ensure that the CRD workforce has access to training
needed for formal CR certifications

a partnership between CSRO and the Defense Acquisition University
to document lessons learned for space CRD.

NOTE: CSO = Chief of Space Operations; HQ = headquarters; JCIDS = Joint Capabilities Integration and
Development System; USSF/S1 = Directorate of Manpower, Personnel and Services.

vii



Contents

About This Report iii
Summary v
Figures and Tables X
CHAPTER 1 1
Introduction
Capability Requirements Development: Scope and Background 3
Evolution of U.S. Space Force Capabilities Requirements Development Roles and Responsibilities ..., 8
Approach 11
Organization of Report 14
CHAPTER 2 16
U.S. Space Force Capability Development Recent State 16
Opverview of the Recent State of the U.S. Space Force Capability Development Process 18
Force Design 21
Capability Requirements Development 24
The Role of Acquisition Organizations in Capability Development 30
CHAPTER 3 35
Approaches for Improving U.S. Space Force Capability Requirements Development 35
Maturity Modeling 35
Discipline Integration 43
Capability Requirements Development Practices from the Other Services 52
Conclusion 55
CHAPTER 4 56
Transforming U.S. Space Force Capability Requirements Development with Digital Engineering .......co.covvvene 56
Digital Engineering Background 58
Information as the Foundation for Digital Engineering 62
Maturity of Digital Engineering for Capability Requirements Development 65
Conclusion 73
CHAPTER 5 74
Developing a Capability Requirements Development Roadmap 74
Findings and Recommendations Specific to Capability Development 74
Findings and Recommendations Specific to Capability Requirements Development 77
Need for Further Research 81

Considerations for Implementing Recommendations 81

viii



APPENDIX A 83

Methodological Approach 83
APPENDIX B 88
Development of the Maturity Models 88
APPENDIX C 96

Background on Leveraging Digital Engineering, Information Governance, and Information Management ...... 96

Abbreviations 109
References 112

ix



Figures and Tables

Figures

Figure 1.1. Capability Development Interactions
Figure 1.2. Scope of Analysis and Capability-Related Information Requirements for Major Capability
Acquisitions

Figure 1.3. Research Methodology

Figure 2.1. Depiction of U.S. Space Force Recent Capability Development Process
Figure 2.2. Examples of Requirements Development Activities in S5R

Figure 3.1. Alignment of Discipline Integration Functions with Potential Improvements to the U.S. Space
Force Capabilities Requirements Development Process

Figure 4.1. Digital U.S. Space Force Vision Focus Areas

Figure 4.2. Four Concepts Central to Digital Engineering
Figure 4.3. Authoritative Source of Truth

Figure 4.4. Information Governance and Information Management as Core Processes in Mission-Driven
Decisionmaking

Figure 5.1. U.S. Space Force Capability Development “To-Be” State
Figure A.1. Information-Flow Themes Used for Coding

Tables

12
19
26

50
57
58
60

63

76
86

vii

Table S.1. Findings and Recommendations
Table 1.1. Stakeholder Discussions

Table 2.1. Requirements Processes for Various Acquisition Organizations Involved in Space Capability
Development

Table 3.1. Capability Requirements Development Maturity Model
Table 3.2. Capabilities Requirements Development Challenges and Potential Improvements Aligned to

Maturity Dimensions
Table 3.3. Functions of Discipline Integration

Table 3.4. Alignment of Discipline Integration Functions with Potential Capabilities Requirements
Development Improvements

Table 4.1. Information Governance and Management Elements Necessary for Discovery and Traceability
in Digital Engineering

Table 4.2. Digital Engineering Maturity Model

Table 4.3. Digital CRD Challenges and Potential Improvements Aligned to Maturity Dimensions........c......

Table A.1. Overview of Stakeholder Discussion Participants
Table A.2. Literature Review and Relevance

Table C.1. Key Activities of Information Governance and Information Management
Table C.2. Benefits of Information Governance and Information Management

13

32
38

42
45

48

64
67
71
83
85

102
103



Chapter1

Introduction

In response to growing concerns about threats to critical space capabilities posed by potential
adversaries, the U.S. Department of Defense (DoD) established a new unified combatant command
(CCMD), U.S. Space Command (USSPACECOM), on August 29, 2019. Subsequently, a new
military service, the U.S. Space Force (USSF), was established within the Department of the Air
Force (DAF) on December 20, 2019, to protect U.S. and allied interests in space.' The USSF is
responsible for organizing, training, and equipping its forces to provide space capabilities to the joint
force, while, as a unified CCMD, USSPACECOM employs the majority of space capabilities to
accomplish its warfighting missions.

To achieve its core mission set, the USSF must develop capabilities (i.e., determine which key
capabilities it needs and then how to pursue them). The objectives of these two critical activities are
often in opposition. Operational concepts and threat-informed force designs determine aspirational
future operational space needs, although technical feasibility and resourcing budgets limit the set of
affordable materiel options. The translation of an operational need to the capabilities required of a
materiel solution is accomplished through capability requirements development (CRD).” These
capability requirements (CRs) have historically been later converted into individual system-level
technical requirements that dictate system functions and performance and are the basis for how
materiel solution alternatives are assessed and ultimately acquired to fill a capability gap. As an early
stage of the capability development (CD) process, therefore, CRD plays a critical role in ensuring
that acquired weapon systems provide the needed operational capability to the warfighter.

CRs for space are joint in nature and serve a broad set of stakeholders. That is, the majority of
space capabilities that the USSF develops, fields, and operates are joint capabilities that enhance other
services’ military operations.’ As a result, USSF CRD necessitates integrating and coordinating the
information, expertise, and objectives of numerous stakeholders and processes across the USSF, other
services, and the joint community to develop requirements for validation and approval at various levels

of the USSF and joint oversight.

! DoD, “Department of Defense Establishes U.S. Space Command,” press release, August 29, 2019. The USSF was established
with the enactment of Section 9081 of Public Law 116-92, the National Defense Authorization Act for Fiscal Year 2020,
December 20, 2019.

% According to Air Force guidance, “1.4.2. Capability Requirement (Operational Need). A properly constructed capability
requirement reflects a need to be able to accomplish or perform a certain task, set of tasks, or mission(s), under a specific set of
conditions or constraints, and to a minimum level of performance to be considered effective and/or acceptable. Requirements are
described in terms of actions and abilities, not objects” (U.S. Air Force, Capability Development Guidebook: Vol. 2A, Capability
Development Overview and Operational Capability Requirements Governance, Air Force Futures Requirements Oversight Team,
November 23, 2022, p. 9).

3 The USSF's space capabilities also support other agencies in DoD and the U.S. government, as well as the international
community, for certain missions. Some space capabilities are unique to the USSF (e.g., space domain awareness).



These complexities suggest that the approach to CRD used by the USSF may benefit from some
level of standardization. However, there is concern among USSF stakeholders that formalization of
CRD could threaten the USSF's flexibility, agility, and responsiveness to support operationally
relevant timelines. In the face of the rapid development of potential adversary capabilities in space,
such limitations are especially detrimental to U.S. space competitiveness.

The U.S. Air Force (USAF), the Department of the Navy (DoN), and the Department of the
Army each have developed their own set of CRD policies and procedures, which are discussed in more
detail in Chapter 3.* Although offering potential process and procedure models for the USSF to
emulate in some respects, such policies may be inappropriate for wholesale USSF adoption. As a new
service, USSF roles and responsibilities (R&R) are still maturing and evolving and are dissimilar to
those of the other services. USSF workforce capacity is expanding but does not match that of the
other services. Furthermore, space systems are unique: They are heavily technology-driven, have
special synchronization needs, and require significant upfront research, development, and testing
before launch. The joint nature of most space capabilities also means that many space systems require
interoperability with weapon systems that are acquired, operated, and maintained by other services.

Existing CRD policy and procedures may also quickly become irrelevant because of the emergence
of digital engineering (DE) and tools. The USSF's Vision for a Digital Service® outlines a future for the
service that leverages data and information by embracing modern digital technologies and
methodologies, as described in DoD’s Digital Modernization Strategy.® For example, the USSF may
want to pursue requirements using dynamic digital formats to support the movement of information
among the large number of stakeholders using and supporting space capabilities. CRD practices will
need to incorporate these new tools and products and should leverage the digital environment to meet
CRD-specific objectives.

The limited ability to leverage existing CRD policy and procedures from other services and the
emergence of digital tools with potential to change how weapon systems are acquired means that the
USSF needs to fundamentally rethink how it develops CRs. To support this necessary
transformation, the USSF Chief Strategy and Resourcing Office (CSRO) asked RAND researchers
to identify implementable changes to USSF CRD that leverage best practices in requirements
development and DE. This report presents those recommendations along with the research insights
that informed them.

# See Secretary of the Navy Instruction 5000.2G, Department of the Navy Implementation of the Defense Acquisition
System and the Adaptive Acquisition Framework, Department of the Navy, April 8, 2022; OPNAYV Staff Instruction
5000.54, Joint Capabilities Integration and Development System Roles and Responsibilities, Chief of Naval Operations,
May 6, 2019; Army Regulation 71-9, Warfighting Capabilities Determination, Headquarters, Department of the Army,
June 29, 2021; U.S. Army Futures Command, Army Capabilities & Integration Development System (ACIDS) Process
Guide, Army Modernization Enterprise (AME) Requirements Management Requirements Management Process Guide,
Draft Version 8, July 14, 2020; Air Force Policy Directive 10-6, Capability Requirements Development, Secretary of
the Air Force, November 6, 2013; USAF, Requirements Development Guidebook, Vol. 1, Guidelines, Oversight and
Governance, Version 5.02, June 24, 2020; Deputy Chief of Staff, Strategy, Integration, and Requirements, Headquarters
Air Force Mission Directive 1-7, October 29, 2019; USAF, 2022.

5 USSF, U.S. Space Force Vision for a Digital Service, May 2021.

6 DoD, DoD Digital Modernization Strategy: DoD Information Resource Management Strategic Plan FY 19-23, June 5, 2019,
cleared for public release, July 12, 2019.



In the remainder of this introduction, we first provide background on CRD and discuss the
evolution of USSF CD R&R, including the potential future role of DE. We then provide a high-level

overview of the approach used in this research and lay out the organization of this report.

Capability Requirements Development: Scope and Background
CRD is one part of CD. According to the USAF,

Capability Development includes all the activities related to identifying, refining, and
prioritizing a capability gap or opportunity, as well as the activities that are pursued to

close that capability gap or seize that opportunity for the warfighter.”
In 2019, RAND Project AIR FORCE researchers defined CD as

a systematic process of (1) identifying materiel and nonmateriel capabilities that
provide the means to deliver warfighting effects consistent with Air Force strategic
guidance; and (2) setting priorities for investments for success, as well as accounting
for first-order estimates of costs and estimates of rates of maturation of emerging
technologies.®

Example Space Capability Requirements

To better explain the concept of CRD and the jointedness and complexities of the space use case,
we provide three examples. First, CRs for military satellite communications (SATCOM) services are
specified in terms of capacity (that is, the amount of bandwidth to be placed into a terrestrial theater
and the number of simultaneous users to be served) and the characteristics of end-user devices (e.g.,
radios, modems).’ The requirement for the amount of bandwidth to be placed into theater has
experienced explosive growth because of the increased use of SATCOM to both pilot and gather data
from unmanned aerial platforms (drones) used by the Army, Navy, Air Force, and Marine Corps (and
even the Coast Guard). The total need for bandwidth is theater-dependent because each of the
terrestrial geographic CCMDs (e.g., U.S. Indo-Pacific Command, U.S. European Command) has a
different concept of employment for unmanned aerial platforms and for SATCOM more generally.
Because the Army and Marine Corps typically carry their end-user devices in a backpack, their force
designs (how, when, and where to deploy and maneuver forces) often set the most stringent
requirements regarding the characteristics of end users and for the number of simultaneous users in
theater. In addition to CRs that come from the joint force, USSPACECOM has a role in defining
how the CRs will fight to defend and protect miliary communications satellites; the formulation of

7 USAF, 2022, p. 11.

8 James A. Leftwich, Debra Knopman, Jordan R. Fischbach, Michael J. D. Vermeer, Kristin Van Abel, and Nidhi Kalra, Air
Force Capability Development Planning: Analytical Methods to Support Investment Decisions, RAND Corporation, RR-2931-AF,
2019, p. 2.

¥ Characteristics of end-user terminals determine the signal-to-noise ratios (SNRs) required for the satellite-to-end-user
communications links. These SNR requirements must be negotiated between the USSF and the service supplying the end-user
devices because the size, weight, and power of the device is directly traded against the size, weight, power, or proximity of the
space system.



these CRs is still being developed but is likely to be expressed in terms of operational resilience.
Opverall, the service force designs and CCMD strategies and priorities regarding military SATCOM
are driven by strategic guidance from the Joint Chiefs and the Secretary of Defense regarding the
number of simultaneous wars DoD should be organized, trained, and equipped to fight.

As this example illustrates, the development of CRs for military SATCOM must involve both
other services’ force designs and the terrestrial CCMDs'’ strategy and tactics for fighting and winning
wars in their geographic and functional areas of responsibility. Note that the USSF and
USSPACECOM are not significant consumers of military SATCOM and drive only a very small
portion of the overall capacity requirements.'’ Yet, the stringency of the capacity and end-user device
requirements have a large impact on the USSF’s budget."" The USSF's CRD processes must ensure
that USSF budget priorities align with CR priorities. Transparency about how those budget priorities
are aligned to CR and joint priorities will be vital if the USSF is to be seen as a trusted integrator of
space-related capabilities.

A second example of space CRs is from the missile warning and missile defense missions. The key
CRs for missile warning are expressed in terms of the signatures of a missile launch that the system
can distinguish and the timeliness of the warning that it can provide. These requirements are set by
the strategies and tactics of U.S. Strategic Command (USSTRATCOM) for strategic missile defense
and of the terrestrial geographic CCMD:s for theater missile defense. The key CRs for missile defense
are expressed in terms of the ability of the system to simultaneously retain custody of objects with
specific characteristics (e.g., visibility, speed, agility). As with SATCOM, USSPACECOM
determines the CRs for how to protect and defend the space-based missile warning and missile defense
systems themselves. However, they are just one among many CCMDs with a vested interest in how
the CRs for this mission are expressed and prioritized.

This second example demonstrates the dependence of the CRD process on the Unified Joint Task
List (UJTL). The advent of hypersonic missiles capable of attacking the U.S. homeland means that
any CRD process must balance the sometimes conflicting but often overlapping needs of theater
versus strategic missile defense. One way to deconflict the CRs is by identifying a new tactical
intelligence, surveillance, and reconnaissance space-based mission that supports theater operations,
including theater missile defense. This new mission would be defined in the UJTL; then, CRs can be
developed for it. Until such time, the USSF CRD process must provide transparent and trusted
analyses to support decisions on how best to balance theater and strategic goals for missile defense.

Our final example of space CRs comes from the mission to provide positioning, navigation, and
timing (PNT) for weapon systems. The enduring need for PNT is nearly universal across all services

and CCMDs, including the USSF and USSPACECOM." The key CRs for PNT are expressed in

10 The USSF uses military SATCOM links to distribute command, control, and communication (C3) for the missile warning
mission and as a backup to terrestrial links for the C3 of their remote geographic units.

! According to the USSF,"MILSATCOM includes a total force of approximately 150 assigned military, 165 assigned civilians,
317 Federally Funded Research and Development Center contractors, and 320 other contractors . . . MILSATCOM consists of
an integrated system of satellites, terminals and control stations, valued at more than $42 billion, providing communications to
aircraft, ships, mobile and fixed sites” (USSF, Los Angeles Air Force Base, “Military Satellite Communications Systems
Directorate,” webpage, undated).

12 The U.S. Global Positioning Satellite (GPS) system, which supplies PN'T, has also become part of the critical infrastructure
that underpins much of the U.S. economy.



terms of precision. Recent changes to the PN'T CRs have focused on improved protection against
electronic warfare attack and necessitate changes to both the USSF system that supplies the PNT
signals and the service end-user devices that consume these signals. Synchronizing these CRs across
DoD has been challenging, and the lack of synchronization has been the subject of multiple studies.”
Another recently proposed CR is to harden the systems that supply PNT against nuclear radiation
effects. Decisions on how to prioritize these protection requirements are complicated by the
emergence of alternative (non-space-based) technologies that meet the enduring need for PNT.
Cleatly, prioritizing these protection requirements must be done at levels above the USSF because the
risk that is incurred if protection is not included does not accrue solely, or even primarily, to the
USSF."* When evaluating the emergence and use of non-space-based alternatives for PN'T, any CRD
process must recognize the USSF’s conflict of interest and include mitigations.

Project Scope

As shown in Figure 1.1, CD is the interaction of requirements, resources, acquisition (materiel
solutions), and doctrine, organizations, training, materiel, leadership and education, personnel,
facilities, and policy (DOTmLPF-P)."” In this analysis, we discuss the various activities involved in
CD, but focus mainly on the CR part, with attention to its interfaces with other CD activities.
According to the USAF, a “capability which is required to meet an organization’s roles, functions, and
missions in recent or future operations. To the greatest extent possible, capability requirements are
described in relation to tasks, standards, and conditions in accordance with the Universal Joint Task
List or equivalent DoD Component Task List.”

Before a CR is defined, however, a capability gap must first be identified. A capability gap is “the
inability to meet or exceed a capability requirement, resulting in an associated operational risk until
closed or mitigated. The gap may be the result of no fielded capability, lack of proficiency or
sufficiency in a fielded capability solution, or the need to replace a fielded capability solution to
prevent a future gap.”"’

B Jon Ludwigson, GPS Modernization: Better Information and Detailed Test Plans Needed for Timely Fielding of Military User
Equipment, U.S. Government Accountability Office, GAO-22-105086, May 9, 2022.

' For instance, the original CRs for a space-based PN'T system in 1973 included nuclear hardening. That CR was subsequently
dropped. The decision to drop the requirement appears to have been the outcome of a USAF cost—benefit analysis, but it is
unclear whether the benefits of nuclear hardening were analyzed from a total force perspective. See Dana J. Johnson, Overcoming
Challenges to Transformational Space Programs: The Global Positioning System (GPS), Northrop Grumman, October 2006.

15 According to Air Force guidance, “A ‘capability’ is more than just equipment—it is the combination of resources across the
entire spectrum of DOTMLPEF-P: Doctrine, Organizations, Training, Materiel (the equipment), Leadership & Education,
Personnel, Facilities, and Policy. For example, a piece of equipment is not a capability without properly trained people to operate
and maintain it” (USAF, 2022, p. 9).

16 USAF, 2022, p. 41. The UJTL “is the authoritative menu (or library) of all approved joint tasks required for planning,
readiness reporting, training and exercises, lessons learned processing, and requirements” (Joint Chiefs of Staff, “Universal Joint
Task List,” webpage, undated).

17 USAF, 2022, p. 41.



Figure 1.1. Capability Development Interactions
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From a timing perspective, CRD occurs prior to the start of acquisition. Figure 1.2 illustrates the
scope of our analysis, using a major capability under the Adaptive Acquisition Framework (AAF) as a
representative example.'® For the USSF, the CD activities that we discuss include warfighting strategy
and concepts, force design, capability gaps and needs identification, CRD (i.e., drafting of CR
documentation, integration, and coordination of CRs), and CR validation by leadership.

Figure 1.2 also provides the capability-related information required by the Joint Staff (i.e., Joint
Capabilities Integration and Development System [JCIDS] process) in order to enter acquisition."
Information requirements and activities would likely be different for other types of acquisitions (i.e.,
an urgent need, software, or middle tier of acquisition [MTA] prototyping, or fielding of

capabilities).”® Our analysis generally focuses on the period prior to Milestone B (i.e., for the major
capability pathway).

18 Requirements in the other pathways of the AAF may use alternatives to JCIDS. For more information, see Defense
Acquisition University (DAU), “Adaptive Acquisition Framework Pathways,” webpage, undated-a.

1918 Force Structure, Resources, and Assessment Directorate, Manual for the Operation of the Joint Capabilities Integration and
Development System, Joint Capabilities Integration and Development System Manual, October 30, 2021, p. A-A-13.

20 For more information on acquisition pathways, see DAU, undated-a.



Figure 1.2. Scope of Analysis and Capability-Related Information Requirements for Major
Capability Acquisitions
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As is partly shown in Figure 1.2, information requirements relevant to our scope includes four
categories of JCIDS documents:

1. AnICD (including the information system-ICD and software-ICD variants) specifies one or
more CRs (task, conditions, and standards) and associated capability gaps that represent
unacceptable operational risk if left unmitigated.

2. A doctrine, organization, training, materiel, leadership and education, personnel, facilities, and
policy (DOTmLPF-P) change recommendation recommends partially or wholly mitigating one
or more capability gaps with non-materiel capability solutions through changes to one or more
of the eight DOTmLPE-P areas. DOTmLPE-P is also the primary framework of analysis for
the CBA.

3. A CDD (including the Information System-CDD, CDD Update and Increments) specifies
requirements in terms of system-level performance attributes—which include key
performance parameters, key system attributes, and additional performance attributes—to
support development of one or more increments of a materiel capability solution.

4. A Joint Urgent Operational Need (JUON), Joint Emergent Operational Need (JEON), or DoD
Component Urgent Operational Need (UON) specifies requirements driven by ongoing or
anticipated contingency operations that, if left unfulfilled, would result in capability gaps
leading to loss of life or critical mission failure. Solution sponsors have two years to field a
capability solution in the urgent or emergent process from the date of validation.” Though not
part of the major capability acquisition (MCA) process, certain organizations (e.g., Space
RCO) involved in USSF CRD often follow rapid processes.

21 J8 Force Structure, Resources, and Assessment Directorate, 2021, pp. A-3 and A-4.



Service-level CD processes generally use these four categories of required documents in the JCIDS
instruction.

Other potential supporting documentation that could inform CD efforts include a capability gap
issue paper, force design package, AoAs, mission needs statement, program objective memorandum
(POM) inputs and guidance, capability area designs (CADs), performance analyses, integrated
priority lists (IPLs), strategic scenario database documents, and solution pathway reviews. > The
information requirements vary according to the circumstances of the capability need.

Evolution of U.S. Space Force Capabilities Requirements
Development Roles and Responsibilities

The USSEF is responsible for establishing its own CRD vision, processes, policies, and procedures
that are compliant with overarching guidance from the Secretary of the Air Force and other higher-
level guidance. As a separate service, the USSF does not need to adhere to the USAF's CRD process
or to any of the other USAF institutional processes (e.g., resourcing) that support CRD.

Since the establishment of the USSF, changes in organizational structure, roles, and
responsibilities have consolidated or realigned space activities within the USSF, DAF, and DoD while
the USSF matures as an independent military service. Because CRD for space is inherently joint and
involves a diverse set of stakeholders, the evolution of the USSF in this very interconnected
environment is posing many challenges. Many of these changes in organizational R&R took place in a
disparate manner, and, as a result, the connective tissues from the legacy CRD process for space
capabilities have been removed but have not necessarily been replaced with new ones.

In this section, we highlight several key changes or milestones that have occurred since the standup
of the USSF. We also introduce the concept of DE, which may play a key role in the future evolution
of the USSF’s CRD process.

Transfer of Requirements Function from the Field to Headquarters

Prior to the standup of the USSF, the responsibilities for CRD for space resided in the Air Force
Space Command (AFSPC) Headquarters, which was a major command (MAJCOM) responsible for
space superiority in the USAF. On standup, the USSF established three field commands
(FLDCOMs): Space Operations Command (SpOC), Space Systems Command (SSC), and Space
Training and Readiness Command (STARCOM). However, unlike the USAF, the USSF transferred
the CRD function from the field to headquarters, with S5/8 (or the CSRO), designated as the lead for
CRD.” Although the responsibility for generating space CRs transitioned to CSRO—and specifically
to the Requirements Directorate (S5R) within CSRO—the expertise and billets associated with the

22 These documents are further described in Chapter 2.
? John W. Raymond, Chief of Space Operations’ Planning Guidance, U.S. Space Force, 2020.



requirements generation task did not transfer to S5R.** This created a workload capacity challenge for
S5R, with continued reliance on expertise in FLDCOMs.

Designation of S5R as the Joint Integrator for Space Requirements

The responsibilities of S5R further expanded when the Joint Requirements Oversight Council
(JROC) assigned the USSF as the DoD integrator for space requirements in June 2021.” Thus, S5R
serves as both the gatekeeper for all USSF requirements and the DoD Joint Integrator for space
requirements across the enterprise. In its role as joint integrator, S5R integrates all joint space
requirements presented to JROC (which are joint space requirements that have interests outside the
USSE [i.e., other services]). These two responsibilities—USSF requirements gatekeeper and joint
space requirements integrator—require S5R to consider both the USSF and joint interests as it
prioritizes capabilities, potentially creating internal conflicts of interest.

Critical Role of Force Design

The first Chief of Space Operations (CSO), General John W. Raymond, established the Space
Warfighting Analysis Center (SWAC) to “develop future force design options for consideration and
CSO decision.”” The intent was for SWAC's force designs to inform “[s]ervice requirements, and
programming options validated by the SRO [CSRO].”* Subsequently, CSO became the Force
Design Architect for space systems of the Armed Forces per congressional direction in December
2021.% This implies that the force designs that SWAC develops will inform space requirements for all
the Armed Forces and should complement the USSF’s role as the DoD Joint Integrator for space
requirements. However, the implementation details of these two roles are still being developed and
refined.

2% Within the USAF, the CRD function remains with MAJCOMs. However, the USAF somewhat recently stood up new
functions for AF/AS5 as Air Force Futures. AF/A5 identifies enterprise-wide capability needs for future force planning. Recent
RAND research suggests that AF/A5 is also working to establish the necessary processes and workforce to develop ICDs and
CDDs. See Lauren A. Mayer, Elizabeth Hastings Roer, Jeffrey S. Brow, Richard Mason, and Dahlia Anne Goldfeld, Department
of Defense Considerations for Leveraging Commercially Developed Emerging Technologies: Preliminary Insights from Advanced Air
Mobility, RAND Corporation, RR-A1524-1, 2023; and Dahlia Anne Goldfeld, Lauren A. Mayer, Jeffrey S. Brown, Shawn
Cochran, Elizabeth Hastings Roer, Sydney Litterer, Richard Mason, Jim Mignano, Samantha McBirney, and Carlos Villegas,
“Options to Transition eVTOL Technology to the Warfighter,” in Amping Airpower—Electric Vertical Takeoff and Landing for
the U.S. Air Force: Military Utility, Market Dynamics, and Warfighter Adoption, RAND Corporation, RR-A1524-2, forthcoming.

2 JROC 029-21, “Battlespace Awareness Functional Capabilities Board Information Advantage: Title 10/50 Interdependency
Capability Portfolio Management Review,” June 4, 2021, Not available to the general public.

26 Raymond, 2020, p. 8.
2 Raymond, 2020, p. 8.
28 Public Law 117—81, National Defense Authorization Act for Fiscal Year 2022, December 27, 2021, Section 1602.



Delayed Establishment of USSF Components at Regional Combatant
Commands

Service component commands at CCMDs are one of several avenues through which capability
gaps may be identified. Although SpOC was established in October 2020 as the USSF service
component of USSPACECOM, USSF components of regional CCMDs were lacking until the
USSF’s geographic component commands, USSF-Indo-Pacific and USSF-Central, were established
in 2022.” In the absence of theater support, USSPACECOM was the main conduit for capturing
space capability gaps and needs of regional CCMDs.

Intra-Service Transfer and Consolidation of Space Missions Under the
USSF

There were several transfers from other services to the USSF, including Navy and Army
SATCOM operational units and programs to consolidate SATCOM missions under the USSF.*°
Similarly, the Army’s missile warning units (namely, Joint Tactical Ground Station units) will transfer
to the USSF to consolidate the missile warning and tracking mission.”* With such transfers and
consolidations of missions to the USSF, the expectation is that the USSF will be the responsible
service for developing and delivering (i.e., resourcing) major space capabilities for DoD.

Digital Engineering as a Potential Tool for Improving CRD

As previously noted, USSF CRD is inherently joint, with a multitude of stakeholders, and is
therefore highly complex. Communicating with this diverse set of stakeholders using traditional
methods (e.g., paper documents, staff summary sheets) can be a lengthy process involving multiple
opportunities for misinterpretation or misunderstanding. When properly implemented, DE may help
the USSF navigate this complex network of disparate stakeholders. According to DoD, DE is “a
means of using and integrating digital models and the underlying data to support the development,
test and evaluation, and sustainment of a system.””?

An authoritative dataset, frequently referred to as an Authoritative Source of Truth (ASoT), is
foundational to DE. Digital artifacts (e.g., models drawing on the ASoT)) improve communication
about detailed concepts. DE'’s successful implementation requires a common understanding of what
DE can (and cannot) do, workforce training, and establishment of the necessary technical
infrastructure. A person or organization with the requisite authority would promulgate the vision for

2 U.S. Space Force—Indo-Pacific and U.S. Space Force—Central were established in November 2022 and December 2022,
respectively. Amanda Miller, “Space Force Stands Up Its First Geographic Component Command, Prioritizing the Pacific,” Air
and Space Forces Magazine, November 22, 2022; Sandra Erwin, “Space Force Establishes Component at U.S. Central
Command,” SpaceNews, December 2, 2022.

30 Josh Luckenbaugh, “AFA NEWS: Army Missile Warning System Next on Space Force Consolidation List,” National Defense
Magazine, September 19, 2022.

3! Greg Hadley, “Space Force to Take on the Army’s Missile Warning Ground Stations in October,” Air and Space Forces
Magazine, March 6, 2023.

32 Department of Defense Instruction (DoDI) 5000.97, Digital Engineering, December 21, 2023, p. 8.
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DE's use throughout a weapon system’s life cycle (i.e., CD through development, testing, operations,
and disposal) and implement the necessary governance for data maintenance and use. Establishing this
DE ecosystem will be discussed in greater detail in Chapter 4.

Approach

We used multiple methods to understand the recent USSF approach to space CRD and elucidate
challenges to digital requirements transformation. Figure 1.3 illustrates the overarching research
methodology and the three research tasks:

e Review the recent state of USSF CRD (left).
e Explore approaches to mitigate USSF CRD challenges (middle).
o Identify challenges and steps to move the USSF toward digital CRD (right).

The methodological approaches are shown below each research task, which are further described in
the following sections. These methods enable us to describe the recent state process and challenges for
USSF CD and CRD, as well as an idealized CRD implementation and prerequisites for digital CRD.
These findings were integrated—along with considerations for USSF objectives, organizational
structures, and constraints to ensure feasibility—to develop the recommendations of this report.

11



Figure 1.3. Research Methodology
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Stakeholder Discussions

Between March 2023 and May 2023, we conducted unclassified, semistructured discussions with
57 stakeholders across 16 organizations concerning space requirements and the CRD process.”” The
organizations are listed in Table 1.1.>* Although we tailored the protocol to each participant,
questions fell into five broad categories: (1) organizational R&R, (2) information flow and access, (3)
knowledge and expertise, (4) digital transformation capability, and (5) gaps, shortfalls, and challenges.

33 Appendix A provides our general interview protocol and other details regarding the stakeholder discussions.

3% Given the need to first understand the roles, responsibilities, and processes of the USSF, we selected to engage organizations
and associated stakeholders internal to the USSF in discussion.
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To preserve the anonymity of these stakeholders, we do not attribute organizations or discussion dates

to the discussion insights described in this report.

Table 1.1. Stakeholder Discussions

Organizational Category

Stakeholder

USSF Operations
USSF Acquisition

Office of the Chief of Space
Operations (OCSO)/Space Staff

Other USSF
Outside USSF

SpOC

Office of the Assistant Secretary of the Air Force for Space Acquisition
and Integration (SAF/SQ)

SSsC

Space Development Agency (SDA)

Space Rapid Capabilities Office (Space RCO)
Chief Technology and Innovation Office (CTIO)
Deputy CSO for Intelligence (S2)

Futures and Integration Directorate (S5B)

S5R

Programming Directorate (S8P)

SWAC

Deputy Chief of Staff, Strategy, Integration and Requirements to the
Director of Operational Capability Requirements (AF/A5R)

Department of the Air Force Rapid Capabilities Office (DAF RCO)

Joint Staff Force Structure, Resources, and Assessment Directorate
(JS/J8)

Missile Defense Agency (MDA)
USSPACECOM

Analysis of Recent State of USSF CRD

We used both top-down and bottom-up approaches to develop an understanding of recent

implementation of the USSF CRD process and to develop the findings and recommendations

presented in Chapter 2. Although the top-down analysis primarily focused on a policy and literature

review, the bottom-up approach developed a data-driven qualitative coding structure to analyze the 57

stakeholder discussion notes. Appendix A provides more detail on the top-down and bottom-up

approaches and the methodology underpinning the recent USSF CRD information flow analysis.
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Maturity Models and Systems Engineering Approaches

Insights gleaned from our discussions highlighted the interconnectedness between the USSF’s
recent CRD efforts and related enterprise-wide challenges with respect to CRD. To further assess
these challenges, we reviewed literature on organizational maturity to develop maturity models for
USSF CRD and DE (described in Chapters 3 and 4, respectively).”

We also assessed the USSF CRD process through the lens of systems engineering. To do so, we
examined systems engineering literature to explore approaches for integrating CRs information. We
also reviewed guidance documents, along with other relevant literature, to develop the findings and
recommendations presented in Chapter 3.

Comparative Assessments of Other Services’ Capability Development
Processes

To contextualize the USSF CD process, we conducted a cursory review of USAF, Army, and
Navy policies and practices to determine whether they could inform improvements to USSF CD and
CRD. This review focused on unclassified policies and structured discussions with RAND subject-
matter experts. Our findings and recommendations from this comparative assessment can be found in

Chapter 3.

Literature Review of Digital Engineering and Information Governance and
Management Practices

To identify lessons learned for USSF digital CRD transformation, we reviewed the literature
concerning DE, emphasizing the strategy and guidance promulgated by the Office of the Under
Secretary of Defense for Research and Engineering and steps taken by the military services to
implement DE. Because they are foundational to CRD and DE, we also conducted a deep dive into
information governance and information management (IGIM) by drawing on previous RAND
research and industry best practices.

Organization of Report

The remainder of this report consists of four chapters. Chapter 2 provides background on the
recent state of USSF CRD. Chapter 3 describes the challenges of USSF CRD and discusses some

%> In our research, we used maturity modeling because it is useful for organizational assessment, goal-setting, and building a
common language for improvement among multiple stakeholders in a variety of domains. For these reasons, they have been used
in prior analysis throughout the federal government. However, maturity models have some limitations. Some critique them as
being bureaucratic, costly, or time-consuming to implement to fullest extent. They are also critiqued as being just one part of a
maturity improvement plan, and some claim that models often need to be selected or tailored for alignment to organizational
goals. See Amy Van Looy, “A Quantitative and Qualitative Study of the Link Between Business Process Management and
Digital Innovation,” Information & Management, Vol. 58, No. 2, March 2021; Christian Rosenstock, Robert S. Johnston, and
Larry M. Anderson, “Maturity Model Implementation and Use: A Case Study,” Seminars and Symposium, September 7, 2020;
Amy Van Looy, Manu De Backer, and Geert Poels, “Defining Business Process Maturity. A Journey Towards Excellence,” Total
Quality Management & Business Excellence, Vol. 22, No. 11, 2011.
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potential practices to improve its recent state. Chapter 4 focuses on USSF digital CRD
transformation. Chapter 5 presents our conclusions, including recommendations for improving USSF
CRD. There are also three appendixes. Appendix A provides more detail on the methodological
approaches in this study. Appendix B provides additional information on the development of maturity
models. Appendix C provides additional background on DE, information governance, and
information management.
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Chapter 2

U.S. Space Force Capability
Development Recent State

As the USSF seeks to identify improvements to its CRD process, it needs to understand the
recent state of the broader activities that surround USSF CD, as well as any related challenges.
Indeed, CRD interacts with other CD activities, and, therefore, understanding the dependencies,
objectives, and alignment with CD is imperative. Documentation of the “as-is” state of CD can also
inform decisions regarding the steps needed to achieve a “to-be” CD state. As described in Chapter 1,
CD encompasses a wide array of activities, including identification, assessment, validation, and
prioritization of CRs, which ultimately inform how to prioritize capabilities to acquire and the
investments needed to meet recent and future operational requirements. In space CD, the CD process
involves a complex web of stakeholders and a diverse array of activities. Our discussions with
stakeholders and review of policy, both between October 2022 and May 2023, yielded a set of
observations about the recent state of space CD.*® Given the continued rapid evolution of USSF CD,
we provide a summary of significant updates that occurred between May 2023 and August 2023 in
Chapter 5.

As of this writing, there is no codified, repeatable, comprehensive CD process in the USSF—akin
to the JCIDS (or the USAF's CD process)—that clearly defines the beginning and conclusion of a CD
process, along with the steps that lay out alternative paths from a capability need to a capability
solution. Various unofficial materials describe aspects of the vision for CD, but there is no
comprehensive, enterprise-wide CD vision.

Multiple changes have complicated the CD process and created confusion regarding R&R. The
USSF was stood up as a new service in 2019, but it inherited myriad legacy space CRs and associated
documentation initiated by other CR processes throughout DoD. The USSF moved the CRD
function from the operational community to a USSF headquarters function. Newer or revised roles
within the space community have subsequently been added or changed, including force-design
analysis, space architecture, and the joint integrator function for requirements.

DoD is moving toward acquiring space mission-based capabilities through an enterprise-wide
approach, which is complicating how both requirements and acquisition communities view the
capabilities, which, in the past, were typically focused on individual systems or stovepiped. Within the
acquisition community, there has been a renewed focus on prototyping and science and technology

36 We define recent state or as-is to describe the organizational structure, roles, responsibilities, process, and workforce observed
through our discussions in the referenced time window. We specifically use “recent” as opposed to “current” because of the rapid
evolution of these aspects of CD and CRD.

16



(S&T) along with major DoD acquisition policy revisions that focus on speed and tailoring using the
AAF.

Because of the organizational and policy changes within the DoD space enterprise and the relative
newness of the USSF, the CD process within the USSF is in flux, and R&R of various organizations
with respect to CD are not yet defined at the level of granularity needed for implementation. The
Strategy, Policy, and Plans Directorate, CSRO/S5S, is responsible for the USSF strategy and policy
that provide overarching guidance for all CD activities and inform concept development, force design,
and requirements. However, the de facto CD process in the USSF is a combination of pieces of legacy
CD processes from the USAF and ad hoc processes each USSF organization has developed depending
on the specific CD-related task at hand. Of course, organizational processes usually evolve as an
organization learns about its mission, roles, and responsibilities and matures approaches to generate
process-related products.

The formality of the CD process also varies by acquisition type and whether the requirement is
joint or USSF-only (e.g., deliberate or traditional, rapid [MTA, urgent, or software]). The USSF
CRD community has generally used JCIDS, but other non-JCIDS acquisitions are entering the mix
through several new rapid acquisition organizations, such as Space RCO and SDA.”” Discussions with
space CD stakeholders suggest some CRD process inefficiencies; stakeholders value agility but seek
structure, and there is no consensus on desired process formality.

As noted in Chapter 1, one of the unique aspects of space CD is that the majority of USSF space
capabilities (e.g., PN'T, missile warning and missile tracking [MW/MT], SATCOM, space-based
environmental monitoring [e.g. terrestrial weather]) are inherently joint because they support or
enhance other services’ military operations. Additionally, unlike the other services, the USSF has a
corresponding geographic CCMD, USSPACECOM, but also has other CCMDs that rely on space
capabilities. These factors have implications for coordination and synchronization and create potential
conflicts among the USSF CD activities and many stakeholders, which we will discuss later in this
chapter.

In this chapter, we describe how the USSF executes its CD activities and the R&R of key
stakeholders. This description is based on discussions with various stakeholders and a review of the
USSEF, Office of the Secretary of Defense (OSD), and Joint Staff guidance documents and informal
documents (e.g., briefings). The recent state was documented from October 2022 to August 2023.
For our research, we focus on the CD phase prior to Milestone B in the deliberate or traditional
major-capability acquisition pathway. We provide a basic understanding of urgent, service-unique, and
MTA capabilities while taking into account how different types of acquisitions may use a different
solution pathway through CRD; however, we do not provide a full description of the acquisition
processes.

37 The USSF has three acquisition-focused component entities: SSC, Space RCO, and SDA. SDA was established in 2019 as an
independent defense agency with a remit to rapidly deliver space-based capabilities to the joint warfighter. SDA was transitioned
to the USSF on October 1, 2022, and reports to the Assistant Secretary of the Air Force for Space Acquisition and Integration
for acquisition-related matters and reports to CSO for all other matters. In the Fiscal Year 2023 National Defense Authorization
Act, Congress requested that DoD examine whether SDA should be exempt from using the JCIDS process for requirements
development (Public Law 117-263, National Defense Authorization Act for Fiscal Year 2023, December 23, 2022). Space
RCO was created by Congress to, in part, coordinate and execute rapid acquisition and fielding of DoD-wide space capabilities
(see U.S. Code, Title 10, Section 2273a, Space Rapid Capabilities Office). It reports directly to CSO and has a statutory
exemption from using the JCIDS process for requirements development.
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Overview of the Recent State of the U.S. Space Force Capability
Development Process

Although the USSF CD process is still evolving, CSRO has taken the lead for informally
communicating a high-level CD process flow in USSF briefing materials. The high-level process flow
identifies major elements of USSF CD and R&R of key organizations. These major elements include
strategy and concepts, force design, CRD, acquisition, and integrated testing.’® The idea is that
strategy and concepts inform force design, which informs CRD, which are then used to drive
acquisition. Integrated testing validates that the acquired capability is ready to be fielded. Although
the high-level CD process flow appears to be linear in the way it is communicated, in practice, the
process flow is iterative and multidirectional. Founded in December 2019, the USSF has not yet gone
through this end-to-end process. As a result, our description of certain CD activities in the USSF may
be theoretical or works in progress and not yet fully executed.

Figure 2.1 provides a high-level overview of the USSF’s “as-is” process based on our analysis.
Columns in the process chart present phases of USSF CD, beginning with warfighting strategy and
concepts, and ending with testing, fielding, and sustainment. Rows represent solution pathways that
are not fully defined until the solution pathway review and approval phase. Within the columns and
rows, various text boxes provide stakeholders and CD activities with arrows showing the general flow
of information. Notably, there are many bidirectional arrows in the deliberate joint, deliberate USSF,
and MTA pathway rows, which represent the iterative nature of the CD process, involving
information inputs and feedback loops through the process.

USSF organizations that have key R&R in these major CD elements are CSRO, SWAC, and
various acquisition organizations for strategy and concepts, requirements, force design, and acquisition
of materiel solutions. There are also key external stakeholders, such as USSPACECOM, that have
R&R in CD of space systems. One of the key takeaways is that there appears to be a lack of shared
understanding of CD processes, roles, responsibilities, and key terms for space CD across the USSF,
the joint force, and other key stakeholders. Figure 2.1 provides the procedural insights we were able to
glean based on our analysis.

The remainder of this chapter focuses on two major elements of the CD process: force design
(second column in Figure 2.1) and CRD (fifth column). We then highlight the R&R of acquisition
organizations involved in CD activities. These include the numerous acquisition organizations,
including the rapid acquisition organizations that dominate CD activities for urgent or emergent
needs (fourth row in Figure 2.1), as well as SSC and SAF/SQ, with major roles in the acquisition
phase of CD (second to last column in Figure 2.1). For each section in this chapter, we describe
related CD activities, roles, and responsibilities, as well as other insights we identified through our
analysis of discussions and policy.

3% The boundaries of the CD ecosystem and the nomenclature of CD elements vary slightly across different briefings produced
by various offices in the USSF. For instance, in certain briefings, strategy and concepts may be excluded, or governance is
included. Sometimes “test and evaluation” or “test and training” may be used instead of “integrated test,” or “requirements” is used
instead of “capability requirements.” See T'odd Benson, “USSF Requirements Directorate,” briefing slides, U.S. Space Force,
Requirements Directorate (SF/S5R), August 2022; and Sue Bedell, “The Future of USSF Capability Development,” briefing
slides, U.S. Space Force, Requirements Directorate (SF/S5R), July 2021.
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Figure 2.1. Depiction of U.S. Space Force Recent Capability Development Process
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SOURCE: Authors’ analysis based on discussions with stakeholders; J8 Force Structure, Resources, and Assessment Directorate, 2021; Acquisition Policy, Strategy
and Process Division (SAF/SQXP), Acquisition Policy, Strategy and Process Division, 2023; Joint Staff J8 and USSF CSRO, “Charter for the Joint Space Requirements
Integration Cell (JSRIC),” undated; Space Warfighting Analysis Center, “SWAC—Shaping the Force Design of U.S. Space Force,” briefing slides, December 17, 2021,
Not available to the general public.

NOTE: EON = emergent operational need; IC = U.S. Intelligence Community; JRAC = Joint Rapid Acquisition Cell; JSRIC = Joint Space Requirements Integration Cell;
MDEB = Missile Defense Executive Board; PEO = Program Executive Officer; PIC = Program Integration Council; SAC = Space Acquisition Council; VCSO = Vice Chief
of Space Operations.

The USSF CD “As-Is” process was documented with source materials from October 2022 to August 2023. It does not address the resourcing element of CD.
The stakeholders involved in “warfighting strategy and concepts” and other inputs depends on many factors and will vary. There are other points throughout
each phase of CD in which specific stakeholders are more applicable than others.

“Urgent and emergent needs” include UONs, JUONs, JEONs, and other requirements that are going through a rapid acquisition organization meant to
streamline requirements, acquisition, and fielding—except CRs that will go through the MTA pathway. The time frame will vary.

SDA and DAF RCO do not have statutory permission to use an alternative to JCIDS, while MTA programs and Space RCO acquisitions do have statutory
permission.

The International Community is not pictured on the chart but should also be a stakeholder in the CD process in the future.

Software, business systems, and acquisition of services are not presented in the chart but should be addressed as part of any “to-be” USSF CD.

Although there are not as many feedback loops depicted in this figure, the concept development is iterative in nature.

The process for developing requirements for space capabilities at special access program levels is also different.

Our research did not address the requirements process for modification (or sometimes referred to as 1067 process).

USSF CD also interfaces with IC and other services’ requirements processes.

The graphic does not depict the specific types of information requirements generated during this process.

Though the acquisition community is not included in this figure, it is involved in testing during sustainment through life cycle support.
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Descriptions in this chapter are not meant to be comprehensive of all activities, roles, and
responsibilities in that element. Rather, they provide the necessary background information to
understand the recent state of CRD and its interfaces with CD activities at a high level, as well as the
necessary foundation to describe our analyses, insights, and recommendations in Chapters 3

through 5.

Force Design

CSO is designated as the Force Design Architect for Space Systems of the Armed Forces and is
responsible for “presenting coordinated recommendations to the [Secretary of Defense] regarding
space-mission force design options to satisfy the requirements of the Joint Force and the Armed
Forces.” In this role, SWAC reports to and supports CSO by developing and providing authoritative
force design guidance for the USSF.*

Force Design Process

The concept of force design is new to the USSF and the legacy organizations in the Air Force that
were involved in CD for space; hence, there was no force-design process that the USSF could adapt or
adopt at the time that the USSF was established.* As a result, SWAC is developing and maturing its
own force-design process as it generates force designs for different mission areas in an iterative
manner. Given the limited resources and the length of time it takes to develop a detailed force design,
SWAC is taking on each space mission area on a rolling basis. For each mission area, it produces a
high-level overview of force design with capability recommendations and continues to refine the force
design with more detailed information as it conducts additional analyses. For example, SWAC tackled
the MW/MT force design and released a government reference architecture (GRA), a digital model
of the force design, in 2021 because it was the highest priority. In 2022, SWAC provided a high-level
overview of the Space Data Transport (SDT) force design and is continuing its analytic efforts to
develop a more-detailed force design and eventually a GRA.*” The PNT force design study began in

3% A new organization typically evolves its processes and R&R as it matures. However, our intention is to highlight the potential
shortfalls in the recent state of CRD to help guide its evolution. Assessing whether the USSF is on the right trajectory in its
evolution and maturity of the CRD processes was outside the scope of our research.

0 Department of the Air Force, Comprehensive Strategy for the Space Force, August 2023, p. 9.

1 SWAC, 2021. Although SWAC's mission briefing refers to its role as defining “authoritative force design guidance for the
USSE,” we infer that the force-design guidance applies to all services, which is implied by CSO's role as the force-design architect
for space systems of the armed services. However, there is no common understanding about whether the force design is intended
exclusively for the USSF or for the joint force.

2 Prior to the standup of the USSF, the Air Force took a systems-centered approach, which is largely focused on satellites,
rather than a force-centered approach to guide capability development.

B A GRA may contain detailed information about the size, orbit, and payload performance of each architectural element of a
satellite constellation. A high-level overview of a force design may include information about what comprises the architecture and
the design attributes of the architecture (e.g., a mix of satellites in lower earth orbit [LEO], medium earth orbit [MEO], and
geostationary orbit [GEO] with certain resilience attributes).
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2022 and key design drivers of the force design have been identified. In this way, SWAC will continue
to play a catch-up game to build force designs for all the space mission areas.

Force-design activities involve interactions with many key stakeholders. SWAC uses information
from future warfighting concepts (how the USSF and the joint force will fight),* recent and emerging
requirements, and capability gaps and needs from various stakeholders across the joint community and
IC to determine a force design that can meet the articulated capability needs.” The analysis further
requires collecting information about threat environments, future technologies, and existing and
planned capabilities from DoD, allies and partners, commercial space industry, and IC. All the
information presented above is captured in a high-fidelity modeling and simulations analysis, in which
SWAC assesses various architectures and measures the performance, resilience, and cost to develop a
force design.

SWAC does not own much of the data required to do its force-design analysis (e.g., scenarios,
data about space systems), and each team conducting a force-design analysis may have its own
datasets. SWAC leverages its internal expertise and relationships with external stakeholders to collect
such information and hosts force-design conferences to solicit additional information and feedback
from stakeholders. Force-design conferences serve as the primary forum in which many stakeholders
can give their input regarding the force-design analysis. The interactions may be two-way: SWAC
receives information from stakeholders and force-design results may inform how stakeholder input
develops (e.g., warfighting concepts, capability gaps).

We observed that there is a lack of common understanding about how force design relates to force
requirements and, more broadly, the role of force design in CD. The development of a force design is
not a formal step within the CD process, unlike the CBAs or AoAs that precede ICDs and CDDs in a
deliberate JCIDS process. The capability-requirements process spans both sides of the force-design
process because force-design analysis is based on requirements (such as those in ICDs or other
validated requirements), and force-design products inform new requirements (such as those in
CDD:s). Force-design activities may be similar to a CBA or AoA in nature, which may lead to
confusion about the role and purpose of force design in CD or questions about whether force-design
activities are duplicative to AoA efforts. However, force designs and AoAs are separate processes and
products.** SWAC has conducted a few AoAs, and it was planning a narrowband SATCOM AoA

per the Cost Assessment and Program Evaluation’s (CAPE's) direction at the time of this research.

* With respect to CD, CSRO’s S5B primary role involves future warfighting concept development. In that capacity, S5B
informs USSF force design, S&T investments and planning, programming, budgeting, and execution (PPBE) processes.

% A force design is not necessarily developed from a clean slate. For example, in the case of SDT, the wideband communications
system AoA served as a starting point for the force design. A customer may also drive a starting point for a force design.

% An AoA is one of the key elements in the major acquisition—capability process that follows a decision about materiel
development and guides the analysis phase of the materiel solution. An AoA examines the operational effectiveness, life cycle
costs, and other key assessment dimension (e.g,, resiliency) of alternatives that meet capability needs (DAU, “Major Capability
Acquisition [MCA],” webpage, undated). Unlike AoAs, a force design is not part of an acquisition process. Force design entails
similar analyses to compare architectural solutions but can meet a broader set of capability needs than an AoA. For example, an
SDT force design may comprise elements of wideband SATCOM, narrowband SATCOM, protected SATCOM, commercial
SATCOM, and allied SATCOM. Prior to the standup of the USSF, an AoA for protected SATCOM was conducted in 2016
to inform the follow-on system to Advanced Extremely High Frequency (AEHF), and a wideband SATCOM AoA was
conducted in 2018. When the AoA for the narrowband SATCOM initiates, it will likely be guided by the SDT force design.

22



Definition of Force Design and Organizational Responsibilities

Our discussions with stakeholders in the CD ecosystem led us to believe that there are different
understandings and expectations of USSF force design, its scope, its purpose, and its relationship to
CD. The USSF does not have a formal definition of force design or detailed guidance on what force-
design products entail in USSF policy documents.” We observed that the meaning of the term force
design was not consistent in various USSF documents or in discussions with stakeholders. Force design
is sometimes used colloquially to refer to collective analytic products from SWAC. Space-mission
force designs are also often referred to as space architectures, and the term architecture is often used
interchangeably with force design. Members of one USSF organization who we interviewed believe
that SWAC is not developing a force design in its truest sense, but rather capability
recommendations, because a force design would include the whole of a force, including personnel.
There is also a concern about a potential conflict of interest because whereas force design is aimed at
meeting joint needs, SWAC is in the USSF rather than in a joint organization (e.g., OSD).
Furthermore, for the purpose of developing a force design, some of the interactions between SWAC
and stakeholder communities appear to be similar to S5R’s efforts to integrate various pieces of
information for requirements development.

SWAC staff indicated that a force design may be articulated in different ways depending on the
space mission area and the questions being asked by its customers.* According to SWAC's mission
briefing, force-design products include CADs, GRAs, force-design guidance, and model-based
systems engineering (MBSE) models, among others. * In theory, these products inform space
requirements (USSF and joint) and USSF investment decisions and processes. However, as the
USSF's force-design process is still being matured, and because of the intensive analytic effort required
to develop a detailed force design, the primary force-design products have been briefings that capture
force-design analysis results and discussions at SWAC's force-design conferences, with the exception
of the MW/MT GRA.

A clear and consistent articulation of the R&R of various organizations with respect to force
design is also lacking. Force-design products are informal because there is no formal process for
validating SWAC's force designs or having them approved by CSO, the Secretary of Defense, or a
governance structure. SWAC views its force-design guidance as authoritative, and S5R drafts
requirements to align with force design and ensures that the requirements meet the needs of the joint
force. In contrast, SAF/SQ believes that SWAC's responsibility is to generate “should-be” space
architectures and that its responsibility is to determine “will-be” space architectures that account for

# According to its mission briefing, SWAC appears to have adopted the Joint Staffs guidance on Joint Force Development and
Design in Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 3030.01A. The instruction defines force design as a process
for identifying technological and operational solutions to close long-term gaps (5—15 years) between the joint forces’ strategic
capabilities and those of the adversaries (CJCSI 3030.01A, Implementing Joint Force Development and Design, Joint Staff, October
3, 2022, p. A-3; cited in SWAC, 2021, p. 5.)

48 A customer—such as CAPE, the National Reconnaissance Office (NRO), or CSO—may be interested in knowing what a
future architecture should look like to fill a gap.

* SWAC is also developing “guardrails” to provide guidance on the boundaries of the force design for acquisition organizations.
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budget constraints, existing programs, and other acquisition considerations.” The SAC has the
authority to “certify (or decline to certify)” the architectures determined by SAF/SQ.”!

That said, the difference between SWAC's force design and SAF/SQ-approved space
architecture is not clearly articulated in formal policy documents, and there appear to be different
levels of understanding of these terms across the space community and the joint force. We also
observed that there is minimal to no linkage between S5R and SAF/SQ in terms of the requirements-
development process.” It is not clear whether there is a coordination mechanism exists to ensure that
will-be architecture is consistent with the requirements that S5R may be developing, other than when
funding is allocated to the program office that receives a validated requirements document that it will
execute.

The role of the Force Design Architect is still being defined because of the joint responsibility
implied in the title—that is, what is CSO’s authority (if any) to determine a force design (as it relates
to space systems) for other services? SWAC is in the process of figuring out the R&R of a Force
Design Architect and how they should interact with HQ USSF and the Joint Staff in force-design
architecture. Despite the lack of clarity on the R&R associated with force design, stakeholders are
participating in force-design activities and, to date, force designs are driving acquisition and investment

decisions.”

Capability Requirements Development

At the heart of the CD process is CRD. The requirements directorate, S5R, is responsible for
developing, advocating, and presenting space requirements.”* The primary products are requirements
documents (ICDs and CDDs) that will be fed into the JCIDS process directly or through the USSEF.*
Theoretically, S5R is the requirements gatekeeper and serves as the entry point or clearinghouse for all
USSF requirements.”® However, there are many USSF CRD activities that S5R is not directly
involved in, as we will discuss later in the context of rapid acquisition pathways. As the joint space-
requirements integrator, S5R is responsible for facilitating space CRD for DoD. In this capacity, it
also serves a coordinating role between the DoD and IC formal requirements processes (JCIDS and

>0 SAF/SQ is responsible for the oversight of architecture and technical integration of space systems and programs of the Armed
Forces. In that capacity, it “validates space architectures” and “ensures they are informed by CSO-approved force designs.”
SSC/Space Systems Integration Office (SSIO) also has a responsibility in architecture development. See Department of the Air
Force, “Assistant Secretary of the Air Force for Space Acquisition and Integration (SAF/SQ): Roadshow Brief,” briefing slides,
Spring 2023.

51 Department of the Air Force, 2023. SAC comprises the Under Secretary of the Air Force, CSO, the Commander of
USSPACECOM, the Director of NRO, and the Assistant Secretary of Defense for Space Policy.

52 We will discuss SAF/SQ’s role in synchronizing space CD later in this chapter.

>3 For example, MW/MT force design is driving acquisition decisions that affect SSC, SDA, MDA, and NRO.

>4 These responsibilities also include keeping track of requirements and how requirements are being satisfied.

>> There is no formal USSE-internal requirements approval process that is analogous to Air Force Requirements Oversight
Council (AFROC). For MCA that has joint requirements, the requirements are developed and validated through the JCIDS
process. In a typical JCIDS process for an MCA, a CBA or a comparable analysis identifies capability gaps that will be followed
by an ICD. An AoA or another type of analysis will then ensue to inform the development of CDD. However, this process is
evolving while the USSF defines its CD process.

*6 These key R&R of S5R are documented in its mission briefing (Benson, 2022).
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Intelligence Community Capability Requirements [ICCR] process, respectively) in collaboration with
S2.

Implementation of the joint-space integrator role evolved during the course of this project and
may continue to evolve as the USSF and the Joint Staff learn from the recent instantiation of the joint-
space integrator role.”” External stakeholders may not know that S5R has this role or what that means.
For instance, our stakeholder discussions indicated that services were reaching out to SpOC regarding
requirements matters because of the relationships that SpOC staff had from their previous
responsibilities as requirements developers in AFSPC. Ultimately, this has led to confusion as to
“who’s got the stick.”

The challenge just described is one of many for the CSRO workforce (and S5R in particular).
USSF CRD structural changes resulted in several potential workforce imbalances. The USSF HQ
CRD function now has more responsibilities with fewer certified staff than prior to the USSF’s
inception. Our discussions suggest an unsustainable S5R workload for the recent staff along with a
high demand for requirements expertise to perform CRD functions. Also, CRD subject-matter
expertise and institutional knowledge remain in the operational and acquisition communities. Finally,
the demand for using tools to better understand the full set of space capabilities is increasing demand
for skills in digital tools (e.g., DE). The recent demand for digital skills exceeds the supply within
DoD.

S5R’s Requirements Development Process

Generally, a CRD action is initiated based on a request. S5R manages multiple CRD efforts, such
as updating existing requirements, relieving a requirement, or creating new requirements. We

highlight a sample of such CRD efforts in Figure 2.2,

57 The joint space integrator role was instantiated as JSRIC, which is co-chaired by S5R and JS/J8 (Joint Staff J8 and USSF
CSRO, undated). We observed that the integration that occurs at the USSF level versus at the JSRIC level is not clearly
articulated.

*8 Our research did not address the requirements process for modification (which is sometimes referred to as the 1067 process).
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Figure 2.2. Examples of Requirements Development Activities in S5R
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SOURCE: Authors’ analysis based on discussions with stakeholders.

NOTE: AFRL = Air Force Research Laboratory; MGUE = Military GPS User Equipment; MUOS = Mobile User Objective
System; OCX = Next Generation Operational Control System; PTS = Protected Anti-Jam Tactical SATCOM; SAP =
special access program; TaclSR = tactical intelligence, surveillance, and reconnaissance; WGS = Wideband Global
SATCOM Satellite.

Our discussions with S5R staff allowed us to observe that the process for developing CRs (to
include updating or relieving requirements) is not standard or repeatable and that the process is
handled differently depending on a variety of factors. Disjointed processes create confusion as to
which organizations should provide inputs and at what stage in the CRD process inputs should be
provided. We found that CSRO/S5R is not included in SWAC's initial information-collection efforts
that support the force design. Given that both CSRO/S5R and SWAC engage many of the same
stakeholders to support both force design and the development of the integrated capability list,
establishing an integrated process may reduce the potential for duplicating efforts in the CRD process.

USSEF capabilities are largely joint, but there are other USSF capabilities that do not directly
support the joint force and are focused on in-domain operations (e.g., space maneuver and servicing)
(see the second row in Figure 2.1. and the last rows in Figure 2.2). Service-unique requirements would
be handled differently because they do not necessarily require inputs from external stakeholders.
Additionally, the process for developing requirements for space capabilities at SAP levels is also
different.”

S5R also inherited CRD efforts that were ongoing at the time that the USSF was established and
for which S5R staff followed an ad hoc process as they learned to write CR documents. Although S5R
is the joint integrator of space requirements, given S5R’s untenable workload, USSPACECOM has
independently written space ICDs from a joint perspective and then channeled them through JROC
for approval. S5R needs to develop CDDs for those USSPACECOM-developed ICDs. Some of the
USSPACECOM ICDs may overlap with legacy ICDs that are in place, which S5R would need to

>9 Our analysis of our discussions suggested that disjointedness between SSC and SWAC creates additional challenges, which
further complicates this process. For example, we heard that SWAC operates at the SAP level from the beginning, while SSC
operates primarily at the unclassified level and moves up as needed.
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reconcile. We learned during our discussions that, unfortunately, separate S5R and USSPACECOM
ICDs for the same capability have made their way to JROC without coordination; such uncoordinated
parallel efforts increase workload and the inefficient use of scare resources within CRD processes.

As we mentioned previously, S5R has little involvement or insight into some CRD activities. For
example, S5R is not initially involved in developing requirements for prototypes, such as those
developed by AFRL or Space RCO. Those organizations have an internal process for generating
requirements. However, for prototypes to transition to a program of record, a formal requirements
document (namely a CDD) is needed to request funding. Therefore, S5R writes CRs for such rapid
prototypes after the fact.

At the time our research began, S5R had some success when experimenting with a mission area-
based requirements construct (in which requirements are developed to address capability needs for an
entire mission area) and had established a set of Integrated Product Teams (IPTs).** SATCOM was
one of the pathfinders, but S5R has since ceased this ICD effort and the related IPT's because this
construct required changes to the JCIDS, and S5R was not able to get buy-in from JROC.*!
USSPACECOM created a similar ICD for the Joint Space Communications Layer, which was
approved.

Requirements Integration, Prioritization, and Documentation

Analysis of stakeholder discussions suggests that S5R manages the following three distinct CRD-
related tasks:

e integration of capability information collected into an integrated capabilities list

e prioritization of this integrated list to develop a set of prioritized CRs

o documentation of the requirements in the appropriate document following requirements
guidance and document information requirements.”

Activities to accomplish these tasks are often combined and performed iteratively. Therefore, we
discuss them in an integrative manner in this section.

As Figure 2.1 shows, S5R staff generate space CRs based on multiple products and information
provided by a wide range of stakeholders, either directly or indirectly. The force design that SWAC
produces serves as the main analytic component to inform requirements, but it is not the only input.
There are many other inputs that S5R receives or seeks to generate space requirements from various
organizations. These inputs represent capability needs or gaps that S5R would consider and turn into
requirements if warranted. Various activities within the USSF (e.g., SpOC as the operational
FLDCOM) and across DoD contribute to the identification of capability needs or gaps. They may

60 S5R intended to develop high-level requirements for the SATCOM mission area to take an enterprise approach.
Traditionally, capability requirements for SATCOM were developed in three separate lanes that correspond to operating
frequency bands: protected SATCOM (extremely high frequency band), wideband SATCOM (super high frequency band), and
narrowband SATCOM (ultra high frequency band).

61 Additionally, USSPACECOM developed the Joint Space Communications Layer ICD during this time, which JROC
approved.

62 Regardless of the differences that may exist between enduring and emerging requirements, our analysis suggests that these
three tasks will occur in some capacity regardless.
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come from concept-required capabilities S5B (discussed later in this chapter), mission needs
statements that inform ICDs, or analytic results from existing CBAs or AoAs. CCMDs’ IPLs may
also feed into requirements development but are not appropriate foundations for force design. There
are other analyses that CCMDs, services, agencies, and USSF FLDCOMs may conduct that could
serve as inputs. For example, USSPACECOM is pursuing an analysis of SATCOM needs based on
lessons from the Ukraine conflict.

S5R also needs to verify that these capability needs or gaps are not already represented in existing
CRs or can be met with recent or pending capabilities. However, S5R does not have visibility into all
existing requirements or capabilities that are being developed outside the JCIDS process or prototypes
by a host of operational, acquisition, and S&T organizations. There is no centralized repository for
such information. The USSF only captures some CRD information in a central location via Joint Staff
Knowledge Management and Decision Support (KM/DS) and DAF Information and Resource
Support System (IRSS) information systems.®® This challenge is exacerbated by both the U.S. Army
and the USAF using similar (but not the same) systems to KM/DS. In addition, information flows
manually, and distribution channels and DE efforts are ad hoc using nonstandard formats. The CD
information environment is also complicated by the varying levels of classification with special access
requirements. USSF CRD stakeholders articulated some potential benefits of digital CRD to improve
visibility; however, the structured information environment needed to achieve the USSF's digital
vision is not mature.

There is no formal or standard process for collecting, integrating, or prioritizing these inputs from
these organizations.* Rather, S5R appears to be managing and integrating inputs based on
relationships and relying on external expertise as needed. Stakeholders articulate their space needs in
various formats through various entry points. Some of the requirements inputs from stakeholders are
communicated to S5R informally via email based on existing relationships. Some inputs come through
S5R’s participation in the Functional Capability Board in JROC as some stakeholders may articulate
their needs directly to the Joint Staff. S5R also participates in numerous working group meetings
convened by various organizations within DoD where space requirements may be discussed.

8 Knowledge Management and Decision Support (KM/DS) is “the authoritative system for processing, coordinating, tasking, and
archiving JCIDS documents, validation memorandums, and related data when classified at or below the level of SECRET”
(CJCSI 5123.011, Charter of the Joint Requirements Oversight Council and Implementation of the Joint Capabilities Integration and
Development System, Enclosure A: Policy, October 30, 2021, p. A-9). Documents classified at higher levels are accessible via the
Joint Worldwide Intelligence Communications System or the Joint Staff J-8, Special Access Program Coordinator (CJCSI
5123.011, Enclosure D: Implementation of the Joint Capabilities Integration and Development System, October 30, 2021, p. D-
15). While DoD components submit documents to KM/DS, Joint Staff ]-8 manages the KM/DS system.

IRSS is a web-based tool provided by Air Force Materiel Command (AFMC) and “designed to facilitate processing and tasking of
[Air Force (AF)] and non-AF sponsored capability requirements documents, assessments and analysis for AF review” and “for
archiving AF-sponsored capability requirements documents and all associated decision/validation memoranda” (USSF,
Operational Capability Requirements Directorate (SF/S5R), SF/S5R Capability Development Guidebook: Vol. 1, Capability
Development Overview and Operational Capability Requirements Governance, draft version 1.0, February 2022, p. 22). Similar to
KM/DS, pointers for documents classified above the SECRET level are maintained in IRSS, but the documents themselves are
kept in other systems.

%% Prior to the establishment of the USSF, AFSPC was responsible for these activities to develop space capability requirements.
These activities required expertise, tools, and relationships that resided in AFSPC but were not transferred to S5R. We believe
that the processes that AFSPC performed in their entirety may have been difficult to replicate at S5R because those elements did
not transfer.
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Inputs from stakeholders are not standard, thus S5R may need to further process the information
from stakeholders to determine their implications for space requirements. Determining the impact of
space capabilities on other services’ terrestrial operations is an ongoing challenge, and there is no
standard or codified process for such analysis. In some cases, S5R has relied on SWAC or SpOC,
which have the technical expertise to develop these inputs into manageable information for
requirements generation. As part of the force-design analysis, SWAC ingests capability needs from all
the stakeholders and assesses space performance or resilience needs based on terrestrial needs and
threat environment. Ultimately, the requirements writing process serves as a comprehensive
mechanism for collecting, integrating, and prioritizing these inputs and developing them into
requirements. S5R invites representatives from stakeholder organizations to participate in the writing
process to provide input or when a draft requirements document is staffed at the Joint Staff level.*®
This could contribute to a lengthy coordination time for document approval.

Although SWAC's force-design analyses may discover capability gaps that can be turned into
requirements, for the most part, capability gaps are inputs to force-design analyses rather than
outputs, SWAC's force design provides guidance on what a future architecture should look like for a
particular space mission area to address capability gaps. Once a force design is released, S5R would
generate requirements to satisfy the force design.® A force design may be articulated in different ways
(as discussed eatlier). For instance, a force design may be articulated as a recommendation for
capabilities to invest in. S5R would vet the recommendations from a joint perspective (to ensure that
the joint force needs are being met), review whether the existing “catalogue” of requirements can
satisfy them, and generate new requirements to satisfy the force design as needed.

We learned that SWAC may not be producing force-design products that have a sufficient level of
fidelity for S5R to extract requirements for the purpose of writing CDDs. However, SWAC is
interacting and communicating with S5R to ensure that force designs can be appropriately used in
requirements generation. Eventually, SWAC aims to develop digital products that could facilitate
requirements generation,

There are expectations that force-design products will help streamline the requirements
development process, but S5R staff stated that force-design products may not automatically translate
into requirements for two key reasons. First, a force design focuses ten years into the future, while S5SR
must write CRs to inform CD in the Future Years Defense Program.®” Second, force designs are cost-

%5 Generally, to develop a new requirements document, a mission area team within S5R will initiate the task and organize a
requirements writers group that comprise subject-matter experts—a majority of whom are outside S5R because of the limited
capacity and expertise within S5R. The mission area team would then organize a writers conference to write the document,
inviting a large number of stakeholders from different services, CCMDs, USSF field commands, OSD, and agencies to provide
inputs. Different stakeholders may be involved or different products may be available to inform requirements development,
depending on the space mission areas (e.g,, SATCOM versus MW/MT). Once the document is approved at the service level by
CSRO, it is submitted to the Joint Staff requirements gatekeeper and enters the joint process.

% Force designs and their associated requirement development efforts are somewhat asynchronous because of the transition from
the legacy requirements development process to the new process that involves force designs. For example, a draft CDD for
protected tactical SATCOM had already been written, while the force design on SDT was taking place. Once the SDT force
design was released, S5R reviewed the CDD to ensure that it aligned with the new force design. Similarly, S5R has created
annexes to MW/MT CDD since 2019 to align it with SWAC's released MW/MT force design.

67 Congressional Research Service, Defense Primer: Future Years Defense Program (FYDP), IF10831, Version 14, last updated
January 23, 2024.
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informed, but not cost-constrained.® S5R staff indicated that the requirements should be POM-
aware so that the requirements are possible from a fiscal perspective. S5R thus writes requirements for
intermediate capability solutions toward meeting the future force design so that they account for cost
constraints and the timeline. That said, S5R is still refining this process and relying on other
organizations for analytic support and expertise (e.g., SPOC) because of its limited staff size and

resources.

Interactions Between Resourcing and Capability Requirements
Development

Although resourcing plays a critical role in CD, we found minimal interaction between CSRO’s
S8P and CRD, although these functions are typically intertwined within DoD. According to
interviewees, this was partly because of organizational changes and insufficient staffing to maintain
consistent communication between the CR and resource management functions. S8P is responsible
for developing USSF's POM proposals. In that capacity, S8P balances the USSF budget to fund
development of future capabilities and sustainment of existing capabilities. Importantly, both USSF-
specific and joint space capabilities are funded from this budget, requiring S8P to balance the USSF
and broader joint community capability needs.

Principal POM inputs come from the USSF FLDCOMs: namely, SSC, SpOC, and STARCOM.
S8P primarily works with the FLDCOMSs and applies POM guidance from the Resource Integration
Directorate (S8N) and from the USSF and DAF senior leaders. Interactions between S5R and S8P
appear to be minimal, although S8P may work with S5R to ensure that the inputs from the
FLDCOMs are consistent with validated or planned requirements. That is, S8P would not fund
capabilities that are not “required” and aims to prioritize the most-important requirements or time-
phase requirements.

S5R does not have a direct input to the POM; rather, it shares its priorities for the CRs to inform
S8P, which S8P may consider along with many factors and inputs it may receive from FLDCOMs,
other services, and senior leadership. Despite the recent gap in these functions, the organizations
involved were already in discussions to try and close this gap during this analysis.

The Role of Acquisition Organizations in Capability Development

Acquisition organizations deliver capability solutions based on validated requirements that have
funding associated with them. There are several acquisition organizations in DAF that deliver space
capabilities: namely, SSC, SDA, DAF RCO, and Space RCO. External organizations, such as MDA
and NRO, also develop capabilities to meet the joint force’s space needs. The S&T community is also
involved in developing capability solutions that could meet warfighter needs. There are different
requirements processes associated with each organization, and CCMDs have access to multiple

68 Cost estimates of different force-design options are considered when SWAC recommends a force design, but a recommended
force design does not have to meet a certain cost target.
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capability solution paths as they articulate and advocate for their capability needs through separate
requirement processes beyond the traditional JCIDS process (as illustrated in Table 2.1).
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Table 2.1. Requirements Processes for Various Acquisition Organizations Involved in Space

Capability Development

Acquisition
Organization

Requirements Processes

CR Document and
Validation Approval

SSC

Major capability acquisition (JCIDS or USSF-internal .
process). .
MTA (no formal process, MTA programs used existing

CSO
Vice Chief of Space
Operations (VCSO)

validated CDDs).
e S&T/Prototyping (no formal requirements process).

Warfighter Council

SDA e The Warfighter Council (comprising CCMDs, services, and JROC

defense agencies) serves as a governance structure for
generating and validating requirements.

o SDA elicits capability needs or desires via interactions with
the warfighting community and develops performance
requirements for concurrence or approval from the
Warfighter Council

e Space RCO BoD

Space RCO i i
p e Space RCO Board of Directors (BoD) assigns a program e USSPACECOM

based on requirements that USSPACECOM validates and
recommends as a priority.

e Requirements may come from CCMDs, capability gap
analysis from Space Security and Defense Program, or
JROC-validated requirements.

DAF RCO e DAF RCO BoD assigns a program to DAF RCO to meet e DAFRCO BoD
short-term operational needs.
R
NRO e |f capabilities are primarily funded by IC, requirements are : |J:> ,O(,: | Deput
developed and validated via the ICCR process. rmapa epu.y
Director of National
e |f capabilities are primarily funded by DoD, requirements Intelligence (PPDNI)
are developed and validated via the JCIDS process.
MDA e Through the Warfighter Involvement Process, ¢ JROC

USSTRATCOM (with inputs from CCMDs, services and
other stakeholders) identifies and prioritizes missile
defense—capability needs.

o MDA develops top-level requirements documents in
coordination with USSTRATCOM, military services, and
other stakeholders.

SOURCES: J8 Force Structure, Resources, and Assessment Directorate, 2021; U.S. Government Accountability Office
(GAO), Missile Defense: Recent Acquisition Policy Changes Balance Risk and Flexibility, but Actions Needed to Refine
Requirements Process, GAO 22-563, November 10, 2021; Deputy Secretary of Defense, “Missile Defense System
Policies and Governance,” Directive-Type Memorandum 20-002 for Chief Management Officer of the Department of
Defense et al., March 13, 2020, change 3, February 23, 2023; Space RCO staff, discussion on capability development
process, 2023; USAF, “Rapid Capabilities Office,” webpage, November 2020.

As we will describe, the CD processes that these organizations follow are not well-coordinated
with S5R. S5R is not responsible for developing requirements for some of the capability solutions
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these organizations are pursuing. However, it is responsible for tracking all space requirements as the
joint integrator and ensuring that the requirements are synchronized across the enterprise.

Multiple Requirements Processes

Historically, the majority of SSC'’s (and formerly Space and Missile Systems Center under the Air
Force) programs have been major capability acquisitions that resulted from the traditional JCIDS
process. In recent years, SSC has been developing capabilities under MTA, which is JCIDS-exempt.
There is no codified requirements process for MTAs in the USSF, and recent MTA programs in SSC
have used requirements documents that were validated through the formal JCIDS process prior to the
standup of the USSF.

SDA, Space RCO, and the DAF Rapid Capabilities Office (RCO) have their own process for
CRD. They do not go through S5R for requirements generation or validation (see Table 2.1).°
Because these organizations are focused on rapidly acquiring space capabilities to respond to near-
term capability needs, their requirement process is also rapid. One important distinction about the
capabilities that these organizations are developing is that these capabilities are viewed as operational
prototypes. For such operational prototypes to become programs of record to provide an enduring
capability, a formal requirements document that goes through the JCIDS process (or a USSF-level
requirements approval process for in-domain space requirements) is needed. Thus, although S5R is
not initially involved in these rapid acquisition organizations’ requirements development process, S5R
may eventually need to generate a formal requirements document for their capabilities to transition.

NRO's space capabilities serve both IC and DoD users. For capabilities that are primarily funded
by the intelligence community, requirements would be developed and validated through the ICCR
process. If the funding is primarily from DoD, the requirements would be developed and validated
following the JCIDS process. MDA develops missile defense sensors that can also meet MW and
space domain awareness capability needs, which are the two mission areas that the USSF has
responsibilities for. S5R’s role in requirements for NRO systems is not clear. Both S5R and S2 are
involved in the ICCR process to represent the DoD equities, though the differences in their R&R are
not clearly articulated in any formal documents.

AFRL and other organizations in the S&T community (e.g., the Defense Advanced Research
Projects Agency) do not have a formal process for identifying requirements for prototypes or
technology demonstration systems they develop, though they could potentially meet warfighter
capability needs. As discussed earlier, a formal requirements document is required for those systems to
transition, and S5R would be responsible for writing the documents for DAF’s space S&T systems.

SAF/SQ’s Role in Synchronization and Integration of CD activities

In its role as DAF's Service Acquisition Executive (SAE) for space, SAF/SQ is responsible for all
space acquisition and programs in DAF. Thus, SSC, SDA, Space RCO, DAF RCO, and AFRL have

% See Deputy Secretary of Defense, 2023.
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PEO and Technology Executive Officer reporting chains to SAF/SQ.” In its role as the Assistant
Secretary of the Air Force for Space Acquisition and Integration, SAF/SQ has the responsibility for
the architecture and technical integration of the acquisition of the space systems and programs of the
armed forces. These responsibilities place SAF/SQ in a position to integrate and coordinate CD
activities across DAF, DoD, and IC.”*

As we mentioned earlier, SAF/SQ’s involvement in the CD process prior to requirements
development is in force design and strategy development. It works closely with SWAC to ensure that
acquisition considerations are included in the force-design analysis because of its responsibility for
architecture. It has a role in strategy development (primarily from an architecture and acquisition
perspective rather than a warfighting perspective) and interacts with S5S. It has minimal interactions
with S5R or other acquisition organizations on requirements development and validation, but as the
chair of SAC, it is involved in allocating requirements to synchronize space CD across DAF, DoD,
and IC.”* For example, SAC allocated requirements for MW/MT to different acquisition
organizations to ensure a unity of effort toward building an architecture that meets the force design.”
The programming directorate within CSRO, S8P, also gets involved in the requirements allocation
from the funding perspective, but S5R has not yet been involved regularly in these conversations.

70 Department of the Air Force, Spring 2023; Space Acquisition and Integration, homepage, U.S. Air Force, undated.

"t Headquarters Air Force Mission Directive (HAFMD) 1-17, Assistant Secretary of the Air Force (Space Acquisition and
Integration, September 30, 2022.

72 The PIC provides recommendations to SAC on requirements allocation. PIC members include SSC, Space RCO, DAF
RCO, SDA, MDA, NRO, and SpOC.

73 Prior to the release of MW/MT force design, SSC, SDA, and MDA were separately developing space capabilities that
contribute to meeting MW/MT requirements, though requirements for their systems were developed using different
requirements processes. See SSC, “New Combined Program Office to Enhance U.S. Ability to Prevail Against Threats in
Space,” media release, September 15, 2022; Courtney Albon, “How Three Space Agencies are Collaborating on Next-Gen
Missile Warning,” C4AISRNET, webpage, April 28, 2023.
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Chapter 3

Approaches for Improving U.S. Space
Force Capability Requirements
Development

The state of USSF CD and its associated challenges (explored in Chapter 2) provide a foundation
for exploring potential approaches to improve USSF CRD in terms of its cohesion, integration,
coordination, and efficiency. In this chapter, we focus on two approaches: maturity modeling and
discipline integration. We begin with an overview of these two approaches. For each, we expound on a
set of dimensions that can be used to benchmark the recent state of USSF CRD and explore
improvements to USSF CRD cohesion, integration, coordination, and efficiency.”* We conclude this
chapter with a brief review of the relevant CD and CRD practices that are used by other military
services and may also support these objectives.

Maturity Modeling

As noted in Chapter 2, our stakeholder discussions highlighted the connections between the
USSF’s recent CRD efforts and challenges related to the recent history of the USSF-wide
organizational structure as it became a service. For this reason, we posited that the literature on
organizational maturity could reveal ways to improve USSF CRD. More specifically, we sought to
develop a model for the organizational maturity of CRD. Many organizations use such maturity
models to support recommendations for improvements, e.g., making organizational design decisions
and enabling positive outcomes for business and talent management,” benchmarking digital
capabilities relative to peers and providing a roadmap for digital transformation,” and assessing
process or systems engineering maturity to enhance organizational effectiveness.”” Maturity modeling
has been shown to have utility for organizational assessment, goal-setting, and building a common

7% As in Chapter 2, these insights we present in this chapter are based on discussions and policy review conducted between
October 2022 and May 2023. We provide a summary of significant updates that have occurred since we completed our analysis
in Chapter 5.

75 See Laurie Barnett and David Mallon, Maturity Matters: Build Business Impact, Deloitte, April 12, 2016.

76 See Michael Grebe, Michael Riiimann, Michael Leyh, Marc Roman Frank, and Wendy Anderson, “The Leaders’ Path to
Digital Value,” webpage, BCG, June 21, 2021; Deloitte, “Digital Maturity Model: Achieving Digital Maturity to Drive Growth,”
February 2018.

77 Capability Maturity Model Integration (CMMI) Product Team, CMMI for Development, Version 1.3, Software Engineering
Institute, Carnegie Mellon University, CMU/SEI-2010-TR-033, November 2010; Mark Sampson and Troy Peterson,
“INCOSE MBSE Workshop Kickoff,” paper presented at the INCOSE International Workshop 2023, Torrance, Calif,, 2023.
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language for improvement among multiple stakeholders in a variety of domains. For these reasons,
they have been used in prior analysis throughout the federal government. However, maturity models
have some limitations. Some critiques include the perception of maturity models being bureaucratic,
costly, or time-consuming to implement to the fullest extent, as being just one part of a maturity
improvement plan, and as often needing to be selected or tailored to align with organizational goals.”
The two maturity models that most directly informed the maturity models presented in this report are
the Federal Government Data Maturity Model and the Social Security Administration’s Advanced
Analytics Capability Maturity Model,” which focus on the organizational use of data and analytics.
These maturity models and how we tailor them are described in Appendix B.

A maturity model is often shown as a matrix in which the rows represent dimensions of
organizational maturity in a specific area, and the columns provide for increasing levels of maturity.*
The intersecting cells of the rows and columns describe the outcomes or activities that are enabled at
each level of maturity for that dimension. Maturity models are often used to benchmark recent
practices and develop a roadmap to improve capabilities.*® Models with multiple dimensions allow an
organization to consider how each dimension might enhance or detract from the organization’s ability
to execute its mission. Once an organization benchmarks itself on the maturity model, it can then
chart a pathway from its recent state to the desired maturity level in both the short term and long
term.

Maturity models help an organization determine its desired maturity level as informed by the desired
outcomes. Although higher maturity is theoretically preferred for organizations, such improvements
can be resource-intensive or otherwise costly to implement at the highest level. For example,
institutionalizing continuous improvement processes requires time, effort, and resources beyond
simply executing those processes. In a resource-constrained environment, maturity goals must be
balanced with the resources available. This means that incremental improvement to maturity is
appropriate as a near-term goal with the highest maturity level appropriate as a long-term goal, when
considered alongside other organizational goals and constraints.

Capability Requirements Development Maturity Model
We developed a CRD maturity model that could be flexibly adapted to improve USSF CRD in

terms of its cohesion, integration, coordination, and efficiency (shown in Table 3.1). We defined
maturity levels using the characteristics of organizational processes. We then developed maturity-
model entries by using elements of existing maturity models that were aligned with the dimensions

78 Van Looy, 2021; Rosenstock, Johnston, and Anderson, 2020; Van Looy, De Backer, and Poels, 2011.

79 Data Cabinet, The Federal Government Data Maturity Model, National Technical Information Service, undated; cited in
Jeffrey A. Drezner, Jon Schmid, Justin Grana, Megan McKernan, and Mark Ashby, Benchmarking Data Use and Analytics in
Large, Complex Private-Sector Organizations: Implications for Department of Defense Acquisition, RAND Corporation, RR-A225-1,
2020, p. 11; Social Security Administration, Analytics Center of Excellence, Advanced Analytics Capability Maturity Model
(A’CM?), briefing slides, February 6, 2020.

8 For example, the Carnegie Mellon University Software Engineering Institute’s Capability Maturity Model includes five levels
of maturity (initial, managed, defined, quantitatively managed, and optimizing) applied across multiple process dimensions; see
Capability Maturity Model Integration Product Team, 2010.

81 See Drezner et al., 2020.
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relevant to USSF CRD and then tailoring these to the DoD context. Further details on these
methods, as well as examples of how the maturity model can be used, are available in Appendix B. The
model considers CSRO and S5R as data- and information-centric organizations and primarily focuses
on CRD outcomes, with elements of the activities and processes in place at each maturity level.

As further described in Appendix B, we chose the following five dimensions, which together
provide a holistic view of the guidance for and implementation of CRD:

o  Vision: The articulation of a desired future state, a plan of action to achieve a vision, and
metrics to evaluate progress toward the vision by providing coherence and coordination
throughout the organization.

® R&R: Local and organizational responsibilities, including leadership and stewardship of
organizational resources.

® Processes: How tasks are accomplished and documented, in practice and conceptually.

e Digital Transformation: Digitization of data and information to accelerate existing processes
and enable new capabilities. This dimension emphasizes information governance and
management to ensure information quality and accessibility.

e  Workforce: The people who execute a mission and the infrastructure to support workforce
development and career pathways.

The model defines five maturity levels for assessing the organizational dimensions: (1) not
addressed, (2) ad hoc or incomplete, (3) documented and complete, (4) consistently monitored, and
(5) continuous improvement. Lower maturity levels describe CRD dimensions that do not exist or that
exist in an incomplete manner. These levels risk enterprise fragmentation, duplication of effort, and
not using the best available data. Higher maturity levels describe CRD dimensions that are
institutionalized in organizational processes in a consistent way and designed to enable continuous
adaptation and flexible operation.*®

82 Defined in this way, higher maturity is aligned with the stated goals of USSF force development activities to mitigate
operational risk by “adapting our processes, equipment, and thinking to account for projected operational challenges” (Chance
Saltzman, “CSO Notice to Guardians (C-NOTE #21),” December 1, 2023).
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Table 3.1. Capability Requirements Development Maturity Model

Level 1: Level 2: Level 3: Level 4: Level 5:
Dimension Not Addressed Ad Hoc or Incomplete = Documented and Complete Consistently Monitored  Continuously Improved
Vision There is no CRD vision. CRD vision is defined for CRD vision is formally defined CRD vision is monitored CRD vision and its
parts of the enterprise or for the enterprise. for implementation and  implementation are
specific programs. alignment within the continuously reviewed for
space enterprise improvement.

throughout life cycles.

R&R R&R for CRD do not CRD R&R are not formally CRD R&R are formally defined CRD R&R are monitored CRD R&R are continuously
exist. defined, are taken up on and coordinated with and enforced for adapted based on
an ad hoc basis, and are intersecting stakeholders execution across the enterprise-wide strategy
implemented throughout and outside the enterprise. and performance.
inconsistently. enterprise.
Processes CRD processes are not  CRD processes are ad CRD processes are defined CRD processes include  CRD processes are
native to the enterprise. hoc and inconsistent and align with CRD R&R standardized feedback  regularly reviewed and
across the enterprise and across the enterprise. mechanisms and aligned to evolving
over time. performance measures.  enterprise needs.
Digital Information governance |IGIM structures are An information governance Information governance |IGIM activities are
transformation structures do not exist inconsistent and structure exists for CRD data is monitored and continuously adapted
for CRD, and information uncoordinated, across the enterprise, and enforced across the based on an enterprise-
does not flow or flows information flows information is integrated enterprise. Information wide vision. Additional
inconsistently. The manually in response to  using semiautomated flows automatically, in techniques and methods
ability to get definitive requests, and answers to processes. Definitive answers real time, and is are continuously
answers does not exist. queries require manual  are delivered in standard customizable to meet considered to improve
processing. formats and are easily needs. users’ data capabilities.
tailored.
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Level 1: Level 2: Level 3: Level 4: Level 5:

Dimension Not Addressed Ad Hoc or Incomplete = Documented and Complete Consistently Monitored  Continuously Improved
Workforce CRD is an additional CRD is a primary duty CRD is a primary duty among CRD professionals follow Professional development
duty assigned to among qualified qualified personnel, and CRD career pathways with opportunities and career
personnel with other personnel, or limited professionals engage in professional pathways are regularly
priority duties, or professional professional development development reviewed and refreshed to
personnel with assigned development that is standardized and opportunities tailored to  maintain relevance and
CRD duties are self- opportunities are offered tailored to the enterprise. each career stage. currency.
reliant for professional  to personnel assigned
development. CRD responsibilities.

NOTE: Information governance refers to the strategy, policies, and processes that an organization establishes to control, monitor, and maintain its information
assets. Information management is the tactical process that focuses on related day-to-day operations and activities. See Appendix C.
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USSF CRD Challenges Aligned to Maturity Model
The USSEF is experiencing a multitude of challenges during CRD, as described in Chapter 2. This

section provides a summary of those challenges and aligns those challenges to maturity levels in the
model (shown in Table 3.1).

Through analysis of policy materials and discussions with stakeholders, we found that the USSF
lacks a comprehensive, enterprise-wide CRD vision; consequently, the USSF does not have the
linkages and goals needed to guide R&R, processes, digital transformation, and workforce needs. Parts
of that vision exist in CRD IPT and Joint Integrator briefings, the JSRIC charter and memorandum
of agreement, and other materials. Thus, we have assessed the USSF CRD vision to be ad hoc or
incomplete, aligning with Level 2 of the maturity model (CRD vision is defined for parts of the
enterprise or specific programs).

There has been a lack of clarity on space CRD R&R because of numerous organizational and
policy changes since the standup of the USSF. As part of this new USSF, some newer or redefined
roles (e.g., force design, space architecture, the joint integrator function) needed to be integrated into
legacy functions and processes, which caused some confusion among the workforce as R&R among
offices are formally defined and delineated. Furthermore, as the USSF began to view space in terms of
mission-based capabilities through an enterprise view, the CRD function also moved from the field to
an HQ function. The DoD acquisition community has also undergone a variety of changes over the
past few years. The aim of these changes was to include additional paths, as defined by Congress,
through the AAF, as well as a renewed focus on prototyping and S&T. Thus, we have assessed USSF
CRD R&R as ad hoc or incomplete, aligning with Level 2 of the maturity model (CRD R&R are not
formally defined, are taken up on an ad hoc basis by situation, and are implemented inconsistently).

Our stakeholder discussions suggest that the USSF CRD process has some inefficiencies:
Stakeholders value agility but seek structure, and there is no consensus on the desired level of process
formality. The process that a CR may take is now multidimensional and based on a variety of factors,
including acquisition type, whether the CR is joint or USSF-only, what organization has
responsibility for acquiring the capability, and whether the CR was created in a legacy process. In
other words, the AAF pathway during acquisition may ultimately determine what the CRD process
looks like for a given CR. JCIDS provides the formal process for joint CRs, as well as some established
mechanisms for non-JCIDs acquisitions granted through statute or policy. However, the more-
detailed processes to develop capability requirements documents are not documented and, as a result,
applied in an ad hoc manner. Thus, we have assessed USSF CRD process to be mostly ad hoc or
incomplete, aligning with Level 2 of the maturity model (CRD processes are ad hoc and inconsistent
across the enterprise and over time).

The USSF was “born digital” and, therefore, has been going through the digital transformation
that CRD is a part of. USSF CRD stakeholders articulated some potential benefits of digital CRD;
however, the recent structured information environment needed to achieve the USSF’s digital
vision is not mature, causing limited visibility into all space CRs. Despite the push for more digital
flows of information, information still flows manually using ad hoc distribution channels, DE efforts,
and nonstandard formats. CRD information is also classified at several levels with special accesses,
which complicates this digital transformation. Governance for this information has not been
established. Thus, we have assessed USSF CRD digital transformation to be mostly ad hoc or
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incomplete, aligning with Level 2 of the maturity model (information governance and management
structures are inconsistent and uncoordinated, information flows manually in response to requests,
and answers to queries require manual processing). However, the lack of information governance is
not addressed, aligning with Level 1.

The previously defined structural changes within USSF CRD organizations have resulted in
several potential workforce imbalances because the USSF HQ CRD function now has greater
responsibilities with fewer certified staff and subject-matter expertise than prior to the USSF’s
inception. Our discussions specifically highlighted concerns about the high demand for requirements
expertise in S5R and the limited pipeline of USSF staff who can fill those positions as S5R staff begins
to rotate to new positions. In fact, this imbalance may be a legacy of staffing and training shortfalls for
this type of expertise in the USAF.*> Although performing a workforce analysis was outside the scope
of this research, it was clear from stakeholder discussions that the USSF CRD community has an
unsustainable workload, and subject-matter expertise remains in the operational community along
with institutional CRD knowledge. Similarly, the demand for DE skills appears to exceed supply,
which is a workforce planning challenge. However, a workforce analysis is needed to determine the

maturity of the USSF CRD workforce.

Improvements to USSF CRD Maturity

Although the previous section aligns USSF CRD challenges to the maturity levels in our model,
the CRD maturity model may also be used to guide recommended organizational improvements.
Table 3.2 provides a summary of potential CRD improvements aligned to each maturity dimension. It
further summarizes for each dimension: the challenges described in Chapter 2, their alignment with a
specific maturity level, and the resulting maturity level if such improvements were completed.

As shown in the table, the maturity dimensions for vision, R&R, and process align most closely
with maturity Level 2 (ad hoc and incomplete). Organizational changes that could increase the
maturity of these dimensions to Level 3 (documented and complete) would improve cohesion,
coordination, and efficiency. Although dimensions of high maturity could further these goals, they
may require longer time frames and a higher level of resourcing (at least initially) that are likely less
feasible given the recent CSRO (as the CRD lead) budget. Therefore, we propose potential
improvements that the USSF can feasibly implement in the short term, including specific
improvements for roles, responsibilities, and process discussed later in this chapter.

8 Recent RAND Project AIR FORCE (PAF) research found that the USAF is as much as 40 percent undermanned in terms of
systems engineers and lacks training on how to use systems engineering tools to develop requirements. See Lauren A. Mayer,
William Shelton, Christian Johnson, Daniel Adducchio, Raza Khan, Suzanne Genc, Danielle C. Tarraf, and Nahom M. Beyene,
Improving the Technical Requirements Development Process for Weapon Systems, RAND Corporation, RR-A997-1, 2022.
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Table 3.2. Capabilities Requirements Development Challenges and Potential Improvements Aligned to Maturity Dimensions

Maturity Level

Maturity Recent State Resulting from

Dimension Key Challenge Maturity Level Potential Improvement Improvement

Vision The USSF lacks a comprehensive, enterprise-wide Ad hoc or Develop and promulgate an enterprise-wide Documented and
CRD vision because the recent CRD vision is incomplete USSF CRD vision tailored to the nuances of  complete
dispersed among various unofficial materials. space and codified in policy and guidance.

Focus areas could include R&R, processes,
transition to a digital information
environment, and workforce needs.

R&R There is a lack of clarity on space CRD R&R Ad hoc or CSRO takes the lead on delineating R&R for  Documented and
because of numerous organizational and policy incomplete USSF CRD efforts. complete
changes since the standup of the USSF.

Process Stakeholder discussions suggest that the formality Ad hoc or To guide workforce, CSRO defines flexible Documented and
of the USSF process varies by acquisition type: incomplete CRD document development process(es) that complete
Some CRD process inefficiencies exist, align with CRD R&R.
stakeholders value agility but seek structure, and
there is no consensus on desired process
formality.

Digital The recent structured information environmentis  Mostly ad doc or  Define CSRO’s vision for digital CRD and the Ad hoc or

transformation

Workforce

immature, which causes limited visibility into space
CRs.

USSF CRD structural changes resulted in several
potential workforce imbalances because the USSF
HQ CRD function now has greater responsibilities
with fewer certified staff and subject-matter
experts, including requirements expertise, prior to
the USSF’s inception.

incomplete; some
areas may not be
addressed

Further analysis
necessary to
determine maturity

USSF to ensure that resources are available
for CSRO to execute vision (including
governance, workforce, and resources to
incorporate DE at scale).

Perform a workforce analysis to “right-size”
the CSRO CRD workforce to recent and
newer R&Rs and to ensure that staff have
access to needed certifications as soon as

possible.

incomplete level

Further analysis
necessary

NOTE: Chapter 4 focuses on the digital transformation dimension in more detail and includes a separate roadmap for DE maturity.
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Exploring improvements that mature digital transformation and workforce dimensions requires a
different approach. The challenges identified on these maturity dimensions for CRD are mostly
outside CSRO's control. First, increasing maturity for USSF CRD digital transformation is limited by
the broader USSF DE maturity, which is discussed further in Chapter 4. However, CSRO can inform
how the USSF incorporates the CRD use case into the broader DE vision. By doing so, the CRD
digital transformation dimension would be able to fully reach Level 2 (ad hoc or incomplete). At the
same time, the maturity of the CRD workforce remains unknown. Improvements cannot be explored
without further analysis to assess its maturity and needs.

Discipline Integration

In addition to organizational maturity, we also explored systems engineering approaches for
discipline integration. Early systems engineering focuses on defining the operational need, which is
articulated in a set of requirements, and may be broadly assumed to parallel the goals and activities of
CRD.* Indeed, many CRD activities are briefly covered in recently released DoD systems engineering
guidance.” The broader systems engineering literature provides guidance on how to articulate and
elicit operational need and develop associated requirements.* Most guidance focuses on the technical
or physical aspects of the system design—Ilikely because physics and technical feasibility dictate how a
system is designed. However, as the field evolves and matures, more attention is being given to the
social aspects of system design. That is, there is an emerging recognition that the organizational
structure, information flow, and relevant policy and law also influence a system’s design.*” Just as we
might look to systems engineering literature to inform technical improvements in acquisition, we can
use this literature to identify opportunities for improvement in social practices as well.

Since 2010, the National Aeronautics and Space Administration (NASA) has collaborated with a
large and diverse set of systems engineering experts through its Systems Engineering Research
Consortium to define comprehensive guidance of systems engineering and how to apply that guidance
to design elegant systems. As part of this effort, the consortium defined an often-overlooked aspect of
systems engineering—discipline integration—or how information, knowledge, priorities, and culture

8 As discussed in Chapter 1, CRD translates operational needs into the capabilities required for a materiel solution. Early
systems engineering covers these activities. For example, see National Research Council, Pre-Milestone A and Early-Phase Systems
Engineering: A Retrospective Review and Benefits for Future Air Force Systems Acquisition, National Academies Press, 2008;
Matthew Cilli, Gregory S. Parnell, Robert Cloutier, and Teresa Zigh, “A Systems Engineering Perspective on the Revised
Defense Acquisition System,” Systems Engineering, Vol. 18, No. 6, 2015.

8 Office of the Deputy Director for Engineering, Engineering of Defense Systems Guidebook, Office of the Under Secretary of
Defense for Research and Engineering, February 2022.

8 For example, see International Council on Systems Engineering, Systems Engineering Handbook: A Guide for System Life Cycle
Processes and Activities, 4th ed., John Wiley and Sons, 2015; and NASA, NASA Systems Engineering Handbook, SP-2016-6105,
2020.

8 M. D. Watson, B. L. Mesmer, and P. A. Farrington, Engineering Elegant Systems: The Practice of Systems Engineering, National
Aeronautics and Space Administration, NASA/TP-20205003646, June 2020. This builds on the concept initially proposed by
Melvin Conway in which the design of a system “mirrors” the design of the planning organization. See Melvin Conway, “How Do
Committees Invent?” Datamation, Vol. 14, No. 4, 1968; Lyra J. Colfer, and Carliss Y. Baldwin, “The Mirroring Hypothesis:
Theory, Evidence, and Exceptions,” Industrial and Corporate Change, Vol. 25, No. 5, 2016; and Ademir Vrolijk and Zoe
Szajnfarber, “When Policy Structures Technology: Balancing Upfront Decomposition and in-Process Coordination in Europe’s
Decentralized Space Technology Ecosystem,” Acta Astronautica, Vol. 106, January—February 2015.
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from each relevant discipline (or organizational division) are integrated to design a system.* Watson,
Mesmer, and Farrington attest that, “Some aspects of the system design reside more in the
organization than in the physical/logical design. The information flow through the organization and
organizational structure is crucial to the development of an elegant system, as it deals with the
integration of the disciplines that develop or operate the system.”®

Our maturity modeling suggests that increasing the organization maturity of CRD may improve
cohesion, integration, coordination, and efficiency. The literature on discipline integration may
provide additional insight into the dimensions of roles, responsibilities, and process. Although the
disciplines described by Watson, Mesmer, and Farrington include those that design, manufacture, and
operate the system, we extend this concept to multiple stakeholders or communities having a range of
technical and nontechnical information and knowledge relevant to CD. In the early stages of systems
engineering, the disciplines influencing the development of a capability most obviously include the
requirements, operations, warfighter, and joint communities. However, the acquisition, S&T, and
intelligence communities often also play a substantial role. Effective CRD requires integration across
all of these disciplines.

Dimensions of Discipline Integration

The manner in which disciplines are integrated is primarily governed by the interaction of
organizational units that represent those disciplines. This interaction is heavily influenced by an
organization’s structure and activities—its R&R, processes, and information flow. Accordingly,
Watson, Mesmer, and Farrington argue that an organization’s structure can be designed to create
effective and efficient discipline integration. The NASA Consortium highlights five functions of
discipline integration that can be embedded in organizational structure and process,” as summarized

in Table 3.3.

8 A discipline is defined both as a field of knowledge or study and as a social construct based on the organization of people
sharing in study, knowledge, or practice (adapted from various definitions compiled in Bjérn Hammarfelt, “Discipline,”
Encyclopedia of Knowledge Organization, Vol. 47, No. 3, 2020).

89 Watson, Mesmer, and Farrington, 2020, p. 4.

90 Woatson, Mesmer, and Farrington, 2020.
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Table 3.3. Functions of Discipline Integration

Function Description
Discipline information Pathways and translation of information as it flows through an organization’s
flow disciplines

Opportunity structures Opportunities for disciplines to mature ideas and resolve questions prior to formal
decisionmaking

Decision structure Formal mechanisms for CR decisions involving knowledgeable stakeholders
Reconsideration Opportunities to mitigate disagreements on CR decisions

structure

Organizational margin Identification of margin (e.g., difference between threshold and objective goals) for

each discipline

The flow of discipline information is at the center of discipline integration. As information about
the capability passes between disciplines, it is filtered and changed. Relationships that are established
by an organization’s structure and processes form the means by which information flows. Effective
discipline integration requires that these relationships are understood and that gaps, bottlenecks, and
redundancies in this flow are mitigated with organizational structure and process changes. Such
mechanisms tend to take one of three forms.

First, opportunity structures, such as informal status meetings and working groups, provide
occasions for disciplines to share new ideas with one another, gain feedback and improve or abandon
them. The forum is not meant for formal decisionmaking, and instead aims to advance ideas,
encourage negotiation, and establish situation awareness, in part to minimize misinterpretation,
surprises, and disagreements during decisionmaking.

Second, decision structures (such as decision boards) are formal mechanisms that aim, in part, to
ensure high-quality decisionmaking—i.e., decisions made by knowledgeable individuals who have
proper information and use the appropriate objectives. High-quality decisionmaking requires ideas to
have been previously explored through opportunity structures. The outcome of decision structures is a
filtering of ideas to a single or subset of options, and, therefore, idea exploration should occur in
previous phases of information flow.

Third, if there are challenges to a decision, reconsideration paths provide means for an appeal to a
neutral party or organization to balance the objectives. Without such paths, organizational units may
attempt to bypass certain decisionmaking steps or create impasses.

Impasses are less likely to occur when there is an organizational role that is neutral or that can
balance the various objectives of the disciplines. The neutral party can participate in unbiased
information sharing with the disciplines to identify any margins in the information they provide.
Disciplines may approach information sharing as a form of negotiation, with initial discussions that
state their objective at or above what they are ultimately willing to accept. Identifying this
conservatism across disciplines, as well as the minimally accepted option, can reduce the possibility of
an impasse or significant opposition during decisionmaking.
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Challenges with Discipline Integration in USSF CRD

Our identification of the recent state of USSF CD highlights a number of challenges that the
organizational structure, R&R, and processes pose to effective discipline integration. First, given the
limited structure provided, the flow of CD information tends to be determined by relationships and
personalities as much as by deliberate organizational structures. Second, there are multiple sources of
domain information.”* The FLDCOMs, CCMDs, and the other services provide strategic and tactical
operational information. SSC, along with industry (via market research), and CAPE provide
acquisition information. In contrast, SWAC and S5R provide functional information (in the form of
expertise) in force-design analysis and CRD, respectively. The two organizations also serve as
integrators of domain information. Information tends to flow in an iterative manner among all these
organizations or disciplines (e.g., requirements, operations, warfighter, and joint communities). Third,
no common picture has been identified of how information does or should flow. The USSF attempts
thus far have not succeeded, and our analyses could identify only high-level concepts or fragmented
detailed flows for specific capabilities.”> Although S5R’s IPT's provided for some initial coordination
within a mission area, no comprehensive coordinating mechanism exists.

Together with the necessary complexities of the USSF at large, this ad hoc information flow has
resulted in a number of additional challenges. SWAC, S5R, and S8P have overlap in the
organizations from whom they collect information and the content of that information. As a result,
several of these organizations may be providing similar information multiple times to different CD
information integrators. Opportunities for stakeholders to mature ideas, build consensus, and resolve
questions ahead of formal CRD decisions (e.g., JSRIC) are not formally defined, which leads to ad hoc
coordination between S5R and individual organizations. As described in Chapter 2, our stakeholder
discussions indicate that this coordination tends to naturally align with three separate phases of CRD:
developing an integrated capabilities list, developing prioritized CRs, and writing those requirements
into the appropriate document for approval and coordination. As a result, iteration on requirements is
more common, and consensus among all stakeholders may be more difficult to achieve.

As the joint integrator of space requirements, S5R (and the USSF more generally) play more than
just the role of coordinator. As it prioritizes and integrates requirements, it is also balancing the
capability objectives between (1) different USSF stakeholders (e.g., acquisition, operational) and (2)
internal USSF and external (e.g.,, CCMDs) stakeholders. Situated in headquarters, S5R can play the
role of honest broker across USSF stakeholders. However, its placement within the USSF makes it
harder to act as the honest broker between internal and external stakeholders. The latter may lead to
unresolved disagreements, or to a lack of clarity among stakeholders about S5R’s rationale for the final
requirements document submitted for validation. In this case, CRD stakeholders from outside the
USSF have no recourse other than raising their concern up their chain of command. These
circumstances are known to cause ambivalence and may be one reason why S5R experiences difficulty

9L We refer to two types of expertise and information. Domain expertise or information refers to insights and experiences in a
specific topical area, such as operations or acquisition. Functional expertise or information refers to skills-based knowledge, such as
modeling and simulation or requirements analysis.

%2 For example, our qualitative analysis of stakeholder discussions revealed how capability information about military SATCOM
flowed through some organizations. However, we found that the many disparate changes to organizational R&R that occurred
during the standup of the USSF created barriers to obtaining a complete information flow.
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collaborating with the other services and CCMDs when developing CRs. As the joint space integrator
situated within a service, S5R must represent both USSF and joint interests when writing joint
requirements documents. Although its separation from S8 budgeting functions provides for some
independence,” the conflict of interest it presents may have repercussions with CRD stakeholders
outside the USSF. The other services may not see S5R as a neutral party in CRD and, therefore, may
hold close any available margin for negotiation.

S5R’s role as CRD lead also requires it to have broad knowledge across all the CRD disciplines
(e.g., operational, acquisition, force design), as well as requirements expertise, as opposed to the deep
operational expertise necessary to contextualize on-the-ground operator perspectives. Furthermore, its
placement in USSF headquarters creates both physical and informational distance from operational
realities. Although S5R is rapidly building its operational expertise, it still relies heavily on SpOC to
supplement its knowledge. The USSF’s choice to place CRD responsibilities with S5R rather than an
operational command improves the requirements developer’s ability to balance various USSF
objectives (e.g., operational versus acquisition), but at the expense of efficiency. Operational
information flows to inform CRD are indirect and likely increase the need for iteration.

Effective Discipline Integration for USSF CRD

As discussed in Chapter 2, USSF CRD challenges reveal the need for better cohesion, integration,
coordination, and efficiency. Table 3.4 provides an overview of how the five functions of discipline
integration can be used to support these goals. We note that many of these improvements align with
the maturity model dimensions of roles, responsibilities, and process discussed previously in this
chapter and could be used to guide increases toward CRD maturity goals.

%% The requirements developed by S5R are meant to represent mission needs and urgency and answer a separate question than
those tasked to S8P in terms of resource prioritization, which focuses on when and how the USSF pays for what it needs (see
Figure 1.1). Initially, separating the tasks of requirements and resourcing provides the opportunity for the requirements and
operational community to first focus on what to do as opposed to how to do it. Ultimately, however, the USSF will need to have
more collaboration between S5R for requirements and S8 for resources for those requirements to ensure that affordability and
other related resource concerns are factored in when discussing requirements in the earlier stages.
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Table 3.4. Alignment of Discipline Integration Functions with Potential Capabilities

Requirements Development Improvements

Function

Potential CRD Improvement

Discipline
information flow

Opportunity
structures

Decision
structure

Reconsideration
structure

Organizational
margin

Define a flexible CRD process that provides a high-level roadmap for how information
should flow among stakeholders and how that information should be transformed at
each process step.

Develop a CRD process that prioritizes efficiency by ensuring information flows use the
most direct route to the integrator.

Identify R&R for the CRD process, but allow assignment of the roles to change according
to the needs of each unique CRD effort.

Include a process-planning phase that assigns roles and defines the opportunity,
decision, and reconsideration structures to be used.

Define opportunities to coordinate the collection of information and feedback on
proposed CRD decisions. Use these opportunities to build consensus and negotiate
points of disagreement.

Ensure the inclusion of opportunities to integrate information from all relevant
stakeholders, including USSF operational, acquisition, and budgeting perspectives, as
well as joint, CCMD, and services perspectives as relevant.

Identify the primary decisions that are needed to develop a CRs document.

Define the structure in which these decisions will be made.

Ensure that decisions are made by stakeholders possessing the proper expertise to
make a high-quality decision.

Include paths that allow for CRD decisions to be reconsidered before the document is
finalized.

Recognize and manage conflicts of interest inherent in USSF CRD by establishing an
objective CRD process that receives buy-in from all relevant stakeholders and allows the
process led to execute it as a neutral party.

Idealized U.S. Space Force Capability Requirements Development Process

To elaborate on the ideas put forth in Table 3.4, we developed an idealized process that could be

used to operationalize them (see Figure 3.1). The process integrates the ideas from discipline

integration with the CRD-related tasks managed by S5R, as discussed in Chapter 2. The figure

defines five process roles (rows) and five process stages (columns). The process steps (shown in white

text boxes) are aligned to these columns and roles with arrows directing the flow of information. We

indicate the various stakeholders assigned to each row as follows:

e  Requirements sponsor/CRD process lead: S5R assumes responsibility for overseeing and

coordinating process planning and execution. In this role, it brings its functional requirements

expertise to ensure the accuracy, traceability, and appropriateness of the requirements that

result in the document. As the process lead, it ensures objectivity and appropriate stakeholder

representation.

o Capability lead: The capability lead provides operational expertise to CRD. For most
capabilities, SpOC assumes the operational role, with the potential for STARCOM to take its

place when developing training capabilities. Given that a number of force designs are not yet
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completed, SWAC may need to play a supporting role to SpOC in the short term to provide
force-design inputs to SpOC. This will also ensure that forthcoming force designs align with
previously developed CRs.
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Figure 3.1. Alignment of Discipline Integration Functions with Potential Improvements to the U.S. Space Force Capabilities
Requirements Development Process
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® CRD process lead establishes criteria for entry into process (e.g., solution pathway review, completed force design).

¢ SWAC and S8 inform the process plan to allow for efficient coordination of (updated) force design, AoA, and PPBE processes.

9 This step includes coordinating opportunities to manage decisionmaking, mature ideas, receive feedback, resolve questions, and mitigate disagreements.

¢ Inputs to CRD process include (but are not limited to) updated force design, AoA, PPBE, informal communications, updated intelligence, other capability analyses
and products. Timing of inputs and feedback may be recursive, but the collection of each should be distinct.
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CRD team: The core members that compose the remaining CRD team include SSC to
provide acquisition expertise, STARCOM to inform training needs, S8 to provide situational
awareness of budgeting priorities, and the relevant CCMDs to provide the warfighter
perspective (e.g., on need or effectiveness of relevant enduring capabilities). For joint-interest
capabilities, or those with equities for IC, relevant services or IC components would also be
included. As a whole, the CRD team, including the capability leads and requirements sponsor,
ensures that the CRD process and its implementation accounts for all relevant information
and balances the many different community priorities represented by the CRD effort.
Oversight: As oversight bodies, CSO and the Joint Staff (for joint efforts) ensure that the
USSF and joint force vision, warfighting priorities, and strategic guidance are represented in
CRs and that requirements are properly documented according to policy.

Other stakeholders: Depending on the CRD effort, additional stakeholders may be invited or
required to provide informational inputs or feedback at various times during the process.
These may include DoD rapid acquisition organizations and stakeholders from the
intelligence, S&T, or OSD community. Their participation can ensure that a wide variety of
goals are met, including efficient requirements integration with up-to-date information and
accurate interpretation of informational inputs from other stakeholders.

Stakeholders participate in activities during the following five CRD phases:

Enter process and identify the team: The CRD process lead initiates the process by verifying that
a set of criteria has been met (e.g,, solution pathway review, force design) and identifies the
capability leads and CRD team that will participate in the unique CRD effort.

Plan the process: The core CRD team (S5R, SpOC, and SWAC) meets to determine the scope
of the effort, other stakeholders who should be on the CRD team, and a CRD plan that
includes timelines that account for important CRD information, such as updated force
designs, AoAs, and budgeting updates. S5R decides the types of structures needed for
decisionmaking, coordination, and resolution of questions or disagreements. The new CRD
team provides feedback on the plan and structure, with S5R working to build consensus and
ensure stakeholder buy-in.

Develop integrated capabilities list: S5R leads the effort to collect all relevant capability
information (e.g., from CCMDs, SpOC, and other services) and integrate it into a single
integrated capabilities list. This integration ensures that the capabilities (1) are streamlined to
deconflict and remove duplicates from different stakeholder capabilities, (2) account for any
relevant acquisition or budget information, (3) are not duplicative of other USSF-wide efforts,
and (4) align with up-to-date intelligence and S&T information.

Develop prioritized CRs: S5R collects information to determine relevant USSF-wide, joint,
CCMD, and other services priorities. This prioritization and the integrated capabilities list
are provided to SpOC as the capability lead, who develops the down-selected set of prioritized
requirements. Although S5R is involved in this step, SpOC assumes lead responsibility
because of its operational expertise. With S5R’s help as the process lead, SpOC solicits and

integrates feedback from all stakeholders and oversight organizations.
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o Document prioritized CRs: S5R uses its functional requirements expertise to write the CRs
document based on the draft CRs and solicits and integrates feedback from the CRD team
and oversight organizations.

The idealized CRD process presented here provides one way to efficiently and flexibly develop a
CRs document that integrates all relevant information and perspectives. Other processes are possible
and may better suit the needs of the USSF.* For example, as S5R matures its operational expertise,
the need for a capability lead may be less important (i.e,, SpOC and SWAC would still be members of
the CRD team, providing input and feedback for CRD but would not have other R&R, as described
in the idealized process above). The process presented also does not provide specifics on the scope of
each CRD effort (e.g., mission versus system level). S5R experimented with a mission area-based
requirements construct, but it required changes to JCIDS. However, there may be a new window of
opportunity as the USSF prototypes new mission-centered efforts.” Irrespective of the specifics of
such a process, a key to its ultimate efficiency and speed is the planning phase in which stakeholders
gain situational awareness and their buy-in is obtained.

Capability Requirements Development Practices from the Other
Services

The USAF, the U.S. Army, and DoN have a much longer history of developing capabilities than
the USSF, which suggests that a review of their practices could inform improvements to USSF CRD.
Given resource constraints, we reviewed available unclassified policy guidance and held structured
discussions with RAND subject-matter experts, which allowed us to identify the commonalities and
themes described in this section. Without holding discussions with the other services, we could not
assess the relative strengths and weaknesses of these practices or examine their implementation in
detail. However, insights from this review may be useful for the USSF as it evolves its CRD processes.

Opverall, we found that each service has a formal policy and varying levels of guidance for the
broader activities of CD but few details providing direction or a vision for CRD. The Army tends to
provide the most CRD guidance in addition to its CD regulation.”® Given that the Navy's
organizational structure tightly couples CD with other processes, CD is broadly covered in its
instruction regarding the Defense Acquisition System and AAF.” The U.S. Marine Corps has also
embedded CD within other processes.” The USAF has both policies and a multivolume guidebook to

%% Process execution may look somewhat different for existing versus new capabilities. For example, new capabilities would
require more involvement from the S&T community, although developing capability requirements for existing capabilities would
rely more heavily on operational inputs from the CCMDs.

% See Chance Saltzman, “CSO Notice to Guardians (C-NOTE #18),” October 13, 2023.

% For Army CRD guidance, see U.S. Army Futures Command, 2020, p. 1. For Army CD regulation, see Army Regulation 71—
9, Warfighting Capabilities Determination, June 29, 2021.

%7 Secretary of the Navy Instruction 5000.2G, 2022.
%8 Marine Corps Order 3900.20, “Marine Corps Capabilities Based Assessment,” Department of the Navy, September 27, 2016.
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provide CD guidance.”” Given the high level from which these documents view CRD, this review
focuses primarily on broader CD insights but highlights where details about CRD-specific activities
are provided.

Each service articulates objectives for the CD process and the CRs that result. The Navy
summarizes its policy for CD as “[defining, developing, and delivering] technologically sound,
sustainable, and affordable military capabilities.”’* The Marine Corps describes its CD process as
resulting in a “resource informed plan” that serves to “guide resourcing and solution development
processes.”'”" Army policy articulates the role of CBAs and similar requirements analyses as defining a
“decision space” that considers cost, schedule, and performance in determining what the Army “must
be able to do . . . is able, and not able, to do . . . and where the Army should focus future
investments.”'” USAF guidance stresses that CD activities “facilitate timely implementation of
solutions [that balance] the key tenets of transparency, sufficiency, agility, and speed.”’”” These
objectives share certain common analytic factors (such as evaluating cost, schedule, and performance
parameters as part of CD) but slightly differ in emphasis, which may shape process execution.

The services also employ CD processes that share certain common factors but use differing
conceptual frameworks. Army policy describes CD as a closely linked process that informs the
“improvement of the Army’s force effectiveness by identifying, describing, developing, and integrating
required operational capabilities” in pursuit of force modernization priorities."™* Alternatively, the
Navy and the Marine Corps integrate the CD process with internal execution of the DoD PPBE
process, meaning that CD is fundamentally linked with Navy and Marine Corps program resourcing
decisions.'® Although resourcing and affordability are considered as an analytic dimension of the
Army and Air Force’s CD process, program resourcing decisions are made through separate
processes.'® The USAF further notes that stakeholders and process owners have a role in establishing
“stable support” for CRs and resourcing and that it is necessary to define requirements that are
affordable, timely, and feasible."”

The Army, Navy, and the USAF use process forums to build consensus, coordinate oversight,
and adjudicate unresolved issues.'”® The Army, Navy, and the USAF all use working groups and
review boards at various stages within the CD process. The USAF employs the Capability
Development Council (CDC), a three-star level governance board for CD activities, and the

% For USAF policies, see Air Force Instruction 10-601, Operational Capability Requirements Documentation and Validation,
Department of the Air Force, April 27, 2021. For an example of the multivolume guidebook, see USAF, 2022.

100 Secretary of the Navy Instruction 5000.2F, 2019, enclosure 8, p. 1.

101 Marine Corps Order 3900.20, 2016, p. 1.

192 Army Regulation 71-9, 2021, p. 32.

103 USAF, 2022, p. 8.

1% Army Regulation 71-9, 2021, p. 2.

105 Secretary of the Navy Instruction 5000.2G, 2022; Marine Corps Order 3900.20, 2016.
106 See U.S. Army Regulation 71-9, 2021; and USAF, 2022.

7U.S. Air Force, 2022.

198 For then-current discussion of Marine Corps CD processes, see Marine Corps Order 3900.20, 2016. This policy has not been
updated since the issuance of the 2019 Marine Corps Commandant’s Planning Guidance and may not reflect the current status of
Marine Corps CD decisionmaking structures. See also Marine Administration Message 547/19, “Cancellation of MCO 5311.6,
Advocate and Proponent Assignments and Responsibilities,” October 3, 2019.
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Capability Development Working Group, an O-6 level working group supporting CDC activities.'”
Together, the CDC and CDWG work to prioritize new and continuing USSF CD activities. The
Army’s Army Requirements Oversight Council (AROC), which validates and approves Army
modernization requirements, includes two general officer-level boards (AROC Capability Board and
AROC Review Board) and supporting working groups at the O-6/GS-15 level, which collectively
advise AROC on capability portfolios and capability-requirement portfolios.'’ The Navy's flag
officer-level Resources and Requirements Review Board and Naval Capabilities Board act as the
Navy's forum for validating requirements and approving of materiel solutions.""*

Planning and processes are used to aligning CD efforts with pathways through the AAF. The
Army, DoN, and the USAF all have dedicated processes for CD adjudication that are associated with
the middle tier of acquisition programs.''* USAF guidance emphasizes developing a “roadmap” for
integrating requirements documents associated with a capability that is being acquired through
multiple AAF pathways; such an integration plan is especially important for lines of effort that may
produce documentation (e.g., a Rapid Prototyping Requirement Document for a MTA program, or a
Capability Needs Statement and User Agreement for a program that uses the software acquisition
pathway) outside the JCIDS-based requirement development process.'”

The Army provides guardrails and high-level R&R specific to CRD. Along with informal
execution guidance, this provision may allow the Army to accommodate situational needs and
timescales while also providing consistency, transparency, and replicability in decisionmaking
processes over time. Army guidance for the Army Capabilities and Integration Development System
(ACIDS) emphasizes that processes change routinely, with each instance of process execution shaped
by unique circumstances."* The Army uses four varying processes for staffing, documentation,
adjudication, validation, and approval of requirements, with the specific process triggered by the
timeline within which a capability is required (e.g., major defense acquisition programs, rapid
prototyping or fielding under MTA authorities, emergent operational needs, and urgent operational
needs). The process further guides CRD responsibilities to those with relevant expertise. Army
Futures Command (AFC) is responsible for “develop[ing] and deliver[ing] concepts, requirements,
and future force designs to support delivery of modernization solutions.”""® AFC develops and
approves Army operating concepts and functional concepts that provide a foundation for future
required capabilities and may direct the initiation of CD efforts. In addition to these functions, AFC
acts as a process manager for aspects of ACIDS, with responsibilities that include submitting ICDs

199 Air Force Instruction 10-601, 2021, p. 5. See also “Charter for Air Force Capability Development, SecAF Signed June 2,
2016,” in National Academies of Sciences, Engineering, and Medicine, The Role of Experimentation Campaigns in the Air Force
Innovation Life Cycle, National Academies Press, 2016.

10 Army Regulation 71-9, 2021.

H1 Office of the Chief of Naval Operations Instruction 5420.117A, Resources and Requirements Review Board and Naval
Capabilities Board, April 16, 2021.

112 See generally Army Regulation 71-9, 2021; U.S. Air Force, AF/AS5/7 Capability Development Guidebook: Vol. 2F, Middle
Tier of Acquisition, Air Force Futures Requirements Oversight Team, February 2024; and Secretary of the Navy Instruction
5000.2G, 2022.

13 USAF, 2022.
H4y.s. Army Futures Command, 2020, p. 1.
15 Army Regulation 71-9, 2021, p. 13.
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and CDDs from sponsoring commands to the Deputy Chief of Staff G-8 for further coordination.
The Commanding General, AFC, is also a principal on the AROC, which supports the Army Chief of
Staff in validating and approving requirements.''®

The Army maintains two information systems that support CRD and can support
standardized information flow between stakeholders and authoritative documentation of
validated requirements. The Capabilities and AROC Management System (CAMS) is used to
enable and manage the acceptance of capability proposal documents from sponsors and to facilitate
further analysis, Army-wide staffing, approval, and archiving. CAMS also acts as the Army’s
authoritative information management system for staffing and archiving requirements documents. If a
CRis validated and approved, it receives a reference number in the Catalog of Approved
Requirements Documents System, which records the status of approved CRs documents and indexes
both active and inactive documents.""”

The Army uses workforce management practices and training specifically to support CRD.
The Army identifies a CD workforce that is responsible for analyzing, determining, and prioritizing
requirements. This workforce is distinct from requirements management, financial managers, and
members of the acquisition workforce; it is composed of Army officers, noncommissioned officers, and
civilian employees with responsibilities for conceptualizing and reviewing potential CRs. Although
some overlap may exist among workforce communities, the Army considers the process of defining
requirements against mission-focused capabilities to be a distinct skillset, and has processes and
procedures in place to manage the development of this workforce. Accordingly, it has established a
certification process for its CD workforce with CRD in mind. Certification is progressive, moving
from basic training for personnel supporting CRD to advanced coursework for senior-level personnel
validating and approving requirements. The required training courses include a mix of Army-specific
and DAU coursework."®

Conclusion

In this chapter, we explored approaches to improve USSF CRD through maturity modeling,
discipline integration, and recent practices of other services. We then presented potential
improvements to mitigate challenges with USSF CRD based on these approaches. As the USSF
transforms CRD for its unique circumstances, these improvements may inform how the USSF can
best improve cohesion, integration, coordination, and efficiency for CRD.

116 Army Regulation 71-9, 2021.
17 Army Regulation 71-9, 2021.
118 Army Regulation 71-9, 2021.
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Chapter 4

Transforming U.S. Space Force
Capability Requirements
Development with Digital Engineering

General John W. Raymond, the first CSO, introduces the U.S. Space Force Vision for a Digital
Service by stating, “[a]s the only U.S. military Service to be established during the Information Age,
the United States Space Force (USSF) has the unique opportunity to be ‘born digital’ [.. . and to]
become the world’s first fully Digital Service.”""

DE—which DoD defines as “a means of using and integrating digital models and the underlying
data to support the development, test and evaluation, and sustainment of a system”'*’—is a key
component of this vision. This chapter elaborates what DE means, in practical terms, for USSF CRD.

The USSF and its predecessors have a legacy of using aspects of DE in CRD. For example, in
2004, the Transformational SATCOM System risk reduction and system definition activities
involved exchanging digital artifacts between the program office and contractors.””" Moreover, space
systems CRD has always grappled with the need to demonstrate compliance with requirements before
launch. Given the challenges of conducting pre-launch physical test and evaluation (T&E) that
matches the extreme conditions of space, digital models and simulations have long since been
necessary for verifying and validating space CRs.

However, DE means more than using computer technologies in the engineering process. As
envisioned by leadership, DE represents a shift toward integrated, interconnected models and
processes that foster collaboration and unambiguous communication between multiple disciplines
throughout the system life cycle.”* In essence, DE not only represents the use of digital technologies
but also signifies a transformation in organizational practices.

CSRO's role in CD is critical to achieving the vision for a Digital Service and executing this shift.
As presented in Figure 4.1, CSRO, which is part of the Digital Headquarters, is working to integrate
DE into CRD with a workforce that is applying digital practices. CSRO is also partnering with the
operational community, which is also moving toward digital operations. Therefore, CRD practices

119 USSF, 2021, p. 2.
120 DoDI 5000.97, 2023, p. 8.

1211 the exchange, the government-supplied artifacts defined scenarios that were necessary to satisfy satellite communications
coverage and capacity CRs. In turn, the contractors provided artifacts that detailed how they intended to meet these CRs,
including the associated cost, schedule, and size, weight, and power (SWaP) impacts, which became inputs to the government’s
AoA.

122 DoD, Department of Defense Digital Engineering Strategy, Office of the Deputy Assistant Secretary of Defense for Systems
Engineering, June 2018, p. 3.
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will need to incorporate digital tools and leverage the digital environment to meet CRD-specific
objectives.

Figure 4.1. Digital U.S. Space Force Vision Focus Areas

DIGITAL ENGINEERING DIGITAL WORKFORCE
We will develop and maintain an
interoperable, resilient, and secure DEE
built upon a shared digital infrastructure that
establishes the interconnected foundation and analytic
underpinning for fluid, flexible, and frictionless force
design, capability planning, development, test, delivery,
ops, and sustainment across mission areas at the
speed of need. It will enable Guardians
across the force to rapidly mature
innovative concepts into integrated
solutions and deliver critical
warfighting capability.

Our Guardians must possess the
right digital aptitude and attitude
to lead the transformation. We
will attract, develop, and retain
the vital talent we need to
cultivate digital fluency among
all Guardians and we will

equip and empower them to
unleash their talent and
energy toward bold,
innovative solutions.

DIGITAL
SPACE
FORCE

AN AN
DIGITAL HEADQUARTERS DIGITAL OPERATIONS
Our Digital Service will focus on
enabling and incentivizing data-driven
decision-making across every
echelon. To liberate Guardians to
focus on value-added actions, we
will adopt cutting-edge automation
tools and analytics and eliminate
archaic bureaucratic burdens, while
ensuring leaders have the right tools,
authorities, and incentives to make
smart decisions quickly.

We will drive joint all-domain
solutions in, from, and to space,
exploiting advantages provided by
interconnected infrastructure and an
innovative, digitally fluent workforce
across our Field Commands, Deltas,
and Garrisons. We will seamlessly
integrate space capabilities and execute
operations with unprecedented
speed, boldness, and lethality,
translating digital dominance into
battlespace superiority.

SOURCE: Reproduced from USSF, 2021, p. 8.

The challenges in implementing a digital CRD process cannot be understated. Implementation of
a digital infrastructure and DE environment are needed to enable widespread DE practices, and the
resources that can be leveraged for CRD activities are partly limited by the available infrastructure
developed within the USSF and DAF.'* Across DoD, there are multiple efforts to develop DE
credentials, catalog best practices, and develop strategies to enable the wide adoption of DE."**
However, as of 2023,'* efforts to measure return on investment of DE and MBSE are in their infancy,
as “programs largely do not have any measurement efforts in place, and those that do are lacking
maturity,” and DE outcomes have so far fallen short of expectations at the enterprise level.'*

In addition to the aspirations to move to digital CRD quickly, there are opportunities to use DE
to evolve or reconceptualize how CRD is done. The USSF has inherited a number of legacy processes
related to CRD, and, given the jointness of space capabilities, the USSF must also partner with many

123 One example cited by GAQ is the high cost associated with licensing software tools by individual offices and the potential for
lower costs by adopting software tools enterprise-wide (Shelby S. Oakley, Defense Software Acquisitions: Changes to Requirements,
Oversight, and tools Needed for Weapon Programs, U.S. Government Accountability Office, GAO-23-105867, July 2023).

124 Thomas W. Simms, “Status of Adoption and Implementation of Digital Engineering Infrastructure and Workforce
Development Within the Department of Defense: House Report 117-118, Page 69, Accompanying

H.R. 4350, the National Defense Authorization Act for Fiscal Year 2022,” briefing slides, Under Secretary of Defense for
Research and Engineering, October 1, 2022.

125 Kaitlin Henderson, Tom McDermott, Eileen Van Aken, and Alejandro Salado, “Towards Developing Metrics to Evaluate
Digital Engineering,” Systems Engineering, Vol. 26, No. 1, January 2023.

126 L {enderson et al., 2023.
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stakeholders throughout DoD and the federal government. Implementing DE could help the USSF
streamline legacy processes and better partner with stakeholders.

At the same time, the recent state is evolving rapidly (as explained in detail in Chapter 2). Newer
or revised roles within the space community have been added or changed, including force-design
analysis, space architecture, and the joint integrator function for requirements. In addition, DoD is
moving toward acquiring space mission—based capabilities through an enterprise view, which is
complicating how both the requirements and acquisition communities view the universe of capabilities
that, in the past, were typically focused on individual systems or were stovepiped. Using DE to
improve communication about CRs throughout the enterprise could help the USSF quickly adapt to
change and increasing complexity.

Within the acquisition community, there has been a renewed focus on prototyping and S&T
along with major DoD acquisition policy revisions that focus on speed and tailoring by using the AAF.
Using DE to simulate, test, and refine new concepts and technologies could help the acquisition
community reduce risk and accelerate development.

Ongoing changes present both opportunities and challenges in moving toward digital CRD in the
USSF. This chapter discusses some of the challenges and also some potential steps that can be taken
to move toward digital CRD using a maturity model framework similar to the one presented in

Chapter 3.

Digital Engineering Background

The USSF's Vision for a Digital Service identifies four concepts central to DE: ASoT, MBSE,
digital twin, and digital thread (see Figure 4.2)."” We will discuss each of these concepts below.

Figure 4.2. Four Concepts Central to Digital Engineering

K Digital Infrastructure \
4 )

Digital Engineering Ecosystem

Authoritative Source of Truth
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SOURCE: Features information from USSF, 2021, p. 2.

DE revolves around the concept of an AsoT), “an entity such as a person, governing body, or
system that applies expert judgment and rules to proclaim that a digital artifact is valid and originates

127 USSF, 2021, p. 9. The Space Force vision also identifies agile software development; development, security, and operations;
big data; and several other concepts that intersect with DE but are not elaborated here.
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from a legitimate source.””® An AsoT combines people, processes, business rules, and technology to
answer queries definitively in the form of authoritative data (see Figure 4.3).'* It is important to stress
that the AsoT is the source of authoritative data, rather than the data themselves. The term
authoritative has a specific meaning in the context of DE: It means that each key datum is stated only
once and originates from a single source." Figure 4.3 also illustrates how an AsoT may comprise,
through interoperable links, other AsoT's or portions thereof used by other stakeholders in the
acquisition program. This could include contractors, subcontractors, and other government
organizations.

An AsoT is designed for unambiguous communication. It enables collaboration and
communication among different stakeholders and supports the integration of different disciplines,
ensuring that all stakeholders have access to accurate and up-to-date system information. By using an
AsoT, stakeholders can avoid problems that can arise from using multiple, inconsistent sources of
data. The AsoT is also central to DE because it enables MBSE, digital twins, and digital threads.

MBSE is “the formalized application of modeling to support system requirements, design, analysis,
verification and validation activities beginning in the conceptual design phase and continuing

throughout” the life cycle.”

MBSE provides a structured and systematic way to develop systems by
representing systems and their components with digital models that capture relationships and
interactions between them. It is designed to help engineers simulate and analyze system behavior,
identify potential issues, and improve system design before physical development. MBSE is also
designed to facilitate communication among stakeholders and to support the integration of different
disciplines.

A digital twin is a representation of an artifact as it really exists and evolves; it is a digital replica of
a physical system or process. It is designed for use in simulation, performance management, and
monitoring by capturing the physical and functional characteristics of a system.”? Sensors and
communication links connect the digital twin to its physical counterpart. This enables simulation
under different conditions, predictive performance, maintenance, as well as real-time monitoring and
issue detection.'”?

128 Tyesia P. Alexander and John H. Coleman, OMG MBSE Wiki, “Authoritative Source of Truth,” webpage, December 4,
2018.

129 Different sources define ASoT in a variety of ways, but the purpose of an ASoT, which is universally recognized is to provide
definitive answers to stakeholders’ queries (see Alexander and Coleman, 2018; DoD, 2018, pp. 8-11; and USSF, 2021, p. 15.

130 Alexander and Coleman, 2018.

B 1jternational Council on Systems Engineering Technical Operations, Systems Engineering Vision 2020, version 2.03,
INCOSE-TP-2004-004-02, September 2007, p. 15.

132 Systems engineering employs the term system broadly to refer to technical systems (e.g,, a rocket), natural systems (e.g., an
orbital system), social systems (e.g., an organization), or some combination thereof (SEBoK, “Systems Engineering Overview,”
webpage, November 20, 2023). In the context of CRD, systems engineering primarily focuses on the development of technical
systems.

33 DAU defines a digital twin as “[a] virtual replica of a physical entity that is synchronized across time. Digital twins exist to
replicate configuration, performance, or history of a system. Two primary sub-categories of digital twin are digital instance and
digital prototype” (DAU, “DAU Glossary of Defense Acquisition Acronyms and Terms,” webpage, undated-b).
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Figure 4.3. Authoritative Source of Truth
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SOURCE: Adapted from Tyler Smith, Charles Payne, and John Shackleton, “Constructing an Authoritative Source of
Truth in a Changing Information Landscape,” INSIGHT, Vol. 25, No. 1, March 2022, p. 30.

NOTE: This image illustrates the many potential components of an AsoT. Definitive answers provided by the AsoT to
queries of the same datum may take on different values depending on context. What is important is that the AsoT
provides unambiguous information to different stakeholders about the same datum by establishing a clear and
consistent framework for contextualizing data. For example, in the case of the mass of a satellite, the AsoT could
provide a comprehensive definition of both dry and wet mass, including the assumptions and calculations used to
derive each value. The AsoT would establish a clear methodology for tracking changes in wet mass over time, based
on assumptions about fuel consumption and other relevant factors.

A digital thread is the useful interconnection of authoritative information (e.g., between digital
twins or the flow of information from a physical to a digital twin) and the interplay of component
behaviors needed to inform decisionmaking.”** A digital thread is designed to use digital information
that describes a system throughout its life cycle, from concept through disposal. The objective is to
provide a unified view of the system and its history, enabling stakeholders to trace and manage system
data throughout the life cycle and across disciplines. Digital threads and digital twins are intended to
enhance safety and quality, improve efficiency, and reduce life cycle costs.

Y DAU defines a digital thread as “[a]n extensible and configurable analytical framework that seamlessly expedites the controlled
interplay of technical data, software, information, and knowledge in the digital engineering ecosystem, based on the established
requirements, architectures, formats, and rules for building digital models. It is used to inform decision makers throughout a
system’s life cycle by providing the capability to access, integrate, and transform data into actionable information” (DAU,

undated-b).
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Digital Tools Alone Do Not Make for Digital Engineering

DE refers to a systematic approach that uses digital technologies and processes (such as modeling
system behavior, developing virtual prototypes, and using common authoritative data sources) to
engineer systems. It employs advanced tools and techniques (e.g., modeling and simulation software
and data analytics) to improve system engineering, production, and maintenance processes. DE is not
just about using information technology (IT), but using it in a systematic and integrated way to
achieve specific systems engineering goals.'

In contrast, IT refers to the use of hardware, software, and communication technologies to
process, store, and transmit information. Although IT is an important enabler of DE, it is not the
same as DE. Using I'T alone does not necessarily result in the systematic and integrated approach that

characterizes DE.

Systems Thinking and Collaborative Design Are Central to Digital
Engineering

DE implementation should integrate multiple disciplines throughout the entire system life cycle
by using a holistic and collaborative approach to engineering.*® Systems thinking and collaboration
technologies are central to achieving this integration.”” DE takes a systems-thinking approach to
engineering, which means that it considers the entire system and its interactions with the environment
rather than just individual components or subsystems. Through such concepts as AsoT, DE also
supports collaboration and communication among different stakeholders, including engineers,
designers, and manufacturers. The AsoT interfaces could potentially be tailored to users adjacent to
CRD, such as policymakers, warfighters, sustainers, and those involved in the supply chain. This
collaboration helps to ensure that all stakeholders have a shared understanding of the system and its
requirements and that the system is designed to meet the needs of all stakeholders.

135 Systems engineering “[s]upports development of realistic and achievable program performance, schedule, and cost goals . . . [,
pJrovides the end-to-end, integrated perspective of the technical activities and processes across the system life cycle. . . [,
eJmphasizes the use of integrated, consistent, and repeatable processes to reduce risk . . . [and p]rovides insight into system life
cycle resource requirements and impacts on human health and the environment” (Office of the Under Secretary of Defense for
Research and Engineering, Systems Engineering Guidebook, U.S. Department of Defense, February 2022).

136 As defined by DoD, 2018, p. 3.

137 Systems thinking is a holistic approach to understanding and analyzing complex systems by considering their interconnected
components, relationships, and interactions. It focuses on understanding how changes in one part of the system can affect the
entire system and its environment (see Donella H. Meadows, Thinking in Systems: A Primer, ed. by Diana Wright, Chelsea Green
Publishing, 2008; Sarah Sheard, Stephen Cook, Eric Honour, Duane Hybertson, Joseph Krupa, Jimmie McEver, Dorothy
McKinney, Paul Ondrus, Alex Ryan, Robert Scheurer, Janet Singer, Joshua Sparber, and Brian White, A Complexity Primer for
Systems Engineers: White Paper, INCOSE, 2015). DE can transform traditional processes by incorporating systems thinking
principles to foster a more holistic and more integrated approach to engineering and development activities.
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Empirical Evidence About Digital Engineering Benefits and Costs Is Limited

Although there are claims and expectations that DE can reduce costs and improve schedule, the
empirical record is inconclusive."”® The limited history of DE practice, as well as methodological
challenges,”® complicate the quantitative analysis of benefits and costs. There are, however, early
indications that DE can help enable the design of systems with increased complexity, such as modern
weapon systems.'*

The literature also identifies a general set of investments necessary to implement DE. Chief among
these investments are the following:

e workforce (e.g., workforce planning, professional development, staffing)

e IT infrastructure (e.g., computing hardware, storage, bandwidth and connectivity, cloud-based
services)

e standards, data, and architecture (e.g., GRA, access and traceability criteria, configuration
management, data rights and intellectual property)

e models and tools (e.g., new models of relevant systems, MBSE software).'*!

Digital Engineering Limitations

DE is designed to support life cycle activities across disciplines, but there are limits to what it can
do. Computer-based modeling, simulation, and analysis can help focus T&E activities but cannot
substitute for physical testing and evaluation.'* By definition, models are abstractions, and they do
not entirely replicate the physical environment and conditions in which a system would operate. An
AsoT can support cross-disciplinary collaboration and communication but is not designed to generate
new ideas and concepts. DE can support decisionmaking, but DE tools and techniques alone cannot
replace human expertise and experience.

Information as the Foundation for Digital Engineering

The background we have provided on DE demonstrates the importance of information to effective
DE. The authoritative data within the AsoT are a form of information. MBSE, digital twins, and
digital threads take this information from the AsoT. If this information is not accessible,

138 Henderson et al., 2023.

139 Methodological challenges include a lack of generalizable findings (no two programs are the same, and controlled comparisons
are costly); inconsistent conceptualization of what constitutes DE; incomplete, imprecise, and incomparable cost-benefit
accounting; and the long duration of program life cycles (over which to amortize costs and measure benefit).

140 Soe Laura Antul, Sean Ricks, Lance Mann Kyo Cho, Matt Cotter, Ryan B. Jacobs, Aleksandra Markina-Khusid, Janna
Kamenetsky, Judith Dahmann, and Huy T. Tran, “Toward Scaling Model-Based Engineering for Systems of Systems,” 2018
IEEE Aerospace Conference, 2018; and Edward B. Rogers III and Steven W. Mitchell, “MBSE Delivers Significant Return on
Investment in Evolutionary Development of Complex SoS,” Systems Engineering, Vol. 24, No. 6, November 2021.

141 A Force Materiel Command, “AFMCs Digital Transformation: Digital Material Management,” webpage, undated.

142 Eileen Bjorkman and John Grigaliunas, “Test and Evaluation—Where the Rubber Meets the Road in Digital Engineering,”
Defense Acquisition, November—December 2021, pp. 8—14; Audrey Decker, “T'ardy Training Jet Reveals Limits of Digital
Design, Air Force Says,” Defense One, May 23, 2023.
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standardized, reliable, and current, DE efforts that draw on that information will be unsuccessful.
Doing information well is thus central to doing DE well.

The USSF recognizes information is a strategic asset. The USSF needs information to make
informed decisions; to execute business functions; to compile data and perform analysis; to
communicate with stakeholders; and to fulfill statutory, regulatory, policy, and other formal
obligations. However, more information is not necessarily better. The DoD Data Strategy emphasizes
seven goals to exploit information: Desirable data are visible, accessible, understandable, linked,
trustworthy, interoperable, secure (VAULTIS).' In other words, decisionmakers need the right
information, at the right time, in the right place, and for the right person.

At the same time, the information that is necessary for decisionmaking in an organization is often
an individual’s own tacit knowledge, which cannot be easily codified and transmitted digitally. In the
context of DE, this highlights the importance of understanding and leveraging both explicit
VAULTIS data and tacit information. DE should focus not only on capturing and managing explicit
data but also on facilitating communication, collaboration, and knowledge-sharing among
individuals."** Although we acknowledge the importance of tacit knowledge, the following discussion
focuses on processes essential to the explicit information needs of DE. Nevertheless, the information
processes we discuss may also support the better use of tacit knowledge by (1) facilitating the
transformation of some tacit knowledge into explicit knowledge and (2) developing avenues for
communication, collaboration, and knowledge-sharing concerning information that remains tacit.

Information governance and information management (IGIM) are essential processes to create
and sustain VAULTIS data and enable mission-driven decisionmaking (see Figure 4.4).

Figure 4.4. Information Governance and Information Management as Core Processes in
Mission-Driven Decisionmaking
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NOTE: For more on VAULTIS data, see DoD, DoD Data Strategy, 2020, p. 6.

143 DD, 2020, p. 6. DoDI 5000.97, 2023 also identifies VAULTIS goals that are important to the successful implementation of
DE (pp. 8-9).

144 Eor further discussion of tacit knowledge, see Michael Polanyi, Personal Knowledge: Towards a Post-Critical Philosophy, 1st ed.,
University of Chicago Press, 1958; Michael Polanyi, The Tacit Dimension, University of Chicago Press, [1966] 1996; and Ikujiro
Nonaka and Hirotaka Takeuchi, The Knowledge-Creating Company: How Japanese Companies Create the Dynamics of Innovation,
Oxford University Press, 1995.
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Information Governance and Management Are Important Inputs to Digital
Engineering

Information governance and information management are related but distinct concepts. Together,
IGIM:s ensure that information is readily available, accurate, and accessible to authorized users when it
is needed but in a manner that is compliant, secure, and consistent across the organization. IGIM is
foundational to DE and essential to unlocking two aspects of DE—discovery and traceability.* Table
4.1 lists four elements of IGIM that are necessary to ensure that data are searchable and traceable
throughout the system life cycle.

Table 4.1. Information Governance and Management Elements Necessary for Discovery and
Traceability in Digital Engineering

Element of

IGIM Definition Example Applications

Structured Data that have “a standardized format for efficient ~ Search algorithms, data filtering and sorting,

data access by software and humans alike.”™ identifying relationships and dependencies,
data mining

Data A set of formal descriptions that define Integration of data from multiple sources,

definitions standardized attributes of data elements. shared understanding, data integrity, data

organization and categorization, identifying
relationships and dependencies, data
logging and auditing

Access An information security technique that “regulates Ensuring that only authorized personnel can
control who or what can view or use resources in a view or modify data, role- or user-based
computing environment.”® permissions, data logging and auditing, data
segregation (e.g., by classification level)
Version A “category of processes and tools designed to Change visualization, parallel development,
control keep track of multiple different versions of change reversion, annotation and

software, content, documents, websites and other commenting, data logging and auditing
information in development” (also known as
revision control or source control).

NOTE: Example applications are tools, techniques, or processes that enable searchable and traceable data.
@ Amazon Web Services, “What Is Structured Data?” webpage, undated.

® Ben Lutkevich, “Access Control,” TechTarget, webpage, July 2022.

¢ “Version Control,” TechTarget, webpage, last updated September 2016.

15 Discovery (or information discovery) refers the process of uncovering relevant information from vast amounts of data. The
ASoT concept implies the creation and management of large amount of data that grows over time, which necessitates discovery
to extract valuable information. Discovery includes tools and techniques that make data searchable (e.g., structured data,
metadata, search indexing), as well as techniques that support data analysis (e.g., data mining, machine learning, natural language
processing). Traceability refers to the ability to track and examine relationships and dependencies between various elements
within a system. This could include tracking individual elements and their related processes and analyses, tracking vendors’ use of
data and models, relating similar elements with one another, and notifying stakeholders when actions affect their own artifacts. It
could also include verifying that different data within the ASoT are internally consistent with one another and that the
relationships between data reflect changes triggered by, for example, new testing or scientific developments, which shift analytic
beliefs about how the physical world works or how an adversary might respond to specific behaviors. Traceability is essential to
ensuring that ASoT links all system requirements to specific designs and elements.
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Information Governance and Management Are Important to Digitizing CRD

CRD is an information-centric activity. Information underpins the goal of S5R’s operational CRD
process, “to provide requirements documents and artifacts to facilitate timely implementation of
solutions”* and is emphasized by the “imperative . . . to leverage data and information even more
extensively to prevail in a highly contested and congested operating environment.”'*

Whether or not DE is in use, IGIM is pivotal to information discovery, traceability, and analytics
in CRD. IGIM enables effective information discovery in the midst of a vast amount of data generated
during the entire CD process. It ensures that relationships and dependencies among various system
elements are tracked accurately, which is essential for linking system requirements to specific designs
and elements. Additionally, IGIM opens the door to harnessing advanced analytical techniques in
CRD and ensuring the quality and reliability of insights generated by artificial intelligence and

machine learning tools.

Maturity of Digital Engineering for Capability Requirements
Development

The maturity model approach described in Chapter 3 also provides value to planning and
managing DE initiatives. CSRO could use a DE maturity model (such as the one described in this
section) to assess the state of DE for CRD and identify improvements to increase its DE maturity.'*

Digital Engineering Maturity Model

Table 4.2 shows the maturity model that we developed for DE. As with the CRD maturity model
presented in Chapter 3, the DE maturity model highlights the following five dimensions that play a
significant role in ensuring the successful implementation and advancement of DE practices within an
organization:'*

e The vision dimension outlines an organization’s goals and objectives for DE while connecting
them to the organization’s broader strategy. A clear and effectively socialized DE vision aligns
the organization’s efforts, resources, and investments to maximize the benefits of digital
transformation.

e DEis intended to facilitate collaboration among various stakeholders representing multiple
disciplines across the system life cycle. Clearly defined R&R support seamless collaboration

146 USSF, 2022, p. 8.
47 USSF, 2021, p. 3.

148 See Appendix B for more information about maturity models, including their benefits and limitations, why maturity models
were chosen for this analysis over alternative approaches, how we developed this maturity model, and additional references.

1% The dimensions selected for this DE maturity model have the same names but slightly differing definitions than the maturity
model presented in Chapter 3 for CRD. The reason for their similarities is that this DE maturity model focuses on the
application of DE for CRD and conceptually aligns to the maturity model for CRD.

Other dimensions can also be important, depending on the specific context and goals of an organization’s DE initiatives. See
Appendix B for more information, including the rationale for limiting the models presented here to these five dimensions.
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and efficient decisionmaking while helping each stakeholder understand their contributions
and accountabilities within the DE process.

e The process dimension addresses the methodologies, workflows, and practices used in DE
activities. Processes can be tailored to improve efficiency and quality, reduce errors, and enable
collaboration and communication, especially when tuned to R&R.

e Digital transformation refers to the organization’s ability to leverage digital information and
workflows in support of efficiency, traceability, and innovating on current practices.”® Digital
transformation builds on IGIM practices. Information governance refers to the strategy,
policies, and procedures for controlling, monitoring, and maintaining information assets.
Information management focuses on the day-to-day operations and activities related to
capturing, organizing, storing, retrieving, and sharing information.

e The workforce dimension emphasizes the importance of skilled and knowledgeable personnel
because DE is knowledge- and technology-intensive. With respect to relevant tools,
techniques, practices, and disciplines professional development is essential to harness DE's full
potential, as is appropriate staffing (including recruitment, retention, and contracting).

150 Tnnovating on recent practices includes—in addition to defining new ways to meet desired goals—improving existing
practices. For DE in the context of CRD, this means accelerating document-based processes, as well as leveraging opportunities
to change how requirements are developed and represented.
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Table 4.2. Digital Engineering Maturity Model

Level 1: Level 2: Level 3: Level 4: Level 5:

Dimension Not Addressed Ad Hoc or Incomplete Documented and Complete Consistently Monitored Continuously Improved

Vision A publicized DE DE approaches are ad hoc. A champion for DE is identified,  Enterprise strategy and Enterprise DE strategy is used in
roadmap or strategy is  Individual unit strategies are who is responsible for metrics provide a roadmap PPBE process, ensuring
lacking. not coordinated or aligned developing a multi-organizational for all organizations to necessary infrastructure to

with external organizations. strategy and metrics. follow. support digital initiatives are in
funded and in place.

R&R R&R for DE Responsibility to support local Leadership R&R established for ~ Formal accountability for There is a DE champion with the
implementation or DE initiatives is assumed ad DE implementation and oversight enterprise DE requisite authorities, including
oversight are not hoc. There is little or no cross- across multiple organizations. implementation quality and impacting funding, to advance DE
established. organizational coordination. governance. principles.

Processes Using paper processes Individual units have their own DE is more readily considered a  Organizations exchange DE enables changing processes
is the status quo. There processes and infrastructure, viable alternative to process digital models and artifacts to meet the need. Organizations
is little to no DE which is limited to internal unit execution. Processes incorporate regularly, as appropriate to are linked through DE artifacts,
infrastructure in place.  use. Organizational processes data and digital models as use case. Common enabling enterprise

focus on automation, standard practice. DE infrastructure is more decisionmaking. Enterprise

incorporating data and digital infrastructure encompasses pervasive, although infrastructure exists and is

models to a limited extent. multiple organizations. interfaces may not be resourced to be continuously
standard. improved.

Digital Governance processes Information governance isad There is an enterprise plan for An organization exists that Cross-agency advancement of

Transformation

Workforce

for DE ecosystems are
lacking, and information
is not systematically
managed.

Professional
development for DE is
self-directed. An
enterprise
infrastructure to
support DE workforce
is lacking.

hoc and may be incomplete,
and information management
is inconsistent and developed
ad hoc for specific needs.

Levels of DE ability are
uneven, and professional
development is available for
some application areas.

DE governance and
management, including
established standard practices.
Connections to formal budgeting
processes are being established
to encourage long-term viability.

Professional development for DE
is widely available. Practitioners

are encouraged to expand skills
and act as change agents.

is accountable for DE
governance and
information management.
Systems are connected
between organizations to
inform decisionmaking.

Defined training pathway
for growing DE skills, which
are valued for career
advancement. A conscious

DE policy, standards, and quality
metrics. Governance and
management practices are
adapted to meet needs.
Authoritative sources exist and
are automatically updated from
valid sources.

DE best practices are in
widespread use. Practices are
maintained through regular task-
relevant training and championed

effort is made to implement communities of practice.

DE best practices.

NOTE: Information governance refers to the strategy, policies, and processes that an organization establishes to control, monitor, and maintain its information assets.
Information management is the tactical process that focuses on related day-to-day operations and activities. See Appendix C.
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USSF CRD Digital Engineering Challenges Aligned to Maturity Model
We identified a set of challenges that the USSF faces in implementing DE for CRD based on our

analysis of USSF documents and discussions with stakeholders. This section provides a summary of
those challenges aligned to the five dimensions and maturity levels of the DE maturity model (shown
in Table 4.2).

The USSEF is leaving to its constituent organizations the implementation of the DE aspects of its
Vision for a Digital Space Force. This lack of a cohesively implemented and socialized vision
connected to each organization’s R&R can lead to several challenges, including a lack of direction
and buy-in, limited collaboration, inefficient resource allocation, and inconsistent prioritization. The
lack of cohesion in implementation also decreases the likelihood that the USSF’s digital
transformation will account for the nuances specific to digital CRD. The lack of organizational-wide
socialization of DE was evident in the variety of ways in which stakeholders described their DE
efforts. Thus, we have assessed the USSF CRD DE vision to be ad hoc or incomplete, aligning with
Level 2 of the maturity model (DE approaches are ad hoc; individual unit strategies are not
coordinated or aligned with external organizations).

Furthermore, we received conflicting responses in our discussions with stakeholders in which we
asked whether the USSF has a champion or the Office of Primary Responsibility for DE. This
unawareness and disagreement can compound strategic issues. Challenges may arise without formally
established R&R for oversight of DE implementation across the USSF, coupled with differences in
capacity for DE investments among USSF offices. We observed both circumstances over the course of
discussions with stakeholders. We were told that CTIO is responsible for defining enterprise-wide
DE strategy, governance, and standards, within which individual USSF organizations have wide
discretion over DE implementation. However, we also heard that, in practice, SSC and SSIO appear
to be setting the pace for DE efforts and may be able to offer infrastructure for other USSF
organizations to use. Furthermore, because the USSF does not have its own chief information officer,
certain enterprise-wide I'T infrastructure investments and network security measures require DAF
authorization. Without well-defined R&R, it also remains unclear which organizations will support
CSRO in implementing its digital CRD goals. Thus, we have assessed USSF CRD DE R&R to
mostly be ad hoc or incomplete, aligning with Level 2 of the maturity model (there is ad hoc
assumption of responsibility to support local DE initiatives and little or no cross-organizational
coordination). However, some DE roles have not been established and therefore not addressed,
aligning with Level 1.

The absence of formal, well-defined R&R can lead to unclear accountability and a lack of
ownership, difficulties coordinating efforts and aligning approaches, and resistance to change.
Different capacities for investment can work against having a consistent, interoperable approach to
DE across the USSF. USSF organizations with larger budgets may be able to set expectations by
investing more in DE, even if these expectations are at odds with those across the USSF. Conversely,
offices with smaller budgets may struggle to keep up and may be forced to prioritize other business
needs over DE investments.

When digital transformation processes (such as automation) are siloed, are uneven, and have
different goals, those processes tend to vary among offices. For example, we observed through
discussions with USSF staff that, while DE efforts are progressing within some offices, connectivity
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and interoperability between organizations are lagging. This creates challenges in managing
information flows with other services and the IC. Insufficiently aligned processes can make it difficult
to integrate DE efforts and result in data fragmentation, redundancies, and difficulty sharing data.
Unnecessarily redundant infrastructures are wasteful and erode enterprise-wide efficiency. Given these
siloed efforts, CSRO has been developing its own DE infrastructure and processes, possibly because of
alack of awareness or the increased difficulty of leveraging digital transformation processes that other
USSF organizations are developing. Thus, we have assessed USSF CRD DE processes to be ad hoc or
incomplete, aligning with Level 2 of the maturity model (individual units have own processes and
infrastructure limited to internal unit use).

Informal information governance and inconsistent, misaligned information management can pose
challenges to digital transformation. During discussions with stakeholders, several expressed a desire
for standardized information needs and data sources, as well as explicit rules for data management and
DE tool use. Informally established processes for maintaining, controlling, and monitoring
information can lead to inefficiencies and inconsistent practices during DE implementation.
Inconsistent data practices and systems make it difficult to share data across USSF offices, which can
become even more complicated when managing data at different levels of security classification. If
budgets for IGIM and DE are not aligned with one another, it may become challenging to integrate
the two. For CRD, the USSF only captures some relevant information in a central location via Joint
Staff (KM/DS) and DAF (IRSS) information systems. This results in CSRO having limited visibility
into all space CRs. Thus, we have assessed that USSF CRD DE processes are not addressed, aligning
with Level 1 of the maturity model (there is a lack of governance processes for DE ecosystems, and
information is not systematically managed).

A complete workforce study is beyond the scope of this analysis, but three challenges related to
the workforce came up repeatedly during our conversations with stakeholders. First, the demand for
DE expertise appears to exceed the available supply within the USSF. A shortage of skilled
professionals can impede the USSF's ability to scale up and leverage the full potential of its DE
initiatives. Second, the transfer of institutional knowledge related to DE is organic and informal,
indicating a lack of structured succession planning. Without a well-defined plan for knowledge
transfer, the USSF may face expertise and continuity gaps in critical roles. Third, insufficient USSF-
wide professional development opportunities and undefined career pathways can limit the growth and
advancement of DE professionals. This may demotivate personnel and result in losing talent to other
organizations. Of course, any DE workforce challenges experienced by the broader USSF will
reverberate throughout the organization, including within CSRO, where expertise to implement
digital CRD goals is already limited because of broader workforce challenges described in this report.
However, a workforce analysis is needed to determine USSF CRD DE workforce maturity.

Improvements USSF Digital CRD Maturity

Although the previous section aligns USSF CRD DE challenges to the maturity levels in our
model, the DE maturity model may also be used to guide recommended organizational improvements.
Table 4.3 provides a summary of potential improvements aligned to each maturity dimension. It
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further summarizes for each dimension: the challenges described in this chapter, their alignment with
a specific maturity level, and the resulting maturity level if such improvements were completed.

As shown in the table, the maturity dimensions for vision, R&R, process and digital
transformation are either not addressed or ad hoc and incomplete, aligning most closely with maturity
Levels 1 and 2. Many of the challenges identified on these maturity dimensions are mostly outside
CSRO's span of control. As discussed in the previous section, digital CRD in the USSF is limited by
the broader levels of USSF DE maturity. CSRO only has the capability and authority to increase the
maturity levels for the dimensions of vision, R&R, and digital transformation to Level 2, and the
process dimension to Level 3 (documented and complete). Further levels of maturity require that the
USSEF digital vision be cohesively implemented and socialized across enterprise. For this reason, we
focus on improvements to increase maturity within CSRO's span of control. At the same time, as of
this writing, the maturity of the digital CRD workforce remains unknown. Improvements cannot be
explored without further assessing its maturity and needs.
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Table 4.3. Digital CRD Challenges and Potential Improvements Aligned to Maturity Dimensions

Recent State

Maturity Level
Resulting from

Dimension Key Challenge Maturity Level Potential Improvement Improvement
Vision The USSF’s DE vision is not cohesively implemented or ~ Ad hoc or CSRO should define its vision for DE, explain how DE  Ad hoc or
socialized across the enterprise, and implementation incomplete can support CRD in innovative ways, and ensure that incomplete
may not account for CSRO’s digital CRD vision. A DE those spearheading the implementation of the
champion has not been assigned. USSF’s digital vision (e.g., Chief Technology
Information Office, chief data officer [CDO])
understand the nuances of the CRD use case.
R&R R&R to oversee DE implementation across the USSF are  Ad hoc or CSRO vision for digital CRD should define R&R that Ad hoc or
not formally established, including those related to incomplete; not  ensure DE efforts account for the nuances of CRD. incomplete
implementing CSRO’s digital CRD goals. addressed for
some roles
Processes Implementation activities for digital transformation Ad hoc or CRD stakeholders are moving forward with their own Documented and
processes (e.g., automation) are siloed, are uneven, and incomplete processes; CSRO should understand and leverage complete
have varied goals, leading to varied processes and digital transformation processes that could improve
redundant infrastructures. CSRO cannot easily leverage the efficiency or effectiveness of digital CRD
digital transformation processes that could improve the
efficiency or effectiveness of digital CRD.
Digital CSRO has limited visibility into all space CRs because Not addressed CRD stakeholders are moving forward with their own Ad hoc or
Transformation the USSF only captures some CRD information in a solutions; CSRO should fully understand those incomplete

Workforce

central location via Joint Staff (KM/DS) and DAF (IRSS)
information systems. CRD information flows manually;
distribution channels and DE efforts are ad hoc and use
nonstandard formats.

Demand for DE expertise appears to exceed supply
(workforce planning challenge). There is no evidence of
USSF-wide professional development opportunities and
career pathways.

Further analysis
necessary to
determine
maturity

solutions and support linkages while the overall USSF
digital environment matures.

The USSF should ensure that resources are available
for CSRO to execute the digital CRD vision (e.g., to
increase the workforce and resources needed to
incorporate DE and other tools into CRD at scale)

Further analysis
necessary
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Additional Steps Necessary to Implement Digital CRD

Several additional steps will need to happen to effectively implement digital CRD, including
structuring CRD information. The following are some additional detailed steps that could be taken to
implement the options listed above. CSRO could convene a forum to address key aspects of DE and
IGIM that are specific to USSF CRD. The forum would serve as a collaborative platform to address
information-related challenges, enhance data-driven decisionmaking, and advance DE practices within
the USSF’s CRD efforts. Our analysis of discussions with stakeholders leads us to suggest that the
forum could focus on:

o  Defining the CSRO vision for DE: Reimagine and socialize a vision of DE for CRD because the
mission area construct has been shelved.”” This step would help address the lack of a
cohesively implemented and socialized vision for DE and take into account CSRO’s R&R.

o Incorporating key tenets of information governance: Provide a platform to weave key information
governance principles into a CRD vision. This step would help support digital transformation
by addressing challenges that stem from informal and inconsistent data systems and practices.

®  Defining AsoTs: Facilitate discussion and collaboration to define authoritative sources of truth
for CRD. This includes identifying reliable data sources, establishing data ownership, and
defining processes for data-quality management. This step would help clarify data R&R. It
could also support digital transformation by inspiring the standardization of data sources and
making data management rules explicit.

o  Exploiting critical information: Identify a minimum set of information critical to all
stakeholders, and explore options for making that information available, including through
existing information systems (e.g., DAF Project Management Resource Tools).*> This step
would help connect siloed, uneven, and varied information processes.

o  Ensuring consistent lexicon: Develop and promote a consistent lexicon for CRD information to
foster clear communication and understanding among stakeholders. This step would support
digital transformation by helping standardize and communicate information needs and data
sources among stakeholders.

o  Planning to integrate DE into CRD: Survey existing DE efforts across the USSF for integration
and consolidation of DE processes for CRD. This step would help support the cohesive
implementation and socialization of CSRO’s vision for DE.

151 Eora description of the original “digital backbone” and mission area construct, see National Academies of Sciences,
Engineering, and Medicine, Digital Strategy for the Department of the Air Force: Proceedings of a Workshop Series, 2022. In it, Lt
Gen Bill Liquori explained that

a “digital backbone” . .. would host a series of tools to generate “digital requirements packages.” In other
words, . . . individuals would have access to multiple tools to build “artifacts” (i.e., sections of a digital
requirements package). For example, a mission- area requirements package would have annexes for individual
systems instead of requirements packages for each individual system. (pp. 23-24)

152 Project Management Resource Tools (PMRT, pronounced “P-Mart”) is a web-based “suite of dozens of key acquisition tools
and apps supporting a wide-range of areas including Portfolio Management, Program Management, Science, Technology &
Engineering, Contracting, Financial Management, Risk Management, Life Cycle Logistics, and defense acquisition workforce

”
’

management” (DAU, “Project Management Resource Tools [PMRT],” webpage, last updated April 4, 2023).
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®  Building advisory capacity: Incorporate personnel with IGIM expertise to advise CRD subject-
matter experts. These experts can help align DE practices and CRD processes with IGIM.
This step cuts across all aspects of digital maturity.

Conclusion
USSF CRD stakeholders articulated some potential benefits of digital CRD; however, as of this

writing, the structured information environment needed to achieve the USSF’s digital vision is not
mature. This limits visibility into all space CRs and creates barriers to achieving potential benefits
from digital CRD. Additional characteristics of the environment complicate achieving digital goals:
Information flows manually between stakeholders and distribution channels, and DE efforts are ad
hoc and use nonstandard formats. Finally, CRD information is classified at several different levels with
special accesses, which makes it complicated to share and centralize.

The USSF stands to gain several benefits from addressing these structured information challenges
that are separate from those that could result from DE. CRD stakeholders would benefit from
enhanced communication, data-sharing, transparency, and data quality, leading to improved
collaboration and decisionmaking. Leadership would benefit from improved analytical insights, also
leading to improved decisionmaking. Stakeholders external to the USSF, including Congress, would
benefit from clearer and more-consistent reporting enabled by structured information.

Without effectively managing the vast amount of information generated though CRD, the USSF
may reduce its ability to potentially achieve some of the proposed benefits of DE. Information
management enables proactive data handling, increasing scalability and decreasing risk as information
accumulates over time. More-structured information increases productivity, enabling faster access and
better analytics. Automation reduces manual errors, enhancing data accuracy and overall efficiency.
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Chapter 5

Developing a Capability Requirements
Development Roadmap

Although the USSF is relatively young and small in comparison with other services, its challenges
are significant. As discussed earlier, the USSF needs to figure out how to proceed in an increasingly
contentious domain. Effective CRD is a key input to the USSF’s CD for warfighters across DoD,
other parts of the U.S. government, and international allies and partners. We analyzed the USSF’s
CRD (as of May 2023) to determine where it stands in terms of the maturity of its vision, R&R,
processes, digital transformation, and workforce using multiple methods, including maturity models
and discipline integration. Our main findings and recommendations are presented below.

Findings and Recommendations Specific to Capability
Development

As the USSF seeks to identify improvements to its CRD process, it needs to understand the
recent state of the broader activities surrounding USSF CD, as well as any related challenges. Indeed,
CRD interacts with other CD activities; therefore, understanding CRD’s dependencies, objectives,
and alignment with CD are imperative. In Chapter 2, we provided an overview of the recent state of
USSF CD. We found that no codified, repeatable, comprehensive CD process exists in the USSF that
clearly defines an entry point and an exit point along with a series of steps that lay out alternative paths
from a capability need to a capability solution. Various unofficial materials describe aspects of the
vision for CD, but there is no comprehensive, enterprise-wide CD vision. We used our discussions
with stakeholders and review of available documentation to develop a high-level overview of the
USSF’s “as-is” process. One of our key takeaways is that there appears to be a lack of shared
understanding of the CD processes, roles, responsibilities, and key terms for space CD across the USSF, the
joint force, and other key stakeholders. Such limited situational awareness can impede integration and
coordination efforts, reduce speed, and lead to missed opportunities and redundancies.

This finding is partially a result of the eatly age of the USSF and the many organizational
restructuring decisions that took place as the new service was stood up. However, situational
awareness can be bolstered through (1) developing and socializing policy and guidance and (2)
providing process maps that identify key stakeholders, processes, and deliverables. We found that all
other military services provide CD oversight and policy, including assigning R&R, workforce
requirements, and tailorable CD process guidance. Therefore, CSRO should partner with SAF/SQ and
the operational community (i.e., the other primary CD stakeholders) to develop overarching policy and
guidance for CD. It can leverage existing CD policy as applicable, but given the many nuances discussed
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throughout this report about space capabilities and joint USSF R&R, such existing guidance is likely
to be insufficient.

We used the findings that we presented in Chapter 2 to develop an updated process chart for
USSF CD that maintains the original structure of the recent USSF CD process while mitigating some
of the challenges identified in that chapter. This “to-be” idealized USSF CD process chart is shown in
Figure 5.1. The idealized USSF CD process should be used to inform CD policy and guidance, including its
R&R, coordination opportunities with stakeholders that interface with CD, and digital flows. Indeed,
these three elements represent the major changes between the USSF CD’s recent and future state (see
Figure 5.1). Namely, our “to-be” process chart

= assigns R&R to CD activities

» provides for standardized coordination opportunities for the functional, S&T, and
resource management communities

* identifies and uses digital flows.

This idealized USSF CD process lacks clarity for certain elements of CD that are still evolving.
These include CD processes that do not go through JCIDS; processes and R&R for test, fielding, and
sustainment activities; the sequencing of force design within the other CD phases; and the iterative
nature of CD (i.e., as of May 2023, Figure 5.1 represents a linear process as opposed to one with
iteration and feedback loops). It also does not address any unique considerations associated with CRD
information classified at different levels or CRD information that requires special access.

The remainder of this chapter focuses on our findings and recommendations for CRD and its
interfaces with other CD activities.

75



erate

Uoint interes

a

Deliberate
(Joint Information -
USSF only)

Icips

Middle Tier of
Acquisition

Urgent or
Emergent Need

Non-JC
Alternative

Figure 5.1. U.S. Space Force Capability Development “To-Be” State

USSF CAPABILITY DEVELOPMENT - TO BE STATE

Resource Management
USSF Resource Management: CSRO/S8; DAF Resources Office; 0SD Comptroller

SOURCE: Authors’ analysis based on discussions with stakeholders.

76

- . Drafting and i
. Capability gaps or | Solution pathw: i~ N ) Integrated Test,
Warfighting strategy Force design nu:s idr:ymigﬁ:lion uvir:and ¥ of eapability Document validation oint or Dol Acquisition Fielding, and
and concepts and analysi " i and approval ight (JCIDS) Sustainment
7 o documentation
ISR SAF/SQ, SSC Test and
Jeint “:’505)- and i Operational
Strategic Guidance Requirements other acquisition Communities
Oversight Council yemd at L1114
s W | e | e
Joint Staff, OT&E, and others)
USSPACECOM, .
Other CCMDs,
A Space 1. CSRO/S5R and relevant stakeholders SAF/SO, SSC
USAF, USN, Warfighting Forca Design discuss CR pathw (PEOS), and Test and
USMC, USA, . i - Iscuss UR pathway o Y Operational
USSF Field L. ohalysis | informs capability. |, 2. S5R pulls together al relevant stakeholders other acquisition | - Communities
Commands (SSC, produces bl via a writers conference todraftand - AURSN || ganization (USSPACECOM,
lSJLAsI:OggIé)SpOC) Force analysis iterate on CR documentation Operations 3%)‘2 ST:RO::hOM.)
- Design 3. S5R submits for validation and approval K\ ric /8 +and others|
Intelligence
Community (NRO), SAF/SQ, SSC *=* Tast ang
DoD CI0, MDA, 1 ISR “:’EOS)- and i Operational
Industry, and ) Joint other acquisition i+
poters:iZIIy others Agrwm- -— Requirements  organizations *—* ::l?rsnsn';:rgégz "
m'%m' Quversight Council A SpOC STARCOM
(JROC) g i
.\\ }. OT&E, and others)
e JRAC and 1
for F
USSPACEOQM, JUON, JEON uss Test and
”S:CMD:i Air Space RCO, DAF Operational
orce, Mavy, | UONEON RCO, SDA, SSC | Communities
Man:e Corps, o USSF (S5R) (Space Safari and 4 (USSPACECOM,
my gatekeeper Rapid Reaction SpOC, STARCOM,
Branch), MDA OT&E, and others)
Space Rapid Capabilities Organization Space RCO or Space RCO, DAF | 1estand
USSPACECOM, (Space RCO), Department of the Air Force DAF RCO Board Rp&(;eSDA.'SSC Operational
CCMDs, Air . it 3 . " N Communities
Rapid Capabilities Office (DAF RCO), of Directors, SDA S| Saf: d
Force, Navy, Space Development (SDA), SSC ' (Space Safari and | ' (SSPACECOM,
Marine Corps, * T PG e o Recton T g Marfighter Rapid Reaction  *[* 5500, STARCOM
Am (Space Safari and Rapid Reaction Council), MDER Branch), MDA ON2E, and ofhars
Y Branch), Missile Defense Agency (MDA) +and others)
13 Ji?i‘,___*i?Li____i?ii___‘_ﬁf____ﬁt o leees | esep | eeey
| I Digital information transfers
i — —— =T — —T T ——
! | B!
: Functional Communities as Needed :
: Intelligence Community on Emerging Threats: DIA, S2, NRO, other Services' intel organizations; Training and Testing: STARCOM; Cyber Community :
[ I
I} 1
Sclence & Technology and Emerging Technology
Air Force Research Laboratory (AFRL), Defense Advanced Research Projects Agency (DARPA) Space Labs, Industry




Findings and Recommendations Specific to Capability
Requirements Development

During our research, we identified a series of findings with an accompanying list of
recommendations to improve the status quo of USSF CD and potentially provide a roadmap forward.

Recommendation: Develop a USSF CRD Vision

Through analysis of policy materials and discussions with stakeholders, we found that the USSF
lacks a comprehensive, enterprise-wide CRD vision; consequently, the USSF does not have the goals and
linkages needed to guide R&R, processes, digital transformation, and workforce needs. Parts of that
vision exist in CRD IPT and Joint Integrator briefings, the JSRIC charter and memorandum of
agreement, and other materials. We recommend that CSRO formally define that vision in policy and
guidance. CSRO would need to consider whether this policy document should be joint with the USAF
or USSF-only. The nuances of space CRD and smaller staff and resources might be reasons to
consider a USSF-only policy; however, the joint nature of space requirements may also be an
important reason for having a policy with the USAF. The vision should include (at a minimum)
guidance for RER, processes, transition to a digital information environment, and workforce needs, and our
findings and recommendations in this report should inform that guidance. CSRO could leverage some of
the materials already updated across DoD for efficiencies in drafting this vision. The following
discussion provides additional findings and corresponding recommendations that should be
considered when developing the CRD vision. These recommendations may need to be adjusted for,
but also could inform, potential future changes to the USSF organizational structure.

Recommendation: Outline CRD Roles and Responsibilities
Without a clear CRD vision, the USSF also lacks clarity on space CRD RER, which is further

complicated by the numerous organizational and policy changes that have occurred since the standup of the
USSF. As part of this new USSF, some newer or redefined roles (including force design, space
architecture, and the joint integrator function) needed to be integrated into legacy functions and
processes, which has caused some level of confusion among the workforce as R&R are being formally
defined and delineated among offices. The CRD function has also moved from the field to become an
HQ function, and the USSF has identified the need to look at space in terms of mission-based
capabilities through an enterprise view. As a whole, the DoD acquisition community has also
undergone a variety of changes since 2015: For example, Congress has provided additional pathways
for rapid acquisition with some alternative requirements options in those pathways through the AAF
and with a renewed focus on prototyping and S&T. Amid these changes, we recommend that CSRO
outline the R&R for USSF CRD in its vision. These R&R could include the following:

e lead for all USSF CRD efforts, including CRD vision and management
e USSF CRD point-of-contact for services (joint interest or information)
e requirements sponsor and CRD process lead

e lead for CRD coordination (including rapid acquisition CRD)
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e lead for CRD transformation to digital CRs.
RE&R for defining rapid-acquisition CRD processes should be determined by CSO and clarified in the CRD

vision. These processes may need to be tailored to the unique needs of each rapid-acquisition
organization to ensure that they retain the flexibility and speed at the core of their missions. As CSO
considers how to define these responsibilities, it will need to balance two objectives: (1) the intent of
the new congressional authorities to use alternative requirements processes provided to these
organizations to move faster and (2) the need of CSRO (and in particular S5R) to have an enterprise
view of requirements across the USSF, which requires visibility into all of the organizations that are
producing requirements. One option to consider is delegating responsibility for defining the CRD
process to these newly established organizations while retaining requirements coordination
responsibilities for all enterprise requirements with CSRO. Such an option would give CSRO with
enterprise-wide requirements visibility without bogging down these rapid organizations with
additional oversight on how they develop them. In addition, Directorate of Manpower, Personnel and
Services (USSF/S1) should lead with Deputy Chief of Staff for Manpower, Personnel and Services
(HAF/A1) as needed to address any CRD workforce management responsibilities, including ensuring
that there are adequately trained and certified CRD professionals in the USSF to manage the
increasing workload.

Recommendation: Define Flexible CRD Document Development
Process(es)

Our stakeholder discussions suggest that the USSF CRD process has some inefficiencies, stakebolders
value agility but seek structure, and there is no consensus on desired process formality. The process that a
CR may take is now multidimensional because of a variety of factors, including the acquisition type,
whether the CR is joint or USSF-only, what organization has responsibility for acquiring the
capability, and whether the CR was created in a legacy process. In other words, the AAF pathway
during acquisition may shape and ultimately determine what the CRD process looks like for a given
CR. JCIDS provides the formal process for joint CRs, with some established mechanisms for non-
JCIDs acquisitions granted through statute or policy. We recommend that CSRO should define flexible
CRD document development process(es) to guide workforce. Based on the principles of discipline
integration discussed in Chapter 3, this defined process could include the following:

o An explicit role for a requirements sponsor from headquarters, who acts as the CRD process
lead, to lead requirements integration, prioritization, and document writing. Given the
recent CRD state, S5R is well-positioned for this role.

® A means for ensuring that requirements development is led by an office with the
appropriate operational and analytical expertise. Given the many challenges with the
recent CRD state, this capability lead role may be more appropriate coming from the
operational community (i.e., SpOC or STARCOM)."** Once S5R matures its operational

153 Given that several force designs are not yet completed, SWAC may need to play a supporting role to SpOC in the short term
to provide force-design inputs to SpOC. This will also ensure that forthcoming force designs align with previously developed
capability requirements.
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expertise, the responsibility could fall to it. Regardless, as CRD process lead, the
requirements sponsor would oversee requirements development.

e Explicit R&R for a CRD team executing the process that includes all pertinent
stakeholder communities. At a minimum, this team should include SpOC, SWAC, SSC,
S8, STARCOM, and CRD representatives from any relevant CCMDs and other services.

e A planning phase that determines the CRD team, a CRD plan, and the types of structures
needed for decisionmaking, coordination, and resolution of questions or disagreements.
Feedback from the team on the plan and structure would be sought to build consensus and
ensure stakeholder buy-in.

e Touchpoints for other relevant stakeholders and CD-interfacing processes, including
resource management, JCIDs, USSF leadership, and rapid acquisition organizations.

e Opportunities for early and frequent coordination, input, and feedback.

e Auvailable guidance on systems engineering techniques for CRD.

As defined in the discipline-integration literature, these process recommendations should improve
discipline information flow and allow CSRO to define the structure for CRD coordination. They can
also help to ensure that S5R acts and is perceived as an honest broker for CRD, by explicitly including
all pertinent stakeholder communities within and outside the USSF, receiving their buy-in during the
planning phase on decisionmaking and disagreement resolution, and allowing for disagreements to be
raised early in the process when it may be less difficult to reach a compromise. Given that S8 would be
a part of the CRD team, these recommendations also ensure that S5R receives inputs on relevant
information collected by S8 for resourcing decisions, as well as pertinent resourcing information.

Recommendation: Define CSRO’s Vision for Digital CRD
The USSF was “born digital,” and CRD has been part of this digital transformation. USSF CRD

stakeholders articulated some potential benefits of digital CRD; however, the current structured information
environment needed to achieve the USSF’s digital vision is not mature. This limits visibility into all space
CRs and creates barriers to achieving potential benefits from digital CRD. Despite the push for more
digital flows of information, information still flows manually where distribution channels and DE
efforts are ad hoc and use nonstandard formats., CRD information is also classified at several different
levels with special accesses, which complicates this digital transformation. Although the net benefits of
incremental improvements in DE are empirically uncertain at the time of this writing, there are some
initial steps that CSRO (in conjunction with others in the USSF) may wish to take to improve the
CRD digital transformation: CSRO should define its vision for digital CRD, explain how DE can support
CRD in innovative ways, and ensure that those spearheading the implementation of the USSF’s digital
vision (e.g., Chief Technology Information Office, CDO) understand the nuances of the CRD use case. That
vision can request USSF resources to execute the digital CRD vision (e.g,, to increase the workforce
and resources needed to incorporate DE and other tools into CRD at scale). Additionally, CRD
stakeholders are moving forward with their own solutions; CSRO should fully understand those
solutions and support linkages while the overall USSF digital environment matures. We also
recommend prioritizing moving toward structured CRD information to facilitate this digital
transformation. Without effectively managing the vast amount of information generated though

79



CRD, the USSF may reduce its ability to potentially achieve some of the proposed benefits of DE.
Additional steps for implementing DE are included for consideration in Chapter 4.

Recommendation: Perform a CRD Workforce Analysis

The previously defined structural changes with the USSF CRD organizations have resulted in several
potential workforce imbalances because the USSF HQ CRD function now has greater responsibilities with
fewer certified staff and subject-matter expertise than prior to the USSF’s inception. Although performing a
workforce analysis was outside the scope of this research, it was clear from stakeholder discussions
that the USSF CRD community has an unsustainable workload, and subject-matter expertise remains
in the operational community along with institutional CRD knowledge. Likewise, the demand for
requirements expertise and DE skills appears to exceed supply, which is a workforce-planning
challenge. We recommend that CSRO request that USSF/S1 (in coordination with HAF/A1 and CSRO)
perform a formal workforce analysis to “right-size” the CSRO CRD workforce to current and newer R&R.
This analysis should also explore

e CSRO rotations with operational, acquisition, and budgeting communities to improve
coordination and knowledge'**

e solutions to ensure that the CRD workforce has access to training needed for formal CR
certifications, including training on systems engineering, which is a best practice for all
requirements development'>

e apartnership between CSRO and DAU to document lessons learned for space CR.

USSF CRD continues to evolve rapidly. Since our analysis started in October 2022 and our data
collection ended in May 2023, the USSF has been working to establish some repeatable points
throughout CRD. For example, S5R is working with CR sponsors to identify the appropriate CR
path and has been documenting that path. There has also been movement to include “fully-burdened”
CRs that consider both materiel and non-materiel of DOTmLPF-P during the initial phases to close
gaps. This step requires additional upfront conversations with acquisition and resource communities.
The USSF is starting to integrate tailoring throughout CRD, given the increasing number of
requirements paths outside JCIDS that CRs take by using large writing teams to integrate
stakeholders early and often. There also seem to be clearer lines of effort between some of the newer
organizations as the organizations have started to define what they believe they are responsible for.
Some organizations are also experimenting with DE tools (including S5R) to explain complicated
linkages in CRs to JROC and leadership. Finally, S5R is increasing its staff to address S5R

responsibilities and working to ensure that more staff have formal requirements certification training.

154 Shelton et al. discussed the importance of removing “the seams traditionally separating operators and acquirers so all
understand both technology and operations; operators will know how technology flows and changes, and acquirers will know
how the technology is implemented and used in the field” (William Shelton, Cynthia R. Cook, Charles Barton, Frank Camm,
Kelly Elizabeth Eusebi, Diana Gehlhaus, Moon Kim, Yool Kim, Megan McKernan, Sydne Newberry, and Colby P. Steiner, A
Clean Sheet Approach to Space Acquisition in Light of the New Space Force, RAND Corporation, RR-A541-1, 2021, p. x).

155 Recent PAF research on technical requirements development also found systems engineering expertise and training to be
limited in the USAF. This research provides a number of recommendations for improving and increasing USAF systems
engineering expertise, which may also be useful for USSF considerations. See Mayer et al., 2022.
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All these steps are moving the USSF CRD community further down the path they have articulated,
but additional steps need to be taken as outlined in this analysis.

Need for Further Research

The findings and recommendations presented in this report are based on research that was
performed over a short time frame during a period of rapid evolution and that was directed toward
internal USSF perspectives and processes. Both our findings and recommendations present
limitations that are important to explore in future research. As USSF CRD roles, responsibilities, and
processes are better defined, it will be important to better understand its CRD-related interactions
with outside stakeholders, including the other services, terrestrial CCMDs, and IC. All play a role in
shaping joint space CRs, as well as being end users of the weapon systems developed based on those
requirements.

Considerations for Implementing Recommendations

Many of our recommendations relate to assigning R&R and defining process that align to the
current organizational structure of the USSF at the time of writing. Although such recommendations
always run the risk of being unachievable because of organizational changes, the potential for the
USSF reorganization may be more likely than at other times. Indeed, the USSF is still evolving and
shaping how it operates and best achieves its mission. Furthermore, at the time of this report’s writing,
Secretary Frank Kendall had just announced a DAF-wide initiative to take “a comprehensive look at
all aspects of how we organize, train and equip the Air Force and Space Force.”"*® Given the potential
for change, our recommendations may need to be adjusted to align with any USSF reorganization.
Additionally, in the FY 2024 National Defense Authorization Act, Congress also required that DoD
“develop and implement a streamlined requirements development process for the Department of
Defense, to include revising the Joint Capabilities Integration and Development System, in order to
improve alignment between modern warfare concepts, technologies, and system development and
reduce the time to deliver needed capabilities to warfighters.””” Many of these recommendations
could help to inform near-term organizational changes and any potential process changes.

Some of the challenges faced by the USSF for CD and CRD are also the result of its current
organizational structure and maturity. R&R for CD are still being defined, and there are numerous
stakeholders involved. This lack of clarity can also increase the difficulty of implementing our
recommendations. CSRO's span of control includes only some CD activities, and many of the CRD
activities within its control are dependent on the inputs and activities outside its control.
Implementing the recommendations outlined in this chapter will require CSRO senior leadership to
coordinate and receive buy-in from senior leaders in a number of other USSF organizations. Although
much of the CRD vision can be developed at the working level, USSF senior leaders will need to
communicate and facilitate its implementation. These circumstances also make it especially important

156 Erank Kendall, “One Team, One Fight,” memorandum, September 5, 2023.
157 public Law 118-31, National Defense Authorization Act for Fiscal Year 2024, Section 811, December 22, 2023.
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for CSRO to be proactive as the USSF’s organizational structure continues to evolve, Secretary
Kendall's reorganization initiative gets underway, and DoD outlines changes to its requirements
processes as required by Congress.

82



Appendix A

Methodological Approach

This appendix provides additional details on the methodological approach used for this analysis. It
provides additional information on the stakeholder discussions, the policy and literature review,
qualitative analysis of the stakeholder discussions, maturity model development, and the use of
systems engineering concepts to understand organizational interactions.

Stakeholder Discussions

We held semistructured discussions with 57 individuals from 16 organizations within and outside
the USSF. These stakeholders were identified based on their expertise and familiarity with USSF CD

and DE. Table A.1 provides a summary of organizations involved in these discussions.

Table A.1. Overview of Stakeholder Discussion Participants

USSF OCSO/Space
Operations USSF Acquisition Staff Other USSF Outside USSF
SpOC (8) SAF/SQ (1) CTIO (9) SWAC (2) AF/A5R (1)
SDA (1) S2 (4) DAF RCO (2)
Space RCO (1) S5B (3) JS/J8 (2)
SSC (12) S5R (5) MDA (1)
S8P (1) USSPACECOM (4)

NOTE: Numbers in parentheses indicate the number of individuals from each organization. We held additional
discussions with four RAND experts on CD and DE in the USAF, U.S. Army, U.S. Marine Corps, and U.S. Navy. We were
also in regular contact with S5R to remain apprised of developments during the course of this project.

To facilitate the stakeholder discussions, we developed a generic set of questions that were tailored
to each discussant’s role and expertise. This generic protocol is provided in the following box.
Subsequent qualitative analysis was conducted on the anonymized notes from these discussions to
extract findings and develop recommendations through a data-driven approach. More information on
this qualitative analysis is provided in the following section.

To preserve the anonymity of our discussants, we did not attach organizations or dates to insights
gleaned from stakeholders in this report.
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Interview Protocol

Introduction
11.  Please tell us about your current position (e.g., roles and responsibilities) and experience within the space community
and with the capability development process.

Organizational Roles and responsibilities [at level of knowledge of interviewee]
2.1. What is the organization’s mission with respect to CD? How is that mission accomplished?
2.1.1. How do you define [fill in term(s) that needs additional clarification (e.g., force design)]?
2.2. What responsibilities does the organization have for capability development/requirements?
2.21. Are any of these responsibilities:
2.211. Delegated down? To whom?
2.21.2. Delegated to you from above? From whom?
2.3. How does the organization execute these responsibilities?
2.3.1. What roles are assigned? Describe the workforce (size, org structure, etc.)
2.3.2. What activities/tasks are performed and by whom?
2.3.3. Are other organizations involved in executing these responsibilities? How? What role do they play? And in what
ways?
2.3.3.1. How does your organization’s contribution to CD/requirements development differ from other
organization’s contributions?
2.4. Are there other organizations that have similar responsibilities or perform similar activities (i.e., do you see
redundancies in the CD process)?
2.5. Are there current responsibilities that would be better accomplished by a different organization? Why?
2.6. Are there responsibilities of other organizations that would be better accomplished by your organization? Why?

Information flow and access
3.1.  With regard to CD, what informational/data/products does the organization:
3.1.1.  Receive to perform its activities? From whom? How is it shared?
3111 How are these inputs used?
3.1.2. Provide to others based on these activities? To whom? How is it shared?
3.1.21. How are these outputs intended to be used?
3.2. How does the organization transform these inputs to outputs?
3.2.1. Models/analysis?
3.2.2. Integration/judgment?
3.2.3. Consult with stakeholders?
3.2.4. Other?
3.3. With regard to CD, what other information/data does the organization:
3.3.1. “Own”/hold in-house?
3.3.2. Have access to?
3.4. Describe infrastructure (e.g., storage/maintenance, enterprise software) info/data received, provided out, as well as
interim products.
3.5. Is there info/data or other inputs that you wish the organization had access to or could receive? (e.g., “customer”
feedback) Why?
3.5.1. What types of institutional infrastructure support your organization’s activities?

Knowledge/Expertise/Context
41. What organic knowledge/expertise/context critical to CD does this organization
411. Currently hold?
4.1.2. Currently rely on other organization for? How?
4.2. Isthere knowledge/expertise/context that would be useful to have in-house that doesn’t exist currently?

Digital transformation capability
5.1. Does the organization currently have (if so, explain):
5.11. Data governance best practices (data rules, sharing, etc.)
5.1.2. Appropriate infrastructure (data storage capacity/capability, software, tools)
5.1.3. Any digital/quantitative models it uses? If so, how is this enabled (e.g., licensing, training, etc.)
5.1.4. Connectivity to stakeholders to share digital artifacts.
5.1.5. Workforce with appropriate expertise/competencies to support 5.1-5.4.
5.1.6. Training to support 5.1-5.
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6. Gaps/Shortfalls/Challenges
6.1.  Are there any gaps or shortcomings in your organization’s activities that affect CD? If so, what are the effects of those
gaps or shortcomings (e.g., lack of synchronization)?
6.2. What obstacles exist to remedying them?
6.3. What external factors have affected your organization’s ability to meet your mission with respect to CD? (e.g., changes
in laws, regulation, policy, funding, technology, or threats)? What factors are likely to play a part in the future?

Document Review

To develop a comprehensive understanding of stated policy and current practices regarding CD
and DE within the USSF, we reviewed policy, process guidelines, charters, and supplemental
materials provided by S5R, as well as additional CD and DE documents identified through
stakeholder discussions.

To identify potential sources of lessons learned for the USSF, we conducted a scan of the
literature concerning CD and DE across DoD, emphasizing efforts by the Office of the Under
Secretary of Defense for Research and Engineering and the military services. Expertise and experience
with CD from within the research team, additional RAND experts, and stakeholder discussions were
instrumental in identifying and selecting the most-relevant literature for analysis.

We also conducted a deep dive of IGIM because of its significance for CD and DE (see Appendix
C). Much of this literature draws on previous RAND work concerning data practices in defense
acquisition, federal information policy and data efforts, and industry best practices. Table A.2
provides an overview of the literature reviewed in support of this research, as well as relevance
indicators. Many of the documents reviewed were provided directly by CSRO and, in total,
approximately 196 documents were reviewed.

Table A.2. Literature Review and Relevance

Document Categories Relevance Indicators

Policies, memorandums, e Documents provided by the sponsor to support understanding of the

guidance, briefings provided by recent state of USSF CD and CRD processes

CSRO (n=50)

2022 “space industry days” e USSF organizational charts

(n=13) e Threat briefings

USSF background (n=11) e Documents related to background information on the standup of the
USSF, organizational structure, and the service’s evolution over time

Comparative analyses (n = 11) e CD and CRD policies from the other services (U.S. Army, U.S. Navy,
USAF)

RAND reports (n = 6) e Past RAND published research relevant to DE, CD, and requirement
processes

Other relevant literature (n = 105) e Information relevant to systems engineering, DE, and maturity models
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Qualitative Analysis of Stakeholder Discussions

To establish a bottom-up understanding of information flows within the CRD process, and how
CRD informs CD, we developed a data-driven qualitative framework that was applied to all 57
stakeholder discussion notes. This analysis was informed by methods for thematic coding in which
emerging themes are identified, tagged in the text, and analyzed for patterns.”®® Figure A.1 shows the
information-flow themes that were used to code and analyze the discussion notes. The findings from
this analysis were used to inform our understanding of the recent state, as depicted in Figure 2.1, and

challenges presented in Chapter 2.

Figure A.1. Information-Flow Themes Used for Coding

Information/Data Goals/Vision
» Operational: Short/long-term + Vision for capability
needs, situational awareness » Space Force vision
* Acquisition: Design, + Joint vision
compliance/contracts » Programmatic goals
+ Technology: Feasibility, + Industry goals
affordability, performance
* Intelligence Requirements R&R
* Own/oversee
Data R&R . (F;rod:oe (a;lalysis, design)
» Coordinate/integrate
: Ow_n/ govern » Validate (analysgi’s, design)
* Maintain . Fulfill
» Receive, Provide
e Data Infrastructure
» Governance/policy
Workforce » Tools, software, licenses
» Expertise/competency » Storage
» Experience/knowledge » Access
+« Scale * Training

Maturity Model Development

As discussed in Chapters 3 and 4, we compiled two simple maturity models to help CSRO
structure the evidence we gathered regarding the recent (“as is”) and future (“to be”) states of CRD
and DE. We tailored existing maturity models designed for use by government agencies and large
organizations, primarily the Federal Government Data Maturity Model and the Social Security
Administration’s Advanced Analytics Capability Maturity Model,’ to the unique circumstances and
needs of CSRO. Our research developed these models as a device with which CSRO may perform a

self-assessment of its maturity, identify priority domains to improve, and develop a roadmap for

158 11, Russell Bernard, Amber Wautich, and Gery W. Ryan, Analyzing Qualitative Data: Systematic Approaches, 2nd ed., Sage
Publications, 2017; Virginia Braun and Victoria Clarke, “Using Thematic Analysis in Psychology,” Qualitative Research in
Psychology, Vol. 3, No. 2, January 2006, pp. 77-101.

159 Data Cabinet, undated, cited in Drezner et al., 2020, p. 11; Social Security Administration, Analytics Center of Excellence,
2020.
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improvement. In Appendix B, we discuss the two maturity models that most closely informed our
maturity models and the development of each maturity model in this report.

Analysis of Recent State Against Systems Engineering Concepts

In addition to organizational maturity, we also assessed USSF CRD through the lens of systems
engineering. To determine systems engineering lessons that may apply for CRD, we leveraged the
extensive literature review described in Mayer et al. and supplemented that with literature searches
that stressed the importance of information flow in systems engineering.' Although the broader
systems engineering literature provides guidance on how to articulate and elicit operational need and

develop associated requirements,'®!

most focuses on the technical or physical aspects of the system
design likely because physics and technical feasibility dictate how a system is designed. Our review of
the literature identified a set of reports published by a consortium of NASA experts that holistically
address how the field is evolving and maturing to emphasize the social aspects of system design.'*
These reports identify a set of dimensions for effective discipline integration. We analyzed the
challenges to CRD, identified in Chapter 2, through the lens of these dimensions and applied insights

about effective discipline integration to USSF CRD to develop recommendations.

160 Mayer et al,, 2022.
161 pop example, see International Council on Systems Engineering, 2015; and NASA, 2020.

162 Bor example, see Watson, Mesmer, and Farrington, 2020.
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Appendix B

Development of the Maturity Models

Organizations use maturity models to assess their organizational capabilities and support
recommendations for organizational improvements. Maturity models provide a goal-oriented way to
structure multifaceted characteristics, processes, and capabilities of an organization.

This appendix discusses the benefits and limitations of maturity models, explains why maturity
models were chosen for this analysis over alternative approaches, describes how we tailored existing
maturity models to the work of CSRO in CRD and DE, and provides alternatives for how maturity
models may be used to develop a vision for CRD.

Benefits and Limitations of Maturity Models
Maturity models can help an organization

e understand its current capabilities, determine gaps, and identify areas for improvement
e set realistic goals, prioritize subsequent actions, and inform resource allocation

¢ build consensus among stakeholders through a common language and structure for

communicating and measuring improvement.'®

However, maturity models have several limitations and drawbacks. For example, maturity models

® can be perceived as bureaucratic, costly, or time-consuming to implement to their fullest extent
® arejust one part of a maturity improvement plan

e often need to be selected or tailored for alignment to organizational goals.'**

Alternative Approaches to Organizational Self-Assessment

Maturity models are a form of organizational self-assessment.'® Other common approaches to
organizational self-assessment include strengths, weaknesses, opportunities, threats (SWO'T)

163 Office of Management and Budget, Federal Data Strategy: Data Governance Playbook, July 2020, pp. 9-10.
164 \/an Looy, 2021; Rosenstock, Johnston, and Anderson, 2020; Van Looy, De Backer, and Poels, 2011.

165 Maturity models can also be implemented by an independent assessor. Even when conducted independently, the intent is
typically to inform organizational management.
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analysis,'* benchmarking against other organizations,'”” and the balanced scorecard strategic planning
and management system.'® Although each of these methods, as well as a variety of other
organizational self-assessments, would likely provide insights to CSRO CRD and DE, we chose to
employ maturity models for three reasons: (1) maturity model—based assessments are a common
practice in federal agencies, (2) the maturity model approach is a useful way to structure information
about CSRO capabilities according to the core aims of this research, and (3) USSF CRD lacks
organizational competitors and maturity modeling is the least reliant of the alternative methods
introduced here on characterization of a competitive environment. Maturity modeling allows
incorporating good and best practices from other organizations, but the focus of assessment using
maturity models relies more on the characterization of the organization or organizational processes
(here USSF CRD) rather than on characterizing competitors or the competitive landscape.

Tailoring Maturity Models for Use by the Chief Strategy and
Resourcing Office

The CRD and DE maturity models presented in this report (Table 3.1 and Table 4.2) are tailored
to CSRO based on two existing maturity models: the Federal Data Maturity Model and the Social
Security Administration’s Advanced Analytics Capability Maturity Model.'®® We selected these two
models because of their application to government use and focus on dimensions, which were recurring
themes in our review of USSF documentation and discussions with stakeholders. We also benefited
from the INCOSE Model-Based Capabilities Matrix and the DAF Digital Maturity Guide.'”

The Federal Data Maturity Model includes six dimensions (data capability, data personnel, data
culture, data elements, systems and technology, and data governance) and five maturity levels.'”
Entries within the maturity model identify capabilities that an organization at that maturity level

would have. For example, the lowest maturity entry for the “data governance” dimension is “loose

166 SWOT analysis or SWO'T matrices can be used to develop business plans that build on internal strengths, reduce internal
weaknesses, leverage external opportunities, and mitigate risks of external threats. See Marilyn M. Helms and Judy Nixon,
“Exploring SWOT Analysis — Where Are We Now? A Review of Academic Research from the Last Decade,” Journal of Strategy
and Management, Vol. 3, No. 3, 2010.

167 Organizational benchmarking is a practice of identifying high performing competitors in a particular industry or type of
practice, determining comparable criteria, and developing and implementing a change management plan to improve the measured
criteria. Benchmarking success depends on the competitors selected, the ease of measuring organizational criteria, and the ability
of the organization to learn new practices and improve. Stephen A. W. Drew, “From Knowledge to Action: The Impact of
Benchmarking on Organizational Performance,” Long Range Planning, Vol. 30, No. 3, June 1997.

168 The balanced scorecard and strategic planning and management system are intended to link short-term and long-term

decisionmaking with processes of “translating the vision,” “communicating and linking,” “business planning,” and “feedback and

learning” (Robert S. Kaplan and David P. Norton, “Using the Balanced Scorecard as a Strategic Management System,” Harvard
g P g g g y

Business Review, July—August 2007).

169 Gee Data Cabinet, undated, cited in Drezner et al., 2020, p- 11; Social Security Administration, Analytics Center of
Excellence, 2020.

170 See Al Hoheb, “INCOSE Model-Based Capabilities Matrix,” webpage, The Aerospace Corporation, June 10, 2020; and
Digital Transformation Office, “Digital Maturity Assessment,” webpage, Department of the Air Force, Digital Transformation
Office, January 4, 2023.

71 Data Cabinet, undated, cited in Drezner et al., 2020, p. 11
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affiliations of technical staff that work with data,” while the highest maturity entry for “data
governance” is “cross-agency advancement of data policy, standards, and quality metrics.” In this
maturity model, low maturity reflects a lack of integration between data systems, poor data quality,
and little decisionmaking capability. High maturity reflects coordinated system operation and
governance across multiple organizations, common standards, and enabling coordinated
decisionmaking. In this maturity model, the target data maturity capability for an organization can be
determined by organizational values and how data maturity compares with other organizational goals.

The Social Security Administration’s Advanced Analytics Capability Maturity Model (A*CM?)
includes assessment of six maturity attributes or dimensions (technology, people, analytic
opportunities, data, and analytic techniques).'”> Within each attribute are multiple categories and
subcategories, and maturity is assessed on a five-level scale for each subcategory. The maturity levels
for each subcategory are derived from a template: the subcategory has not been addressed (Level 1);
the subcategory has been addressed in an ad hoc manner (Level 2); the subcategory has been addressed
formally (Level 3); the subcategory is consistently addressed, and its use is governed (Level 4); and the
subcategory is reviewed regularly to enable continuous improvement (Level 5). Similar to the Federal
Data Maturity Model, the A’CM? describes capabilities that an organization has at each maturity
level. For example, for the subcategory “organize structured data,” Level 1 maturity means that the
“ability to analyze structured data does not exist,” and Level 5 maturity means that “analytic
techniques are available to support the broad spectrum of analytics needs AND additional techniques
are continuously considered to support the organization’s advanced analytics capability over a
multiyear time frame.”

The maturity models developed in this report are similar in structure to the Federal Data
Maturity Model and the A>*CM?: Multiple dimensions or attributes of organizational capability were
determined to be relevant to USSF CRD. The five maturity levels defined here for USSF CRD and
DE for CRD draw on both the scale of no capability to continuous capability improvement (similar to
the A’CM? model) and the maturity scale from localized and ad hoc capability to integrated,
coordinated, and coherent capability (similar to the Federal Data Maturity Model). The entries in the
maturity models presented in this report describe capabilities relevant to CRD activities (or DE
activities for CRD) that are representative of maturity or capability at a given level.

Maturity Model Dimensions

As discussed in Chapter 3, we chose the five dimensions for our maturity models to provide a
holistic view of the guidance for and implementation of CRD. There are two reasons we selected these
dimensions. First, these five dimensions surfaced frequently in discussion with stakeholders of the
CRD process as important facets of CRD activities and derive from the thematic data analysis
described in Appendix A.'” Second, the maturity dimensions identified here are similar to the types of

172 S cial Security Administration, Analytics Center of Excellence, 2020.

173 The five maturity dimensions are aligned to the six thematic analysis categories defined in Appendix A: vision maps to the
“Goals/Vision” code; R&R maps to the “Requirements R&R” and “Data R&R” codes; process maps to the “Information/Data”
code and also the decisions that information and data enable; digital transformation maps to the “Data Infrastructure” code; and
workforce maps to the “Workforce” code.
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dimensions found in other maturity models that focus on organizational data and analytics
capability.'*

Vision provides a foundation for CRD processes and goals for its implementation, including
assessment metrics, accountability measures, and a connection to budgeting processes. R&R ensure
common understanding of who is doing what to implement CRD. The workforce ensures personnel
are available with the right skills in the right place to carry out those R&R. The processes dimension
describes how CRD decisions and tasks are implemented. Digital transformation describes the
capability to use digitized data and information to accelerate existing processes and enable new
processes, building on foundational IGIM. This dimension describes the maturity of the information
and data that underlie decisionmaking for CRD. This dimension provides the foundation for the
approach described in Chapter 4 to execute USSF’s digital CRD goals. In each of the maturity models
in this report, these dimensions are defined to focus on the relevant activity: capability requirement
development and DE for CRD, respectively.

Maturity Model Levels

The model defines five maturity levels at which each organizational dimension can be assessed:
“not addressed,” “ad hoc or incomplete,” “documented and complete,” “consistently monitored,” and
“continuous improvement.” As described above, these maturity levels are based on the maturity levels
defined in the Federal Data Maturity Model and the Social Security Administration’s A’CM? Lower
maturity levels describe CRD dimensions that do not exist or exist in an incomplete manner. These
levels risk enterprise fragmentation, duplication of effort, and not using the best available data. Higher
maturity levels describe CRD dimensions that are institutionalized in organizational processes in a
consistent way and designed to enable the ability to continuously adapt and operate flexibly.

At the lowest level at which maturity is not addressed (Level 1), the topic of each dimension of the
maturity model does not exist within the organization, and individuals must seek out or expend their
own resources. At the next level at which addressing maturity is ad hoc or incomplete (Level 2), the
focus of each dimension of the maturity model is defined only for parts of the organization or is
undertaken on an ad hoc basis, possibly resulting in inconsistency, lack of coordination, necessary
manual processing of information, and limited opportunities for development.

At the middle level at which maturity is documented and complete (Level 3), the topic of each
dimension of the maturity model is formally defined and scaled to cover all mission-critical aspects of
the relevant enterprise. The relevant enterprise depends on the particular task: While a strategy may
need to be consistent across the USSF, in some cases, processes for CD may need to be consistent
with joint processes. Moving to Level 4, maturity is consistently monitored and activities are enforced

174 Topics within the maturity dimensions from both the Social Security Administration’s A2CM? and Federal Data Maturity
Model informed the maturity models defined in this report: a visionary or strategic dimension that focuses on identifying
opportunities and directions for change (such as the “Analytic Opportunities” dimension in the A’CM? and here “Vision”);
dimensions that encompass defining roles, positions, and workforce needs (such as “Data Personnel” and “Data Culture” in the
Federal Data Maturity Model, “People” in the A’CM?* model, and here “R&R” and “Workforce”); dimensions that describe how
data, information, and analytics are used to inform processes and decisions (“Analytic Techniques” in the A’CM?* model and here
“Process”); and data culture, governance, management, and infrastructure (“Data” in the A°CM? model, “Data Governance” in the
Federal Data Maturity Model, and here “Digital Transformation”).
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to ensure that they progress as defined in addition to its documentation and completion achieved at
Level 3. Level 4 also includes a degree of automation or tailoring as appropriate to ensure that
documentation and completeness remain appropriate to changing circumstances. The highest
maturity level (Level 5) maturity is continuously assessed and improved to ensure its long-term
sustainment through links to PPBE processes and champions for best practices.

Using Capability Requirements Development Maturity Models to
Improve Capability Requirements Development

We explore two questions to illustrate how the maturity models developed in this research can
inform CRD improvements. To support a specific aim to improve a single dimension of CRD
activities, such as identifying CRD process improvements, what other areas of CRD maturity are
closely complementary to improving that single dimension? How can one make an informed choice
about which dimensions of CRD maturity to prioritize for improvement? Using the maturity model in
a benchmarking process can also inform the creation and iteration of a CD strategy (see Chapter 3).

Relationships Between Maturity Dimensions

Considering the interdependencies and relationships between a maturity model's dimensions may
help identify the dimensions an organization should focus on first. There are multiple
interdependencies between maturity dimensions implicated in challenges identified from CRD recent
state, as described in Chapter 3. We provide three examples of those interdependencies based on these
findings and what they could mean for complementary CRD maturity improvements across multiple
maturity dimensions:

1. Between workforce and R&R: A professional workforce with the right skills are in the roles in
which they can use those skills to carry out responsibilities. For example, the USSF HQ CRD
function has greater responsibilities with fewer certified staff and subject-matter expertise than
prior to the USSF's inception. Coupled with a lack of clarity of CRD R&R, this suggests that
enhancing CRD R&R maturity may provide important inputs to improving CRD workforce
maturity.

2. Between vision and process: A clear strategy guides the direction and goals of the process. For
example, a lack of a comprehensive, enterprise-wide CRD vision combined with a lack of
consensus on the desired level of CRD process formality or standardization suggests that
CRD process maturity may be enhanced by improved CRD vision maturity.

3. Between digital transformation and process: Digital information flows, information governance,
and information management ensure that the information underlying decisionmaking is useful
and easily available. For example, information about space CRs tends to flow manually using
ad hoc distribution channels, while detailed processes to develop CRs documents are not
documented. This suggests that improving CRD process maturity may inform directions for
CRD digital transformation maturity, as well as what kinds of information are needed by
whom and when to enable an efficient, coordinated, integrated, and cohesive CRD process.
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CRD vision is the most interconnected maturity dimension because a vision for CRD can inform
the goals and direction for each other maturity dimension: shaping R&R, workforce development, and
guiding CRD processes and digital transformation efforts. Improving maturity of CRD vision can
therefore have positive impact on all other dimensions of maturity. Where there are gaps in CRD
vision, the impact on CRD processes may be a lack of clear direction for who is involved in processes
when, what the goals of processes are, and gaps between interdependent process steps.

CRD workforce and CRD R&R are tightly coupled maturity dimensions, in that R&R help
define necessary competencies and where those competencies need to reside within the organization.'”
Workforce encompasses the people with the requisite competencies and the infrastructure to support
their professionalization and competency development.'”® Improving maturity in the dimensions of
CRD R&R and CRD workforce can, in turn, support improvement of CRD process maturity (e.g., by
informing and documenting process activities based on personnel, responsibilities, and skills), as well
as improve the maturity of digital transformation (e.g., by defining data and information needs from
R&R). Gaps in CRD R&R may leave some organizational responsibilities undefined or uncovered,
potentially translating to a gap in CRD workforce of a lack of personnel to fulfill those roles. In turn,
gaps in CRD workforce and professional development can limit CRD process execution. Similarly, if
no one knows who is responsible, the workforce might, in an effort to ensure CRD process execution,
take duplicative and potentially conflicting actions. Together, maturity in CRD R&R and CRD
workforce ensure that there are qualified personnel in the right places at the right times to execute CD
processes in an efficient, cohesive, integrative, and coordinated way.

Information governance and information management are complementary practices that allow
organizations to leverage their data and information for effective decisionmaking and are core
components of any digital transformation effort. An overarching vision can provide goals for IGIM
practices, and maturity in R&R and workforce can ensure that there are qualified personnel in
positions to conduct IGIM tasks. Gaps in IGIM can affect processes by leading to delayed or difficult
access to information, incomplete information for decisionmaking, and risks because of inaccurate
data. The implications of low maturity for IGIM and pathways for improving maturity are discussed

in Chapter 4.

Prioritizing and Sequencing Maturity Efforts

It is important to prioritize and consider how improvements to maturity may be sequenced.
Focusing on some dimensions, or combinations thereof, may be more foundational or provide greater

175 For example, competencies that relate to one’s job and their organization’s values can inform an individual’s success in their
job and at their organization, as well as develop hiring and training specific to organizational roles. See George E. New,
“Reflections: A Three-Tier Model of Organizational Competencies,” Journal of Managerial Psychology, Vol. 11, No. 8, December
1996.

176 A workforce assessment can include identifying the roles and functions of employees, employee workload, how employees are
assigned to organizational functions and activities, and the knowledge, skills, and abilities associated with specific roles. See Molly
F. McIntosh, Sasha Romanosky, Thomas Deen, Samantha E. DiNicola, Christopher Ferris, Jonathan Fujiwara, Priya Gandhi,
Henry Hargrove, Kirsten M. Keller, Maria C. Lytell, Mace Moesner IV, Isabelle Nazha, Zhan Okuda-Lim, Nina Ryan, Karen
Schwindt, and Amanda Wicker, Support to the DoD Cyber Workforce Zero-Based Review: Developing a Repeatable Process for
Conducting ZBRs Within DoD, RAND Corporation, RR-A660-6, 2022.
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payoff than others. Not choosing a dimension to mature is also a choice in prioritization, and may
mean choosing a dimension that has least impactful risks because of lower maturity, such as risks of

enterprise inefficiencies, accumulation of technical debt,"””

and risks of duplicated efforts.
Furthermore, as one dimension is matured, the additional benefits gained from further investment or
effort in that dimension tend to decrease over time.

How maturity efforts are prioritized is also a choice of how to achieve organizational goals.
Different levels of maturity may enable different ways of working toward the same objectives. For
example, in considering goals for improving efficiency, coordination, integration, and cohesion,
different levels of maturity may enable different ways of achieving efficiency, coordination, integration,
and cohesion, resulting in different kinds of progress. A focus on improving maturity of CRD
processes may initially enable efficiency, coordination, integration, and cohesion through routine steps
for information gathering and decisionmaking. If high maturity in digital transformation is prioritized
instead, efficiency, coordination, integration, and cohesion may be gained through traceable, current,
and trustworthy information underpinning decisionmaking.

There are several ways to think about prioritizing and sequencing maturation efforts, which we
present as directions for potential future analysis:

o Alignment with strategic goals: Identify the dimensions that align most closely with strategic
priorities. For example, if improving data discovery and traceability is a top strategic goal, then
prioritizing digital transformation maturity would be crucial.

e Criticality: Consider how critical each dimension is for CRD goals of efficiency, coordination,
cohesion, and integration. For CRD, vision can provide initial direction and guidance for
maturing all other dimensions. For DE, the digital transformation dimension is critical
because IGIM affect multiple areas of DE. Prioritizing such dimensions can create a strong
foundation for subsequent improvements.

o Interdependencies: Identify dimensions that have strong interdependencies with others, as
described above. Prioritize those that enable subsequent improvements in other dimensions.

o  Low-hanging fruit: Address dimensions with relatively high-impact, quick results. This can
create momentum and demonstrate the value of implemented approaches. As described in
Chapter 2, tailoring or adapting a description of current CD processes to define preferred
CRD processes and which steps or interactions between organizations are formalized may be
such an example and have quick returns on process efficiency, cohesion, integration, and
coordination.

o  Organizational readiness for change: Prioritize dimensions in which the organization is ready
and willing to make meaningful progress, which is enabled by individual members’
commitment to the values behind change and a willingness to implement change.'”®

177 Technical debt refers to short-term compromises to meet immediate demands resulting in long-term accumulated deficiencies.
This concept originated in software engineering but applies to systems engineering and design practices. See Ye Yang, Dinesh
Verma, and Philip S. Anton, “Technical Debt in the Engineering of Complex Systems,” Systems Engineering, Vol. 26, No. 5,
2023.

178 The concept of organizational readiness for change is described in Bryan J. Weiner, “A Theory of Organizational Readiness
for Change,” Implementation Science, Vol. 4, 2009.
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Resource availability: Prioritize dimensions for which resources are readily available or can be
allocated most effectively. Additional analysis may be needed to identify key resourcing needs
for maturity improvement across all dimensions.

Urgency: If a particular dimension poses significant risks or challenges, addressing it promptly
may be essential. Additional analysis may be needed to assess the magnitude and impact of
risks of maintaining a lower maturity level for a longer period in any one dimension compared
to others.
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Appendix C

Background on Leveraging Digital
Engineering, Information Governance,
and Information Management

This appendix supplements the discussion in Chapter 4 by identifying key stakeholders in IGIM
and DE for both DAF and the USSF. It also discusses existing CRs information management tools
and DE implementation resources. The appendix further explores the way DE goals can be tailored
for USSF CRD, IGIM, and challenges in the recent state of IGIM for CRD. Finally, it presents
options for making changes that support CSRO in achieving its digital CRD goals, complementing
those that we introduced in Chapter 4.

Key Stakeholders

Information systems—including those used in DE—in government organizations are ultimately
overseen by agency executives, such as the chief information officer (CIO), chief data officer (CDO),
and chief information security officer (CISO). Agency divisions often have their own information, IT
managers, data stewards, and information security officers to implement IGIM within their divisions
and interface outside their divisions.

This section offers a comprehensive overview of key DAF and USSF individuals and offices
involved in IGIM and DE. The diverse but intersecting roles among these stakeholders might lead to
challenges in defining R&R that are clear and obtain universal agreement, especially within a dynamic
and evolving USSF. In the context of CRD policy, CSRO could initiate an effort to ensure that
everyone is on the same page regarding their R&R and to promote opportunities for knowledge
sharing among these key stakeholders.

Key Department of the Air Force Stakeholders

Several DAF executives exercise IGIM authorities in support of USAF and USSF missions,
including the Secretary of the Air Force Deputy Chief Information Officer (SAF/CN), the
Department of the Air Force Chief Information Security Officer (SAF/CNZ), and Chief Data and
Artificial Intelligence Officer (SAF/CND, also known as DAF CDAOQO)."” Additional DAF bodies
that are relevant to IGIM and DE include the DAF Digital Transformation Office (DTO) and

179 HAFMD 1-26, Chief Information Officer, Department of the Air Force, June 14, 2023.
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Digital Transformation Council, as well as the DAF Chief Modeling and Simulation Office (CMSO).
DAF DTO is “synthesizing [USAF and USSF digital] efforts into an integrated suite of capabilities,
including data strategy, network and infrastructure, analytic methods, and associated business
practices, which will result in the development and fielding of weapons systems to increase lethality
across the joint and coalition force.”"* DTO provides services, including “digital intervention”
workshops, training, as well as “no-cost, rapid access to digital tools” through Digital Engineering
Platform as a Service."® The Digital Transformation Council is a key governance body co-chaired by
Office of the Assistant Secretary of the Air Force for Acquisition, Technology and Logistics
(SAF/AQ), SAF/SQ, Commander, Air Force Materiel Command, and Commander, Space Systems
Command (SSC/CC). CSRO is a member of the council.’®* DAF CMSO is the primary advisor to
DAF, USAF, and USSF senior executives for modeling and simulation “policies, practices, and
processes” and “[p]romotes a cohesive [modeling and simulation] enterprise, enabling a stronger

foundation for the DAF digital transformation.”*®

Key U.S. Space Force Stakeholders

Within the USSF, key IGIM and DE stakeholders include the USSF CDO, Data Governance
Council, CTIO, SSIO, and SSC/CC. According to USSF CDO Mark Brady,

(tJhe Space Force is adopting what we call next-generation data management. . .. The
basic idea is that we're treating it as a very precise engineering discipline as opposed to
being informal, or a little bit loose with our definitions or methods. What we found is
that in order to address changes in data and the changes in volume and in complexity

of our information, we need enterprise data management.184

The USSF Data Governance Council makes recommendations to the USSF's CDO and informs
USSF units “regarding data governance and technical decisions.”® In turn, according to

HAFMD 2-7, CTIO

is responsible for developing the USSF long-term military requirements to advance
technologies, employing advanced technologies to digitally transform the USSF;
assuring USSF digital infrastructure and I'T needs are met; effectively managing
USSF data; and coordinate, synchronize, and conduct analysis supporting all USSF
staff. Additionally, the SF/CTIO serves as the principal liaison and chief advisor to

180 Digital Transformation Office, “Vision and Foundational Documents,” webpage, Department of the Air Force, December 16,
2022.

181 Noah Demerly, “Digital Transformation,” briefing slides, Department of the Air Force, Digital Transformation Office, May
2023, Slide 20.

182 Demerly, 2023, Slide 19.
183 DAF CMSO, “About Us,” webpage, undated.
18% As quoted in Kimberly Underwood, “Space Force Looks to Next Generation of Data Management,” Signal, May 1, 2020.

185 Kimberly Underwood, “Space Force Launches Data Governance Council,” Signal, 2020.
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USSF and other DAF leadership regarding USSF matters related to these

responsibilities.'®

SSC maintains several DE efforts, including a Digital Engineering/Transformation unit
(SSC/BZED) reporting to the SSC Chief Engineer within SSIO,' as well as a “Space Digital
Ecosystem and iNtegration (SpaceDEN)” DE ecosystem.'®® SpaceDEN is being stood up by the
engineering and integration division of the SSC Program Executive Office’s Space Domain Awareness
and Combat Power. Under SSIO’s guidance, it is expected to help integrate “existing digital
engineering efforts across the USSF ecosystem [and] disparate efforts currently underway across
intelligence centers, programs of record, the Space Warfighting Analysis Center, field commands, and
industry.”®

Documents classified at higher levels are accessible via the Joint Worldwide Intelligence
Communications System or the Joint Staff -8, Special Access Program Coordinator, with pointers to
those documents maintained in KM/DS." Although DoD service components submit documents to
KM/DS, Joint Staff J-8 manages the KM/DS system. Provided by AFMC and “[s]imilar to KM/DS,
pointers for documents classified above the SECRET level are maintained in IRSS, but the
documents are kept in other systems.”""

Digital Engineering Strategy and Implementation Resources

The DoD Digital Engineering Strategy identifies five goals for DE across DoD:
1. Formalize the development, integration, and use of models to inform enterprise and
program decision making.
2. Provide an enduring authoritative source of truth.

»

Incorporate technological innovation to improve the engineering practice.

4. Establish a supporting infrastructure and environments to perform activities,
collaborate, and communicate across stakeholders.

5. Transform the culture and workforce to adopt and support digital engineering across
the life cycle.”
The DoD strategy is not prescriptive. It is “designed to foster shared vision and ignore timely and

focused action” concerning DE."” DoD service components are responsible for developing their own

specific implementation plans, roadmaps, and objectives.

188 HAEMD 2-7, Deputy Chief of Space Operations for Technology and Innovation, May 18, 2023, p. 2.
187 Claire Leon, “SSC Space Systems Integration Office,” briefing slides, undated, pp. 3, 5.

188 Paul Zetocha, “Space Systems Command to Stand Up SpaceDEN in 2023,” webpage, United States Space Force, Space
Systems Command, April 11, 2023.

189 77 etocha, 2023.

190 CJCS15123.011, 2021, p. D-15.
1 CJCS15123.011, 2021, p. A-9.
%2 DoD, 2018, p. 4.

%3 DoD, 2018, p. 2.
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Following the release of the Digital Engineering Strategy, organizations across DoD have been
developing and publishing resources to aid in its implementation. What follows is a list of several
resources that may be instructive in guiding DE implementation for CRD:

e DoDI5000.97, Digital Engineering: “establishes policy, assigns responsibilities, and provides
procedures for implementing and using digital engineering in the development and
sustainment of defense systems.”"*

e DoD Digital Engineering Fundamentals: “expresses core activities that an organization
(enterprise or program) should incorporate or consider through the life cycle to realize the
benefits derived from the goals described in the 2018 DoD Digital Engineering Strategy.”*

o Digital Engineering Ecosystem General Requirements: lists a draft set of requirements for DoD
DE ecosystems, covering six categories: advanced technology and innovation, collaboration,
data, environment, infrastructure, and security.'*

e DoDI 5000.88, Engineering of Defense Systems: lists requirements for DE implementation
plans that programs requiring a systems engineering plan must meet.'”

o Digital Engineering Body of Knowledge (DEBoK): an online, living collection of DE
implementation references “for the DoD engineering community . . . starting with Systems
Engineering and expanding to specific discipline engineering domains and specialty areas.”"* A
CAC-enabled counterpart is also available.

e “Digital Building Code for the Transformation of Acquisition and Sustainment”: Assistant
Secretary of the Air Force (Acquisition, Technology & Logistics) and Assistant Secretary of
the Air Force (Space Acquisition & Integration) provide guidance broken into seven steps
“provided to assist PEOs/PMs to determine and implement Digital Engineering,”**

e DAF Digital Guide: an online digital guide regularly updated by DAF DTO.*

e AF Digital Enterprise Guidebook: a CAC-enabled handbook for implementing digital
approaches into acquisition programs, projects, and processes, and maintained by AFMC'’s
Systems Engineering Division (AFMC/ENS).*"!

%4 DoDI 5000.97, 2023, p. 1.
195 DoD, Department of Defense (DoD) Digital Engineering Fundamentals, information sheet, undated.

196 U.S. Department of Defense Office of Prepublication and Security Review, “Digital Engineering Ecosystem General
Requirements,” cleared for open publication August 3, 2021.

197 DoDI 5000.88, Engineering of Defense Systems, November 18, 2020, p. 13.
198 Office of the Under Secretary of Defense for Research and Engineering, 2023.

199 Andrew Hunter and Frank Calvelli, “Attachment 1: Digital Building Code for Digital Engineering and Management,” in
“Digital Building Code for the Transformation of Acquisition and Sustainment,” memorandum for the acquisition enterprise,
Office of the Assistant Secretary, Department of the Air Force undated.

2% Digital Transformation Office, “Welcome to the Department of the Air Force Digital Guide,” Department of the Air Force,
webpage, undated.

291 Ajr Force Materiel Command, Systems Engineering Division, AF Digital Enterprise Guidebook, webpage, undated.
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o DAF Acquisition: Annual Report, Fiscal Year 2021: highlights specific examples of digital
transformation efforts across DAF, including DE, and identifies a variety of programs
implementing DE.**

Tailoring Digital Engineering Goals for USSF Capability
Requirements Development

DE should be designed to enable evidence-based decisionmaking, collaboration, and real-time
analysis. CSRO can tailor its DE goals to the specific demands of CRD. We offer two simple,
hypothetical user stories that inspire user-centric goals, which CSRO could set for its DE vision.*”
Both user stories have been developed to capture different purposes related to the same datum.

Hypothetical User Story 1: The SSC Program Manager

I need to easily access straightforward and relevant information that indicates
whether or not our program is on schedule. This information is crucial for decisions
regarding the program’s progress and resource allocation.

Hypothetical User Story 2: The T&E Engineer

I need a simple and relevant indicator to know whether the components I am
expecting to test are on schedule or facing delays. This is crucial because I plan
upcoming T&E activities while managing multiple, competing demands on T&E
resources.

Although these two user stories differ in their purposes, the same set of needs can be derived from

both:

e The user needs a number that is straightforward to interpret and provides a clear indication of
whether the program is on track or facing delays.

e The number must be authoritative: I would not get a different number somewhere else.

e The data used to generate the number must be up-to-date and accurate, reflecting the latest
status of the program (including T&E activities).

e The data system must ensure data security and confidentiality and protect sensitive
information related to the program.

In addition to needs, analysis of user stories can also help infer other purposes that are advantageous
but not necessary, such as the following:

202 Office of the Assistant Secretary of the Air Force (Acquisition, Technology & Logistics), Department of the Air Force
Acquisition: Annual Report Fiscal Year 2021, October 2022.

23 I the context of information management, a user story is a concise, informal description of a specific user’s needs related to
accessing, handling, or utilizing information. It is typically written from the user’s perspective, outlining what they need to
accomplish and why it is essential to their tasks or objectives. User stories are commonly used in agile development methods to
capture end-users’ needs and guide the design and development of information management systems or features that align with
user expectations and preferences.
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e The information should be easily accessible and available through an interface or dashboard
that the user often accesses to facilitate quick decisionmaking.

e The number should account for various program elements, including milestones, deliverables,
and key performance indicators.

e The user wants customization and filtering options that enable them to view the information
by different time frames, program phases, or specific components of the weapon system.

Information Governance and Information Management

Information governance and information management (IGIM) are related but distinct concepts.
In short, information governance tends to function at a strategic level, while information management
involves day-to-day operational and tactical activities (see Table C.1).2**

294 The difference between information and data invokes another notable distinction. According to the American Institute of
CPAs, “[d]ata are just facts. . . . Data become information when they are structured to provide context and meaning” (American
Institute of CPAs, An Overview of Data Management, 2013, p. 13). Information governance and data governance, as well as
information management and data management, deal with different aspects of handling information and data within
organizations: Data governance is a subset of information governance concerned with an organization’s data assets. It focuses on
such aspects as data quality, privacy, security, and life cycle management and involves policies, standards, and processes to ensure
the availability, integrity, security, and proper use of data. Data management is a subset of information management that deals
with the technical and operational processes of handling data (e.g., data collection, storage, retrieval, analysis). Data management
focuses on the efficiency and effectiveness of data-related processes and ensures that data are available, accurate, and accessible to
users when needed.

101



Table C.1. Key Activities of Information Governance and Information Management

Activity Definition

Information Governance

Policy development Creating policies that define how information should be handled, stored,
accessed, shared, and disposed of.

Information controls Implementing measures to maintain the accuracy, consistency, and integrity of
data to support decisionmaking and business operations.

Information retention and Establishing guidelines for the retention and disposal of information based on its

disposal value, legal requirements, and business needs.

Compliance and monitoring  Ensuring that information management practices comply with relevant laws and
regulations.

Information security Incorporating security measures to mitigate risk and protect sensitive information
from unauthorized access, data breaches, and cyber threats.

Information Management

Information capture and Collecting and inputting information into systems or databases in a structured
entry and organized manner.

Information organization and Structuring and categorizing information to facilitate easy access and retrieval for
classification users.

Information storage and Storing information in appropriate repositories and providing authorized users
accessibility with efficient access to the data they need.

Information retrieval and Enabling users to retrieve and analyze information to support decisionmaking,
analysis reporting, and business insights.

Record keeping Ensuring that records are managed, updated, and preserved according to

retention schedules and regulatory requirements.

SOURCE: Compiled from Office of Management and Budget, “Managing Information as a Strategic Resource,”
Circular No. A-130, 2016; and U.S. Chief Information Officers Council, Chief Information Officers Council Handbook,
undated.

Information governance refers to the strategy, policies, and processes that an organization
establishes to control, monitor, and maintain its information assets. It involves establishing rules,
guidelines, and procedures to ensure that information is managed in a compliant, secure, and
consistent manner across the organization and aligns with legal, regulatory, and business
requirements. The primary goal of information governance is to maximize the value of information
while minimizing risks associated with security breaches or violations, and noncompliance *”

Information management is the tactical process that focuses on the day-to-day operations and
activities related to “the planning, budgeting, manipulating, and controlling of information throughout
its life cycle.”* It involves the systematic handling of data and records to support business processes,
decisionmaking, and knowledge sharing. The goal of information management is to ensure that

205 Office of Management and Budget, 2016, pp. 3—4.
206 Office of Management and Budget, 2016, p. 29.
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information is readily available, accurate, and accessible to authorized users when needed to promote
efficient operations and effective decisionmaking.

IGIM improves the flow of information, reduces decisionmaking bottlenecks, and enhances the
overall decisionmaking process across the organization by ensuring decisionmakers have access to
reliable, relevant, and timely information (see Table C.2).*”” As the USSF generates and processes
increasingly vast amounts of data from numerous sources, IGIM becomes even more critical to
organize, integrate, exploit, and secure that data.*® The risk of overlooking IGIM is palpable. For
example,

IBM estimates that a staggering 70% of the time spent on analytic projects is
concerned with identifying, cleansing, and integrating data due to the difficulties of
locating data that is scattered among many business applications, the need to
reengineer and reformat it in order to make it easier to consume, and the need to
regularly refresh it to keep it up-to-date.*”

Table C.2. Benefits of Information Governance and Information Management

More
More Reliable = Comprehensive Less More Relevant More Timely
Outcome Information Analysis Risk  Information Information

Information Governance

Improves data quality and
accuracy

Facilitates integration across
systems and business units, X
breaking down data silos

Ensures data handling practices
adhere to regulatory X X
requirements

Protects sensitive information

from unauthorized access X X

Information Management

Improves data quality and X

accuracy

Supports analytical capabilities X X X

207 See ARMA International, Glossary of Records Management Information Governance Terms, 5th ed.,, ARMA International TR
22-2016, 2016.

208 Megan McKernan, Nancy Young Moore, Kathryn Connor, Mary E. Chenoweth, Jeffrey A. Drezner, James Dryden, Clifford
A. Grammich, Judith D. Mele, Walter T Nelson, Rebeca Orrie, Douglas Shontz, and Anita Szafran, Issues with Access to
Acquisition Data and Information in the Department of Defense: Doing Data Right in Weapon System Acquisition, RAND
Corporation, RR-1534-OSD, 2017.

209 Ignacio Terrizzano, Peter Schwarz, Mary Roth, and John E. Colino, “Data Wrangling: The Challenging Journey from the
Wild to the Lake,” paper presented at 7th Biennial Conference on Innovative Data Systems Research, Asilomar, Calif,, January
4-7,2015, p. 1.

103



More
More Reliable = Comprehensive Less More Relevant More Timely
Outcome Information Analysis Risk  Information Information

Ensures availability and ease of

. X X
retrieval

Facilitates integration across
systems and business units, X
breaking down data silos

Enables customization of
information delivery (e.g.,
specific data formats,
visualizations, reports)

Facilitates mobile and remote
access to data

Ensures the right individuals
have access to the right X X X
information

SOURCE: Compiled from Economist Intelligence Unit, The Future of Enterprise Information Governance, 2008;
McKernan, 2017.

Challenges in the Recent State of IGIM for Capability Requirements
Development

We identified the following challenges through reviewing and analyzing relevant documentation
and stakeholder discussions:

1. Relying on informal structures to govern information leads to inefficiencies and ambiguous
communication.

2. Relying on manual information flows, ad hoc distribution channels, and nonstandard data
formats leads to inefficiencies, traceability issues, collaboration frictions, and poor scalability.

3. Unstructured data and unindexed information result in inefficiencies, missed opportunities,
and poor scalability.

In addition, the USSF captures only a portion of its CRD information in central locations (i.e.,
KM/DS and IRSS). This makes it challenging for CSRO to have full visibility into all space CRs.
Reliance on KM/DS presents additional limitations because its use of unstructured data makes CRD
information difficult to search and analyze.*'

The following challenges point to several implications moving forward:

1. Thinking through and implementing IGIM practices is essential to mitigate these downsides
and create a structured, secure, and efficient environment for handling information and data
effectively.

210 McKernan, 2017.
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2. Embracing automated information flows and standardized data formats can enhance
efficiency, data accuracy, analytics, and decisionmaking.

3. Adopting structured data and search capabilities is critical for improving data management,
enhancing insights, and driving efficient operations and evidence-based decisionmaking.

Reliance on Informal Structures for Certain Information Governance Functions
Results in Inefficiencies and Ambiguous Communication

Relying on informal structures to maintain, control, monitor, and protect information has several
drawbacks. To be sure, USSF CRD employs formal information governance structures in at least a
few critical processes. However, the informal structures that are used for certain functions leads to a
lack of authoritative sources, dispersed information, and inconsistent data lexicon and, subsequently,
inefficiency and ambiguous communication.!!

Some CRD practices we observed often lack clear and authoritative sources of data. Without
authoritative sources, communication among stakeholders—especially across disciplines—risks
ambiguity, and data-dependent decisions are increasingly subject to individual interpretation.

CRD data and information are often dispersed across various USSF offices, information systems,
and even individual devices. Information that is dispersed in this manner does not support distributed
decisionmaking and hinders efficiency because it makes critical information and authoritative data
difficult to promptly locate and access.

USSF CRD data also tend to lack standardized vocabularies and taxonomies. This inconsistent
lexicon leads to ambiguous communication and interpretation, which makes it difficult for
stakeholders to understand shared information accurately and independently.

Manually Driven Information Flows, Ad Hoc Distribution Channels, and
Nonstandard Formats Result in Inefficiencies, Traceability Issues, Collaboration
Friction, and Poor Scalability

Relying on manual information flows and ad hoc distribution channels without standard data
formats also poses downsides and risks. Much of the information we observed passing hands in the
CD process flows manually on request and is not standardized. Although this form of communication
is at times unavoidable, it is inefficient, difficult to trace, can frustrate collaboration, and limits
scalability.

Manual information flows (e.g., emailing an attached PDF file) can be slow and cumbersome,
causing delay and necessitating excessive time to gather, share, and process information. Tasks that
could otherwise be automated or self-directed are repeated and over-staffed, wasting additional time.
Manual flows of nonstandard format can also make analyzing data from multiple sources time-
consuming and error prone.

21 Related risks include data security risks and compliance challenges, but these were not observed. Other issues may arise from
improperly relying on informal structures, including data redundancy and duplication, ill-defined data analysis and reporting
processes, knowledge gaps, and the retention of obsolete or unnecessary data. These issues can also lead to ambiguity and
inefficiency.
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Manual information flows and ad hoc distribution channels make it difficult to track data back to
their origin and identify when and how data have changed. This also makes it difficult to detect
discrepancies among multiple information sources and identify sources of error.

Ad hoc, manually distributed information can unintentionally overlook certain personnel, limiting
their ability to contribute. Ad hoc distribution of nonstandard data can also make data presentation
and interpretation inconsistent, which can lead to misunderstanding among collaborators.

Manual processes are often less scalable than automated processes, making it challenging to handle
data that is (or will be) growing in volume and complexity.

Unstructured Data and Unindexed Information Result in Inefficiencies, Missed
Opportunities, and Poor Scalability

Relying on unstructured data and information that are not indexed necessitates that such
information be manually located, retrieved, and processed when answering queries of the data.*'?
Performing these operations manually leads to inefficiency, missed opportunities, and poor scalability,
particularly when handling large volumes of data from multiple sources.

Manually processing data to answer queries is time-consuming and labor-intensive and leads to
inefficiencies and delays in accessing information. The time that is required to search for and process
data also imposes an opportunity cost on personnel whose time could be better spent.

Insufficiently structured data and search capabilities can lead to missed opportunities for
innovation, analytical insights, and decisionmaking. It is more challenging to identify patterns, trends,
and insights from unstructured data. Valuable information may remain hidden or overlooked without
search capabilities. Manual processing, especially with unstructured data, increases the risk of data
entry errors and limits the ability to provide timely and accurate data to support decisionmaking.

Using unstructured data and unindexed information limits scalability. As data volumes increase,
manual processing becomes impractical and hinders an organization’s ability to adapt to expanding
data needs. Furthermore, manual processing hampers the integration of data from different sources,
resulting in siloed and redundant data.

Complementary Options That Support Digital Capability
Requirements Development

Chapter 4 discusses steps that could be taken to improve digital CRD maturity. Here we provide
several, more-detailed options that complement those discussed in Chapter 4 by focusing on actions or

strategies that broadly support digital CRD:

e Implement a digital solution on which the digital CRD forum agree.
e Establish business rules to standardize the data are needed across CRD.

e Set data access permissions.

212 Upstructured data are information in free form (e.g., narrative text, multimedia). Indexing is a database process that facilitates
searching through fast lookup and retrieval.
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e Explore use cases with joint requirements, non-JCIDS, acquisition, and budgeting

communities.

Implement Digital Solution Agreed by Digital CRD Forum
One of the key responsibilities of CSRO in the work of a digital CRD forum could be to propose a

digital CRD solution and implement it once it is agreed on by the forum. Pursuing a digital solution is
important for a few reasons. First, it would automate information flows, establishing standardized
distribution channels and structured formats for data sharing. Second, it enables archiving
information in a structured, searchable format. Third, it would enhance information security through
robust access controls, ensuring sensitive data is accessed only by authorized personnel.

The digital solution may not need to be as complex and unique as USSF’s CD already is. In fact,
utilizing an existing solution—preferably one already in use by the USSF—is commendable because it
significantly reduces the time and effort required for implementation. By leveraging solutions already
in place, the USSF can build on existing infrastructure and technologies and avoid the lengthy and
expensive process of developing an I'T solution from scratch. Additionally, solutions that are already
proven and tested can ensure a higher level of reliability and can lead to quicker adoption and
acceptance among users. The time saved can be better allocated to refining and customizing a solution
that is specific to CD needs, thus ensuring a more efficient and successful implementation overall.

Establish Business Rules to Standardize the Data That Are Needed Across
Capability Development

Another important step that CSRO could take is to establish business rules that standardize
critical CRD data and related processes.””’ Establishing business rules to standardize data ensures
consistency, accuracy, and efficiency in managing CRD information. Business rules help transform
manual processes into automated workflows, which enables the quicker transfer of information and
reduces the chances of errors and data inconsistencies. By promoting structured data, business rules
facilitate searching and advanced data analysis. Moreover, enforcing data classification and access
controls mitigates the risk of unauthorized data exposure, safeguarding sensitive information, and
promoting data security.

Set Data Access Permissions

Setting data access permissions can help address challenges related to manual information flows,
ad hoc distribution channels, and multiple classification levels. Access permissions help automate and
streamline information flows by granting authorized personnel predefined access to specific data based
on their roles and clearance levels. This reduces the need for manual information exchanges. Access-
controlled data are indexed and categorized according to their classification level, which can facilitate

213 Bysiness rules refer to predefined guidelines, policies, or standards that dictate how data should be collected, organized, stored,
processed, and shared within an organization.
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quick and targeted searches. Altogether, setting data access permissions helps ensure that the right
information is available to the right individuals at the right time.

Explore Use Cases with Joint Requirements, Non-JCIDS, Acquisition, and
Budgeting Communities

CRD processes and information needs vary with respect to the community of interest.
Incorporating use cases with joint requirements, non-JCIDS, acquisition, and budgeting communities
to inform DE practices should enhance interoperable, collaborative CD processes.
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Abbreviations

A*CM?

AAF
AF/A5R

AFC
AFMC
AFRL
AFSPC
AoA
AROC
ASoT
CAD
CAPE
CBA
CCMD
CD
CDD
CDO
CJCSI
CMMI
CR
CRD
CSO
CSRO
CTIO
DAF
DAF CMSO
DAF RCO
DAU
DE
DEBoK
DoD
DoDI
DoN

Social Security Administration’s Advanced Analytics Capability Maturity
Model

Adaptive Acquisition Framework

Deputy Chief of Staff, Strategy, Integration and Requirements to the Director
of Operational Capability Requirements

Army Futures Command

Air Force Materiel Command

Air Force Research Laboratory

Air Force Space Command

analysis of alternatives

Army Requirements Oversight Council

Authoritative Source of Truth

capability area design

Cost Assessment and Program Evaluation

capability-based assessment

combatant command

capability development

Capability Development Document

chief data officer

Chairman of the Joint Chiefs of Staff Instruction

Capability Maturity Model Integration

capability requirement

capability requirements development

Chief of Space Operations

Chief Strategy and Resourcing Office/Chief Strategy and Resourcing Officer
Chief Technology and Innovation Officer

Department of the Air Force

Department of the Air Force Chief Modeling and Simulation Office
Department of the Air Force Rapid Capabilities Office

Defense Acquisition University

digital engineering

Digital Engineering Body of Knowledge

U.S. Department of Defense

Department of Defense Instruction

Department of the Navy

109



DOTmLPE-P

DTO
FLDCOM
GAO
GPS
GRA
HAF/A1
HQ

IC

ICCR
ICD
IGIM
INCOSE
IPL

IPT
IRSS

IT
JCIDS
JEON
JROC
JS/]8
JSRIC
JUON
KM/DS
MAJCOM
MBSE
MCA
MTA
MW/MT
NASA
NRO
0CSO
0OSD
PAF
PEO
PIC
PNT
POM
PPBE
R&R

doctrine, organizations, training, materiel, leadership and education,
personnel, facilities, and policy

Digital Transformation Office

field command

U.S. Government Accountability Office

Global Positioning System

government reference architecture

Deputy Chief of Staff for Manpower, Personnel and Services
headquarters

U.S. Intelligence Community

Intelligence Community Capability Requirements
initial capabilities document

information governance and information management
International Council on Systems Engineering
integrated priority list

Integrated Product Team

Information and Resource Support System
information technology

Joint Capabilities Integration and Development System
Joint Emergent Operational Need

Joint Requirements Oversight Council

Joint Staff, Force Structure, Resources, and Assessment Directorate
Joint Space Requirements Integration Cell

Joint Urgent Operational Need

Knowledge Management and Decision Support
major command

model-based systems engineering

major capability acquisition

middle tier of acquisition

missile warning and missile tracking

National Aeronautics and Space Administration
National Reconnaissance Office

Office of the Chief of Space Operations

Office of the Secretary of Defense

Project AIR FORCE

program executive officer

Program Integration Council

positioning, navigation, and timing

program objective memorandum

planning, programming, budgeting, and execution
roles and responsibilities
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S&T
S2

S5B

S5R

S5S

S8

Ssp
SAC
SAF/SQ

SAP
SATCOM
SDA

SDT

Space RCO
SpaceDEN
SpOC

SSC

SSIO
STARCOM
SWAC
SWOT
T&E

UJTL

UON
USAF
USSF
USSF/S1
USSPACECOM
USSTRATCOM
VAULTIS

science and technology

Deputy Chief of Space Operations for Intelligence
Futures and Integration Directorate
Requirements Directorate

Strategy, Policy, and Plans Directorate
Directorate of Planning and Programming
Programming Directorate

Space Acquisition Council

Office of the Assistant Secretary of the Air Force for Space Acquisition and
Integration

special access program

satellite communications

Space Development Agency

Space Data Transport

Space Rapid Capabilities Office

Space Digital Ecosystem and iNtegration

Space Operations Command

Space Systems Command

Space Systems Integration Office

Space Training and Readiness Command

Space Warfighting Analysis Center

strengths, weaknesses, opportunities, threats

test and evaluation

Unified Joint Task List

Urgent Operational Need

U.S. Air Force

U.S. Space Force

Directorate of Manpower, Personnel and Services
U.S. Space Command

U.S. Strategic Command

visible, accessible, understandable, linked, trustworthy, interoperable, and

secure
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