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About This Report

This report documents research and analysis conducted as part of a project entitled Reconsidering ASA (FMeC)
Organization and Capabilities, sponsored by the Assistant Secretary of the Army for Financial Management
and Comptroller. The purpose of the project was to evaluate the organization, capabilities, and capacity of
the Office of the Assistant Secretary of the Army (Financial Management and Comptroller) (OASA [FM&C])
and related organizations, such as the U.S. Army Financial Management Command (USAFMCOM), to meet
responsibilities defined by statute and policy and support Army enterprise resource decisionmaking.

This research was conducted within RAND Arroyo Center’s Strategy, Doctrine, and Resources Program.
RAND Arroyo Center, part of RAND, is a federally funded research and development center (FFRDC) spon-
sored by the United States Army.

RAND operates under a “Federal-Wide Assurance” (FWA00003425) and complies with the Code of Fed-
eral Regulations for the Protection of Human Subjects Under United States Law (45 CFR 46), also known as
“the Common Rule,” as well as with the implementation guidance set forth in DoD Instruction 3216.02.
As applicable, this compliance includes reviews and approvals by RAND’s Institutional Review Board (the
Human Subjects Protection Committee) and by the U.S. Army. The views of sources utilized in this report
are solely their own and do not represent the official policy or position of DoD or the U.S. government.
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Summary

The U.S. Army has been working toward achieving a clean financial audit for decades but has yet to show
significant progress in doing so. The Assistant Secretary of the Army for Financial Management and Comp-
troller (ASA [FM&C]) asked RAND Arroyo Center to conduct a study of the Office of the Assistant Secretary
of the Army for Financial Management and Comptroller (OASA [FM&C]) and related organizations and
their capabilities and identify ways of conducting organizational change with the goal of enabling the Army
to receive an unmodified (clean) financial audit opinion.

The study aimed to identify changes—both strategic changes and smaller practical adjustments—that ASA
(FM&C) could implement to help improve the Army’s financial audit performance. To support this goal, we
first document a baseline by examining the history of financial audit efforts and the difficulties the Army has
faced in becoming auditable. We then describe the Army’s current and emerging approaches to financial audit
improvement and offer recommendations to leverage these efforts to address the challenges and achieve a clean
financial audit opinion.

Challenges to Army Financial Audit Improvement Success

To understand why the Army needs to conduct a financial audit and why it has faced challenges in attain-
ing auditability, we reviewed the history of U.S. Department of Defense (DoD) and Army financial audit
efforts. The Chief Financial Officers Act of 1990, which required all federal agencies, including DoD, to pass
an annual financial audit, drove these efforts. The size, scope, and scale of DoD (and the Army), however,
proved to be major impediments for financial audit success. Although all other federal departments have
received a clean audit opinion at some point since 1990, DoD and the military departments conducted their
first audits only in fiscal year (FY) 2018, for which they received disclaimers of opinion, meaning the audi-
tors were unable to obtain the data necessary to issue an opinion. These audits identified numerous material
weaknesses that the departments have yet been unable to downgrade.!

We identified that a likely hinderance to financial audit success was a historic underestimation of the
resources and time needed to conduct and pass a financial audit, potentially combined with an intentional
underresourcing of these efforts. For example, Figure S.1 shows the ranges of resource estimates per year for
Army Financial Improvement and Audit Readiness/Remediation (FIAR) efforts. Estimated ranges vary, and
initial estimates were often low while actual expenditures were often close to the top estimate, meaning that
estimated levels grew substantially over time. During this time, the Army often assumed that it would need
to increase resourcing moderately for a short time before achieving a clean audit and reducing future expen-
ditures, but these projected successes were never realized.

L A material weakness is “a deficiency, or combination of deficiencies, in internal control over financial reporting, such
that there is a reasonable possibility that a material misstatement of the entity’s financial statements will not be prevented,
or detected and corrected, on a timely basis.” Material weaknesses can be downgraded to deficiencies, which are less severe
issues, or eliminated altogether (Department of the Treasury, Financial Report of the United States Government, Fiscal Year
2022, February 16, 2023, p. 43).
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FIGURE S.1
Ranges of Army FIAR Resource Projections, Fiscal Year 2010 to Fiscal Year 2022
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NOTE: “Initial” denotes the earliest projected expenditure, while “Actual” denotes the most-recently reported historic expenditure. The gray
bar indicates the range of projections across all reports.

We identified other challenges to Army financial audit success. OASA (FM&C)’s ability to expand its
civilian personnel has been limited. In response, OASA (FM&C) has relied increasingly on other Army orga-
nizations, especially contractors, to staff these efforts. Although OASA (FM&C) depends heavily on contrac-
tors, it does not have transparent data on contractor efforts. Another set of challenges comes from the quan-
tity and complexity of the Army’s financial management information systems, which are crucial for financial
audit success but difficult to improve.

Army Financial Efforts

We reviewed the Army’s audit documentation and financial management strategies and guidance to analyze
its most-recent efforts to address audit weaknesses and meet goals, communicate audit priorities, and coor-
dinate audit efforts. In FY 2022, the Army’s external auditor, Klynveld Peat Marwick Goerdeler (KPMG),
identified 17 material weaknesses, most of which apply to both the Army’s General Fund (GF) and Army
Working Capital Fund (AWCEF) financial statements. The Army created an Army Audit Roadmap providing
goals for when each of these material weaknesses should be downgraded between FY 2023 and FY 2027. As
part of this effort, the Army is managing hundreds of Notices of Findings and Recommendations (NFRs),
which are findings from the auditor about specific weaknesses.

FY 2023 marked a new push for Army financial audit efforts with the release of the Department of the
Army Financial Management Strategy 2028 and the supporting Campaign Plan FY23.2 Key to financial audit
efforts is the Campaign Plan’s Line of Effort (LOE) 3, “Improve Financial Operations and Achieve Sustain-

2 ASA (FM&C), “Department of the Army Financial Management Strategy 2028,” DA, 2022a; ASA (FM&C), “Department of
the Army Financial Management Strategy 2028: Campaign Plan FY23,” DA, 2022b.
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Summary

able Auditability,” which is led by the Financial Operations and Accounting (FOA) directorate but also
includes support from others, such as the Financial Information Management (FIM) directorate for financial
systems.? Another major development in FY 2023 was the issuance of the Audit Acceleration Plan Memoran-
dum championed by the Under Secretary of the Army (USA) and the Vice Chief of Staff of the Army (VCSA),
which created four audit acceleration teams (AATs) intended to be composed of dedicated, cross-functional
team members from across the Army. These four teams focus on business areas with outsized impacts on the
Army’s financial statements, including Funds Balance with Treasury (FBwI)—the funds available to pay for
Army expenditures—and general equipment (GE), the Army’s capital equipment, including such warfighting
systems as aircraft and vehicles.

To coordinate financial audit efforts, including these recent efforts, the Army created a variety of gover-
nance bodies. Two key financial audit-focused bodies are the Army Audit Committee that meets quarterly
and is led by the USA and VCSA and the Business Mission Area Champion (BMAC) forum, which meets
monthly and is composed of business-oriented organizations across the Army.

Potential Ways of Leveraging Organizations Outside OASA (FM&C) to
Increase Support for the Financial Audit

Given the complexity of the Army, it relies on external organizations for information and support to com-
plete its financial audit. We therefore examined these external organizations to see how they contribute to the
audit effort and how those contributions might be expanded in the future. For several years, USAFMCOM
served as a facilitator between the Army and its external auditor, by, for example, educating the auditor about
Army processes, conducting walk-throughs, and managing sample data requests. Under USAFMCOM, the
Army Accounting and Audit Operations (A30) Directorate leads these efforts in several GF financial areas,
such as FBwT, while the Process Management and Compliance (PMC) directorate has been building the
Army Process Portal (APP), which documents Army business processes and can be used to familiarize audi-
tors with those processes. In FY 2023, USAFMCOM expanded its role in remediation efforts (for example, the
A30 Directorate is leading the FBWT AAT) and in audit sustainment efforts (for example, PMC will provide
day-to-day management of the Continuous Monitoring Program [CMP] that will test controls of Army busi-
ness processes to ensure those controls, which are a key element to financial audit success, remain effective).

In FY 2023, the Army sought opportunities to give other non-OASA (FM&C), non-USAFMCOM orga-
nizations bigger roles in attaining audit success. For example, the four AATs are cross-functional teams
composed of personnel from across the Army. The Headquarters (HQ) Army Materiel Command (AMC)
G-8 AWCF remediation division, which is responsible for leading the downgrades of all AWCF material
weaknesses, is another example. Importantly, each of these organizations’ civilian staffing levels are at least
comparable with the OASA (FM&C) financial audit organizations.

We also considered the possibility of the Army increasing its use of internal review (IR) auditors to sup-
port financial audit efforts. For example, they could potentially contribute to internal control field-testing
across the Army in the Risk Management and Internal Control (RMIC) program and the CMP. We found
three potential barriers: IR organizations appear to be under-resourced, IR organizations voiced concerns
that such efforts could affect IR auditors’ independence, and many IR leaders do not prioritize financial audit
efforts, despite Army policy that directs them to have a role in all phases of the financial audit.

3 ASA (FM&C), 2022b, p. 14.
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A Model for Organizational Change to Achieve Army Financial Audit
Success

Stemming from the analysis we conducted, we recommend the Army shift its change approach. We present
a logic model as a tool the Army can use to plan and implement a new approach to attain a sustainable clean
audit. We characterized much of the Army’s (and DoD’s) attempts to achieve financial audit success to be
incremental changes—changes that are typically relatively small scale and implemented at departmental or
operational levels with the goal of fixing a specific problem or part of a given organization.* Such changes
have also tended to minimize the resources devoted to improvements and have failed to meet projected time-
lines. Given the renewed interest in financial audit success, as well as increased resources and promising new
efforts, the time is right for the Army to shift to transformational change—change that is typically tied to
larger-scale changes in organizational strategy or mission or is enterprise-wide in scope.

Two key elements form the basis for the Army successfully adopting a transformational change model.
First, leadership must present a compelling need for change through a burning platform, one that emphasizes
why financial audit success is both important and urgent now to convince the organization’s personnel to
adjust their behavior because the status quo will no longer be tenable in the future (i.e., convince the person-
nel they must get off the platform, which is burning down). The transformation should be supported through
incentives and altered processes that enable these adjustments. These incentives and process changes must
apply to the work of all Army personnel whose behavior affects the Army’s audit success, not just those
within the financial community. Second, Army financial audit and business process improvement efforts
need to be planned and executed intentionally and in a coordinated way to ensure that improvements address
stakeholder needs. We provide an initial logic model as a tool to help the Army start these transformational
change-oriented planning efforts.

Overarching Findings

Our research identified two overarching findings. Later, we provide additional supporting findings for each
overarching recommendation.

Overarching Finding 1: Army Leadership’s Increasing Focus and Resourcing
Toward Achieving Near-Term Financial Audit Improvements and Ambitious Goals
Have Created an Expectation of Success from Both Congress and the Public
The Army has been working toward a clean audit for decades. Army leadership is prioritizing and increasing
resourcing for new efforts and aims for substantial progress.

4 Dag Naslund and Andreas Norrman, “A Conceptual Framework for Understanding the Purpose of Change Initiatives,”
Journal of Change Management, Vol. 22, No. 3, 2022; Cynthia R. Cook, Caroline Baxter, Laura Werber Castaneda, and Abi-
gail Haddad, “Implementation,” in Bernard Rostker, ed., Sexual Orientation and U.S. Military Personnel Policy: An Update of
RAND’s 1993 Study, RAND Corporation, MG-1056, 2010; C. Shawn, Burke, Kevin C. Stagl, Cameron Klein, Gerald F. Good-
win, Eduardo Salas, and Stanley M. Halpin, “What Type of Leadership Behaviors Are Functional in Teams? A Meta-Analysis,”
Leadership Quarterly, Vol. 17, No. 3, June 2006.
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Overarching Finding 2: The Army’s Renewed Financial Audit Efforts Are
Addressing Years of Underresourcing That Likely Precluded Success but Do
Not Guarantee Financial Audit Success

The size and complexity of DoD and the Army have made audit success difficult. They historically under-
estimated the needed resources and time to achieve financial audit success. Efforts suggest the Army is in a
better position to meet its audit goals, but success is uncertain because Army managers have not yet devel-
oped a firm grasp of what it will take for the Army to be auditable.

Specific Findings and Recommendations

We developed three overarching recommendations and corresponding supporting findings. In addition, for
each recommendation we developed several actionable sub-recommendations.

Overarching Recommendation 1: OASA (FM&C) Needs to Coordinate Efforts
Throughout the Army to Achieve Financial Audit Success

Supporting finding: Financial audit success across a large, complex organization like the Army requires
coordinated efforts at all levels, but past Army efforts have largely been driven from the top down with inad-
equate coordination of remediation activities throughout the Army. We reviewed a variety of Army efforts
that seek whole-Army solutions to achieving financial audit success (see Overarching Finding 1) and devel-
oped several recommendations about how the Army can improve or expand these efforts to help guarantee
financial audit success (see Overarching Finding 2).

o We recommend that OASA (FM&C) begin conducting manpower studies that identify manpower
requirements (including contractual labor) across different levels of the Army and assess gaps between
existing staffing levels and required levels. Such studies would ensure that the Army has the data to
ensure that the right skills are available in the right quantities to support financial audit efforts across
the Army.

o We recommend that the Army make several specific changes to the responsibilities of governing bodies,
such as the BMAC forum and the Army Audit Committee, to better align responsibilities and author-
ities of the governing bodies with their missions. These changes to governance responsibilities and
authorities should improve cross-Army coordination.

» We found that USAFMCOM may be positioned to take on additional facilitation tasks to allow OASA
(FM&C) to focus on strategic audit activities, and we recommend that OASA (FM&C) update the rel-
evant Army policies to reflect any transfer of audit facilitation tasks to USAFMCOM to ensure an effec-
tive transition. Transferring and expanding responsibilities outside OASA (FM&C) will create more
bandwidth for overseeing financial audit activities in OASA (FM&C) and executing financial audit
activities across the Army.

o The Army should use the GE AAT to identify and demonstrate property accounting changes (e.g.,
implementing process improvements to better track and value equipment) that link reporting more
directly to existing metrics of importance to operators—such as readiness—thereby seamlessly inte-
grating financial audit-related goals with broader Army missions. Such coordination can better align
efforts beyond the financial management community to help increase the chances of financial audit
success.
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o OASA (FM&C) should update Army Regulation (AR) 11-7 to direct IR offices to prioritize financial
statement audit activities, when feasible. We found that AR 11-7 directs IR offices to support the finan-
cial audit effort, but many offices do not prioritize the financial audit.

o OASA (FM&C) should initiate a pilot program where available IR staff support financial statement
audit activities under OASA (FM&C) direction. IR auditors could help expand the efforts to the field by
bridging gaps between high-level leadership and the field. A pilot program would serve as a relatively
low-cost way of experimenting and demonstrating efficacy.

The Army may require additional resources for some of these efforts, but—as we found in Overarching
Finding 1—the Army has been devoting more resources to audit improvement, so the Army can prioritize its
audit resources accordingly.

Overarching Recommendation 2: The Army Needs to Show Some Quick Wins
While Ensuring Financial Audit Success Is Sustainable

Supporting finding: Recent concentrated efforts and additional resourcing to obtain a financial audit opin-
ion (see Overarching Finding 1) mean that the Army needs to show some success to build momentum and
establish credibility in the financial audit improvement efforts to help guarantee financial audit success (see
Overarching Finding 2). It is critical that adopted changes be sustainable for the Army (and DoD) to eventu-
ally meet their goal of consistently obtaining clean audit opinions.

o We recommend that the Army initially use AWCF audit remediation activities in a coordinated, phased
approach to guide GF audit remediation activities. AWCEF activities are generally smaller in scope than
GF activities, and AWCEF financial audit success can demonstrate pathways to broader financial audit
success.

Overarching Recommendation 3: The Army Should Prioritize Transformational
Organizational Change to Achieve Financial Audit Success and Business
Process Improvement

Supporting finding: The Army and DoD have largely sought financial audit success through an incremental
change approach, although new efforts in FY 2023, such as LOE 3 and CMP, lay the groundwork to achieve
transformational change that is mission-focused and enterprise-wide in scope (as opposed to incremental
change that is individual-problem focused and department-wide in scope) (see Overarching Finding 1). His-
torically, incremental change approaches have failed to achieve financial audit improvements, and a shift to
transformational change provides an alternative that can increase the chances of success not only in financial
auditability but in the effectiveness of Army business processes (see Overarching Finding 2).
More specifically:

o We recommend that the Army treat financial audit success and business process improvement as a
transformational organizational change process, ensuring all relevant components of the Army are
engaged, informed, resourced, and incentivized to support the necessary changes.

o We recommend that the Army, through such governance bodies as the Army Audit Committee, review
and approve decisions to pursue incremental fixes as temporary exceptions to the transformational
approach. We further recommend that these governance bodies provide clear guidance on near-term
and longer-term desired end-states, implementation timelines, and flexibility to accommodate tempo-
rary incremental solutions.
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o We recommend that the Army exercise caution when including information system changes in both
transformational and incremental plans and coordinate these changes closely with high-level informa-
tion technology change efforts.

We recommend four immediate steps to help shift the Army toward a transformational approach:

o We recommend OASA (FM&C) take steps to manage meaning in the Army stakeholder network by
identifying stakeholders, understanding how their goals align with audit goals, and communicating
to Army commands about the value of the audit, the importance of the audit to senior leaders, and the
consequences of failure. Such communications should include a burning platform or why financial audit
success is both important and urgent now, helping OASA (FM&C) to foster a coalition of relevant stake-
holders and develop a shared vision throughout the Army of how to organize to achieve audit goals.

o We recommend that OASA (FM&C) support and enact this message by advocating for necessary Army
resources and coordinating efforts so that the whole of the Army contributes to financial audit suc-
cess. Improved communications combined with complementary resources can help deliver a strong
and urgent shared message and build a cross-Army understanding of the importance of transformation.

o Werecommend that the Army use a logic model to map out LOE 3, clarifying inputs, activities, outputs,
users, and high-level policy outcomes. Furthermore, development of a logic model should facilitate an
assessment of whether transformational change is needed in addition to incremental changes already
underway.

o We recommend that the Army conduct the internal review pilot to serve as a pilot of the transforma-
tional approach. A subordinate unit of U.S. Army Forces Command (FORSCOM) would likely be an
ideal unit for the GE AAT to work with within this pilot.

Xi
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CHAPTER 1

Introduction

Study Overview

The U.S. Army has been working toward achieving a clean audit of its financial statements for decades.!
However, despite significant efforts and investments, the Army has yet to achieve this goal or show signifi-
cant progress in doing so, either in terms of achieving an opinion at all or in terms of reducing the number of
minor and major issues noted by auditors as barriers to an opinion.? The inability to improve financial audit
performance has significant implications for the Army’s financial management, accountability, and deci-
sionmaking processes and is likely correlated with inefficiencies and shortcomings in internal processes and
operations. In 1990, the Chief Financial Officers (CFO) Act mandated that all federal agencies must produce
auditable financial statements. In 2018, the Army received a disclaimer of opinion on its financial statement
audit, indicating that the auditors were unable to express an opinion on the accuracy and completeness of the
Army’s financial statements. Today, the Army, like the rest of DoD, continues to work toward this goal—and
continues to face significant challenges.

As we discuss throughout this report, financial audit success is important to a variety of stakeholders for
a variety of reasons. For example, as we suggest in Chapter 5, complying with the requirements of the CFO
Act and other legislation is just one of the benefits. In addition, a clean audit can potentially increase public
support for Army programs and aid the Army in operations and modernization planning.

In light of these difficulties, the Assistant Secretary of the Army for Financial Management and Comp-
troller (ASA [FM&C]) asked RAND to conduct a study of the Office of the Assistant Secretary of the Army
for Financial Management and Comptroller OASA (FM&C) and related organizations and their capabili-
ties and identify ways of conducting organizational change with the goal of enabling the Army to have an
unmodified (clean) audit opinion. In this report, we aim to examine the difficulties that the Army is facing
in its efforts to become auditable and to provide recommendations for addressing these challenges.

1 A clean audit opinion is known more formally as an unmodified audit opinion (or sometimes an unqualified opinion). An
auditor provides a clean opinion if their audit finds that the financial statement does not contain any material misstatement,
complies with all the applicable reporting standards, and presents a true and fair view. The Army’s long-term goal is to obtain
a clean opinion.

A qualified opinion is when a financial statement is deemed to contain a departure from generally acceptable accounting
principles—the effect of which is material —but the auditor has concluded not to express an adverse opinion. Army leaders we
spoke with consider a qualified opinion to be a “favorable opinion” and have set a goal of receiving a favorable opinion by the
end of fiscal year (FY) 2027.

An adverse opinion indicates that the auditor concluded that the financial statements as a whole are inaccurate or do not
comply with generally accepted accounting principles.

2 The Army (and the U.S. Department of Defense [DoD] as a whole) has received a disclaimer of opinion every year, which
means that auditors were unable to obtain sufficient or appropriate evidence to provide a basis for any type of audit opinion.
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OASA (FM&QC) Organization and Capabilities

The objective for the study was to evaluate the organization, capabilities, and capacity of OASA (FM&C) and
related organizations, such as U.S. Army Financial Management Command (USAFMCOM), to meet respon-
sibilities defined by statute and policy and support Army enterprise resource decisionmaking. Our initial
activities focused on understanding the background of OASA (FM&C), related organizations, and FM&C
organizations in the U.S. Navy and U.S. Air Force (see Appendix A).

To provide background on OASA (FM&C) as an organization, in Appendix A, we review policy and
guidance to understand OASA (FM&C)’s assigned responsibilities and how these relate to its organizational
structure. OASA (FM&C) responsibilities fall into three areas. Development and management of the Army’s
budget is the focus of the Deputy Assistant Secretary of the Army (Budget) (DASA[BU]), while DASA(Cost
and Economics) (CE) focuses on cost and economic analysis, and DASA(Financial Operations and Informa-
tion) (FOI) focuses on finance and accounting management. In 2020, two directorates—Financial Informa-
tion Management (FIM) focusing on financial information systems and Financial Operations and Account-
ing (FOA) focusing on financial and accounting management, including key financial audit initiatives—were
combined under DASA(FOI).

In Appendix A, we provide a detailed overview of the evolution of OASA (FM&C) and related organi-
zations throughout the 2000s. Significant changes occurred in 2017, when USAFMCOM, located in India-
napolis, Indiana, and historically the Army’s interface with the Defense Finance and Accounting Service
(DFAS), grew to become a direct reporting unit (DRU) to OASA (FM&C). Then, in 2019, USAFMCOM was
transferred and became a major subordinate command (MSC) of Army Materiel Command (AMC). We con-
ducted an analysis of changes in manpower authorizations since 2001. Although they show little change in
the size of OASA (FM&C), likely because of limits to allowed growth in Army headquarters, USAFMCOM
has grown rapidly, especially when it became a DRU, then later an MSC.

In Appendix A, we also compare Navy and Air Force FM&C organizations. Both have similar director-
ates, although the Navy’s FM&C organization appears considerably larger than the Army’s, and neither the
Navy nor the Air Force have an external organization with a similar breadth as USAFMCOM.

Research Questions

During this initial phase of the project, we identified a variety of potential issues for deeper analysis that
touch on the broad issues of OASA (FM&C) organization, although there were too many issues to exam-
ine in depth within the resources available to the project. Therefore, with sponsor concurrence, we focused
the project on research questions focused on OASA (FM&C) FY 2023 financial audit-related initiatives
that began ramping up in early FY 2023 with the release of the Department of the Army Financial Manage-
ment Strategy 2028 and the supporting Campaign Plan FY23.3 The Campaign Plan’s Line of Effort (LOE) 3,
“Improve Financial Operations and Achieve Sustainable Auditability,” in particular, began coordinating and
expanding financial audit efforts (see Chapter 3 for a summary of these efforts). Our specific research ques-
tions were the following:

3 ASA (FM&C), “Department of the Army Financial Management Strategy 2028,” Department of the Army, 2022a; ASA
(FM&C), “Department of the Army Financial Management Strategy 2028: Campaign Plan FY23,” Department of the Army,
2022b.
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o How can OASA (FM&C) leverage the Financial Management Strategy and Campaign Plan to imple-
ment meaningful organizational change for the purposes of enabling the Army to attain an unmodified
(clean) financial audit opinion?

« What additional steps does OASA (FM&C) need to take to promote organizational change?

o Whatis the extent of OASA (FM&C)’s authority, and how can OASA (FM&C) help the Army coordinate
to drive change?

Army Financial Audit Progress

To understand why the Army must pass a financial audit and why the Army has faced challenges in doing so,
Appendix B provides a brief history of financial audits in DoD, focusing on the Army. Because the Army’s
financial audit is part of the larger DoD financial audit, its audit improvement efforts have been driven by
both government-wide and DoD-specific requirements, along with Army-specific initiatives. Appendix B
outlines these requirements and initiatives with discussions of (1) significant audit-related laws, (2) a detailed
explanation of the CFO Act of 1990, (3) DoD’s progress on attaining auditability, and (4) the challenges facing
DoD and the Army in attaining auditability.

DoD is the only federal agency that has yet to achieve a clean audit with an unmodified opinion.* In FY
2013, the Department of Homeland Security (DHS) was the last agency to obtain its first clean financial
audit; DoD did not even conduct a full financial audit until FY 2018.° By FY 2022, DoD was responsible for
28 of the 50 federal government’s material weaknesses.®

Goals of This Study

The primary goal of this study was to identify changes—to include both strategic changes and smaller prac-
tical adjustments—that OASA (FM&C) could implement to help improve the Army’s financial audit per-
formance. To support this goal, this report first documents a baseline by examining the history of financial
audit efforts and the difficulties the Army has faced in becoming auditable. We then describe the Army’s
existing and emerging approaches to financial audit improvement and offer recommendations to leverage
these efforts to address the challenges and achieve a clean financial audit opinion.

In this report, we present detailed information on the Army’s financial management and audit-related activ-
ities as well as broader themes that may be helpful to OASA (FM&C) as they develop a way ahead. The complex-

4 Asif A. Khan, DoD Financial Management: Additional Actions Needed to Achieve a Clean Audit Option on DoD’s Financial
Statements, U.S. Government Accountability Office, GAO-23-105784, May 15, 2023a.

> Appendix C provides an overview of the DHS financial audit effort. Not all agencies have been able to sustain a clean audit
opinion. For example, in FY 2022, the Department of Education and the Small Business Administration, similar to DoD,
received disclaimers of opinion (disclaimers are issued when the auditor does not have the information needed to make an
opinion), and the Department of Labor received a qualified opinion (Department of the Treasury, Financial Report of the
United States Government, Fiscal Year 2022, February 16, 2023, p. 40).

6 According to the Department of the Treasury,

amaterial weakness is a deficiency, or combination of deficiencies, in internal control over financial reporting, such that there
is a reasonable possibility that a material misstatement of the entity’s financial statements will not be prevented, or detected
and corrected, on a timely basis. A deficiency in internal control exists when the design or operation of a control does not
allow management or employees, in the normal course of performing their assigned functions, to prevent, or detect and cor-
rect, misstatements on a timely basis. (2023, p. 43)
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ity of the Army’s financial management systems and processes necessitates a significant amount of descriptive
information. The complexity also contributes to the difficulty in initiating any changes or improvements.

Study Approach

To establish a baseline and describe how the Army approaches financial audit and is implementing reforms
to these approaches, we conducted numerous discussions with managers in OASA (FM&C) (as well as Navy
and Air Force FM&C organizations) focused on understanding what those managers’ organizations do and
how they are organized (see Appendix H for a listing of organizations with which we engaged in discussions).
As the study began to focus on financial audit, we expanded our discussions to organizations throughout the
Army that have a role in managing the audit.

In addition to the discussions, to assist in developing a baseline, we attended two Army-wide forums focused
on financial audit activities in which numerous organizations gave presentations about their various efforts.
We also reviewed various types of documentation that were either publicly available (e.g., published Army
strategic documents) or have limited distribution (e.g., manning documents and internal memorandums).

Finally, we generated recommendations for how the Army might improve its financial audit performance.
We reviewed a variety of sources on organizational change, which we present in Chapter 5. Using our base-
line research, we engaged in brainstorming to generate preliminary recommendations. We held discussions
with OASA (FM&C) and other Army stakeholders to validate and revise those recommendations.

Organization of This Report

This chapter provided a brief discussion of the motivation for the research documented in this report. Chap-
ter 2 establishes a historical baseline by providing an overview of several problems that we identified that have
prevented the Army from achieving financial audit success in the past. It also offers some practical recom-
mendations that stem from this historical examination. Chapter 3 covers the Army’s approaches to financial
audit improvement throughout FY 2023, detailing the OASA (FM&C)’s high-level efforts to move the Army
toward financial audit success.” This includes discussion of governance structures, strategic documents, and
trends in high-level leadership vision and priorities, as well as both strategic and practical recommenda-
tions related to financial audit improvement. Expanding on OASA (FM&C)’s approaches to audit improve-
ment, Chapter 4 provides detailed examples of where organizations throughout the Army and outside OASA
(FM&C) are leading financial audit efforts that can potentially be expanded to improve Army financial audit
performance, again offering some recommendations. Chapter 5 introduces suggestions for strategic-level
changes to be considered by OASA (FM&C), introducing a model of transformational organizational change
that we recommend that the Army adopt to move toward achieving sustainable financial audit success along
with business process improvement. Finally, Chapter 6 summarizes the findings and recommendations to
provide a more concise listing of potential next steps to help OASA (FM&C) further their success in address-
ing the challenges related to financial audit.

The appendixes provide additional background information. Appendix A provides an overview of OASA
(FM&C) and its history, along with overviews of corresponding organizations in the Navy and Air Force.
Appendix B provides an overview of the history of DoD and Army financial audit efforts. Appendix C reviews
efforts taken at DHS to achieve a favorable financial audit opinion. Appendix D reviews key financial systems

7" The research for this report was conducted during fiscal year 2023 and has not been updated to reflect more recent events
or changes.
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and modernization efforts. In Appendix E, we review the governance bodies that guide and manage Army
financial audit efforts. Appendix F provides an overview of a training concept familiar to soldiers (observer
controller/trainers [OC/Ts]) that can potentially be a model for expanded use of internal control personnel
to aid Army financial audit efforts. Appendix G provides an overview of some ways in which Army leader-
ship has communicated why audit success is important to the missions across the Army. Finally, Appendix H
provides a list of organizations we contacted for discussions and forums we attended to learn about Army
financial audit efforts.






CHAPTER 2

Challenges to Army Financial Audit Success

To support the goal of developing recommendations toward audit improvement, this chapter presents a his-
torical baseline of audit efforts and identifies several problems that have prevented the Army from achiev-
ing financial audit success. Although a precise accounting of the factors that have prevented Army financial
audit success was beyond the scope of this study, we identified several challenges that likely hindered the
Army’s success. Understanding these challenges is crucial to generating effective strategies for improving
audit performance, which will be discussed later in this report. We lay out challenges related to the over-
all complexity of Army audit overall and the complicated landscape of audit-relevant information systems,
discuss resource limitations, and make some recommendations related to gaining a better understanding of
resources and workforce.

The Size, Scope, and Scale of DoD and the Army Are Sources of
Challenges to Audit Success

As defined by almost any metric, the United States devotes considerable resources to developing, training,
maintaining, and employing its military capabilities to accomplish the national security strategy. U.S. mili-
tary funding was $740.3 billion as passed in the FY 2022 National Defense Authorization Act (NDAA).! This
figure represented 3.5 percent of U.S. gross domestic product and exceeded the cumulative annual spending
by the next ten ordered countries.? In FY 2022, defense spending represented over 45 percent of all federal
discretionary outlays.> Depending on varying strategic conditions and the inclusion of specific budget cate-
gories, the Department of the Army (DA) typically receives about 25 to 30 percent of the annual DoD budget.

Accordingly, the U.S. defense enterprise is massive. Its workforce includes over 1.3 million active-duty
military personnel, supplemented by over 800,000 reservists and almost an equivalent number of federal
civilian employees. A $205 billion obligation for contracted services also supplements the DoD workforce.*
In addition, DoD operates one of the largest health care systems in the United States, providing world-wide
benefits to more than 9.6 million military personnel, their families, and military retirees. DoD has the larg-
est portfolio of real property of any government agency—some 643,000 assets that include buildings, struc-

1 Senate Armed Services Committee, “Summary of the Fiscal Year 2022 National Defense Authorization Act,” fact sheet,
December 7, 2021.

2 Nan Tian, Diego Lopes da Silva, Xiao Liang, Lorenzo Scarazzato, Lucie Béraud-Sudreau, and Ana Carolina de Oliveira
Assis, “Trends in World Military Expenditure,” fact sheet, Stockholm International Peace Research Institute, April 2023.

3 Moraa Ogendi and David Wessel, “What Is Discretionary Spending in the Federal Budget?” Brookings Institute, July 11,
2023; Earl Timothy, “U.S. Defense Budget 2022: How Much Does the United States Spend on Its Defense Budget?” Executive
Gov, June 27, 2022.

4 Elizabeth A. Field and Suzanne M. Perkins, Defense Workforce: Opportunities for More Effective Management and Efficien-
cies, U.S. Government Accountability Office, GAO-23-106966, July 26, 2023.
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tures, utilities, and roads. These resources are scattered over 4,800 different sites that cover all 50 states and
U.S. territories and more than 40 foreign countries (encompassing nearly 25.8 million acres). Similarly, DoD
is responsible for all operations at its military bases, including police and fire departments, grocery stores,
school systems, and housing.>

DoD is also globally postured and able to deploy expeditiously anywhere in the world. In all instances,
forces must be prepared to successfully execute a complex range of military operations—from full-scale
combat operations to foreign humanitarian assistance to disaster response, as well as defense of the home-
land. This does not include the equipment, weapons, systems, and computers that are needed to ensure that
our forces successfully conduct such missions. Finally, DoD funds or conducts an array of research and devel-
opment initiatives. In FY 2022, the department invested about $95 billion in research and development—a
figure that rivaled most corporate organizations and exceeded all other countries’ investments.® These details
only partially describe the complexity of DoD. All these assets and resources fall under the purview of being
annually audited to achieve multiple purposes: ensure that resources are properly and effectively used for
their intended purposes, lead to desired outcomes without waste or fraud, inform better decisionmaking and
process improvements, and provide transparency and accountability in reporting to key stakeholders.

Quantity and Complexity of Data and Information Systems That Support
Financial Management and Audits Create Barriers to Financial Audit
Successes

An important enabler of Army audit capabilities are data and information systems. Most of the systems sup-
port day-to-day business management in the Army but also supply data that can be used by auditors. Some
systems and tools within systems were created explicitly to help financial audit efforts, notably within DoD’s
Advana, which can create interfaces between other systems (e.g., enabling reconciliation tools to better track
variances between systems) and track audit efforts. In Appendix D, we provide an overview of these systems
and review some modernization efforts.

In some ways these systems can serve as barriers to financial audit success because there are so many
that affect the audit and interact with one another—there are about 60 financial management systems and
over 200 subsystems that contribute data to the larger systems. Deficiencies in financial management—
relevant data systems have been well documented across multiple audits and still stand as significant hurdles
to DoD receiving a clean opinion.” DoD struggles with decades-old legacy systems and processes designed
for purposes that do not support current financial and accounting requirements. DoD has initiated a variety
of efforts and undergone several organizational responsibility changes to modernize its systems.

Compounding the difficulties of working with many systems across many functions, financial manage-
ment and audit data and information management are managed by different stakeholders across the Army.
FIM is generally responsible for managing financial management-specific, Army-specific information. FIM
is also the primary owner of efforts to improve systems to facilitate audit improvements, as discussed more
in the following chapters. However, many systems that are relevant to audit do not fall under FIM’s control.

> DoD, “About,” webpage, undated-a.

6 William Russell, Research and Development: DoD Benefited from Financial Flexibilities but Could Do More to Maximize
Their Use, U.S. Government Accountability Office, GAO-23-105822, June 29, 2023; National Science Board, “Science and
Engineering Indicators 2022: The State of U.S. Science and Engineering,” webpage, undated.

7 Carol C. Harris, Business Systems Modernization: DoD Has Made Progress in Addressing Recommendations to Improve IT
Management, but More Action Is Needed, U.S. Government Accountability Office, GAO-20-253, March 2020.
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For example, the Program Executive Office Enterprise Information Systems serves as the lead for acquisi-
tion of all-of-Army solutions, such as Vantage and Enterprise Business Systems—Convergence (EBS-C) and
as product manager for legacy enterprise resource planning (ERP) systems, such as General Fund Enterprise
Business System (GFEBS) and Logistics Management Program (LMP), that continue to be the most critical
elements of the financial management systems environment. USAFMCOM’s System Support Operations
(SSO) group provides training, systems support, user support, and governance for the Army’s financial man-
agement community. The Army must also work closely and coordinate and reconcile data with non-Army
organizations and financial management systems. DFAS, for example, operates such payment systems as the
Mechanization of Contract Administration Services (MOCAS) to pay contracts, and the Department of the
Treasury operates such government-wide systems as the Central Accounting Reporting System and Intra-
Governmental Payment and Collection.

Modernization of financial management systems and automation of processes will be critical to reduc-
ing the manual labor and reducing risks of errors from manual processes. For example, the Army is imple-
menting robotic process automation (RPA), which is “a software tool that is used to mimic human actions to
perform a sequence of steps without any human intervention.” RPA saved the Army an estimated 100,000
labor hours between 2020 and 2022.° Additionally, automation or automated and automatically enforced data
validation can help not only with efficiency but with accuracy, which could help alleviate many of the audit
issues discussed in this report. However, the multiplicity and complexity of legacy systems means that such
changes have been slow. As the DHS experience of attaining a successful financial audit shows (see Appen-
dix C), implementing successful financial systems modernization can be more challenging than obtaining a
favorable financial audit opinion because of the complexity and expense of these systems. Although it would
be desirable to modernize financial systems alongside obtaining a favorable opinion because it could increase
efficiency and make financial audit success easier to sustain, it might not be feasible without causing signifi-
cant delays in audit progress.

Most Large DoD Organizations, Including the Army, Have Historically
Underestimated Financial Audit Challenges and Underresourced
Financial Audit Remediation Efforts

Historically the Army (as well as the other DoD services) have had an overly optimistic view of the resources
and timelines required to become auditable. This underestimation of the problem appears to have prevented
DoD and its components from devoting enough resources or attention to these financial audit challenges.
Figure 2.1 shows the ranges of projections for Financial Improvement and Audit Readiness/Remediation
(FIAR) expenditures and actual FIAR expenditures across all the FIAR reports.!° For all FYs but two, the
initial projection was the lowest of the range, and, for all FYs but one, the actual expenditure was greater or

8 DASA(FOI), “Achieving Accountability with Emerging Technologies,” presentation, Army Audit Summit, December 7,
2022, p. 5.

® DASA(FOI), 2022, p. 2.

10 FTAR was known as Financial Improvement and Audit Readiness through the FY 2018 report. Once financial audits began,
the name was changed to Financial Improvement and Audit Remediation. DoD launched FIAR in 2005 as an overarching
effort to achieve auditability of its financial statements, identify and correct financial management weaknesses, and ensure
proper accounting and stewardship of resources. FIAR reports through 2017 typically reported the most-recent past year
(which we assume to be the actual expenditure) and a five-year projection for the current and future fiscal years. After a hiatus
in 2018, FIAR reports since 2019 have reported only the most-recent past year; thus, there are no available projections for FY
2023 and beyond.
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FIGURE 2.1
Ranges of Army FIAR Resource Projections, Fiscal Year 2010 to Fiscal Year 2022
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NOTE: “Initial” denotes the earliest projected expenditure, while “Actual” denotes the most recently reported historic expenditure. The gray
bar indicates the range of projections across all reports.

equal to any earlier projection. Therefore, it is quite clear that, historically, the Army has under-forecast the
level of resources that it would need to support financial audit efforts. In Appendix B, we show similar pat-
terns for the Navy (Figure B.3), the U.S. Marine Corps (Figure B.4), and the Air Force (Figure B.5).

The Army’s projections on needed financial audit resources were optimistic and typically assumed or
estimated a nonincreasing trend. Figure 2.2 shows the Army’s projection in the November 2012, May 2015,
and May 2017 reports. In all three reports, the Army projected that FIAR resources would reach a peak
shortly into the projected timeframe and then gradually decline. The actual pattern of expenditures has been
to increase in most years. All three of the furthest-out forecasts were half or less of actual expenditures.

Appendix B discusses the evolution of DoD’s FIAR strategy and goals over time. The FIAR business rules
were developed in accordance with the NDAA for FY 2002, which directed the minimization of resources.!!
The business rules evolved over time, as did the definition of auditability or audit readiness, which became
easier to achieve. At the same time, projected schedules for achieving the Army’s audit goals slipped signifi-
cantly. By 2017, DoD had completed the shift from efforts to make improvements in preparation for a suc-
cessful audit toward a strategy of conducting an audit and making changes in response to the audit’s findings.

Although it seems likely that DoD and the Army underestimated financial audit challenges and, there-
fore, failed to resource those efforts adequately, the original FIAR strategy of minimizing audit resources
points to a possibility that they pursued a policy of underresourcing financial audit efforts.!? Under such a

11 public Law 107-107, National Defense Authorization Act for Fiscal Year 2002, Section 1008(b), December 28, 2001.

12° A critic of government financial accounting efforts claims that they have “diverted resources that might otherwise have
been applied to the development” (p. 188) of other, more useful financial management efforts, such as cost accounting (Chris-
topher H. Hanks, “Financial Accountability at the DoD: Reviewing the Bidding,” Defense Acquisition Review Journal, Vol. 16,
No. 2, 2009). Underresourcing financial audit efforts, therefore, could be an expression of a lack of priority for financial audit
success.

10
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FIGURE 2.2
Projected Forecasts of Army FIAR Resource Requirements Across Three Reports Compared
with Actual Expenditures
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theory, the continually growing resource estimates shown in Figure 2.1 (as well as those for the other ser-
vices, shown in Appendix B) might be explained by a growing willingness to provide a greater share of the
estimated, required resources. Our analysis was unable to differentiate the degree to which underestimation
of the challenges led to underresourcing versus an intentional resourcing. However, it seems highly likely that
both underestimation of the challenges and intentional underresourcing of financial audit efforts occurred.
Regardless of the mechanism, this resulted in underresourcing and long-delayed remediation efforts.

OASA (FM&C) Has Been Unable to Expand Its Civilian Workforce to Meet
the Increased Needs of Financial Audit Efforts

Even as the resources for financial audit activities have expanded dramatically (see Figure 2.1) and data sys-
tems have continued to grow in importance, OASA (FM&C) has been held to a relatively constant workforce
size. In Appendix A, we show that the size of OASA (FM&C) has been relatively unchanged, even when other
financial management organizations, such as USAFMCOM, have grown to take on responsibilities delegated
by OASA (FM&C) and the resources provided throughout the Army and contract support for the audit
have expanded about 20-fold (see Figure 2.1). The minimal growth within OASA (FM&C) over the past two
decades is likely due to Army policy that requires “resources allocated to [Army Management Headquarters
Activities be] reduced where possible and maintained at austere levels” and imposes personnel ceilings that
are “strictly enforced.”3

13 Army Regulation (AR) 570-4, Manpower Management, Headquarters, Department of the Army, February 8, 2006, Section
9-1.

1
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Although we did not attempt to estimate an optimal staffing level, it is highly likely that a 20-fold increase
in audit resources overseen by OASA (FM&C) should lead to a substantial increase in workforce, especially
given that OASA (FM&C) has usually focused on top-down management of the audit effort. As we describe
later in this report in Chapter 3 and Chapter 4, OASA (FM&C) is now adjusting its strategy to leverage per-
sonnel in other organizations with a greater ability to expand (notably, USAFMCOM), and in Chapter 4, we
offer additional recommendations on ways for OASA (FM&C) to leverage other Army organizations to better
coordinate efforts across the Army.

Workforce and Contractor Growth to Support the Army’s Financial Audit
Is Not Well Understood

A consistent theme we heard in our discussions with OASA (FM&C) and other Army FM personnel was
that Army civilian financial management personnel are generally understaffed to manage the growth in the
financial audit workforce, which has largely been through contractors. Although a workforce study and com-
plete analysis of manpower issues were beyond the scope of our study, the limited research we conducted in
this area supports the conclusion that manpower issues are a likely detriment to Army financial audit success.

OASA (FM&C) appears to only track information about contractors at an aggregate level. We requested
data on the OASA (FM&C) contracting workforce, but OASA (FM&C) was only able to provide us with a list of
organizations with which DASA(FOI) contracts and the total level of full-time equivalent (FTE) efforts that they
provide.' These FTEs were used across DASA(FOI) contracted efforts, but no information was available, for
example, on which FTEs were for direct support contractors or which FTEs were for external auditors. Overall,
the level of contractor FTEs was around 20 times the size of DASA(FOI)’s authorized workforce.

In our discussions with the Navy and Air Force, we heard similar sentiments about audit efforts using
relatively large numbers of contractor personnel coupled with a lack of knowledge about how the contractors
were being used. A notable exception was the Navy FM&C Office of Financial Management System (FMS)
organization. The Navy’s FMS tracks LOEs across each of its five FMS divisions and assigns civilian person-
nel and contractor personnel to those LOEs (a total of 147 LOEs in the data they showed us). It also tracks
where there are gaps in civilian personnel and contractors with their needs. We recommend that OASA
(FM&C) implement a similar level of tracking of personnel demands and civilian and contractor staffing to
generate better oversight and understanding about how its civilian and contractor personnel are used, which
could enable better tracking of personnel gaps.

Better tracking of civilian and contractor personnel should also enable robust analysis of staffing levels
and the civilian and contractor mix. OASA (FM&C) could better understand the mix of skills covered by
existing civilian and contractor personnel, including potential overlap or other imbalances.!® This deeper
understanding could help improve efficiency among existing personnel, for example, by clarifying roles and
responsibilities and identifying points of contact for subject-matter expertise or improved coordination and
communication. OASA (FM&C) would also be better positioned to clearly identify personnel needs if there
were a need to advocate for more personnel, process improvements, or other resources. Although we do not
have the level of detailed data necessary to make definitive conclusions, we believe that OASA (FM&C) lacks
transparency into the supply and demand of necessary personnel to support its efforts, potentially leading to
unbalanced personnel levels.

14 These are sensitive data, so we do not report the details here.

15 Raymond E. Conley, Albert A. Robbert, Joseph G. Bolten, Manuel J. Carrillo, and H. G. Massey, Maintaining the Balance
Between Manpower, Skill Levels, and PERSTEMPO, RAND Corporation, MG-492-AF, 2006.
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Several anecdotes we collected in our discussions (see Appendix H for a list of discussions) and literature
review support this conclusion and support concerns that staffing levels or the staffing mix may be inad-
equate to support a successful audit. We heard from multiple Army personnel working in or with OASA
(FM&C) that they are concerned that the high ratio of contractors to civilians means there is inadequate
oversight of contractor efforts. Personnel we spoke with often told us that financial audit facilitation, reme-
diation, and sustainment efforts were an “other duty as assigned” that increased the workload of existing
personnel rather than added to the available workforce. To some extent, the financial audit should be an
“other duty as assigned,” in that personnel should be executing their duties in a manner that supports finan-
cial auditability. However, it is also clear that financial audit efforts are increasing workloads (e.g., through
growing audit facilitation, remediation, and sustainment efforts).

From the limited evidence we could find, financial audit improvement efforts appear to be heavily focused
at the OASA (FM&QC) level. For instance, over half the FTEs funded through DASA(FOI)—an amount over
10 times the authorized number of DASA(FOI) personnel—are for General Fund (GF) audit support that
provides support staff for DASA(FOI)-led teams.!® Some personnel we spoke with expressed concerns that
Army financial audit efforts are too focused at a high level and not focused enough on what is happening in
the field. If the focus is as unbalanced as it appears to be, it creates a risk that the Army may address high-level
material weaknesses (e.g., Army-wide systems and processes) but continue to fail at remediating and sustain-
ing needed changes at the field level.

Another example of a lack of available staffing are the Audit Acceleration Teams (AATs) formed in
FY 2023 and intended to be staffed with cross-functional Army personnel dedicated to the team’s work (we
discuss these in greater detail in Chapter 3). Despite this intent, the A ATs that we spoke with stated that Army
organizations did not have the ability to provide dedicated personnel, so they rely on part-time personnel.
However, we also heard that funding would be available to potentially hire dedicated personnel in the future.

To better ensure that the Army is staffing financial audit efforts appropriately, we recommend that OASA
(FM&C) begin conducting manpower studies that identify manpower requirements (including contractual
labor) across different levels of the Army and assess gaps between current staffing levels and required levels.
A manpower analysis can be used to address such factors as how in-house versus contractual labor are used
to meet OASA (FM&C) goals.!” Such studies will likely need to be updated frequently because many of the
Army’s new remediation efforts are in very early stages, so the Army’s staffing needs are likely to be highly
uncertain initially (Chapter 3 reviews these efforts, such as the AATs and a new Headquarters [HQ] AMC
cell focused on Army Working Capital Fund [AWCF] financial audit remediation). Such studies can provide
information needed for future related Army decisions; for example, in Chapter 4 we recommend that the
Army conduct a pilot program to explore leveraging internal review (IR) auditors in financial audit activi-

16 As we discussed earlier, we had little visibility into the contractor workforce so we could not make precise calculations
about where the Army is providing resources. As a comparison, the number of contractors that USAFMCOM reported in
their Army Accounting and Audit Operations (A30) and PMC organizations (about 60, as explained in Appendix A) is about
the same size as the number of DASA(FOI) authorized personnel, suggesting that even with growth the bulk of civilian and
contractor personnel are managed at the DASA(FOI) level.

17 Broadly, contractual labor is typically used to decrease costs and allow for greater flexibility and agility. Contractors also
have the potential to provide specific types of expertise that may not be available in-house (Albert A. Robbert, Lisa M. Har-
rington, Louis T. Mariano, Susan A Resetar, David Schulker, John S. Crown, Paul Emslie, Sean Mann, and Gary Massey,
Air Force Manpower Determinants: Options for More-Responsive Processes, RAND Corporation, RR-4420, 2020). Potential
downsides for relying on outside labor include potential quality challenges because of the lack of operational control, chal-
lenges with communication, and the potential for cost overruns (Kurt Sohn, “The Pros and Cons of Having a Third-Party
Vendor Manage Your Business Continuity Programme,” Journal of Business Continuity & Emergency Planning, Vol. 16, No. 1,
Autumn 2022). An improved understanding of contractor support could help OASA (FM&C) make better use of the contrac-
tor support on which the Army financial audit is so reliant and mitigate potential challenges.
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ties to a greater extent. Such studies could also review how successful private sector financial audit efforts
use manpower. We believe it is important for OASA (FM&C), which is responsible for oversight of financial
audit resourcing, to lead these studies or be closely involved in their conduct and oversight to ensure that
they develop an understanding of how manpower is being used for financial audit activities. Manpower is
key to financial audit success so understanding manpower needs is necessary for OASA (FM&C) to increase
the chances of financial audit success. Earlier in this chapter, we discussed how DoD and the Army have his-
torically underestimated financial audit challenges and underresourced financial audit efforts. Furthermore,
our research and discussions indicate that Army managers have not fully understood what it will take for the
Army to achieve financial success, despite a 20-fold increase in resources. OASA (FM&C) may have limited
capacity, making it challenging to be closely involved in manpower studies. However, we believe that a deep
understanding of financial audit manpower needs is crucial for OASA (FM&C) to ensure that increased
funding is used appropriately for the required number of personnel and the right number of government
personnel and contractors with the right skills.



CHAPTER 3

2023 Army Financial Audit Efforts

Beyond the historical baseline of challenges, identifying strategies and changes that OASA (FM&C) can
implement to improve the Army’s financial audit performance requires an understanding of existing efforts
related to audit and audit improvement. Over the past few years and, particularly, in FY 2023, the Army made
significant efforts to improve its financial audit performance. Recent leadership messaging, Army strate-
gic documents, and audit-focused governance bodies elevated the importance of improvements in financial
audit performance. This chapter documents, at a high level, current efforts, structures, and initiatives led by
OASA (FM&QC). In the next chapter, we review efforts to expand financial audit efforts across the Army. In
both chapters, we review existing efforts and provide recommendations for improvement.

Most of the documentation in this chapter should be familiar to readers who are familiar with the
Army financial management community. Such readers may want to skip to the end of the chapter, where
we identify some apparent gaps in financial management governance bodies and provide recommenda-
tions to fix those gaps.

To understand these efforts and developments, this chapter provides background on trends in leadership
messaging, organizational structure, and governance designed to achieve audit success.

A New Push for Financial Audit Improvement

In FY 2023, the Army built on its efforts to improve its audit process to meet the goal of achieving auditability
and a clean audit opinion (see Appendix B for a review of historic Army and DoD financial audit efforts). A
2023 GAO report on DoD’s efforts to reach auditability emphasized that one or two of the military depart-
ments would need to achieve a clean audit opinion for DoD to be on the path to achieving the same.! This
places the Army, along with the Air Force, Navy, and Marine Corps, in the position to help attain the goal of
auditability that has eluded DoD for over two decades.

A large part of the Army’s recent efforts to achieve auditability and a clean opinion occurred at the stra-
tegic level. The Army developed several related strategic documents, which increased its overall engagement
on the audit effort, particularly among leaders. These strategic efforts led to specific actions to meet audit
goals and objectives, including the creation of governance bodies, application of additional resources, and
coordination across various parts of the Army. The Army’s strategies for achieving auditability are outlined
in the: (1) Financial Management Strategy, (2) Financial Management Campaign Plan, (3) Audit Acceleration
Memorandum, and (4) Audit Roadmap.

We reviewed these documents to identify the Army’s plans to address barriers to achieving auditabil-
ity and a clean audit opinion and, thus, determine where best to focus our research. The following sections
briefly summarize each document and highlight their audit-specific elements.

' Khan, 2023a. See p. 12 for disclaimers of opinion and p. 23 for number of military departments.
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Army Financial Management Strategy

The Financial Management Strategy provides a fundamental mission, vision, guiding principles, and goals
of the Army’s financial management community. ASA (FM&C) authors the strategy, and, because ASA
(FM&C) is assigned responsibility for ensuring auditable Army financial audit efforts, the financial audit is
central to this strategy.? Therefore, the strategy is critical for driving Army financial audit efforts.

The Financial Management Strategy seeks to broadly identify how the Army’s financial management can
be improved to meet its mission set.> In doing so, the strategy sets the priorities for the financial manage-
ment community over the next five years.* The Strategy outlines the Army’s financial management mission,
vision, guiding principles, and strategic goals. Of these, the strategic goals are most relevant to the Army’s
audit improvement efforts. The five strategic goals are

o enable the financial management workforces with tools and training

o effectively resource the Army

o achieve and maintain a favorable audit opinion

o improve Army business processes and the internal control environment
o leverage data to improve Army operations.>

For the purposes of this research, we focused primarily on the third strategic goal, achieve and main-
tain a favorable audit opinion, because it is the only goal focused solely on audit improvement efforts. How
the Strategy defines achieving this goal is that the “Army at all echelons understands what is required for
audit success, effectively resources necessary corrective actions, and executes actions to meet accounting
standards.”™ The third strategic goal encompasses four related objectives, which, at a high level, direct the
Army on how to address audit improvement and remediation. The first objective (labeled 3.1 in the Strat-
egy), states that the Army will “set the tone at the top and enforce accountability for Army senior leaders.”
This objective directs leaders to attend audit-related governance body meetings and to issue guidance and
directives related to executing audit improvement processes.” The second objective (3.2) states that the Army
must “establish and execute audit remediation priorities and plans.” The objective focuses on the need for
corrective action plans (CAPs) and integrated project plans (IPPs) to address material weaknesses. The plans
are meant to focus on the identified audit priorities.® The third objective (3.3) states that the Army must
“improve accounting practices using technology and change management.” This focuses on implementing
technological improvements to aid business processes, primarily through automation, to improve data accu-
racy. The objective directs the financial management community to use change management practices to
ensure that personnel carry out the system and process changes.’ The fourth objective (3.4) focuses on the
implementation of the Army’s risk management and internal control (RMIC) program to improve internal

2 Army General Order (AGO) 2020-01, Assignment of Functions and Responsibilities Within Headquarters, Headquarters,
Department of the Army, March 6, 2020, Sec. 12a.

3 ASA (FM&C), 2022a, p. 5.

4 It is important to note that this is the only reference to a specific period or timeline within the Strategy. No specific dead-
lines for goals or objectives were noted within it.

5 ASA (FM&C), 2022a, p. 7.

6 ASA (FM&C), 2022a, p. 12.

7 ASA (FM&C), 2022a, p. 12.

8 ASA (FM&C), 2022a, pp. 12-13.
9 ASA (FM&C), 2022a, p. 13.
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controls. The objective focuses on the use of testing results and metrics for internal control advancement. It
also notes the need for incorporating Office of Management and Budget (OMB) requirements into internal
controls, which must then be reflected within Army documents.!®

Although we focused primarily on the third strategic goal, we noted that other goals included aspects that
either touch on, inform, or potentially support audit efforts. For example, in the second objective that focuses
on effectively resourcing the Army, the Strategy emphasizes furthering data analytics and cost estimating,
which would likely lead to more accurate accounting and, therefore, better records for auditors to review and
assess.!! In another instance, within the fourth strategic goal, the Army seeks to improve business processes
“to reduce variation, increase reliability, and facilitate internal controls.”? By doing so, the Army would likely
have a smoother and more accurate audit process, thus reducing the number of findings and material weak-
nesses identified by its auditors.

Army Financial Management Campaign Plan

The Financial Management Campaign Plan “directs short- and mid-term measurable actions” and “translates
the Army FM Strategy into LOEs comprised of executable initiatives.”* OASA (FM&C) conducts its audit activ-
ities under the auspices of LOE 3 (“improve financial operations and achieve sustainable auditability”), so it
is critical to understand the Campaign Plan because it provides direct guidance for these audit activities and
complementary activities (e.g., LOE 4, “enhance and embrace essential [financial management] systems”).

The Campaign Plan is a complement to the Strategy. The Campaign Plan outlines the implementation of
the Strategy’s five goals by providing desired outcomes and measures for progress on implementing them.!
Essentially, the Campaign Plan aims to operationalize the broader strategic directions provided within the
Strategy.!> The Army released a public version of the Campaign Plan in FY 2023. The following discussion
reflects the content of that report in addition to supplementary information provided by OASA (FM&C) to
RAND for our review.

To operationalize the Strategy, the Campaign Plan outlines the following four LOEs, which correlate to
the topics covered by the Strategy’s strategic goals.!

o LOE 1, “enable the financial management workforce with tools and training” is led by the OASA (FM&C)
Workforce Development and Training cell

o LOE 2, “effectively resource the Army” is led by DASA(BU)

» LOE 3, “improve financial operations and achieve sustainable auditability” is led by FOA

« LOE 4, “enhance and embrace essential [financial management] systems” is focused on managing,
improving, and transforming financial management systems and is led by FIM.

This study primarily focused on the third LOE, which seeks to “improve financial operations and achieve
sustainable auditability,” because it involves the Army’s audit efforts. The Campaign Plan provided a list of
initiatives the Army planned to implement to carry out LOE 3. These initiatives revolved around leadership,

10 ASA (FM&C), 2022a, p. 13.

11 ASA (FM&C), 2022a, p. 11.

12 ASA (FM&C), 2022a, p 15.

13  ASA (FM&C), 2022b, p. 5.

14 ASA (FM&C), 2022b, pp. 4-5.
15 ASA (FM&C), 2022b, p. 18.

16 ASA (FM&C), 2022b, p. 9.
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audit remediation priorities and plans, reporting, technology use, financial management knowledge, internal
controls, and necessary resources for the effort.”” The Army outlines LOE 3’s intended results through the
following desired outcomes:

« evidence of adherence to OMB requirements

« completion of IPPs for each Audit Roadmap area

o active support from commanders through consistent communication strategies

o attainment of favorable audit opinions of the Army’s financial statements and Statement on Standards
for Attestation Engagements-18.18

Within the Campaign Plan, the Army defines more detailed steps for each LOE, organized by num-
bered initiatives. These steps provide more insight into how the Army plans to operationalize each LOE,
with concrete action items included.!”” LOE 3 consists of seven initiatives, each of which have one to four
supporting tasks. For example, Initiative 3.1 focuses on leadership efforts and setting the tone at the top. It
includes four tasks, all of which direct leadership to develop and release instruction on carrying out audit
improvement efforts. These include issuing an Audit Committee charter and the committee’s next steps,
publishing and staffing an Auditability Executive Order to designate responsibilities and outcomes from the
Audit Roadmap, and supplying and incorporating audit initiatives and tasks within the Campaign Plan and
the Command Accountability and Execution Review (CAER) program.?® As another example, Initiative 3.3
centers on audit progress reporting. Its tasks require the establishment of a forum and cadence for audit cells
to report on progress and the creation of audit progress metrics to be reviewed at four governance forums
throughout the year.?!

Campaign Plan Focus on Financial Management Systems

Notably, the Campaign Plan also contains an LOE related to data and information systems. LOE 4, enti-
tled “enhance and embrace essential [financial management] systems,” is managed by FIM and focuses on
managing, improving, and transforming financial management systems.?? Although the focus of this report
aligns most with LOE 3, it is important to note that there is a very close link between financial operations and
the systems that support those operations. Within LOE 3, FIM has been assigned co-responsibility with FOA
for executing CAPs for GFEBS and munitions management, and Initiative 4.2 focuses on expanding the use
of Advana for both operational and financial audit activities.2> More generally, data systems modernization
will have an impact on all aspects of audit, from underlying business processes to internal controls to audit
execution and remediation.

17 ASA (FM&C), 2022b, p. 15.
18 ASA (FM&C), 2022b, p. 15.

19 Within the document, these steps are described as initiatives and tasks, with numbering similar to the objectives detailed
in the Strategy document previously. However, although the content of the initiatives and tasks align with the strategic goals
and objectives, the numbers do not align one-to-one.

20 ASA (FM&C), 2022b, p. 24. The Army established the CAER program in 2017 to ensure strong fiscal stewardship at every
level of the Army (U.S. Army, “Command Accountability and Execution Review Program,” webpage, February 11, 2019).

21 ASA (FM&C), 2022b, p. 25.
22 ASA (FM&C), 2022b, p. 16.
23 ASA (FM&C), 2022b, pp. 4-5. Note that Initiative 4.2 is the second initiative within LOE 4.
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Audit Acceleration Plan Memorandum

In support of the Financial Management Strategy’s third strategic goal to achieve a favorable audit opinion, in
April 2023, the Vice Chief of Staff of the Army (VCSA) and Under Secretary of the Army (USA) championed
an Army-wide memorandum with guidance to accelerate efforts toward audit readiness.* The memoran-
dum specifically targeted obtaining downgrades in material weaknesses (i.e., by downgrading the issues to
deficiencies or eliminating the issues altogether) in four priority areas by the end of fiscal year 2026: general
equipment (GE), fund balance with treasury, real property, and environmental and disposal liabilities.?> The
memorandum divides activities into the following four phases with associated timeframes:2¢

o Phase 1 (Form and Identify) creates and implements A ATs supporting business mission area champions
(BMACsS) in each priority area and a technology deployment team (TDT) and commences with material
weakness analysis by the end of 2nd quarter FY 2023.

o Phase 2 (Act) focuses on implementing approved action plans through FY 2025 in each priority area to
remediate material weaknesses.

o Phase 3 (Expand) seeks to implement remediation activities across the Army enterprise through the end
of FY 2024.

o Phase 4 (Continuous Assessment and Testing) focuses on monitoring and test controls using the Con-
tinuous Monitoring Program (CMP) during all the phases of the Audit Acceleration Plan.

ASA (FM&C) was identified as the principal official for the plan and works closely with Headquarters, DA
(HQDA) and Army commands.?” Governance and management of AATs is through BMAC organizations.?8

Army Audit Roadmap

Beyond the Audit Acceleration Plan, the Army also developed a roadmap to prioritize activities to attain
an audit opinion in support of the Strategy and Campaign Plan’s audit-related goal. The roadmap identifies
focus areas divided by GF and AWCEF for FY 2023 through FY 2027 and describes the associated activity for
each focus area to address the existing material weakness.?® According to GAO, roadmaps are a tool used
DoD-wide to track progress in remediating material weaknesses and should include

o identification of material line items

« timeline to achieve full remediation over these line items

o significant milestone activities and related timing to achieve the target timeline
o identification of applicable dependencies.?°

24 ASA (FM&C), “Department of the Army Financial Management Strategy 2028: Campaign Plan FY24,” Department of the
Army, December 2023, p. 14.

25 OASA (FM&Q), “Army Audit Readiness—Audit Acceleration Plan,” briefing slides, Department of the Army, May 26,
2023g.

26 OASA (FM&C), “BMAC Meeting,” briefing slides, Department of the Army, March 17, 2023e.
27 OASA (FM&C), 2023g.

28 OASA (FM&C), 2023g.

29 OASA (FM&C), “Army Audit Roadmap,” Department of the Army, April 2023d.

30 GAO, 2023d, pp. 30-31.
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We were unable to identify a formal definition of or requirements for these roadmaps, but the Army Audit
Roadmap conveys the following two goals:

« Downgrade dates for each material weakness. GAO found that DoD roadmaps show a downgrade
date—i.e., “a target date for when a material weakness is expected to be downgraded to a significant
deficiency” rather than a remediation date, which would be a “target date for when the material weak-
ness is expected to be resolved.”!

« Audit opinion dates. The Army is targeting audit opinions for the GF in FY 2028 (for the FY 2027 Finan-
cial Report) and for AWCEF in FY 2027 (for the FY 2026 Financial Report).

According to a May 2023 report, GAO found that “all DoD-wide and component level roadmaps lack
these significant interim milestone activities and dates. Documenting milestone activities and dates in the
roadmaps is important to show the interim steps for reaching overall target remediation goals and dates and
to track DoD’s progress remediating material weaknesses.”? GAO also noted that DoD guidance to compo-
nents regarding the roadmaps lacked specificity on what to include.

Summary of a New Push for Financial Audit Improvement

The four guidance documents discussed in this section—the Financial Management Strategy, the Campaign
Plan, the Audit Acceleration Plan, and the Audit Roadmap—are integral in communicating the Army’s
approach to remediating material weaknesses and obtaining a clean audit opinion. These strategic efforts
have created focused governance structures, identified additional resources, and created new coordination
processes to address the Army’s goal of a clean audit opinion. These guidance documents provide a foun-
dation for sustained investment to improve the financial management of the Army. The Army will need to
continue to mature its efforts and transition from facilitation to remediation efforts to obtain its near-term
goal of a clean audit opinion and long-term goals to improve the internal controls environment and relevant
business processes supporting these efforts, such as modernizing Army financial systems and implementing
its RMIC program.

Governance of Audit and Audit Improvement

The Army established multiple governance bodies to aid in the implementation and oversight of its efforts to
achieve auditability and receive a clean audit. They also directed existing entities to assume audit improve-
ment functions to offer additional support. However, during our review of the Army’s audit improvement
efforts, we did not find a comprehensive list of the bodies involved in the Army’s audit efforts and their
respective roles and responsibilities. Nor did we find a formal organizational chart or evidence of an informal
shared understanding of the interrelationships between the various governance bodies with audit improve-
ment responsibilities. Although managers in OASA (FM&C) and other organizations appeared to have a
solid understanding of their responsibilities, we found that they often did not understand the big picture of
how all these governance bodies and responsibilities fit together, which was understandable given the lack
of managerial tools coordinating roles and responsibilities coupled with the proliferation of financial audit-
related governance bodies. Further, in our analysis in this section and Appendix E, we found that responsi-
bilities in senior governance bodies appear to be misaligned.

31 GAO, 20234, p. 31.
32 GAO, 20234, p. 33.

20



2023 Army Financial Audit Efforts

Consequently, we attempted to create these items to inform the Army’s consideration of how its financial
management organizational structure and coordination can best support the financial audit process. We
reviewed Army governance documents (see Appendix E for an in-depth review of these documents and gov-
ernance bodies) to identify and assess the governance bodies involved in the audit improvement process, and,
in this section, we provide an overview of (1) the governance bodies we identified as having a role in audit
improvement efforts, (2) the roles and responsibilities of these bodies in the audit improvement efforts, and
(3) the governance bodies’ relationships and coordination activities. We conclude by providing recommenda-
tions on how to rectify the misaligned responsibilities in some of the senior governance bodies.

Governance Bodies Involved in the Army’s Audit Efforts

In Appendix E, we detail 18 governance bodies and positions with financial audit roles and responsibili-
ties that we identified through the review of the governance documents. We also constructed a diagram
(Figure E.1) showing how those entities interact.

Using our discussions with Army stakeholders, we identified three bodies as particularly important to
managing the Army’s financial audit efforts: the Army Audit Committee, the BMAC forum, and the AATs.3?

The Army Audit Committee convenes on a quarterly basis to oversee the most-recent audit metrics and
progress, seeking to address cross-Army audit problems. The committee consists of high-level Army leader-
ship, including the Undersecretary of the Army to the Chief Information Officer (CIO) and the command-
ing generals (CGs) of Forces Command, Training and Doctrine Command, Army Material Command, and
Army Futures Command.?* Thus, the Audit Committee enables coordination on audit improvement across
the Army at the highest levels. In terms of coordination with other audit-specific bodies, the Audit Commit-
tee mainly coordinates with the BMAC forum because it serves as a subcommittee of the Audit Committee.3
The committee’s main responsibilities involve creating audit remediation solutions and corrective actions
and supplying the prioritization and resources needed for identified audit solutions.*®

The BMAC forum serves as the operational conduit to the Audit Committee. The forum meets monthly,
giving each BMAC from ten organizations across the Army the chance to share progress on their respective
areas.’” The BMAC forum consists of operational level representatives from OASA (FM&C) as the chair,
AMC, CIO, DFAS, G-1, G-4, G-9, ASA Manpower and Reserve Affairs, and USAFMCOM, thus enabling
operational to strategic coordination on audit and remediation efforts across the Army.*® As noted previ-
ously, the BMAC forum closely coordinates with the Audit Committee. The BMAC forum supports audit
improvement by ensuring accountability for IPPs within business mission and identified priority areas. In
addition to providing a forum for coordination, the BMAC forum offers participants the chance to raise con-
cerns or identify potential roadblocks so that they may be elevated to the Audit Committee for consideration
and resolution.*

33 The BMAC forum was renamed the Audit Integration Executive Committee (AIEC) in 2024 following the conclusion of
our research (Christine Wormuth, Charter Army Audit Committee, Department of the Army, February 8, 2024). This report
has not been updated to reflect changes after the research for this report concluded in fiscal year 2023.

34 DA, “Charter: Office of the Assistant Secretary of the Army for Financial Management & Comptroller (OASA(FM&C))
Business Mission Area Champion (BMAC), Forum,” June 2023c, pp. 2-3.

35 DA, “Charter Army Audit Committee,” draft, March 2023b, p. 3.
36 DA, 2023b, pp. 1-2.

37 DA, 2023c, p. 1.

38 DA, 2023c, pp. 3-4.

39 DA, 2023d, pp. 1-2.
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The Army formed AATs as targeted, short duration, cross-Army entities to address identified prior-
ity areas for audit improvement.*® They report directly to BMACs and, thus, the BMAC forum to provide
information on remediation efforts.*! They also work closely with TDTs and Command Process Task Forces
(CPTFs) on solutions to material weaknesses. AATs prioritize actions on material weaknesses for remedia-
tion and downgrade. They support, implement, and test control and process changes so that they may be
suitable for Army-wide implementation. Working with TDTs and CPTFs, they further enable process and
control changes through the development and application of automation capabilities. Finally, they standard-
ize successful process and control changes through documentation and automation.*?

Because the BMAC forum is the key node for coordinating financial audit efforts across the Army and
interfacing with Army leadership through the Army Audit Committee (see Table E.1), we present an in-depth
analysis of the BMAC forum’s roles in Appendix E.

Realigning Senior Management Council and Senior Assessment Team Roles
and Responsibilities for the Army Audit Committee and BMAC Forum

ASA (FM&C), the BMAC forum’s chair, asked us to look at opportunities to expand the role of the BMAC
forum in Army financial audit activities. We provide a full analysis in Appendix E and summarize the results
of the analysis here.

The BMAC forum’s charter prescribes a limited, coordinating role to the BMAC forum, and we found
that the forum’s activities are consistent with those prescribed to it in the charter.*> Conversely, the Army
Audit Committee’s charter assigns it executive responsibilities, such as formulating solutions and corrective
actions; identifying risks; and providing direction, guidance, and resourcing for items related to audit reme-
diation.** The Army could expand the BMAC forum’s responsibilities by reassigning some responsibilities
from the Audit Committee to the BMAC forum.

We did not consider in depth all the responsibilities that could be reassigned, but we looked in depth at
Army Audit Committee’s Senior Assessment Team (SAT) responsibilities and the BMAC forum’s Senior
Management Council (SMC) responsibilities.*> In Appendix E, we review the composition of these bodies
and review their responsibilities at a detailed level and compare them with OMB guidelines (see Table E.2
and Table E.3). We concluded that there are several potential gaps in how the Army Audit Committee serves
as SAT and how the BMAC forum serves as SMC. To address these potential gaps and better align to OMB
guidelines, we recommend that the Army make changes to SMC and SAT responsibilities carried out by the
BMAC forum and the Army Audit Committee, including (1) redesignating its SAT (the Army Audit Com-
mittee) as its SMC and assigning it SMC responsibilities, (2) constituting a new SAT focused on leading
internal control assessments through CMP, and (3) assigning the BMAC forum responsibility for providing
oversight and direction for SAT while continuing to provide detailed monitoring and recommendations to

40 OASA (FM&C), 2023g.

41 OASA (FM&C), 2023g.

42 OASA (FM&C) 2023c, p. 26.
43 DA, 2023c.

44 DA, 2023b.

45 OMB Circular A-123 says that “agencies must have a Senior Management Council (SMC) to assess and monitor deficien-
cies in internal control” and that “the SMC should also include Senior Assessment Teams [SATs] to lead assessments related
to the objective of internal control over reporting” (Shaun Donovan, OMB Circular No. A-123, Management’s Responsibility
for Enterprise Risk Management and Internal Control, memorandum to the heads of executive departments and agencies,
M-16-17, Office of Management and Budget, July 15, 2016).
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the Army Audit Committee as the new SMC. Appendix E provides additional, detailed recommendations
that will focus the Army Audit Committee on higher-level oversight and assign responsibilities to lead inter-
nal control assessments to the BMAC forum.
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CHAPTER 4

Leveraging Organizations Outside OASA (FM&C) to
Increase Support for the Financial Audit

To complete our documentation of efforts related to audit and audit improvement, this chapter documents
efforts to expand financial audit led by organizations beyond OASA (FM&C). We examined these external
organizations to see how they contribute to the audit and identify opportunities to expand those contri-
butions in the future. Relatedly, as requested by ASA (FM&C), we specifically examined the potential of
expanding the use of internal review (IR) auditors to assist with the financial audit. We identified several
barriers to using IR auditors for financial audit efforts and recommend a pilot program for exploring ways to
overcome those barriers.

Expanding USAFMCOM Audit Facilitation and Remediation Efforts

USAFMCOM’s audit facilitation responsibilities recently increased in four areas: financial reporting, Funds
Balance with Treasury (FBwT), journal vouchers, and sensitive activities. Specifically, USAFMCOM facili-
tates the audit in these four areas by preparing and assisting in the execution of walk-throughs and site
visits with the independent public accountant (IPA) and facilitating requests from the IPA for information,
data, documentation, and samples.! USAFMCOM officials told us that the Army continues to improve audit
facilitation, and facilitation teams meet on a weekly basis with the IPA.2 USAFMCOM established the Audit
Response Center (now the A30) “to be the face to the field and to the auditor for the sustainment of the
Army’s Financial Statement Audit” following the achievement of an unmodified (clean) audit opinion.> How-
ever, OASA (FM&C) continues to lead the overall audit facilitation responsibilities in areas not delegated to
USAFMCOM, including

o budgetary resources

e procurement

o revenue

o civilian pay

 military pay

o operating materials and supplies (OM&S)

1" In general, initial walk-throughs and site visits occur January through March. Follow-up walk-throughs occur Febru-
ary through May. Testing occurs April through October, and the IPA finalizes the audit report and the Army publishes the
Annual Financial Report by November (USAFMCOM, “ARC 101 Overview for RAND,” presentation, May 1, 2023, Not avail-
able to the general public). One area in which USAFMCOM responsibilities were reduced in 2023 was when its audit facilita-
tion duties for financial reporting were transferred back to OASA (FM&C).

2 Army officials, interview with the authors, May 15, 2023.
3 USAFMCOM, 2023, slide 1.
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« GE

o environmental and disposal liabilities (E&DL)
o information technology (IT) systems

« internal use software

o entity level controls and

o real property.*

In tandem with its expanded facilitation responsibilities, USAFMCOM assumed related oversight roles
as the BMAC for Journal Vouchers and GF FBwT and Priority Lead for Financial Reporting. USAFMCOM is
also the FBWI' AAT civilian lead.> In addition, USAFMCOM’s process management and compliance (PMC)
directorate has supported audit facilitation through the development of business process maps, which enable
auditors to quickly understand Army business processes.°

In addition to its audit facilitation duties, USAFMCOM expanded its remediation efforts to include CMP.
As the operational lead for CMP, PMC will have an important role in the RMIC program. Its implementation
of CMP could be a key indicator of whether the Army’s internal controls are effectively remediating audit
issues for longer-term auditability success.

Given this increased responsibility and experience, USAFMCOM may be positioned to take on additional
facilitation tasks to allow for OASA (FM&C) to focus on strategic audit activities. OASA (FM&C) should
update relevant Army policies to reflect any transfer of audit facilitation tasks to USAFMCOM to ensure an
effective transition.

We spoke extensively with GF FBWI AAT to understand the activities they have been conducting.” The
GF FBWT is the Army’s largest asset category at $121 billion as of the end of FY 2022.% The largest subcat-
egories of FBWT are obligated balances that have not yet been disbursed ($131 billion), unobligated balance
($38 billion), and unfilled customer orders without advance (-$44 billion).” FBwT is important to the opera-
tion of the Army because it represents the funding that the Army can spend on its operations and invest-
ments. An important partnership for FBwT is its relationship with DFAS, which is responsible for disbursing
much of the Army’s funds, and USAFMCOM, which, together, manage these balances.!® However, success at

4 USAFMCOM, 2023, slide 1.
5 USAFMCOM, 2023, slide 1.

© For a more detailed description of PMC’s process maps, see the “USAFMCOM Process Management and Compliance
Directorate” section in Appendix A.

7 Army finances operate in the GF and AWCF. Most of the Army operates within the GF, while the AWCEF is focused on
managing supplies and industrial operations, such as depot repair. The GF is much larger: For example, at the end of FY 2022,
total GF assets were estimated at about $312 billion compared with $26 billion in AWCF, and GF net costs were $232 billion
compared with $14 billion in AWCF (U.S. Army, United States Army Annual Financial Report: Fiscal Year 2022, 2022, pp. 38,
39, 53, 54). As the next section explains in more detail, the Army has consolidated many responsibilities for the AWCF audit
in AMC.

8 U.S. Army, 2022, p. 114. When reporting data from the Army’s financial statement, we often use the term estimated because
the Army’s financial statement has not been audited because of the Army’s disclaimer of opinion in its financial audit.

9 Unfilled customer orders without advance are a type of non-FBWT budgetary account that “must be deducted from the
Status of FBWI” (U.S. Army, 2022, p. 114). According to DoD Financial Management Regulation (FMR), “Unfilled customer
orders are the amounts of orders accepted from other accounting entities within the United States (U.S.) Government for
goods and services to be furnished on a reimbursable basis” and “customer orders establish obligational authority” to the per-
former (DoD FMR, 7000.14-R, Receipt and Distribution of Budgetary Resources—Execution Level, Vol. 3, Chapter 15, Under
Secretary of Defense (Comptroller), February 2022, p. 114).

10 Prior to April 2023, DFAS was the BMAC priority lead for FBwT, and those responsibilities have since transitioned to
USAFMCOM.
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downgrading the FBwT material weaknesses depends not only on the actions of DFAS and USAFMCOM but
also the actions of financial managers throughout the Army because they have impacts on overall balances
(i.e., errors can propagate to the Army’s balances), so USAFMCOM, serving as the “face to the field,” must
often communicate with financial mangers throughout the Army.

According to USAFMCOM managers, AAT activities revolve around two efforts. The first effort is
cleanup of undistributed balances. Undistributed balances, which are differences between the Army’s finan-
cial ledgers and the U.S. Treasury’s accounts, are a major audit challenge. These differences are the result
of “transactions that have not been posted to the individual detailed accounts in the Army’s GF’s general
ledger as a result of timing differences or the inability to obtain complete accounting information prior to
the issuance of the financial statements.”! These differences require reconciliation (the Army financial state-
ment reports figures that have been reconciled to the Treasury accounts) and the use of a manual journal
voucher to acknowledge the differences in Army financial reporting. According to Army financial manage-
ment subject-matter experts (SMEs) we spoke with, the timing issues are predictable, relatively straightfor-
ward to reconcile, and resolved as reports update, so they are not major audit issues; however, differences are
sometimes the result of other problems, such as improper data entry. These problems can persist indefinitely
until resolved, so they are a major impediment to a successful audit.

When speaking with USAFMCOM managers, we heard that cleaning undistributed balances can be labor
intensive and require experienced financial managers with problem-solving abilities to look across informa-
tion systems to identify the root causes of problems so they can be corrected. As an example, undistributed
transactions related to contracting in the MOCAS system are so “complex and time consuming to research”
that only one to two transactions can be researched by a person in a day.!? To help this process, DFAS built a
reconciliation tool that the Army uses. DFAS is developing new tools to use within Advana; AWCEF uses the
TI-97 tool, but, as of our discussion, development of an Army GF tool had not yet commenced.

The second effort is developing a control environment for managing FBWT. USAFMCOM managers we
spoke with told us that DFAS is responsible for FBWT controls; they believed that DFAS has effective internal
controls, but they are not well communicated with the auditor, which has resulted in Notices of Findings and
Recommendations (NFRs) in the Army’s financial audit. Therefore, control efforts will create a guidebook
for the auditor and process flows and a risk control matrix for personnel to follow.

Other Efforts to Expand Financial Audit Management Across the Army

In addition to examining USAFMCOM efforts, we held discussions with Army managers in organizations
outside OASA (FM&C) who are leading two other facilitation and remediation efforts. We spoke with the HQ
AMC G-8 Working Capital Fund Audit Readiness Division, which is leading facilitation and remediation
efforts for AWCEF. We also spoke with the GE AAT. Organizational solutions, such as the Audit Readiness
Division and the AATs, are likely to be key to the Army’s success in the financial audit.

Headquarters AMC G-8 AWCF Audit Readiness Division

As we discuss in Appendix A, responsibilities for the AWCF audit were transferred from OASA (FM&C) to
the HQ AMC G-8 Working Capital Fund Audit Readiness Division in FY 2023. Along with this shift, the

11U.S. Army, 2022, p. 114.

12 DFAS and U.S. Army, “Army Fund Balance with Treasury (FBwT), Audit Acceleration Team, AWCF/GF Undistributed:
Break-Out Session,” 2023 Army Financial Management and Defense Finance and Accounting Service Customer Workshop,
June 15, 2023.
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division grew from four civilian personnel to 17 positions, with plans to hire contractors to provide addi-
tional support. The division provides financial audit support across all AWCF material weaknesses. HQ
AMC G-8 is well placed to affect AWCF financial audit efforts because AWCF operates primarily within
AMC, and AMC is the primary user of LMP to manage its activities and finances. Therefore, shifting AWCF
financial audit responsibilities down from OASA (FM&C) to HQ AMC G-8 leverages AWCEF capabilities at
HQ AMC for financial audit efforts and reduces demands for intra-Army coordination.

Table B.3 in Appendix B reviews the Army’s goals for downgrading material weaknesses for both the GF
and AWCEF. There are 12 common material weaknesses, and the Army’s goal is to remediate AWCF material
weaknesses before GF material weaknesses in 11 of those instances.

Although managers expressed concerns that AWCF and GF efforts are not well coordinated to meet the
accelerated AWCF material weakness downgrade goals in the Audit Roadmap, the Army could adopt those
timelines to use AWCEF as a phased demonstration for later GF material weakness downgrades. The AMC
G-8 Working Capital Fund Audit Readiness Division appears to be well resourced (it has 17 civilian person-
nel compared with six in the OASA [FM&C] GF audit organization). AWCF is smaller than the GF and less
complex because it involves a small share of the Army, so AWCF audit remediation can potentially be used as
a way of testing remediation strategies quickly that may prove valuable to GF remediation efforts.

An example of a situation in which AWCF might be being used as a demonstration is the plans of the
real property AAT and the environmental and disposal liabilities AAT.!* Prior to the onset of the AATs, the
Army had never conducted any remediation activities; instead, the then “current approach” was “facilita-
tion only” to support the auditor’s testing.!* Both AATs developed seven-month plans focused on AWCEF that
they estimated could engage in such activities as cleaning up inventory data and implementing controls to
address 98 percent of AWCEF real property inventory and 85 percent of environmental closure requirements
for AWCEF real property.’> Such ambitious timelines are potentially feasible because there are only ten AWCF
installations, all managed within AMC.!¢

Another example of a situation where AWCF could be used as a demonstration was provided by AMC
managers. The AWCF FBwT reconciliation tool (TI-97), which has been transitioned to Advana and is being
used by the AWCF audit remediation team, could be implemented within AWCF as a testing method. Accord-
ing to those managers, assumptions about the ability to transition to Advana were overly optimistic, and the
transition led to an 18-month delay and (initially) a large increase in FBwT variances. But such experiences
could prove useful for guiding larger GF audit efforts if they decide to press forward with developing a similar
reconciliation tool.

We recommend that the Army initially use AWCF audit remediation activities in a coordinated, phased
approach to guide GF audit remediation activities. Because the AWCEF is significantly smaller than the GF
and involves fewer organizations, it should generally be easier to achieve material weakness downgrades,
show audit progress, and identify strategies that the GF audit can leverage for success. With this approach, it
is critical that the Army coordinate cross-service activities to ensure support and integration of both AWCF
and GF remediation goals. AWCF audit successes can potentially serve as a “quick wins,” which are beneficial

» <«

to organization change efforts because they “provide evidence that sacrifices are worth it,” “reward change

agents,” “help fine-tune vision and strategies” for more-difficult GF remediation efforts, “undermine cynics,”

13 OASA (FM&C), 2023e.
14 OASA (FM&C), 2023e.
15 OASA (FM&C), 2023e.

16 1t is unclear whether aforementioned delays in G-9 CAPs will affect the ability of AWCF material weaknesses to meet
downgrade timelines.
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“keep bosses on board,” and “build momentum” for further change efforts.!” Downgrading AWCF materiel
weaknesses would satisfy the three criteria of short-term wins identified by Kotter: (1) they are visible—Army
audit reports would acknowledge the materiel weaknesses were downgraded, (2) they are unambiguous—the
materiel weakness either exists or it does not, and (3) they are clearly related to the financial audit improve-
ment efforts.!8

General Equipment AAT

We also discussed GE AAT efforts with the GE AAT leadership. GE appears likely to be the most challenging
of the AAT areas because of its scope and complexity.!® Accurate inventory data for GE is “an essential com-
ponent of operational readiness, not just audit readiness.”?® The Army’s material weakness for GE focuses
on inaccurate data elements and inventories, as well as insufficient valuation methods.?! According to Army
documentation, maintaining accurate data about GE has been challenging but improving. Between FY 2021
and FY 2022, the sample pass rate for GE accountability increased from 59 percent to 77 percent. However,
because GE makes up a large portion of the Army’s balance sheet (about a quarter), the Army is striving for
“complete accountability of GE” to pass the financial audit.??

The Deputy Chief of Staff (DCS), G-4, is the BMAC for GF GE and has overall responsibility and direction
for the GE AAT. Day-to-day management of the GE AAT resides in OASA (FM&C), but it employs tempo-
rarily assigned personnel to carry out AAT functions. The GE AAT is the largest, with 20 members evenly
split between civilian personnel and contractors.?* Interviewees noted that such a large team with diverse
membership was necessary because so many Army organizations have roles in equipment. Three organiza-
tions have two members each, reflecting their key roles: G-4 (the BMAC), Assistant Secretary of the Army
for Acquisition, Logistics, and Technology (ASA [ALT]) (the organization responsible for fielding military
equipment), and U.S. Army Forces Command (FORSCOM) (the command that owns the most equipment).
Although the Audit Acceleration Plan originally intended for such organizations as OASA (FM&C) and
FORSCOM to “commit full-time personnel” to the GE AAT, we were told that initial members borrowed
from other organizations can devote only about 70 to 80 percent of their time because of preexisting commit-
ments, but they are planning to hire personnel who should be able to be fully committed.

Initial efforts of the AAT, starting in April 2023, focused on assessing accounting processes associated
with GE, documenting those processes, and developing a risk matrix of the top risks. Site visits began in July
2023 and focused on validating the data observed at the Army level and having conversations with units to
understand and document gaps to develop fixes. The AAT aims to downgrade the GF GE material weakness

17 John P. Kotter, Leading Change, Harvard Business Review Press, 2012, p. 127.
18 Kotter, 2012, p. 126.

19 As of the end of FY 2022, the Army estimated it owned GE with a net book value of about $76 billion and an acquisition
value of about $187 billion within the Army GF (U.S. Army, 2022, p. 114). The only asset class that was estimated to be larger
was FBwWT at about $121 billion (U.S. Army, 2022, p. 117). Ownership of GE is widely dispersed throughout the Army across
many commands, and responsibility for GE falls to many personnel besides financial management personnel, including logis-
ticians and equipment operators.

20 OASA (FM&C), “BMAC Meeting,” Department of the Army, February 21, 2023a.
2L U.S. Army, 2022.

22 OASA (FM&C), 2023a.

23 OASA (FM&C), 2023a.

24 OASA (FM&C), 2023a.
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in FY 2026 and plans a phased approach that focuses first on aviation because aviation contains about one-
third of the value of the Army’s GE across a smaller amount of equipment pieces.

A key challenge for the GE AAT is the dependence on units in the field for audit success. Interviewees
stated that units in the field are often unaware that GE accounting processes and controls even exist. The
AAT uses site visits to discuss, learn, and ultimately remediate local issues, but these efforts are time con-
suming, and the AAT lacks capacity to conduct them frequently. The AAT is also temporary, which means
that sustaining audit success could be difficult without permanent changes in how the field operates, such
as by implementing improved accounting processes and controls. Later in this chapter, we discuss several
potential long-term solutions that the Army is pursuing to address these risks and discuss how IR personnel
could potentially provide local support for audit success in such areas as GE. In the next section, we discuss
a complementary set of solutions: identifying metrics and developing incentives for organizations across the
Army to behave in a way that attains and sustains audit success.

Motivating General Equipment Reporting Compliance for Audit Success

During several conversations with Army staff, we were asked how better metrics could be used to make
audit success more relevant to operators and Army staff outside of financial management organizations. As
discussed in previous chapters, OASA (FM&C) has numerous past and ongoing efforts related to improving
metrics related to audit progress. OASA (FM&C) also continues to improve the metrics designed to commu-
nicate financial health throughout the organization, such as revised key performance indicators (KPIs) estab-
lished by the CAER forum that track audit samples, responses, and failures. These kinds of metrics may com-
municate audit status and progress throughout Army leadership and could, if included in the senior-most
assessments of Army readiness and capability levels, be used to bring audit-related issues to the attention of
the most senior decisionmakers. However, metrics of organizational financial health do little to motivate
operators to comply with processes, reporting requirements, and procedures.

Challenges related to compliance with property accounting processes, such as tracking and valuing GE,
have been noted in the Army and wider DoD for decades. Keeping inventories and data systems up to date
requires paperwork, data entry, and time from operational and often junior members of the organization—
tasks quite removed from the priorities of readiness and required missions. Instead of attempting to encour-
age operators to update required systems by elevating their awareness of audit and its importance, a more
direct route exists. The Army should continue to strive to adopt best practices for GE accountability that
link reporting to readiness and other metrics that operators already track, with the by-product of improv-
ing inventory and data accuracy that, in turn, improve internal control and audit-related metrics. Although
assessing the potential benefit of these kinds of property accounting changes is outside the scope of this
study, the examples below, many of which have been adopted by the Army to some extent, illustrate potential
means for motivating operator compliance without needing to bring financial health or audit to their atten-
tion. Examples of possible changes include?”

« providing sufficient training to those tasked with GE accountability, making accounting easier and less
time-consuming, reducing the time away from more important tasks

25 These possible changes are based on unpublished RAND work (Matthew W. Lewis, Kristy Gonzalez Morganti, Rich-
ard Bowman, Matthew Boyer, Patricia Boren, Aimee Bower, Kathryn Connor, Rick Eden, Major Patrick Grady, John Hal-
liday, Arthur Lackey, Major Keith Palm, Elizabeth Steiner, and Douglas Yeung, unpublished RAND research, 2009; Caitlin
Hawkins, Richard Bowman, Rick Eden, Kristy Gonzalez Morganti, Patrick Grady, Arthur W. Lackey, and Matthew W. Lewis,
unpublished RAND research, 2009; and Kristy G. Morganti, Kathryn L. Connor, Rick Eden, Matthew W. Lewis, and Art
Lackey, unpublished RAND research, 2009.
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o providing simpler and more-consolidated systems for data entry, again reducing the burden of time and
effort

o reducing the complexity of materiel flows and the level of detail at which reporting is required

o assigning separate staff for whom compliance is a priority to perform compliance-related activities

« aligning property accounting metrics with operational factors, such as readiness (for example, if fre-
quent borrowing of equipment by similar units at the same installation helps improve readiness out-
comes, metrics could be designed to reflect a unit’s potential pool of ready equipment rather than track-
ing each unit’s items individually).

Working from these examples, the Army should use the GE AAT to identify and demonstrate property
accounting changes that link reporting more directly to existing metrics of importance to operators—such as
readiness—thereby seamlessly integrating financial audit-related goals with broader Army missions.

Leveraging Internal Review Organizations for Internal Control Efforts to
Support the Financial Audit

This section discusses the Army’s RMIC program, the role of IR personnel, and how the Army might lever-
age these personnel to support the financial audit. These findings are based on a review of Army policies and
other documentation describing the RMIC program and interviews with SMEs.

RMIC Program

AR 11-2 sets forth the Army’s internal control program and responsibilities for OASA (FM&C) to manage the
program. OASA (FM&C) reports, tracks, and addresses material weaknesses associated with internal con-
trols for financial reporting and nonfinancial operations as laid out in GAO’s Standards for Internal Control
in the Federal Government. OASA (FM&C) must annually prepare statements of assurance on internal con-
trols over nonfinancial operations and internal controls over financial reporting. It maintains inventories on
assessable units and functional areas with internal control evaluations.?¢

Because of updated OMB and DoD guidance on risk management, the Manager’s Internal Control Pro-
gram (MICP) transitioned to the RMIC, which expanded the role of the program. The Army’s RMIC now
includes enterprise risk management and continuous monitoring among its responsibilities. Through its risk
management processes, the Army seeks to expediently identify issues so that Army leadership may take nec-
essary action.?” RMIC managers catalog risks in the Army Risk Register for prioritization and response. In
addition to enterprise risks, the Army conducts related efforts to mitigate fraud risks; moving forward with a
fraud risk management strategy and an Army-wide fraud risk management working group.?8

The CMP is another mechanism intended to proactively identify issues (versus programs developed to
react to issues identified through the audit).?’ OASA (FM&C) leads the policy and governance aspects of
CMP, including establishing guidance and reporting program updates to Army leadership and validating

26 AR 11-2, Managers’ Internal Review Program, Headquarters, Department of the Army, revision date March 26, 2012.

27 ASA (FM&C), “ASA FM&C RMIC Updates: Continuous Monitoring Program, Enterprise Risk Management, and Fraud
Risk Management,” presented at the Army Financial Management and Defense Finance and Accounting Service Customer
Workshop, June 15, 2023, p. 27.

28 ASA (FM&C), 2023, p. 30.
29 ASA (FM&C), 2023, p. 33.
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Army-wide CAPs. USAFMCOM manages the CMP, including “executing centralized testing, identifying
deficiencies and supporting Reporting Organizations with remediation, optimizing and improving business
processes, and sustaining business process documentation.”?

A significant aspect of the CMP is CAP development for internal and external deficiencies. The Army
is working to redesign the process to make it less complex and reduce confusion. Beginning in FY 2023, the
Army began using Advana for the CAP development and review process.> The OASA (FM&C) CAP valida-
tion team then reviews all fully developed CAPs.

Despite the new responsibilities under RMIC, the Army has yet to codify these responsibilities in policy.
A revised AR 11-2 had not been issued as of the drafting of this report.

Internal Review Capabilities

According to AR-11-2, IR offices have responsibilities under the RMIC program, such as reviewing their
organization’s annual statement of assurance. An interviewee noted that IR offices also support RMIC by
testing controls and, in a few cases, managing the command’s RMIC program. The Army uses a decen-
tralized approach to directing IR unit activities. Commanders direct their IR units to perform a variety of
functions, such as commander-initiated performance audits; audit liaison activities with external organiza-
tions, including the Army Audit Agency (AAA), GAO, and DoD Office of the Inspector General (OIG); and
activities related to the financial audit. In one example, FORSCOM took an active role in the RMIC program,
including issuing internal command guidance related to financial audit efforts. AR 11-7 notes that “IR offices
will have a continuing role in each of the following phases of the Army’s audit readiness framework: (1) dis-
covery and gap analysis, (2) testing, (3) corrective action, [and] (4) sustainment.”? According to one official
we spoke with, approximately 50 of 180 IR offices already participate in audit readiness cells (including seven
of 53 reserve command IR offices) as of early FY 2023.33

However, IR staffing has not kept pace with additional RMIC responsibilities. Analysis of auditor posi-
tions suggests the Army may lack IR capacity. Outside AAA, auditor series positions typically comprise IR
and internal review audit compliance offices. According to Army officials, IR offices have been eliminated or
reduced at the command level in recent years as part of budget savings efforts, decreasing IR capacity across
the Army. For example, 24 of 65 AMC IR offices have zero authorizations in FY 2024. As Figure 4.1 shows,
only a fraction of AMC-required positions were authorized in FY 2024.

Generally accepted government auditing standards also limit the extent to which IR staff can support the
financial audit because of the need to maintain their independence. AR 11-7 states that “IR personnel who
served as a project leader or team member cannot at a later date, validate the financial data from the proj-
ect or conduct an audit of the activity or process.”* If IR staff support non-audit functions outside their IR
duties, they cannot perform audits of those functions for one year. Although these limitations exist, policy
does not prioritize financial statement audit support for IR staff despite Army leadership’s increased focus on
obtaining a clean audit opinion. Furthermore, no mechanism exists for OASA (FM&C) to leverage IR staff to
support the financial audit in a coordinated way.

However, other services have sought outside support for audit-related activities. For example, GAO
reported that the Air Force used the Air Force Audit Agency (AFAA) to review control activities in FYs 2018

30 ASA (FM&C), 2023, p. 36.

31 ASA (FM&C), 2023, p. 41; and OASA (FM&C), 2023g.

32 AR 11-7, Internal Review Program, Headquarters, Department of the Army, March 29, 2017, p. 8.
33 Army officials, interview with the authors, July 20, 2023.

34 AR 11-7, 2017.
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FIGURE 4.1
Army Civilian Auditor Fiscal Year 2024 Position Authorizations

Army Reserve, 56

National Guard
Bureau (NGB),
275

AMC, 139

SOURCE: Produced using Army FY 2024 Tables of Distribution and Allowance (TDA) positions for 0511 Auditor Series as of April 25, 2023
(DoD, “Force Management System Web,” dataset, undated-b, Not available to the general public).

NOTE: Hatching indicates positions that were required but not authorized.

and 2019.% In addition, a Navy official told us that the Naval Audit Service has performed across-the-board
risk assessments.3® OASA (FM&C) should update AR 11-7 to direct IR offices to prioritize financial statement
audit activities when feasible and initiate a pilot program where available IR staff support financial statement
audit activities under OASA (FM&C) direction. To initiate the pilot program, OASA (FM&C) would need
to define specific financial audit tasks in need of support to ensure employment of IR staff with appropri-
ate qualifications and training.” Such a pilot program would allow available qualified IR staff to serve a
temporary assignment supporting financial statement audit activities.’® Careful consideration would need
to be made regarding staff assignments, given the possibility that such support could impair the staff’s inde-
pendence to conduct future performance audits when they return to their commands. The pilot should be
conducted under OASA (FM&C) direction to ensure IR staff in the pilot prioritize financial audit activities,
which has generally not been the case with IR staff who are commanders’ assets. Implementing these changes
will expand OASA (FM&C)’s ability to leverage IR resources to support financial audit activities.

The pilot should aim to explore various mechanisms by which IR auditors could support the Army’s
financial audit efforts. Because the project team did not discuss pilot planning with stakeholders, OASA

35 Kristen Kociolek, Air Force: Enhanced Enterprise Risk Management and Internal Control Assessments Could Improve
Accountability over Mission-Critical Assets, U.S. Government Accountability Office GAO-20-332, June 18, 2020.

36 Deputy Assistant Secretary of the Navy, interview with the authors, January 9, 2023.
37 Appendix F discusses the Army’s OC/Ts and potential implications for training auditors, such as IR personnel.

38 Ideally, IR auditors would be temporarily assigned to support financial audit activities within their command because they
will have deep familiarity with the command. However, independence issues could preclude this, and there could be oppor-
tunities to assign IR auditors from across commands. Looking at pilot results, the Army will need to identify a long-term
strategy for how to staff these efforts; for example, the Army will need to decide whether these are permanent or rotational
positions.
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(FM&C) will need to conduct more-detailed planning and recruitment.?® Using our research on Army IR,
we outlined desirable outcomes for this pilot program. The primary goal of an IR pilot program would be to
improve coordination and communication between auditors and different communities within the organi-
zation that are remediating issues. The pilot should ideally demonstrate the capabilities that having IR assets
on the ground can bring to bear. Embedding IRs in target locations should produce measurable outcomes
that support risk mitigation at the lowest levels, thereby supporting the RMIC program as well. Embedding
IR auditors who assist with data collection and communication to external auditors or throughout the Army
(e.g., AATs or OASA [FM&C]) should reduce the amount of time it takes to understand what is happening
at the user level. IR auditors will interact with end users and the systems they use to proactively determine
material weaknesses so they can be addressed faster. The pilot program should confirm that IR auditors,
external auditors, and relevant Army management understand the capabilities of systems the organization
uses. The IR auditors will observe end users to ensure that they are complying with business rules in a way
that increases operational readiness. They would seek to answer such questions as

 Are remediation efforts of the end users in the field addressing the Army’s needs (including financial
audit needs and operational needs)?

o Are end users using their own documented business practices?

o How are remediation efforts and the documented business processes aiming to downgrade material
weaknesses?

Finally, IR auditors would provide feedback and support to the field and commanders using information
and analysis that comes from a place of fluency and understanding because of their deep understanding of
field activities.

39 According to a FORSCOM manager, FORSCOM conducted a pilot that placed contractors in each Army Corps, streamlin-
ing processes and implementing controls by having boots on the ground in these organizations. Although we have not exam-
ined this effort in detail, it could serve as a potential source of lessons learned for OASA (FM&C) as they plan an IR auditor
pilot program.
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CHAPTER 5

A Model for Organizational Change to Achieve
Improved Business Processes and Financial Audit
Success

The previous three chapters described the historical and existing state of Army audit efforts and provided
some specific, targeted potential changes for improvement. In this chapter, we offer a more strategic discus-
sion of possible changes to the overall approach to achieving audit success. We discuss ways the Army can
build on historical and current efforts by pursuing a transformational organizational change strategy. We
outline how a transformational approach differs from the Army’s approach, identify potential barriers to its
implementation, and offer recommendations to overcome those barriers. To support the Army’s shift to a
transformational change approach, we introduce a logic model that the Army can leverage as a tool to enable
both financial audit success and improved business processes.

Organizational Change Management as a Lens for Identifying Areas for
Improvement

In the section, we discuss how using the lens of organizational change management can assist with finan-
cial audit improvements by identifying potential gaps that may require additional planning or resourcing.
According to Camm, Dougherty, and Whitmore (2020), change management activities fall into the following
three elements:

o Prepare. This element includes such activities as assessing the situation, establishing a compelling need
for change, planning, and communicating a vision across relevant stakeholders.

o Execute. This element includes such activities as resourcing and training for the changes and measur-
ing the impacts of the changes. An important piece of execution is to subdivide execution into smaller
chunks that allow for more-immediate evidence of quick wins and short-term success inside shorter
phases. Then it is possible to build on that evidence to motivate further organization change.

o Sustain. This element emphasizes that the executed changes will become routines within the new status
quo, although the organization will likely have to continue to change in the future to react to fluctua-
tions or shifts in the organization’s environment. A key step in sustainment is moving responsibilities
from higher-level leadership (e.g., LOE 3 leadership and AATs) to lower-level leadership, such as com-
mands.!

1" Frank Camm, Brian Dougherty, and Thomas C. Whitmore, Improving Acquisition to Support the Space Enterprise Vision
Supplemental Appendixes on Acquisition Concepts, RAND Corporation, RR-2626-AF, 2020.
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Poor change management can lead to such problems as an inability to meet targets or goals, poor reten-
tion (losing the people you do not want to lose), low morale, and resistance to change (slowing down changes
or noncompliance).

In addition to following the three core elements of organizational change, the scale of change should
match the magnitude of the problems that need to be addressed in a given organization. An important step is
to determine whether incremental or transformational change is warranted. Incremental change is typically
relatively small scale and implemented at departmental or operational levels with the goal of fixing a specific
problem or part of a given organization.? Conversely, a transformational change approach is typically tied to
larger-scale change in organizational strategy or mission or is enterprise-wide in scope.?

An example of an incremental change to improve GE accountability might be to have an AAT team or
a team from the command’s financial management community perform regular inventories of GE to iden-
tify and correct errors in each organization’s property books, while a transformational change would make
changes to incentives and systems (such as the potential changes to motivate GE reporting compliance in the
previous chapter) to ensure that operators in the field prioritize accuracy in the first place. Although incre-
mental change is appropriate and economical for many types of organizational challenges, there is a risk of
underresourcing change efforts, implementing changes too slowly, and not affecting change across all neces-
sary components of a given organization.* A transformational change approach is a better fit for handling
large-scale challenges or the development of new businesses or enterprises; however this approach to change
is typically more resource intensive and disruptive to the organization.>

Furthermore, a key step for organizational change is to “establish a compelling need for change” and con-
vince people to change their behavior. We use the example of a burning platform in which change managers
must convince the organization’s personnel to change because the status quo will no longer be tenable in the
future.® This burning platform theory of organizational change recognizes that organizations exist to sustain
patterns of behavior within them—even as the individuals in the organization rotate over time—but out-
comes in organizations change only when the individual people in them alter their patterns of behavior. Con-
vincing people to modify their behavior is costly to the organization, so a successful organizational change
must generate outcomes and benefits that exceed the costs of the change. In the absence of such (demon-
strable) net benefits, rational managers will not pursue and individuals in an organization will not support
organizational change. Thus, for an organizational change to succeed, the personnel who must change their
behaviors must believe they will be better off if they change their behaviors versus if they do not (i.e., the per-
sonnel must be convinced to get off the burning platform).

Camm, Dougherty, and Whitmore (2020) also found that a common key to successful transformational
organizational change is that it is often iterative: “change is the product of an iterative process in which small
teams design changes, test them on a small scale, bring the empirical results to some leadership group’s

2 Dag Naslund and Andreas Norrman, “A Conceptual Framework for Understanding the Purpose of Change Initiatives,”
Journal of Change Management, Vol. 22, No. 3, 2022; Cynthia R. Cook, Caroline Baxter, Laura Werber Castaneda, and Abigail
Haddad, “Implementation,” in Bernard Rostker, Sexual Orientation and U.S. Military Personnel Policy: An Update of RAND’s
1993 Study, RAND Corporation, MG-1056, 2010; C. Shawn Burke, Kevin C. Stagl, Cameron Klein, Gerald F. Goodwin, Edu-
ardo Salas, and Stanley M. Halpin, “What Type of Leadership Behaviors Are Functional in Teams? A Meta-Analysis,” Leader-
ship Quarterly, Vol. 17, No. 3, June 2006.

3 Cook et al., 2010; Rune Todnem By, “Organisational Change Management: A Critical Review,” Journal of Change Manage-
ment, Vol. 5, No. 4, December 2005; Burke et al., 2002; Naslund and Norman, 2022.

4 Naslund and Norman, 2022.
> Cook etal., 2010.
6 Camm, Dougherty, and Whitmore, 2020.
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attention, and garner support for further design and testing efforts that yield growing interest that ultimately
creates the foundation for a significant change agenda backed by the leadership.”” In other words, given the
challenge of enacting transformational change, it must often proceed in smaller phases to build a foundation
for transformational change backed by leadership.?

Shifting from Incremental to Transformational Change as a New
Approach to Organizational Change Management

DoD and the Army have historically taken largely incremental approaches to change for financial audit suc-
cess, and our assessment of the Army’s approach to financial audit improvement confirms a primarily incre-
mental approach has been used to date. The initial FIAR strategy focused on the need to “minimize money
spent on audits by waiting until improvements were in place,” while planned improvements never mate-
rialized and audit-related goals were never achieved.'® OASA (FM&C) has done extensive planning more
recently as evidenced by such documents as the Campaign Plan, the Financial Management Strategy, and
related internal documents. LOE 3, in particular, enumerates goals and initiatives or tasks that reflect the
desire for a range of organizational changes to achieve intended outcomes (e.g., Objective 3.3 in the Army
Financial Management Strategy document specifically lists “change management” related to improving
accounting practices via technology; other LOE 3 initiatives also feature what would be considered organi-
zational changes). OASA (FM&C) has also developed high-level governance structures to help oversee the
changes called for in these plans.

Although recent efforts seem to be accelerating the pace of improvements, they continue to follow an
incremental approach, as evidenced by compartmentalizing financial audit-related efforts, focusing efforts
on specific elements of the financial management community (such as OASA [FM&C]), outsourcing much
of the work to contractual personnel, and minimizing the burden of the financial audit on the whole of
the Army. To date, this approach has produced small improvements, such as downgrades to NFRs. How-
ever, it has yet to demonstrate high-level progress against material weaknesses and the overall audit opinion.
A useful characterization of the incremental approach to audit is that of the financial management com-
munity’s traditional “whack-a-mole” approach to audit remediation, which involves “measuring the NFRs
... as well as the materiel weaknesses . . . and beating them down,” although beating down these NFRs
and materiel weaknesses “represent progress to us, they are not the end all and be all; the value is business
improvements.”!! A transformative approach would focus on the business improvements, with the intention

7 Camm, Dougherty, and Whitmore, 2020.

8 Camm, Dougherty, and Whitmore (2020) uses the term increments, but we use the term phases to clearly distinguish
between incremental change and transformational change—i.e., transformational change is typically conducted in phases.

9 OUSD(C), “Defense Financial Improvement and Audit Readiness Plan,” U.S. Department of Defense, December 2005.

10 Although the FIAR strategy’s interpretation of the FY 2002 NDAA emphasized the need to minimize the resources spent
on the financial audit, the intention of the NDAA was to prioritize resourcing business process improvements over conduct-
ing an audit until business processes had improved to the point where financial reports were reliable. For example, Senate
Report 107-62 (2001, p. 342) states that the provision to minimize resources spent on unreliable financial statements “would
direct that the resources saved be used to address underlying problems in the Department’s financial management systems
and facilitate the Department’s ability to routinely produce reliable financial information by no later than fiscal year 2006”
(Senate Report 107-62, National Defense Authorization Act for Fiscal Year 2002: Report to Accompany S. 1416, Committee on
Armed Services, United States Senate, September 12, 2001).

I Caral E. Spangler, “Closing Remarks,” Army Audit Summit, December 7, 2022.
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of making fundamental improvements that will also address the NFRs, downgrade the material weaknesses,
and reduce the chances that more “moles” will continue to pop up.

The Army can decide to continue primarily pursuing an incremental approach to financial audit success,
as it has consistently done in the past. However, there is a high risk that continuing this incremental whack-a-
mole approach will continue down the same path that has shown little high-level progress. Individuals NFRs
(or “moles”) have been addressed, but downgrades of materiel weaknesses have proven elusive. The increases
in resourcing toward the financial audit will likely help accelerate this incremental process (i.e., increased
resources will lead to more people whacking the individual moles) and could even begin to show higher-
level progress, but the Army will likely be challenged to sustain audit success with an incremental approach
that does not fundamentally address underlying business processes (i.e., the moles will keep popping up, the
Army will need to continue to pay people to whack each individual mole, and the Army may fail at whacking
some of the additional moles).

Instead of continuing to increase the complexity of and management structure overseeing incremental
change, we recommend that the Army treat financial audit success and business process improvement as a
transformational organizational change process, ensuring all relevant components of the Army are engaged,
informed, resourced, and incentivized to support the necessary changes. This approach will better position
OASA (FM&C) to coordinate changes across the Army and enable progress on financial audit and business
process improvements in the desired timeframe. Although we recommend taking a primarily transforma-
tional approach, it will likely be infeasible to take a purely transformational approach.

The GE AAT is likely the area where the Army could most readily implement a transformative approach,
particularly if the Army implements our recommendation in Chapter 4 to implement a pilot to leverage inter-
nal control organizations in assisting with audit activities. The GE material weakness requires efforts from a
variety of personnel (e.g., financial managers, logisticians, and internal control auditors, if implemented with
the recommended pilot program) from many levels across the Army. Furthermore, the benefits of improving
GE business processes clearly go well beyond the financial community and would especially affect the opera-
tors of Army equipment, thereby benefiting Army missions. Given the attention placed on them by the Under
Secretary of the Army (USA) and VCSA, other AATs could also be good candidate areas for implementing less
ambitious transformational approaches because they involve a more limited set of Army communities. The real
property and E&DL AATs both focus on landholding commands, such as U.S. Army Installation Management
Command (IMCOM), and the FBwWT AAT focuses on financial management organizations, such as USAFM-
COM and DFAS.

In the rest of this chapter, we discuss various aspects that OASA (FM&C) will need to consider and
actions that they will need to consider when transitioning to a transformational change strategy.

Limited Communication and Stakeholder Engagement as a Near-Term
Barrier to Transformational Change

If the Army does decide to consider a transformational change approach, several issues need to be addressed
before significant progress can be made in implementation. For one, stakeholder engagement is not as strong
as it needs to be for a transformational change. Although new governance bodies include a variety of Army
stakeholders, we have not observed significant changes in the way business is conducted below the top level.
Additionally, financial audit efforts tend to focus on the financial management community rather than a
broader cross section of the Army. These minimal changes increase the risk that a business-as-usual approach
will continue and goals, such as accelerating the audit, will not be achieved.
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Being able to communicate why the Army needs to reach auditability and attain a clean audit to Army
personnel is a critical part of effective change management. As we show in this chapter, this communication
is a focus of financial audit efforts, although we identify gaps in existing messaging. To achieve its audit goals,
the Army will need data, information, and support from entities throughout the organization. Consequently,
Army leadership should clearly communicate the reasons for wanting to attain auditability and a clean audit
beyond the fact that it is legally required to do so. Understanding the potential benefits of achieving a clean
audit opinion can help motivate personnel to make necessary changes, especially for those who work outside
of the financial management community.

In Appendix G, we review several documents to show how Army leadership has communicated why audit
success is important to the missions across the Army. Of those documents, the Army Finance Strategy 2026
and OASA (FM&C) audit presentation materials (e.g., materials presented at the Audit Summit) provide
some of the more specific, though still high level, reasons for why the Army needs to attain auditability and
a clean opinion. The Army Finance Strategy focuses on the improved data and information that auditability
and a clean opinion supply. The document notes in two different instances that having “data integrity” and
“consistent, reliable, and transparent resource-related information” improve Army leaders’ abilities to make
informed decisions.!? The Army Audit Summit and OASA (FM&C) presentation materials reiterate the gen-
eral reasons behind achieving a clean audit, including improved trust from Congress and U.S. citizens. The
materials also both note some broad benefits, including clear business processes, effective internal controls,
and complete documentation.!®* These examples take the general statements in the Strategy, Campaign Plan,
and Audit Acceleration Plan one step further by highlighting more specific benefits of being able to pass an
audit and receive a clean opinion.

The Army could do more to further develop and improve its communication about audit initiatives, thus
increasing their effectiveness. A clear example of a deficiency we observed is the failure to widely release the
Army Audit Acceleration Memorandum. Although high-level information has been publicly released that
emphasizes the importance of the memorandum (which is championed by the USA and VCSA, and details
about the memorandum have been released widely and in BMAC forum communications),!# the memoran-
dum itself is limited release and inconvenient for Army personnel to obtain.

Research on successful change management provides guidelines for how the Army could improve its
communication about audit initiatives. “Creating a sense of urgency” is the first step that organizations need
to take to make organizational change to thrive in a changing world; without urgency, changes do not happen
“fast enough, smart enough, or efficiently enough” for changes to succeed.!> According to prior RAND and
GAO research, one of the main elements an organization can take to prepare for change and create urgency
is establishing a “compelling need for change” or a “vision for change.”® Organizations are built to carry
out specific processes and procedures to essentially maintain the status quo. Thus, organizational change

12 ASA (FM&C), “Army Finance Strategy 2026,” Department of the Army, 2020a, pp. 15-16.
13 ASA (FM&C), 2022a, pp. 5-6; ASA (FM&C), 2022b, p. 3.

14 OASA (FM&C), 2023b; OASA (FM&C), 2023a; OASA (FM&C), 2023c.

15 John P. Kotter, A Sense of Urgency, Harvard University Press, 2008, pp. 12-13.

16 Camm, Dougherty, and Whitmore, 2020, p. 32; Carol C. Harris, Electronic Health Record Modernization VA Needs to
Address Change Management Challenges, User Satisfaction, and System Issues, U.S. Government Accountability Office,
GAO-23-106685, March 2023; William Shelton, Cynthia R. Cook, Charlie Barton, Frank Camm, Kelly Elizabeth Eusebi,
Diana Gehlhaus, Moon Kim, Yool Kim, Megan McKernan, Sydne Newberry, and Colby P. Steiner, A Clean Sheet Approach
to Space Acquisition in Light of the New Space Force, RAND Corporation, RR-A541-1, 2021; Paula M. Rascona and Carol C.
Harris, VA Financial Management System Additional Actions Needed to Help Ensure Success of Future Deployments, U.S. Gov-
ernment Accountability Office, GAO-22-105059, March 2022.
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initiatives inherently run counter to the purpose of having an organization.'” To institute new changes, an
organization’s leadership needs to provide the personnel responsible for implementation a “compelling expla-
nation for why it is easier to move forward.”® A key part of this communication process involves setting the
“tone at the top.” Leadership support is considered critical for building support for an organizational change
initiative.!” Even if a change initiative is mandated (e.g., by policy or other external factors), leaders should
communicate the goals and purpose and explain to stakeholders why changes are important to encourage
buy-in and solicit feedback. Similarly, change agents, or people who support the change process (these can be
individuals at any level of the organization, not just managers), can play roles in disseminating information,
soliciting input from stakeholders, and encouraging others to support change-related initiatives.2

One of the key methods for creating a compelling motivation for change, according to GAO, is to iden-
tify and communicate the benefits of proposed changes. Highlighting the tangible and specific benefits of a
change can help motivate those involved. Thus, although Army leadership has articulated the general ben-
efits of achieving an audit opinion, taking this a step further to be more particular and consistent may pro-
vide clearer motivation for relevant personnel. To provide some illustrations for how the Army might do so,
a recent GAO report on DoD’s progress in achieving auditability presented more-detailed examples of how
the audit benefits DoD and its components “far beyond the audit opinion.”! Table 3.1 highlights a tangible
benefit from each of the categories that GAO identified in the report.

The benefits described by GAO offer a level of detail and specificity that link directly to supporting and
improving DoD’s and the components’ missions.

Change management research emphasizes the importance of establishing a critical need for change, par-
ticularly through the articulation of the benefits that will arise from implementing said changes. Managing
meaning is an approach to enhancing communication that goes beyond messaging and disseminating infor-
mation.?? To manage meaning, it is important to determine goals and cultivate leadership commitment to
those goals, share goals with other stakeholders, manage potential conflicts related to goals, and monitor and
communicate results to stakeholders.

Army leadership has been tasked with setting the tone at the top for the audit. However, as we found with
the statements of financial audit benefits in Table E.5 in Appendix E, the messaging in the Army’s financial
management strategic documents primarily focuses on generalized, high-level reasons for why improving the
audit is critical to the organization and its mission. Although OASA (FM&QC) is taking the lead on the audit,
it cannot ensure financial audit success alone. It is necessary to understand who the key stakeholders are and
how they fit into the audit and build on shared goals with stakeholders while also mapping out where there
could be potential conflict or barriers.?? Thus, the Army should develop its messaging on the importance of
achieving auditability and attaining a clean audit by employing more tangible examples of the audit’s ben-
efits to the mission. This could be used in conjunction with the high-level benefits already employed in the
relevant strategic documents. The Army may also consider developing examples that pertain to the entities

17 Camm, Dougherty, and Whitmore, 2020, p. 32; Cook et al., 2010, p. 1.
18 Camm, Dougherty, and Whitmore, 2020, p. 32.

19 Joris van der Voet, “Change Leadership and Public Sector Organizational Change,” American Review of Public Administra-
tion, Vol. 46, No. 6, 2016.

20 Sergio Fernandez and David W. Pitts, “Under What Conditions Do Public Managers Favor and Pursue Organizational
Change?” American Review of Public Administration, Vol. 37, No. 3, September 2007.

21 Khan, 2023a, p. 23.
22 Laurie Lewis, Organizational Change: Creating Change Through Strategic Communication, Wiley-Blackwell, 2011.
23 Lewis, 2011.
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TABLE 3.1
Examples of Audit Benefits from GAO Research

Benefit Category Benefit Result Tangible Example of Benefit
Identification of unrecorded assets Identification of untracked inventory that The Navy identified more than $4.4 billion
could be used to meet unmet needs in previously untracked material through
inventory cleanup and redeployment
programs
Greater oversight and efficiency in Reducing manual activities The Air Force identified and corrected
processing financial transactions approximately $5.2 billion worth

of variances in its general ledger

for equipment and accumulated
depreciation. DoD reported that this
increased level of visibility allows for
greater control and oversight of financial
transactions related to military equipment

Better management of obligations Better availability of budget funds DoD identified $43 million in contract
for immediate mission-support and deobligations, allowing it to reprogram
mission-critical needs those funds to more-immediate needs

Improved recording of E&DL Establishes a consistent and sustainable Helps DoD to inventory all sites and

methodology for adequately gathering assets and identify and accurately record
data and developing estimates regarding E&DL for future resolution
current and future E&DL

SOURCE: Reproduced from Robert Davey and Dawn B. Simpson, Financial Audit: FY 2022 and FY 2021 Consolidated Financial Statements of
the U.S. Government, U.S. Government Accountability Office, GAO-23-105837, February 16, 2023, pp. 24—-26.

that contribute time, personnel, data, or other resources to the auditing effort. Doing so may help those enti-
ties better understand how their work will particularly benefit from the changes they are asked to implement.

We recommend that OASA (FM&C) take steps to manage meaning in the Army stakeholder network by
identifying stakeholders; understanding how their goals align with audit goals; and communicating to Army
commands about the value of the audit, the importance of audit to senior leaders, and the consequences of
failure. Such communications should include the burning platform or why financial audit success is both
important and urgent now, helping OASA (FM&C) to foster a coalition of relevant stakeholders and develop
a shared vision throughout the Army of how to organize to achieve audit goals.?*

Although we did not develop a specific burning platform strategy for the Army to pursue, we believe it
is likely that the burning platform will need to be tailored to specific organizations and roles and will need
to be sufficiently impactful to motivate Army organizations to enact meaningful organization change
after years of delays in attaining financial audit success. As an example, if enacted, the Audit the Penta-
gon Act of 2023 would cut up to one percent of the budget of any DoD component that failed to achieve
an unqualified opinion, which would clearly create a burning platform across the Army.?*> Such a budget
cut may serve as an effective burning platform at high levels of the Army, but it would likely have little
impact on roles in the field (e.g., personnel maintaining property records) who would likely experience
little impact from a 1-percent cut.

Beyond managing meaning by creating a burning platform, we further recommend that OASA (FM&C)
support and enact this message by advocating for necessary Army resources and coordinating efforts so

24 Frank Camm, Laura Werber, Julie Kim, Elizabeth Wilke, and Rena Rudavsky, Charting the Course for a New Air Force
Inspection System, RAND Corporation, TR-1291-AF, 2013; By, 2005.

25 U.S. Senate, Audit the Pentagon Act of 2023, Bill 2054, June 20, 2023; U.S. House of Representatives, Audit the Pentagon
Act of 2023, Bill 2961, April 27, 2023.
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that the whole of the Army contributes to financial audit success. Although the implementation of OASA
(FM&C)’s LOE 3 plan has begun, it is still possible to adjust plans and execute on a revised strategy. As imple-
mentation continues OASA (FM&C) leaders will also want to consider how to sustain successful changes
over time through training, resourcing, measurement, and the implementation of further adjustments as
needed. Later in this chapter, we present a logic model describing how LOE 3-related efforts can fit together
to accomplish stakeholder goals and discuss the ways in which such a logic model can act as a map to help
OASA (FM&C) determine how to achieve audit goals via transformational change.

Practical Considerations as a Near-Term Barrier to Transformational
Change

Although a move to transformation change represents a potential opportunity for the Army, it is unlikely
that every aspect of organizational change can be transformational. Therefore, we recommend that the
Army should primarily pursue a transformational organizational change strategy but adopt an incremental
approach as needed.

Financial information systems modernization efforts are an area where government organizations have
often experienced difficulty achieving transformational change, and temporary incremental approaches may
be warranted. GAO has stated that efforts to update financial management systems have not been fully suc-
cessful to date.26 GAO reported that DoD previously had a financial management systems strategy that did
not fully address all the requirements for a comprehensive and effective IT strategic plan. Specifically, DoD
did not include measures for tracking progress in achieving the strategy’s goals. It also found that ongoing
problems with its business and financial systems are key impediments to the goal of achieving a clean audit.
DoD leadership recognizes the risk legacy systems pose to its operations and related accounting and is in the
process of identifying, retiring, and replacing legacy systems.?” Achieving positive change at the intersection
of financial operations and data systems is a two-way relationship.

An example of a government agency using an incremental approach to financial information systems
to attain short-term financial audit goals is in the DHS audit. In Appendix C, we review the financial audit
experience of DHS. DHS has obtained a clean audit opinion since 2013 despite difficulties modernizing
its financial systems. Although it originally pursued comprehensive remediation plans that would improve
financial systems and achieve a clean audit, DHS leaders set a goal of “working around financial systems
limitations” so that a lack of success at financial systems modernization would not be a roadblock to a suc-
cessful audit.?®

Modernizing financial information systems to achieve complementary goals of transforming business
processes and improving financial audit performance can be difficult when pursuing a transformational
change approach. Improvements to both financial operations and financial information systems for finan-
cial audit success are being pursued simultaneously, making it difficult to determine which problem to tackle
first—a theme that emerged in several of our conversations with stakeholders. Additionally, financial infor-
mation systems changes are often slow, experience delays, and impose transition costs on organizations when

26 Kevin Walsh and Asif Khan, Financial Management: DoD Needs to Implement Comprehensive Plans to Improve Its Systems
Environment, U.S. Government Accountability Office, GAO-20-252, September 2020.

27 Asif A. Khan, DoD Financial Management: Efforts to Address Auditability and Systems Challenges Need to Continue,
Statement of Asif A. Khan, Director, Financial Management and Assurance, U.S. Government Accountability Office,
GAO-23-106941, July 13, 2023b.

28 Defense News, “Hear U.S. Deputy Defense Secretary’s Keynote at the Defense News Conference,” video, 2020.
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they must adopt the new system. Within financial audit remediation efforts, development of CAPs and reme-
diation efforts for business processes can identify requirements for financial information systems changes;
on the other hand, improved or changed capabilities of data systems can inform requirements for and design
of future business processes. Although system developers within FIM are awaiting requirements for new or
improved IT systems from those designing auditable business processes, those designing auditable business
processes may also be waiting to confirm the capabilities and automated controls that will be available in
future IT systems.

Because of the difficulties of modernizing and modifying information systems, we recommend that the
Army exercise caution when including information system changes in both transformational and incremental
plans and coordinate these changes closely with high-level change efforts, such as LOE 4. Although informa-
tion systems modernization and automation will be key parts of transformational change, they create risks to
achieving goals, such as a clean financial audit. Army planning needs to manage and balance the goal of a clean
financial audit against other goals, such as the need to create sustainable improvements to business processes.

To manage when the Army will pursue temporary, incremental change management strategies instead
of transformational strategies, we recommend that the Army, through such governance bodies as the Army
Audit Committee, review and approve the decisions to pursue incremental fixes as temporary exceptions to
the transformational approach. We further recommend that these governance bodies provide clear guidance
on near-term and longer-term desired end-states, implementation timelines, and flexibility to accommodate
temporary incremental solutions. This guidance and oversight can assist the Army in achieving its transfor-
mational goals and prevent paralysis resulting from cross-organizational dependencies that can occur when
extensive changes are required. Such dependencies create a risk that failures or delays in a single portion of
the change effort can propagate across the Army, potentially derailing the entire change effort. To help guide
information systems changes, for example, leadership should provide clarity on how CAPs should factor in
the changing information systems environment: Should corrective action plans continue to seek slow and
costly improvements and updates to GFEBS, lay out requirements for the future EBS-C system as part of their
action plan design, or wait to develop an action plan until future EBS-C capabilities are better understood?
These three options likely come with trade-offs in terms of near-term functionality, cost, risk, and overall
implementation timeline.

A Logic Model for LOE 3

Developing a transformational change approach requires significant analysis of the state of financial audit,
as well as planning for and development of the desired future state. In this section, we introduce a tool that
could be used to help move the Army toward a more transformational approach, namely a logic model for
LOE 3. As introduced previously, LOE 3 focuses on improving financial operations and achieving sustainable
auditability.?® In particular, it seeks

o improved and standardized business processes to meet accounting standards and to support the Army’s
mission, enabled by a common operating picture using standardized data

o audit success prioritized by Army senior leaders, CGs, and senior executives across all organizations
and echelons.°

29 ASA (FM&C), 2022b. This discussion takes the campaign plan, the strategy that underlies it, discussions with ASA (FM&C)
managers, and other materials as the basis for constructing the basic elements of a logic model for LOE 3 of the campaign.

30 ASA (FM&C), 2022b, p. 15.
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Army business and audit processes relevant to LOE 3 use a set of activities to transform resource inputs into
outputs delivered to a variety of user communities that apply these outputs to achieve higher-level outcomes.

A logic model can help organize information relevant to the Army’s change effort under LOE 3. It can
clarify inputs and activities that the Army uses, in its as-is state, to produce outputs that help its users pursue
desirable outcomes. It can clarify inputs and activities that the Army might use in the future, in its to-be state,
to produce outputs that help its users achieve more cost-effective outcomes. And by clarifying what needs to
change to move from the as-is to the to-be state, a logic model can help the Army plan for, execute, and sus-
tain such a change. This section briefly describes what a logic model is and how the Army might use one as
it pursues LOE 3, especially if pursuing a transformational change approach.3!

Figure 5.1 offers a simple logic model that seeks to capture the content of LOE 3. The model is presented
from the perspective of a production chain that runs, left to right, from resource inputs to LOE 3-related
activities to LOE 3-related outputs to users to higher-level policy outcomes relevant to these users. We will
then turn to the planning chain associated with the arrow on the bottom of Figure 5.1.

The Production Chain

The production chain for LOE 3 is the “end-to-end set of processes and relationships that transform inputs
into outputs and then translates outputs and their production into outcomes.”®? The inputs, activities, and
outputs of the production chain can be described as follows:

o Inputs: External sources provide law, regulations, policy, and other guidance as inputs that direct how
LOE 3 will conduct these two activities. The Army then provides its own governance documents, orga-
nizations, and processes to implement this external guidance. To implement the guidance, the Army
relies heavily on Army personnel but also needs input from other parts of government, DoD, contrac-
tors, and a variety of data and service providers.

o Activities: LOE 3 includes two broad activities—the Army’s business processes and financial audit
processes—that use and translate inputs to produce outputs.

o Outputs: LOE 3 activities seek to cost-effectively generate data, the main outputs. They generate data on
transparency that help users understand how the data they receive are generated and how reliable the
data are. They also generate data on accountability to help users determine how well relevant parties are
performing, particularly relative to the targets that have been set for their performance. These and other
data can help users portray their own historical performance, make cost-effective decisions, increase
performance within limited budgets, and overall make better decisions for funding and personnel that
they have received.

These three boxes on the left-hand side of Figure 5.1 (inputs, activities, and outputs) contain the parts
of the logic model over which OASA (FM&C) and the leaders of LOE 3 have the most control—they are the
portions of production that are part of the execution of LOE 3 itself. However, these do not present a com-

31 To describe a logic model, this section draws on Victoria A. Greenfield, Valerie L. Williams, and Elisa Eiseman, Using Logic
Models for Strategic Planning and Evaluation: Application to the National Center for Injury Prevention and Control, RAND
Corporation, TR-370-NCIPC, 2006; and Victoria A. Greenfield, Shoshana R. Shelton, and Edward Balkovich, The Role of
Logic Modeling in the Collaborative and Iterative Research Process: Lessons from Research and Analysis Conducted with the
Federal Voting Assistance Program, RAND Corporation, RR882/1-OSD, 2016. For an application of the methods described in
these documents in three Army settings, see Frank Camm, Cynthia R. Cook, Ralph Masi, and Anny Wong, What the Army
Needs to Know to Align Its Operational and Institutional Activities, RAND Corporation, MG-530/1-A, 2007.

32 Frank Camm and Brian M. Stecher, Analyzing the Operation of Performance-Based Accountability Systems for Public Ser-
vices, TR-853, 2010, pp. 5-6.
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FIGURE 5.1

Logic Model for Activities Directly Associated with LOE 3
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plete picture of LOE 3. To the right of the dotted line in Figure 5.1, the logic model attempts to capture why
the outputs that LOE 3-related activities produce are ultimately relevant to policymakers. Making sure the

pieces to the right of the dotted line are considered in design and execution of LOE 3 is one possible ben-

efit of using a logic model. These boxes capture how much the users of the data produced on the left value

LOE 3 outputs and, in particular, how well these outputs allow their users to perform in the tasks that they are

primarily responsible for. The users and policy outcomes of the production chain can be described as follows:

o Users: Audit success is not really an end-goal in itself but is intended to improve effectiveness of and
trust in the organization. Congress and U.S. citizens can use the data that activities involved in LOE 3
produce to assess how well the Army is performing relative to the targets that they have set. Congress,
the White House, DoD, and the public can examine whether the Army’s historical financial and per-
formance record justifies continuing support for Army budgets or assignment of new tasks to the Army
in the future. The Treasury can assess how well the Army is controlling the congressionally appropri-
ated funds that it regularly distributes to the Army for its use and, in particular, how well the Treasury
can rely on Army data about its use of those funds. HQDA can also assess its own views on the value of
the data for its missions. HQDA is interested, particularly, in how well the data produced by activities
involved in LOE 3 support resource planning decisions in the rest of the Army, and—using data gener-
ated by the financial community—how well activities in the generating force and operational Army are
performing relative to targets set for their performance. Activities in the generating force and opera-
tional Army especially value information they can use to improve workforce preparation, operational
readiness, and modernization of the force for which they are responsible.

33 In principle, we could carry such thinking a step farther and ask who uses the products of the Generating Force and Opera-
tional Army. For ideas on how to do this, see Camm et al., 2007. As a practical matter, LOE 3 frames all such issues in terms
of “readiness” and “modernization.”
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o Policy outcomes: The policy outcomes at the far-right end of the logic model in Figure 5.1 summarize the
goals, some of which are discussed in the section above on users, relevant to these users as stated in the
Army’s Financial Management Strategy 2028 and associated Campaign Plan FY23.34

The Planning Chain

Another useful feature of the logic model is the planning chain, the backwards arrow at the bottom of
Figure 5.1. When the Army thinks about how to change activities relevant to LOE 3 and the resource inputs
that these activities consume, it should try to keep in mind the policy outcomes at the far-right end of the
logic model. These outcomes set the priorities for the data that users want from the activities that LOE 3
emphasizes. Application of the planning chain allows the policy outcomes on the right to drive trade-offs
relevant to choosing among alternative ways to design the activities on the left and thereby determine the
resource inputs that they will consume.

In practice, applying a planning chain is hard to do for two reasons. First, for the most part, a consensus
does not exist on how well an improvement in the timeliness or accuracy of financial data generated and
sustained by LOE 3-related activities would affect the readiness or modernization of activities, say, in the
operational Army. Second, because the LOE 3-related activities do not control how the rest of the Army uses
the financial data that it creates and maintains, LOE 3-related activities naturally resist being held account-
able for the benefits that these data might ultimately yield for the operating force.

Another complication is that financial audit success is not necessarily a high priority for users more
focused on readiness, modernization, and the ability to achieve mission. Compliance with the CFO Act
of 1990 is clearly a major driver relevant to achieving audit success. Such compliance is of great interest to
many of the users shown in Figure 5.1. On the other hand, user concerns about readiness and moderniza-
tion are more likely to drive interest in improved and standardized business processes to meet accounting
standards and support the Army’s mission than to drive support for audit success. LOE 3 addresses audit
success and improved business processes together because, in practice, they cannot be cost-effectively
separated. Better processes contribute to more audit success, and better audit processes improve the data
used to inform business processes.

These interdependencies are important to cost-effective implementation of LOE 3. The Army clearly
recognizes this in its efforts to define LOE 3 and to engage Army senior leaders, CGs, and senior executives
across all organizations and echelons in its implementation. The planning chain in Figure 5.1 recognizes
this by showing why LOE 3 activities pursuing audit success need to be informed by such a broad range of
user priorities.

Carrying the planning chain further to the left in Figure 5.1, the personnel brought into LOE 3 implemen-
tation should be chosen to reflect these diverse priorities. They can help ensure that LOE 3 activities make
decisions about where to focus their efforts in ways that improve the policy outcomes on the right, which the
Army Financial Management Strategy and Campaign Plan highlight as key motivators for LOE 3.3

34 Also see Table E.5 for a summary of benefits of a favorable audit opinion provided across several Army sources.

35 This is a common problem in strategic planning when a complex organization thinks about what it should do today to
address goals in the future. Greenfield, Williams, and Eiseman (2006) offers useful insights into how to manage this problem
in a logic model.
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Metrics to Measure Progress

A logic model can be used to identify the following four kinds of metrics that the Army and those that over-
see it could use at each step in the planning chain shown in Figure 5.1:3¢

1. measures of achievement of desired policy outcomes (compliance with external guidance on audit,
public support of Army programs, quality of Army workforce, level of force modernization, level of
operational readiness)

2. measures of attributes relevant to LOE 3-related activities (quality of data generated by business pro-
cesses addressed by LOE 3, cost of generating these data, degree of annual audit success, cost of
annual audit)

3. measures of resources consumed annually by LOE 3-related activities (dollars, number of military
billets)

4. measures of attributes of initiatives to improve data from business processes and annual audit
(improvement in quality and cost of data, improvement in degree of success and cost of annual audit,
schedule for execution of initiatives, cost of executing initiatives).

The metrics listed in item numbers 1, 2, and 3 address the planning chain in Figure 5.1 (going right to
left) and could address the Army in its as-is state at any point in time or its anticipated or desired to-be state
at some point in the future. The metrics listed in item number 4 would address the initiatives being used or
planned to move from any as-is state (say, today or at the beginning of the upcoming budgeting cycle) to any
to-be state in the future.

Logic Model Summary

In sum, a logic model can help impose order on many of the moving parts associated with the implementa-
tion of LOE 3, ensure that the ultimate users and their needs (right-hand side of Figure 5.1) are considered
throughout the process of designing the activities of LOE 3 (via the planning chain), and help identify metrics
for tracking progress. We recommend that the Army use a logic model to map out LOE 3, clarifying inputs,
activities, outputs, users, and high-level policy outcomes. Furthermore, development of a logic model should
facilitate an assessment of whether transformational change is needed in addition to incremental changes
already underway. The logic model structure should guide LOE-3 decisions about activity design and metrics
to measure input, activity, and output progress toward policy outcomes.

36 Camm et al. (2007) shows how this can be done in general and for three specific Army examples. For details most relevant
to the discussion here, see Table B.3 and the associated text in Camm et al., 2007, pp. 49-79.
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CHAPTER 6

Conclusion

In the preceding chapters we provided a review of historical and current financial audit organizations and
efforts, as well as discussions of forward-looking plans and potential recommendations, both practical and
more strategic. Throughout these prior chapters, we presented findings and actionable recommendations.
This chapter provides a summary of these findings and recommendations, organized into two overarch-
ing findings and three overarching recommendations along with a summary of the evidence that supports
each recommendation.

Overarching Finding 1: Army Leadership’s Increasing Focus and
Resourcing Toward Achieving Near-Term Financial Audit Improvements
and Ambitious Goals Have Created an Expectation of Success from Both
Congress and the Public

Because the CFO Act of 1990 required annual financial statement audits, the Army has engaged in efforts to
prepare for and achieve a clean audit. The Army conduced its first full audit in FY 2018 but has since received
disclaimers of opinion because the auditor has not been able to obtain sufficient data about the Army’s finan-
cial statements. The audits have identified numerous materiel weaknesses and other issues throughout the
Army’s business processes.

In response, Army senior leadership, including the USA and the VCSA and ASA (FM&C), are increasing
their attention toward establishing and resourcing efforts designed to achieve a clean audit. The Army estab-
lished numerous governance organizations, increased resources, and redefined success based on progress in
addressing material weaknesses. The Army Audit Roadmap has set goals of achieving an audit opinion by
downgrading these material weaknesses between FY 2023 and FY 2027.

Emphasizing financial audit success as a priority, the Army sought to apply a whole Army approach to
achieving auditability throughout FY 2023. The following briefly summarizes how the Army articulated
this approach:

1.  The Army included “Achieve and Maintain a Favorable Audit Opinion” as one of its five strategic
goals for DA’s Financial Management Strategy.! It made a clean audit one of the important goals in its
most-recent Army-wide Financial Management Strategic Plan.

2. The Army issued an associated campaign plan, which includes “Improve Financial Operations and
Achieve Sustainable Auditability” as one of four LOEs to support the Strategy.?

1 ASA (FM&C), 2022a, p. 7.
2 ASA (FM&C), 2022a, p. 9.
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3. Two of the Army’s most senior leaders, the USA and the VCSA, championed a memorandum to all
Army commands and organizations emphasizing the need to accelerate the achievement of audit suc-
cess by implementing the Army Audit Acceleration Plan.

4. The Army Audit Acceleration Plan requires the establishment and maintenance of AATs with dedi-
cated staffing from relevant organizations across the Army, including not only financial management
or business process—focused organizations but also key operational commands.

5. OASA (FM&C) leads this effort, but it also uses established cross-Army governance bodies, such as
the BMAC forum and the Army Audit Committee, the latter of which is chaired by the USA and
VCSA.

Because the Army, along with the other military departments, has received disclaimers of opinion since
financial audits began, bipartisan concerns about financial audit performance have emerged. For example,
both the House and Senate introduced versions of the Audit the Pentagon Act of 2023 with bipartisan spon-
sorship that would cut available funding for any element of DoD by 1 percent if they failed to achieve an
unqualified opinion.?

With sharp increases in funding for financial audit efforts, there are likely to be growing concerns about
whether the financial audit is producing value for the money, especially if the Army and DoD fail to show
clear progress. As discussed in Chapter 2, concerns about the cost of financial audits led to a policy of “Mini-
mization of the Use of Resources for Unreliable Financial Statements” in the early 2000s.* In 2023, the cost
of the DoD financial audit led it to be a candidate for a think-tank budget-cutting exercise, although the
consensus of the exercise “was that this is money that needs to be spent to give Congress and the taxpayer
confidence in how the rest of the budget is being executed.” However, this consensus is likely at risk if costs
increase without clear progress.

With the renewed attention and resources directed toward the financial audit, the Army should not delay
its implementation of change. The Army has set ambitious audit remediation goals, and failure to attain these
goals despite increased funding for financial audit efforts could create a crisis in confidence in the Army’s
business management capabilities by stakeholders, such as Army customers, Congress, and the public.

Overarching Finding 2: The Army’s Renewed Financial Audit Efforts Are
Addressing Years of Underresourcing That Likely Precluded Success but
Do Not Guarantee Financial Audit Success

Although our research did not attempt to diagnose precisely why DoD (including the Army) has failed to
achieve a clean audit, we identified several sets of challenges. Perhaps most fundamentally challenging is that
financial audit requirements emerged only after the enactment of the 1990 CFO Act. Whereas “all but the
simplest of commercial businesses” enact an accrual-based financial accounting system necessary to “know
whether their businesses are operating profitably or not” that also supplies critical information to “external
users such as stockholders, investors, and creditors,” because the “DoD is not a business trying to make prof-

3 U.S. Senate, 2023. The House version would only cut available funding by 0.5 percent for the first year, then one percent
afterwards. The Senate bill has 12 cosponsors, while the House bill has 21 cosponsors.

4 Pub. L. 107-107, 2001.

> Tony Bertuca, “Conservative Think-Tank Huddle IDs Billions in Uphill DoD Savings, Not Much in ‘Woke’ Cuts,” Inside
Defense, March 17, 2023.
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its” it did not begin enacting reforms to become auditable until required by statute.® Such reforms are diffi-
cult because legacy systems and processes need to be reformed to comply with the new requirements, unlike
private sector businesses that were born compliant.

Although all other U.S. government agencies have received a favorable financial audit opinion at some
point, the size, scope, and scale of DoD, and the Army, have made it challenging to achieve a clean audit. This
is partly the result of historical underresourcing of the level of effort and time required to achieve a clean
audit. For example, in December 2005, near the beginning of the FIAR program, the Army forecast that it
would achieve favorable audit opinions across all business processes by 2012 at a fraction of the actual real-
ized funding levels. The FIAR program originally focused on conserving resources, which likely contributed
to delays. However, the Army recently increased its resources and attention to the financial audit and set an
ambitious goal to downgrade its material weaknesses and achieve an audit opinion by the end of FY 2027.

Past efforts focused on putting governance bodies and processes in place to facilitate a financial audit, but
the Army is now emphasizing the challenging work of remediating issues throughout the service. Most nota-
bly, the USA and VCSA championed the Audit Acceleration Plan, which aims to quickly downgrade material
weaknesses in four areas that make up a large portion of the Army’s balance sheet: FBWT, GE, real property,
and E&DL. Because the Army is early in this shift, it is unclear to what extent these efforts will enable it to
quickly remediate issues, downgrade materiel weaknesses, and obtain an audit opinion.

Across our interviews and reviews of materials, we uncovered little evidence that Army managers have
yet obtained a firm grasp on what it will take to be auditable. For example, we could not determine whether
the Army used a rigorous methodology to develop its Audit Roadmap, and managers expressed concern that
the goals in the roadmap are currently unachievable. In addition, Army efforts continue to follow a mostly
incremental approach to change aimed at fixing individual problems as they arise. Across individuals at all
levels of the Army we spoke with, there is a fear of “whack-a-mole”—that is, that as the Army remediates
NFRs, the auditor can then begin looking into new areas and issuing new NFRs that must be addressed to
downgrade materiel weaknesses. A 2023 GAO report expressed similar findings concerning the lack of rigor
in roadmaps, frequently slipping target dates, and unrecognized risks to future progress. Timing matters to
organizational change success.” As noted in Chapter 5, organizational change literature points to the impor-
tance of quick wins or short-term successes to achieve a series of objectives over time. That approach not only
helps with working toward goals but also can be motivating to the personnel involved and can be valuable for
thinking through or revising the vision and approach for change. Conversely, if a change initiative declares
success too soon or promises success in a given timeframe but fails to deliver, not only are goals not achieved,
but it can have a demoralizing or complacency effect on those in the organization.?

Although the Army’s Audit Roadmap, which focuses on projected dates to downgrade material weak-
nesses identified in the financial audit, may be at risk of following a familiar path of the Army making fore-
casts that it may not be able to meet, the Army is in a position to follow a different path for pursuing financial
audit success. With increased resources, a new prioritization of cross-Army efforts, and the development of
a more strategic vision that could be used to develop a transformational change approach, the Army has the
potential to finally turn the corner. In the rest of this chapter, we summarize the recommendations made
throughout this report that could help the Army achieve this potential.

% Hanks, 2009, pp. 185, 187.
7 GAO, 2023d.
8 Kotter, 2012.
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Overarching Recommendation 1: OASA (FM&C) Needs to Coordinate
Efforts Throughout the Army to Achieve Financial Audit Success

Supporting finding: Financial audit success across a large, complex organization, such as the Army, requires
coordinated efforts at all levels, but past Army efforts have largely been driven from the top down with inad-
equate coordination of remediation activities throughout the Army. We reviewed a variety of Army efforts
that seek whole-Army solutions to achieving financial audit success (see Overarching Finding 1) and devel-
oped several recommendations about how the Army can improve or expand these efforts to help guarantee
financial audit success (see Overarching Finding 2).

As discussed in Chapter 2, the Army and DoD are complex organizations, and financial audit success
requires standardized business processes across suborganizations because financial audit success across the
whole Army requires success across suborganizations of the Army. Chapter 3 details Army efforts to improve
business processes and financial systems, which must be coordinated across the Army to achieve success.
Historically, Army financial audit efforts have been conducted in a top-down manner by OASA (FM&C)
working closely with contractors and focusing on audit facilitation rather than audit remediation activities
requiring a coordinated, whole-Army approach. Chapter 4 identifies specific areas where OASA (FM&C)
has been improving coordination throughout the Army (such as expanding facilitation and remediation
responsibilities to USAFMCOM) and identifies additional opportunities for improvement. OASA (FM&C)
is primarily responsible for leading this coordination because ASA (FM&C) has overall responsibility for the
Army’s financial processes and systems, although other Army leaders and organizations should support this
whole-Army coordination.’

Although such efforts as the Audit Acceleration Plan demonstrate Army leadership’s prioritization of
financial efforts, it remains unclear if these tone-at-the-top changes will lead to a whole-Army shift toward
prioritizing financial audit success. As another example of potential headwinds faced, participants in AATs
have reported difficulties in getting Army organizations to provide dedicated civilian personnel to AATs.
Additionally, Army IR managers we have spoken with do not believe that the Army’s financial audit is a high
priority of the IR community. An additional example where emerging efforts may encounter headwinds is
in the operation of governance bodies. Although such bodies as SMC, SAT, the BMAC forum, and the Army
Audit Committee will likely be key to coordinating audit efforts across the Army, in Chapter 3, we identitied
potential gaps with these governance bodies and suggested changes to those bodies’ responsibilities.

Given the increased size and pace of audit remediation efforts, along with the Army’s history of under-
estimating the size and complexity of needed remediation efforts, it is critical for OASA (FM&C) to expand
management and oversight of audit efforts across the whole of the Army. Many of these efforts will require
increased resources. Thus, as part of its coordination, OASA (FM&C) will need to provide additional (or
transfer existing) resources or coordinate with others in the Army and DoD to provide those resources.
Throughout this report, we offered the following specific recommendations on how to improve these cross-
Army efforts:

o We recommend that OASA (FM&C) begin conducting manpower studies that identify manpower
requirements (including contractual labor) across different levels of the Army and assess gaps between
current staffing levels and required levels (Chapter 3). The Army’s understanding of financial audit

9 See AGO 2020-01 (2020), which assigns financial management oversight and coordination responsibilities to ASA (FM&C).
According to the assignment of responsibilities across the Army, ASA (FM&C) should have primary responsibility for coor-
dination. However, there can be many champions for financial audit success; specifically, the USA and VCSA through audit
acceleration efforts. This support can be useful because financial audit success relies on efforts that are outside the direct
responsibilities of ASA (FM&C).
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manpower needs is hindered by its reliance on—but lack of information about—contractual labor. Fre-

quent studies are necessary for informed personnel decisions due to rapid changes in financial audit

approaches.

o We recommend that the Army make changes to the SMC and SAT responsibilities carried out by the
BMAC forum and the Army Audit Committee, including (1) redesignating its SAT (the Army Audit
Committee) as its SMC and assigning it SMC responsibilities, (2) constituting a new SAT focused on
leading internal control assessments through CMP, and (3) assigning the BMAC forum responsibility
for providing oversight and direction for SAT while continuing to provide detailed monitoring and
recommendations to the Army Audit Committee as the new SMC (Chapter 3). These changes will
improve the Army’s adherence to OMB Circular A-123 requirements for SMC and SAT and leverage
the strengths of the BMAC forum (a governance body that meets frequently and can devote attention
to detailed audit issues) and the Army Audit Committee (a high-level governance body that emphasizes
the impact of the financial audit to the whole of the Army).

» We found that USAFMCOM may be positioned to take on additional audit facilitation tasks to allow for
OASA (FM&C) to focus on strategic audit activities, and we recommend that OASA (FM&C) update
relevant Army policies to reflect any transfer of audit facilitation tasks to USAFMCOM to ensure an
effective transition (Chapter 4). We found that the Army has been shifting audit facilitation tasks to
USAFMCOM while also increasing remediation (e.g., FBWI' AAT leadership) and sustainment respon-
sibilities (e.g., management of the CMP program) assigned to USAFMCOM. However, expansion of
tasking outside OASA (FM&C) should not necessarily be limited to USAFMCOM because other orga-
nizations have been growing to take a greater role in financial audit leadership, such as HQ AMC for the
AWCEF financial audit and AATs assembled from cross-Army personnel.

o The Army should use the GE AAT to identify and demonstrate property accounting changes that link
reporting more directly to metrics of importance to operators—such as readiness—thereby seamlessly
integrating financial audit goals with broader Army missions (Chapter 4). GE accountability is an area
in which operators (who have little inclination to give priority to financial management issues) and
the Army’s business management community could share interest in similar metrics. For example, if a
unit’s equipment is not properly accounted for, commanders may have an inaccurate view of the unit’s
readiness, and the Army’s balance sheet would be incorrect. The shared goal of accurate equipment
inventory may provide a useful starting point for encouraging operator behavior that is more consis-
tent with audit success. Instead of attempting to create financial or audit metrics that are of interest to
operators or attempting to educate operators to see their relevance, the Army should try to find ways to
capitalize on areas in which success across operations and financial management are correlated while
also working to reduce the burden and difficulty of accurate reporting. As examples, system interfaces
could be made simpler and responsibilities for data entry could be consolidated to a subset of soldiers to
whom accurate and responsive data entry is a priority.

o OASA (FM&C) should update AR 11-7 to direct IR offices to prioritize financial statement audit activi-
ties when feasible (Chapter 4). AR 11-7 directs IR offices to support the financial audit, but we found
that many IR offices do not engage in these supporting roles. IR managers appear to not prioritize the
financial audit, and they have concerns about maintaining independence and increased IR office staft-
ing commitments over the past two decades.

- Because the Army’s financial audit approach is rapidly developing and will need to change again
once the Army moves to sustaining a clean opinion, we do not recommend creating an Army Regula-
tion focused on financial audit, but such a regulation (or addition to an existing regulation) is likely
needed in the future.
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o OASA (FM&C) should initiate a pilot program where available IR staff support financial statement
audit activities under OASA (FM&C) direction (Chapter 4). IR personnel could serve important roles
by bridging organizational gaps between high-level Army and command leadership and personnel con-
ducting activities in the field. Such a program would allow the Army to test different IR staff contribu-
tions to audit activities while managing such concerns as maintaining program independence. The pilot
program could help inform decisions about whether to expand IR involvement in audit activities, which
roles should be assigned more widely to IR staff, and the degree to which IR staffing needs to grow to
support financial audit activities.

Overarching Recommendation 2: The Army Needs to Show Some Quick
Wins While Ensuring Financial Audit Success Is Sustainable

Supporting finding: Recent concentrated efforts and additional resourcing to obtain a financial audit opin-
ion (see Overarching Finding 1) mean that the Army needs to show some success soon to build momentum
and establish credibility with financial audit improvement efforts to help guarantee financial audit success
(see Overarching Finding 2). It is critical that adopted changes be sustainable for the Army (and DoD) to
eventually meet the goal of consistently obtaining clean audit opinions.

As we discussed earlier in this chapter within Overarching Finding 1, there are indications that Congress
is becoming increasingly impatient about the lack of financial audit success across DoD, and there are con-
cerns about the cost of the financial audit that may be exacerbated as resources grow—especially if success
continues to be elusive. Not only will quick wins be useful to ensure continued support for these financial
audit efforts, but in Chapter 5, we reviewed organizational change literature that emphasizes the importance
of short-term successes that build momentum across an organization to achieve long-term goals.

Another advantage of focusing on quick wins is that these efforts can help OASA (FM&C) validate and
adjust its approaches. There is no guarantee that the Army will be able to achieve success with quick wins,
but because such quick wins require a reduced scope of efforts, a faster feedback loop should result, allowing
the OASA (FM&C) to more quickly identify where strategies need to be adjusted.!?

Because of the Army and DoD’s sharp increase in resourcing aimed at achieving financial audit success,
combined with the recent high-level emphasis on a clean financial effort by senior Army leaders, the Army
needs to begin demonstrating progress. Ideally, that would be achieved by accomplishing the material weak-
ness downgrades according to the goals expressed in the Army Audit Roadmap. Yet, as we discussed earlier
and as others have highlighted, uncertainties remain about whether those goals can be achieved.!!

Adding to the challenge of achieving these material weakness goals is the fact that the Army’s financial
audit progress must be sustainable to continually achieve a clean audit opinion. If such areas as FBWT cannot
achieve a sustained clean opinion, then it will not be possible for the Army to do so as a whole. And if the
Army cannot achieve a sustained clean opinion, then DoD cannot obtain a sustained opinion.

As examples of the potential risk to sustainability, if AATs focus resources and effort on downgrading
material weaknesses by using labor intensive processes, when AAT disbands, the resources might not be
available to sustain that downgrade. For instance, the GE AAT could potentially send personnel out to the
field to help identify and fix GE data errors, but if personnel in the field do not change their behavior to avoid

10° As we discuss later in this section, we recommend that the Army target AWCF audit remediation strategies as quick wins.
Although they should be relatively easy wins compared with GF remediation because AWCF is much smaller and involves
fewer Army organizations, we have not analyzed the overall likelihood that the Army can achieve quick wins with AWCF.

11 Khan, 2023a.
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errors, the data will inevitably become inaccurate as equipment moves and changes. Another example of a
risk we heard from the FBWI' AAT is the development of the GF FBWT reconciliation tool in Advana; this tool
is not expected to be adopted until after the GF achieves an FBwI' material weakness downgrade. Accord-
ing to AMC managers, when the Army adopted a similar reconciliation tool for the AWCEF audit, it initially
resulted in increased FBwT discrepancies and created an 18-month delay. Therefore, there appeared to be a
high degree of risk to audit sustainability by the GF delaying adoption of the tool.

Even if the Army were able to maintain audit success using labor-intensive (and costly) business processes,
it would be difficult to argue that audit success was truly sustainable because sustainability includes a dimen-
sion of efficiency. For instance, sustainable readiness in the Army focuses on “increasing and maintaining
our units’ [readiness ratings while] maximizing the use of available resources™? According to the Financial
Management Campaign Plan, the Army has been focusing on “internal reforms to streamline processes,”
which “ensured that sufficient funding was available to pursue the efforts best aligned with the Army’s
priorities—People, Modernization, and Readiness.”'® Using inefficient business processes to maintain audit
success could jeopardize resources to expand on that success and take away from the resources needed for the
Army to invest in other critical areas.

Showing sustainable progress can be difficult because downgrades of materiel weaknesses are too blunt to
show intermediate progress. Progress at downgrading material weaknesses depends on implementing CAPs
that address NFRs, but, as we explained earlier, there are uncertainties about whether CAPs will be success-
ful at addressing NFRs, and there is the risk of a whack-a-mole scenario where new NFRs will emerge as
external auditors expand the breadth and depth of their audit. Khan (2023a) makes several recommendations
to DoD to improve the development of audit roadmaps by documenting interim milestones and develop-
ing robust procedures to updating timelines using new information. If these recommendations were imple-
mented, they could provide better metrics to show intermediate progress than focusing mainly on material
weakness downgrades.

To further enhance the Army’s ability to track and communicate intermediate and sustainable prog-
ress, it should identify areas suitable to quick wins that are also sustainable. In this report, we developed
a recommendation about how the Army can show intermediate audit successes: we recommend that the
Army initially use AWCF audit remediation activities in a coordinated, phased approach, to guide GF
audit remediation activities (Chapter 4). AWCEF is substantially smaller, involves fewer organizations, and
is a priority under the Audit Acceleration Plan, so lessons learned from the AWCF audit can be used to
guide GF audit activities.

The Army Audit Roadmap sequences material weakness downgrade goals so that AWCF material weak-
ness downgrades usually occur prior to GF downgrades. This sequencing should allow the Army to reduce
some of the uncertainties about what it will take to achieve GF downgrades because it should be consider-
ably easier to downgrade AWCF material weaknesses. Still, there will be areas in which AWCEF is substan-
tially different than GF, so it may not serve as an ideal guide in those instances (e.g., AWCF uses a different
ERP system than the GF). Furthermore, Army managers expressed concerns over coordination between the
AWCEF and GF schedules. For instance, we were told that AWCF and GF for GE CAPs require common reme-
diation activities for real property accountability systems, but these activities are not scheduled to occur in
sufficient time for the AWCF GE activities to meet their material weakness downgrade goal. This appears to
be a missed opportunity; there are only ten AWCEF installations, and real property uses similar systems and
processes for both AWCF and GF. Thus, the AWCEF real property material weakness downgrade should be an

12 AR 525-29, Force Generation—Sustainable Readiness, Headquarters, Department of the Army, October 1, 2019, Section
1-1c.

13 ASA (FM&C), 2022b, p. 6.
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opportunity to quickly identify what it will take to downgrade the material weakness and reduce uncertain-
ties, which could then be applied to the GF audit.

Overarching Recommendation 3: The Army Should Prioritize
Transformational Organizational Change to Achieve Financial Audit
Success and Business Process Improvement

Supporting finding: The Army and DoD have largely sought financial audit success through an incremental
change approach, although new efforts in FY 2023, such as LOE 3 and CMP, lay the groundwork to achieve
transformational change that is mission focused and enterprise wide in scope (as opposed to incremental
change that is individual problem focused and department wide in scope) (see Overarching Finding 1.) His-
torically, incremental change approaches have failed to achieve financial audit improvements, and a shift to
transformational change provides an alternative that can increase the chance of success not only in financial
auditability but in the effectiveness of Army business processes (see Overarching Finding 2).

The Army could pursue a variety of different approaches for pursuing financial audit success, from a
more incremental approach to a more transformational one. An incremental approach to achieving audit
success can focus on achieving success as quickly as possible without necessarily focusing on underlying
business processes that need to be improved. A transformational approach to achieving audit success focuses
on improving underlying business processes by ensuring all relevant components of the Army are engaged,
informed, resourced, and incentivized to support the necessary changes to both improve audit performance
and achieve business and operational goals. An example of a transformational approach would be expanding
the use of IR staff to assist with financial audit activities, as we recommended the Army explore doing earlier.
The Army’s emerging CMP efforts may also prove to be a transformational effort that puts responsibility for
financial audit sustainment in the field.!*

Importantly, the two approaches are not fully mutually exclusive, and any realistic solution would likely
involve some elements of each. For example, an approach that used multiple incremental phases to support a
more transformational approach over the long term is the DHS approach (see Appendix C), which obtained
a clean audit opinion despite not achieving improvement in key areas like ERPs.

For the most part, it appears that the Army is pursuing an incremental approach through its AATs,
although there are examples of a variety of approaches. As we explained in Chapter 5, this traditional, incre-
mental approach can often be described as whack-a-mole because the Army addresses individual NFRs
that are symptomatic of fundamental, business process shortcomings, but more “moles” continue to pop
up because the Army leaves underlying shortcomings unaddressed. The adoption of Advana tools for FBWT
is an area in which the Army took a more incremental approach with the GF (the GF FBWT AAT plans to
achieve a material weakness downgrade before implementing the new tool; this is likely to be labor intensive,
but it is expected to speed up the downgrade). The Army took a more transformational approach with AWCF
by adopting the Advana tool early, even though this led to delays in progress. The CMP program, which
started initial planning activities in FY 2023, has the potential to be a transformational change to financial
audit sustainment that could affect business processes at all Army organizations.

As we discussed in Chapter 5 and discuss later in this section, the GE AAT appears to be a particularly
promising area to apply an incremental approach because GE processes are so dependent on personnel and

14 An even more transformational approach, suggested by an Army manager, would be to expand RMIC to processes and
incentives for personnel in the field to identify and address material weaknesses. This would enable the Army to shift from
being reactive to external auditor findings to proactively addressing issues.
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business processes from different parts of the Army, most notably, the financial community and the logistics
community. GE processes are also dependent on personnel and organizations from many levels of the Army,
from units that must accurately maintain inventories up to the HQDA level that must aggregate information
and guide policies and processes, such as GE valuation methods. GE has also been a focal point in DoD lead-
ership messaging about the value of the financial audit, particularly as it relates to U.S. assistance to Ukraine
through presidential drawdown authorities that provide Army equipment to Ukraine:

[The Secretary of Defense] wants to know exactly how many [units of equipment or rounds of missiles]
we have and exactly when they’re going to get here because there are people whose lives depend on getting
things on time. This is a lesson I would really like us to bring into the audit realm, at large, is a concept that
might sound a little abstract or technical in terms of existence or completeness of your inventory or the
value of your inventory. Imagine that that’s our folks one day who are in a situation where they need every
last [round] that they can get their hands on. And the Army has performed well in that respect. I have not
heard of any cases... where our system said we have 10,000 of something and we’ve calculated we can give
the Ukrainians 1,000 of those 10,000 and found out that we don’t have the right number that we think we
have.l>

The operational importance of improving GE accounting was also highlighted when DoD identified
inconsistencies in the way military departments valued equipment provided to Ukraine. They often “used
replacement costs rather than net book value, thereby overestimating the value of equipment drawn down
from U.S. stocks and provided to Ukraine.”¢ Fixing the accounting inconsistencies led to an additional
$6.2 billion being available for the drawdown.!”

We describe the incremental and transformative approaches in more detail below, as well as the pros and
cons of each approach.

Incremental Approach: Prioritizing a Clean Audit over Business Process
Improvement

Given the Army’s historic underestimation of financial audit requirements, until the Army establishes finan-
cial audit success, OASA (FM&C) could prioritize audit remediation over business process improvements.
Under this option, the Army would not wait for holistic solutions, such as comprehensive rollouts of new IT
systems, at the expense of delaying positive incremental improvements.

However, we recommend against such a primarily incremental approach because it could be costly. In
principle, the Army can apply a lot of manual effort to reconcile its financial books closely enough to true
numbers. For example, FBWT teams could continuously work to manually research and address FBWT undis-
tributed balances that resulted from information system issues or data entry errors rather than addressing
the root causes. In another instance, GE external tiger teams could be sent routinely to ensure that property
books were up to date and accurate. These costs, however, would need to be repeated year after year to main-
tain a favorable audit opinion.

The Army’s Financial Management Strategy and LOE 3 emphasize the need to improve business pro-
cesses along with financial audit goals, but an incremental approach would prioritize only the financial audit

15 Michael J. McCord, “Keynote Address,” Army Audit Summit, December 7, 2022.
16 Sabrina Singh, “Deputy Pentagon Press Secretary Sabrina Singh Holds a Press Briefing,” transcript, June 20, 2023.

17" Although this remediation can be interpreted as a successful financial accounting remediation, it has also been cast as
an “accounting error” that casts doubt on DoD’s ability to manage its finances (Ellen Mitchell, “GOP Plays Up Pentagon
Accounting Woes Ahead of Ukraine Spending Fight,” The Hill, September 4, 2023).
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goals (see Figure 5.1). The incremental approach could mean that predictable and potentially large cost sav-
ings and performance improvements for multiple Army communities will go unachieved. For FBwT, failing
to automate tools and improve interfaces between systems means that FM personnel will continue to devote
large amounts of time to chasing things across systems (e.g., the one-half day to one day it takes to research a
contracting transaction in MOCAS).18 For GE, failing to improve business processes and systems likely also
leads to reduced operational readiness because commanders are likely to have incorrect readiness metrics
regarding their equipment. In addition to audit goals, the Army Financial Management Strategy includes, as
part of Goal 4, “Improve Army Business Processes.” Furthermore, external stakeholders, such as DoD and
Congress, who care about financial audit success, also care about improved business performance.

Prioritizing incremental audit remediation efforts over transformational business process improve-
ment carries a major risk. If business processes are inherently incompatible with financial audit success,
then comprehensive improvement efforts may be a prerequisite. Therefore, wherever the Army pursues an
incremental approach, it must closely monitor its audit success to determine if a shift to a transformational
approach focused on improved business processes is warranted. Such a shift would likely entail substantial
additional delays to achieving a successful audit and require careful coordination with DoD and stake-
holders, such as Congress.

Yet another risk is that it may be difficult to ever move away from the incremental approach to a more
transformational approach. When the Army adopted the Advana tool for AWCF FBwT reconciliation, it set
progress backwards and resulted in a significant delay. Once the Army achieves an FBWT downgrade, it will
likely be undesirable to risk the downgrade by implementing a new tool. Once the Army has achieved audit
success, there is likely to be aversion to changing things in a way that could potentially put that success at
risk. Incremental, labor-intensive processes are likely to create a group of personnel (most likely contractor
personnel, though potentially civilian personnel) who have an interest in the Army continuing to execute
these processes rather than making transformational change, which could potentially make change harder
over time.

Transformational Approach: Engage the Whole of the Army to Transform
Business Processes to Improve Army Performance Both Operationally and in
the Financial Audit

An alternative, transformational approach would engage a variety of Army communities—not just the finan-
cial management community—in a joint effort with OASA (FM&C) to change their business processes and
systems from end to end. Using FBwT as an example, implementing a transformational approach would
likely be relatively easy because much of the work is focused on USAFMCOM’s interface with DFAS. Contri-
butions from financial management personnel throughout the Army are also critical to FBWI material weak-
ness downgrades because their actions can create or resolve FBwT related issues. Implementing a transforma-
tional approach for GE could be more difficult because GE depends on the actions of not only the financial
management community (where FBWT management is focused), but also logisticians and operators located
throughout the Army. Business processes and information systems across multiple domains will require
major changes to transform the way the Army manages GE."®

18 DFAS and U.S. Army, 2023.

19 For specific recommendations on how to elevate GE accounting to be a priority across Army communities, see Overarching
Recommendation 1 at the start of this chapter. As examples, the Army could devise metrics that support audit and operations
simultaneously.
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There are two major risks inherent in the transformational approach. The first risk is that a transforma-
tional approach may be slow. In the case of the Advana GF FBwT tool, Army managers appeared concerned
regarding the risk that adopting the tool could create a similar delay as when the AWCEF tool was adopted.
Given the Army’s aggressive roadmap, some Army managers will likely be averse to making transforma-
tional changes that put this timeline at risk.

The second risk is that transformational change might be too difficult, especially when needed changes
cross communities, such as logisticians and operators who are unlikely to find much intrinsic value in finan-
cial audit success. The AATs, which are composed of personnel from multiple communities, are attempting
to bring together cross-functional teams from different communities, although transformational change will
require large, fundamental changes to how different communities perform their jobs.

To overcome the risk that transformation is too hard, the Army could implement incentives for these dif-
ferent communities to transform. The Army could also adopt a phased approach, where different parts of the
organization are addressed at a time. For example, rather than trying to achieve a clean audit in GE all at one
time, focus on one portion of GE; for example, in AWCF (as suggested earlier) or perhaps in a subordinate
unit of FORSCOM. Focusing on smaller portions of the organization in a piecemeal fashion would enable
achievement of both financial audit and operational goals so that the Army not only attains the goal of a clean
audit but improves in other areas that matter to each of the stakeholders that must participate to achieve the
total, end-to-end success.

This transformational, phased approach carves up the Army so that changes in the financial audit pro-
cess are coordinated with changes in internal controls to make sure that all control systems are working to
a common, Army-wide purpose. The Army should phase these efforts to demonstrate a step toward a clean
audit so that each phase integrates improvement to both financial accounting and processes (such as logis-
tics) that indirectly support financial accounting. A phased approach that transformed business processes
across smaller Army organizations could potentially show clear, intermediate progress to the Army’s mate-
rial weakness downgrade goals.

The Army Should Prioritize Transformational Organizational Change While
Adopting an Incremental Approach as Needed

In Chapter 5, we recommended that the Army pursue a transformational organizational change process,
ensuring that all relevant components of the Army are engaged, informed, resourced, and incentivized to
support the necessary changes. These efforts must convincingly communicate to Army commands the value
of the audit and the consequences of failure; they must provide a burning platform or why financial audit suc-
cess is both important and urgent now, necessary resources, and a coordination of efforts so that the whole
of the Army contributes to financial audit success.

It may be an opportune time to adopt a transformational organizational change approach. As demon-
strated, there has been a significant increase in resources devoted to the financial audit, and ASA (FM&C)
has established crucial governance bodies, such as the Army Audit Committee and the BMAC forum, which
are gaining momentum. With the LOE 3 team and complementary LOEs, there is a foundation in place to
manage a transformational organizational change. Furthermore, OASA (FM&C) has been delegating more
management responsibilities to organizations in the field, such as USAFMCOM and HQ AMC; this delega-
tion is crucial for the transformational organizational change approach to work, given the capacity limits of
OASA (FM&C).

The incremental and transformational approaches, however, are not strictly mutually exclusive. The Army
can choose to mix and match these approaches in different business areas and at different times depending
on the relative merits of these approaches in a particular area. As an example, if implementing a transfor-
mational approach in a business area would create a bottleneck to achieving a clean Army opinion, it might
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make sense to choose an incremental approach followed by a transformational approach if the long-term
benefits justified the costs.

Therefore, our overall recommendation is that the Army pursue a mixed approach: The Army should
primarily pursue a transformational organizational change strategy but adopt an incremental approach as
needed (Chapter 5). A transformational approach should be most successful at achieving the Army Finan-
cial Management Strategy’s goals of achieving and maintaining a favorable audit opinion and improving
Army business processes. However, the timeline for achieving transformational organizational change may,
in some instances, be too slow to be compatible with Army and DoD financial audit goals.

Transformational organizational change may often be too slow when new information systems or sig-
nificant updates to existing systems are required. These systems can take a long time to develop and have
unexpected delays. Additionally, there are many systems, and complex interactions between them can create
unexpected problems. Given the ongoing efforts to transform and consolidate the Army’s information
system, such as LOE 4, there is an acute risk that changes to improve financial systems for auditability will
assume a quick fix and ignore larger impacts on the Army’s financial systems. There is a particular danger
that improvements to information systems may be overestimated and seen as an alternative to true transfor-
mational change, which requires deep changes in how organizations operate.

In Chapter 5, we made the following recommendations that address these risks:

+ We recommend that the Army exercise caution when including information system changes in both
transformational and incremental plans and coordinate these changes closely with high-level change
efforts, such as LOE 4.

o We recommend that the Army, through such governance bodies as the Army Audit Committee, review
and approve decisions to pursue incremental fixes as temporary exceptions to the transformational
approach. We further recommend that these governance bodies provide clear guidance on near-term
and longer-term desired end-states, implementation timelines, and flexibility to accommodate tempo-
rary incremental solutions.

The Army, through these governance bodies, should monitor such exceptions carefully, especially when
the Army achieves a clean financial audit opinion, because such success could reduce the motivation for full
transformation needed to improve business processes.

Next Steps to Implement Transformational Organizational Change

In Chapter 3, we recommended that the OASA (FM&C) take steps to manage meaning, and, in Chapter 5, we
outlined a logic model approach that the Army can use to plan its transformational organizational change
strategy. In summary, we recommend the following:

+ We recommend OASA (FM&C) take steps to manage meaning in the Army stakeholder network by
identifying stakeholders; understanding how their goals align with audit goals; and communicating
to Army commands about the value of the audit, the importance of the audit to senior leaders, and the
consequences of failure. Such communications should include a burning platform or explanation of
why financial audit success is both important and urgent now, helping OASA (FM&C) to foster a coali-
tion of relevant stakeholders and develop a shared vision throughout the Army of how to organize to
achieve audit goals.

o We recommend that OASA (FM&C) support and enact this message by advocating for necessary Army
resources and coordinating efforts so that the whole of the Army contributes to financial audit success.
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o We recommend that the Army use a logic model to map out LOE 3, clarifying inputs, activities, outputs,
users, and high-level policy outcomes. Furthermore, development of a logic model should facilitate an
assessment of whether transformational change is needed in addition to incremental changes already
underway. The logic model structure should guide LOE 3 decisions about activity design and metrics to
measure input, activity, and output progress toward the policy outcomes.

In the near term, to take initial steps toward implementing a transformational organizational change
strategy, we recommend that the Army conduct the IR pilot to serve as an example of the transformational
approach. The Army should identify an organization where there is a strong history of IR personnel and
financial audit activities cooperating that also has a need to coordinate activities in the field. We have not
done a comprehensive analysis to identify ideal locations for this IR transformation pilot, but we think it
is likely that a subordinate unit of FORSCOM would likely be the ideal place to conduct this pilot for GE.
This is because GE requires coordination across multiple levels of the Army, FORSCOM is the major GE
owner, such a pilot could provide direct support to the efforts of the GE AAT, and financial audit efforts
across FORSCOM are managed through FORSCOM’s Internal Review and Audit Compliance office (there-
fore management of IR and the financial audit efforts are already well coordinated). Day-to-day management
of this pilot activity should be conducted in close conjunction with the GE AAT, the effort should regularly
interface with CMP, and the BMAC forum should provide close oversight. A key LOE in this pilot will be
identifying metrics that are important to both operators and financial auditors and to identify ways to enable
operators to maintain more-current, accurate data, as recommended by our recommendation in Chapter 4.
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APPENDIX A

Background: OASA (FM&C) Organization and
Capabilities and Comparison with Organization of
Navy and Air Force FM&C Organizations

The Army has a large and complex set of organizations, processes, and individuals related to financial man-
agement and audit-relevant capabilities. To provide context and background for the organizations we will
cover in detail in this report, we provide a high-level overview of the key organizations related to the Army’s
financial audit. Thus, in this chapter, we first discuss the mission set and structure of OASA (FM&C), which
serves as the head of the Army’s financial management enterprise and operations. As part of this discussion,
we address USAFMCOM, which operates as a key supporting organization in the audit process. We then
compare the Army’s financial management structure, especially as it relates to the audit, with the Navy and
Air Force.

Policy and Guidance for OASA (FM&C) Mission and Organization

To understand the OASA (FM&C) mission, we reviewed the key AGO that assigns responsibilities across
HQDA, including assistant secretaries.

o AGO 2020-01, Assignment of Functions and Responsibilities Within HQDA:' OASA (FM&C)’s high-
level functions and responsibilities include overseeing the planning, programming, budget, and exe-
cution (PPBE) process; developing and coordinating cost and budget plans and reports; allocating
resources; developing and maintaining cost and economic analysis systems, models, and databases;
managing automated financial systems and financial management enterprise architecture; and ensur-
ing the financial management systems comply with statutory, regulatory, and DoD requirements.

We also reviewed ARs in which ASA (FM&C) is the proponent; these ARs outline OASA (FM&C)’s major
responsibilities throughout the financial management business mission area domain.2 We outlined the most-
relevant regulations to OASA (FM&C) below, particularly highlighting OASA (FM&C)’s roles and responsi-
bilities. The first two documents, AR 11-2 and 11-7, address the Army’s internal control and review programs,

1 AGO 2020-01, 2020.

2 In addition to the ARs in which ASA (FM&C) is the proponent, we reviewed a variety of other ARs where OASA (FM&C)
responsibilities are discussed. We identified these documents through searching for references to ASA (FM&C) in the Army
publications portal. We compiled the documents and reviewed them for their main topic, ASA (FM&C)’s role, requirements
of ASA (FM&C), and potential constraints placed on ASA (FM&C). According to the Army publications index, ASA (FM&C)
is also the proponent on a classified AR: AR 37-64, Finance and Accounting for Sensitive Mission Funding. We did not review
this AR.
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which are particularly relevant to OASA (FM&C)’s role in the financial audit. Our findings are summarized
as follows:

o AR 11-7, IR Program. The regulation that is most related to audit, the Army’s IR program is designed
to provide independent, objective audit activity within each command. OASA (FM&C) oversees the
IR program, but individual IR offices provide audit support to their commands, under their respective
commanders. OASA (FM&C) establishes policy and oversight of the IR program through responsibili-
ties delegated to DA’s IR director, DASA(FOI).?

o AR 11-2, MICP. Establishing and maintaining effective internal controls is an important criterion of
auditability. OASA (FM&C) manages the Army MICP and must annually prepare statements of assur-
ance on internal controls over financial reporting and nonfinancial operations. It maintains inventories
on assessable units and functional areas with internal control evaluations. OASA (FM&C) is respon-
sible for tracking, reporting, and addressing material weaknesses associated with internal controls for
financial reporting and nonfinancial operations as laid out in the GAO’s Standards for Internal Con-
trol in the Federal Government.* According to discussions we conducted with OASA (FM&C), AR
11-2 is undergoing revision to reflect the transition from MICP to RMIC, which we discuss in detail in
Chapter 4.°

o AR 11-18, The Cost and Economic Analysis Program (CEAR). ASA (FM&C) has policymaking author-
ity over CEAR, including establishing cost and economic policies, methods, and procedures; main-
taining cost systems, which includes data collection and systems and cost estimates and factors; and
ensuring the application of cost methods, overseeing major acquisition programs, and providing guid-
ance and support for cost management efforts. Although OASA (FM&C) has wide authority over this
program, it does not determine when projects require a cost-benefit analysis.®

« AR 1-1, Planning, Programming, Budgeting, and Execution (PPBE). The PPBE process determines and
acquires the fiscal and manpower resources needed to carry out the Army’s mission. OASA (FM&C)
provides oversight to and issues policy for the PPBE process, the associated automated systems that sup-
port it, the programming and analysis efforts and reviews of all Army requirements and programs, the
transition from program to budget, and budget execution. Although OASA (FM&C) provides oversight,
other entities carry out the process.”

In addition to these key regulations, USA is the proponent for the following AR that is key to OASA
(FM&C) responsibilities:

o ARS5-1,Managementof Army Business Operations: AR 5-1 designates ASA (FM&C) asBMAC of the finan-
cial management domain. Consequently, OASA (FM&C) manages business functions, such as strategic
planning, budgeting, financial operations, and financial audit. They are also designated as process cham-
pions for end-to-end processes of procure-to-pay, order-to-cash, budget-to-report, and cost management.

Although these regulations do not specifically focus on financial audit, we are not recommending a near-
term addition of an AR focused on financial audit because of the changes in the Army’s approach to the

> AR11-7,2017.

4 GAO, Standards for Internal Control in the Federal Government, GAO-14-704G, September 2014.

> AR11-2,2012.

AR 11-18, The Cost and Economic Analysis Program, Headquarters, Department of the Army, August 29, 2019.
AR 1-1, Planning Programming Budgeting and Execution, Headquarters, Department of the Army, May 23, 2016
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audit. The emerging approach is likely to be temporary, as the Army will shift its focus to sustainment once it
has achieved a clean audit. However, in the long run, Army will likely need to create a policy that focuses on
financial audit, either through a new AR or by expanding the scope of an existing regulation, such as AR 5-1.

OASA (FM&C) Organizational Structure

We analyzed changes in the organizational structure of OASA (FM&C) and related organizations where por-
tions of OASA (FM&C) have been transferred over time. Figure A.1 shows a high-level overview of OASA
(FM&C) directorates as of 2023.

Each directorate has a unique mission set related to Army finances, described as follows:

o DASA(BU), commonly called the Army Budget Office (ABO), is responsible for the development and
management of the Army’s budget.?

o DASA(CE) provides the Army with cost and economic analysis.”

o DASA(FQI) is responsible for overall Army finance and accounting management.!® DASA(FOI) includes
the OASA (FM&C) organizations that are most responsible for the Army’s financial audit.

- FIM is responsible for overall management of the Army’s financial management information sys-
tems.

- FOA is responsible for Army financial and accounting policy and management of key financial audit
initiatives. Therefore, FOA organizations and personnel are critical to the financial audit efforts that
we discuss throughout this report.

o OASA (FM&C) includes a variety of smaller organizations and personnel that report directly to OASA

(FM&C) leadership, including the Strategic Operations & Integration Cell and Workforce Development

& Training.

We reviewed changes to OASA (FM&C)’s overall organization using available historical summaries that
OASA (FM&C) usually produces annually. OASA (FM&C) provided us with available annual reports from
FY 2016 onward. Figure A.2 shows the overall organization of OASA (FM&C) in FY 2016 and highlights
the major organizational changes that were made in the following years. We also reviewed TDAs from 2001
onward that provide authorized personnel numbers and limited information about how OASA (FM&C)
organizations have been organized.!! Using the historical summaries and TDAs, we concluded that most

8 More specifically, ABO “is responsible for budget formulation, the presentation and defense of the budget through the Con-
gressional appropriation process, budget execution and analysis, reprogramming actions, and appropriation fund control/
distribution” (ASA [FM&C], undated-a).

9 More specifically, DASA(CE) “is responsible for providing Army decision-makers with cost, performance and economic
analysis in the form of expertise, models, data, estimates and analyses at all levels” (ASA [FM&C], undated-a).

10 More specifically, DASA(FOI) “is responsible for policies, procedures, programs and systems pertaining to finance and
accounting activities and operations, Army financial management systems and data integration activities, Army programs
for internal control, internal review and audit compliance, the Army Travel Charge Card, fraud, waste and abuse, and other
management evaluation activities” (ASA [FM&C], undated-a).

11 DoD, undated-b. TDAs were obtained from the Army’s FMSWeb system on November 11, 2022. We used the most-recent
TDAs available between 2001 and 2023, including those with any mid-year changes. Although we believe that TDA informa-
tion is closely related to civilian and military staff levels, there are several potential reasons why there may be differences:

o TDAs contain authorized positions, which are positions that are funded, rather than actual staffing levels. There can be
unfilled positions and times when there are more personnel than indicated on the TDA.
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FIGURE A.1
Overview of OASA (FM&C) Organizational Structure in 2023

ASA (FM&C)

DASA(BU) DASA(FOI)

DASA(FOA)

SOURCE: Produced using ASA (FM&C), “Directorates and Offices of ASA (FM&C),” webpage, undated-a.

of the substantial changes to OASA (FM&C)’s organization occurred between 2016 and 2021, and primarily
focused on DASA(FOI)’s subordinate and predecessor organizations.
As shown in Figure A.2, since 2016, OASA (FM&C) changed in the following ways:

o 2017: Designation of USAFMCOM as a DRU to OASA (FM&C), to support its “transformation to per-
form oversight of Army level Financial Management (FM) Enterprise execution functions such as sys-
tems sustainment, audit sustainment, financial operations support, and Army FM field operations.”'?

o 2018-2019: The Proponency Office was transferred to DASA(FO), the predecessor directorate to FOA.

o 2019: USAFMCOM became an MSC of AMC. This occurred as part of the DA Reform Initiative that
sought to “push authorities and responsibilities down to the lowest level capable and competent of exer-
cising them” so that HQDA could focus on its core responsibilities.!3

o TDAs also contain required positions that are not necessarily authorized or funded. Organizations that we examined
had few unauthorized but required positions, so we focused on authorized positions.

o TDAs are typically finalized over a year in advance of a fiscal year and may not be updated to reflect changes.

o Most TDAs do not contain any information about staff augmentation contractors who sit alongside and can sometimes
be difficult to differentiate from Army personnel. OASA (FM&C) could not provide information about contractors,
although it estimates that it funds over 1,000 contractor FTEs. However, these are not necessarily all staff augmenta-
tion contractors.

o We estimated how organizations evolved over time by tracking suborganizations (called paragraph changes) across the
TDAs. We believe we accurately tracked suborganizations from one year to the next, but suborganizations evolve over
time, so the functions performed could evolve significantly across the 23 years of the analysis.

o Because we tracked how organizations evolved over time and mapped historic suborganizations to current suborgani-
zations, some aggregations will not match historic distributions. For example, a suborganization in DASA(FOI) will be
included in DASA(FOI) totals across all years even if it was once in DASA(BU).

12 ASA (FM&C), “Department of the Army 2016 Historical Summary: Assistant Secretary of the Army (Financial Manage-
ment and Comptroller),” 2017, p. 44. According to TDAs, since 2001, USAFMCOM had been a separate organization located
in Indianapolis reporting to OASA (FM&C). USAFMCOM primarily served as a liaison organization with DFAS. USAFM-
COM was originally created as the U.S. Army Finance Command in 1991 from some portions of the Army Finance and
Accounting Center that were not transferred to the DFAS Indianapolis office when it was formed (USAFMCOM, “History,”
webpage, undated). It was renamed as USAFMCOM in 2010, and, in 2015, it was elevated to a two-star command (USAFM-
COM, undated).

13 Mark T. Esper, “Department of the Army Reform Initiative,” Office of the Secretary of the Army, April 16, 2018.
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FIGURE A.2
Overview of OASA (FM&C) Organization Structure in 2016, with Major Changes Between 2017
and 2020 Noted

2018-2019: Moved to DASA(FO)
ASA(FM&C) 2021: Removed, 3 positions transferred
to ACCMA (Army Civilian Career
Management Activity)

Financial

DASA(BU) Performance Proponency

and Assessments

2020: Combined under new U.S. Army Financial .
DASA(FOI) Management 2017: Merged into DASA(CE)

Command

2017: Becomes DRU to FM&C
2019: Becomes MSC of AMC

SOURCES: ASA (FM&QC) “Department of the Army 2016 Historical Summary: Assistant Secretary of the Army (Financial Management

and Comptroller),” Department of the Army, 2017; ASA (FM&C), “Department of the Army 2017 Historical Summary: Assistant Secretary of
the Army (Financial Management and Comptroller),” Department of the Army, 2018; ASA (FM&C), “Department of the Army 2018 Historical
Summary: Assistant Secretary of the Army (Financial Management and Comptroller),” Department of the Army, 2020b; ASA (FM&C),
“Department of the Army 2020 Historical Summary, Assistant Secretary of the Army (Financial Management and Comptroller),” Department of
the Army, 2020c; ASA (FM&C), “Department of the Army 2021 Historical Summary: Assistant Secretary of the Army (Financial Management
and Comptroller),” Department of the Army, 2021.

o 2020: the Deputy Assistant Security of the Army (Financial Information Management) [DASA(FIM)]
and Deputy Assistant Security of the Army (Financial Operations) [DASA(FO)] were combined under a
new directorate, DASA(FOI). DASA(FO) was renamed FOA. The merger occurred to “realize efficien-
cies and promote better collaboration across the legacy offices.”*

o 2021: The Proponency Office, which focused on oversight and management of the civilian financial
management career field with an assigned duty “to provide Army trained, competent and adaptive
Financial Managers with strong decision support, cost management, auditability, and leadership skills,”
was disbanded.!” The office’s responsibilities and three TDA authorized positions were transferred to
ACCMA at Fort Belvoir, Virginia. The comptroller functional community, which is one of six commu-
nities within the human capital and resource management career field, now conduct financial manage-
ment civilian proponency.!®

Our analysis of TDAs, presented below, further shows how these organizations have changed in size since
2001. Figures A.3 and A.4 show OASA (FM&C) enterprise positions over the 22-year period with available
TDA data for major directorates and organizations.!” Looking at the data in these figures, most organiza-

14 ASA (FM&C), 2021, p. 38.

15 ASA (FM&C), 2017, p. 46. Proponency and education for the financial management and comptroller military personnel
is focused at the U.S. Army Financial Management and Comptroller School, which is part of the Soldier Support Institute
located at Fort Jackson, South Carolina.

16 ACCMA, “Civilian Career Field Functional Officials and Points of Contact,” fact sheet, July 2021.

17 In the figures, “HQ FM&C” denotes direct report positions to OASA (FM&C) leadership or to smaller offices not within a
directorate.
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tions’ authorized strength remained steady during the 22-year period. The notable exception is USAFM-
COM, which had substantial growth in 2015, when it was elevated to a two-star command, and then again in
2020, when the Defense Finance and Accounting Service (DFAS) Defense Military Pay Offices transferred to
the Army under USAFMCOM and became Army Military Pay Offices.!®

Figure A.5 shows the growth of USAFMCOM over time, as well as the distribution of personnel. USAFM-
COM is organized as follows:

o HQ USAFMCOM includes command headquarters suborganizations, which was created when USAFM-
COM became a two-star command in 2015.

 Army Financial Services (AFS) includes core functions that were transferred from DFAS when USAFM-
COM was originally formed. A major focus is managing electronic commerce systems. It experienced
periods of growth in 2008 and 2015.

o PMC is a key directorate supporting the financial audit by mapping business processes and a growing
role leading CMP efforts.

o A30 is another key directorate leading portions of audit facilitation in areas that require close collabo-
ration with DFAS. A30 was formed in May 2023 from the merger of the Audit Response Center (ten
authorized positions) and the Office of Accounting Operations (six authorized positions).

o SSO provides support and training across the Army for financial management information systems. It
also emerged in 2015.

« Military Pay Operations is headquartered in Indianapolis but includes Army Military Pay Offices across
installations. This directorate was transferred to USAFMCOM from DFAS in 2020 and now includes
the vast majority of USAFMCOM authorized positions.

Figure A.6 shows the evolution of DASA(FOI) suborganizations:

o FOI is the head office for DASA(FOI). It was created in 2021 when DASA(FO) and DASA(FIM) were
combined.

o FOA is the head office for FOA and was previously the DASA(FO) head office.

o FOA-G is Audit (GF) and FOA-W is Audit (Working Capital Fund). The two are combined because
these organizations were once combined; we discuss the history of these organizations later in more
detail.

o FOA-M is Risk Management and includes oversight of RMIC and oversight of Army IR. We discuss the
history of this organization in more detail later in this chapter.

o FOA-P is Financial Policy and is focused on developing and implementing Army financial management
policies.

o FOA-Ris Financial Reporting and is focused on developing the financial statement and reports. Thus, it
plays a critical role in the financial audit, including developing corrective actions for Army-wide issues,
such as financial system posting logic. It grew significantly in 2009; we were unable to determine the
reason for growth with certainty, but it seems likely to be related to growing Army financial audit efforts
at the time. Its size was decreased significantly in 2014, and its lost positions appear to have transferred
to the audit organizations, although we cannot confirm this.

« FIM is the head office for FIM and was previously the head office for DASA(FIM), which first appeared
in 2008, although suborganizations brought into FIM predate it. Personnel in FIM have described
themselves as the CIO office for Army financial management.

18 USAFMC, undated.
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FIGURE A.3
OASA (FM&C) Enterprise Authorized Positions
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FIGURE A.4
OASA (FM&C) Enterprise Authorized Positions (Zoomed to Show Detail)
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FIGURE A.5
USAFMCOM Authorized Positions (Zoomed to Show Detail)
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FIGURE A.6
DASA(FOI) Authorized Positions
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o FIM-B is Business Transformation and Innovation and focuses on management and oversight of Army
financial management systems.

o FIM-D is Modern Delivery and focuses on modernization of Army financial management information
systems.

o FIM-S is Systems and Service Integration and focuses on managing information system aspects of the
financial audit.

Figure A.7 shows the evolution of the OASA (FM&C) Proponency Office and its shift to ACCMA. At
the beginning of the authorization data timeline, OASA (FM&C) had three personnel authorized to the
Proponency Office. This grew to as many as ten people. In FY 2021, the Proponency Office was reduced
from eight authorized personnel to just three, and these three authorizations were transferred to ACCMA
in FY 2022. ACCMA obtained an additional eight authorizations for the human capital and resource man-
agement career field from other sources within the other five functional communities outside the comp-
troller functional community.

Emergence and Growth of Army Financial Audit-Focused Organizations

Every business management organization across the Army can potentially participate in and contribute to
financial audit activities. DASA(FOI) organizations, in particular, engage with the rest of the Army by devel-
oping Army financial policy and overseeing financial systems that require close coordination with financial
audit activities, but it is not the only organization coordinating Army activities to support the financial audit.
In this section, we discuss several organizations that were formed to engage in financial audit facilitation
(meaning the engaging of auditors and compilation of audit-related materials) and remediation (meaning
the conducting of activities designed to address issues uncovered in past audits). Throughout the subsections
below, we describe how organizations in DASA(FOI), USAFMCOM, and HQ AMC have changed or grown

FIGURE A.7
Evolution of OASA (FM&C) Proponency and Shift to ACCMA
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to Army financial audit efforts. We show that growth within DASA(FOI) organizations has been minimal,
and their authorized positions are often underfilled, while organizations outside DASA(FOI) have grown
more. In Chapter 4 of the report, we discuss potential ways for the Army to build on this growth and delegate
further financial audit coordination to organizations outside OASA (FM&C).

OASA (FM&C) Audit Organizations

Figure A.8 shows the creation and evolution of OASA (FM&C) audit organizations and personnel, some of
which transferred from the Army’s financial management services organization. The new audit organiza-
tions formed in FY 2015 through the TDA, while the predecessor financial management services organiza-
tion disbanded.! Initially, the Army formed three audit organizations: Defense Account Audit Readiness,
Working Capital Fund Audit Readiness, and GF Audit Readiness (the term Readiness was dropped from the
names starting in the FY 2019 TDA, after the Army began conducting financial audits). Defense Account
Audit Readiness was short-lived.?

19 Tt is unclear whether the financial management services organization was heavily engaged in financial audit activities prior
to its disbandment.

FIGURE A.8
Evolution of OASA (FM&C) Audit Organizations and Authorized Positions
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20 We were not able to determine what happened to the Defense Account Audit Readiness organization. It may have been
transferred to USAFMCOM when the Audit Response Center, which has responsibility for FBWT facilitation and remedia-
tion, was established between FY 2016 and FY 2019. The FY 2016 TDA decreased authorizations temporarily, although it is
not clear why or whether this was intentional —OASA (FM&C) had a three-year gap in TDAs between FY 2016 and FY 2019,
so it is possible that the FY 2016 TDA was not fully updated to reflect changes.

72



OASA (FM&C) Organization and Capabilities and Comparison with Organization of Navy and Air Force FM&C Organizations

The GF Audit and Working Capital Fund Audit organizations have remained on the OASA (FM&C)
TDA, with the only change between FY 2019 and FY 2024 TDAs being an increase in one authorization in the
GF Audit. As of November 1, 2022, the GF Audit had six of its seven authorizations filled with personnel.?!

Since the issuance of the FY 2024 TDA, the Working Capital Fund Audit organization is being drawn
down and its functions transferring to HQ AMC. As of November 1, 2022, only one authorization in the
Working Capital Fund Audit organization was filled.??

OASA (FM&C) RMIC Organizations

Figure A.9 shows the evolution of OASA (FM&C) RMIC organizations. The Management and Control orga-
nization first appeared on OASA (FM&C)’s TDA in FY 2019. According to the FY 2016 OASA (FM&C)
organizational history, the Management and Control organization (at the time called Management Controls)
existed as of September 30, 2016, and was responsible for managing the Army MICP, which has since evolved
into RMIC.? In the FY 2021 TDA, the IR organization combined with the Management and Control organi-

FIGURE A.9
Evolution of OASA (FM&C) RMIC Organizations and Authorized Positions
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21 OASA (FM&C), “Directorates and Offices of ASA (FM&C), Financial Operations and Information Org Chart,” organiza-
tional chart, November 1, 2022a.

22 OASA (FM&C), 2022a.

23 Aswith the previous OASA (FM&C) organizations, there is a gap in TDAs, and the quality of the FY 2016 TDA is question-
able given the temporary changes seen in only FY 2016 in both Figure A.8 and Figure A.9.
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zation to become the Army Risk Management Directorate.?* As of November 1, 2022, eight of the director-
ate’s 12 authorizations were filled with six permanent civilians and two civilian detailees.

USAFMCOM Audit Organizations

Figure A.10 shows the evolution of USAFMCOM audit organizations. In FY 2016, three separate
organizations— Audit Liaison, Asset Accounting and Valuation, and GF Audit Readiness—combined to
become the Audit Response Center. According to USAFMCOM managers, the Audit Response Center was
given audit facilitation responsibilities in areas where the Army coordinates closely with DFAS. In fact, the
first Audit Response Center employees transferred from DFAS. In May 2023, the Army renamed the Audit
Response Center A30.

As of April 2023, the Audit Response Center is primarily responsible for audit liaison activities, such
as facilitating walk-throughs, site visits, and auditor requests for information in four areas of the GF audit:
financial reporting, FBwT, journal vouchers, and sensitive activities. All other GF audit liaison areas fall
under OASA (FM&C).?> The Audit Response Center is organized into three directorates focusing on these
four areas (two areas, journal vouchers and sensitive activities, are under one directorate). The Audit Response
Center also plays a growing role in audit remediation activities. Notably, its personnel lead the GF FBWI' AAT
and serve as the BMAC for FBwIT—the latter of which is a function transferred from DFAS in April 2023.

FIGURE A.10
Evolution of USAFMCOM Audit Organizations and Authorized Positions
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24 The IR organization was responsible for being the Army proponent for the IR program, developing IR policies and proce-
dures and providing HQDA IR advisory services (ASA [FM&C], 2018).

25 USAFMCOM, 2023.
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Although the Audit Response Center’s TDA has 10 authorized positions, it contains 15 required positions.
According to the Audit Response Center’s April organizational chart, there were 14 civilian personnel and
39.5 contractors.2®

In May 2023, the Audit Response Center combined with the Office of Accounting Operations to become
A30, which is shown in Figure A.5, earlier in this chapter.

USAFMCOM PMC Directorate

Figure A.11 shows the evolution of the USAFMCOM PMC director. PMC was established as a Business
Process Improvement in FY 2016, then renamed Business Process Management in the FY 2021 TDA and
renamed PMC in May 2023. According to PMC managers, PMC initially focused on developing business
process maps (e.g., using Microsoft Vizio) to facilitate walk-throughs by enabling auditors to quickly under-
stand Army business processes. Different Army business process owners are responsible for developing the
maps (and the underlying business processes) while PMC maintains the Army Process Portal (APP), a Share-
Point site that stores and maintains the information, and oversees the program. PMC will continue to grow
as it becomes the operational lead for the Army’s CMP, set to be operational by FY 2024. CMP will be a key
part of the Army’s RMIC, which “identifies business process risks and helps organizations detect mitigating
controls to develop plans to test operating effectiveness.”?” These controls are a critical part of financial audit
remediation and sustainment because they are central to most of the Army’s material weaknesses and NFRs,

FIGURE A.11
Evolution of USAFMCOM PMC Directorate and Authorized Positions

14

12— Il Business Process Improvement

¥l Business Process Management

10

Number of TDA Authorized Positions

Oct.15 Oct. 18 Dec.18 Oct.19 Feb.20 Oct.20 Oct.21 Dec.21 Feb.22 Oct.22 Oct. 23

SOURCE: RAND analysis of FMSWeb TDA data as of November 11, 2022.

26 USAFMCOM, 2023.
27 CMP is led by OASA (FM&C) through FOA-M (ASA [FM&C], 2023, slide 10).
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and most CAPs seek to establish or improve controls or adherence to controls. CMP will focus on continuous
testing of the Army’s controls and supporting remediation activities to improve controls.?

Although the PMC directorate has had 12 authorized positions on its TDAs, it has had 23 required
positions—i.e., 11 of the positions the directorate believes it needs are unauthorized or unfunded. According
to information provided by PMC managers, as of June 2023, the directorate has 18 assigned civilian person-
nel with an eventual target of 23 civilian personnel and 21 contractors (with firm plans to increase to 25 con-
tractors and eventually a target of 38).

Headquarters, AMC, G-8 AWCF Audit Readiness Division

In FY 2023, the Army transferred overall responsibility for AWCF audit to HQ AMC, G-8 AWCF Audit
Readiness Division of OASA (FM&C). Organizations that operate within AWCEF are entirely within AMC,
so HQ AMC G-8 has a concentration of expertise and deep experience working in the LMP ERP system
that manages AWCF. Even though this AMC G-8 Audit Readiness Division has overall responsibility for
the Army’s AWCEF audit, division managers told us that they need to coordinate closely with other organiza-
tions, such as DFAS and the Defense Logistics Agency. According to Audit Readiness Division leaders, they
also provide SMEs to AATs.?” The AMC G-8 Audit Readiness Division also has responsibility for managing
AMC’s GF audit activities.

According to the FY 2023 and FY 2024 HQ AMC TDAs, the division has 13 authorized civilian person-
nel.3" The division has been growing throughout FY 2023 in terms of civilian personnel, increasing from four
to 17 positions. The division plans to hire contractors to supplement the team and provide additional support
to other organizations within AMC that operate within AWCE.

Comparison of Army Financial Management Organizations to Other
Services

We spoke with managers in the Office of the Assistant Secretary of the Navy (OASN) FM&C and the Assis-
tant Secretary of the Air Force, Financial Management and Comptroller (SAF/FM) organizations to under-
stand their organization and operations. Appendix A provides a detailed overview of the two servicess FM&C
organizations. This section summarizes key similarities and differences between the FM&C organizations
across the three services. We provide a broad overview but focus on areas most relevant to the financial audit.

Financial Policy and Operations and Systems Organizations
Army: Financial policy and operations is in FOA, systems is in FIM, and both organizations are under FOI.
Each organization has a senior executive service (SES) role.

Navy: Financial policy and operations is in the Office of Financial Operations and systems is in the
Navy’s FMS. Both were once part of Financial Management Policy but were split up. The Navy’s FMS has

28 USAFMCOM, “USAFMCOM PMC: Leveraging the Continuous Monitoring Program and Army Process Portal for Audit
Success,” presented at the Army Financial Management and Defense Finance and Accounting Service Customer Workshop,
June 15, 2023.

29 The SMEs provided to AATs include four SMEs for FBwT, two for E&DL, three for real property, and one for GE.

30 DoD, undated-b. We used the most-recent TDAs available on FMSWeb as of June 30, 2023: the initial FY 2023 TDA, the
current FY 2023 TDA, and the most-recent initial FY 2024 TDA.
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four SES positions and three highly qualified expert (HQE) positions. FMS has three SES positions and
two HQE positions.

Air Force: Both functions are in the Deputy Assistant Secretary for Financial Operations (SAF/FMF).
There are three SES positions, including a CIO with financial management systems responsibilities.

Organizations Supporting Financial Policy and Operations and Systems
Organizations

Army: USAFMCOM shifted from a direct report to OASA (FM&C) to AMC. It historically provided support
for operations through financial management systems and is growing its support to audit facilitation and
remediation efforts in PMC and A30.

Navy: We were unable to identify any similar external organizations.

Air Force: Some external organizations that once reported to Air Force FM&C and supported financial
operations and cost analysis in Deputy Assistant Secretary for Cost and Economics (SAF/FMC) were moved
into the Air Force Installation and Mission Support Center Resources Directorate. We did not find any evi-
dence that they play a focal role in the financial audit.

Organizations Supporting Budget

All three services have a similar organization focused on the service’s budget: BU in the Army, Office of the
Budget (FMB) in the Navy, and Deputy Assistant Secretary for Budget (SAF/FMB) in the Air Force.

Organizations Supporting Cost and Economics

All three services have a similar organization that focuses on cost and economics: CE in the Army, the
Naval Center for Cost Analysis (NCCA) in the Navy, and SAF/FMC in the Air Force. A key difference is
that the NCCA is a division within FMB, while organizations in the Army and Air Force are led by Deputy
Assistant Secretaries.

Financial Management Career Field Proponency

Army: The Proponency Office was dissolved and the function was moved to ACCMA, although the deputy
director of BU serves as the functional advisor.

Navy: The FM&C Administrative Division serves as the functional manager for the career field.

Air Force: The SAF/FM Workforce Development Division (FMEW) has proponency responsibilities.

Managers from all three services expressed frustrations in integrating with other organizations to obtain
data and prioritize FM proponency efforts. Although the Navy and Air Force continue to have suborganiza-
tions dedicated to proponency, some of the supporting functions, such as maintaining workforce data and
tools, are consolidated elsewhere in those services.

Role of Contractors

Managers from all three services agreed that they rely on contractors to a large degree, especially in areas
closely related to financial audits, such as financial operations and systems. Managers from the Army, Air
Force, and some parts of the Navy also had a limited view of the number of contractors and how contractors
supported efforts. However, the Navy’s FMS conducts manpower planning at a detailed level with both civil-
ian personnel and contractors, so it had a clearer view of the use of contractors.
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Financial Management Resource Management

Army: Managers did not identify an organization within OASA (FM&C) that manages resources similar to
the Navy and Air Force and believed an office in HQDA manages this function.?!

Navy: The Financial Management Resource Division manages the FM&C budget and serves as the
resource sponsor for financial management funding across the Navy.

Air Force: Directorate of Workforce Management and Executive Services (SAF/FME) plans and programs
the SAF/FM operations and maintenance budget.

Relationship of FM&C Financial Audit Functions to the Service Audit Agency

Army: AAA provides limited support to financial audit efforts. Some AAA audits address similar issues.
AAA has also performed attestations for CAPs. However, AAA’s position is that sustainment testing of con-
trols is beyond its responsibilities because of independence concerns.

Navy: Navy FM&C managers noted that they provide inputs to Naval Audit Service priorities and direc-
tion, but the Naval Audit Service does not support the service’s financial audit. However, Navy FM&C man-
agers are considering whether to pursue using the Naval Audit Service more extensively to support the finan-
cial audit.

Air Force: Documented throughout the history of DoD’s FIAR program, which began in 2005, the AFAA
has provided strong support for financial audit efforts. AAA and Navy FM&C managers cited the AFAA sup-
port of testing of internal controls as a way that AFAA provides direct support to audit efforts.

In the subsections below, we discuss in detail the structure of Navy and Air Force FM&C organizations.

Navy

Figure A.12 shows a high-level overview of the Navy’s OASN (FM&C) structure, similar in scope to the
Army’s overview in Figure A.2. OASN (FM&C) is largely composed of similar types of suborganizations as
the Army’s OASA (FM&C), although they are grouped differently. The FMO has a similar mission as FOA,
and the Office of Financial Systems has a similar mission to FIM. However, the two organizations are sepa-
rate (as DASA[FO] and DASA[FIM] were prior to their consolidation under DASA[FOI]—see Figure A.1 for
the previous Army OASA [FM&C] organization). The Navy’s OMB has a similar mission as DASA(BU);
however, a major difference from the Army is that NCCA, which has a similar mission to DASA(CE), is a
suborganization within DASA(BU).

The Navy has two divisions that are led by General Schedule (GS)-15 directors that report directly to
OASN (FM&C) leadership. The Financial Management Resource Division manages OASN (FM&C)’s budget
and serves as a resource sponsor for financial management funding across the Navy by validating resource
requirements. As examples, the Financial Management Resource Division validates and recommends fund-
ing levels for sustainment of financial management systems and financial audit activities. The Navy’s Admin-
istrative Division serves as the functional manager for the Navy’s financial management workforce, a similar
role to the one formally played by the Army’s Proponency Office.

The Navy’s FMO is organized into five divisions, most of which have a similar structure and mission set as
FOA 32 Although we did not map responsibilities in detail, many FMOs appear to share similar responsibili-

31 In conversations with OASA (FM&C) managers, it is clear that BU has influence over the OASA (FM&C) budget, although
there is no internal suborganization dedicated to managing OASA (FM&C) resources like there is in the Navy and Air Force.

32 Office of Financial Operations, “Organization,” Department of the Navy, webpage, August 3, 2020.
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FIGURE A.12
Overview of OASN (FM&C) Organization
Structure

OASN(FM&C)

Office of
Financial
Systems

Naval Center for
Cost Analysis

SOURCE: Produced using information from OASN (FM&C),
“Organizational Chart,” Department of the Navy, webpage, undated.

ties as not only FOA, but also USAFMCOM. Unlike the Army, the Navy does not have an external organiza-
tion equivalent to USAFMCOM. The Navy’s FMOs can be described as follows:

o The FMO head office includes a variety of leadership positions, such as four SES positions, a military
deputy director, and three HQE positions. In contrast, the FOA head office TDA has only two positions,
only one of which is SES position.

o The Operations Division (FMO-1) focuses on operational issues (for example, pay issues). FOA does not
have a similar suborganization but some of the responsibilities appear to be similar to AFS in USAFM-
COM.

o The Financial Statement Compilation and Reporting Division (FMO-2) has similar roles to FOA-R, as
well as A30 in USAFMCOM. For example, both FMO-2 and A30 lead FBwT and DFAS liaison efforts.

o The Audit Response Division (FMO-3) focuses on audit facilitation activities, such as liaising with audi-
tors, that are done in such organizations as FOA-G, FOA-W, USAFMCOM’s A30, and AMC’s G-8
Working Capital Fund Audit Readiness Division (depending on the business area involved). FMO-3
also has a Knowledge Management Branch, which appears to have similar functions as USAFMCOM'’s
PMC.

o The Audit Remediation Division (FMO-4) was described by Navy leaders as the Navy’s remediation
team that manages and prioritizes NFRs and coordinates and reviews CAPs. In the Army, such activi-
ties are most focused on FOA-M, although other organizations also have responsibilities in these areas
(e.g., FOA-R for financial reporting and A30 for FBwT).

o Internal Controls and Compliance (FMO-5) is most similar to FOA-M and USAFMCOM’s PMC and
focuses on internal controls, risk management, and sustainment testing of controls (similar to the
Army’s CMP, which will be managed by PMC). We were told that FMO-5 also works with the Navy
Audit Service to identify areas to test to help sustain audit progress, although collaboration with the
Navy Audit Service is focused on planning and prioritization of testing rather than conducting tests.

According to OASN (FM&C) leaders, the policy office (FMO, with similar roles as FOA-P) was part of
FMO and part of FMS for a short time but has now been moved into FMB.
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According to FMS leaders, the Navy’s FMS office was part of FMO until around 2019 or 2020, when it was
broken into a separate organization (i.e., the Navy separated the two functions while the Army was combin-
ing FOA and FIM under DASA [FOI]). Like FMO, the Navy’s FMS office is also organized into the following
five divisions with similar mission sets as FIM:

o The FIM head office includes three SES positions and two HQE positions. In contrast, FIM has a single
SES position.

o The Portfolio Management Division (FMS-1) is focused on managing existing financial management
information systems, and the Systems Implementation Division (FMS-2) is focused on developing new
capabilities for these systems. In addition, the Sustainment Division (FMS-5) was broken out in 2022
and leads efforts to help commands transition to new systems and conducts other special projects. An
HQE provides consolidated, higher-level management of FMS-1, FMS-2, and FMS-5. All of these orga-
nizations share responsibilities for the financial audit. Overall, these responsibilities are similar to those
in FIM-B, as well as USAFMCOM’s SSO.

o The Systems Transformation Division (FMS-3) is responsible for tracking changes in such areas as
policy and technology that will affect and improve financial management systems, contribution to their
mission and audit readiness. The Data and Digital Transformation Division (FMS-4) is focused on
improvements to financial management data and analytics across the Navy. The responsibilities are
most similar to FIM-D, as well as some overlap with FOA-P.3

FMS provided us with a tool that it uses to plan manpower, which breaks out 146 LOEs across the five
divisions, indicates the number of required civilians and contractors for each line of effort, and indicates
the actual number of civilians and contractors.3* As of January 2023, FMS had 86 civilians assigned and 345
contractor FTEs (and one military position); their estimated requirements were 134.5 civilians and 471 con-
tractor FTEs. By contrast, FIM’s 2023 TDA has 15 civilian requirements while SSO’s has 44 (see Figure A.5
and Figure A.6).

Air Force

Figure A.13 shows a high-level overview of the Air Force’s SAF/FM structure. As with the other services,
SAF/FM has similar types of suborganizations; these organizations are consolidated in a similar manner to
the Army. SAF/FMF is similar to FOI, but it also serves as the financial management CIO. SAF/FMC is simi-
lar to DASA(CE), and SAF/FMB is similar to DASA(BU). SAF/FME is the head directorate office, which has
a consolidated Executive Support and Operations Division and FMEW with similar responsibilities as the
Army’s former Proponency Office.

The SAF/FMF organization is composed as follows:*

o The SAF/FMF organization includes a Deputy Assistant Secretary for Financial Operations and an
Associate Deputy Assistant Secretary for Financial Operations, both SES positions. SAF/FMF also
includes a CIO who is an SES. According to SAF/FM managers we spoke with, this position was created
some time in 2020 or 2021 in response to an audit finding that the Air Force did not have the right skills

33 OASN (FM&C), “FMS Organization and Business Lines of Effort,” January 2023.
34 EMS, “Line of Effort Manpower Breakdown,” January 12, 2023.
35 SAF/FM, “SAF/FM Sub-Organizations,” webpage, undated.

80



OASA (FM&C) Organization and Capabilities and Comparison with Organization of Navy and Air Force FM&C Organizations

FIGURE A.13
Overview of Air Force SAF/FM Organization
Structure

SAF/FM

SAF/FMF and
SAF/FM CIO

SOURCE: Produced using information from Headquarters Air Force,
Mission Directive 1-12, “Special Management: Assistant Secretary of
the Air Force (Financial Management and Comptroller),”

U.S. Air Force, June 13, 2023.

and organization to support the audit. In conjunction with creating the CIO position, the organization
is considering whether to stop contracting out some system support positions and make them in-house,
civilian positions.

o The financial operations directorate (FMFA) and the accounting and finance office (FMFC) are focused
on similar financial operations issues to FOA. According to an organizational chart provided by SAF/
FM, EMFA has 27 positions, FMFC has 25 positions, and there is a separate accounting division (FMFD)
with seven positions.3¢ This is more than the 39 authorized positions in FOA, although direct compari-
sons are difficult because of responsibilities delegated to USAFMCOM and elsewhere in the Air Force.

o The information systems and technology directorate (FMFES) is focused on systems issues similar to
FIM. According to the organization chart, FMFS has three military positions and 57 civilian positions
(comparable in total magnitude with the 15 authorized positions in FIM and 44 in SSO).%”

Similar to the Army’s USAFMCOM, the Air Force has pushed financial management responsibilities
to the field. Like USAFMCOM, these Air Force organizations are in the Air Force Materiel Command,
although they are part of a directorate of a subordinate organization: Air Force Installation and Mission Sup-
port Center Resources Directorate. The following two of its five divisions were formed, at least in part, by
transfers from SAF/FM:

» The Cost Division existed previously and was called the Financial Management Center of Expertise.
This center was part of SAF/FMC.

 The Financial Management Division encompasses the Air Force Financial Services Center, which was
under SAF/FMF. The Air Force Financial Services Center became the Travel Pay Processing branch and
the Travel Pay Support branches of the Financial Management Division.*

Although the Air Force Financial Services Center organizations have some overlap with USAFMCOM
AFS, we did not identify any evidence that these organizations are assisting SAF/FM on financial audit issues

36 SAF/FM, “Organization Chart,” December 9, 2022.
37 SAF/FM, 2022.
38 Air Force Installation and Mission Support Center, 2018 Stakeholder Report, 2018.

39 Air Force Installation and Mission Support Center, 2018.
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in a substantive way like USAFMCOM. According to Navy FM&C leaders who are considering expand-
ing the role of the Naval Audit Service to perform sustainment testing of controls to support the financial
audit, AFA A performs audit testing in support of the financial audit. We were unable to discuss the roles of
AFAA with Air Force managers, but we identified numerous references to AFA A efforts to support Air Force
financial audit efforts throughout the FIAR status reports. For example, in the first FIAR report, AFAA was
assigned 27 subtasks focusing on independent validation of analyses and products developed to support Air
Force Audit efforts.?* The May 2011 report indicated that the AFAA was performing numerous audits—with
seven audits complete, 13 audits in progress, and 17 audits planned, “directly supporting audit readiness.”!

40 OUSD(C), 2005.
41 OUSD(C), Financial Improvement and Audit Readiness (FIAR) Plan Status Report, DoD, May 2011a.
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APPENDIX B

Financial Audit Background, History of Federal
Financial Audits, and Fiscal Year 2022 Status

This appendix provides information about audits and historic background on federal government financial
audits and reviews the state of the Army and DoD financial audits as of FY 2022.

Audit Types Vary by Information Purpose and Usage

These substantial investments are annually debated and authorized by Congress. A fundamental tenet of
the legislative process is that DoD and its military departments are good stewards of the resources provided.
Operationally, this stewardship is demonstrated through responsibly allocating and managing resources and
demonstrating outcomes consistent with original program intentions. Demonstrating stewardship by DoD
has multiple dimensions that are often confirmed and validated by the departments conducting audits.

Audits can be of various forms, serve different purposes, and focus on specific areas of an organization’s
operations. Some of the different forms are

o financial audit: assessing accuracy and completeness of financial statements to ensure compliance with
relevant standards, laws, and regulations

o internal audit: evaluating organizational controls, risk management practices, and operational pro-
cesses to provide leadership with insights to enhance efficiency and effectiveness

o performance audit: assessing outcomes and impacts of initiatives to achieve their intended objectives

 compliance audit: ensuring that applicable rules and guidelines are followed to avoid potential penalties
or legal issues

o IT audit: focusing on IT infrastructure, systems, and data security to ensure that the enterprise is secure,
reliable, and valid.

Additional and more-specialized types of audits also exist.

The conduct of these various audits relies on several fundamental principles. These principles typically
define the prerequisites for both the process and the individuals conducting the audit. Such principles include
professionalism (basic skills and knowledge of auditing processes and standards), integrity (professional and
unbiased conduct), objectivity (impartiality with no external pressures), confidentiality (no disclosure with-
out proper authorization), independence (free from influence or undue pressure in appearance and fact),
evidence-based (relevant materials to support findings and conclusions, not assumptions or beliefs), skep-
ticism (a persistent questioning mindset to critically evaluate gathered information), and reporting (clear,
accurate, and transparent communications). These principles apply to all forms of audits and contribute to
maintaining the public trust and confidence of Congress and U.S. citizens that limited resources are being
properly used.
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Historic Shift Toward Financial Accounting

Historically, DoD used budgetary accounting as the means and guiding principles for how it operated and
reported its resourcing. This approach emanated from Congress passing the Budget and Accounting Act in
1921, which applied to all federal agencies, not just DoD:

The purpose of budgetary accounting is to allow federal agencies and activities to keep track of the obli-
gation authority and other budgetary resources they receive from the authorization and appropriations
process. The Statement of Budgetary Resources (SBR) is the single financial statement that federal agencies
are required to produce each year under budgetary accounting. The SBR is subject to independent audit
to assure that budgetary resources have been allocated and used in accordance with all laws and controls
governing their limits and use.!

Because of the complex nature of DoD operational concepts, budgetary accounting over time proved to be
insufficient in justifying and managing resources effectively and providing comprehensive financial report-
ing. The approach provided only a high-level overview of the approved budget and spending limits. It lacked
granularity to track individual transactions, obligations, and commitments. DoD operations require detailed
accounting because it has a vast array of programs, projects, contracts, and activities. Budgetary account-
ing did not adequately capture the complexities of all financial activities (e.g., procurement, acquisitions,
contract management, interagency transfers), which led to challenges in accurate financial reporting and
analysis. Also, budgetary accounting often was not well integrated with other financial systems, resulting
in data discrepancies and inefficiencies. DoD needed better financial information to prioritize investments,
identify cost-saving opportunities, and optimize resource allocation across various programs and initia-
tives. Finally, as financial management practices evolved, budgetary accounting became outdated, and DoD
needed to adopt more modern accounting practices that were in line with industry standards.

Congressional Action Requiring Government Financial Statements and
Audits

Past DoD efforts to ensure accountability in the use of resources and to maintain the trust of U.S. citizens
have primarily been externally driven initiatives with Congress playing a critical leadership role in pass-
ing reform-minded legislation. Table B.1 provides a detailed timeline of key federal financial management
reform laws.

The following overview supplements GAO analysis, which focuses predominantly on the federal level,
with additional information that reflects specific actions taken by DoD.?

o 1947: When DoD was created in 1947 to unify the military branches under a single department, one
of the primary drivers was to streamline decisionmaking and resource allocation, thereby making
accountability efforts more effective.

' Hanks, 2009, p. 194.

2 Gene L. Dodaro, Dawn B. Simpson, and Robert F. Dacey, Federal Financial Management: Substantial Progress Made
Since Enactment of the 1990 CFO Act: Refinements Would Yield Added Benefits, U.S. Government Accountability Office,
GAO-20-566, 2020; William Lucyshyn and Dylan Hunt, “Evaluating the Impacts of Federal Improvement and Audit Readi-
ness (FIAR) Compliance,” Proceedings of the Eighteenth Annual Acquisition Research Symposium, May 11-13, 2021; Hanks,
2009.
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TABLE B.1

Timeline of Key Federal Financial Management Reform Laws Through 2020

Prior to the 1990s

1990s

2000s

2010 and 2020

1950: Budget and
Accounting Procedures Act
of 1950

Assigned financial
management responsibilities
primarily to individual
agencies, with requirements
for agency systems of internal
control with GAO prescribing
accounting principles and
standards and reviewing

and approving accounting
systems.

1982: Federal Managers’
Financial Integrity Act of
1982

Required annual evaluations
and reports on the adequacy
of internal accounting

and administrative control
systems of each executive
agency, using standards
issued by GAO.

1990: Chief Financial
Officers Act of 1990 (CFO
Act)

Provided a framework for
federal financial management
and instituted reporting
requirements for certain
federal agencies.

1993: Government
Performance and Results
Act of 1993 (GPRA)
Created annual
performance-related
reporting requirements for
agencies.

1994: Government
Management Reform Act of
1994 (GMRA)

Created a requirement for
the annual preparation and
audit of CFO Act agency and
government-wide financial
statements.

1996: Federal Financial
Management Improvement
Act of 1996

Established requirements
for CFO Act agency financial
management systems to
generate reliable, useful, and
timely information.

2002: Accountability of Tax
Dollars Act of 2002
Expanded CFO Act of

1990 and Government
Management Reform Act of
1994 requirements for audited
financial statements to cover
most executive branch
entities.

2002: Chief Human Capital
Officers Act of 2002
Established chief human
capital officers (CHCO) for
CFO Act agencies, created
the CHCO Council, and
included provisions related to
direct-hire authority.

2002: Improper Payments
Information Act of 2002
(IPIA)

Required agency heads to
report improper payment
estimates for programs found
susceptible based on a risk
assessment.

2002: E-Government Act of
2002

Established a framework

for using internet-based
information technology to
enhance citizen access to
government information and
services and an Office of
Electronic Government within
OMB.

2002: Federal Information
Security Management Act
(FISMA)

Enacted as part of the
broader E-Government Act
of 2002, FISMA provided a
comprehensive framework for
ensuring the effectiveness of
information security controls
over information resources
that support federal
operations and assets.
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2010: Improper Payments
Elimination and Recovery
Act of 2010

Refined IPA requirements to
incorporate inspector general
reviews, recovery audits,

and enhanced reporting
requirements.

2010: GPRA Modernization
Act of 2010

Updated GPRA strategic

and performance plan
requirements and established
agency chief operating
officers, agency performance
improvement officers, and the
Performance Improvement
Council.

2013: Improper Payments
Elimination and Recovery
Improvement Act of 2012
Amended IPIA by requiring
OMB to annually identify a
list of high-priority federal
programs for greater
oversight and review by
agency inspectors general
and established the Do Not
Pay Initiative.

2014: Digital Accountability
and Transparency Act of
2014

Expanded FFATA, directed
OMB and the Department
of the Treasury to establish
government-wide data
standards; aimed to provide
consistent, reliable, and
searchable data.

2014: Federal Information
Security Modernization Act
of 2014

Replaced provisions
enacted by FISMA in 2002
with updated language
aimed at modernizing

and strengthening federal
agencies’ information
security.
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Table B.1—Continued

Prior to the 1990s 1990s 2000s 2010 and 2020
2006: Federal Funding 2020: Payment Integrity
Accountability and Information Act of 2019
Transparency Act of 2006 Codified and updated existing
(FFATA) federal improper payments
Required the establishment  laws, including enhancements
of a publicly accessible for certain requirements, and
and searchable website established an interagency
containing data on federal working group on payment

contracts, loans, grants, and integrity.
other financial assistance
awards.

SOURCE: Adapted from Dodaro, Simpson, and Dacey, 2020.

o 1950: The 1950 Budget and Accounting Act set the foundation for fiscal responsibility and transparency
in handling public funds by requiring DoD, and other agencies, to adhere to standardized budgeting
and accounting practices.

o 1965: In 1965, Robert Anthony, an academic who specialized in accounting and management control,
was appointed DoD Comptroller to establish a financial management and accounting system for the
newly implemented PPBE. The foundations for developing and designing this system were grounded in
commercial business practices and principles.

 1978: The DoD OIG was created in 1978 to be an independent and objective overseer responsible for
investigating mismanagement of resources.

 1986: In a broad sense, the Goldwater-Nichols Act of 1986 restructured the military command struc-
ture, aiming to improve interservice cooperation to improve overall mission effectiveness and account-
ability in the use of resources.

e 1990: The CFO Act of 1990 required federal departments to be audited annually, created and empow-
ered a new CFO position in every department, and gave OMB new authorities in strengthening finan-
cial management and modernizing information management systems.

 1993: To increase transparency and accountability, in 1993 Congress enacted the Government Perfor-
mance and Results Act in 1993, requiring federal agencies to establish strategic goals, measure perfor-
mance, and report achievements to Congress.

o 1994: The Government Management Reform Act of 1994 called for agencies to prepare statements of
their overall financial position, including assets and liabilities, and to produce statements that reflected
the results of agency operations.

o 1996: The Federal Financial Management Improvement Act (FFMIA) of 1996 required agencies to
determine and make annual assurance statements that their financial management systems substan-
tially complied with FFMIA systems requirements.

o 2000s: Estimates vary considerably for resources spent in conducting the decade-plus of major combat
operations in Afghanistan and Iraq—ranging from $750 billion to $1.1 trillion. Such dramatic expen-
ditures resulted in considerable debate among the U.S. public, highlighted the importance of real-time
accountability, and increased congressional scrutiny of DoD’s spending practices.

o 2005: In 2005, DoD launched the FIAR Initiative to achieve auditability of its financial statements, to
identify and correct financial management weaknesses, and to ensure proper accounting and steward-
ship of resources.
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CFO Act of 1990

As detailed above, the call for reform of federal financial processes and supporting management structures
dates back decades. Historically, Congress has struggled to obtain adequate visibility into the financial stand-
ing of and outcomes associated with government programs and initiatives.> One of the more comprehensive
assessments of these issues was assembled by the Comptroller of the United States in 1985:

The most visible evidence of difficulties is the enormous cost in time, energy, and public confidence
involved in the annual search for consensus on the budget. Problems elsewhere in the structure are less
visible but equally real:

o The processes by which we decide how much to spend, and for what purposes, are cumbersome,
repetitive, and time-consuming.

« Controls over how federal money is spent are detailed and burdensome, but they are routinely found
to be ineffective in preventing abuses.

o Budgeting, accounting, and management information systems often yield data that are unreliable,
inconsistent, and are too often irrelevant. . ..

A modern structure for managing government finances will not cause the budget deficit to disappear, nor
will it make difficult budget decisions easy. But it can ensure that congressional and executive branch offi-
cials receive timely, reliable, and consistent information with which to make those decisions.*

This seminal work by the U.S. Comptroller provided the impetus and laid the foundation for Congress in
its government oversight role to pass a “series of laws and mandates designed to improve the accountability
and management of appropriated resources . . . to form the conceptual foundation of a new financial manage-
ment structure,” and initiate the process, conditions, and requirements for DoD to become auditable.> The
most comprehensive and far-reaching legislative initiative was the CFO Act of 1990.6 Although many reforms
were included in this act, the most significant provisions required that every federal department be audited
annually and that all departmental financial management functions be vested in a newly created chief finan-
cial officer position.

DoD Auditability Progress

Table B.2 provides a detailed progression of DoD’s auditability journey across the decades since the enact-
ment of the CFO Act. The figure highlights the ups and downs and stops and starts of DoD’s efforts, as
well as the number of components receiving a disclaimer of opinion. As of FY 2022, DoD has completed
five department-wide audits.

3 Lucyshyn and Hunt, 2021.

4 GAO, Managing the Cost of Government: Building an Effective Financial Management Structure, GAO/AFMD-85-35, Feb-
ruary 1985, p. 1.

5 Lucyshyn and Hunt, 2021, p. 3.

6 GAO, The Chief Financial Officers Act: A Mandate for Federal Financial Management Reform, GAO/AFMD-12.19.4, Sep-
tember 1, 1991.
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TABLE B.2
Progression of the DoD-Audited Financial Statements

Year Progression Details

1990 e The CFO Act required DoD to prepare financial statements and the DoD OIG or an independent external
auditor to perform the audit

1990s ¢ In 1991, DoD began submitting the Department of the Army financial statements to the DoD OIG for audit
e |n 1996, DoD began submitting agency-wide financial statements to the DoD OIG for audit

2000s e The NDAA limited the DoD OIG’s audit procedures to the information that DoD management asserted was
ready for audit
e The FY 2014 NDAA required the Secretary of Defense to have a full-scope audit performed over DoD
financial statements beginning FY 2018

2018 e Due to the FY 2014 NDAA requirement, the DoD OIG performed the first full-scope DoD agency-wide
financial statement audit
e DoD and 18 of 26 reporting entities received disclaimers of opinion

2019 e DoD and 18 of 26 reporting entities received a disclaimer of opinion
¢ Auditors determined that DoD and its components made improvements to their financial management
operations
2020 e DoD and 17 of 26 reporting entities received a disclaimer of opinion

e DoD OIG downgraded two material weaknesses to significant deficiencies at the DoD-wide level

2021 e DoD and 17 of 26 reporting entities received a disclaimer of opinion
e The DoD OIG identified three new material weaknesses and downgraded one FY 2020 material weakness
to a significant deficiency at the DoD-wide level resulting in 28 material weaknesses and four significant
deficiencies

2022 e InFY 2022, DoD and 16 of 26 reporting entities received a disclaimer of opinion
e The DoD OIG identified 28 material weaknesses and three significant deficiencies

SOURCE: Adapted from DoD OIG, Understanding the Results of the FY 2022 DoD Financial Statements, DODIG-2023-070, May 16, 2023.

The audit findings for FY 2022 were a disclaimer of opinion for the DoD-wide audit, unmodified (clean)
audit opinions for nine components, and a qualified audit opinion for one component.” There are 26 differ-
ent entities that are part of DoD’s audit process. With these findings, GAO continued to designate DoD’s
financial management and business systems modernization as “high risk” because of pervasive deficiencies
in financial management systems, business processes, internal controls, and financial reporting.?

In their determination of a disclaimer of opinion, DoD auditors have noted issues and risks that hinder
the department’s ability to achieve a clean audit opinion—specifically, (1) material weaknesses (the largest
and most significant systematic limitations in internal controls that can lead to errors or misstatements in
financial information), (2) declining remediation rates for thousands of auditor-issued notices of findings
and recommendations (NFR, areas highlighted by auditors reflecting deficiencies that require attention and
improvement efforts by leadership to remediate and closeout), and (3) ongoing deficiencies with DoD’s finan-
cial management systems.’

7" The nine DoD components receiving unmodified audit opinions were the Military Retirement Fund, the Defense Commis-
sary Agency, the Defense Contract Audit Agency, DFAS, the U.S. Army Corps of Engineers (Civil Works), the National Recon-
naissance Office, the Defense Health Agency (Contract Resource Management), the Defense Information Systems Agency
(Working Capital Fund), and DoD OIG. In addition, the Medicare-Eligible Retiree Health Care Fund received a qualified
opinion (DoD OIG, Understanding the Results of the FY 2022 DoD Financial Statements, DODIG-2023-070, May 16, 2023).

8 Khan, 2023a, p. 0.
 Khan, 2023a, p. 0.
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FIGURE B.1
Total Material Weaknesses Identified Annually Since Fiscal Year 2018
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SOURCE: Reproduced from DoD OIG, 2023, p. 19.

DoD Material Weaknesses Reported in the DoD Financial Audit

Elimination of material weaknesses is required for the department to receive a clean opinion. Therefore,
DoD uses resolving or downgrading material weaknesses from year to year as one metric of making prog-
ress toward that goal. As noted in Figure B.1, the number of DoD material weaknesses identified by the five
completed audits has been consistently in the mid-20s range, increasing from 20 in FY 2018 to 28 in FY 2022.

Given the breadth of material weaknesses, DoD leadership has prioritized certain critical areas for
improvement based on the FY 2022 audit: FBwT, access controls, and financial reporting, including efforts to
identify relevant information systems and develop a universe of transactions. DoD also tracks progress by the
number of components moving from disclaimers of opinion to clean audit opinions. In FY 2022, this metric
improved by one additional component receiving a clean opinion.!

DoD’s Remediation of NFRs

Similarly, DoD used the number of NFRs being closed as a progress measure toward that goal. According to
DoD OIG in FY 2022, auditors closed 633 prior-year NFRs for a variety of reasons. Because DoD took action
and the condition no longer existed, the auditors combined NFRs, or the process or system used was elimi-
nated. Auditors also reissued 2,505 NFRs related to ongoing concerns and issued 479 new NFRs regarding

19 Davey and Simpson, 2023, p. 5.
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FIGURE B.2
NFR Remediation Rate
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issues identified during the current audit.!! Figure B.2 provides a general summary of NFRs over the course
of five years of financial audits.

To address recommendations made by the IPAs, DoD has developed CAPs. Although the process has
evolved over time, material weaknesses are used as focal points with either several CAPs being developed
to address conditions on one NFR or a single CAP being developed to address several NFRs. The specific
determination of actions needed by CAPs greatly depend on a root cause analysis to address the fundamental
weaknesses from which a deficiency was derived. Transparency and documentation of the root cause analysis
are essential in assessing the revised process if proposed actions do not ultimately produce the desired out-
come. In FY 2021, the department started creating audit roadmaps as a tool to measure and monitor progress
of CAPs to remediate material weaknesses.

Army Financial Audit Status in Fiscal Year 2022

Identifying and addressing material weaknesses lie at the heart of any financial audit, including the Army’s.
Remediating a material weakness involves an auditor identifying NFRs and an audit organization taking cor-
rective action to address the weakness. This section provides an overview of the current material weaknesses
and NFRs in the Army’s financial audit.!?

11 DoD OIG, 2023, p. i.

12 In Appendix B, we provide an overview of progress addressing material weaknesses and NFRs across all of DoD.
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Fiscal Year 2022 Army Financial Audit Material Weaknesses

In FY 2022, the Army contracted the independent accounting firm Klynveld Peat Marwick Goerdeler
(KPMG) to audit its financial statements and related notes. This audit resulted in a disclaimer of opinion
because KPMG could not obtain sufficient evidence to verify the reported amounts within the GF because
of inadequate processes, controls, and records to support transactions and account balances. The report pro-
vided by KPMG describes 17 material weaknesses related to financial reporting that could result in material
misstatements in financial statements.!® Specifically, KPMG concluded that in both the GF and AWCEF finan-
cial statements (unless otherwise noted), the Army did not

1. prepare complete and accurate populations for beginning balances

2. identify all key financial statement risks associated with accounting for and reporting OM&S (in the
GF only)

3. provide a complete and accurate population and value of real property

4. provide a complete and accurate population, track additions and disposals, or provide a value for GE,
including software

5. develop estimates and verify the accuracy of its E&DL

6. provide and maintain sufficient supporting documentation to demonstrate that balances and trans-
actions were properly reported on financial statements and control activities were performed

7. ensure the effective design, implementation, and operation of financial information systems controls

8. demonstrate that manual journal entries to the general ledger were complete, accurate, and valid

9. identify, classify, and accurately record accounts payable and accounts receivable accruals for goods
and services (in GF only)

10. present information and make required disclosures in accordance with Generally Accepted Account-
ing Principles and prevent or detect and correct misstatements

11. ensure intragovernmental transactions were reconciled and recorded and intraentity eliminations
were adjusted and supported

12. establish document controls and reconcile FBWT using reliable financial data

13. validate that financial information was completely and accurately transferred and reconciled between
feeder systems and financial systems and reported in the financial statements

14. provide an entity-level control system to produce reliable financial reporting

15. identity, classify, and record accruals for goods and services (in AWCF only)

16. accurately record, reconcile, and support inventory balances, gains and losses, and cost of goods sold
(in AWCEF only)

17. verify that revenue, accounts receivable, collections, spending authority, supply turn-in, credit mem-
orandum, and unfilled customer order balances recorded in the consolidated financial statements
were complete, accurate, valid, and supported by appropriate documentation (in AWCF only).

Army Roadmaps to Material Weakness Downgrades

Table B.3 shows the Army’s material weaknesses for both the GF and AWCF and the Army Audit Roadmap’s
goals for remediation of those weaknesses. The GF and AWCF share 12 common material weaknesses, and
the Army Audit Roadmap has a goal of downgrading the AWCF material weaknesses before the GF weak-
nesses in 11 of those instances (one material weakness shares the same timeline). According to AMC manag-
ers, AATSs serve as the coordinating forums for AWCF and GF audit efforts. In addition, supporting Army

13 U.S. Army, 2022.
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TABLE B.3

Material Weakness and Comparison of AWCF and GF Downgrade Timeline Goals

Material Weakness Description FY23 FY24 FY25 FY26 FY27
E&DL Develop estimates and verify the accuracy of its E&DLs AWCF GF
FBwT Establish document controls and reconcile FBwWT using AWCF GF
reliable financial data
General ledger Demonstrate that manual journal entries to the general AWCF GF
adjustments ledger were complete, accurate, and valid
Entity-level controls Provide an entity-level control system to produce reliable AWCF/
financial reporting GF
Accruals Identify, classify, and record accruals for goods and AWCF
services
Beginning year Prepare complete and accurate populations for beginning AWCF GF
balances balances
Financial reporting Present information and make required disclosures in AWCF GF
accordance with Generally Accepted Accounting Principles
and prevent or detect and correct misstatements
Property, plant, and Provide a complete and accurate population and value of AWCF GF
equipment—real real property
property
Property, plant, and Provide a complete and accurate population, track additions AWCF GF
equipment—GE and disposals, or provide a value for GE, including software
IT general controls  Ensure the effective design, implementation, and operation AWCF GF
of financial information systems controls
Completeness Validate that financial information was completely and AWCF GF
accurately transferred and reconciled between feeder
systems and financial systems and reported in the financial
statement
Evidential matter Provide and maintain sufficient supporting documentation AWCF GF
to demonstrate that balances and transactions were
properly reported on financial statements and control
activities were performed
Intra-government  Ensure intragovernmental transactions were reconciled and AWCF GF
transactions recorded and intraentity eliminations were adjusted and
and intraentity supported
eliminations
Inventory Accurately record, reconcile, and support inventory AWCF
balances, gains and losses, and cost of goods sold
Revenue Verify that revenue, accounts receivable, collections, AWCF
spending authority, supply turn-in, credit memorandum,
and unfilled customer order balances recorded in the
consolidated financial statements were complete, accurate,
valid, and supported by appropriate documentation
Accounts payable Identify, classify, and accurately record accounts payable GF
and receivable and accounts receivable accruals for goods and services
OM&S Identify all key financial statement risks associated with GF

accounting for and reporting OM&S

SOURCE: Dates from the Army Audit Roadmap, April 2023 version (FM&C, 2023). Material weakness descriptions from U.S. Army (2022,

pp. 62-63, 148-149).

NOTE: FY target goals are for each year’s Annual Financial Report, which include the Independent Auditors’ Reports for the GF and AWCF. Annual
Financial Reports are normally released shortly into the next fiscal year, e.g., the FY 2027 Financial Report should be released in early FY 2028.
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organizations, such as HQDA G-9, assist both GF and AWCF audits. Managers noted that this can be diffi-
cult because supporting organizations may operate on the GF timeline, which is delayed compared with the
AWCEF timeline. As an example, HQDA G-9 leads CAPs for real property, which benefits both the GF and
AWCEF audits. However, these CAPs are scheduled to be completed two years too late to meet AWCF goals
(AWCF’s downgrade of the real property material weakness has a goal of FY 2024, and GF downgrade has a
goal for FY 2026).

NFR Thematic Breakdown

We examined the Army’s NFRs to gain a better understanding of the specific types of audit challenges that
the Army is experiencing or has experienced. NFRs are documents used to inform an organization of an
issue identified during an audit. NFRs indicate the process or system at issue, a summary of the finding, the
cause and effect of the deficiency, and a recommendation for remediation. We performed an analysis to iden-
tify frequently shared themes of approximately 1,100 NFRs spanning from FY 2015 to FY 2022.14 In descend-
ing order of frequency, these themes are

1. access: user access control, password security

2. financial: completeness and accuracy of financial statements, complying with financial requirements,
reconciliation processes

3. audit logs: unremediated audit logging weakness, unimplemented audit logging processes and poli-
cies

4. process or design issue: for example, insufficient design of control processes, insufficient design and
control of reconciliation processes

5. payroll: payroll accrual, non-payroll accrual, and payroll substantive testing

6. documentation: lack of supporting documentation, and inaccurate documentation

7. operating system: application and software vulnerability, unremediated operating system weakness,
testing operating system changes

8. segregation of duties: inappropriate segregation of duty controls, insufficient activity monitoring

9. inventory: inaccurate inventory populations, timeliness of inventory counts

10. personnel: authorization of job schedule changes, effectively defining roles and responsibilities

11. enterprise fund: deficiencies in GFEBS, compliance with Enterprise Risk Management

12. configuration management: unremediated configuration management weaknesses, implementation
of software configuration changes

13. journal: prevent and detect unsupported journal vouchers, complete list of journal entry control logs

14. prior year: various unremediated weaknesses from prior year

15. data: database change management weaknesses, deficiencies in reconsolidation between databases

16. change code: account code and condition code deficiencies, ineffective controls of code changes

17. legal: management review control of the interim legal representation letter.!®

14 There were about 600 additional NFRs that we did not include in the analysis because they were labeled as controlled
unclassified information. NFRs were analyzed for themes by counting trigrams (three words appearing adjacent to each
other) found in the NFR titles. Trigrams that were commonly found in the NFR titles aided in identifying themes that were
frequently present throughout the NFRs. The most common trigrams were then assigned a keyword to represent that theme.

15 It should be noted that the frequency of those themes at the top of the list does not represent importance or criticality.
Weaknesses that are less frequently cited may be just as important to address as those more frequently cited to achieve a clean
audit.
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TABLE B.4
Count of NFRs by Audit Area

Audit Area Number of NFRs
OM&S 209
Army feeder 157
Financial reporting 144
Military payroll 125
Procurement 92
GFEBS 69
E&DL 68
General property, plant, and equipment 62
Property, plant, and equipment 61
Army Enterprise Portal (AESIP) 59
FBwWT 54
Civilian payroll 4
Revenue 32
Entity level 28
Regional Level Application Software 28
Global Combat Support System-Army 27
Electronic Military Personnel Office 25
DFAS feeder 25
E&DL 20
LMP 20
Laws and regulations 20
Inventory 19
Real property 19
GE 18
Ammunition Enterprise Portal 18
Advana 18
Budget 17
Journal entries 16
Munitions History Program 15
Procurement Automated Data and Document System 15
Automatic Fund Order Control System 14
Standard Army Ammunition System 14
Wholesale operations 13
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Table B.4—Continued

Audit Area Number of NFRs
Planning Resource for Infrastructure Development and 12
Evaluation

Standard Procurement System/Procurement Desktop 12
Defense

MyUnitPay 11
Reception model 11
Integrated Personnel and Pay System-Army (IPPS-A) 11
Standard Finance System 8
Standard Installation Division Personnel System 8
Army War Reserve Deployment System 8
Retail operations 8
Feeder System 7
Headquarters Accounting and Reporting System 7
Total Army Personnel Database 6
Standard Operations and Maintenance Army Research 6

and Development System

Legal 6
Formerly Used Defense Sites Management Information 5
System

Automated Time Attendance and Production System 5
DA Mobilization Processing System 5
Sensitive activities 5
Entity-Level Termination/Transfer Process 3
Internal-Use Software 3
Redstone Data Center 2
Local National Payroll 2
OMB Circular A-123 1
Automated Storage and Retrieval System 1
Wholesale and retail operations 1
Total 1716

SOURCE: Authors’ analysis of NFR names for all NFRs issued between FY 2018 and FY 2022.

Each NFR is associated with an audit area. Audit areas are systems or processes governed by policies,
procedures, and controls that are examined during the audit. These systems include GFEBS, AESIP, and the
Electronic Military Personnel Office, and the processes includes OM&S, financial reporting, and military
payroll and related benefits. Table B.4 lists the number of NFRs in each audit area across the Army’s financial
audits from FY 2018 to FY 2022. The most commonly cited audit areas were processes: OM&S (209), army
feeder (157), financial reporting (144), military payroll (125), and procurement (92). These processes involve
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several systems and subprocesses that may have multiple NFRs associated with them. Systems with the larg-
est number of NFRs were larger enterprise systems, such as GFEBS and AESIP.

Managers responsible for audit remediation activities use NFRs and related materiel weaknesses to inform
activities related to fixing information gaps and problems identified in the last audit. However, audit findings
and recommendations are simply a list of symptoms and measures related to auditability; they do not neces-
sarily provide insight into the underlying causes of financial audit problems or identify the kinds of solutions
that are needed to improve future audit outcomes. Army leadership recognizes that more systemic problem
identification and change may be necessary. In the rest of this chapter, we outline some of the strategic and
governance initiatives being headed by ASA (FM&C) to elevate audit concerns to the attention of the broader
Army community.

Other Services’ Projections of Financial Audit Resources Required

In Figure 2.1, we showed that the Army historically underestimated the required levels of resources needed
for FIAR efforts. Over time, these resources grew substantially. The figures below show similar patterns
for the other services. Figure B.3 shows a similar pattern in the Navy, and Figure B.4 (Marine Corps) and
Figure B.5 (Air Force) show that those services also underestimated resources initially, but final expenditures
were within updated forecasts.

Figure B.6 shows the growth of FIAR expenditures. Army expenditures nearly doubled in real terms
between FY 2020 and FY 2022 and are up 20-fold since FY 2012. Despite this increase in expenditures, our
analyses of personnel authorizations in financial management organizations show that the growth of autho-
rized civilian personnel is relatively modest (see Appendix A). These increased levels of resourcing seem
likely to be focused almost exclusively on contracting and other purchases (e.g., financial information sys-
tems) without a commensurate increase in organic staffing to manage these increased expenditures.

FIGURE B.3
Ranges of Navy FIAR Resource Projections, Fiscal Year 2010 to Fiscal Year 2022
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SOURCE: FIAR semiannual reports from OUSD(C), May 2010 through June 2023.

NOTE: Resources for the Marine Corps were included with the Navy until the 2015 reports. “Initial” denotes the earliest projected expenditure,
while “Actual” denotes the most recently reported historic expenditure. The gray bar indicates the range of projections across all reports.
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FIGURE B.4
Ranges of Marine Corps FIAR Resource Projections, Fiscal Year 2010 to Fiscal Year 2022
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SOURCE: FIAR semiannual reports from OUSD(C), May 2010 through June 2023.

NOTE: Resources for the Marine Corps were included with the Navy until the 2015 reports. “Initial” denotes the earliest projected expenditure,
while “Actual” denotes the most recently reported historic expenditure. The gray bar indicates the range of projections across all reports.

FIGURE B.5
Ranges of Air Force FIAR Resource Projections, Fiscal Year 2010 to Fiscal Year 2022
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SOURCE: FIAR semiannual reports from OUSD(C), May 2010 through June 2023.

NOTE: Resources for the Marine Corps were included with the Navy until the 2015 reports. “Initial” denotes the earliest projected expenditure,
while “Actual” denotes the most recently reported historic expenditure. The gray bar indicates the range of projections across all reports.
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FIGURE B.6
FIAR Resources Expended for Each Service, Fiscal Year 2010 to Fiscal Year 2022
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Evolution of FIAR Strategy and Goals

DoD’s FIAR efforts were initially focused on making improvements that would ensure financial audit success
once a full financial audit was accomplished. According to the initial December 2005 FIAR report, the FIAR
business rules were developed in accordance with the NDAA for FY 2002, which directed the “Minimization
of the Use of Resources for Unreliable Financial Statements.”'¢ In this law, Congress directed the DoD Comp-
troller to “take appropriate actions to minimize, consistent with the benefits to be derived, the resources
(including contractor support) that are used to develop, compile, and report the financial statement” and to
report to Congress annually the resources that were being saved.'” The business rules evolved in wording
and precision over time, but they followed the same general strategy: Break the audit areas into groups where
issues could be discovered and corrected before management deemed the audit area audit ready. Then, OIG
independently validated management’s assertion. Finally, when audit readiness was achieved across audit
areas, a full audit was conducted. The 2005 FIAR report explains that this strategy complies with the 2002
NDA A; for example, the validation and assessment stage is only conducted on areas that management asserts
are audit-ready and the validation and assessment is limited in scope (and presumably cost) because it is “a
limited review of controls and procedures to determine if the financial information is a credible candidate
for a full financial audit.”8

Because DoD started publishing FIAR reports in December 2005, they have contained detailed plans
about the goals of DoD components broken down by fund (e.g., Army GF and AWCF) and business areas

16 QUSD(C), 2005; Pub. L. 107-107, 2001.
17 pub. L. 107-107, 2001, Section 1008(b).
18 OUSD(C), 2005, p. 11.
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(e.g., FBWT, real property) and intermediate milestones for those efforts. The reports present these goals as
timeline projections. The projections are often not directly comparable across years because the business
areas often change scope and the intermediate milestones change. Across these progress reports, three trends
suggest the Army (and DoD as a whole) had over-optimistic projections of financial audit challenges.

First, the standard of audit success in the reports became less ambitious and easier to achieve over time:

 Reports from December 2005 to September 2006 included “projected timeframes for achieving favor-
able audit results.”®

o An abbreviated June 2007 report included a memorandum explaining the need for a “revised audit
strategy.”20

« Forecasts beginning in the September 2007 report focused on “audit readiness validation” in which OIG
or IPA “validates management’s assertation [of audit readiness] using an examination engagement.”?!

- FIAR guidance clarifies that this validation is an “audit readiness examination” for the independent
auditor to “perform an attestation on . .. Audit Readiness Assertion.”?? Thus, the validation of audit
readiness is intended to make substantial progress toward achieving a clean audit without engaging
in a complete, full-scope audit.

» Reports beginning in May 2015 began to discontinue the requirement for an independent, external vali-
dation of audit readiness by allowing validation to be conducted internally.?* In the May 2015 report,
the Navy planned to conduct all validation internally, the Air Force planned to conduct most validation
internally, and the Army still planned to mostly conduct validation externally. Beginning with the May
2016 report, the Army planned to conduct all validation internally.?*

The second trend is that the definition of auditability or audit readiness changed over time and became
easier to achieve:

o When FIAR shifted its standard of success to audit readiness from favorable audit results, it did not
provide a definition of auditability or audit readiness but developed business rules where audit readi-
ness was a step on the path to a full financial statement audit by OIG or an IPA firm. It states its overall
strategy as

19°QUSD(C), 2005, p. 40.

20 Tina W. Jonas, Update on Financial Improvement and Audit Readiness Activities, Office of the Under Secretary of Defense,
July 13, 2007.

21 QUSD(C), Defense Financial Improvement and Audit Readiness Plan: FIAR Plan, U.S. Department of Defense, Septem-
ber 30, 2007, p. 6. This validation strategy was reflected in earlier FIAR business rules (e.g., the “Assessment” phase of the
December 2005 business rules [OUSD(C), 2005, p. 11]), but the forecast dates were formally based on a favorable audit, whereas
this change moved the forecasts to this earlier validation and assessment step.

22 QUSD(C), Financial Improvement and Audit Readiness (FIAR) Plan Status Report, U.S. Department of Defense, May 2010a,
p. AIV.1.

23 For example, two Army audit areas are footnoted as “The Army will conduct internal reviews of audit readiness work prod-
ucts to validate corrective actions have been implemented and deficiencies remediated” (OUSD(C], Financial Improvement
and Audit Readiness (FIAR) Plan Status Report, U.S. Department of Defense, May 2015a, p. ES-5).

24 QUSD(C), Financial Improvement and Audit Readiness (FIAR) Plan Status Report, U.S. Department of Defense, May 2016a.

99



Organizing for Army Financial Audit Success: Steering Army Organizations Toward Financial Audit Success

The Department’s strategy for achieving unqualified audit opinions on its financial statements is to make
and validate incremental improvements. Once sufficient progress is demonstrated and validated at lower
levels, the Department can progress to full financial statement audits.?®

o The 2011 FIAR guidance introduced a formal definition of auditability in its glossary, emphasizing that
organizations must make substantial progress toward a clean opinion to be deemed auditable:

Management’s ability to assert that its financial statements, a financial statement line item, or a process/
sub-process has sufficient control activities and adequate documentation to undergo an examination or a
financial statement audit by an independent auditor and obtain an opinion from the independent auditor,
stating that the aforementioned items are free of material misstatement.?®

o In the 2017 FIAR guidance, the definition was changed substantially by replacing the word “undergo”
with “begin” and the language about the need to “obtain an opinion” that the items are “free of material
misstatement” disappeared:

Management’s ability to assert that its financial statements, a financial statement line item, or a process/
sub-process has sufficient control activities and adequate documentation to begin an examination or a
financial statement audit by an independent auditor.?’

The third trend is that the projected schedules for achieving the Army’s audit goals slipped significantly
over time. Figure B.7 shows how the audit goals changed over time for a selection of audit areas that were
reported relatively consistently across the reports. Initially, when projections were first made in 2005, the
Army forecast that some areas, such as FBWT (the funds available to pay for Army expenditures), would
receive “favorable audit results” by December 31, 2008, while the latest favorable results would be achieved by
December 31, 2012 (e.g., for environmental liabilities).?8

The September 2007 report reflected a revised audit strategy, with many of the projected dates delayed, and
the OM&S projected date was forecast as last to achieve favorable results by September 30, 2016.2° Through-
out the following years, the projected audit readiness dates generally were delayed as auditability success
proved difficult, although some projected goals were occasionally moved forward, only to be delayed later.

Although the standard of success, the definition of auditability, and the projected timelines for achieving
audit readiness in different areas changed, one constant emerged in the September 2007 report: the date of
audit readiness across the Army, Navy, and Air Force. It was projected for FY 2017 and remained thus in the
ensuing years’ reports, enabling the initial DoD audit in FY 2018. However, the Army was substantially less
prepared for the audit than was hoped when FIAR efforts began.

Thus, by 2017, DoD had completed the shift from efforts to make improvements in preparation for a suc-
cessful audit toward a strategy of conducting an audit and making changes in response to the audit’s findings.
David Norquist, who was nominated but not yet confirmed as DoD Comptroller when the 2017 update to the
definition of auditability was made, explained the strategy as follows:

25 OUSD(C), 2007, p. 5.

26 OUSD(C), 2011c, p. G-1.

27 OUSD(C), Financial Improvement and Audit Readiness (FIAR) Guidance, U.S. Department of Defense, April 2017a, p. E-1.
28 OUSD(C), 2005.

29 OUSD(C), 2007.
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FIGURE B.7
Evolution of Projected Dates to Achieve Audit Goals in a Selection of Army Audit Areas
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SOURCE: FIAR semiannual reports from OUSD(C), December 2005 to November 2016.
NOTE: Dotted lines show trends across report dates that did not include projections for the audit area. Dates are for GF audit areas (or areas
where GF versus AWCF is not specified).

Through many years over multiple administrations the Department of Defense has declined to conduct a
full-scope financial statement audit. The theory was—in part—why should we conduct an audit until we
are certain that we can pass. My experience as CFO of the Department of Homeland Security has taught me
that it doesn’t work that way. No one wants to get audited, but if you want to improve the most important

step you can take is to start the audit.3°

30 Defense News, 2020.
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APPENDIX C

DHS Audit Efforts

The creation of DHS in 2003 was one of the largest reorganizations in the federal government following
World War II. It consolidated 22 new and existing offices and agencies under the third-largest federal depart-
ment. DHS inherited several financial management systems and processes with their own legacy issues,
which created significant challenges for DHS with its financial management.! Specifically, the department
inherited 30 legacy internal control weaknesses when it was created. Its appropriations were spread over 70
different appropriations and over 100 programs, projects, and activities. GAO specifically noted in 2004 that
DHS’s legacy systems had “a myriad of problems, such as disparate, nonintegrated, outdated, and inefficient
systems and processes.”

DHS was not initially subject to the CFO Act or FFMIA. However, in 2004, Congress passed the DHS
Financial Accountability Act, which, among other things, subjected DHS to these requirements and required
DHS to participate in an audit of its financial statements and internal controls over financial reporting.
GAO reported in May 2023 that “DHS faced challenges similar to DoD’s in achieving a clean audit opinion,
including business and operational issues, use of outdated systems, and the lack of a strategy to achieve its
audit goals.™ Despite the challenges it faced, DHS went from ten audit qualifications to zero and remediated
hundreds of control deficiencies from 2006 to 2013.> The department obtained a clean audit opinion on its
financial statements in FY 2013 and has sustained clean opinions through 2023.

Although DHS faced significant challenges in obtaining a clean audit, former DHS CFO David Norquist,
former DHS CFO Peggy Sherry, former DHS Director of the Office of Financial Management Larry Bedker,
and former lead audit partner at KPMG to DHS Scot Janssen wrote that the department focused its efforts
on six goals:

o developing a strong financial management foundation

« establishing an internal control and risk management framework
o focusing on the balance sheet first

 working around financial systems limitations

« employing innovative strategies for hard-to-audit areas

o providing strong and consistent leadership support.¢

1 See, for example, McCoy Williams, Testimony Before the Subcommittee on Financial Management, the Budget, and Interna-
tional Security, Committee on Governmental Affairs, U.S. Senate: Department of Homeland Security, Financial Management
Challenges, U.S. Government Accountability Office, GAO-04-945T, July 8, 2004.

2 Williams, 2004.
3 Khan, 2023a, p. 5.
4 Khan, 2023a, p. 5.

5 David Norquist, Peggy Sherry, Larry Bedker, and Scot Janssen, “DHS: The Road to a Clean Opinion,” Journal of Govern-
ment Financial Management, Vol. 63, No. 2, Summer 2014, p. 45.

6 Norquist et al., 2014, p. 41.
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According to Norquist et al. (2014), DHS’s first step established policies and procedures for financial
reporting, including creating centralized metrics and review processes, training staff involved with the
financial audit, and filling key positions.” These actions were intended to help DHS understand the depth
and breadth of problems early on. DHS also established an internal control framework and developed cor-
rective action plans for material weaknesses focused on remediation, not simply testing deficient controls.?
Importantly, DHS sought to identify root causes for internal control deficiencies. The CFO prioritized areas
that were critical to a clean audit opinion through developing and implementing action plans in key areas and
prioritizing the balance sheet, specifically FBWI. DHS included both remediation of weaknesses relevant to
the audit and “re-engineering business processes to ensure sustainable success in the long term.”

In addition, DHS faced difficulty modernizing its financial systems. DHS first began attempting to mod-
ernize its financial systems in FY 2004, when it tried to develop an enterprise-wide system known as Elec-
tronically Managing Enterprise Resources for Government Effectiveness and Efficiency, or eMerge2. DHS spent
$52 million but was unsuccessful in deploying the system. Its next effort, an enterprise-wide system known as
Transformation and Systems Consolidation from FY 2007 to FY 2011, was also unsuccessful.!” Next, in 2014,
DHS sought to use a federal shared service provider, but this approach was ultimately cancelled because of
the provider’s inability to handle an organization of DHS’s size and complexity. DHS eventually found incre-
mental success in modernizing financial systems for certain offices and components, including the Coun-
tering Weapons of Mass Destruction office, the Transportation Security Administration, and the U.S. Coast
Guard.!! DHS plans to reform financial systems for other DHS components while continuing to obtain clean
financial statement audits.!?

Despite these recent achievements, DHS leadership previously recognized the need to make progress
toward a clean audit absent modernized financial systems. DHS sought to devise workarounds where feasi-
ble. For example, the Coast Guard developed a separate auditable system for transactional-level support when
its general ledger could not support an audit of FBWT.!3 Auditors also noted in FY 2012 how the Coast Guard
used manual workarounds and nonstandard adjustments because its core financial system was not activated
and key attributes were missing.! In another example, Coast Guard used Global Positioning System receivers
to identify locations for real property and engineering studies to develop cost estimates to provide sufficient
audit support.!®

In their article, Norquist et al. provided the following advice based on their experience to achieving a
clean opinion in DHS:

o do not fight the audit

7 Norquist et al., 2014, p. 41.
8 Norquist et al., 2014, pp. 41-42.
9 Norquist et al., 2014, p. 42.

10 Asif A. Khan, DHS Financial Management: Additional Efforts Needed to Resolve Deficiencies in Internal Control and Finan-
cial Management Systems, U.S. Government Accountability Office, GAO 13-561, September 30, 2013, p. 5.

11 paula M. Rascona, DHS Financial Management: Actions Needed to Improve Systems Modernization and Address Coast
Guard Audit Issues, U.S. Government Accountability Office, GAO-23-105194, February 28, 2023, pp. 47-48.

12 Khan, 2023a, p. 1.
13 Norquist et al., 2014, p 44.

14 DHS OIG, Independent Auditors’ Report on DHS’ FY 2012 Financial Statements and Internal Control over Financial Report-
ing, OIG-13-20, November 14, 2012.

15 Norquist et al., 2014, p. 44.
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o look for the problems you do not know exist

o not everything is material

o take time to identify the root cause

« do not wait for the perfect plan

o leadership commitment counts

« have enough people with the right experience
o expect more from your audit

o find a way to measure progress

 promote constant, open communications.”¢

Although it may differ from the Army in size and complexity, the DHS audit experience showed that
despite significant challenges, DHS achieved its goal of a clean audit opinion through considerable effort
and without fully modernized financial systems. Although DHS sought to address NFRs and material weak-
nesses, it recognized the need to identify problems and address root causes. However, DHS recognized that
comprehensive root cause—based remediation plans are desirable but may not always be feasible or necessary.
DHS emphasized leadership engagement, employee skill sets, and coordination with the auditors to obtain
its audit goals.

16 Norquist et al., 2014, pp. 45-46.
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APPENDIX D

Data and Information Systems That Support Army
Financial Management and Audit

To support, execute, monitor, and report on the multitudes of DoD’s complex structures, leaders require
information systems, authoritative data, and analytical capabilities that are accurate, reliable, interoperable,
and timely. Audit is an inherently data-driven activity, and data integrity and usability are intrinsically linked
with digital data systems. The Army has many data systems that supply data that is evaluated by auditors, and
the data systems environment is always undergoing changes and updates. Although a full inventory of rel-
evant systems is outside the scope of this study, this section provides a brief introduction to the kinds of data
systems that support financial management and audit in the Army and the organizations that oversee them.

There are about 60 financial management systems, with a total of over 200 systems contributing data that
is relevant to financial management activities.! Systems span a wide array of functions, including

o Enterprise resource planning (ERP) systems that provide comprehensive tracking of business functions
(e.g., GFEBS and LMP)

o financial management, inventory, and cost estimation systems that track financial transactions, inven-
tory, budgets, costs, and expenditures (e.g., Army Equipping Enterprise System; planning, budgeting,
and execution; and Budget Analysis and Rate Development System)

o real property and installation management systems that record inventories of real property and help
manage real property (e.g., Headquarters Installation Information System and Real Property Planning
and Analysis Systems)

o payroll and personnel systems that provide workforce, payroll, records, and benefits management, as
well as employee-facing systems (e.g., IPPS-A)

o systems that provide costing capability and inventory management for foreign military sales (e.g., Inte-
grated Major Pricing Analysis and Reporting Tool)

o internal control and risk management systems that help identify, assess, and manage risks and internal
controls (e.g., APP and the APP’s Army Control Catalog)

o banking and accounting systems that provide banking, investment, reporting, and accounting capabili-
ties (e.g., IMCOM Army Banking and Investment Fund Direct and EagleCash)

o acquisition and supply chain management systems that track contracts, requirements, and acquisition
supply chains (e.g., Acquisition and Requirements Tracking System)

« audit facilitation and management systems that help plan, execute, and monitor audits and audit reme-
diation activities (e.g., Army Audit Document Repository and Army Audit Response Tool)

o data analytics and reporting systems that provide reconciliation between authoritative data and infor-
mation systems across domains to support analysis and dashboarding (e.g., Advana and Vantage)

1 Former Army Auditor General, interview with the authors, February 2, 2023.
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Data and Information System Modernization

Several efforts that may affect financial management and audit are underway, and we highlight a small subset
here.

The most-visible efforts around data and information systems modernization are the development and
implementation of two data analytics and reporting systems, one that encompasses all of DoD and one that
is Army-specific. Advana, designed and developed by Booz Allen Hamilton, is DoD’s cloud-based executive
analytics and data lake platform. The Office of the Secretary of Defense is continuing to build out this system,
which is designed to codify system-to-system reconciliation between multiple systems of record that support
business processes. Service systems related to financial management are being integrated into Advana, but
in discussions with us, OASA (FM&C) managers identified several remaining barriers to integration. Build-
ing interfaces to the large number of complex systems is difficult and costly and is especially delayed on the
Advana Secret Internet Protocol Router (SIPR) side, with manual integrated processes still needed. Advana
is not intended to become a system of record for any data but provides data integration, reconciliation, docu-
mentation, and analysis and reporting capabilities based on this integrated data environment in both unclas-
sified and SIPR environments.? OASA (FM&C) envisions that Advana will become part of the solution for
reconciling data across financial management systems in support of audit. Similar to Advana, the Army is
also creating its own executive analytics and data lake solution called Army Vantage. Developed by Palantir,
Vantage is not being considered as a central integrator for financial management data.

In addition to implementing data reconciliation, standardization, and improved analytics through
Advana, the Army is developing a replacement for outdated ERP systems via an integrated business opera-
tions solution, called EBS-C.3 The Army intends to combine its multiple ERP systems into a single integrated
solution across finance and logistics that can provide Army-wide real-time reporting. EBS-C development is
in the requirements development phase.

2 An exception is that data from legacy systems that have been retired will be stored in Advana.

3 U.S. Army Program Executive Office Enterprise Information Systems, “Enterprise Business Systems—Convergence
(EBS-C),” information sheet, April 2023.
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APPENDIX E

Governance of Army Financial Audit Efforts

In this appendix, we review the governance bodies that guide and manage Army financial audit efforts. We
first review Army governance documents that describe these governance bodies to identify 16 bodies with
financial audit responsibilities. We further identify ways in which these organizations coordinate with each
other. Finally, we provide an in-depth review of the BMAC forum where, at the request of ASA (FM&C),
the BMAC forum’s chair, we looked at opportunities to expand the role of the BMAC forum in Army finan-
cial audit activities and identified other ways to improve the division of responsibilities between the BMAC
forum and SMC.

Governance Related Documents

We reviewed 14 documents to identify the governance bodies with roles and responsibilities related to audit
improvement. We reviewed three types of documents, including ARs and Execute Orders (EXORDs), audit-
focused memorandums and charters, and financial management strategic documents and plans.! The fol-
lowing documents served as our primary sources for the analysis:

o Army Audit Acceleration Plan (2023)

o Army Audit Committee Charter (2023)

o Army CAP Management Standard Operating Procedures (2023)

o CAER Audit KPIs and CAER Metrics Presentations (2022)

» Army Financial Management Strategy 2028 Campaign Plan FY 2023 (2022)
« HQDA EXORD 026-18, Army Auditability (2017)

o AR 5-1, Management of Army Business Operations (2015).

To give a sense of the information provided in these documents, the Army Audit Committee Charter
included instructions on the purpose, structure, membership, functions, and coordination responsibilities
of the Army Audit Committee. For example, the committee seeks to promote inter-Army dialogue on audit
issues, and members are required to relay information shared during committee meetings to their respective
teams and SMEs to solicit input on auditability efforts.

1" We categorized these into two groups: (1) those which detailed financial management guidance that included informa-
tion on the audit or audit improvement process and (2) documents written particularly about the Army’s audit improvement
efforts. There were eight financial management guidance documents and six audit improvement focused documents. We used
a mix of both types of documents to determine the relevant governance bodies.

2 DA, 2023b, pp. 1-5.
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Governance Bodies Involved in the Army’s Audit Efforts

We identified 18 governance entities (both bodies and positions) that have roles and responsibilities related to
the Army’s audit improvement efforts. We counted two entities that already existed prior to the Army’s audit-
ability improvement efforts but that play a role in the oversight and coordination of these efforts.> We also
identified 16 governance bodies that were formed after 2016, many of which were in response to the Army’s
first audit in 2018 and in improving the audit process since that time. Table E.1 lists the governance entities
with functions related to audit efforts.

Coordination Between Governance Bodies

Figure E.1 provides a high-level overview of the coordination between governance bodies described by audit-
specific documentation. Several forums support audit decisionmaking at the strategic level. The Command
Audit Cell forum monitors and oversees the progress of the activities performed by the Command Audit
Cells, which lead their command’s financial audit activities, including facilitation and promoting financial
management improvements.? The CAER forum will establish and review audit progress KPIs, including
audit samples, responses, and failures.> The Army Sync Meeting is a high-level, weekly meeting chaired by
G-3/5/7 that tracks a wide variety of activities across the Army. Among these are activities related to the
financial management Campaign Plan, including tracking items and metrics associated with audit. With
the support of the Command Audit Cell Forum, CAER forum, and Army Sync Meeting established through
LOE 3, the Army Audit Committee determines priority areas to be included into the Army Audit Roadmap.

At the tactical and operational levels, several teams under the direction of the individual BMACs are
responsible for CAP development, including the CAP management and validation teams, priority leads, and
CAP development owners. The individual BMACs are responsible for assigning these teams to audit priority
areas for CAP development and remediation. The BMACs then report on CAP progress and metrics during
the BMAC forum.® Critical information from the BMAC forum ultimately informs the Army Audit Com-
mittee’s discussions and action items.

3 We considered a body to be preexisting if it was formed prior to 2016.
4 DA, 2023b.

5 CAER holds leaders responsible and accountable for fiscal stewardship and focuses on three areas of financial manage-
ment: operations and management de-obligations, under-execution of the operations and management budget, and uncol-
lected reimbursables. See U.S. Army, undated; ASA (FM&C), “Revised Audit—KPI Descriptions,” information sheet, Depart-
ment of the Army, undated-b.

6 We discuss the individual BMACs and BMAC forum roles and responsibilities in detail in the next section.
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TABLE E.1

Governance Bodies and Positions with Audit-Related Functions

Governance Body

Purpose

Audit-Related Function

Command audit cell

forum

CAER forum

Army synchronization

meeting

LOE 3

Army audit

committee

AAT

CPTF

TDT

BMACs

BMAC forum

CAP management
team

SMC

SAT

Lead their command’s financial
audit response planning,
execution, and reporting

Provide commanders with
visibility of the command fiscal
health

High-level weekly meeting
chaired by G-3/5/7 that
includes review of items in
Army’s Campaign Plan

LOE to improve financial
operations and achieve
sustainable auditability

Perform the function of the
risk management council as
outlined in OMB guidance

Assess barriers to audit
preparedness across all
priority focus areas

Demonstrate process and
technology improvements
before scaling to the Army
enterprise

Agile IT-focused team that
identifies solutions to automate
business processes

Govern corrective action
efforts within their respective
business mission areas

Oversight of progress toward
key milestones that will
support an audit opinion for
the Army

Manages and facilitates the
NFR and CAP process

BMAC forum is the SMC
for the OMB Circular A-123
program

Voting members of the Army
Audit Committee providing
oversight on internal controls
(program, operational,

and administrative) for the
Secretary of the Army

Facilitate audit activities across the command and serve as a liaison
between internal and external auditors, the Army, installations, or
service providers

Measures the number of audit samples, responses, failures, and
status of samples with follow-up action required (Army Audit
Response Tool/Army Financial Audit Collaboration Tool data)

Tracking and discussing audit activities and metrics

Assigns audit-related initiatives, tasks, and subtasks to points of
contact with timelines and associated outputs

Responsible for the strategic direction of the Army’s RMIC program,
identifying systemic weaknesses, addressing corrective actions

to material weaknesses, identifying priority risk areas, reporting
internal control monitoring results and maintaining the overall state
of RMIC

Supports BMACs with identifying and prioritizing critical
components of associated material weaknesses required for
remediation and downgrade along with implementing control and
process changes

Supports implementation of data, process, and control changes and
validates that changes are ready to scale across the Army enterprise

Supports BMACs for each priority focus area with control
automation development and implementation support at the
enterprise level

Develop IPPs and tracks IPP metrics, assign CAP management and
validation teams, implement control and process changes

Meets monthly to provide the champion of each business mission
area organization; a scheduled opportunity to brief on audit
progress, highlight risks, and elevate key decision points to the
Audit Committee

Assigns a priority lead, business process, and technical team point
of contact to newly issued NFRs and generates periodic status
reports on CAP status

Recommends to the Audit Committee/SAT the reportable conditions
deemed to be material weaknesses

Review the weaknesses identified by SMC and vote on their
inclusion in the annual statement of assurance
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Table E.1—Continued

Governance Body Purpose Audit-Related Function

Priority leads Provides oversight of all NFRs Coordinates with relevant stakeholders to identify and assign
and CAPs aligned to their CAP development owner and senior responsible offices to NFR
priority area conditions and briefs BMACs on CAP status for their priority area

Technical team point Provides subject-matter Performs technical reviews of draft CAP

of contact support to the priority lead and

CAP development owner
CAP validation team Monitors the CAP validation Performs reviews of CAPs developed and provides feedback to the
status and timing of validation CAP development owners and executes business process CAP
validation

CAP development Assigned by a priority lead to  Determines how NFRs should be addressed and develops CAPs

owner remediate NFR conditions and Memoranda for the Record (MFR) to address conditions
Senior responsible Official within a CAP Ensures root-cause analysis has been performed prior to CAP
official development owner who is development and provides CAP development owner with approval

assigned to an NFR condition  for CAPs

BMACs and the BMAC Forum: Coordinating Audit Remediation and
Improvement

The Army organizes its business operations into several domains, known as business mission areas, and
designates process champions (BMACs) within each area. BMACs play critical roles in the Army’s audit
improvement efforts by overseeing the audit process within their respective domains. BMACs coordinate
through the BMAC forum, which enables accountability for audit improvement among the champions.
Because of its critical strategic role, we were asked to identify how the BMAC forum might be more effective
and efficient in fulfilling its audit-related goals.” To better understand how the forum might be improved,
this section outlines (1) the roles and responsibilities of BMACs and the BMAC forum and (2) how BMACs
and the BMAC forum provide critical coordinating support at the operational and strategic levels for audit
remediation and improvement.

Roles of BMACs and the BMAC forum

AR 5-1 defines the roles and responsibilities of BMACs by first delineating and describing the Army’s busi-
ness mission areas as

the business arm of the Army Mission Area framework. Working in coordination with the defense intel-
ligence, warfighting, and enterprise information environment mission areas, the [business mission area]
guides, governs, and manages all business operational activities and associated business system port-
folios within the Army. It is organized along five primary domains (acquisition, financial management
and comptroller, human resource management, installation, energy, and environment, and logistics) that
encompass DOD validated business operational activities. It ensures that the right capabilities, organiza-
tion, resources, and materiel are reliably delivered to the operating force.’

7 Asnoted in Chapter 3, in FY 2024 the Army replaced the BMAC Forum with the AIEC. In addition, the Army reassigned
responsibilities across Army Audit Committee organizations. The discussion and recommendations throughout this appen-
dix reflect responsibilities as of the end of fiscal year 2023.

8 ARS5-1, Management of Army Business Operations, Headquarters, Department of the Army, November 12, 2015, p. 37.
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FIGURE E.1

Overview of Army Financial Audit Governance Body Coordination
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Figure E.1—Continued
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According to AR 5-1, each business mission area domain is led by an ASA. Because the ASA (FM&C)
leads the financial management domain, OASA (FM&C) is responsible for the financial audit business func-
tion, which resides in that domain.’

Next, AR 5-1 defines the process champion role and ensuing responsibilities for each BMA as a

Senior business leaders whose role is to facilitate business processes and systems alignment through the
end-to-end business process value chain, to defend the interests and requirements of Army customers
who depend on [end-to-end] business processes to conduct business. The process champion is the person
or organization responsible for the daily promotion and encouragement to use the process improvement
throughout the [end-to-end] process. Process champions are also responsible for the ongoing training,
assessment, and continuous improvement of their assigned process. For [acquire-to-retire], Service request
to resolution (SR2R), and proposal to award (P2R), multiple process champions are appointed to facilitate
systems alignment by specific functions.!?

Comprising representatives from HQDA, the Army Secretariat, and the Army commands, BMACs are
responsible for the execution of established business processes, which includes audit facilitation and remedia-
tion efforts.!! Serving as managers of the audit corrective action efforts, BMACs develop IPPs at the opera-
tional level.”? BMACs develop IPPs based on the Army Audit Roadmap and include all tasks and remediation
activities for their priority areas, including KPIs and timelines for implementation.!?

BMAGC:s are also in charge of overseeing the development of CAPs that address specific NFRs issued by
the auditor. CAPs consist of underlying root causes of the deficiency, steps to remediate the deficiency, and
the timeline for completion.!*

Formed in 2016, the BMAC forum serves an advisory function for audit-related activities carried out by
the individual BMACs. Consisting of ten organizations that oversee audit remediation efforts, the BMAC
forum convenes each month to report progress on IPPs, identify audit impediments, and propose solutions
for consideration by ASA (FM&C).!> ASA (FM&C) serves as the chair of the BMAC forum and ultimately
directs operational tasks resulting from its coordination and oversight activities.

BMACs: Operational-Level Coordination for Audit Remediation and Improvement

Each individual BMAC is composed of several subgroups that are responsible for different processes related
to audit remediation (see Figure E.1).1° They are supported by AATs for both IPP and CAP development and
implementation. BMACs develop IPPs based on the Army Audit Roadmap and priority areas for the fiscal

° AR5-1,2015.

10 AR 5-1, 2015, p. 42.

11 DA, “Army Corrective Action Plan SOP,” 2023a, p. 5.
12 DA, 2023a, p. 9.

13 DA, 2023a, p. 10.

14 DA, 20234, p. 3.

15 These organizations include DASA(FOI), the AMC Executive Deputy to the Commanding General, ASA(ALT) Deputy
Assistant Secretary for Plans, Programs, and Resources, (CIO), Information Technology Reform, DFAS Deputy Director Indi-
anapolis and Columbus, Assistant DCS G-1/4/9, ASA (M&RA) Deputy Assistant Secretary Army (Civilian Personnel Policy),
and Commanding General USAFMCOM (DA, 2023b, p. 1).

16 The swim lane chart depicted in Figure E.1 and the connections between organizations were developed using documents
related to OASA (FM&C) audit remediation, including the Army CAP standard operating procedure, HQDA EXORD 026-18
Army Auditability Plan, Army Audit Committee Charter, Audit Acceleration Plan.
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year as developed by the Audit Committee. BMACs also develop CAPs, which are the courses of action that
will be taken to resolve NFRs. CAPs include the underlying root cause of the deficiency, milestones needed
to remediate the problem, and the timeline for completion.!”

CAP management is overseen by CAP management teams within each BMAC. These teams are made
up of priority leads, CAP development owners, and technical deployment teams. Priority leads are assigned
by the CAP management team and provide oversight of all NFRs and CAPs aligned with their priority
area. Priority leads oversee assigning the CAP development owner and report the status of CAPs in their
priority area to the individual BMACs. CAP development owners are organizations of multiple individu-
als, assigned by priority leads to remediate specific NFR conditions, and decide the methods by which
NFRs are addressed. They also develop CAPs that describe how those NFRs will be remediated. Within
the CAP development owners, the senior responsible officer supports CAP development by providing root
cause analysis and approval to CAPs post-development. The technical deployment teams and AATs also
assist in CAP development.

Once a CAP is created, the CAP validation team performs a review of the CAPs and provides feedback to
the CDOs. The validation team generates status reports on CAP validation results. The priority lead reviews
and approves CAPs and briefs BMACs on CAP status for their priority area. BMAC, with supporting AATSs,
implements control and process changes, and the validation team monitors and tests controls to identify
shortcomings for immediate action.

BMAC Forum: Strategic-Level Coordination for Audit Remediation and
Improvement

The BMAC forum provides the main channel for communication and collaboration on audit efforts between
the Army’s business mission areas. During the monthly BMAC forum meetings, specified BMACs brief
on audit remediation activities within their priority areas and identify points of coordination with other
BMAC:. If additional resources are required to meet audit remediation goals, BMACs make requests during
their forum presentations. Dialogue and exchanges between BMACs aim to support audit accountability
and the execution of corrective actions in a timely manner. Potential solutions for audit readiness can be
discussed and recommendations can be formulated during the meetings or as a result of the interactions.!

Additionally, the BMAC forum meetings address CAP development and progress on the annual prior-
ity areas through metrics on outcomes and milestones. For example, pertaining to CAP development, the
BMAC forum tracks total NFRs without CAPs and CAP timelines, including those approaching deadlines
and those past due. Each BMAC is also responsible for presenting metrics and IPP reports for their priority
areas during the BMAC forum. As an example of a metrics report, during the May 2023 BMAC forum meet-
ing, USAFMCOM presented on their journal voucher priority area. Their metrics report presented quanti-
tative information used to track their progress, including ratio of journal vouchers reviewed for root cause
analysis to number of reporting level journal vouchers per month and number of Defense Data Repository
System-Budge Journal Vouchers resolved or moved to GFEBS.! The IPP report tracks IPP progress through
a combination of outcomes and milestones with proposed dates of completion. Each outcome is correlated
with specific NFRs, and milestones are the steps taken to close those NFRs.

17.DA, 2023a, p. 3.
18 DA, 2023c, pp. 2-3.
19 OASA (FM&C) “BMAC Meeting,” Department of the Army, May 19, 2023f.
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The BMAC forum also serves as the Army’s SMC for enterprise risk management in accordance with the
OMB Circular A-123 RMIC program.?® The BMAC SMC recommends material weaknesses to include in
the annual statement of assurance to the Audit Committee, oversees corrective action implementation, and
determines when material weaknesses have been corrected.!

Cross-Level Coordination for Audit Remediation and Improvement

To provide a high-level overview of the different levels of interactions and coordination between the vari-
ous groups and subgroups involved in audit remediation and improvement, we developed Figure E.2. The
flowchart displays the interconnections of each group involved in the audit remediation process in a hier-
archical fashion to better illustrate the levels of coordination, particularly between the BMACs, the BMAC
forum, and other audit-supporting organizations. At the tactical level, several groups provide support for
CAP and IPP development and implementation, leading to NFR remediation. These groups report task prog-
ress to BMACs, who oversee and manage the processes at the operational level with support from AATs and
CAER.?2 The BMACs meet monthly at the BMAC forum to report on audit remediation activities and met-
rics in their priority areas, moving from the operational to strategic level. The Army Campaign Plan also des-
ignates that progress on audit metrics within the plan will be discussed at the Army synchronization meet-
ing. Progress on audit remediation activities is then reported by the individual BMACs to the Army Audit
Committee, which is ultimately used to inform subsequent audit roadmaps and FY priority areas.

Opportunities to Expand the BMAC Forum’s Role and Increase Its
Efficacy

Individual BMACs and the BMAC forum play vital operational and strategic roles in the Army’s audit improve-
ment efforts. The BMACs serve as managers and overseers of critical audit processes and come together in
the BMAC forum, serving as a conduit between the tactical, operational, and strategic audit efforts. Because
of the BMAC forum’s critical role, we were asked to consider potential options for increasing the forum’s effi-
cacy by the forum’s chair, ASA (FM&C). As part of this consideration, we reviewed the forum’s charter and
meeting materials to determine its purpose and supporting activities and whether the body meets its stated
purpose. We then compared the BMAC forum with the Army Audit Committee because the committee also
brings together cross-Army representatives to address audit efforts, although at a higher organizational level.
Through this comparative exercise, we concluded that although the forum meets its obligations, its desig-
nated activities are limited to coordinating functions. Comparatively, the Army Audit Committee’s activi-
ties include more managerial and executive functions. ASA (FM&C) should therefore decide if the BMAC
forum’s efficacy could be improved by increasing its authority to take different type of actions and then
amend the forum’s purpose to meet this new authority.

The charter establishing the BMAC forum lays out the body’s leadership, purpose, membership, and other
managerial details, such as operating costs and administrative support.?3 The charter defines the purpose of
the BMAC forum as an entity that “convenes each month to report the progress of Integrated Project Plans

20 DA, 2023c, p. 1.
21 DA, 2023c, p. 4.
22 We discuss the roles of AATs and the CAER forum in the “Governance Bodies” section.

23 DA, 2023c, pp. 1-6.
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FIGURE E.2
Flowchart of Interactions Between Bodies Involved in Army Financial Audit Management
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(IPPs), identify audit impediments, and propose solutions for any impediments for the consideration of the
ASA (FM&C).”>* To meet this purpose, the charter authorizes the forum to undertake the following activities:

» Promote accountability for IPPs across BMACs and their respective priority areas. BMACs will be
expected to brief the ASA (FM&C) on their audit progress and alignment to business process finish
dates according to plan.

» Encourage coordination among Army commands, DRUs, Army service component commands, Reserve
components, Army secretariat staff, and Army staff with respect to Army financial statement audits and
the Army annual statement of assurance. BMACs are provided the opportunity to coordinate audit
efforts while briefing audit materials at the BMAC forum. Furthermore, BMACs may enlist help from

NFR conditions

address conditions

I

approval of CAPs

4

other BMACs or the ASA (FM&C) to assist with various remediation efforts.

24 DA, 2023c, p. 1.
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» Express any concerns regarding roadblocks that may cause impediments to audit progress. The ASA
(FM&C) or other BMACs may aid based on the issue or issues. The ASA (FM&C) will escalate impedi-
ments to the Audit Committee if the issue may affect a material weakness downgrade date.?

We reviewed materials from six of the monthly meetings of the BMAC forum to determine whether the
body is meeting its purpose and carrying out the prescribed activities. Each BMAC forum meeting focuses
on an individual BMAC reporting on their audit progress through IPP metrics and timelines. For exam-
ple, in April 2023, G-9 briefed the BMAC forum on their progress in the real property and E&DL areas.?¢
The BMAC forum materials noted opportunities for exchanges to occur between the BMACs in attendance,
ending each session with final comments and key takeaways. They also outlined when challenges and needed
assistance were discussed during the meetings. We also confirmed during interviews with participants in the
BMAC forum that all BMACs attend the meetings, and the ASA (FM&C) attends each meeting to listen and
refer critical issues to the Army Audit Committee.?” Thus, based on our assessment of BMAC forum materi-
als and discussions with participants, we determined that the BMAC forum’s operations meet the activities
outlined in the charter’s stated purpose.

The language used in the BMAC forum’s charter to describe its purpose and three supporting activities
clearly indicates a limited coordinating role for the forum. As the charter makes clear, the forum may only
promote, encourage, and express, all verbs that align closely with coordination and discussion. Although the
use of this kind of language is appropriate for a coordinating governance body, it does limit the authority of
the BMAC forum. Essentially, the forum’s purpose focuses only on facilitative actions, not executive actions.
To provide a comparison, we reviewed the Army Audit Committee charter for its purpose and supporting
activities. According to that charter, the Army Audit Committee is an entity that “will meet quarterly to
review the latest audit metrics and progress, and to solve critical Army wide audit challenges.”® Similar to the
BMAC forum, the charter empowers the committee to undertake activities to support the stated purposes:

1. Formulate audit remediation solutions and corrective actions across the Army for USA and VCSA
that comply with legal and regulatory requirements.

2. Identify risks to key Army business processes, particularly those that affect the entire enterprise or
multiple separate processes and provide direction and guidance for risk management and internal
controls.

3. Provide direction for audit remediation prioritization and resourcing for solutions that exceed indi-
vidual organization capabilities.

4. Receive the IPA financial statement audit quarterly update. The IPA is not a member of this intra-
Army committee and does not attend the business portion of the meeting.?

The language used to describe the Army Audit Committee’s authorities clearly differs from that in the
BMAC forum charter. The Army Audit Committee can formulate solutions and corrective actions, identify
risks, and provide direction, guidance, and resourcing for items related to audit remediation. The authorities
provided to the Army Audit Committee thus move beyond the facilitative to the executive.

25 DA, 2023c, p. 2.
26 OASA (FM&C), “BMAC Meeting,” April 21, 2023c, pp. 18-29.

27 Army official, interview with the authors, April 24, 2023; Audit Readiness Division Chief, interview with the authors,
June 9, 2023.

28 DA, 2023b, p. 1.
29 DA, 2023b, p. 1.
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As part of our research, we were asked to consider how the Army might increase the efficacy of the BMAC
forum. To understand what the BMAC forum is permitted to do, we reviewed the forum’s charter for its
purpose and supporting authorities. We found that the charter lays out a primarily coordinative role for the
BMAC forum, limiting its activities to those that enable collaboration and discussion. We also determined
that the forum meets its purpose by carrying out the activities it has been authorized to conduct. However,
as the previous section highlights, the BMAC forum sits at a critical node of the Army’s audit improvement
efforts and could potentially increase its efficacy with increases in responsibility and authority. Should the
Army decide to elevate the BMAC forum to increase its efficacy, they would need to amend the forum’s pur-
pose and authorities to allow it to take or direct executive actions, moving beyond its facilitative role.’® The
Army could refer to the language used to describe the Army Audit Committee’s purpose and actions when
deciding how to articulate an expanded role for the BMAC forum.

Potential BMAC Forum Expanded Role: Leading Internal Control Assessments

This section describes the misalignment of responsibilities between the Army Audit Committee and the
BMAC forum in relation to SMC and SATs required by OMB Circular A-123. We provide recommenda-
tions to realign these entities with appropriate responsibilities to enhance governance of important finan-
cial audit efforts.

The BMAC forum serves as the Army’s SMC.3! OMB Circular A-123 says that “agencies must have a
Senior Management Council (SMC) to assess and monitor deficiencies in internal control.”? In addition,
Circular A-123 says that “the SMC should also include Senior Assessment Teams (SATs) to lead assessments
related to the objective of internal control over reporting.”

SMC composition: OMB Circular A-123 gives agencies discretion over how to structure the SMC but
suggests

the Chief Financial Officer, Chief Human Capital Officer, Chief Information Officer, Chief Information
Security Officer, Chief Acquisition Officer, Senior Agency Official for Privacy, Designated Agency Ethics
Official, and Performance Improvement Officer and the managers of other program offices, must be
involved in identifying and ensuring correction of systemic material weaknesses relating to their respec-

tive programs.>*

OMB Circular A-123 does not prescribe the leadership of the council but does say that “such councils gen-
erally recommend to the Agency head.”> A previous version of Circular A-123 (which did not yet prescribe
the use of an SMC) suggested that the SMC is “often chaired by the agency’s lead management official.”3

30 The Army would also likely need to consider whether to change the Forum’s leadership and determine if the current Forum
structure meets the new expanded role.

31 DA, 2023c.

32 Donovan, 2016, p. 23.

33 Donovan, 2016, Section ITI(A), p. 24.

34 Donovan, 2016, Section ITI(A), pp. 23-24.
35> Donovan, 2016, Section ITI(A), p. 24.

36 Joshua B. Bolten, Management’s Responsibility for Internal Control, Circular No. A-123, Revised, Office of Management
and Budget, December 21, 2004, Section I(A), p. 6. The previous version of OMB Circular A-123 is no longer in effect, so noth-
ing in the previous version can be interpreted as requirements for the Army. However, in this section, we cite findings and sug-
gestions from this previous version that appear to continue to be valid findings and suggestions, even if they are not in current
policy. In addition, a revised OMB A-128, Appendix A, that superseded the old Appendix A and several related documents
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SAT composition: OMB Circular A-123 does not provide guidance on SAT composition but instead directs
agencies to Appendix A of OMB Circular A-123. The new Appendix A, issued in 2018, however, is consid-
erably sparser than the Appendix A that existed in 2016 and does not address SMCs or SATs. The previous
Appendix A suggested that a single SAT “includes senior executives and derives its authority and support
from the head of the agency or the Chief Financial Officer” and that the SAT “could be a subset” of the SMC.3”

Table E.2 compares the suggestions from the current and previous version of A-123 with the composition
of the Army’s SMC (described in the BMAC forum charter). We also list the composition of the Army’s SAT,
which is described in the Army Audit Committee charter because the voting members of the Army Audit
Committee serve as the Army’s SAT.3® The composition of the Army’s SAT (i.e., the Army Audit Committee)
appears much closer to the OMB Circular A-123 suggested composition than the Army SMC (although there
are several gaps). At the top, the Army SAT is co-led by the USA and VCSA, even though the OMB Circular
A-123 suggestion is for this position to be led by the chief financial officer. SMC is led by ASA (FM&C); thus,
the leadership of the Army’s SMC and SAT appear backwards. In addition, the composition of SMC is less
senior than the composition of SAT.

SMC and SAT responsibilities: Table E.3 lists the SMC and SAT responsibilities prescribed by OMB Cir-
cular A-123, which fall into four areas. The first area concerns the determination of material weaknesses.
Although both the Army’s SMC and SAT have responsibilities for material weaknesses, the Army’s SMC is
playing a supporting role to the Army’s SAT, which is serving a role closer to the one OMB Circular A-123
prescribes to the SMC. The second area concerns the oversight of corrective actions. Here, only the Army’s
SMC has prescribed roles, which is consistent with OMB Circular A-123, although, as we discuss above, the
composition of the Army’s SMC appears misaligned. The third area covers recommendations for down-
grades to material weaknesses. Again, only the SMC is prescribed roles, although with the misalignment of
the Army’s SMC composition, the recommendations are formed by an SMC with reduced scope and seniority
from that suggested in OMB Circular A-123. The fourth area is leading internal control assessments. Consis-
tent with OMB Circular A-123, only the Army’s SAT has responsibilities in this area, although they appear
more focused on oversight than being a true lead.

Using our review of the SMC responsibilities listed in Table E.3 and the BMAC forum slides, we have
identified potential gaps in the Army’s SMC and SAT. Some of these potential gaps exist because of the way
the Army’s charters are written compared with OMB Circular A-123 suggestions. Other potential gaps are
due to our observations about the BMAC forum’s activities; however, we caveat that we reviewed only six
months of slides from the forum and did not attend meetings, so our observations are limited. Our findings
are summarized as follows:

o Determination of material weaknesses: We did not observe any BMAC forum activities that helped
determine material weaknesses. Material weaknesses are mostly provided by the external auditor,
while some are “self-identified” by reporting organizations and government auditors, such as AAA and
GAO.»

explains that this supersession was to “reduce administrative burden and confusion resulting from duplicative guidance” but
this guidance related to Appendix A “are retained as best practices to be adopted at the discretion of management” (Mick
Mulvaney, “Appendix A to OMB Circular No. A-123, Management of Reporting and Data Integrity Risk,” memorandum to the
heads of executive departments and agencies, M-18-16, Office of Management and Budget, June 6, 2018, pp. 8-9). In this spirit,
we highlight findings and suggestions from superseded policy as useful guidance for Army decisions about SMC and SAT.

37 Bolten, 2004, Section ITI(A), p. 24.
38 DA, 2023b, Section 9.
39 OASA (FM&C), 2023h.
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TABLE E.2

OMB Circular A-123 Suggested SMC Composition Compared with Army SMC and SAT

Composition

OMB Circular A-123 SMC Suggestion

Army SMC [Participant]

Army SAT

Suggestion from superseded 2004

version

Lead: agency’s lead management official ASA (FM&C) [ASA (FM&C)]

Suggestions from current 2018 version

Chief financial officer

Chief human capital officer

CIO

Chief information security officer

Chief acquisition officer

Senior agency official for privacy
Designated agency ethics official
Performance improvement officer

Managers of program offices

Others not mentioned in A-123

ASA (FM&C) [DASA(FOI)]

ASA (ALT) [DASA-Civilian Personnel]

CIO [Acting CIO]
N/A

Office of ASA (ALT) [DASA-Plans,
Programs, and Resources]

N/AP
N/A°
N/A®
e DCS G-1 [Assistant DCS G-1]

e DCS G-4 [Acting DCS G-4]
e DCS G-9 [Assistant DCS G-9]

USA and VCSA

ASA (FM&C)

ASA (Manpower and Reserve Affairs)
CIO

N/A2

ASA (ALT)

N/AP
N/A®
N/A¢

e ASA (Civil Works)

ASA (Installations, Energy, and
Environment)

Director, Army National Guard
Chief of Army Reserve

CG, FORSCOM

CG, Army Training and Doctrine
Command

CG, AMC

e CG, Army Futures Command

Auditor General of the U.S. Army

SOURCE: Bolten, 2004; Donovan, 2016; OASA (FM&C), “BMAC Meeting,” Department of the Army, June 29, 2023h.

NOTE: N/A = not applicable.

@The Army’s chief information security officer is not part of either governance body.
P The Army’s senior agency official for privacy is the Chief, Army Privacy and Civil Liberties, who is not part of either governance body.
€ The Army’s designated agency ethics official is the General Counsel, who is not part of either governance body.

dThe Army’s performance improvement officer is in the Office of Enterprise Management (formerly Office of Business Transformation), but they

are not part of either governance body.
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TABLE E.3

OMB Circular A-123 SMC Responsibilities Compared with Army SMC Responsibilities

OMB Circular A-123 SMC and SAT
Responsibilities

Related Army SMC (Within BMAC Forum)
Responsibilities

Related Army SAT (Within
Army Audit Committee)
Responsibilities

Determination of Material
Weaknesses

SMC: “Recommend to the Agency
head which significant deficiencies
are deemed to be material
weaknesses to the Agency as a
whole” (Donovan, 2016, Section
(A), p. 24)

Oversight of Corrective Actions
SMC: “Overseeing the timely
implementation of corrective
actions related to material
weaknesses” (Donovan, 2016,
Section llI(A), p. 24)

Recommendations about
Downgrades to Material
Weaknesses

SMC: Contributing the
determination [usually from the
Agency Head or the Office of

the Inspector General] of “when
sufficient action has been taken to

declare that a significant deficiency

or material weakness” (Donovan,
2016, Section llI(A), p. 24)

“Recommends to the Audit Committee/Senior
Assessment team which reportable conditions
are deemed to be material weaknesses to

the Army as a whole and should therefore be
included in the Annual Statement of Assurance”
(DA, 2023c, Section 9(c), p. 4)

“Review identified weaknesses provided by
Statement of Assurance Reporting Organizations
and vote on which weaknesses will be provided
to the Senior Assessment Team for final
adjudication” (DA, 2023c, Section 9(d)(6), p. 4)

“Ensuring correction of material weaknesses
relating to their respective functions” (DA, 2023c,
Section 9(c), p. 4)

“Overseeing the timely implementation

of corrective actions related to material
weaknesses” (DA, 2023c, Section 9(c), p. 4)
“Ensure timely corrective action plans are
developed for all deficiencies identified by the
Senior Assessment Team and auditors” (DA,
2023c, Section 9(d)(1), p. 4)

“Demonstrate commitment to resolving
deficiencies as evidenced by resource
deployment and frequent and regular monitoring
of corrective action progress” (DA, 2023c,
Section 9(d)(2), p. 4)

“Timely review of documented progress in
completing corrective actions” (DA, 2023c,
Section 9(d)(3), p. 4)

“Substantial validation of corrective action
effectiveness and full responsibility for the
remediation of deficiencies” (DA, 2023c, Section
9(d)@), p. 4)

“Determine whether corrective actions have
been substantially completed, and the remaining
actions are minor in scope and are scheduled

to be completed within the next fiscal year” (DA,
2023c, Section 9(d)(5), p. 4)

“Assists the ASA (FM&C) in determining when
sufficient action has been taken to declare that
a reportable condition or material weakness has
been corrected” (DA, 2023c, Section 9(c), p. 4)
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Table E.3—Continued

Related Army SAT (Within

OMB Circular A-123 SMC and SAT Related Army SMC (Within BMAC Forum) Army Audit Committee)
Responsibilities Responsibilities Responsibilities
Leading Internal Control e N/A e “Analyze the results of
Assessments testing and assessment
SAT: “Lead assessments related to of internal controls and
the objective of internal control over financial reports covered
reporting” (Donovan, 2016, Section by the assessment and
(A), p. 24) the processes that impact

those reports” (DA, 2023b,
Section 9(b)(1), p. 2)

e “Report on the results of
the assessment to the
SECARMY” DA, 2023b,
Section 9(b)(3), p. 2)

SOURCES: Donovan, 2016, Section lli(A); DA, 2023c; DA, 2023a; DA, 2023b.
NOTE: N/A = not applicable.

o Oversight of corrective actions: Most BMAC forum activities appear to be concerned with corrective
actions. For example, each month, detailed progress is reported and the BMAC forum conducts deep
dives of business areas. However, given the deep detail of the discussions and the more-junior leader
attendees, the focus appears to lack the high-level, strategic oversight of corrective actions by Army
leadership envisioned by OMB Circular A-123.40

» Recommendations about downgrades to material weaknesses: SMC members voted on whether to down-
grade material weaknesses following the June BMAC forum meeting.*! However, this vote involved
more junior leaders and lacked the scope of leadership as envisioned by OMB Circular A-123.

o Leading internal control assessments: Consistent with Army and OMB Circular A-123 guidance, we did
not observe any Army SMC activities in this area.

The charters we reviewed and assessed in Table E.3 point to a likely gap in the Army’s leading of inter-
nal control assessments. The Army charters only assign internal control assessment responsibilities to SAT,
which is a very high-level body that is likely too senior to sufficiently lead these types of assessments. These
responsibilities are focused on high-level oversight, rather than direction and management. Although the
current version of OMB Circular A-123 provides few details on SAT responsibilities, an OMB Circular A-123
implementation guide suggests the following minimum responsibilities for SAT:42

o determining the scope of the assessment (i.e., those financial reports covered by the assessment and the
processes that affect those reports)
o ensuring that assessment objectives are clearly communicated throughout the agency

40 We were not able to assess whether such high-level, strategic oversight is provided through the Army’s SAT instead,
although we note that this is not listed as an Army SAT responsibility.

41 OASA (FM&C), 2023h.

42 CFO Council, “Implementation Guide for OMB Circular A-123, Management’s Responsibility for Internal Control, Appen-
dix A, Internal Control over Financial Reporting,” July 2005. The OMB Circular A-123 implementation guide was developed
by an independent organization but referenced in OMB guidance and hosted on the OMB website. Much of the older materi-
als associated with OMB Circular A-123 was superseded in a revised OMB A-128, Appendix A (Mulvaney, 2018). The new
Appendix A explains that this supersession was to “reduce administrative burden and confusion resulting from duplicative
guidance” but this guidance related to Appendix A “are retained as best practices to be adopted at the discretion of manage-
ment,” so we highlight this as useful guidance for Army decisions about the SMC and SAT.
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o ensuring that the assessment is carried out in a thorough, effective, and timely manner (effective project
management)

o identifying and ensuring adequate funding and resources are made available

o identifying staff and securing contractors to perform the assessment

o ensuring that the staff and contractor personnel are adequately trained to conduct the assessment

o determining the assessment design and methodology

o ensuring that adequate policies and methods are in place to document the assessment design, methodol-
ogy and results

« analyzing the results of testing and assessment

o reporting on the results of the assessment

 monitoring the progress of implementing corrective actions.

Most of these responsibilities are clearly outside the capabilities of Army senior leaders who meet four
times per year. They also appear to be beyond the scope of the SMC participants who themselves are typically
in mid-level SES positions, although those participants are likely key leaders within their areas of respon-
sibility. Therefore, the BMAC forum may not necessarily be composed of the same participants as the SAT,
although the BMAC forum should provide close oversight and monitoring of SAT activities.

Therefore, to improve consistency with OMB Circular A-123 and maximize the benefits of the BMAC
forum, which appears better suited to oversee and monitor SAT responsibilities, we recommend that the
Army make changes to SMC and SAT responsibilities carried out by the BMAC forum and the Army Audit
Committee, including (1) redesignating its SAT (the Army Audit Committee) as its SMC and assigning it
SMC responsibilities, (2) constituting a new SAT focused on leading internal control assessments through
CMP, and (3) assigning the BMAC forum responsibility for providing oversight and direction for SAT while
continuing to provide detailed monitoring and recommendations to the Army Audit Committee as the new
SMC. More specifically, we recommend the following:

o The Army should redesignate its SAT (held within the Army Audit Committee) as its SMC. The current
structure is most consistent with OMB Circular A-123 suggested structure.

o The new Army SMC, the Army Audit Committee, should be assigned the high-level responsibilities
consistent with OMB Circular A-123 guidance (i.e., overseeing the timely implementation of corrective
actions related to material weaknesses). The BMAC forum can retain the detailed responsibilities relat-
ing to corrective actions that are listed in its charter.

« Although the material weakness-related responsibilities will transfer to the Army Audit Committee as
the new SMC, the BMAC forum should provide recommendations to the SMC on this topic.

o A new SAT should be constituted to lead internal control assessments and be assigned responsibilities.
The BMAC forum should provide oversight and direction to SAT. The Army must coordinate the cre-
ation of this new SAT with the development of CMP, which will conduct internal control testing across
the Army. SAT will likely serve as the management body for CMP; thus, the BMAC forum will serve as
the critical governance body for CMP.

In this appendix, we discussed some of the ways in which Army leadership and, particularly, OASA
(FM&C) leadership is trying to drive the Army’s financial management community toward action and
change that supports audit success. However, as identified in some of the strategic documents discussed
above, achieving audit success will require support from a much broader group of stakeholders across the
Army. In the next appendix, we look at how organizations outside OASA (FM&C) have been increasing their
contributions to audit success and the change effort.
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APPENDIX F

Observer Control/Trainers Training as a Model for
Internal Review Auditor Training

In Chapter 4, we recommended that OASA (FM&C) initiate a pilot program where available IR staff support
financial statement audit activities under OASA (FM&C) direction. A challenge in implementing such a pilot
program (as well as any subsequent larger program) is likely training the IR personnel effectively because
they need to be equipped to effectively support financial audit activities for organizations with unfamiliar
business processes. Several Army managers we spoke with stated that external auditors lack sufficient under-
standing of the Army’s business processes, making it necessary to focus audit facilitation on quickly bringing
these auditors up to speed on the organization’s business processes. Although using IR auditors may mitigate
this challenge because IR auditors are likely to have a stronger understanding of the Army, they may be unfa-
miliar with specific business processes of the organizations they have been assigned to assist. To address this
issue, the Army could use the training received by OC/Ts as a model for training IR auditors to assist with
the financial audit.

OC/Ts are SMEs who observe rotations of units at training centers or in the field and provide feedback
to improve those units’ efficacy.! They are responsible for coaching, mentoring, and, in some cases, facilitat-
ing training. Although they are not always assigned to units that are within their areas of expertise, targeted
training allows them to navigate those areas of operations effectively.

Traditional OC/Ts participate in a week-long training that explains their duties and the expectations
about the unit’s training goals. Similar to OC/Ts, IR auditors are made to understand that every organiza-
tion has business practices relevant to their own requirements, and they must do things differently. The focus
should shift from an auditor-centric focus on what the units are doing to a unit-centric focus on why the units
are doing what they are doing and how they can improve.

The OC/T-like training the IR auditors receive should focus on the following concepts:

« understanding the principles of auditing and how it nests within the bigger picture

« understanding roles and responsibilities as both a liaison and a team member

« understanding the doctrine that governs their office, the nuances, and the pertinence

o understanding the organization that they will be embedded in and what success translates to for that
organization

o developing an overview of the systems they must engage with and their capabilities

1" Combat Training Centers include a professional force of OC/Ts to provide feedback to units undergoing training (AR
350-50, Combat Training Center Program, Headquarters, Department of the Army, May 2, 2018, Section 3-2b). These centers
include three Maneuver Combat Training Centers, where units are sent for training, as well as the Mission Command Train-
ing Program, which is described as the “premier deployable combat training center for implementing, observing, coaching,
and facilitating collective training opportunities and leadership experiences...” (AR 350-50, 2018, Section 1-6a). Mission
Command Training Program OC/Ts are garrisoned at Fort Leavenworth, Kansas, and are deployed to support a variety of
exercises and contingency operations.
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 understanding the organization’s mission and processes and, by extension, outcomes and how they
reverberate across the Army

« understanding that fidelity comes from being on the ground where observation and interaction hap-
pens.
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APPENDIX G

Army Leadership Communications About Why Audit
Success Is Important to the Army

To understand how Army leadership has tried to communicate the need for attaining a clean audit opinion
and encourage organizational change to support audit success, we reviewed several key documents outlining
the Army’s approach to audit improvement. These documents included

» Army Financial Management Strategy 2028

 Army Financial Management Campaign Plan

o Army Finance Strategy 2026

o Audit Roadmap

o Audit Acceleration Plan

o Army Audit Summit presentations and training materials
o OASA (FM&C) presentation materials.

Each of the documents, except for the Audit Roadmap, included some reference to why the Army needs
to attain auditability and a clean audit opinion, as Table G.1 shows. The Army’s Financial Management
Strategy, Campaign Plan, and Audit Acceleration Plan provide highly general reasons with broad, sweeping
statements on why the Army needs to achieve auditability. All three documents’ reasons focus on account-
ability to groups including the U.S. public and Congress. They also point to a clean audit as building trust,
confidence, and integrity in the Army.!

1" FOA, “Army Financial Statement Audit: Operating in a Virtual World,” Department of the Army, Office of the Assistant
Secretary of the Army (Financial Management and Comptroller), April 2022, pp. 4, 12; ASA (FM&C), 2022d, p. 14.
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TABLE G.1
Reasons for and Benefits of Achieving a Clean and Favorable Audit Opinion

Statements on Reasons for and Benefits of Achieving a Clean
Document Name and Favorable Audit Opinion

DA Financial Management Strategy 2028 Compliance with external guidance: Army financial processes
must be executed “in compliance with financial laws,
regulations, and policies,” and “a favorable audit opinion is the
cornerstone to financial and operational integrity.”

Public support for Army programs: Army financial processes
must inspire “trust with our Military and Civilian leaders,
Congress, and the American taxpayer.”

DA Financial Management Strategy 2028 Campaign Plan “Success in the audit will demonstrate accountability to the

FY 2023 taxpayer, Congress, and Army Senior Leaders. It will also build
trust and confidence in our processes and data, improving
decision-making for all.”

Army Audit Acceleration Plan “The Army must accelerate is path toward audit readiness.
Doing so not only ensures the American public is informed of
our stewardship of taxpayer dollars, but increasingly impacts
our mission readiness by improving our processes, our data,
and our information security.”

Army Finance Strategy 2026d “By achieving an opinion, the Army will have established an
important foundation of process and data integrity that will
redound to the benefit of decision-makers across the Army
who can have more trust and confidence in the data they use
to inform their decisions.”

“A key business value of auditability is the availability of
consistent, reliable, and transparent resource-related
information. The ASA (FM&C) leverages financial information
throughout the planning, programming, budget, and
execution (PPBE) process to fund Army priorities and mission
requirements. Improving the quality resource information
drives ASL [Army Senior Leader] informed resource
decision-making.”

Army Annual Audit Summit Day 1 Presentation “Audit success provides leaders with a better understanding of
the data available for rapid decision-making and allocation of
resources.”

The presentation lists four types of benefits: “complete
documentation,” “clear business processes,” “taxpayer
confidence,” and “effective internal controls.”

Army Financial Audit Statement: Operating in a Virtual “Audit success provides leaders with a better understanding
World Presentation of the data available for decision-making and the allocation of
resources.”

“Clear business processes: Stakeholders across Army came
together during a virtual workshop to develop a shared vision
of issues and solutions for the government-furnished property
(GFP) business process.”

“Effective internal controls: Army created standardized
test plans for key business processes across Reporting
Organizations.”

“Complete documentation: Army developed a virtual training
to provide IMCOM [U.S. Army Installation Management
Command] Garrisons with the support they need to accurately
input GFEBS entries and documentation.”

SOURCES: ASA (FM&C), 2022a, pp. 6, 12; ASA (FM&C), 2022b, p. 14; OASA (FM&C), 2023g, p. 1; ASA (FM&C), 2020a, pp. 15-16; OASA (FM&C),
“Army Annual Audit Summit Day 1,” Department of the Army, December 7, 2022b, p. 6; FOA, 2022, p. 3.
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APPENDIX H

Discussions Held and Forums Attended

Our discussions with FM&C-related organizations (in the Army, Navy, and Air Force) focused on the fol-
lowing high-level topics and questions. Although we covered similar topics during each discussion, we used
a semi-structured approach that allowed for specified follow-up questions as needed.

o What are your organization’s roles and responsibilities?
o How is your organization organized?
- Are there other organizations that provide critical capabilities or support (e.g., USAFMCOM,
ACCMA, AAA)?
- Have there been any recent challenges, successes, or changes related to the organization (e.g., struc-
ture, capabilities)?

« What are the key policies and authorities governing your organization?

o What are the key capabilities used (or being developed) to support your mission?
— What are the key information systems used?
- What key skills are needed throughout the organization?

 To what extent does your organization depend upon contractors to accomplish its missions?

o What other organizations (or sub-elements—like an audit-assist cell) do you often work with or depend
upon?
- Do these organizations (or sub-elements) provide critical capabilities or support to your mission?

« What are the major audit efforts your organization is involved with?

- Has your organization made any organizational changes (e.g., structure, capabilities) to improve
audit efforts?

— What is your organization’s role in Army audit/FM governance bodies (e.g., Business Mission Area
Champion (BMAC))?

- Has your organization introduced changes to address auditability? What were they, what were the
results, and what lessons were learned?

- Are there additional changes (e.g., to your organization, to policy, to authorities) that would help the
Army meet its audit goals?

Discussions with organizations beyond the FM&C organizations focused on the following topics. We
often supplemented these areas with specific questions tailored to organization’s efforts.

« What are your office’s specific roles and responsibilities when it comes to the FM&C Strategy and Cam-
paign Plan’s efforts?
- Does your office work on any other LOEs outside of LOE 3?

« How would you describe the mission or purpose of LOE 3?

131



Organizing for Army Financial Audit Success: Steering Army Organizations Toward Financial Audit Success

o What types of resources (funding, personnel, time, etc.) are needed and/or have been employed to meet
the goals of LOE 3?
- Have you been able to acquire additional resources when necessary?
- How does the DASA(FOI)-led “quarterly resourcing review” (Task 3.7.1) plan to ensure adequate
resourcing for auditability efforts?

o For which entities (within and outside of the Army) does FM&C produce materials or products that
support auditability?
Tables H.1 and H.2 list the discussions we had throughout the study, as well as forums attended.

TABLE H.1
Discussions Held

Organization Dates
FM&C Organizational Assessment Team November 15, 2022
Navy, FM&C Administrative Division November 30, 2022
Air Force, Workforce Management and Executive Services (SAF/FME) December 9, 2022
Navy, FMS December 14, 2022
Navy, Resource Management Division December 15, 2022
Navy, FMO January 9, 2023
Former Army Auditor General February 2, 2023
DASA(BU) February 9, 2023
DASA(FOI) February 9, 2023
FIM February 9, 2023
DASA(FOI) LOE 3 Coordination Team March 10, 2023
FOA April 5, 24, 2023
USAFMCOM A30 May 1, 2023
USAFMCOM PMC May 10, 2023
USAFMCOM FBwWT AAT May 15, 22, July 17, 2023
HQ AMC G-8 AWCF Audit June 9, 2023
GAO June 13, 2023
OASA (FM&C) GE AAT July 13, 2023
FORSCOM IR and Audit Compliance July 14, 2023
FOA-M CMP July 19, 2023
FOA-M RMIC and IR July 20, 2023
National Guard Bureau IR July 27, 2023
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TABLE H.2
Forums Attended

Organization

Dates

Army Audit Summit

Army/DFAS End of the Year Conference

December 7-8, 2022

June 13-16, 2023
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Abbreviations

(ASA) ALT
A30
AAA
AAT
ABO
ACCMA
AESIP
AFAA
AFS
AGO
AMC
APP

AR

ASA (FM&C)

AWCF
BMAC
CAER
CAP

CFO

CG

CIO

CMP
CPTF

DA

DASA
DASA(BU)
DASA(CE)
DASA(FIM)
DASA(FO)
DASA(FOI)
DCS

DFAS
DHS

DoD

DRU
E&DL
EBS-C
E&DL

Assistant Secretary of the Army for Acquisition, Logistics, and Technology
Army Accounting and Audit Operations

Army Audit Agency

Audit Acceleration Team

Army Budget Office

Army Civilian Career Management Activity

Army Enterprise Portal

Air Force Audit Agency

Army Financial Services

Army General Order

Army Materiel Command

Army Process Portal

Army Regulation

Assistant Secretary of the Army for Financial Management and Comptroller
Army Working Capital Fund

business mission area champion

Command Accountability and Execution Review

corrective action plan

Chief Financial Officers

commanding general

chief information officer

Continuous Monitoring Program

Command Process Task Force

Department of the Army

Deputy Assistant Secretary of the Army

Deputy Assistant Secretary of the Army (Budget)

Deputy Assistant Secretary of the Army (Cost & Economics)

Deputy Assistant Secretary of the Army (Financial Information Management)
Deputy Assistant Secretary of the Army (Financial Operations)

Deputy Assistant Secretary of the Army (Financial Operations and Information)
Deputy Chief of Staff

Defense Finance and Accounting Service
Department of Homeland Security

U.S. Department of Defense

direct reporting unit

environmental and disposal liabilities
Enterprise Business Systems—Convergence

environmental and disposal liabilities
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ERP
EXORD
FBwT
FFMIA
FIAR
FIM
FIM-B
FIM-D
FIM-S
FMB
FMEW
FMFA
FMEC
FMFD
FMFS
FMO
FMR
FMS
FOA
FOA-G
FOA-M
FOA-P
FOA-R
FOA-W
FORSCOM
FTE

FY
GAO
GE

GF
GFEBS
HQ
HQDA
HQE
IMCOM
IPA
IPP
IPPS-A
IR

IT
KPMG

enterprise resource planning

Execute Order

Funds Balance with Treasury

Federal Financial Management Improvement Act
Financial Improvement and Audit Readiness/Remediation
Financial Information Management
Business Transformation

Modern Delivery

Systems and Service Integration

Office of the Budget

SAF/FM Workforce Development Division
financial operations directorate

accounting and finance office

accounting division

Information Systems and Technology Directorate
Office of Financial Operations

Financial Management Regulation

Office of Financial Management Systems
Financial Operations and Accounting
Audit (General Fund)

Risk Management

Financial Policy

Financial Reporting

Audit (Working Capital Fund)

U.S. Army Forces Command

full-time equivalent

fiscal year

Government Accountability Office

general equipment

General Fund

General Fund Enterprise Business System
headquarters

Headquarters, Department of the Army
highly qualified expert

U.S. Army Installation Management Command
Independent Public Accountant

integrated project plan

Integrated Personnel and Pay System-Army
internal review

information technology

Klynveld Peat Marwick Goerdeler
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Abbreviations

KPI
LMP
LOE
MEFR
MICP
MOCAS
MSC
NCCA
NDAA
NFR

key performance indicator

Logistics Management Program

line of effort

Memoranda for the Record

Manager’s Internal Control Program
Mechanization of Contract Administration Services
major subordinate command

Naval Center for Cost Analysis

National Defense Authorization Act

Notice of Findings and Recommendations

OASA (FM&C) Office of the Assistant Secretary of the Army for Financial Management and Comptroller

OASN
OC/T
0IG
OM&S
OMB
OUSD(C)
PMC
PPBE
RMIC
RPA

SAF
SAF/FM
SAF/FMB
SAF/FMC
SAF/FME
SAF/FMF
SAT

SES

SIPR
SMC
SME

SSO

TDA
TDT
USA
USAFMCOM
VCSA

Office of the Assistant Secretary of the Navy

observer controller/trainer

Office of the Inspector General

operating materials and supplies

Office of Management and Budget

Office of the Under Secretary of Defense (Comptroller)
process management and compliance

planning, programming, budget, and execution

Risk Management and Internal Control

robotic process automation

Secretary of the Air Force

Assistant Secretary of the Air Force, Financial Management and Comptroller
Deputy Assistant Secretary for Budget (SAF/FMB)
Deputy Assistant Secretary for Cost and Economics
Directorate of Workforce Management and Executive Services
Deputy Assistant Secretary for Financial Operations
Senior Assessment Team

Senior Executive Service

Secret Internet Protocol Router

Senior Management Council

subject-matter expert

System Support Operations

Table of Distribution and Allowances

technology deployment team

Under Secretary of the Army

U.S. Army Financial Management Command

Vice Chief of Staff of the Army
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ARROYO CENTER

he U.S. Army has been working toward achieving a clean financial audit

for decades but has yet to show significant progress in doing so. The

Assistant Secretary of the Army for Financial Management and Comptroller

(ASA [FM&C]) asked RAND Arroyo Center to (1) conduct a study of

ASA (FM&C) and related organizations and their capabilities and (2) identify
ways of conducting organizational change to enable the Army to receive an unmodified
(clean) financial audit opinion.

The authors of this study aimed to identify adjustment—both strategic and smaller
practical adjustments—that ASA (FM&C) could implement to help improve the Army’s
financial audit performance. To support this goal, the authors first document a baseline
by examining the history of financial audit efforts and the difficulties that the Army

has faced in becoming auditable. The authors then describe the Army’s existing and
emerging approaches to financial audit improvement and offer recommendations to
leverage these efforts to address challenges and achieve a clean financial audit opinion.
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