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About This Report

Communities now face more-frequent and -intense storms than they have in recorded history, year-round
wildfire seasons, simultaneous disasters, and a variety of dynamic, human-caused threats, including cyber-
attacks, terrorism, and infrastructure failures.! This environment creates challenges for emergency man-
agers in that the old approaches used to document a community’s threats and hazards and to assess risk
might no longer work as well as they once did. Moreover, the increased magnitude of weather disasters
and unexpected threats, such as the coronavirus disease 2019 (COVID-19) pandemic, have strained many
communities’ capacities and resources. To meet these challenges, communities—and emergency managers
specifically—require tools that enable them to effectively assess and prepare for the variety of threats and
hazards they might face and to do so in the least burdensome way possible.

The Federal Emergency Management Agency (FEMA) requires two assessments for communities par-
ticipating in certain grant programs: a threat and hazard identification and risk assessment (THIRA) and a
hazard identification and risk assessment (HIRA), the latter conducted as part of the process of developing
a hazard mitigation plan. FEMA established these processes to help state, local, tribal, and territorial (SLTT)
stakeholders assess the risks their communities face and their capabilities for managing these risks.2 THIRAs
are geared to identifying likely hazards and threats that stress core capabilities specifically, while HIRAs
assess hazards and threats that could damage jurisdictional assets, infrastructure, and lifelines. Previously,
FEMA asked the Homeland Security Operational Analysis Center (HSOAC) to identify options to simplify
the national emergency management (EM) system where possible to reduce the burden that the programs
and other components of the system place on SLTT stakeholders.> As a follow-up to the original analysis,
FEMA asked HSOAC in 2022 to conduct a comprehensive review of the THIRA and HIRA processes and
to offer options for improvement, including options to reduce burden on SLTTs that complete THIRAs and
HIRAs. As a part of this effort, HSOAC also sought to address an underlying question that has been raised
by SLTTs participating in THIRAs and HIRAs and by FEMA itself: whether THIRAs and HIRAs could be
better aligned with one another, including whether the assessments could be integrated into a single assess-
ment. This report should be of interest to EM and homeland security professionals.

This research was sponsored by FEMA and conducted in the Disaster Management and Resilience Pro-
gram of the RAND Homeland Security Research Division, which operates HSOAC.

About the Homeland Security Operational Analysis Center

The Homeland Security Act of 2002 (Public Law 107-296, § 305, as codified at 6 U.S.C. § 185) authorizes the
Secretary of Homeland Security, acting through the Under Secretary for Science and Technology, to establish
one or more federally funded research and development centers (FFRDCs) to provide independent analysis
of homeland security issues. RAND operates HSOAC as an FFRDC for the U.S. Department of Homeland
Security (DHS) under contract 70RSAT22D00000001.

The HSOAC FFRDC provides the government with independent and objective analyses and advice in
core areas important to the department in support of policy development, decisionmaking, alternative
approaches, and new ideas on issues of significance. HSOAC also works with and supports other federal,

1" Barnosky, Lauland, Miro, et al., Streamlining Emergency Management.
2 Throughout this report, we use the terms SLTT and SLTT stakeholder interchangeably.

3 Barnosky, Lauland, Miro, et al., Streamlining Emergency Management.
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state, local, tribal, and public- and private-sector organizations that make up the homeland security enter-
prise. HSOAC’s research is undertaken by mutual consent with DHS and organized as a set of discrete tasks.
This report presents the results of research and analysis conducted under task order 70FA4022F00000362,
“Threats and Hazards Identification Risk Assessment/Hazard Identification and Risk Assessment (THIRA/
HIRA) Methodology Review.” The results presented in this report do not necessarily reflect official DHS
opinion or policy.

For more information on the RAND Homeland Security Research Division, see www.rand.org/hsrd. For
more information on this publication, see www.rand.org/t/RRA2437-1.
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Summary

Resilient communities must understand the threats, hazards, and risks they face. But developing such an under-
standing can be challenging, especially in today’s environment, in which climate change and novel threats
have upended old assumptions and created new risks and impacts. To meet these challenges, communities—
and emergency managers specifically—require tools that enable them to effectively assess and prepare for the
variety of threats and hazards they might face and to do so in the least burdensome way possible.

The Federal Emergency Management Agency (FEMA) requires two assessments for communities par-
ticipating in certain grant programs: a threat and hazard identification and risk assessment (THIRA), which
is connected to the capability assessment known as the stakeholder preparedness review (SPR), and a risk
assessment conducted as part of the process of developing a hazard mitigation plan (HMP), a hazard iden-
tification and risk assessment (HIRA). FEMA established these processes to help state, local, tribal, and
territorial (SLTT) stakeholders assess the risks their communities face and identify their capabilities for
managing these risks. A jurisdiction uses a THIRA to determine the threats and hazards that most stress
its capabilities—taking an all-hazards approach that includes natural hazards, technological hazards, and
human-caused incidents. The jurisdiction then employs an SPR to identify capability gaps and approaches
for closing them. As part of its HMP development process, the jurisdiction conducts a HIRA to identify
natural hazard risks and assess vulnerabilities. Finally, the jurisdiction documents strategies for mitigating
these risks in its HMP. HIRAs are not required to address technological or human-caused threats or hazards
(although we found that, in practice, some do).

Participants in THIRAs and HIRAs have pointed to overlap in these processes and highlighted the
burden these assessments place on them. FEMA previously asked the Homeland Security Operational
Analysis Center (HSOAC) to identify options to simplify the national emergency management (EM) system
to reduce the burden that the programs and other components of the system place on SLTT stakeholders.!
As a follow-up to the original analysis, in 2022, FEMA asked HSOAC to conduct a comprehensive review of
THIRA and HIRA processes and to offer options for improvement.

Research Questions

Through discussions with FEMA, the HSOAC team developed six research questions that are aligned with
different attributes of THIRAs and HIRAs:

o overlap: What are instances of overlap between the THIRA and HIRA?

 burden: What is the burden of these processes on critical participants?

o responsiveness: Are the assessments responsive to current and future threats and hazards?

o information use: After completion of THIRA and HIRA processes, how do relevant stakeholders use
the information?

o equity: Are the selection of participants and execution of the THIRA and HIRA conducted equitably?

o intent: Are the THIRA and HIRA processes meeting their intent?

I Barnosky, Lauland, Miro, et al., Streamlining Emergency Management.
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Collectively, the six attributes address

o key issues identified in the previous report that were the impetus for this study (burden and overlap)
o core aspects of the risk component of THIRAs and HIR As (responsiveness and information use)

o current FEMA goals (equity)

o aspects of THIRA and HIRA as general programs designed to meet FEMA objectives (intent).

In answering the questions, we developed a framework that places the six attributes into the context of
FEMA’s national and program-level goals for THIRA and HIRA.

Methods

We used three main methods to develop an evidence base to answer the research questions: literature review,
document review, and stakeholder engagement. The results of the literature review were used in part to
identify and develop indicators for the six attributes, each having multiple indicators. These indicators were
used to analyze documents associated with the THIRA and HIRA processes, such as guidance FEMA pro-
vided to stakeholders for THIRAs, SPRs, and HMPs and associated HIRAs, as well as previously completed
THIRAs, SPRs, and HMPs for a selection of jurisdictions. We extracted data to populate the indicators from
documents from states, urban areas, local governments, tribal nations, and territories. Drawing on these data
from THIRAs, SPRs, and HMPs, we created a series of datasets for this analysis. To supplement the indicator
findings and provide context for understanding the results, we conducted interviews and listening sessions.
In total, we heard the perspectives of 259 stakeholders across 78 interviews and town hall-style listening ses-
sions with federal, state, tribal, and local stakeholders, as well as representatives from academia.

Key Findings

In this section, we highlight key findings related to each of the six attributes.

Overlap

Our analysis pointed to several areas in which overlap—or the lack thereof—could facilitate alignment. For
example, the threats and hazards identified in the two processes are frequently similar, especially natural
hazards. The extent of overlap was significant for both states and Urban Area Security Initiative (UASI)-
local jurisdictions—with ten of 15 reviewed states (66 percent) sharing 50 percent or more of the hazards in
their THIRAs and HIRAs and eight of the nine (89 percent) UASI-local jurisdictions we reviewed sharing
50 percent or more hazards in their assessments.? Terminology and timelines associated with the two pro-
cesses differed significantly and thus suggested potential opportunities for improving alignment. Terms
were used in different ways in the HIRA/HMP and THIRA/SPR processes, and the timelines for the two
processes do not often give jurisdictions opportunities to conduct their THIRAs and HIRAs concurrently.
Our analysis of what entities participated in THIRA and HIRA processes revealed significant overlap in
some functions, such as EM, but not broad-based overlap among all potential participants.

2 UASI-local is our shorthand to refer to a pairing of an individual UASI and county that we analyzed together in our com-
parison of the THIR As of UASIs (which are made up of local governments) and the HMPs of the local governments that make
up those UASIs (but that do not do THIRASs in their capacity as individual local governments).

Vi
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Burden

In the analysis, we identified significant burden associated with the two processes. Although there was a
significant range of numbers of estimated hours, combined across the two processes, they generally reflect
thousands of hours. For example, we found that the average burden to states in our sample from the two
processes exceeded 2,000 hours per year. Our analysis also suggests that FEMA’s current measures for
assessing burden are likely flawed. We found evidence of significant differences—and potential errors—in
how information was reported on other potential indicators of burden, such as participation levels in the
two assessment processes. Accurate estimates of burden and accurate reporting on actual burden are essen-
tial to achieving FEMA’s objectives of limiting burden for the two processes. This is an important caveat to
interpreting the data and might suggest that burden is underreported. The tribes, which might have fewer
EM staff, might in particular face undue burden from the two processes. Using FEM A’s own estimates of
burden, a tribe that completed its required THIRA, SPR, and HMP and applied for a Tribal Homeland Secu-
rity Grant Program grant would be expected to have more than 900 hours of combined burden across those
three processes. When we spoke with tribal officials, five respondents indicated that they were the sole indi-
vidual responsible for both THIRAs/SPRs and HIRAs/HMPs. Our interviews suggested that some juris-
diction officials believed that the effort involved in these assessments exceeded the value that the com-
pleted assessments provide. We found high levels of consultant use among the jurisdictions in our study,
which the literature suggests might have negative implications for achieving the two assessments’ objectives
of creating communities that are informed and reflective about their threats and hazards. However, we did
not find a significant difference in combined THIRA and HIRA burden between states with and without
integrated processes.

Responsiveness

Our analysis pointed to several opportunities to enhance the two assessments’” responsiveness to the evolv-
ing threat and hazard environment. The academic literature suggests that data and tools are available to
support assessments that are responsive to current and future threats but are not widely used. Our docu-
ment analysis also showed that less than half of the HIRAs addressed future or emerging threats and haz-
ards. Among those that did, some used quantitative assessments and others used qualitative assessments for
decisionmaking to prioritize their mitigation actions. We found that HIRAs were likelier than THIRAs to
incorporate natural hazards rated as high risk on the National Risk Index.

However, neither process was designed or intended to anticipate future events that differ from histori-
cal conditions. As the United States enters an era in which many natural hazards in particular are expected
to be more unpredictable, intense, and frequent than ever recorded, SLTTs must be trained on how to use
datasets that are representative of future conditions, such as datasets that incorporate information from cli-
mate projection models.

Information Use

Our analysis suggested that information use is limited in some cases—particularly of THIRAs—and
pointed to several areas in which the utility and use of information could be enhanced. For example,
states influence the prioritization and selection of projects submitted for grant funding. As a result, if UASI
or local priorities are not reflected in state preparedness and mitigation planning documents, local priorities
might not be adequately addressed, which could have implications for vulnerable communities. We found
some evidence of coordination of threat and hazard assessment between local and state levels, although
more so for HIRAs than for THIRAs. For THIR As, we found some coordination of information on natu-
ral hazards—with most of the UASIs’ documents we reviewed sharing more than 50 percent of their identi-
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fied natural hazards in common with their states’ documents—but found less coordination for other com-
parisons. In contrast, the HIRA comparisons saw much more alignment of threats and hazards between the
jurisdictions we reviewed. All the local HMPs we reviewed had more than 50 percent of their natural hazards
in common with the corresponding state—and nearly 60 percent of them had more than 75 percent of their
natural hazards in common.

Given the role that states play in supporting local jurisdictions during emergencies, it follows that it would
be useful to understand UASI capability targets and gaps and how they align with state capabilities. However,
we found little evidence of alignment in the capability gaps identified by states and by UASIs in their
SPRs—suggesting that the gaps that states identify do not necessarily reflect those of their high-risk
urban areas. A consistent theme among state-level officials with whom we spoke was their observations that
distortions occur as information on local capabilities is aggregated at the state level. There are also opportu-
nities to improve the flow of information internally. Although all the jurisdictions we reviewed identified
flooding as a hazard and directed a significant portion of mitigation toward this hazard, some states directed
no actions in their HMPs at other hazards they identified or prioritized. Respondents to an SPR postassess-
ment survey generally indicated broad use of THIRAs for planning and exercises; however, stakeholders
with whom we engaged offered conflicting views, with state and local stakeholders frequently noting in
interviews that they did not use THIRAs for any purposes other than securing grant funding. When we
looked at mitigation actions to identify references to other planning activities, we found that nearly every
state we reviewed sought to integrate the results of the HIRA and HMP into other state or local activities.
In interviews, state and local stakeholders spoke less frequently about the HIRA than the THIRA, and their
comments on the HIRA reflected a mix of views about its utility.

Equity
To generate more-equitable outcomes, stakeholders understand how different populations might be more
or less susceptible to the effects of a threat or natural hazard. To examine this, we analyzed definitions and
methods used to identify socially vulnerable communities in each process. Our analysis pointed to several
opportunities to support equitable outcomes. We found that, for HIRAs, the SLTT conceptualization of
social vulnerability and the method used in the vulnerability analysis component of HIRAs vary widely.
In contrast, the method employed in THIR As supports more-consistent consideration of vulnerable pop-
ulations; however, this assessment is narrow and limited. Inconsistency in the treatment of social vulner-
ability and a less-than-holistic approach to assessing it can limit awareness and understanding and lead to
capability and mitigation strategy investments that do not equitably address the needs of the whole commu-
nity. Interviews with SLTTs made clear that this lack of consistency in conceptualization and guidance
makes social vulnerability a challenge and leads to differences in how the topic is addressed in the two
processes. We also examined stakeholders involved in the two processes to understand the extent to which
they include the socially vulnerable: Our findings from the analysis of state and local HMPs are consistent
with those in the academic research, which are that HMP development generally does not reflect broad
participation outside of government agencies. Participation in the THIRAs has been studied less, and our
results show—similar to those for HIRAs and HMPs—that government agencies are the most-frequent par-
ticipants in the process. Our analysis of the sectors participating in the two processes suggested some
involvement of participants that might include or interact with socially vulnerable individuals, and we
found that the THIRA and SPR process appeared to include these sectors more frequently than HIRA and
hazard mitigation planning did.

Underserved or vulnerable communities are disproportionately affected by disasters, and those commu-
nities often require tailored solutions to increase their resilience, a need that can be addressed in part through
the distribution of grant funding informed by the THIRA and HIRA processes. To help understand the
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extent to which the THIRA and HIRA processes were structured to reflect the needs of the socially vulner-
able, we correlated the Centers for Disease Control and Prevention’s Social Vulnerability Index (SVI) score
of each jurisdiction we reviewed with a variety of characteristics evaluated for this project. Our analysis
demonstrated how social vulnerability can vary among the counties in a region, creating challenges for
understanding the social vulnerability within larger jurisdictions. For example, a UASI can use the stan-
dardized impact categories of THIRAs and SPRs to capture some dimensions of the total need across a region
but not geographic nuances, such as access to transportation. Furthermore, when we analyzed the relation-
ship between the SVI and the percentage of overlap between local and state threats and hazards in the HMPs
we reviewed, we found that higher SVI scores were correlated with greater overlap between local and
state threats and hazards, which suggests that the threats and hazards identified by local plans are being
included in state plans at higher rates for more-vulnerable communities. We did not see a similar relation-
ship between the SVI and the overlap in UASI and state threats and hazards identified in THIRAs.

Intent

For this attribute, we examined prior research on THIRA and HIRA quality, whether the processes engage
participants who could bring knowledge of a variety of community functions and vulnerabilities, how risk
assessments were used, and how integrated these assessments should be. The academic literature has not
addressed whether the THIRA process is doing what it was intended to do, but our stakeholder engage-
ments suggest that THIRA data quality is very uneven. We heard from FEMA staff that many jurisdic-
tions provide robust, grounded data, while a significant proportion of jurisdictions merely guess at or even
manipulate their data. With one notable exception,® researchers have found that the general quality of
HMPs (including HIRA’s fact base, which is used to consider hazards and jurisdictional vulnerabilities)
is moderate to poor. This is of concern because HMP quality has been found to affect implementation and
risk reduction. Although FEMA guidance encourages jurisdictions to engage the whole community to enable
comprehensive, equitable, and effective preparedness and mitigation plans and implementation activities,
our document review of the number of jurisdictions that engaged the whole community in both THIRAs
and HIRAs suggested many opportunities for improvement. We found that, in the THIRA process, more
than half the UASI and state jurisdictions in our sample did not include participants from community, criti-
cal utility, federal government, nonprofit, or private entities. For HIRAs, localities often did not include col-
leges or universities, community, federal government, health, or nonprofit organizations in the process.

As the International Risk Governance Council’s (IRGC’s) risk governance framework reveals, performing
arisk assessment is one aspect of pursuing greater preparedness and resilience. THIRA and HIRA generally
align with the preassessment and risk appraisal steps defined by IRGC’s framework. However, the IRGC
framework emphasizes that the risk assessment stages are only part of an overall risk governance approach,
meaning that, to be effective and achieve the intent of a risk assessment, THIRA and HIRA need to support
the other elements of risk governance. Our document review suggests that the assessments in our sample do
not appear to be the exclusive drivers of mitigation actions, implying that other aspects of risk governance,
such as risk communication or judgment, are coming into play. Finally, stakeholder engagements point to
the original intent, when THIRA was conceived, of aligning THIRA with HIRA. However, there have
been mixed responses as to whether alignment makes sense, especially given the implementation challenges
involved in such a change. To assess the extent to which states are integrating their processes, we reviewed
each state HMP for evidence of integration. We found that at least 75 percent of states had integrated their
THIRA and hazard mitigation planning processes to some extent.

3 H. Kim and Marcouiller, “Mitigating Flood Risk and Enhancing Community Resilience to Natural Disasters.”
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In sum, there is evidence that THIRA and HIRA might not be fully achieving their intended purposes
individually and with one another because data and assessment quality issues, uneven participation
in the process, and limited evidence that there are disconnects between the assessment and mitigation
actions generated. Additionally, although we did not assess this in depth, there appears to be some disagree-
ment over how integrated these processes should or could be. However, to consider intent holistically, the
reader needs to consider the entirety of the evidence across all attributes—overlap, burden, responsiveness,
information use, equity, and intent.

Options for Improvement and Conclusions

We developed a series of options for FEMA’s consideration for addressing the findings presented in this
report. In keeping with FEMA’s objectives for the study, we focused on identifying options that would reduce
burden on SLTTs and increase alignment between the THIRA and HIRA without compromising other objec-
tives of THIRA and HIRA specifically or FEMA’s overall strategic objectives:

o Align timelines for the assessments. We suggest that FEMA consider aligning the timelines to stream-
line the processes, reduce burden, and improve risk assessment. We suggest two alternative paths:

- FEMA could keep the staggered timelines associated with hazard mitigation planning and align
THIRA submission dates to the five-year HMP cycle.

- FEMA could keep the five-year cycle associated with hazard mitigation planning but reset it so that
all jurisdictions submit their HMPs on the same schedule.

Although aligning submission deadlines for THIRA and HIRA would likely improve the processes,
implementation of such changes faces several challenges—including engagement with the rulemak-
ing process, increased workload for FEMA, and the need for SLTTs to change their existing planning
processes.

o To reduce SLTT burden, align data collection processes for the assessments. Under this option,
FEMA could develop a data tool for consistent data collection on all hazards to accommodate the needs
of both processes. This option could reduce burden for SLTTs, improve information use, and, by aiding
lower-resourced jurisdictions, improve equity. FEMA could implement this on its own. The most dif-
ficult element of implementing this option is likely to be developing a unified data structure that meets
the requirements common to both processes and designing a template for the tool.

» Develop a consistent approach for addressing climate change in THIRA and HIRA. Although cli-
mate change does not affect all natural hazards, for those natural hazards that are affected, the pro-
cesses for understanding the effects of climate change are complex and differ substantially from pro-
cesses that involve only historical data. FEMA could develop other forms of guidance, data, or analysis
tools for SLTTs to help those entities better understand how to incorporate into their assessments any
projections of climate change’s effects on natural hazards and how to treat uncertainty associated with
these projections when developing mitigation action plans. FEMA can implement this option with-
out seeking outside authorization—although it might benefit from consulting with other federal agen-
cies that are actively involved in assessing the risk from climate change and assisting SLTTs in the use
and interpretation of climate data. However, development of this material will require time and other
resources from FEMA, potentially including reaching agreement with other federal agencies so that
guidance and information provided to SLTTs are consistent.

o More purposely include equity in THIRA and HIRA processes. FEMA could consider adopting a
common conceptualization of social vulnerability that can inform both assessments. Given the impor-
tance that FEMA places on the SVI and the National Risk Index—and the encouragement the agency
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gives to SLTTs to use them—we encourage FEMA to work with its interagency partners to include
tribes and all territories. FEMA could also consider providing more guidance and tools to support
greater inclusiveness in the process. Implementing this option would support efforts to make outcomes
more equitable, facilitate the alignment of THIRA and HIRA, and fall largely on FEMA. These changes
would require policy and program updates and a data collection and analysis effort.

« Provide additional tools and guidance to help SLTTs address emerging risk. We suggest that FEMA
consider providing a unified toolkit of risk assessment approaches to SLTTs, which collectively would
provide methodologies that are best suited for the variety of needs that SLTTs have. We also suggest that
FEMA provide tailored guidance for emergency managers on which risk assessment methods are best
suited for different types of risk, recommended use cases and applications, and training in these tools
and methods. Identifying a set of risk assessment methodologies and developing and disseminating
guidance and training to SLTTs would require significant time and resources. Implementing this option
could also add burden to SLTTs, particularly in the short term as they learn and adopt new methods.

o Use risk matrices to help SLTTs prioritize among diverse threats and hazards. We suggest that FEMA
encourage the use of risk matrices to support prioritization across different types of threats and hazards.
A risk matrix provides a transparent and flexible structure to compare the risks posed by individual
threats and hazards. FEMA could implement this option without outside-agency assistance, minimal
change to guidance, and a relatively small amount of resources. There are minimal barriers to imple-
menting this option because SLTTs are already using some type of hazard comparison process to pri-
oritize their mitigation strategies, and this option could increase the consistency and transparency of
the prioritization step.

« Improve measurement of burden. FEMA could collect burden data for THIRA and HIRA using the
same methods; this would enable direct comparisons between the two assessments. Improved burden
metrics could use self-reported data for both THIRA and HIRA. To reduce error on these metrics,
FEMA could also revise the instructions for reporting burden. FEMA could use burden data to actively
monitor the burden on tribes and smaller jurisdictions. FEMA can develop revised burden metrics on
its own, and new measures should not, in and of themselves, create excessive burden.

Table S.1 provides a crosswalk of the options we identified for improvement and the management objec-
tives they address.

Each of these options entails a variety of implementation considerations, including whether it is within
FEMA’s power to enact on its own, how the change might affect and be received by SLTTs, and which attri-
butes and management objectives it would affect, positively or negatively. Decisions to move forward with
any of these options will need to take such considerations into account.

The options for improvement presented in this section are intended to offer individual steps that FEMA
can consider for improving the THIRA and HIRA processes and better align them with its objectives. How-
ever, they can also serve as milestones in the development of a single, integrated risk assessment and, in
combination, offer a vision of what such an assessment would be.

Having a single, integrated risk assessment offers a variety of benefits, including support for more-
comprehensive planning and consideration of risk and reduced burden for SLTTs. At the same time, creating
a single risk assessment would come with challenges, including significant implementation costs at the fed-
eral level and a significant transition period at the SLTT level as the new process is rolled out.

Xi
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TABLE S.1
Summary of Options for Improvement and Management Objectives Addressed

Management Objective Addressed

Ensure That
THIRA and HIRA Maximize the
Are Responsive Utility and Use

Enable to the Evolving  of Information Achieve the
Overarching Alignment Limit the Burden  Threat and Developed Documented
Option or Between THIRA Associated with Hazard Through THIRA Make Outcomes Intent of Each
Suboption and HIRA THIRA and HIRA  Environment and HIRA More Equitable Process
Align timelines for the assessment.
Keep the X X X
staggered
timelines

associated with
the HMP process,
and align THIRA
submission dates
to the five-year
HMP cycle.

Keep the five-year X X X
cycle associated

with the HMP

process, but

reset it so all

jurisdictions

submit their

HMPs on the

same schedule.

Align data collection processes for the assessments to reduce SLTT burden.

Develop a data X X X
collection and

reporting tool

that contains

data elements

applicable to both

THIRA and HIRA.

Develop a consistent approach for addressing climate change in THIRA and HIRA.

Develop other X X X
forms of guidance

for SLTTs

about how to

incorporate

climate change

into their

assessments.

Develop a consistent approach for addressing climate change in THIRA and HIRA. (continued)

Expand existing X X X
climate projection

products, such

as ClimRR, into

datasets that

more directly

integrate with the

inputs required for

the assessments.
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Table S.1—Continued

Management Objective Addressed

Ensure That
THIRA and HIRA Maximize the
Are Responsive Utility and Use

Achieve the
Documented
Intent of Each

Process

Enable to the Evolving  of Information
Overarching Alignment  Limit the Burden  Threat and Developed
Option or Between THIRA Associated with Hazard Through THIRA Make Outcomes
Suboption and HIRA THIRA and HIRA  Environment and HIRA More Equitable
More purposely include equity in THIRA and HIRA processes.
Adopt a common X X
conceptualization
of social

vulnerability that
can inform both
assessments.

Work with X X
interagency
partners to
expand the
inclusion of

the Centers for
Disease Control
and Prevention’s
Social
Vulnerability Index
and the National
Risk Index to
tribes and all
territories.

Provide more X X
guidance on

expectations for

participation in

THIRA and HIRA/

HMP processes,

and provide tools

to support greater

inclusiveness.

xiii
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Table S.1—Continued

Management Objective Addressed

Ensure That
THIRA and HIRA Maximize the
Are Responsive Utility and Use
Enable to the Evolving  of Information Achieve the
Overarching Alignment  Limit the Burden  Threat and Developed Documented
Option or Between THIRA Associated with Hazard Through THIRA Make Outcomes Intent of Each
Suboption and HIRA THIRA and HIRA  Environment and HIRA More Equitable Process

Provide additional tools and guidance to help SLTTs address emerging risk.

Provide SLTTs a X X X
unified toolkit of
risk assessment
approaches
that collectively
provide
methodologies
that are best
suited for the
variety of needs
that SLTTs have:
e |ower-burden
assessments
for
jurisdictions
with less
capacity
e methods
that can
incorporate
sophisticated
mapping and
modeling for
jurisdictions
with more
capacity
e methods
well suited
for events
that can be
predicted
based on
the historical
record
e methods
well suited
for novel and
unpredictable
events.

Provide tailored X X X
guidance for
emergency
managers on
which risk
assessment
methods are best
suited for different
types of risk,
recommended
use cases and
applications,

and training in
these tools and
methods.
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Table S.1—Continued

Management Objective Addressed

Ensure That
THIRA and HIRA Maximize the
Are Responsive Utility and Use
Enable to the Evolving  of Information
Overarching Alignment  Limit the Burden  Threat and Developed
Option or Between THIRA Associated with Hazard Through THIRA Make Outcomes
Suboption and HIRA THIRA and HIRA  Environment and HIRA More Equitable

Achieve the
Documented
Intent of Each

Process

Use risk matrices to help SLTTs prioritize among diverse threats and hazards.

Encourage X X
the use of risk

matrices as a

tool to support

prioritization

across types

of threats and

hazards.

Improve measurement of burden.

Collect burden X X
data for THIRA

and HIRA

using the same

methods for both.

Improve burden X X
metrics to use

self-reported data

for both THIRA

and HIRA.

Revise the X X
instructions for

reporting burden

to reduce error in

these metrics.

Collect burden X X
data related

to parts of the

processes

stakeholders wish

to assess and

manage.

Collect other X X
burden measures

in addition to

hours.

Provide X X
suggested times

for elements of

each process.

Use burden data X X
to actively monitor

the burden on

tribes and smaller

jurisdictions.

NOTE: ClimRR = Climate Risk and Resilience Portal.
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Conclusion

In this report, we identify how FEMA might better align THIRA and HIRA so that SLTTs can conduct
risk assessments more efficiently and effectively. To further these objectives, we examined six attributes of
THIRA and HIRA and developed associated management objectives. We found that it is possible to bring the
processes into greater alignment and demonstrated how the processes support intermediate objectives that
build toward FEM A’s overall strategic objectives.

Any effort to better align or integrate THIRA and HIRA will face a variety of challenges. As FEMA con-
siders its next steps, crucial tools will be data and analysis to help the agency weigh trade-offs and decide the
best path forward. This report can inform these decisions and help FEMA ensure that communities have the
tools they need to understand the threats and hazards they face.

Xvi
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CHAPTER 1

Introduction

The Federal Emergency Management Agency (FEMA), other federal agencies, and scholars have documented
the dramatic increase in hazard events and related impacts and those impacts’ implications for the workforce
associated with response and recovery at the federal, state, local, tribal, and territorial (SLTT) levels and for
the people experiencing these events. Events and impacts are expected to increase in the coming decades.! In
this context, FEMA has indicated a need to explore every avenue to reduce the impacts of these events. As the
FEMA administrator wrote in her introduction to FEMA’s strategic plan for 2022 through 2026,

We must lean into this as a shared responsibility to prepare the nation’s emergency managers and ready
ourselves and the larger federal government to meet an expanding mission. We have so many opportunities
in front of us—to reimagine our systems, evolve our work, and build up our teams.?

Resilient communities must understand the threats, hazards, and risks they face. This knowledge pro-
vides them with a foundation for planning and allocating resources, enabling those communities to take
steps to withstand the dangers ahead. But developing such understanding can be challenging, especially in
today’s environment, in which climate change and novel threats have upended old assumptions and created
new risks and impacts. Communities now face more-frequent and -intense storms than in recorded history,
year-round wildfire seasons, simultaneous disasters, and a variety of dynamic human-caused threats, includ-
ing cyberattacks, terrorism, and infrastructure failures. This environment creates challenges for emergency
managers in that the old approaches used to document a community’s threats and hazards and to assess risk
might no longer work as well as they once did. Moreover, the increased magnitude of weather disasters and
unexpected threats, such as the coronavirus disease 2019 (COVID-19) pandemic, have strained many com-
munities’ capacities and resources.

To meet these challenges, communities—and emergency managers specifically—require tools that enable
them to effectively assess and prepare for the variety of threats and hazards they might face and to do so in
the least burdensome way possible. For communities participating in certain grant programs, FEMA cur-
rently requires two assessments: a threat and hazard identification and risk assessment (THIRA) and the risk
assessment portion of the process of developing a hazard mitigation plan (HMP), known as a hazard identifi-
cation and risk assessment (HIRA). THIRA is geared to identifying likely hazards and threats that stress core
capabilities specifically, while HIRA assesses hazards and threats that could damage jurisdictional assets,

1 See, e.g., Currie, FEMA Disaster Workforce; Merlo et al., “Burnout in the Disaster Response Workforce”; National Centers
for Environmental Information, “Overview”; and Portner et al., Climate Change 2022.

2 FEMA, “2022-2026 FEMA Strategic Plan,” p. 3.
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infrastructure, and lifelines. FEMA established these processes to help SLTT stakeholders assess the risks
their communities face and their capabilities for managing these risks:

o THIRA is part of a process that also includes the complementary stakeholder preparedness review
(SPR). Jurisdictions use the THIRA process to identify the threats and hazards that most stress their
capabilities—taking an all-hazards approach that includes natural hazards, technological hazards, and
human-caused incidents. Each jurisdiction then produces or updates its SPR to identify capability gaps
and approaches for closing them.

o For hazard mitigation planning, the jurisdiction conducts a HIRA to identify natural hazard risks and
vulnerabilities. It then documents in its HMP its strategies for mitigating these risks.

Participants in THIRA and HIRA have pointed to overlap in these processes and highlighted the
burden these assessments impose on them. Previously, FEMA asked the Homeland Security Operational
Analysis Center (HSOAC) to identify options to simplify the national emergency management (EM) system
where possible to reduce the burden that the programs and other components of the system place on SLTT
stakeholders.?

As a follow-up to the original analysis, in 2022, FEMA asked HSOAC to conduct a comprehensive review
of THIRA and HIRA and to offer options for improvement, including options to reduce the burden on SLTTs
that complete THIRAs and HIRAs. As a part of this effort, HSOAC researchers also sought to address an
underlying question that has been raised by SLTTs participating in THIRA and HIRA and by FEMA itself:
whether THIRA and HIRA could be better aligned with one another, including whether the assessments
could be integrated. In keeping with FEM A’s objectives for the study, we focused on identifying options that
would reduce burden on SLTTs and increase alignment between THIRA and HIRA without compromising
other objectives of THIRA and HIRA specifically or FEMA’s overall strategic objectives.

Research Questions

Through discussions with FEMA, we developed six research questions that address different attributes of
THIRA and HIRA:

o overlap: What are instances of overlap between the THIRA and HIRA?

o burden: What is the burden of these processes on critical participants?

o responsiveness: Are the assessments responsive to current and future threats and hazards?

o information use: After completion of THIRA and HIRA processes, how is the information used by
relevant stakeholders?

o equity: Are the selection of participants and execution of the THIRA and HIRA conducted equitably?

o intent: Are the THIRA and HIRA processes meeting their intent?

Collectively, the six attributes address

o key issues identified in the previous report that were the impetus for this study (burden and overlap)
o core aspects of THIRA and HIRA specifically as risk assessments (responsiveness and information use)

3 Barnosky, Lauland, Miro, et al., Streamlining Emergency Management.
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o asubset of current FEMA goals (equity)
o aspects of THIRA and HIRA as general processes designed to meet FEMA objectives, as well as statu-
tory and regulatory requirements (intent).

The six research questions and associated attributes were also selected to be consistent with addressing the
underlying question of whether it is possible and desirable to better align THIRA and HIRA.

We selected these six attributes based on discussions with FEMA and our own review of THIRA and
HIRA to provide a comprehensive, albeit not exhaustive, review of THIRA and HIRA and to be able to offer
options for improvement on several of the most-important attributes of the programs.

In answering the questions, we developed a framework that places the six attributes into the context of
FEMA’s national and program-level goals for THIRA and HIRA. We discuss that framework later in this
chapter. But first we provide an overview of the THIRA and HIRA processes.

Overview of THIRA and HIRA Processes

In this section, we provide an overview of the THIRA and HIRA processes. The discussion presented in this
section is drawn from our previous report, with some omissions and minor adjustments.*

FEMA established the THIRA/SPR and HMP (of which the HIRA is a component) processes to help SLTT
governments assess the risks their jurisdictions face and their capabilities to manage these risks. Specifi-
cally, THIRA—along with the complementary SPR—was established to provide a process for communities to
estimate state disaster preparedness and a format for reporting the results to FEMA so that they can receive
federal assistance to increase preparedness and drive sound investment decisions for addressing their great-
est threats and hazards. FEMA established the hazard mitigation planning process, which includes HIRA, to
assist SLTT governments in assessing the risks their jurisdictions face and identifying the capabilities needed
to manage those risks. Every SLTT government must develop an HMP, and thus conduct a HIRA, to access
certain mitigation funds. Requirements to complete a THIRA or HIRA vary by stakeholder type. These
requirements have implications for a variety of important considerations in this report, including under-
standing the burden placed on stakeholders who must complete both assessments and identifying potential
opportunities for alignment.

Threat and Hazard Identification and Risk Assessment

The Post-Katrina Emergency Management Reform Act, Section 652(c), requires any state receiving federal
preparedness grants to provide a state preparedness report to FEMA.> The agency has implemented the
THIRA and SPR to meet this requirement. (FEMA now refers to the state preparedness report as the SPR,
and the agency requires a wider variety of stakeholders to submit them.)® The THIRA/SPR process also sup-
ports the National Preparedness Goal and National Preparedness System, which are delineated in Presiden-

4 Barnosky, Lauland, Miro, et al., Streamlining Emergency Management.
> Public Law 109-295, Department of Homeland Security Appropriations Act, Title VI, National Emergency Management.
6 Currie, National Preparedness, pp. 7-10.
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tial Policy Directive 8.7 Key guidance documents include CPG 201 and the FEMA job aid titled “Increasing
Resilience Using THIRA/SPR and Mitigation Planning.”®

THIRA is a three-step assessment process that is intended to help a jurisdiction understand its threats
and hazards of greatest concern and the capabilities needed to prepare for and respond to those threats and
hazards (see Figure 1.1). THIRA—along with the complementary SPR®—was established to provide com-
munities with a process to identify capability gaps, prioritize grant funds they receive, and support continu-
ous improvement processes. The results are reported to FEMA for use in national-level risk and capability
assessments.!® Any SLTT government that is eligible to apply for certain preparedness grants—such as the
Emergency Management Performance Grant (EMPG) and funds through the Homeland Security Grant Pro-
gram (including the State Homeland Security Program [SHSP] and UASI)—must have an up-to-date THIRA
and SPR on file with FEMA to receive funds.!! The reporting draws on a subject-matter expert (SME)-driven
process, as well as real-world incident data, models, and other sources.

Through THIRA, a responding jurisdiction identifies the threats and hazards that would stress its capa-
bilities the most, focusing on natural hazards, technological hazards that are accidents or failures of systems
and structures, and human-caused incidents resulting from intentional actions. The jurisdiction then iden-
tifies gaps between its capabilities and its capability targets and describes intended approaches for closing

FIGURE 1.1
Threat and Hazard Identification and Risk Assessment Process Steps

GENGALIGCEISEUE BN Give Threats and Establish
Hazards / Hazards Context Capability Targets

o 0

1..

: Context Capabili
List of threats il
descriptions targets based on
and hazards of = ;
and impact standardized
concern
numbers target language

SOURCE: Reproduced from CPG 201, p. 10.

7 Comprehensive Preparedness Guide (CPG) 201 (DHS, Threat and Hazard Identification and Risk Assessment [THIRA] and
Stakeholder Preparedness Review [SPR] Guide), pp. 5-7; Obama, “National Preparedness.”

8 CPG 201; FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”

 Once a jurisdiction has completed its THIRA by identifying threats and hazards of concern and then identifying the
resources required to respond to those threats, it completes an SPR. The SPR is a jurisdiction’s assessment of its efforts to
build capabilities (which include planning, equipment, training, and exercises) against threats and hazards. The jurisdiction
also identifies whether it lost or sustained resources—in particular, how FEMA preparedness grants assisted in its efforts. See
FEMA, “National Risk and Capability Assessment.”

10 Currie, National Preparedness, pp. 7-10; CPG 201.

11 Grant Programs Directorate, FEMA Preparedness Grants Manual.
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these gaps through an SPR. As described in CPG 201, THIRA is intended to help a jurisdiction answer three
questions:

o What threats and hazards can affect our community?
o Ifthey occurred, what impacts would those threats and hazards have on our community?
o Based on those impacts, what capabilities should our community have?!?

To identify relevant threats and hazards, the responding jurisdiction must consider two criteria for the
assessment:

o First, it must include natural hazards, technological threats, or human-caused disasters that are reason-
ably likely to affect the community.

o Second, of those reasonably likely events, the jurisdiction should include only those that challenge at
least one of the 32 core capabilities as defined by the National Preparedness Goal.!®

Once those scenarios are determined, the jurisdiction provides estimated, quantifiable impacts (i.e., miles
of road affected or number of customers without power service).!* These estimated impacts then inform the
desired level of capability and resources the jurisdiction conducting the THIRA wants to achieve for the
32 core capabilities. The capability targets set a measurable indicator of a jurisdiction’s preparedness for
threats and hazards, which then feed into the annual SPR process.!*

A jurisdiction must review and update its THIRA every three years and its SPR every year. This must be
completed by a December 31 deadline for the jurisdiction to remain eligible for preparedness grants.

Hazard |dentification and Risk Assessment

Requirements for HMPs—of which HIR As are a component—are provided in the Robert T. Stafford Disaster
Relief and Emergency Assistance Act, as amended by the Disaster Mitigation Act of 2000, and in the National
Flood Insurance Act of 1968.1® The Code of Federal Regulations further defines the specific requirements
for HMPs and HIRAs."” FEMA has implemented these programs through a series of guidance documents,
including the State Mitigation Plan Review Guide, the Tribal Mitigation Plan Review Guide, and the Local
Mitigation Plan Review Guide.' FEMA draws distinctions between local, state, and tribal mitigation plans,
and the requirements are different for each.!”

12 CPG 201, p. 10.
13 CPG 201, p. 12.
4 CPG 201, pp. 17-18.
15 CPG 201, pp. 19-20.

16 The Stafford Act is Public Law 93-288, Disaster Relief Act Amendments of 1974, as amended and codified at 42 U.S.C.
§ 5121 et seq. The Disaster Mitigation Act of 2000 is Public Law 106-390, and the National Flood Insurance Act of 1968 is
Title XIII of the Housing and Urban Development Act of 1968 (Public Law 90-448).

17 See 44 C.F.R. Part 201, Mitigation Planning, and 44 C.F.R. § 206.434, Eligibility.
18 FEMA, “Regulations and Guidance.”

19 For distinctions between plans, see FEMA, State Mitigation Plan Review Guide; FEMA, Tribal Mitigation Plan Review
Guide; and FEMA, Local Mitigation Plan Review Guide. Additionally, state and tribal governments can develop enhanced mit-
igation plans, which have more-stringent requirements but can make a jurisdiction eligible for more grant funds. Notably, one
of the standards for an enhanced state mitigation plan is integration with “other FEM A mitigation programs and initiatives.”
See 44 C.ER. § 201.3(e)(3); 44 C.F.R. § 201.5(a); and FEMA, State Mitigation Plan Review Guide, p. 47, item E2: “Does the plan
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FEMA established the HMP doctrine to assist SLT'T governments in assessing the risks their jurisdictions
face and identifying the capabilities needed to manage those risks. Each SLTT government must develop an
HMP—and therefore conduct a HIRA—to access certain mitigation funds, including those under the Hazard
Mitigation Grant Program (HMGP). Hazard mitigation planning is intended to be used in implementing
“planned, pre-identified, cost-effective mitigation measures [to] streamline the disaster recovery process.”’
During hazard mitigation planning, a jurisdiction conducts a HIRA to identify its natural hazard risks and
vulnerabilities and then develops strategies for mitigating these risks. (Although human-caused threats and
hazards may be included, only natural hazards are required to be included.) HIRA, as a key component of
the HMP, is meant to enhance resilience by decreasing disaster impacts and response needs and increasing
investment in prevention and mitigation. Every SLTT must update its HIRA every five years.

As shown in Figure 1.2, a HIRA consists of four basic components: hazard identification, profiling of
hazard events, inventory of assets, and estimation of potential human and economic losses caused by the
exposure and vulnerability of people, buildings, and infrastructure.?! As noted above, FEMA has devel-
oped separate HMP guidance documents for state, local, and tribal governments. For states, FEMA guidance
requires that a HIRA address the following questions:

« Does the risk assessment include an overview of the type and location of all natural hazards that can
affect the state???

o Does the risk assessment provide an overview of the probabilities of future hazard events???

o Does the risk assessment address the vulnerability of state assets located in hazard areas and estimate
the potential dollar losses to these assets??4

o Does the risk assessment include an overview and analysis of the vulnerability of jurisdictions to the
identified hazards and the potential losses to vulnerable structures??

o Was the risk assessment revised to reflect changes in development?26

FIGURE 1.2
Hazard Identification and Risk Assessment Components

Estimation of
potential
human and
economic
losses

Hazard Profiling of Inventory of

identification hazard events assets

demonstrate integration to the extent practicable with other state and/or regional planning initiatives and FEMA mitigation
programs and initiatives?”

20 FEMA, “Hazard Mitigation Planning and Hazard Mitigation Grant Program,” p. 8844.
21 FEMA, “Hazard Mitigation Planning Process.”

22 FEMA, State Mitigation Plan Review Guide, p. 14.

23 FEMA, State Mitigation Plan Review Guide, p. 15.

24 FEMA, State Mitigation Plan Review Guide, p. 15.

25 FEMA, State Mitigation Plan Review Guide, p. 16.

26 FEMA, State Mitigation Plan Review Guide, p. 17.
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Requirements to Participate in One or Both Assessment Processes

Table 1.1 shows how the potential requirement to participate in one or both processes varies by jurisdiction
level. As shown in the table, any state, tribe, or territory could be required to submit both a THIRA/SPR and
an HMP. Every local government is required to submit an HMP, and any local government that is part of a
UASI and is eligible for additional grant funding may also submit a THIRA and SPR. UASIs are a subset of
the 100 most-populous metropolitan statistical areas (MSAs) in the United States that the U.S. Department
of Homeland Security (DHS) has identified as facing a higher risk of terrorism than other MSAs face.?” Prac-
tically speaking, UASIs are made up of local governments within their respective MSAs, and, as a result, an
individual local government that is within a UASI would be subject to the requirements for both the local
government and the UASI.

Table 1.2 identifies grant programs that require a THIRA/SPR or HMP, by jurisdiction type. Although
none of the grant programs shown in Table 1.2 individually requires an applicant to complete both a THIRA/
SPR and an HMP, practically speaking, both a THIRA/SPR and an HMP would be required to access the
full range of funding available to most states, tribes, and territories and to local governments that are part of
UASI areas.

Examining the Attributes Within a Strategic Context

As noted earlier in this chapter, the six research questions in the study cannot be assessed in isolation. To con-
textualize our findings for these six attributes and better communicate them, we needed to understand the
interactions among these attributes and their relationships to other objectives of FEMA, the programs, and
the assessment itself. Toward this end, we developed a hierarchy of objectives to relate national and program-
level objectives to the objectives for THIRA and HIRA.?® These hierarchies can be used to understand how
an organization’s task- and program-level decisions contribute to its strategic and intermediate objectives.
They also provide a structured way to holistically consider the full set of objectives that are guiding decisions

TABLE 1.1
Potential Requirement to Submit a THIRA and
Stakeholder Preparedness Review or a Hazard Mitigation
Plan, by Jurisdiction Type

Jurisdiction Type THIRA and SPR HMP
State X X
Tribe X X
Territory X X
Local government X
UASI X

SOURCES: Features information from Grant Programs Directorate, “The Department of
Homeland Security Notice of Funding Opportunity (NOFO) Fiscal Year 2023 Homeland
Security Grant Program”; FEMA, State Mitigation Plan Review Guide; FEMA, Tribal
Mitigation Plan Review Guide; and FEMA, Local Mitigation Plan Review Guide.

27 Grant Programs Directorate, “The Department of Homeland Security Notice of Funding Opportunity (NOFO) Fiscal
Year 2023 Homeland Security Grant Program.”

28 We developed this hierarchy of objectives based on guidance from Keeney, Value-Focused Thinking.



Improving Assessments in Emergency Management

TABLE 1.2
Representative Grants Requiring Submission of a THIRA and
Stakeholder Preparedness Review or a Hazard Mitigation Plan, by
Jurisdiction Type

Jurisdiction Type THIRA and SPR Required HMP Required

State or territory SHSP BRIC
FMA
FMAG
HHPD
HMGP
HMGP postfire
PA categories C-G
PDM
Tribe THSGP BRIC
FMA
FMAG
HMPG
HMGP postfire

PA categories C-G

PDM
Local government NA BRIC
FMA
HMPG
UASI UASI NA

SOURCES: Features information from Grant Programs Directorate, “The Department of Homeland Security
Notice of Funding Opportunity (NOFO) Fiscal Year 2023 Homeland Security Grant Program”; FEMA, State
Mitigation Plan Review Guide; FEMA, Tribal Mitigation Plan Review Guide; and FEMA, Local Mitigation Plan
Review Guide.

NOTE: BRIC = Building Resilient Infrastructure and Communities; FMA = Flood Mitigation Assistance;

FMAG = Fire Management Assistance Grant; HHPD = Rehabilitation of High Hazard Potential Dams; NA = not
applicable; PA = Public Assistance; PDM = Pre-Disaster Mitigation; THSGP = Tribal Homeland Security Grant
Program. Each of these is a FEMA program.

within an organization and to evaluate the interaction between objectives and places where objectives might
be missing.

An essential aspect of a hierarchy of objectives is that program objectives cascade from top to bottom: The
objective at one level drives the formation and disaggregation of the objectives at the level immediately below
it. As objectives cascade, they also increase in specificity and allow more-direct measurement of how well a
process or decision meets an objective. The development of a hierarchy of objectives enables an organization
to better understand how programs and activities contribute to its strategic and intermediate objectives, sup-
port goal-setting at all levels, and facilitate assessing trade-offs among alternatives for achieving an objective.

Figure 1.3 illustrates a generic hierarchy of objectives showing that programs support intermediate objec-
tives that build toward an entity’s overall strategic objective. Note that many programs will likely contribute
to an agency’s intermediate objectives and ultimately to its national strategic objectives. The hierarchy shows
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FIGURE 1.3
A Generic Hierarchy of Objectives

National
goals Strategic objective
Agency . : .
goals Intermediate Intermediate Intermediate
objective objective objective
Program
goals Program Program Program Program
objective objective objective objective
Management
goals and Management § Management || Management § Management l§ Management || Management l§ Management
indicators objective objective objective objective objective objective objective

Tasks performed to meet the objectives

NOTE: In this hierarchy of an organization’s objectives that support its overall national goals, the red outline indicates that only a subset is
addressed in an analysis that focuses on only two programs and related objectives, like our analysis of THIRA and HIRA.

relationships only, not the level of influence one objective has on the higher-level objectives, which would be
determined through more-detailed analysis. The pursuit of one management objective could affect another,
so understanding trade-offs is important. The red outline in the figure emphasizes that, by focusing on only
two programs and related objectives, as we did in our analysis of THIRA and HIRA, we considered only a
subset of the objectives and programs that support an agency’s overall national goals. Our interest is in the
relationships and trade-offs among the objectives of THIRA and HIRA and understanding how the objec-
tives for these assessments fit within and contribute to higher-level program and agency objectives.

To construct a hierarchy of objectives in the context of this study, we first identified the connections
among national EM objectives, FEMA’s agency objectives, program-level objectives, and the six attributes
specific to THIRA and HIRA.

Figure 1.4 presents the hierarchy of objectives we developed showing how FEMA objectives cascade down
to the management objectives associated with THIRA and HIRA. Our hierarchy of objectives situates the
THIRA and HIRA processes and their stated objectives within the mission of FEMA Resilience: to prepare
communities, reduce suffering, and speed recovery.?” Using FEMA doctrine and guidance documents for
THIRA and HIRA, we defined objectives at each level of the hierarchy—national, agency, program, and
management. We began with a strategic objective developed based on the National Preparedness Goal: “A
secure and resilient nation with the capabilities required across the whole community to prevent, protect
against, mitigate, respond to, and recover from the threats and hazards that pose the greatest risk.”>° From
this strategic objective, we selected agency objectives based on FEMA’s 2022-2026 strategic plan,* which

29 FEMA, “Resilience.”

30 DHS, National Preparedness Goal, p. 1. DHS developed the National Preparedness Goal in response to Presidential Policy
Directive 8 (Obama, “National Preparedness”) and is described in more detail in DHS, National Preparedness Goal.

31 FEMA, “2022-2026 FEMA Strategic Plan.”
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FIGURE 1.4
The Federal Emergency Management Agency’s Hierarchy of Objectives

The United States is
ready for and resilient to
threats and hazards.

Equity as a Whole-of- A ready FEMA
foundation community and a prepared
of EM climate resilience country

“The THIRA/SPR sets a strategic foundation A HIRA would help create SLTTs that understand

for putting the National Preparedness System their natural hazard risks and take actions to
into action.” reduce risk and future losses.?

Ensure that
THIRA and HIRA
are responsive
to the evolving
threat and
hazard environ-
ment.

Maximize the
utility and use of Achieve the
information Make outcomes documented
developed more equitable. intent of each
through THIRA process.
and HIRA.

Enable Limit the burden
alignment associated with
between THIRA THIRA and
and HIRA. HIRA.

SOURCES: Features and excerpts information from 44 C.F.R. § 201.1, Purpose; CPG 201; and FEMA, “2022-2026 FEMA Strategic Plan.”
aCPG 201, p. 7.
b 44 C.F.R. § 201.1, Purpose.

describes the three goals shown in Figure 1.4. These agency objectives drive policy and action across many
programs, including THIRA and HIRA. The program objectives for THIRA and HIRA are described in
detail in the policy guidance documents for each assessment and are summarized in the figure.

We also redefined our six attributes and research questions as management objectives, aligning them
with the higher-level objectives found in FEMA policy and guidance documents. Although THIRA and
HIRA have different histories and some different functions, we used the same six management objectives
to allow comparison across processes. And although the programs responsible for THIRA and HIRA have
many objectives, the management objectives included here were selected to correspond with the six research
questions and as a result of discussions between FEMA and us to evaluate specific aspects of THIRA and
HIRA that FEMA hopes to improve (for example, reducing burden on SLTTs) and whether THIRA and
HIRA could be better aligned with one another.

The six attributes, related research questions, and management objectives are shown in Table 1.3.

We selected indicators for each management objective based on empirical literature, which we used in the
document review, and then used interviews with current SLTT stakeholders to further characterize and con-
textualize the indicators and enhance our understanding of each management objective. For example, one
management objective is to reduce burden to SLTTs; indicators to support this objective include the types
of participating organizations contributing to each process and the federal regulatory burden metrics devel-
oped in the Office of Management and Budget (OMB).

This approach provides a logical structure that can be used to organize and articulate the relationship and
flow between high-level strategic objectives, institutional subobjectives, and components of each process that
can be associated with concrete indicators useful to driving decisionmaking. Furthermore, this hierarchy-
of-objectives structure is a repeatable and flexible way to organize and compare multiple, potentially con-
flicting management objectives; understand the trade-offs that could occur; and incorporate and compare

10
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TABLE 1.3
Assessment Attributes, Research Questions, and Management Objectives

Attribute Research Question Management Objective

Overlap What are instances of overlap between the THIRA and Enable alignment between THIRA and HIRA.
HIRA?

Burden What is the burden of these processes on critical Limit the burden associated with THIRA and
participants? HIRA.

Responsiveness  Are the assessments responsive to current and future  Ensure that THIRA and HIRA are responsive to
threats and hazards? the evolving threat and hazard environment.

Information use After completion of THIRA and HIRA processes, how is Maximize the utility and use of information
the information used by relevant stakeholders? developed through THIRA and HIRA.

Equity Are the selection of participants and execution of the Make outcomes more equitable.
THIRA and HIRA conducted equitably?

Intent Are the THIRA and HIRA processes meeting their Achieve the documented intent of each
intent? process.

assessments and observations about the programs drawn from FEMA policy and guidance and from current
assessments (THIRA, SPR, and HMP documents).

In Chapter 9 of this report, we explain how FEMA could employ this hierarchy of objectives to assess
trade-offs between improving different components of THIRAs and HIRAs, assess attributes other than the
ones included in this study, or use the same approach to assess other FEM A programs.

Report Organization

The remainder of this report is organized as follows, with eight chapters, accompanied by an appendix:

 Chapter 2, “Methodology,” describes the methods used to evaluate the THIRA and HIRA.

« Chapters 3 through 8 discuss, respectively, our approach to assessing each of the six attributes and the
findings from each assessment, as follows:
- Chapter 3, “Overlap”

Chapter 4, “Burden”

Chapter 5, “Responsiveness”

- Chapter 6, “Information Use”
Chapter 7, “Equity”
— Chapter 8, “Intent.”
o Chapter 9, “Options for Improvement and Conclusion,” discusses options FEMA can consider to

improve the assessments, what an integrated risk assessment could look like, and future applications for
a hierarchy of objectives.
o The appendix provides sample interview protocols used for our stakeholder engagement.

1






CHAPTER 2

Methodology

In this chapter, we describe the methods used to develop and populate indicators and the process by which
we supplemented these indicators based on interviews with key stakeholders at each level of government.
This mixed-method approach was used to answer the six research questions and to address their associated
management objectives.

Literature Review

We began with a review of academic literature to characterize the state of knowledge on THIRAs, SPRs,
HIRAs, and HMPs. Multiple combinations of related search terms returned thousands of results. For each
unique combination of search terms, we sorted by relevance within the respective search databases and
reviewed titles and abstracts for the first 500 returns. After an initial screening, we collected and summa-
rized these articles to inform our understanding of the six attributes tied to our project’s research questions.!
We also evaluated the broader context within which the THIRAs, SPRs, HIRAs, and HMPs operate, as well
as potential intervening factors, such as climate adaptation. Finally, we used the literature reviewed during
this process to identify additional literature for review by extracting relevant citations from the articles found
in our initial screening.? We collected and summarized these additional articles to gain further insights to
our project’s research questions. From the initial search and snowball sampling combined, we conducted a
full review of 134 articles. Of these, none focused on THIRA or SPR.

Document Review

We analyzed documents associated with the THIRA and HIRA processes—specifically, guidance that FEMA
provided to stakeholders for THIRA, SPR, and HMPs and associated HIR As, as well as previously completed
THIRAs, SPRs, and HMPs—for a group of stakeholders. We compared written guidance for stakeholders
with the information that a subset of SLTTs actually provided in response. To analyze completed THIRAs,
SPRs, and HMPs, where possible, we identified indicators relevant to the attributes included in the hierar-
chy of objectives. We selected indicators based on their relevance and availability of information contained
in THIRAs, SPRs, and HMPs. We then extracted the required data to measure the indicators from docu-
ments from a selection of states, urban areas, local governments, tribal nations, and territories. Drawing on

1 The six attributes tied to the project research questions are overlap, burden, responsiveness to current and future threats,
information used, equity, and achieving the original intent.

2 This literature review was not intended to reflect all relevant existing literature, nor is all the literature collected and
deemed relevant cited in this report. In our text, citation strings in which the citations are only examples of evidence from
a wider body of literature are denoted by the use of e.g. As the number of offered example citations increase, so too does the
existence of more supporting literature than cited in the report.

13
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these data from THIRA, SPRs, and HMPs, we created a series of datasets for this analysis. In this section, we
discuss how we developed the indicators, selected the jurisdictions for review, developed the datasets, and
extracted the data.

Indicator Development

Using the hierarchy of objectives and specific management objectives defined for this analysis (see Figure 1.4
in Chapter 1), we identified a set of indicators that could be assessed using information from the THIRA,
SPR, and HIRA documents and the guidance documents associated with each. There are three types of indi-
cators that are typically used to measure objectives:

o natural
o constructed

* Proxy.

Natural indicators are obvious and intuitive measures of an objective. For example, if an objective is to mini-
mize cost, the cost of a project in dollars is a natural indicator. When an objective does not have a natural
measurement, we turn to constructed and proxy indicators. Both are designed to be unique to a specific
objective, but constructed indicators are considered direct measures, whereas proxy indicators are indirect
measures. Because the objectives identified in this analysis are so complex, most of our indicators are proxies.
Specific information about the indicators used to assess each of the attributes can be found in the relevant
chapters (Chapters 3 through 8).

Selection of THIRA/SPRs and Hazard Mitigation Plans for the Study

Throughout this study, we selected THIRA/SPRs and HMPs from a subset of jurisdictions across the United
States to provide additional context and more-detailed information for our analysis. To ensure that we
selected a diverse subset of SLTTs for analysis, we chose jurisdictions that collectively represent a variety
of key characteristics that are relevant to illustrate the array of capabilities and challenges associated with
THIRA and HIRA across the six attributes of interest. Furthermore, we focused on SLTT jurisdictions that
completed both THIRA and HIRA processes as comparison of these processes was critical to the work. To
identify selection criteria, we reviewed each attribute and management objective and identified information
that was readily available for a cross-section of SLTT jurisdictions representing both the breadth of jurisdic-
tional types and characteristics needed to assess the attributes. For example, we used FEMA region as the
selection criterion associated with intent so that we could ensure that SLTTs from a variety of regions were
included in the study. We selected this criterion based on the hypothesis that FEMA regions might imple-
ment policies and guidance differently, providing a variety of administrative contexts across the SLTTs we
included in the study. Table 2.1 shows the selection criteria we identified for each attribute and our justifica-
tion for choosing them.

To ensure that we selected a reasonable subset of jurisdictions in a transparent fashion, we first selected
states because every state completes both a THIRA and a HIRA. After we selected states, we then selected
UASI jurisdictions and tribes from within the states selected. We selected a set of states that collectively rep-
resented the bottom (10th percentile), top (90th percentile) and middle (46th to 55th percentile) for the range
of values across all selection criteria. Our target was ten states, or 20 percent of the country, but a single set of
ten states could not provide low, middle, or high values across every selection criterion. Therefore, we initially
identified a set of ten candidate states and seven alternatives, as shown in Table 2.2.

14
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TABLE 2.1

Selection Criteria for Case Study Locations

Attribute Selection Criterion Justification for Selecting the Criterion
Overlap Category of current level of integration: We assumed that the level of overlap that existed
e coordination among states and local entities completing these
¢ integrated process processes varied. Furthermore, the level of overlap
* integrated hazard identification was expected to inform how each process was
e no integration used in decisionmaking, as measured through the
e unknown information-use attribute. Therefore, we selected states
with different levels of integration.
Burden FY 2022 EM budget, in dollars; determined from We assumed that there was a relationship between
NEMA annual reports; excludes federal funds.  the level of burden posed by these processes and the
budget and staff allocated to a state’s EM department.
Number of FY 2022 EM staff; determined from  Budget and staff size potentially capture different
NEMA annual reports components of capacity to address burden. Staff might
be a measure of in-kind support required, and budget
could be a measure of capacity or consulting support
required. Therefore, we selected from across the
distribution of these proxy indicators.
Responsiveness Estimated loss score: The NRI calculates an We assumed that a process’s responsiveness to state

Information use

Equity

Intent

EAL score (0-100) for each county and state
based on the estimated agricultural, building,
and human loss predicted for 18 natural
hazards.

Number of human-caused declared disasters:
After excluding COVID-19, only three previous
events occurred after 2002: a chemical spill

in West Virginia in 2014, terrorist-caused
explosions in Massachusetts in 2013, and toxic
substances causing water contamination in
Michigan in 2016. Because the number is small,
we supplemented this set with the 9/11 terrorist
attacks in New York in 2001 and the bombing in
Oklahoma City in 1995.

UASI region: Binary; 1 = UASI region in 2021

Population density: 2020 census population
estimate per state land area in square miles

Historical FEMA mitigation and EM funding:
Total dollars in grants awarded from 2002 to
2022 from BRIC, EMPG, EMPG-ARPA, FMA,
HMGP, the Legislative PDM program, PDM,
the National Weather Service’s river forecast
centers, and the Severe Repetitive Loss grant
program divided by the 2020 population

SVI score: The NRI uses the SVI, developed

by CDC and the Agency for Toxic Substances
and Disease Registry. Scores computed at the
county level were used in this analysis. State
scores were computed as population-weighted
averages of the county scores.

FEMA region: 1 through 10

hazards and threats would vary based on the number,
type, and severity of the hazards and threats relevant to
a specific state.

A subset of this attribute’s indicators pertain to how
information is passed between levels of government—
SLTT and federal. We assumed that results of each
analysis incorporated into decisionmaking would vary
by level of government. To allow for this, we conditioned
the proxies on being a state that had a UASI region
assigned as of 2021 because UASIs are local areas
required to submit THIRAs. Furthermore, we assumed
that states that were more urbanized (had a higher
population density) and with higher levels of FEMA
funding would be likelier than other states to use the
outputs from the HIRA and THIRA processes in local
decisionmaking.

We assumed that the approaches to equity and
inclusion that states with high social vulnerability
scores would differ from those of states with low
scores. Therefore, we compared states with higher
prevalence of vulnerable populations with states with
lower prevalence of vulnerable populations in how they
completed these processes and incorporated these
groups into planning activities and outcomes.

We assumed that FEMA goals and guidance could be
implemented differently by different FEMA regions. To
capture this geographic variation, we selected from as
many FEMA regions as possible.

NOTE: CDC = Centers for Disease Control and Prevention; EAL = expected annual loss; EMPG-ARPA = EMPG supplemental funding under the
American Rescue Plan Act of 2021 (Public Law 117-2); FY = fiscal year; NEMA = National Emergency Management Association; NRI = National
Risk Index; SVI = Social Vulnerability Index.
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TABLE 2.2

Summary of Results for State Review, by Attribute: Top Ten and Seven Potential Alternatives

Overlap Burden Responsiveness Information Use Equity Intent
FY 2022
EM Budget
(Excluding
Federal Funds), Non-COVID-19 Historical FEMA
Current Level of  in Millions of FY 2022 EM Human-Caused Population  Mitigation and
State Integration Dollars Staff Count NRI EAL Disasters UASI Area Density EM Funding SVI Score (0-1) FEMA Region
Primary
Ariz. Coordination Medium 47 257 0 Yes 56 Low High 9
Colo. Integrated 5.8 139 32.7 0 Yes Low 2,800 0.42 8
hazard
identification
Del. Integrated Low 41 Low 0 No High 3,500 0.48 3
processes
Fla. Integrated High 175 High 0 Yes 350 High 0.71 4
processes
Mich. Integrated 5.29 72 Medium 1 Yes Medium 3,500 0.45 5
processes
N.Y. No integration 10.5 High 32.7 0 Yes High 5,800 0.68 2
Tenn. Integrated 18 127 41.0 0 No 154 3,600 Medium 4
hazard
identification
Texas No integration High High High 0 Yes 96 9,000 High 6
Vit. No integration Low Low Low 0 No 68 High Low 1
Va. Coordination High 192 26.5 0 Yes 202 4,025 0.48 3
Alternative
Conn. Coordination 5.9 49 8.6 0 No High Low 0.48 1
Hawaii Integrated 3.6 100 17.9 0 Yes 212 Low 0.46 9
processes
M. Integrated High 212 42.5 0 Yes 231 3,100 0.60 5

processes
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Table 2.2—Continued

Overlap Burden Responsiveness Information Use Equity Intent
FY 2022
EM Budget
(Excluding
Federal Funds), Non-COVID-19 Historical FEMA
Current Level of  in Millions of FY 2022 EM Human-Caused Population  Mitigation and
State Integration Dollars Staff Count NRI EAL Disasters UASI Area Density EM Funding  SVI Score (0-1) FEMA Region
N.C. Integrated 11 High High 0 Yes Medium 6,500 0.66 4
processes
Neb. Integrated 2.5 57 Medium 0 No Low 7,500 0.38 7
processes
Ore. No integration 10 Medium 35.9 0 Yes Low 3,100 Medium 10
S.D. No integration Low Low 21.7 0 No Low High 0.39 8

SOURCES: Features data from Arizona Department of Emergency and Military Affairs, State of Arizona Hazard Mitigation Plan; CDC and Agency for Toxic Substances and Disease Registry, “CDC/ATSDR
SVI Data and Documentation Download”; Colorado Division of Homeland Security and Emergency Management, Colorado Enhanced State Hazard Mitigation Plan, 2023—-2028; Connecticut Department of
Emergency Services and Public Protection and Connecticut Department of Environmental Protection, 2079 Connecticut Natural Hazards Mitigation Plan Update; Delaware Emergency Management Agency,
2023-2028 Hazard Mitigation Plan; FEMA, “OpenFEMA Data Sets”; FEMA, “The National Risk Index”; Florida Division of Emergency Management, 2023 Enhanced State Hazard Mitigation Plan; Hawai'i
Emergency Management Agency, State of Hawai’i 2023 Hazard Mitigation Plan; lllinois Emergency Management Agency and Office of Homeland Security, State of lllinois Hazard Mitigation Plan; Michigan
Department of State Police and Michigan Citizen-Community Emergency Response Coordinating Council, Michigan Hazard Mitigation Plan; Nebraska Emergency Management Agency, 2021 Nebraska State
Hazard Mitigation Plan; NEMA, Biennial Report 2022; New York State Division of Homeland Security and Emergency Services, 2019 New York State Hazard Mitigation Plan; North Carolina Department of
Public Safety and North Carolina Emergency Management, State of North Carolina 2023 Hazard Mitigation Plan; Oregon State Interagency Hazard Mitigation Team, Oregon Natural Hazards Mitigation Plan;
South Dakota Hazard Mitigation Team, State of South Dakota Hazard Mitigation Plan; Tennessee Emergency Management Agency, State of Tennessee Standard State Hazard Mitigation Plan; Texas Division
of Emergency Management, 2023 Texas State Hazard Mitigation Plan; U.S. Census Bureau, “2020 Population and Housing State Data” (2020 census population estimate per state land area, in square miles);
Vermont Emergency Management, Vermont Stronger; and Virginia Department of Emergency Management, Commonwealth of Virginia Hazard Mitigation Plan.

NOTE: Low = the value is less than the 10th percentile of all states in the sample; medium = the value is between 46th and 55th percentiles; high = the value is greater than the 90th percentile. We included this
information to illustrate that we chose states from the full distribution range for all selection criteria.
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From the initial list of states we selected, we identified a set of local jurisdictions and UASI regions for
analysis. After our review of the ten primary candidates and subsequent discussion with FEM A, we expanded
our sample. Our specific rationale for the expansion was as follows:

o FEMA region 10 was not represented in the original sample, so we added Oregon; because the Portland
UASI also included local jurisdictions in Washington State, we added both states.

o For similar reasons, we added Maryland because the National Capital Region (NCR) UASI includes
local governments in both Virginia and Maryland.

o We added Alaska to improve the representation of tribal and rural priorities and Illinois to supplement
Michigan in representation of the Midwest.

Table 2.3 shows the states and local jurisdictions we selected and the number of local HMPs associated
with the selected local jurisdictions in each state. We included Washington, D.C., as a local government,
where appropriate.

In addition to states, we selected two U.S. territories, using a similar process. We selected Puerto Rico and
Guam to represent the different challenges confronted by territories in different locations. This is the final
set of the states and territories we included in our analysis:

o states

- Alaska

— Arizona

- Colorado

- Delaware

- Florida

- Illinois

- Maryland

- Michigan

- New York

- Oregon

— Tennessee

- Texas

- Vermont

- Virginia

- Washington
o territories

- Guam

— Puerto Rico.

Although we sought to identify a set of states and territories with diverse characteristics, we did not neces-
sarily identify a representative sample in the sense that findings from our subset of jurisdictions could be
generalized to apply to all states and territories.

We selected tribes based on a comparison of the list of those that completed THIRAs in 2021 and the list
of HMPs submitted. Where possible, we chose tribal governments (and UASIs and the local jurisdictions) in
our selected states. We did so to allow comparisons across levels and types of government within the same
state and where, presumably, many of the underlying threats and hazards relevant to the jurisdictions and
identified by THIRAs and HIRAs would be the same. Table 2.4 shows the tribes we included in our analysis.
The final set of tribes represents a combination of tribes in states selected for our sample and tribes in Okla-
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TABLE 2.3
Local Jurisdictions Selected for Document
Review and Number of Hazard Mitigation

Plans

State Area HMPs
Alaska NA

Arizona Phoenix UASI 1
Colorado Denver UASI 7
Florida Miami/Fort Lauderdale UASI 4
lllinois Chicago UASI 1
Maryland NCR UASI 2
Michigan Detroit UASI 5
New York New York City UASI 4
Oregon Portland UASI 6
Tennessee Nashville (non-UASI)

Texas San Antonio UASI 4
Vermont Burlington (non-UASI)

Virginia NCR® UASI 1
Washington Portland UASI 1

& Four counties in Virginia submit a single, multijurisdictional plan.

TABLE 2.4
Tribes Included in the Document Review

Tribe State THIRA HIRA
Cocopah Indian Tribe Arizona X X
Ak-Chin Indian Community Arizona X

Seneca Nation of Indians New York X X
Chickasaw Nation Oklahoma X

Choctaw Nation of Oklahoma Oklahoma X

Quapaw Tribe Oklahoma X

Seminole Tribe of Florida Florida X

homa, which were added because of the availability of officials in those tribes to be interviewed for the proj-
ect. Fewer tribes are represented in the HIRA analysis because of limited document availability.

Ultimately, we included 15 states, two territories, seven tribes, 11 UASI regions containing 36 local juris-
dictions, and three non-UASI local jurisdictions in the subset of communities we included in the study. In
total, we reviewed 58 documents associated with the HIRA, 35 THIRAs, and 35 SPRs. Our sample represents
30 percent of all states, 27 percent of all. UASI jurisdictions, 40 percent of all territories, and 27 percent of
tribes that completed THIR As.
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Document Extraction

In this section, we provide a general overview of the data fields and types of information we extracted from
each type of document included in this component of the analysis. We reviewed 32 THIRAs and SPRs issued
between 2019 and 2022 by the states, territories, tribes, and UASIs selected for the study. We extracted the
hazards and threats identified in each THIRA and coded each into one of 35 categories, which are shown in
Table 2.5. When the title of a threat or hazard was not sufficient to determine the most appropriate category
or to determine whether it was considered a threat or a hazard, we used the scenario description for coding.

Participants in the THIRA and SPR processes are reported in the postassessment section of the SPR. In
the next section, we indicate the number of organizations from each level of government that participated
and which sectors were represented (for example, EM or transportation). Capability targets and current capa-
bility levels were captured for each of the core capabilities, and the capability gap was calculated as the differ-
ence between the two. Each SPR reported the capabilities that had the “most progress” and those that were in
the “greatest danger.” The postassessment also includes several evaluation questions, such as, “When exercis-
ing a plan, do you use your THIRA targets as evaluation criteria to validate your ability to meet the objectives
in your plans?” The responses to this question and several others were captured in our data extraction.

TABLE 2.5
Threat and Hazard Coding Scheme

Type Category

Accident

Active shooter or criminal threat

Chemical, biological, radiological, nuclear, or high-yield explosive incident
Civil disturbance

Climate change

Cyber incident

Human-caused event or terrorism

Mass-casualty event

Migration

Water contamination

Human-caused

Natural Agricultural event or disease
Avalanche

Coastal hazard

Drought

Earthquake

Extreme temperature
Fire, other

Flooding

Fog

Geologic hazard

Hail

Human infectious disease
Hurricane or tsunami
Severe storm

Space event
Thunderstorm or lightning
Tornado

Volcano

Wildfire

Wind

Winter storm

Technological e Critical infrastructure failure or outage
e Dam or levee failure
e Hazardous-material incident

Not applicable  Other
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For HIRA, we reviewed 58 HMPs produced between 2016 and 2023 across the selected states and other
jurisdictions. We reviewed multiple state documents as we identified and refined the indicators selected to
analyze the subobjectives for each of the six attributes. Unlike THIRA and SPR, which have a well-defined
structure, HMPs are formatted slightly differently by each entity, so, although guidance on where to find
each element is provided, there can be variation in how information is presented. Hazard identification
sections are long because they detail each hazard at length. The rules and conditions governing both pro-
grams changed during this period, as did the underlying threats and hazards faced by jurisdictions, with the
COVID-19 pandemic being the most significant example. We discuss the implications of these differences in
greater detail in the “Limitations” section at the end of this chapter.

Datasets

In this section, we summarize the datasets developed using information extracted from the reviewed
THIRAs, SPRs, and HMPs to perform our document analysis.
Four primary building blocks underpin the analyses presented here:

o hazards and threats analyzed in each document
o participants included in each process

o capability targets and current capabilities listed
o mitigation strategies identified for investment.

Each of these building blocks was coded to a standardized category in the datasets to enable analysis
across entities. For example, for the hazards and threats, we developed the coding scheme by aggregating all
hazards and threats as defined by each document and then identifying common groups, which resulted in
the 35 categories shown in Table 2.5. This coding scheme was then applied to all hazards and threats con-
sidered in HIR As and the threat scenarios from THIRAs.? Of the 35 categories of threats and hazards found
in the HMPs reviewed, the THIRAs we reviewed used 20. Scenarios may be specific to location (such as soil
expansion) or to assets (such as casino security) in an area. Pandemic (identified as human infectious dis-
ease) was represented in some plans before the real-world advent of COVID-19, which might reflect national
priorities to include novel or emerging threats. As a result, coding the threat scenarios required a subjective
review of the scenarios to determine the proper coding. Some documents we reviewed classified the threat
or hazard type—human caused, natural, or technological—differently from what is shown in Table 2.5. The
coding shown here represents the most common type associated with each threat or hazard category.

We coded government participants by type, such as community member, level of government, or private
company, and then by the sector they represented, such as education, infrastructure, or land use and develop-
ment. The categories for participant type were as follows:

o college or university

e community

o critical utility or district
 government, federal

o government, local

« government, state

o government, tribe

3 Although HMP guidance requires consideration of only natural hazards, most of the plans in our sample also included
human-caused and technological hazards.
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o government, territory
o health organization

o nonprofit

e private.

The categories for participant sector were as follows:

o economic development
 education

o health and social services

« housing

« information and data

e infrastructure

o land use and development
 natural and cultural resources
« public safety and EM

« transportation.

Where a participant’s type or sector could not be determined, we used “unknown.” Where a participant’s
type could be reasonably associated with multiple types of sectors, we used “multiple.”

We coded all the mitigation strategies identified by the SLTTs in our sample by the hazard they addressed,
using the categories listed in Table 2.5 and seven types of mitigation strategy, based on FEMA training mate-
rials and other documents describing options for mitigation. To allow comparison with THIRAs and SPRs,
we also coded mitigation strategies to understand how they aligned with the seven core capabilities for the
mitigation mission area.* Additionally, because of its prevalence in THIRAs, we added the cybersecurity
core capability from the protection mission area. These categories are described in Tables 2.6 and 2.7. We
developed a coding guide for the mitigation strategy types and core capability addressed to enable consistent
coding. For the strategy types, we included definitions and examples; for the core capabilities, we included
the description, the capability statement, and critical tasks. If a strategy did not appear to address a capability,
we entered “NA.” Cross-checks were also performed before the coding was finalized.

Table 2.8 lists the core capabilities used in our analysis. In the SPR, some capabilities are broken out into
different subfunctions. In our reporting, we kept these subfunctions of the core capabilities as separate capa-
bilities. We have indicated the capabilities that we aligned with the mitigation strategies: cybersecurity and
the seven core capabilities that are relevant to the mitigation mission area, according to FEMA’s documents.

Stakeholder Engagement

The document review and analysis provide a snapshot of the outputs of the THIRA and HIRA processes as
they existed at the time the documents we analyzed were submitted to FEMA. However, a complete picture of
the experience of using these processes cannot be captured through analysis of completed assessment docu-
ments alone. Thus, we also consulted with various stakeholders associated with one or both processes within
federal, state, local, and tribal governments to hear about their perceptions and experiences relevant to the
research questions for this study.

4 The mission areas are prevention, protection, mitigation, response, and recovery (FEMA, “Core Capability Development
Sheets”).
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TABLE 2.6
Mitigation Strategy Coding Scheme, by Type

Mitigation Type Description Example

Prevention “Prevention actions are intended to keep a hazard  Floodplain regulations, clear ditches, larger
risk problem from getting worse.” retention basins

Property “Property protection actions are used to Acquisition of lands vulnerable to damage,

protection modify buildings subject to hazard risk, or their relocation of assets out of hazard-prone areas
surroundings, rather than to prevent the hazard from
occurring.”®

Public education “Public education and awareness activities inform  Mass mailings, outreach
and remind people about hazardous areas and the
actions necessary to avoid potential damage and
injury.”®

Natural resource “Natural resource protection actions are intended to Erosion and sediment control, wetland protection
reduce the intensity of hazard effects as well as to
improve the quality of the environment and wildlife

habitats.™
Facilities and “Critical facilities protection is essential because Police stations, fire stations, hospitals, water
infrastructure critical facilities can have a huge effect on the treatment facilities, and electricity transmission
scope of the damage as well as the ability of the stations; can also include actions, such as
community to respond and recover from a hazard improved maintenance or operations practices,
event.” hardening, or assessing facilities
Structural “Structural projects directly protect people and Dams, storm sewers, elevated roadways
projects property at risk. They are called ‘structural’ because

they involve construction of manmade structures to
control hazards.”

EM services This type consists of those investments that Threat and hazard monitoring systems, public
facilitate EM activities and continuity of service shelters and evacuation routes, or identifying
provision.f special assistance requirements

@ Excerpted from Emergency Management Institute, “IS-393.B,” p. 4-3.
b Excerpted from Emergency Management Institute, “IS-393.B,” p. 4-4.
C Excerpted from Emergency Management Institute, “1S-393.B,” p. 4-5.
d Excerpted from Emergency Management Institute, “IS-393.B,” p. 4-7.
e Excerpted from Emergency Management Institute, “IS-393.B,” p. 4-8.

fWe derived this definition from Emergency Management Institute, “I1S-393.B,” and FEMA, Mitigation Planning and the Community Rating System
Key Topics Bulletin.

In total, we heard the perspectives of approximately 260 subjects in 78 interviews and town hall-style
listening sessions (using the protocols presented in the appendix).> We conducted 33 interviews with current
and former FEMA headquarters (HQ) and regional staff. To elicit remarks about experiences with these pro-
cesses at the state level, we held ten interviews with staff from various state offices of EM and one town hall-
style listening session with members of NEMA. We conducted 14 interviews with staff from various UASIs
and four town hall-style listening sessions, one each with members of four organizations—the International
Association of Emergency Managers, the American Planning Association, the Association of Floodplain
Managers, and Big City Emergency Managers—to understand their experiences of these processes at the
local level. We conducted five interviews with tribal government officials to learn about tribes’ experiences

5 This total number of attendees is approximate because of the open nature of the listening sessions—attendees joined and
left as they desired—and the fact that participation in listening sessions and interviews was not mutually exclusive (i.e., some
attendees joined both listening sessions and interviews). We reduced this duplication based on the number of participants we
knew who attended more than one data collection event.
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TABLE 2.7

Mitigation Strategy Coding Scheme, by Core Capability

Core Capability

Description

Cybersecurity

Planning

Public information
and warning

Operational
coordination

Community resilience

Long-term
vulnerability
reduction

Risk and disaster
resilience
assessment

Threat and hazard
identification

“Protect (and, if needed, restore) electronic communications systems, information, and services
from damage, unauthorized use, and exploitation.”

“Conduct a systematic process engaging the whole community as appropriate in the development
of executable strategic, operational, and/or tactical-level approaches to meet defined objectives.”

“Deliver coordinated, prompt, reliable, and actionable information to the whole community through
the use of clear, consistent, accessible, and culturally and linguistically appropriate methods to
effectively relay information regarding any threat or hazard, as well as the actions being taken and
the assistance being made available, as appropriate.”

“Establish and maintain a unified and coordinated operational structure and process that
appropriately integrates all critical stakeholders and supports the execution of Core Capabilities.”

“Enable the recognition, understanding, communication of, and planning for risk, and empower
individuals and communities to make informed risk management decisions necessary to adapt to,
withstand, and quickly recover from future incidents.”

“Build and sustain resilient systems, communities, and critical infrastructure and key resources
lifelines so as to reduce their vulnerability to natural, technological, and human-caused threats and
hazards by lessening the likelihood, severity, and duration of the adverse consequences.”

“Assess risk and disaster resilience so that decision makers, responders, and community members
can take informed action to reduce their entity’s risk and increase its resilience.”

“Identify the threats and hazards that occur in the geographic area; determine the frequency and
magnitude; and incorporate this into analysis and planning processes so as to clearly understand
the needs of a community or entity.”

SOURCES: Excerpted from FEMA, Core Capability Development Sheets.

TABLE 2.8

Captured Capabilities

Capability

Aligned with a Mitigation Strategy

Planning

X

Public information and warning X

Operational coordination X

Forensics and attribution

Intelligence and information-sharing

Interdiction and disruption

Access control and identity verification

Screening, search, and detection

Physical protective measures

Cybersecurity

Supply chain integrity and security

Risk management for protection programs and activities

Risk and disaster resilience assessment X

24



Methodology

Table 2.8—Continued

Capability Aligned with a Mitigation Strategy

Community resilience

Communication and outreach X
Insurance
Long-term vulnerability reduction X
Threat and hazard identification X

Environmental response and health and safety
Decontamination
Critical transportation
Evacuation
Debris removal
Situational assessment
Fatality management services
Fire management and suppression
Infrastructure systems
Water treatment
Sanitation
Communications
Power restoration
Logistics and supply chain management
Mass care services
Relocation
Mass search-and-rescue operations
On-scene security, protection, and law enforcement
Operational communications
Public health, health care, and emergency medical services
Health and social services
Economic recovery
Natural and cultural resources

Housing

SOURCE: Features information from FEMA, “Core Capability Development Sheets.”

with these processes. Finally, we interviewed seven academics whose research explored one or both pro-
cesses. FEMA also held four listening sessions with SLTTs on the topics of this study. These sessions included
a mix of FEMA staff and people representing SLTT views. For a variety of reasons, the data associated with
these listening sessions might have more limited value than information from interviews. More information
about these data collection efforts is provided in Table 2.9. Of note is that the numbers of attendees at the
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TABLE 2.9
Stakeholder Data Collection

Total Data Collection Events

Listening Total Total Referred to in
Stakeholder Group Interviews Sessions Participants ~ Attendees Narrative as
FEMA HQ and regional staff 33 - 44 44 FEMA staff
State level 10 1 4 62 State participants
Local level 14 4 48 61 Local participants
Tribal 5 - 8 8 Tribal participants
Academics 7 - 7 7 Academics
FEMA listening sessions - 4 1118 307 Participants
Totals 78 259 489

@This total includes people who commented in Sli.do, the chat, or out loud. There is duplication within these numbers because some people
might have commented aloud or commented in chat as well as in Sli.do. Some participants dominated the sessions, while others offered only
single comments. Furthermore, some participants did not participate in substantive ways. For example, some participated in Sli.do only by stating
their names or the organization they served but did not further comment. Finally, we were unable to distinguish FEMA staff from state or local
participants in many cases.

state- and local-level listening sessions are based on a count at a single point in time. Attendees joined the
listening sessions fluidly; thus, precise numbers of attendees at the state and local levels are unknown. More
people attended the interviews and listening sessions than actively participated. The number of people who
actively participated through spoken or written comments are noted in Table 2.9 in addition to the approxi-
mate number of people who attended.

All interviews and listening sessions were semistructured and facilitated by guides that included open-
ended questions focusing on

o burden imposed by the THIRA and HIRA processes

o the ways in which stakeholders use the data that each assessment produces

o overlap that might exist between the processes

o the assessments’ responsiveness, in the stakeholder’s experience, to key current and emerging threats
or hazards

« equity considerations.

Notetakers prepared a transcription for each interview and listening session, and these notes were the data
source for later analysis.

A single researcher used a combination of deductive and inductive coding to analyze the data consistent
with Rubin and Rubin’s responsive interviewing model.® The researcher systematically coded the transcrip-
tions by stakeholder group, meaning that all federal transcripts were analyzed, then all state-related tran-
scripts, followed by all local, then tribal, then academic ones. The researcher evaluated every portion of text
in the transcriptions for association with our research questions and coded relevant excerpts with one or
more of the attribute labels (overlap, burden, responsiveness, information use, equity, and intent) regardless
of whether the text was in response to a question specifically related to that attribute. The researcher method-
ically compiled all coded excerpts by stakeholder group and category code and compiled all data that did not
relate to one or more of our attribute codes for later analysis.

6 Rubin and Rubin, Qualitative Interviewing.
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Following these initial steps, the researcher conducted inductive coding by stakeholder group within
each of the categories. Coded data were compared within and across categories and coded and recoded to
reflect emerging themes until strong themes exhibiting internal coherence were identified. The researcher
then captured the findings systematically in writing by stakeholder group, category, and subtheme to reflect
the themes evidenced. The researcher inductively coded all the data that did not relate to one or more of our
attribute codes; themes that emerged from this process focused on stakeholder engagement in general, data
issues associated with these processes, integration perceptions, and ideas for process improvement. The data
central to the overarching purpose of our study have been integrated into this report as appropriate, although
not all these data were determined to be central.

Limitations

In this section, we provide an overview of the limitations of this study. We include additional discussion of
limitations and their implications throughout the report when presenting specific findings and analysis.

First, it is important for readers to note that this study represents an assessment of the THIRA and HIRA
programs at a specific point in time. As noted above, we reviewed THIRAs and HIR As that SLTTs completed
for specific years. As a result, this report reflects the content of THIR As and HIR As in our sample from those
years and conditions that prevailed in those locations at the time of completion. Similarly, the completed
THIRAs and HIRAs we reviewed reflect the program requirements that were in place during that time.
FEMA policies regarding THIRA and HIRA change over time. We have noted where FEMA has changed
or updated policies governing THIRA and HIRA from those that were in place at the time the THIRAs and
HIRAs we reviewed were completed, particularly in policy areas that FEMA identified for the study, such
as equity. However, we could not assess the impact and effectiveness of policies that were implemented after
the THIRAs and HIRAs we reviewed were completed. We addressed this limitation primarily by working
with FEMA to identify areas in which THIRA and HIRA policy had changed, noting them when they were
relevant to study research questions and acknowledging that our findings reflect the requirements that were
in place at the time the THIRAs and HIRAs we reviewed were completed.

As discussed above, because of time and resource constraints, we were unable to interview a representa-
tive sample of stakeholders within FEMA and across SLTT governments. Given the complex nature of par-
ticipation in THIRA and HIRA—and the lack of a robust research base on either type of assessment, but
particularly THIRA—it would also have been difficult to identify who should be considered for inclusion in a
sample for it to be representative. In addition, SLTT governments are organized differently across the United
States, with some state and local jurisdictions designating positions, such as chief resilience officers, that
might play important roles in hazard mitigation planning but do not exist in other jurisdictions. To address
these limitations, we selected SLTTs to interview to mirror the group of THIRAs and HIRAs we reviewed and
allowed these jurisdictions to determine their representation during interviews. To capture a broader swath
of perspectives beyond our sample, at FEMA’s request, we conducted multiple listening sessions through
national EM associations and FEMA’s program offices. As a result, the study captured a broad array of per-
spectives while allowing us to add context for the findings from our review of specific SLTTs’ THIRA and
HIRA documents. Throughout the report, we make clear that our interviews are not representative and, like
our review of completed THIRAs and HIRAs, reflect the policies in place at the time of our interviews.

Another limitation with our stakeholder engagement pertains to participant knowledge of the two pro-
cesses. In some cases, FEMA and SLTT participants were familiar with only one process or lacked expertise
in both. For example, in our interviews with FEMA staff, we found that only a small portion appeared to be
knowledgeable about both the THIRA/SPR and the HIRA/HMP. This could raise concerns about the validity
of grounding conclusions based on their perspectives. To address this limitation, we drew on several sources
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to develop our findings. Specifically, throughout the report, we draw on three groups of evidence: interviews,
the literature review, and the document review. Our interviews—which included FEMA staff but go well
beyond that to include a large number of SLT Ts—are just one element of our evidence base, and our findings
in no way rely exclusively on one set of interviewees.

Like the interviews with stakeholders, our sample of THIRA/SPR and HIRA/HMP documents reviewed
is not representative. We were not able to ensure a representative sample because of the time and resources
required to review and analyze these documents and the complexity of the characteristics we sought from
our sample. We are careful in the report not to make claims that rely on a representative sample. To ensure
that our analysis was based on a wide variety of SLTT perspectives and contexts, we selected jurisdictions and
documents to illustrate a diverse subset of jurisdictions across many selection criteria.

The report also has several data limitations. First, interview respondents provided their perspectives and
opinions on THIRA and HIRA, but these are, by nature, limited. Participants might have had an incor-
rect, or out-of-date, understanding of some aspects of the two assessment processes. This is understandable
and inevitable in qualitative research. However, we also identified several patterns specific to this study. For
example, interviewees were sometimes knowledgeable about only one of the two programs, which limited
their ability to discuss, or even consider, how THIRA and HIRA might be better aligned with one another.
Similarly, we found that many respondents either referred to HIRA and HMPs interchangeably, as if they
were the same construct, or were unable to separate the two constructs. The same pattern occurred with
discussions of THIRA and SPR. In some cases, respondents were conscious of this, noting that they did not
feel that it was useful to discuss HIRA without discussing HMPs, for example. Where applicable, we discuss
these patterns and their implications for the study findings in our attribute-level analysis of interview data.

There are also limitations on the data we extracted from completed THIRA, SPR, HIRA, and HMP docu-
ments. First, THIRA and HIRA collect information through different means, making it difficult, or in many
cases impossible, to standardize information as it was collected at the time to allow comparisons across
THIRA and HIRA documents. This was a known limitation entering the study, but an additional and per-
haps more significant limitation emerged during our analysis. We found that SLTTs whose documents we
reviewed for this study often reported data differently from one another. This might have been the result of
interpreting the same guidance from FEMA in different ways, simple reporting error, or some other reason.
Where possible, we attempted to probe these data issues in interviews with the corresponding jurisdiction for
obvious outliers. However, it was not possible to do this comprehensively because most data errors were not
likely to be obvious, and, even in the case of obvious outliers, respondents from the relevant SLTTs were often
unable to explain why the data had been reported incorrectly. We address this limitation by providing our
analysis of the likely quality of the data submitted as part of the THIRA and HIRA processes and providing
more-limited analysis across the SLTTs we studied, where merited. Although this is, in some ways, a limita-
tion, identifying opportunities to refine and improve data collection via the THIRA and HIRA processes to
make that information more accurate and useful was a key objective of this study.

We attempted to extract and process an ambitious amount of data from completed THIRAs and HIRAs
and conducted a large number of interviews covering diverse topics for a complex set of programs and issues.
To analyze this large volume of original data, we first needed to code the data, which required a large project
team working quickly. Although we used multiple coders, put measures in place to make coding consistent,
and conducted spot checks, it is possible that there was some inconsistency among coders. We address this
potential limitation by using multiple sources of evidence—including prior research, academic literature,
interviews, and document analysis—and focusing our findings on areas in which the preponderance of evi-
dence suggests a conclusion and making our rationale, including any caveats or uncertainties, as transparent
to the reader as possible.
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Finally, although we attempted to identify objective, empirical indicators that could be extracted from
completed THIRAs and HIR As for the most-important aspects of each attribute, in some cases, robust indi-
cators were simply not available. For example, as discussed in Chapter 4, although an official indicator for
HIRA burden exists, we found that it permitted only a very incomplete analysis. We attempted to identify
proxy indicators where possible, but, in some cases, these indicators failed to provide meaningful results. We
address this by noting as clearly as possible where there are issues pertaining to currently used indicators
or where we attempted to apply a proxy indicator unsuccessfully. We suggest opportunities to collect addi-
tional data or alter how they are collected and reported to improve outcomes for FEMA and SLTTs. Simi-
larly, as in all aspects of this report, we address this limitation by not relying on a single type of evidence but
instead drawing on literature, our own analysis of FEMA doctrine, interviews, and our analysis of completed
THIRAs and HIRAs.
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CHAPTER 3

Overlap

In this chapter, we examine overlap between the THIRA and HIRA processes, addressing the research ques-
tion, “What are instances of overlap between the THIRA and HIRA?” The U.S. Government Accountabil-
ity Office has defined overlap as occurring “when multiple agencies or programs have similar goals, engage
in similar activities or strategies to achieve them, or target similar beneficiaries.” Overlap in and of itself
is not necessarily negative. For example, programs might engage in overlapping activities intentionally to
address a gap or distinct need or to try a new method. Overlapping programs can also offer beneficiaries dif-
ferent choices for addressing their needs. But overlap can create challenges and contribute to inefficiencies.
For example, overlapping programs can create unnecessary duplication of effort and burden for the agency
implementing the program, as well as for its users.?

Drawing on our hierarchy of objectives discussed in Chapter 1, we reframed the research question to
focus on the underlying management objective: to enable alignment between the THIRA and HIRA. To
assess whether this management objective is achieved and to address the associated research question, we
considered the benefits and challenges associated with overlap. As discussed in Chapter 1, a motivation for
this study was to address an underlying question as to whether THIRA and HIRA could be better aligned
with one another, including whether the assessments could be integrated. Assessing overlap and its trade-offs
can inform this question.

We examine the evidence we have collected on overlap—drawing from the document review and stake-
holder engagement—to explore the research question and the associated management objective. Drawing on
FEMA and other government documents, we identified indicators to evaluate the management objective,
then populated the database of those indicators based on data and information from our document review.
We then used the results of stakeholder engagement to supplement the findings from the document review
and provide additional context. The chapter concludes with a summary of the results and a discussion of our
overall assessment of the evidence on overlap.

Literature Review

We could not identify relevant literature on overlap, unlike our experience with the five other attributes
included in the study: The literature does not analyze overlap specifically between THIRA and HIRA (docu-
mented in an HMP). Although there is academic literature related to the general concept of overlap, we did
not find it to be informative for our assessment of this attribute. We reviewed FEMA’s written materials
addressing the potential for overlap between THIRA and HIRA/HMPs, such as the 2020 FEMA job aid
“Increasing Resilience Using THIRA/SPR and Mitigation Planning,” which is discussed in the next section.?

1 Brown and Clowers, Fragmentation, Overlap, and Duplication, p. 11.
2 Brown and Clowers, Fragmentation, Overlap, and Duplication, pp. 16, 56.

3 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”
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Document Review

To understand how overlap might be occurring and examine its effect on the THIRA and HIRA processes,
we first reviewed the existing 2020 FEMA job aid “Increasing Resilience Using THIRA/SPR and Mitiga-
tion Planning” to identify the components or activities within THIRA and HIRA in which it is necessary to
evaluate overlap.* The job aid describes the similarities and differences between the THIRA/SPR processes
and those involved in mitigation planning—identifying potential areas of alignment and opportunities for
unifying aspects of both processes.> Using this job aid and applying our hierarchy of objectives described in
Chapter 1, we identified a set of indicators that serve to evaluate whether the activities that make up THIRA
and HIRA were furthering the management objective of enabling alignment.

The job aid identifies commonalities between mitigation planning, which includes HIRA, and THIRA/
SPR—noting that, although they differ in important aspects, “they share similar elements.” Specifically, the
job aid points to several similar steps in the THIRA process and the early stages of hazard mitigation plan-
ning. First, both “require involvement from multiple stakeholders”—the THIRA process through its require-
ment to involve the whole community and hazard mitigation planning through the required inclusion of a
cross-section of partners and stakeholders. To assess the extent of overlap in this aspect of the processes, we
reviewed program guidance and compared stakeholders participating in each. Second, the job aid notes that,
although the specific requirements differ, THIRA and the HIRA portion of HMPs both identify threats and
hazards. To assess the extent of overlap in this aspect of THIRA and HIRA, we compared threats and haz-
ards identified at different levels of government. Furthermore, the job aid shows that, separately, THIRA and
HIRA provide distinct outputs, with HIRA supporting the development of mitigation actions for HMPs and
THIRA providing targets for core capabilities that feed into SPR. To evaluate whether there was overlap at
this point in the process, we compared mitigation actions with a selection of core capabilities.

Given that the objective is to improve the alignment of these processes, we looked beyond completed
THIRA and HIRA submissions to additional indicators of overlap in THIRA and HIRA. The indicators we
selected are summarized in Table 3.1. First, we considered the similarities and differences in the participant
type and sectors involved in THIRA and HIRA. However, it is worth noting that participation might be
more prevalent in other parts of the THIRA/SPR and hazard mitigation planning processes than the THIRA
and HIRA portions of them. Second, we considered the overlap in hazards and threats to consider whether
THIRA and HIRA were identifying similar sets of threats and hazards. Third, we considered the overlap in
outputs: capability gaps from the THIRA/SPR process and mitigation strategies from the HMP. Fourth, fol-
lowing on the 2022 report Streamlining Emergency Management, which notes that terminology in different
FEMA processes sometimes overlaps, providing different definitions for similar terminology that creates
confusion among stakeholders,” we assessed the extent of overlap in terminology between the THIRA and
HIRA/HMP. Last, we compared the timelines of the two processes to assess their extent of overlap. THIRA/
SPR and HMPs have different requirements for how frequently they must be submitted and when, which cre-
ates the potential for one jurisdiction to conduct a THIRA and a HIRA in similar time frames.

* FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”
5 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”
© FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”

Barnosky, Lauland, Miro, et al., Streamlining Emergency Management.
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TABLE 3.1

Indicators Used to Assess the Overlap Attribute

Indicator

Justification for Use of This
Indicator

Definition

Data Source

Participants

Hazards and threats

Outputs (HMP mitigation
actions and THIRA/SPR
capability gaps)

Some participants might
take part in both processes.
We reviewed the types of
participants and sectors
taking part in both processes
to identify potential overlap.

THIRA and HIRA each begin
by selecting a set of hazards
and threats to evaluate.

The degree to which SLTTs
select the same hazards and
threats for both processes is
an indication of the similar or
different roles each plays for
the jurisdiction.

THIRA/SPR and HMP outputs
might not align. Although

the stages of THIRA and
HIRA have similarities, we
designed this indicator to
understand the similarities
and differences in the outputs
generated by THIRA and
HIRA.

Percentage of categories
for participant type and
sector found in both
THIRA and HIRA

Number of hazards
found in both THIRA and
HIRA, divided by the total
number of hazards in the
THIRA

Number of threats found
in both the THIRA and
HIRA, divided by the total
number of threats in the
THIRA

Percentage of mitigation
actions from the HIRA
that are associated with
the mitigation mission
area’s core capabilities
from the THIRA

THIRA: coded participant
dataset

HIRA: coded participant
dataset

THIRA: coded hazard
and threat dataset
HIRA: coded hazard and
threat dataset

THIRA capability dataset
HIRA coded mitigation
action dataset

Terminology Here we sought to Comparison of a THIRA: CPG 201 3rd ed.?
understand the similarities selection of risk HIRA: state, local, and
and differences in management terms tribal mitigation planning
terminology used within guidance®
THIRA and HIRA guidance. Other: FEMA glossary,®

DHS lexicon,d DHS risk
lexicon®

Timelines The alignment of THIRA and Comparison of THIRA, THIRA: CPG 201 3rd ed.?
HIRA efforts based on the SPR, HIRA, and HMP HIRA: state, local, and
submission frequency could completion-frequency tribal mitigation planning
help identify opportunities to requirements guidanceb
align the processes.

4 CPG 201.

b FEMA, State Mitigation Planning Policy Guide; FEMA, Local Mitigation Planning Policy Guide; FEMA, Tribal Mitigation Plan Review Guide.

C FEMA, “Glossary.”

d Management Directorate, DHS Lexicon Terms and Definitions.

€ Risk Steering Committee, DHS Risk Lexicon.

Participants

THIRAs and HMPs, of which the HIRA is an element, both require the participation of stakeholders from
the jurisdiction taking part in the program. THIRA and SPR guidance calls for community-wide involve-
ment, noting that active engagement from stakeholders and SMEs supports the development of a compre-
hensive and accurate assessment. The guidance provides a detailed list of potential participants—including
federal representatives, SLTT participants, private-sector partners, volunteer organizations active in disaster
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(VOADs), colleges and universities, and emergency managers.® These are the stakeholders and SMEs FEMA
recommends involving in THIRA and SPR development:

o colleges, universities, and other research organizations

« cybersecurity experts

o EM and homeland security agencies

« emergency planning committees

o federal agencies

« FEMA regional offices

« fire, police, emergency medical services, and health departments

o hazard mitigation offices

o infrastructure owners and operators

 major urban area and state fusion centers

« national laboratories

 National Weather Service offices

« port and transit organizations

o supply chain stakeholders

« private-sector partners

o professional associations

o tribal governments

« DHS protective security advisers

» VOADs

o other organizations or agencies with significant impact on the local economy

o SMEs from planning, exercises, mitigation, training, and other key areas in the THIRA and SPR pro-
cess.

HMP guidance differs slightly based on jurisdiction type, as shown in Table 3.2, but the relevant reg-
ulations generally call for coordination among public-sector agencies and community groups. Given the
broad participation called for in THIRA/SPR and hazard mitigation planning, there is a potential for overlap
among participants in jurisdictions conducting both.

To assess the extent of overlap in participation in THIRA and HIRA, we listed participants in these pro-
cesses, coding them by type and sector (Chapter 2 provides additional detail on our approach). We then
compared them, identifying whether the participant type or sector appeared in the HMP, THIRA and SPR,
both, or neither. This analysis applied a broad lens to participation and did not have us consider the extent to
which specific people participated in either process. But it allowed us to get a general sense of when similar
organizations participated in both. Tables 3.3, 3.4, 3.5, and 3.6 provide this analysis for states and territories
and for localities and tribes.

Table 3.3 addresses overlap in participant types at the state and territory levels, and Table 3.4 addresses
overlap in sectors at the state and territory levels. As shown in Table 3.3, each state or territory demonstrates
some overlap for the ten types of participants we identified. State and territory government is a common par-
ticipant in both processes for all the states and territories we reviewed, but there is infrequent overlap among
other participant types. In sector participation at the state and territory levels, we see greater suggestion of
overlap (Table 3.4). For each state, the public safety and EM sector participated in both processes. The health
and social service sector participated in both processes in nearly all states and territories, and, for most of

8 CPG 201, pp. 9-10.
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TABLE 3.2
Hazard Management Planning Participation Requirements, by Jurisdiction Type

Jurisdiction
Type Participation Requirement

State “The mitigation planning process should include coordination with other State agencies, appropriate
Federal agencies, [and] interested groups, and be integrated to the extent possible with other ongoing
State planning efforts as well as other FEMA mitigation programs and initiatives.”®

Local “An open public involvement process is essential to the development of an effective plan. In order to
develop a more comprehensive approach to reducing the effects of natural disasters, the planning
process must include:

1. An opportunity for the public to comment on the plan during the drafting stage and prior to plan
approval;

2. An opportunity for neighboring communities, local and regional agencies involved in hazard mitigation
activities, and agencies that have the authority to regulate development, as well as businesses,
academia and other private and nonprofit interests to be involved in the planning process; . . ."P

Tribal “(c) Plan content. The plan must include the following:

(1) Documentation of the planning process used to develop the plan, including how it was prepared,

who was involved in the process, and how the public was involved. This must include:

1. An opportunity for the public to comment on the plan during the drafting stage and prior to plan
approval, including a description of how the Indian Tribal government defined “public;”

2. As appropriate, an opportunity for neighboring communities, Tribal and regional agencies involved
in hazard mitigation activities, and agencies that have the authority to regulate development, as well
as businesses, academia, and other private and nonprofit interests to be involved in the planning
process; . .."°

@ Excerpted from 44 C.F.R. § 201.4(b), Planning Process.
b Excerpted from 44 C.F.R. § 201.6(b), Planning Process.
¢ Excerpted from 44 C.F.R. § 201.7, Plan Content.

the states and territories we reviewed, the information and data, land use and development, and natural and
cultural resource sectors participated in both processes.

We conducted a similar analysis at the UASI-local level and for the tribal governments that we reviewed
for this study. The results are shown in Tables 3.5 and 3.6. As shown in Table 3.5, local government showed
the most overlap in participation—with all eight of the UASI-local comparisons showing local government
participating in both processes. State government also demonstrated some overlap, participating in both
processes for four of the eight UASI-local comparisons. For the two tribal governments we reviewed, tribal
governments participated in both processes—with that being the sole source of overlap for one of our cases.

In sector participation at the UASI-local level, we saw slightly less overlap—with the percentage of partici-
pants from the same sector taking part in both processes ranging from 20 to 40 percent. The public safety and
EM sector participated in both processes for all eight UASI-local comparisons, and the health and social ser-
vice sector participated in both processes for seven of the eight. For the two tribal governments we reviewed,
the public safety and EM and natural and cultural resource sectors participated in both processes.

Threats and Hazards Identified

Both THIRA and HIRA include steps focused on threat and hazard identification. In THIRA, jurisdictions
identify threats and hazards that stress their capabilities the most, including natural hazards, technological
hazards that are accidents or failures of systems and structures, and human-caused incidents resulting from
intentional actions.” In HIRA, which is conducted as part of hazard mitigation planning, jurisdictions are

9 CPG 201.
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TABLE 3.3
State and Territory Overlap in Participant Types for THIRA/SPR and HIRA/HMPs

State Territory
Participant Type Ark.  Ariz. Colo. Del. Fla. M. Md. Mich. N.. Ore. Tenn. Texas \Va. Vt. Wash. Guam P.R.
College or university HIRA HIRA HIRA HIRA HIRA None None HIRA HIRA HIRA HIRA HIRA HIRA HIRA None HIRA None

Community? None None None None HIRA HIRA None None
Critical utility or district - None HIRA HIRA - HIRA None
Government, federal HIRA  HIRA None HIRA  HIRA None None
Government, local or UASI HIRA  None

Government, state or territory

Government, tribe None None None

Health organization - None None None
Nonprofit HIRA HIRA HIRA HIRA HIRA
Private None None None None - None None
Percentage of participant types 20 20 50 40 30 30 10 20 40 10 20 20 20 30 40 10

included in both THIRA and HIRA

@ For THIRA and SPR, this includes the nongovernmental organizations identified as “disability or access/functional needs communities” or “community advocacy groups.” For HMPs, this can be any individual
from the public or any community advocacy group.
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TABLE 3.4
State and Territory Overlap in Participant Sectors for THIRA/SPR and HIRA/HMPs

State Territory
Participant Sector Ark.  Ariz. Colo. Del. Fla. Il Md. Mich. N.. Ore. Tenn. Texas Va. Vt. Wash. Guam P.R.
Economic development HIRA HIRA  HIRA HIRA - HIRA None
Education HIRA HIRA HIRA HIRA HIRA

Health and social services

Housing HIRA None HIRA None HIRA None HIRA None HIRA None None HIRA HIRA HIRA None HIRA HIRA

HIRA  HIRA

Information and data

Infrastructure - None HIRA

Land use and development HIRA  HIRA HIRA

Natural and cultural resources HIRA HIRA
Public safety and EM

Transportation

Percentage of participant types 30 40 60 60 50 60 40 40 70 40 40 70 40 50 50
included in both THIRA and HIRA
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TABLE 3.5
Urban Area Security Initiative Local and Tribal Government Overlap in Participant Types for
THIRA/SPR and HIRA/HMPs

State or Region Tribe

Ore. and
Participant Type Ariz. NCR Fla. Ml Mich. N.Y. Wash. Texas Ariz. N.Y.

College or university =~ HIRA HIRA HIRA None HIRA HIRA HIRA None HIRA None

Community None None HIRA None None None None None
Critical utility or HIRA HIRA HIRA HIRA - None
district
Government
Federal - HIRA None HIRA None
Local
State None HIRA
Tribe NA NA NA NA NA NA NA NA
Health None None HIRA None - HIRA - None
organization

HIRA HIRA None None HIRA

Nonprofit - HIRA HIRA HIRA

Private HIRA - HIRA HIRA HIRA HIRA HIRA None
Percentage of 20 30 20 10 40 40 50 10 10
participant types

included in both
THIRA and HIRA

NOTE: The Colorado counties/Denver UASI comparison was excluded from this analysis because of data limitations.

required to identify their natural hazard risks.!” In practice, however, they frequently include broader lists
of threats and hazards. As a result, HIRA captures a larger number and wider variety of threats and hazards
than THIRA does. Given the similarities in this step, an opportunity for overlap exists for the threats and
hazards identified for jurisdictions conducting both assessments.

To assess the extent of overlap in the threats and hazards that jurisdictions identified, we extracted the
list of threats and hazards from each THIRA and HMP, for matching locations, then reviewed and coded
them based on 35 categories to allow comparison across documents and processes regardless of differences
in wording. We then compared the threat and hazard lists between THIRAs and HIRAs, creating a list of
shared threats and hazards for jurisdictions at different levels of government, and calculated the fraction of
shared threats and hazards in THIRA. We did this comparing state THIRAs and HIRAs, territorial THIRAs
and HIRAs, tribal THIRAs and HIRAs, and UASI THIRAs and local HIRAs. (For the UASI-local compari-
sons, we combined HIRA lists from all local jurisdictions within a UASI region to ensure consistent geogra-
phies.) Tables 3.7, 3.8, and 3.9 provide the results of these comparisons.

Our analysis showed overlap in the threats and hazards identified at all levels of government, but this
occurred more frequently in the UASI-local comparisons than in state comparisons. Furthermore, overlap
in the natural hazards identified occurred more frequently than overlap in threats identified. For example, as
demonstrated in Table 3.7, for ten of 15 states (66 percent) reviewed, 50 percent or more of the hazards from

10 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning” FEMA, State Mitigation Planning Policy
Guide.
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TABLE 3.6
Urban Area Security Initiative Local and Tribal Government Overlap in Participant Sectors for
THIRA/SPR and HIRA/HMPs

State or Region Tribe
Ore. and
Participant Sector Ariz. NCR Fla. Ml Mich. N.Y. Wash. Texas Ariz. N.Y.
Economic None HIRA HIRA HIRA HIRA
development
Education HIRA HIRA None HIRA HIRA HIRA HIRA HIRA None
Health and social HIRA
services
Housing None None None HIRA None None None None
Information and data  HIRA HIRA - HIRA HIRA
Infrastructure HIRA HIRA HIRA HIRA
Land use and HIRA HIRA HIRA None HIRA HIRA HIRA HIRA

development

Natural and cultural HIRA HIRA HIRA HIRA HIRA HIRA HIRA HIRA
resources

Public safety and
EM

Transportation HIRA None None None None None None

Percentage of 30 20 30 30 30 30 40 40
participant types

included in both

THIRA and HIRA

NOTE: The Colorado counties/Denver UASI comparison was excluded from this analysis because of data limitations.

TABLE 3.7
Overlap in Threats Identified in THIRAs and HIRAs

THIRA-to-HIRA Comparison

Percentage of

Overlapping Threats State to State (15) UASI to Local (9) Territory to Territory (2) Tribe to Tribe (2)
0-25 11 (73%) 4 (44%) 2 (100%) 2 (100%)
26-50 1(6%) 2 (22%) 0 (0%) 0 (0%)
51-75 1(6%) 1 (11%) 0 (0%) 0 (0%)
76-100 2 (13%) 2 (22%) 0 (0%) 0 (0%)

their THIRAs were also included in their HIR As, although eight of nine (89 percent) of the UASI-local juris-
dictions reviewed included 50 percent or more of the hazards from the THIRAs in their HIRAs. In contrast,
as shown in Table 3.8, only three of 15 (19 percent) of states included 50 percent or more of the threats from
their THIRAs in their HIRAs, while three of nine (33 percent) of UASI-local jurisdictions included 50 per-
cent or more of the threats from the THIRAs in their HIRAs.

Table 3.9 provides combined comparisons for threats and hazards, showing that a significant number
of the UASI-local comparisons (four of nine, or 44 percent) demonstrate more than 50 percent overlap in
the threats and hazards from their THIRAs in their HIRAs. The state-to-state THIRA/HIRA comparisons
show less commonality in combined threats and hazards—with five of 15 (33 percent) showing more than
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TABLE 3.8
Overlap in Natural Hazards Identified in THIRAs and HIRAs

Percentage of THIRA-to-HIRA Comparison

Overlapping Natural

Hazards State to State (15) UASI to Local (9) Territory to Territory (2) Tribe to Tribe (2)
0-25 1(6%) 1 (11%) 0 (0%) 0 (0%)
26-50 4 (27%) 0 (0%) 1(50%) 1 (50%)
51-75 1(6%) 1 (11%) 0 (0%) 0 (0%)
76-100 9 (60%) 7 (78%) 1 (50%) 1 (50%)
TABLE 3.9

Overlap in Threats and Natural Hazards Identified in THIRAs and HIRAs

Percentage of THIRA-to-HIRA Comparison

Overlapping Threats

and Hazards State to State (15) UASI to Local (9) Territory to Territory (2) Tribe to Tribe (2)
0-25 5 (33%) 1 (11%) 0 (0%) 0 (0%)
26-50 5 (33%) 4 (44%) 1 (50%) 1(50%)
51-75 3 (20%) 2 (22%) 1 (50%) 1 (50%)
76-100 2 (13%) 2 (22%) 0 (0%) 0 (0%)

50-percent overlap. However, most of the states reviewed demonstrated at least some overlap in the threats
and hazards assessed in their THIRAs and HIR As.

THIRA and HIRA Outputs

THIRA and HIRA provide outputs feeding into separate processes. Specifically, THIRA informs the devel-
opment of capability target statements for jurisdictions’ core capabilities that support SPR, while HIRA con-
tributes to the development of mitigation actions for HMPs. As FEMA noted in its 2020 job aid, “Mitigation
capabilities and the goals in the mitigation plan can and should inform and support each other.”!! Given this
relationship, an opportunity for overlap between core capabilities evaluated in the THIRA/SPR and mitiga-
tion actions identified in HMPs could exist.

To assess potential overlap between core capabilities and mitigation actions, we identified eight core capa-
bilities that drive SPR assessments and for which identified gaps could be addressed by mitigation actions
included in the HMPs reviewed. These included the seven core capabilities for the mitigation mission area
plus cybersecurity in the prevention mission area.!? We included cybersecurity based on the frequency with
which cyber incidents were included in the mitigation plans. We then coded our dataset of mitigation actions
by these core capabilities.

It is important to note that, given the way core capabilities and mitigation actions are currently struc-
tured, linking a mitigation action to a core capability is challenging. First, the core capabilities are broad,
but target capability statements are specific and cover only a subset of the capability definitions and critical
tasks. For example, long-term vulnerability reduction is defined as building and sustaining resilient systems,
communities, and infrastructure. But the capability statement focuses exclusively on developing or updat-

1 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”
12 FEMA, “Core Capability Development Sheets.”
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ing building codes. Clearly, strategies that increase investment in hardening structures or reduce critical
infrastructure vulnerabilities would be contribute to this core capability, but these investments might not
be reflected in the gap measurement, which is focused on building codes. Second, the critical tasks for the
core capabilities frequently overlap, which makes distinguishing between them challenging at times.!* For
example, sharing information on threats and hazards could be included in community resilience or public
information and warning, depending on the target audience and the process used, which is not always clear.!4
Third, the states, tribes, and territories differed in the amount of information provided in their descriptions
of the strategies and their scopes.!> Mitigation actions might help only indirectly to close the capability gap,
by reducing overall demand for that capability (the target), and an action might address more than one core
capability.t®

In comparing mitigation actions to core capabilities, we found limited evidence of overlap between core
capabilities and mitigation actions—with states infrequently directing mitigation actions at their identified
core capability gaps. Table 3.10 compares state and territory core capability gaps with the mitigation actions
identified in those jurisdictions’ HMPs. The table suggests that states generally direct a small portion of
their mitigation actions at gaps associated with mitigation core capabilities. Of the 15 states and territo-
ries reviewed, only three directed more than 50 percent of their mitigation actions at these gaps, and nine
directed 25 percent or less at these gaps. In two instances, the state or territory directed none of its mitigation
actions at the identified gaps.

Terminology

FEMA sometimes uses similar terminology in different processes but employs different definitions in each
process, which can contribute to confusion for users.'” THIRA and HIRA processes, which draw on termi-
nology from the risk management field, use some complex technical terms. The use of overlapping terminol-
ogy in this context could create challenges for program participants.

To assess overlap in terminology in THIRA and HIRA processes, we identified and compared a set of core
risk management terms. Given the breadth of the risk management field, an exhaustive comparison of ter-
minology was not possible. Instead, we drew on a set of terms related to risk identified in the 2022 National
Preparedness Report (NPR).!8 As a key element of the National Preparedness System, the NPR summarizes
the country’s progress in addressing its risk and capability gaps and draws heavily on the THIRA and SPR, as
well as analysis and reporting conducted throughout the federal government. We compared the terms iden-
tified in the NPR with definitions used in THIRA and SPR guidance and HMP guidance—as well as in the
FEMA glossary, the DHS risk lexicon, and the DHS lexicon.!® Table 3.11 provides these comparisons.

In the different guidance documents, we see a few trends. First, comparing only the THIRA/SPR and
HMP guidance, none of the six terms reviewed share common definitions, and three of the six terms (threat,

13 See FEM A, National Mitigation Framework, for a discussion of the critical tasks associated with each core capability.
14 We often used contextual clues to make these distinctions, but they are necessarily imperfect assessments of alignment.

15 Tn our analysis, we did not include local actions, but we did see large differences in scale and scope there as well. For exam-
ple, one action discussed buying a specific house to reduce the flooding risk.

16 Tn our analysis, these cases in which strategies clearly applied to multiple core capabilities were counted toward each.
17 Barnosky, Lauland, Miro, et al., Streamlining Emergency Management.
18 FEMA, National Preparedness Report, 2022.

19 FEMA, “Glossary,” is an online resource. As efforts to standardize language across the department and its components,
comparisons with the DHS lexicon and risk lexicon offer the opportunity to assess consistency in terminology. See Manage-
ment Directorate, DHS Lexicon Terms and Definitions, and Risk Steering Committee, DHS Risk Lexicon.
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TABLE 3.10
Comparison of Mitigation Actions and Core Capability Gaps: The Percentage of Mitigation Actions Identified in Hazard Mitigation
Plans Associated with THIRA and Stakeholder Preparedness Review Mitigation Core Capabilities and State Capability Gaps

State Territory
Point of Comparison  Ariz. Ark. Colo. Del. Ml Md. Mich. N.Y. Ore. Tenn. Texas Va. Vit. Wash. Guam
Total mitigation 42 63 76 53 197 39 28 193 185 43 6 81 24 62 61
actions
Total actions 32 61 74 53 176 37 25 153 184 31 5 73 24 62 60
associated with
mitigation core
capabilities
Percentage of 76 97 97 100 89 95 89 79 99 72 83 90 100 100 98
actions associated
with mitigation core
capabilities
Total actions 17 18 74 0 54 2 2 7 120 23 1 3 5 8 0
associated with
capability gaps
Percentage of 40 28 97 0 27 5 7 4 65 53 17 4 21 13 0

actions directed
at mitigation core
capability gaps

SOURCES: Features data from each state’s THIRA and SPR; Arizona Department of Emergency and Military Affairs, State of Arizona Hazard Mitigation Plan 2023; Arkansas Department of Emergency
Management, State of Arkansas All-Hazards Mitigation Plan; Colorado Division of Homeland Security and Emergency Management, Colorado Enhanced State Hazard Mitigation Plan, 2023-2028; Delaware
Emergency Management Agency, 2023-2028 Hazard Mitigation Plan; Guam Homeland Security, hazard mitigation plan; lllinois Emergency Management Agency and Office of Homeland Security, State of
Illinois Hazard Mitigation Plan; Maryland Emergency Management Agency, 2021 State Hazard Mitigation Plan; Michigan Department of State Police and Michigan Citizen-Community Emergency Response
Coordinating Council, Michigan Hazard Mitigation Plan; New York State Division of Homeland Security and Emergency Services, 2019 New York State Hazard Mitigation Plan; Oregon State Interagency

Hazard Mitigation Team, Oregon Natural Hazards Mitigation Plan; Tennessee Emergency Management Agency, State of Tennessee Standard State Hazard Mitigation Plan; Texas Division of Emergency
Management, 2023 Texas State Hazard Mitigation Plan; Vermont Emergency Management, Vermont Stronger: 2018 Vermont State Hazard Mitigation Plan; and Virginia Department of Emergency Management,
Commonwealth of Virginia Hazard Mitigation Plan.

NOTE: We limited this analysis to states because they do both SPRs and HMPs, which provide the data for this analysis. We were unable to provide a comparison for UASIs because they do SPRs as UASIs
but HMPs as individual localities. Florida and Puerto Rico were excluded from this analysis because of data limitations. When mitigation actions clearly applied to multiple core capabilities, they were counted
toward each in our analysis.
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vulnerability, and consequence) are not defined. (For the latter, both sets of guidance define impact, a related
term, but the definitions differ.) More broadly, the HMP guidance offers generally distinct definitions for
the terms it does define, while the THIRA and SPR guidance more frequently uses terms similar to those in
the other sources. For example, the definitions for the term risk are generally similar across the guidance we
reviewed—except for the HMP guidance, which offers a similar but slightly more detailed definition. Nota-
bly, the term hazard has several definitions in the guidance reviewed. The DHS risk lexicon and the NPR
define terms similarly—and note that a hazard is distinct from a threat in that a threat is directed while a
hazard is not. The THIRA and SPR guidance, in contrast, does not define threat but instead identifies three
types of hazards. This includes human-caused hazard, which is an intentional (i.e., directed) incident and
analogous to a threat.

Although we limited our analysis to a small, nonexhaustive selection of risk management terminology, it
is also worth noting that the THIRA/SPR and HMP (and within it, HIRA) processes share other key termi-
nology in common. For example, as FEMA noted in its “Increasing Resilience Using THIRA/SPR and Mitiga-
tion Planning” job aid, “[tlhe meaning of the word ‘capabilities’ is defined differently in the two processes.”?
THIRA and SPR use the term to refer to core capabilities, a foundational part of these processes and a key
component of FEMA preparedness doctrine. Core capability in THIRA and SPR refers “to the capacity to
prevent, protect against, mitigate, respond to, and recover from a threat or hazard.”! In contrast, for HMPs,
capability refers to a law, regulation, policy, or program related to hazard mitigation—a different and nar-
rower meaning.??

Timelines

THIRA/SPR and hazard mitigation planning have different requirements for the frequency of submission
and timelines. For THIRA, “communities create capability targets for each of the 32 core capabilities.”?
In practice, jurisdictions review and update their THIRA targets for prevention, protection, response, and
recovery every three years and for mitigation every six years.? However, it is important to note that FEMA
often adjusts these requirements in response to events or for specific jurisdiction types, such as tribal gov-
ernments, by reducing the number of capability targets requiring development, update, or other changes.?
Each jurisdiction must update its SPR annually. This must be completed by a December 31 deadline for the
jurisdiction to remain eligible for preparedness grants.2® Each SLTT must review and update its HMP every
five years.?” However, the deadlines associated with these timelines are not uniform across all jurisdictions.
Rather, they are staggered according to when a jurisdiction last submitted an HMP.

These THIRA and HMP timelines create the opportunity for overlap, with jurisdictions potentially con-
ducting a THIRA and a HIRA at similar times—which might alleviate burden by enabling jurisdiction to

20 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”

2l FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning,” p. 3; FEMA, “Mission Areas and Core
Capabilities.”

22 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning,” p. 3.
23 CPG 201, p. 19.
24 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning,” pp. 2, 4.

25 For example, for FY 2023, FEMA required recipients of THSGP funding to complete each THIRA/SPR step for only eight of
the core capabilities (Grant Programs Directorate, Fiscal Year 2023 Preparedness Grants Manual, p. B-2; see also FEMA, 2023
THIRA/SPR Reporting Requirement, which documents specific changes in requirements for 2023).

26 CPG 201.
27 FEMA, State Mitigation Planning Policy Guide.
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TABLE 3.11
Comparison of Risk Terms

Term NPR2 CPG 201 HMP Guidance FEMA Glossary DHS Risk Lexicon DHS Lexicon
Consequence “Effect of an No definition of The State Hazard No definition is “[E]ffect of an “[E]ffect of an
event, incident, or consequence is Mitigation Planning provided. event, incident, or event, incident, or

occurrence.”

provided, but impact
is defined: “The
community-specific
effects a threat or
hazard scenario would
have on a community
if the threat or hazard
occurred, written

in the language of
common emergency

management metrics.”?

Policy Guide does not
define consequence,
but it does define
impact: “Impacts are
the consequences

or effects of each
hazard on the

state’s assets and
jurisdictions identified
in the vulnerability
assessment.”®

The Local Hazard
Mitigation Planning
Policy Guide does not
define consequence,
but it does define
impact much like the
state guide does:
“Impacts are the
consequences or
effects of each hazard
on the participant’s
assets identified

in the vulnerability
assessment. For
example, impacts
could be described by
referencing historical
disaster damage with
an estimate of potential
future losses (such as
percentage of damage
vs. total exposure).”
The Tribal Mitigation
Plan Review Guide does
not define consequence
or impact.

occurrence.”®

occurrence”!
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Table 3.11—Continued

Term NPR?

CPG 201

HMP Guidance

FEMA Glossary

DHS Risk Lexicon DHS Lexicon

“A source or cause of
harm or difficulty. A
hazard also differs from
a threat in that a threat
is directed at an entity,
asset, system, network,
or geographic area. A
hazard is not directed.”

Hazard

CPG 201 defines three
types of hazards:
“Human-Caused
Hazard: A potential
incident resulting from
the intentional actions
of an adversary.”?
“Natural Hazard: A
potential incident
resulting from acts of
nature.”d
“Technological Hazard:
A potential incident
resulting from accidents
or failures of systems or
structures.”

The state guide
defines natural
hazard as follows:
“Natural hazards are
sources of harm or
difficulty created

by meteorological,
environmental, or
geological events.
Natural hazards,
such as flooding and
earthquakes, affect
the built environment,
including dams and
levees.”!

The local guide
defines natural
hazard as follows:
“Natural hazards
are a source of harm
or difficulty created
by a meteorological,
environmental or
geological event.
Natural hazards,
such as flooding and
earthquakes, impact
the built environment,
including dams and
levees.”

The Tribal Mitigation
Plan Review Guide
does not define it.

No definition is
provided.

“[N]atural or man-made “[S]ource or cause of
source or cause of harm or difficulty"I
harm or difficulty . . .

(1) A hazard differs

from a threat in that a

threat is directed at an

entity, asset, system,

network, or geographic

area, while a hazard

is not directed. (2) A

hazard can be actual or

potential.”k
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Table 3.11—Continued

Term NPR?

CPG 201

HMP Guidance

FEMA Glossary

DHS Risk Lexicon

DHS Lexicon

“The chance of
something happening,
whether defined,
measured, or
estimated objectively
or subjectively, or

in terms of general
descriptors (e.g., rare,
unlikely, likely, almost
certain), frequencies, or
probabilities.”

Likelihood

“The chance of
something happening,
whether defined,
measured, or
estimated objectively
or subjectively, or

in terms of general
descriptors (e.g., rare,
unlikely, likely, almost
certain), frequencies, or
probabilities.”d

The state and local
guides do define
likelihood, but they
define probability of
future hazard events:
“Probability of future
hazard events means
the likelihood of the
hazard occurring or
reoccurring. It may be
defined in historical
frequencies, statistical
probabilities, hazard
probability maps, and/
or general descriptors
(e.g., unlikely, likely,
highly likely). If general
descriptors are used,
they must be quantified
or defined in the plan.
For example, ‘highly
likely’ could be defined
as ‘100% chance of
occurrence next year’
or ‘one event every

year.”c.d
The tribal guide does
not define it.

No definition is
provided.

“[C]hance of something
happening, whether
defined, measured or
estimated objectively or
subjectively, or in terms
of general descriptors
(such as rare, unlikely,
likely, almost certain),
frequencies, or
probabilities”™

“[Clhance of something
happening, whether
defined, measured or
estimated objectively or
subjectively, or in terms
of general descriptors
(such as rare, unlikely,
likely, almost certain),
frequencies, or
probabilities™
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Table 3.11—Continued

Term NPR? CPG 201 HMP Guidance FEMA Glossary DHS Risk Lexicon DHS Lexicon
Risk “Potential for an CPG 201 cites the The state and local “The potential for an “[P]otential for an “[Potential for an
unwanted outcome DHS risk lexicon guides provide unwanted outcome unwanted outcome unwanted outcome
as determined by its for this definition: matching definitions resulting from an resulting from an as determined by its
likelihood and the “The potential for an for risk: “Risk, for the incident, event, incident, event, likelihood and the
consequences.” unwanted outcome purpose of hazard or occurrence, or occurrence, consequences”™
resulting from an mitigation planning, as determined by as determined by
incident or occurrence, is the potential for its likelihood and its likelihood and
as determined by damage or loss created the associated the associated
its likelihood and by the interaction consequences. With consequences™
the associated of natural hazards respect to continuity,
consequences.”h’0 with assets, such as risk may degrade or
buildings, infrastructure hinder the performance
or natural and cultural  of essential functions
resources.”"P and affect critical
The tribal guide does assets associated with
not define it. continuity operations.”™
Threat “Indication of potential No definition is No definition is provided “Natural or manmade “IN]Jatural or man-made “[I[ndication of
harm to life, information, provided. in state, local, or tribal  occurrence, individual, occurrence, individual, potential harm to life,
operations, the guidance. entity, or action that entity, or action that information, operations,
environment, and/or has or indicates the has or indicates the the environment and/or
property.” potential to harm life, potential to harm life, property™
information, operations, information, operations,
the environment and/or the environment, and/or
property.”™ property”t
Vulnerability “Physical feature or No definition is No definition is No definition is “[P]hysical feature or “[Plhysical feature or

operational attribute
that renders an entity
open to exploitation or
susceptible to a given
hazard or threat.”

provided.

provided in the state or
tribal guidance.

The local guide defines
vulnerability as “a
description of which
assets, including
structures, systems,
populations and other
assets as defined by
the community, within
locations identified

to be hazard-prone,
are at risk from the
effects of the identified
hazard(s).”Y

provided.

operational attribute
that renders an entity,
asset, system, network,
or geographic area
open to exploitation or
susceptible to a given
hazard”"

operational attribute
that renders an entity
open to exploitation or
susceptible to a given
hazard™

deanQ
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Table 3.11—Continued

Term NPR? CPG 201 HMP Guidance

FEMA Glossary

DHS Risk Lexicon

DHS Lexicon

SOURCES: Also consulted FEMA, Tribal Mitigation Plan Review Guide.

& Excerpted from FEMA, National Preparedness Report, 2022, p. 9.

b Excerpted from CPG 201, p. 42.

C Excerpted from FEMA, State Mitigation Planning Policy Guide, p. 22.

d Excerpted from FEMA, Local Mitigation Planning Policy Guide, p. 23.

© Excerpted from Risk Steering Committee, DHS Risk Lexicon, p. 10.

f Excerpted from Management Directorate, DHS Lexicon Terms and Definitions, p. 111.

9 Excerpted from CPG 201, p. 43.

n Excerpted from CPG 201, p. 44.

l Excerpted from FEMA, State Mitigation Planning Policy Guide, p. 21.

j Excerpted from FEMA, Local Mitigation Planning Policy Guide, p. 72.

k Excerpted from Risk Steering Committee, DHS Risk Lexicon, p. 17.

! Excerpted from Management Directorate, DHS Lexicon Terms and Definitions, p. 282.

M Excerpted from Risk Steering Committee, DHS Risk Lexicon, p. 19.

" Excerpted from Management Directorate, DHS Lexicon Terms and Definitions, p. 382.
O Excerpted from CPG 201, p. 7.

P Excerpted from FEMA, Local Mitigation Planning Policy Guide, p. 21.

9 Excerpted from FEMA, “Glossary.”

" Excerpted from Risk Steering Committee, DHS Risk Lexicon, p. 27.

S Excerpted from Management Directorate, DHS Lexicon Terms and Definitions, p. 563.
t Excerpted from Risk Steering Committee, DHS Risk Lexicon, p. 36.

U Excerpted from Management Directorate, DHS Lexicon Terms and Definitions, p. 661.
V Excerpted from FEMA, Local Mitigation Planning Policy Guide, p. 73.

W Excerpted from Risk Steering Committee, DHS Risk Lexicon, p. 38.

X Excerpted from Management Directorate, DHS Lexicon Terms and Definitions, p. 705.
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reduce duplicative work and find efficiencies. To assess potential overlap in timelines, we documented and
reviewed the frequency with which THIRA/SPR and HMPs were generally submitted. In Table 3.12, we show
how the timelines for THIRA/SPR and HMPs overlap or differ. For THIRA and SPR, we used the base years
of the three-year reporting cycle as a starting point and documented other deadlines. (A base year is a year
in which a jurisdiction begins its three-year THIRA/SPR cycle.?8) Table 3.12 also documents the HMP cycle
with three different years as a starting point, reflecting the staggered submissions. For both processes, we
documented submissions over a 14-year period, which allowed us to review three cycles for the submission of
THIRA targets for all mission areas and three cycles for HMP submissions.

As this comparison shows, overlap in the timelines for the submission of all the THIRA targets, SPR, and
a jurisdiction’s HMP occurs infrequently. In a 14-year period, a given jurisdiction will have the opportunity
to submit this analysis and documentation together once. Considering only the alignment of the THIRA mit-
igation targets with HMP submission yields the same results: In a 14-year period, a jurisdiction will have the
opportunity to submit them together once. FEMA has pointed to the advantages of the current THIRA time-
lines, noting, “While communities set their Prevention, Protection, Response, and Recovery targets every
three years, they set their Mitigation targets every six years to better align with the long-term strategies and
goals associated with [HMP] mitigation actions.”® However, given the infrequency of overlap, it is unclear
whether jurisdictions currently experience the benefits of such alignment.

Stakeholder Engagement

Overlap: Federal Themes

Federal Emergency Management Agency Staff Generally Did Not Report Perceiving Overlap
Between the Two Processes

Analysis of FEMA staff data revealed that most FEMA staff with whom we spoke, at both regions and HQ,
did not indicate that they perceived overlap between THIRA and HIRA. FEMA staff did indicate, however,
that SLTTs perceive overlap between the two processes. Instead, most of the FEMA staff interviewed said that
these two processes did not overlap in one or more ways, although the differences were described in broad,
general terms.

Some FEMA staff appeared to see the two processes as similar only at the most macro level (i.e., the names
of the processes and each process’s overall focus on understanding risk). According to some FEMA staff,
there was little overlap in the hazard focus of the two processes; these staff described THIRA and HIRA
as two different processes, approached in two different ways. These staff also noted that the THIRA and
HIRA processes were conducted for different purposes by different people in different programs and agen-
cies, particularly at the state level: These differences seem straightforward according to many FEMA staff
interviewed. According to most FEMA staff, THIRA was an assessment of threats and hazards and their
potential impacts, leading to SPR, and HIRA was an assessment of hazards, vulnerability, and risk that fed
into an HMP. We note that not all FEMA staff expressed these views, however.

For most FEMA staff interviewed, the lack of overlap between THIRA and HIRA was so problematic as to
exclude full integration of THIRA and HIRA. However, analysis of the stakeholder engagement results sug-
gests a more nuanced view on the issue of overlap in THIRA and HIRA timelines. Issues related to THIRA

28 However, new participants in THIRA and SPR—such as new UASIs—may begin the cycle in the year they entered the
program.

29 National Preparedness Assessment Division, “Frequently Asked Questions (FAQ).” Note that the reference to mitigation
actions here pertains to the mitigation actions identified in HMPs.
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TABLE 3.12

THIRA/SPR and Hazard Mitigation Plan Submission Timelines

Assessment Submission 2019 2020 2021 2022 2024 2025 2026 2027 2028 2029 2030 2031 2032
THIRA Mitigation X X X

targets

Remaining X X X X X

targets
SPR Annual review X X X X X X X X X X X X X
HMP 2019 start X X X

2020 start X X X

2021 start X X X

2022 start X X X
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and HIRA timelines were raised by nearly half the FEMA staff interviewed, including both regional and
HQ staff. Some staff shared their views that the timeline associated with the process they served (i.e., either
THIRA or HIRA) was problematic, and several others noted the lack of timeline overlap between THIRA
and HIRA, although they did not suggest that the timelines should be aligned. Of these interviewees, some
suggested that the THIRA timeline should adapt to the HIRA timeline. Across the group, people varied
in their views of how alignment should be approached. Alignment of the THIRA timeline with the HIRA
timeline was the most consistent suggestion, but other people (1) made no explicit recommendation related
to a shared timeline, (2) suggested that HIRA sync with the THIRA timeline, or (3) offered another timeline
altogether for both.

Federal Emergency Management Agency Staff Have Limited Dual-Process Knowledge

We held 33 interviews with 44 FEMA regional and HQ staff. A striking pattern with respect to those inter-
viewed emerged during data analysis. Only 18 percent of FEMA staff were able to speak knowledgeably and
confidently about both THIRA and HIRA, including current FEMA leadership (n [people who could speak
knowledgeably about both] = 2), former FEMA leadership (n [people who could speak knowledgeably about
both] = 5), and one regional staff person (FEMA staff total of n = 8).

A striking 81 percent of the FEMA staff interviewed, or 36 out of 44, could speak about only HIRA, only
THIRA, or neither. Specifically, 13 people who were involved in any of the nine interviews had deep familiar-
ity with HIRA but not THIRA; 22 people who were involved in any of the 17 interviews had deep familiarity
with THIRA but not HIRA; and two were unable to speak about either process in any depth. All but two of
these staff demonstrated clear expertise in one process or the other. Their inability to speak knowledgeably
and confidently about one of the two key processes under study appears due to the process-specific nature of
the positions the staff occupied in conjunction with their lack of experience with the other process outside of
their position (e.g., prior positions).

The lack of familiarity with one or the other process was consistently articulated by the people inter-
viewed when asked to describe their background or their exposure to the THIRA and HIRA processes. Some
simply avoided speaking about the alternative process during the interview, for the most part. However, we
note that whether FEMA staff had deep familiarity with one or the other process or with both did not cor-
relate with their expressed perceptions of THIRA-HIRA overlap or with whether they shared, according to
the interview findings, those perceptions. There was no difference between those FEMA staff who were from
regional positions versus HQ, other than, as previously mentioned, that they were not in key leadership posi-
tions within the agency.

Overlap: State Themes

A total of ten interviews with state office staff and one with NEMA members were held. Sixty-two state staff
members from 17 states were included in this group of 11 interviews.

One or more people in state-level interviews identified one or more ways in which THIRA and HIRA did
not overlap. State participants’ comments about the lack of overlap align with the categories that emerged
from the analysis of data from FEMA staff (i.e., hazards considered, process, approach or product, people,
and the programs in which processes were carried out).

Analysis revealed that FEMA staff and state participants differed in their treatment of these topics in
three ways. First, a greater proportion of FEMA staff mentioned one or more ways in which THIRA and
HIRA did not overlap. Although 70 percent, or 31 of 44 FEMA staff, commented on differences between the
two, only 50 percent of state participants, or 31 out of 62, made comments along these lines. Second, state
participants did not indicate that the differences were as prohibitive of some streamlining or integration as
FEMA staff did. For example, 12 of the 19 state participants who commented on the lack of overlap in haz-
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ards considered between THIRA and HIRA explicitly stated that an all-hazards risk assessment should be
done instead. Third, there also appears to be a difference in how much some variation in processes mattered
to FEMA staff versus state participants. Half of the FEMA staff who participated noted one or more critical
differences in the process, approach, or product of THIRA and HIRA; of these 22, half (11 of 22) focused spe-
cifically on the significance of the difference in the end products of THIRA and HIRA (i.e., SPRs and HMPs).
Only 16 percent (ten of 61) state participants commented on differences in one or more of these same areas;
of these, only 20 percent (two of ten) commented on the significance of the two products.

Another contrast between the overlap perceptions reported by FEMA staff and state participants emerged
during data analysis. Fewer state participants (n = 7, or 11.5 percent) than FEMA staff (n = 12, or 27 percent)
explicitly noted a difference in the people and programs who staff THIRA/SPR and HIRA/hazard mitigation
planning, even though the number of state interview participants (n = 61) was greater than the number from
FEMA (1 = 44).

State participants sometimes noted their lack of knowledge with respect to the process in which they were
not directly involved as part of their jobs; in so noting, they made clear that there was a distinction between
who was involved in what process at the state level. Other participants made that distinction clear in their
introductions. For instance, in one state, the five participants saying that they were responsible for these pro-
cesses introduced themselves as follows:

o “I'm the state hazard mitigation officer.”

 “I do state mitigation planning.”

o “Iam the plan section chief in our division at homeland security and emergency management and over-
see THIRA SPR.”

o “Iam the preparedness program specialist.”

o “I'm the preparedness program coordinator and manage THIRA SPR for the state.”

These differences in who was responsible for what program and who was knowledgeable about THIRA
or HIRA at the state level affirm the perceptions of FEMA staff who commented about differences in pro-
gram responsibilities and the personnel involved. Yet, unlike with the FEMA staff interviewed, a significant
number of state participants demonstrated clear knowledge of both processes or provided evidence that at
least some staff at the state level had significant awareness of the other process, even though different staff
manage the two processes. Of the state-level interviewees who discussed their knowledge of the processes, 20
of 41 (48 percent) clearly indicated familiarity with both THIRA and HIRA. Consider the state with the five
participants in the previous paragraph as an example. Despite their different positions and responsibilities,
all five participated in the same interview. In this interview (and in others in which multiple staff represent-
ing different programs participated), they signaled their knowledge of the other participants and the process
they managed through crosstalk, building on one another’s answers, or referring to other people by name in
their responses.

The organizational schema that state-level agencies have adopted to manage the THIRA and HIRA pro-
cesses and development of their associated products appears to be primarily the result of the burden of each
process, the source of the requirement (regulation or grant funding), and the products related to each process
rather than to any differences in the processes themselves. Because any of these influences could change,
it seems likely that the organizational schemas could change. For example, were a unified, all-hazards risk
assessment required to funnel into both an SPR and an HMP (and potentially other processes), the mitigation
and preparedness staff would likely collaborate to conduct it, or a new program would arise and be staffed
within state offices to fulfill the obligation. In this way, the state staff seem different from FEMA staff—those
at the state level have varied job responsibilities vis-a-vis THIRA and HIRA but displayed more overlap in
their knowledge of the two processes, and, although state staff have organized their offices around the tasks
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they are required to do, these structures are not fixed and, were the requirements to change, they would
adjust the office structures as needed.

Overlap: Local Themes

We held 17 interviews related to the local experience with THIRA and HIRA—13 were with staff in specific
local jurisdictions and four were with local EM staff or people who worked in support of local EM (e.g., con-
sultants). In total, 60 people participated.

At least one person in each of ten interviews noted a lack of overlap in hazards between THIRA and
HIRA. Most of these interviewees described the lack of overlap as problematic, but three did not. Interview-
ees in five interviews mentioned that this lack of hazard overlap had led to some effort to combine the two
processes. Not one person representing a local-level jurisdiction focused their comments on the lack of over-
lap in the products with which THIRA and HIRA were associated.

Like state participants, participants representing local jurisdictions sometimes noted their lack of knowl-
edge with respect to the process they did not undertake as part of their job; as a result, there was clearly a
distinction between the people involved in each process at the local level. Other people representing local
jurisdictions made that distinction clear in their introductions, as had participants in state-level and FEMA
interviews. In total, one or more people from ten interviews made comments along these lines.

Overlap: Tribal Themes

We conducted five interviews with a total of eight people representing tribes. Comments from people repre-
senting tribes suggest that concerns about overlap for this jurisdictional type are quite different from those of
stakeholders at other levels of government. First, there was less of a focus on overlap between the processes—
either the presence or absence of it—in comments from these interviews than there was in interviews focused
on other government levels. Analysis of responses from people representing tribes suggests awareness of
the lack of overlap in hazards and process, and the lack of overlap was described as problematic in three of
the five. Three of the five also described adjusting processes to make them better suited to tribal needs. For
example, one interviewee said that their tribe used THIRA to assess capabilities for the tribe’s highest risks
(those that are both likely and impactful), not for the worst-case scenario (i.e., an event that would stress
a particular core capability) as the guidance suggests. In contrast to those from other jurisdictional types,
interviewees representing tribes described overlap in the people and programs in which the THIRA and
HIRA processes were carried out. People from single-person programs and individuals from programs with
more than one staff person were described as having the responsibility for both processes.

Overlap: Federal Emergency Management Agency Listening-Session Themes

Like tribal representatives, participants in the four FEMA listening sessions did not discuss the topic of over-
lap much, although at least one participant addressed some aspect of overlap in each of the four sessions. Like
FEMA staff, state participants, and people representing local jurisdictions, listening-session participants
commented on the lack of timeline overlap for the two processes (n = 11).

Listening-session participants discussed aspects of overlap similar to those discussed by state partici-
pants and people representing local jurisdictions, but there were key differences. Only two comments were
made about some participants’ lack of knowledge about both processes. Ten comments focused on overlap
in hazard focus, process, approach, or products of the processes, and ten other comments focused on ways
in which participants had adjusted processes to create more overlap. Four participants noted that different
people or programs carried out the two processes, and two stated that they were carried out by the same
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people or programs. Finally, 14 comments demonstrated concerns about aggregating THIRA data from local
to regional to state and provide further evidence that states were, in fact, asking locals for data to support the
development of THIRAs at the state level; however, listening-session participants focused more than other
groups on concerns about the applicability of scenarios across state and local jurisdictions.

Overlap: Academic Themes

The seven academics we interviewed did not discuss overlap of the THIRA and HIRA processes, although
both the academic who spoke about THIRA and the academic who spoke about both processes did suggest
that integration of the processes could be useful.

Conclusion

In this chapter, we addressed the research question, “What are instances of overlap between the THIRA and
HIRA?” and considered the extent to which overlap can enable alignment between them. Drawing on the
indicators we identified as part of the document review and our extensive stakeholder engagement effort, our
analysis pointed to several areas in which overlap—or the lack of overlap—could facilitate alignment.

For example, the threats and hazards identified in both processes are frequently similar—especially
natural hazards. Although this appears to occur more frequently at the UASI or local level than for states,
the extent of overlap was significant for both, with ten of 15 states (66 percent) reviewed sharing 50 percent or
more hazards from their THIRAs with their HIRAs, and eight of nine (89 percent) of the UASI-local juris-
dictions we reviewed sharing 50 percent or more hazards from their THIRAs in their HIRAs.

The terminology and timelines associated with the two processes also suggested opportunities for
alignment but because of differences rather than similarities. In reviewing a small selection of risk man-
agement terms, definitions for terms used in HIRA and hazard mitigation planning were generally different
from the way THIRA and SPR—and other FEMA (and DHS more generally)—guidance used the terms. Fur-
thermore, some terms, such as threat and hazard, appeared to have different definitions across guidance doc-
uments, if they were defined at all. Similarly, in the timelines for THIRA/SPR and HMP submissions, juris-
dictions do not frequently have the opportunity to conduct their THIRAs and HIRAs concurrently—even
with mitigation targets due every six years specifically to facilitate alignment. Notably, FEMA stakeholders
we interviewed frequently pointed to the different timelines as problematic and encouraged their alignment.

Our analysis of participation in both processes suggested significant overlap in some key areas but not
broad-based overlap among all potential participants—specifically, the public safety and emergency sector,
which participates in both processes at all levels of government, and the health and human services section,
which sees substantial overlap in participation at the state and UASI or local levels. Among other participant
types and sectors, overlap was generally less frequently reported. Our review of THIRA and HIRA outputs
similarly found limited evidence of overlap. States direct mitigation actions at their identified core capabil-
ity gaps infrequently, suggesting that THIRA and HIRA do not easily align at this stage of their processes.
Our interviews with FEMA staff also suggested the existence of silos among FEMA staff working on the
different processes, and few staff with whom we spoke demonstrated extensive knowledge of both. In
contrast, our state-level interviewees generally demonstrated more familiarity with both processes—and,
although these stakeholders indicated that there were differences between the two processes, they were less
likely to see them as critical or obstacles for states to align them.
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CHAPTER 4

Burden

In this chapter, we assess burden associated with the THIRA and HIRA, addressing the primary research
question, “What is the burden of these processes on critical participants?” Like with other attributes, there
are trade-offs to burden. Burden must be evaluated in context of the value of the output. Any effort requires
some amount of burden, and it is the value derived from the effort that must be considered when evaluating
a process, such as THIRA and HIRA. For example, although data collection and risk assessments both entail
burden, the information collected is valuable and necessary to building resilience. It is when the value of a
process or output does not outweigh the burden that changes are necessary, such as when the effort required
is unnecessary, is excessive relative to an identified or desired baseline, or does not achieve its intended
objective.

As discussed in Chapter 1, a primary motivation for this study was FEMA’s recognition of the increas-
ing overall burden on emergency managers and SLTTs and its desire to reduce burden where possible. Using
our hierarchy of objectives, we identified the management objective behind the research question as being to
limit the burden that THIRA and HIRA place on SLTTs. To assess whether this management objective is
being achieved and address the associated research question, we attempted to understand how much burden
the two processes entail, how it varies by level of government, the parties on which this burden falls, and
the context in which it occurs. Questions relating to trade-offs between burden and information value and
whether the value of the information collected in THIRA and HIRA merits the burden associated with the
collection of that information are addressed primarily in other chapters. In this chapter, we focus instead on
developing an understanding of the baseline levels of burden associated with the two assessments. For such
processes as THIRA and HIRA, identifying trade-offs is also inherently complicated by variation in the value
and use of information across stakeholders, potentially including differences in the value of information to
FEMA and to SLTTs.

In this chapter, we describe how we drew from our selected evidence bases—literature, document review,
and stakeholder engagement—to address the research question and related management objective. We first
discuss the literature review, which we used in identifying and developing indicators. We next present find-
ings using the indicators to evaluate the management objective and then discuss the results of stakeholder
engagement. That discussion supplements the indicator findings and provides context for understanding the
results. We conclude with a discussion of key findings and our overall assessment of the evidence related to
this research question.

Literature Review

The academic literature has not addressed issues of burden associated with THIRA. However, research has
examined the challenges that state and local EM organizations (EMOs) face daily—which suggests that pro-
ducing high-quality assessments can be burdensome for many jurisdictions. The literature also points to
the impact these challenges can have on HMP development, of which HIRA is a part. For example, EMOs
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vary widely in staffing and financial resources. Many EMOs lack the staff and financial resources to support
robust EMO operations, much less a robust HIRA development and mitigation planning process.! Further-
more, the public tends not to be involved broadly in hazard mitigation planning because it is executed by EM
staff or consultants.?

Research shows that emergency managers could make different choices during the planning process and
could employ a wide variety of techniques to improve HMP engagement.? Yet, EMO staff at the local and
state levels often lack critical education, skills, and expertise to facilitate improved community engagement.
They also lack education, skills, and expertise in hazard, vulnerability, and risk assessment; climate change;
mitigation; and planning.* As Tate and his colleagues have explained, “the lack of hazard data, mapping capa-
bility, and risk assessment expertise may become major obstacles for its successful completion.” Although,
in some cases, planners have the education, skills, and expertise to facilitate community engagement and
the planning process well but have been found to not be meaningfully engaged in mitigation planning.® Add
to this context the reality that EM staff often lack access to data needed for robust HIRAs and lack politi-
cal support, and the burden of producing high-quality HIRAs and HMPs becomes clear.” These issues are
compounded in rural areas, especially for mitigation. In addition, although tribes have not been the focus of
mitigation-specific research, the general lack of human, financial, and technical resources available to sup-

I Dzigbede, Gehl, and Willoughby, “Disaster Resiliency of U.S. Local Governments”; Gonick and Errett, “Integrating Cli-

mate Change into Hazard Mitigation Planning”; Horney, Naimi, et al., “Assessing the Relationship Between Hazard Miti-
gation Plan Quality and Rural Status in a Cohort of 57 Countries from 3 States in the Southeastern U.S.”; Horney, Nguyen,
Cooper, et al., “Accounting for Vulnerable Populations in Rural Hazard Mitigation Plans” Horney, Nguyen, Salvesen, et al.,
“Assessing the Quality of Rural Hazard Mitigation Plans in the Southeastern United States”; McEntire, “Local Emergency
Management Organizations”; National Association of Counties, Managing Disasters at the County Level; Sylves, Disaster
Policy and Politics, p. 26; Tate, Burton, et al., “Integrated Hazards Mapping Tool.”

2 Cooper, “Reflections on Engaging Socially Vulnerable Populations in Disaster Planning”; Horney, Nguyen, Cooper, et al.,
“Accounting for Vulnerable Populations in Rural Hazard Mitigation Plans”; Horney, Nguyen, Salvesen, et al., “Assessing the
Quality of Rural Hazard Mitigation Plans in the Southeastern United States.”

3 Brody, “Are We Learning to Make Better Plans?”; Stevens, Berke, and Song, “Public Participation in Local Government
Review of Development Proposals in Hazardous Locations.”

* Berke, Smith, and Lyles, “Planning for Resiliency”; Brody, “Are We Learning to Make Better Plans?”; Campbell et al., “Stuck
in the Middle”; Consoer and Milman, “Opportunities, Constraints, and Choices for Flood Mitigation in Rural Areas”; Deyle
etal., “Hazard Assessment”; Gonick and Errett, “Integrating Climate Change into Hazard Mitigation Planning”; Hill, Sparks,
and Rougier, “Risk Assessment and Uncertainty in Natural Hazards”; Margerum et al., “The Effects of Enhanced Information
Utilization in Collaborative Hazard Mitigation Planning”; Smith, Lyles, and Berke, “The Role of the State in Building Local
Capacity and Commitment for Hazard Mitigation Planning”; Vild et al., “Equity in FEMA Hazard Mitigation Assistance
Programs.”

5 Tate, Burton, et al., “Integrated Hazards Mapping Tool,” p. 692.

6 1. Lyles, Berke, and Smith, “Do Planners Matter?”; W. Lyles, “Using Social Network Analysis to Examine Planner Involve-
ment in Environmentally Oriented Planning Processes Led by Non-Planning Professions”; Schwab, Hazard Mitigation.

7 Brody, “Are We Learning to Make Better Plans?”; Consoer and Milman, “Opportunities, Constraints, and Choices for
Flood Mitigation in Rural Areas”; Gonick and Errett, “Integrating Climate Change into Hazard Mitigation Planning”; Homsy,
Liao, and Warner, “Sustainability and Disaster Planning”; Horney, Naimi, et al., “Assessing the Relationship Between Hazard
Mitigation Plan Quality and Rural Status in a Cohort of 57 Countries from 3 States in the Southeastern U.S.”; Horney, Nguyen,
Cooper, et al., “Accounting for Vulnerable Populations in Rural Hazard Mitigation Plans”; Smith, Lyles, and Berke, “The Role
of the State in Building Local Capacity and Commitment for Hazard Mitigation Planning”; Sylves, Disaster Policy and Poli-
tics; Tate, Burton, et al., “Integrated Hazards Mapping Tool.”
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port tribal EM has been documented, and it is reasonable to expect that the burden of producing a robust
HIRA and high-quality HMP would be significant.®

EMOs use consultants to support HMP development, in large part because of issues related to burden,
but, as Horney and her colleagues have pointed out, the “boilerplate nature of HMPs frequently prepared by
outside consultants and the flexibility of the framework provided may only motivate jurisdictions to have a
plan rather than a high-quality plan.” According to the literature, the involvement of consultants in miti-
gation planning is a double-edged sword. The use of consultants facilitates jurisdictional production of a
FEMA-compliant HMP, but plans produced in this way tend to reflect more of a template or cut-and-paste
approach and are disconnected from local needs.!°

Document Review

In conducting our document review for this attribute, we analyzed the available empirical literature to iden-
tify and describe likely drivers of and contributors to burden and potential indicators of burden. We then
selected several indicators to assess the burden attribute, which we describe in Table 4.1. First, we used the
burden estimate developed by FEMA for OMB for program assessment.!! The OMB burden measures are
based on self-reported total hours required to complete a THIRA and SPR and the grant funding associated
with completing HMPs (which include HIRA). Although these measures are useful, each has important
limitations in how it is collected and measured, and the contributions of other organizations or agencies
providing input to THIRA and HIRA are likely not fully accounted for in these estimates. Thus, we also
considered the number and type of organizations involved in each process as reported in the THIRAs and
HIRAs we reviewed for this study. This is a proxy indicator, with the implication being that burden is likely
to be higher, on average, if more stakeholders are involved. This does not imply that the inclusion of a large
number of stakeholders, which is an objective of THIRA and HIRA, is a negative outcome overall but might
be suggestive of how burdensome the processes are for different critical stakeholders. Finally, we reviewed the
THIRAs and HIRAs included in our study for evidence that SLTT personnel were supplemented with out-
side consultants. Our review of the research literature suggested that the use of consultants could be a proxy
indicator for excess burden in the form of the time or skills required to complete a process. Finally, using
our own analysis of the extent to which states had already integrated their internal THIRA and HIRA pro-
cesses, which is discussed in Chapter 3, we assessed integration’s possible impacts on burden. In Table 4.1, we
summarize the indicators we selected, our justification for inclusion, the calculation used, and data sources
required.

8 Cordova, “Federal Indian Policy and the Fulfillment of the Trust Responsibility for Disaster Management in Indian Coun-
try”; Lawrence et al., “Disaster Preparedness Resource Allocation and Technical Support for Native American Tribes in Cali-
fornia”; Luft, “Governing Disaster.”

® Horney, Nguyen, Salvesen, et al., “Assessing the Quality of Rural Hazard Mitigation Plans in the Southeastern United
States,” p. 63.

10 Feinberg and Ryan, “Mitigating Natural Hazards”; Frazier, Walker, et al., “Opportunities and Constraints to Hazard Miti-
gation Planning”; Horney, Nguyen, Salvesen, et al., “Assessing the Quality of Rural Hazard Mitigation Plans in the South-
eastern United States™; Jerolleman, The Privatization of Hazard Mitigation; Jerolleman and Belblidia, “Current and Future
Directions in Hazard Mitigation Policy”; W. Lyles, “Using Social Network Analysis to Examine Planner Involvement in Envi-
ronmentally Oriented Planning Processes Led by Non-Planning Professions.”

I The approach used for HMPs, which includes HIRA, is documented under OMB control number 1660-0072. The approach
used for THIRA and SPR is documented under OMB control number 1660-0131.
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TABLE 4.1

Indicators Used to Assess the Burden Attribute

Indicator Justification for Using This Indicator

Definition

Data Source

OMB program To evaluate the data collection and

burden estimates reporting most closely associated
with the HIRA and THIRA, we started
with the baseline measure of burden
used by the federal government.

Number of
participating
organizations

Burden reported using OMB

metrics might not capture some
organizations’ in-kind contributions or
participation.

Consultant Empirical literature identified
involvement in a relationship between use of
HMPs consultants and burden.

Integration and
burden

Alignment of THIRA and HIRA would,
in theory, reduce burden.

e THIRA: self-reported hours required

to complete the THIRA and SPR

e HIRA: dollars allocated by the

jurisdiction per reporting cycle via
federal grants to develop or update
HMPs

Number of participant organizations,

by type of organization (e.g.,
government, nonprofit) and sector
represented (e.g., EM, public health,
transportation)

e Number of SLTTs that used a

consultant in the preparation of
their HMPs (data were not available
to evaluate use of consultants for
THIRA)

e Comparison of OMB burden

estimates, by the existing level of
integration for a jurisdiction

THIRA: general
metric dataset
HIRA: FEMA
open data?

THIRA: coded
participant lists
HIRA: coded
participant lists

HIRA: general
metric dataset

OMB burden
estimates and
THIRA and HIRA

general metric
datasets

2 FEMA, “OpenFEMA Data Sets.”

Federal Burden Metrics

As required by the Paperwork Reduction Act, OMB provides estimates of the burden associated with federal
programs.!? The specific definition and data used to generate these estimates vary from program to program,
and measurement can be challenging. As OMB has noted, measuring burden is “often difficult and impre-
cise in the absolute, but reliable and consistent measures of change are possible.”* However, FEMA has col-
lected burden data using OMB-approved measures for THIRA/SPR and hazard mitigation planning, and, as
the official federal indicators of burden for these programs, those data provide an opportunity to assess that
burden.

As part of its supporting statement to OMB under the Paperwork Reduction Act, FEMA estimates the
burden of collecting information for the combined THIRA and SPR. Burden estimates are drawn from a
postassessment survey required of all jurisdictions in which they self-report the estimated hours required to
complete the THIRA and SPR.!

FEMA has reported an estimated average burden of 290 hours per year for tribes and 869 hours per year
for states, territories, and UASIs. FEM A’s Paperwork Reduction Act statement indicates that these estimates
of average burden by jurisdiction type are drawn from the actual average burden estimate that jurisdictions
report in the post-THIRA survey, across all jurisdictions. The estimate for tribes is adjusted from the overall
average of 869 hours to reflect that, unlike other types of governments completing THIRAs and SPRs, tribes
report on only eight of the 32 core capabilities and 12 targets.

12 pyblic Law 96-511, Paperwork Reduction Act of 1980.
13 U.S. General Services Administration and OMB, “How to Estimate Burden.”

14 FEMA, “Supporting Statement for Paperwork Reduction Act Submissions: Threat and Hazard Identification and Risk
Assessment (THIRA) and Stakeholder Preparedness Review (SPR) Unified Reporting Tool,” pp. 9-10.

58



Burden

For hazard mitigation planning—which includes activities beyond HIRA—FEMA'’s method for calculat-
ing estimated burden is somewhat more complex. First, estimated burden hours are calculated separately for
five categories of plans:

« new local and tribal plans

o local and tribal plan updates

o state review of local and tribal plans

o standard state mitigation plan updates
o enhanced state mitigation plan updates.

Unlike what they do for THIRA and SPR, jurisdictions do not self-report their estimated hourly burden.
Instead, hourly burden estimates for each category are based on the amount of funding allocated to HMP
development through hazard mitigation assistance (HMA) awards.!> From each grant award for preparation
of an HMP, 17.5 percent is assumed to be associated with personnel costs, 78 percent with contracting costs,
and the remaining 4.5 percent with nonlabor costs. Estimated burden in hours of effort is calculated using
the estimated personnel portion of the grant (17.5 percent) divided by the national average loaded wage rate
for a planner of $58.50 per hour.!® For HMPs, FEMA estimates an average of 888 hours per state for years in
which states with standard mitigation plans update those plans and 1,656 hours for states that are updating
enhanced mitigation plans.

We analyzed burden data for the jurisdictions in our sample to assess what additional context we might
glean about burden on critical stakeholders. THIRA and SPR hours were drawn directly from participant
postassessment surveys completed in the year of the THIRA and SPR documents we reviewed for this study.
Because SLTTs do not receive HMA grants each year, HMP burden estimates were calculated by taking the
average of all HMA planning grants received by each jurisdiction in the period observed (2013 to 2021) and
converting it to hours using the formula in FEMA’s supporting statement. For our analysis, we assumed that
one plan was written per planning grant awarded. Reported totals reflect the average burden for all grants
awarded in the eight years of data we analyzed. To make comparisons between UASI regions, each of which
completes a single THIRA and SPR but might also include multiple local HIRAs and HMPs, we combined
HIRA and HMP burden data from all local jurisdictions within the UASI region. For example, between 2013
and 2021, 14 grants were awarded to the local jurisdictions across the eight counties that make up the Denver
UASI. The average estimated burden for those 14 grants was 228 hours.

Table 4.2 shows the estimated burden for THIRA/SPR and HMP for each of the states included in our
study and total estimated hours for the two assessment processes.!” We also included the budget and number
of full-time staff for each state’s EM program to provide additional context. We normalized budgets to
account for variations in state size, reporting total budget per 100,000 people in the state’s population.'® We
also included a supplemental metric for burden associated with the HIRA and HMP: the number of pages
in each state’s HMP. Because the THIRA and SPR are submitted in a standardized format using the unified
reporting tool (URT), a comparable measure is not available for the THIRA or SPR. We included the number

15 The HMA programs are HMGP, HMGP postfire, BRIC, PDM, and FMA.

16 FEMA, “Supporting Statement for Paperwork Reduction Act Submissions: State/Local/Tribal Hazard Mitigation Plans,”
pp. 7-8.

17 Data on full-time staff and EM department budgets are available for states via NEMA’s report released every two years.
Comparable data are not available for territorial, tribal, or local EM programs.

18 population data are based on 2022 census estimates (U.S. Census Bureau, “2022 National and State Population Estimates
Press Kit”).
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TABLE 4.2
Office of Management and Budget Burden Indicators for Study States and Territories

Hours EM Agency
Budget per
100,000
Population, in
Thousands of Full-Time

State HMP THIRA SPR Total Dollars? Staff? HMP Pages
Alaska 788 1,000 1,000 2,788 290 60 NA
Arizona 450 30 175 655 60 47 303
Colorado 5,507 80 1,196 6,783 100 139 1,191
Delaware 0 2,920 1,460 4,380 120 41 320
Florida 709 1 40 750 240 175 459
lllinois 1,011 200 300 1,511 320 212 752
Maryland 622 0 160 782 70 100 2,172
Michigan 0 1 592 593 50 72 453
New York 2,991 100 300 3,391 50 588 NAP
Oregon 1,077 500 2,000 3,577 240 91 367
Tennessee 588 280 1,040 1,908 260 127 388
Texas 2,460 50 100 2,610 330 372 479
Vermont 0 20 100 120 90 31 848
Virginia 823 0 246 1,069 750 192 177
Washington 1,042 160 460 1,662 60 143 244
Average 1,205 356 611 2,172 202 159 627

& EM agency budget and staffing data are from the NEMA, Biennial Report 2022.
b Online (no page numbers).

of pages in each state’s HMP as a coarse indicator of the output produced by each state’s hazard mitigation
planning and the overall burden of producing a HIRA and HMP, with the assumption that longer plans are
likely to have been associated with higher burden.

Using the lower-end estimate for a standard HMP, the estimated burden for states for HMPs is 888 hours
per year, and the estimated burden for THIRA and SPR is 896 hours, for a combined total of 1,784 hours
for both processes. The states in our study averaged 1,205 hours for HMPs and 967 hours for THIRA and
SPR combined, for a total of 2,172 hours for both processes. Three states in our study are shown as having
zero burden hours for HMPs, which reflects the fact that they did not have HMA grants between 2013 and
2021 (the years that were included in the study). This raises the question of whether these three states did
not choose to apply for grants to update their HMPs, possibly because of the burden in the grant appli-
cation process, or whether applications were submitted but funds were not awarded, indicating that other
resources had to be used to develop their HMPs. Among states with nonzero estimated hours, the lowest
total was 450 hours and the highest total was 5,507. Similarly, four states self-reported either zero or one hour
of burden for THIRA; this could be because THIRAs are not updated each year. The next-lowest total was
20 hours, and the highest total was 2,920 hours. No states reported zero hours for the SPR, with the low being
100 hours and the highest total 2,000 hours. Total burden for both processes ranged from 120 to 6,783 hours.
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Full-time staffing ranged from a low of 31 to a high of 588. However, full-time staffing is only a proxy
indicator for EM program capacity because many states supplement full-time staff with contractual staff or
consultants. There was also a wide range in the annual budgets of the state EM programs in our study. Even
when normalized by state population, there is still a 15-fold difference in annual budget. The number of
pages in state HMPs ranged from a low of 177 to a high of 2,172. However, eight of the 13 plans for which the
number of pages was available fell within a range of 250 to 500 pages.

Table 4.3 shows burden for the territories in our study. FEMA’s estimates for OMB do not include territo-
ries as a separate category, so it is difficult to determine whether, as is typically the case, territories should be
included with states. The corresponding figures for the territories in our study are significantly lower than
those for states, although it is difficult to draw conclusions given that only two territories are included.

Table 4.4 shows the level of burden for UASIs included in our study. FEMA’s estimated average annual
burden for UASIs to complete the THIRA/SPR is also 896 hours. In its OMB supporting statement, FEMA
estimated the average burden for local and tribal governments to be 251 hours for updating HMPs and
359 hours for new HMPs. Within our sample, self-reported burden hours ranged from a low of four hours for
both THIRA and SPR to a high of 800 hours, with an average reported burden of 314 hours. As was the case
with states, some UASIs reported zero hours for THIRA. For HMPs, estimated burden ranged from a low of
228 hours to a high of 1,832 hours.

Table 4.5 shows the level of burden reported for tribes in our study. FEMA has estimated average burden
for tribes completing a THIRA and SPR to be 290 hours. FEMA uses the same burden estimate for HMPs
for tribes as it does for local jurisdictions, with 251 hours for updating HMPs and 359 hours for creating new

TABLE 4.3
Office of Management and Budget Burden Indicators for Study
Territories, in Hours

Territory HMP THIRA SPR Total
Guam 320 50 90 460
Puerto Rico 144 0 100 244
Average 232 25 95 352

TABLE 4.4
Self-Reported Burden for Urban Area Security Initiative Jurisdictions Included in the Study, in
Hours

UASI HMP Estimated THIRA Self-Report SPR Self-Report Total THIRA and SPR
Phoenix 357 160 160 320
Denver 228 0 4 4
Miami/Fort Lauderdale 528 0 150 150
Chicago 748 20 400 420
Detroit 264 16 80 96
New York City 1,832 150 650 800
San Antonio 313 8 6 14
NCR 889 150 150 300
Portland 542 73 652 725

Average 633 64 250 314

61



Improving Assessments in Emergency Management

TABLE 4.5
Self-Reported Burden for Tribes Included in Study, in Hours

Total THIRA and

Tribe HMP Estimated THIRA Self-Report  SPR Self-Report SPR
Cocopah Indian Tribe (Ariz.) 0 160 186 346
Ak-Chin Indian Community (Ariz.) 0 20 11 31
Seneca Nation of Indians (N.Y.) 568 400 40 440
Chickasaw Nation (Okla.) 648 0 8 8
Choctaw Nation of Oklahoma (Okla.) 663 90 170 260
Quapaw Tribe (Okla.) 711 40 21 61
Seminole Tribe of Florida (Fla.) 675 0 200 200
Average 466 101 91 192

HMPs. Within our study, total self-reported burden for both THIRA and SPR ranged from a low of eight
hours to a high of 440 hours. Two tribes reported zero hours for THIRA. The average reported burden was
192 hours. For HMPs, two tribes had reported zero hours, with an otherwise-relatively narrow range of 588
to 711 hours. The average combined total among tribes for the two processes was 658 hours per year.

There are significant issues with interpreting the data from either process. In the case of THIRA and
SPR, estimates are self-reported data and could therefore suffer from inconsistent respondent interpretation
of reporting instructions.!” The wide range in reported times within our sample suggests that this is likely
to be the case. Similarly, HMP burden estimates are derived by dividing the amount of a jurisdiction’s HMA
grant by two assumed averages: the assumed percentage of the grant represented by jurisdiction person-
nel and an assumed hourly wage. Although it is understandable that assumptions of this nature would be
required for calculating an estimated burden across such a diverse set of respondents, it seems unlikely that
the results produced would provide an accurate indicator of burden. In addition, mitigation planning grants
are not always allocated solely for HMPs. Multiple plans might be lumped into a single award, and other
hazard mitigation planning might be lumped with a more general award, such as for local salaries or train-
ing. Furthermore, planning grants are not always awarded to equivalent jurisdictions that complete HMPs.
Moreover, in-kind support provided by local agencies or stakeholders that are critical to the planning process
are not included in OMB’s definition of burden for HIRA. These features together make estimating the level
of burden for mitigation planning difficult and uncertain for the HIRA process. In the conclusion section at
the end of this chapter, we discuss the implications of these indicators.

For the sake of comparison, we also looked at FEM A’s estimates to OMB for the burden of several other
programs in which SLTTs that complete THIRA/SPR and HMPs participate. FEMA assesses a significant
burden from these programs as well. For example, FEMA has estimated the burden for completing the
investment-justification portion of the Homeland Security Grant Program application as being an additional
1,489 hours. Similarly, the estimated burden of participating in THSGP, which requires THIRA and SPR, is
estimated as being an additional 300 hours per tribe per year. These are merely two examples of the many
other requirements associated with the THIRA/SPR and HMPs and the grant programs that require them
that also place burden on EMOs.

19 1n a review of reported SPR burden hours, we observed sufficient variation to suggest differences in interpretation. For
example, multiple states in our sample reported zero or one hour for THIRA, which is unlikely given the extensive documents
submitted.

62



Burden

Number of Participating Organizations

Another potential indication of the burden that THIRA and HIRA have on critical stakeholders is simply
the number and variety of stakeholders involved in each process. The contributions of every organization or
entity participating in the THIRA and HIRA processes are unlikely to be fully accounted for in the official
OMB burden estimates, particularly for HMPs, for which estimates are based on a grant that might go to a
single agency. To assess participation as a proxy for burden, we analyzed the THIRA and HIRA documents
for jurisdictions in the study to extract information on participants and then constructed datasets containing
the number of any type of organization involved in each process. The creation of these datasets is described
in further detail in Chapter 2. Table 4.6 shows the range and average number of organizations involved in
each process, by jurisdiction type, for the jurisdictions in our study.

The wide variation in the number of participating organizations across jurisdictions is likely due in part
to inconsistencies in how jurisdictions interpreted the instructions for submitting these data. For example,
it is likely that at least one state filled out the THIRA form based on the number of people involved rather
than the number of organizations. Additionally, hours for HMPs are derived from planning grant data and
do not account for the effort associated with in-kind support, such as staff not funded through grants, or for
effort funded through other sources. Some variation is expected because each jurisdiction could be staffing
and supporting its HMP efforts differently. Despite these inconsistences, we still see, on average, involvement
from a substantial number of organizations across our sample. Participation is consistent for THIRA and
HIRA for the tribe and territory documents reviewed. On average, tribes included 24 and 22 organizations in
the THIRA and HIRA, respectively. Territories included an average of 38 and 37 organizations in the THIRA
and HIRA, respectively. In contrast, states completing THIRAs include an average of 102 organizations but
only 37 for HIRAs. Even if we consider the median rather than the average to account for the wider range in
THIRA participant numbers, state THIRASs still had higher participation, with 49 organizations. This rela-
tionship is reversed when we consider UASI THIRAs and local HIR As, with an average 22 and 32 participat-
ing organizations, respectively. This trend is exacerbated when we consider that a UASI jurisdiction includes
a greater geographic area and larger number of municipal governments than the average HIRA local jurisdic-
tion or multijurisdictional area. Although we cannot identify a threshold at which a set number of organiza-

TABLE 4.6
Number of Organizations Participating in THIRA and HIRA,
by Type of Jurisdiction

Jurisdiction Minimum Average Maximum
THIRA

UASI 10 22 28
State 7 102 460
Territory 10 38 65
Tribe 7 24 49
HIRA

Local 1 32 139
State 13 39 92
Territory 18 37 56
Tribe 16 22 28
NO‘:’E:l One UASI did not fill out the THIRA participants’ table and was excluded from the
analysis.
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tions constitutes too great of a burden, we can say that the variation in participating organizations demon-
strates that the burden of these processes evaluated based on participation is not equal among the SLTTs in
our sample. In addition, this indicator measures whether an organization participated and does not measure
the level of involvement of each participating organization, which would improve the measure of burden.

Consultant Involvement

As discussed earlier, our review of the research literature suggested that many SLTTs use consultants or
outside contractors to address capacity gaps and reduce the burden on SLTT staff responsible for complet-
ing the THIRA and HIRA processes. For this reason, we analyzed our document database for evidence of
using consultants to support the assessments. THIRAs and SPRs did not commonly include any information
about potential consultant involvement, so we were able to apply this analysis only to the HIRAs and HMPs
included in our study.

We analyzed each HMP in our sample to determine whether a consultant was used to facilitate the plan-
ning and organizing process, to complete the analyses, or to prepare the report. We then attempted to iden-
tify the consultant used. Table 4.7 shows the results of our analysis, which showed that, among jurisdictions
included in the study, an average of 60 percent of jurisdictions completing HMPs reported using consultants.
Consultant use was highest at the local level, with 73 percent of jurisdictions in our study using consultants.

The literature suggests that consultant use can be a negative. However, it is a proxy indicator and is there-
fore difficult to interpret. It does indicate that SLTTs are not doing at least some parts of a HIRA on their
own, which could be viewed as a negative in that it creates the potential for disconnection from a process that
is intended to be participatory. SLTTs can access mitigation funding to hire consultants to work on HIRAs,
but, as a result, funding allocated for risk mitigation is not going either to augment the number of SLTT staff
available to work on mitigation or to provide SLTT staff with the knowledge and skills needed to execute a
robust mitigation planning process.

Integration and Burden

We also compared reports of the extent to which states had integrated THIRA and HIRA with self-reported
burden hours in those states to determine whether there might be potential impacts on burden as a result of
integrating the processes. (We discuss state integration in Chapter 8.) We hypothesized that, if the THIRA/
SPR and HIRA/HMP are coordinated within a state (e.g., by sharing data and findings from an integrated
risk assessment process), less time might be expended on the individual assessments. In Table 4.8, we provide
descriptive statistics for THIRA/SPR and HMP burden for the 50 states.

The results show that states with coordinated or integrated hazard and threat identification or integrated
processes have fewer average reported hours spent on THIRA and SPR. The opposite trend is observed in the
HMP burden hours. States with coordinated processes have the fewest mean THIRA and SPR hours, which
is typically the larger of the two burden measures across states. When evaluating burden from both processes
together, we found that states with coordinated processes had the highest total burden estimates, but states

TABLE 4.7
Results of Consultant Indicator Analysis

Consultant Involved  Local State Territory Tribe
No 11 5 1 1
Yes 29 10 1 1
Total 40 15 2 2
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TABLE 4.8
THIRA/SPR and HIRA/HMP Burden Hours, by Coordination Status

Minimum Hours Average Hours Maximum Hours Combined
Average for
THIRA/ HIRA/ THIRA/ HIRA/ THIRA/ HIRA/ THIRA/SPR and

Level of Integration Number of States SPR HMP SPR HMP SPR HMP HIRA/HMP
No integration 9 100 152 831 660 2,500 1,077 1,344
Coordination 14 0 260 294 1,634 1,276 5,507 1,811
Integrated hazard 4 246 374 447 988 740 1,559 1,435
identification
Integrated 20 0 82 665 880 4,380 1,674 1,325
processes
Unknown 3 220 470 710 756 1,500 1,197 1,466

NOTE: Data for 50 states are included. States classified as unknown for level of integration were lowa, Nevada, and North Dakota.
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with integration of hazard identification or integration of the THIRA and HIRA processes had lower burden
estimates on par with states that did not integrate.

Stakeholder Engagement

Burden: Federal Themes

FEMA staff in 29 of the 33 interviews discussed the burden associated with THIRA or HIRA processes. This
subject was of significance to FEMA staff: Burden that one or both types of processes had on SLTTs was dis-
cussed multiple times per interview; when more than one FEMA staff person was in an interview, more than
one person commented on issues related to burden.

FEMA staff comments reveal an acute awareness of the burdens associated with these processes both at
HQ and within the regions. FEMA staff addressed the complexity and time-consuming nature of these pro-
cesses many times. The difficulties of understanding the processes and what needs to be done was mentioned
multiple times, as were the challenges SLTTs experience with data-gathering, understanding data gathered,
and applying what is learned.

FEMA staff comments demonstrate their acute awareness of the varying SLTT contexts in which these
processes are conducted and how those varying contexts affect THIRA and HIRA processes. Many times,
they discussed the lack of staff numbers, high staff turnover, engagement struggles, lack of funding, and
other resource-support issues with which SLTTs contend. The connection of these issues to small, rural
jurisdictions, especially tribes, was noted repeatedly by those interviewed. Awareness was high that SLTTs
leverage contractors to facilitate these processes because of the burdens placed on them. Staff perception that
contractor support was not ideal or helpful was expressed multiple times, but positive comments about con-
tractors’ roles were also offered a couple of times.

FEMA staff reported a variety of ways in which they tried to support struggling jurisdictions in the
context of their awareness of the burden of these processes and in varying SLTT contexts. The ways staff
described supporting SLTTs included having already made changes to reduce burden associated with the
processes (e.g., reducing the frequency with which THIRA must be conducted); reducing expectations related
to the quality of the products submitted by overwhelmed and overburdened SLTTs; and offering enhanced
technical assistance, including pointing out where a jurisdiction might be interpreting something recom-
mended as required.

Burden: State Themes

Burden issues arose in nine of the 11 interviews and were discussed multiple times in each, often by more
than one person in those interviews. Analysis of the interview data from state participants reveals them
speaking about the same burden issues as FEMA staff, including with respect to the support that staff try to
provide. Notably, burden issues were discussed less overall and in individual interviews with state partici-
pants than in FEMA staff interviews. This finding should not be interpreted to mean that states were con-
cerned less about burden than FEMA staff. Instead, it could be that other concerns mattered more to state
participants; indeed, evidence presented in Chapter 6 bears this out.

Burden: Local Themes

The findings from analysis of local interview data related to burden generally concurred with interviewees
at the federal and state levels. There was no distinguishable difference in issues raised by any of the three
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groups, with the exception that, as one moves from analysis of the federal to state to local data, one sees less
mention of FEMA support.

Like the findings from burden data gathered from state participants, comments related to burden issues
were not as numerous or detailed as those stemming from the interviews with FEMA staff. In fact, such
issues were discussed in 11 of the 17 interviews, often more than once. Again, this issue should not be taken
to mean that people representing local jurisdictions were unconcerned or less concerned with burden than
those with whom we spoke who represented higher levels of government but instead that other issues might
concern them more. And again, data themes presented in Chapter 6 support this initial conclusion.

Burden: Tribal Themes

Interviews with representatives of tribes suggest that tribes experience the same burden issues that state
and local governments do. A key difference between the discussion of burden in interviews with people
representing tribes and those with both state participants and people representing local jurisdictions is how
pronounced the burden issues are. Each of the five interviews with tribes reflected a person who was solely
responsible for both THIRA and HIRA, and some of these interviewees had more responsibilities both
related to and apart from EM. Many of these interviewees also expressed the need to provide support to
other tribes trying to complete these processes. In this context, the burdens of time and complexity associ-
ated with THIRA and HIRA are amplified, as are the burdens of not having enough bandwidth, time, per-
sonnel, and other resources needed to execute these processes as they might wish they could. The comments
from people representing tribes reveal an appreciation for the support provided by FEMA and a desire for
expanded support. Yet, without addressing the underlying issue of staffing, it is hard to imagine how burden
would be reduced in meaningful ways by FEMA other than adjusting one or both processes. Burden issues
were a pressing issue expressed by tribal representatives in the interviews with them overall: They spoke
about burden issues several times in each interview.

Burden: Federal Emergency Management Agency Listening Sessions

Burden issues were raised multiple times in each of the four FEMA listening sessions. In total, 31 comments
focused on THIRA burden and one on HIRA burden. With respect to THIRA, the themes largely echo those
identified in the analysis of the rest of the interview data. Participants in the FEMA listening sessions spoke
repeatedly of the amount of time and work that THIRA and SPR required. Unlike others we interviewed,
participants in the FEMA listening sessions repeatedly focused on the complexity and burden of the URT.
They noted the difficulty of engaging stakeholders because of the time and work involved in THIRA and SPR.
More than others we interviewed, people in the FEMA listening sessions spoke about the unequal resources
available in rural jurisdictions to support THIRA and SPR processes (e.g., staffing). They also raised the issue
of unequal resources among tribes to complete the work of THIRA and SPR.

Burden: Academic Themes

Academics described burden issues associated with THIRA or HIRA in five of the seven interviews. Analysis
of their combined 12 comments reveals academics to have similar concerns about burden associated with
both THIRA and HIRA. Academics noted the burden of both processes in general. They also noted the
amplification of burden in the context of localities where only one person is charged with these processes; a
lack of training, knowledge, and expertise to carry out the processes; a lack of elected official knowledge or
support; and a lack of other resources. A couple of academics described these issues to be particularly height-
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ened in rural areas. More than one academic noted the use of consultants as an SLTT reaction to burden
associated with these processes.

Conclusion

In this chapter, we addressed the research question, “What is the burden of these processes on critical par-
ticipants?” with the objective of limiting the burden that THIRA and HIRA place on SLTTs. For our indi-
cators and other bases of evidence, we attempted to develop a more complete understanding of the burden
associated with the existing THIRA and HIRA processes on their own and in combination and to put that
burden into a broader context regarding the resources available to EM programs and the other burdens those
programs confront. We drew three general conclusions from FEMA’s own estimates of the burden of the two
processes and from the data associated with the jurisdictions included in our study.

First, there is significant burden associated with the two processes. Although there was a significant
range in the numbers of estimated hours,?° combined for the two processes, the estimates generally reflect
thousands of hours. When considered along with the burden from other programs associated with THIRA
and HIRA, including burden from FEMA grant programs, the overall burden is considerable. Although it
was beyond the scope of this study to estimate total burden on SLTT EM agencies, we found that the average
burden to states in our sample from the two processes exceeded 2,000 hours per year.?! The estimated burden
for jurisdictions in our sample was higher than OMB estimates for states and tribes but lower for territories
and UASIs in our sample. However, estimates would increase if estimates of zero or single-digit numbers of
hours were removed.

Second, our analysis suggests that the current measures in FEMA guidance for assessing burden are
likely flawed. For entities reporting no (or very little) time spent on the assessments, jurisdictions likely
interpreted reporting instructions inconsistently or incorrectly. The alternative interpretation could be of
equal cause for concern: If the wide range of estimated time spent on the assessments is accurate, with some
jurisdictions spending little to no time, this suggests that the quality of THIRA/SPR and HIRA/HMPs and
level of effort put into them vary greatly and are unlikely to be consistent with FEMA’s objectives for the
assessments. We found evidence of significant differences—and potential errors—in how information was
reported on other potential indicators of burden, such as participation in the two assessment processes.
Accurate estimates of burden and accurate reporting on actual burden are essential to achieving FEMA’s
objectives of limiting burden for the two processes.

In addition, the available burden data suggest that tribes in particular might face undue burden
from the two processes. According to FEMA’s own estimates of expected burden, a tribe that completed
its required THIRA/SPR and HMP and applied for a THSGP grant would be expected to have more than
900 hours of combined burden for those three processes alone. When we spoke with tribal officials, five
respondents indicated being the sole individuals responsible for both THIRA and HIRA. This suggests that
the full burden from THIRA and SPR, HMPs, and other programs, such as THSGP, could fall on a single
person, with a burden in this example equivalent to 22.5 weeks. Because the focus of the study was on THIRA
and HIRA and smaller local governments do not participate in THIRA, we did not include many smaller
county governments. With the evidence associated with the burden on tribes, we suspect that smaller local

20 Some of the variation in reported burden hours for the THIRA/SPR process might be associated with different interpreta-
tions of the direction for self-reporting burden.

2l Estimated burden associated with the THIRA/SPR and HIRA/HMP ranged from 120 to 6,800 hours. Values by state are
shown in Table 4.2.
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governments—specifically, rural local governments—might face similarly disproportionately large potential
burdens from HMP development.

Our interviews suggest that some jurisdictional officials believed that the effort involved in these
assessments exceeded the value that the completed assessments provide. We found high levels of consul-
tant use among the jurisdictions in our study, which the literature suggests might have negative implications
for achieving the two assessments’ objectives of helping communities be better informed and more reflective
about their threats and hazards. Similarly, the literature suggests that the use of consultants might indicate
that the level of burden from the assessments exceeds SLTT capacity, in terms of either available personnel
or level of expertise. This perception was supported by comments from respondents in our interviews. The
FEMA listening sessions provided some additional context for one manifestation of burden: Many respon-
dents mentioned the complexity of the URT, the data tool required to submit a THIRA.

Finally, in the relationship between state integration of THIRA/SPR and hazard mitigation planning and
the level of burden, we assessed whether integration could increase or decrease burden for participating
states. We did not find a significant difference in combined burden for THIRA and HIRA between states
with integrated processes and states with no integration at all. States with coordinated processes had the
highest burden. This would require further evaluation, but one hypothesis is that burden might increase for
states that are coordinating but not reaping the benefits of a combined process. However, a caveat to these
findings is that the available burden data were limited.

Our analysis of burden provided a more complete picture of how much burden that THIRA and HIRA
might create but is less relevant to addressing the objective of limiting burden. One opportunity to limit
burden is to identify and eliminate activities that do not provide a sufficient return on investment against the
objectives of the program. These questions might be best addressed through other attributes that help one
determine whether the source of burden is in collecting duplicative or unneeded information. We address
these topics in Chapters 3 and 6, respectively. However, our analysis of burden does suggest that THIRA and
HIRA, by FEMA’s own estimates, are intended to be intensive processes requiring hundreds to thousands of
hours per year, but, in practice, actual levels of effort vary so significantly that it is unlikely that jurisdictions
are producing assessments of equal quality, and some entities, such as tribes, are confronting the burden cre-
ated by these programs with significantly lower levels of resources.
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CHAPTER 5

Responsiveness

In this chapter, we address the research question, “Are the assessments responsive to current and future
threats and hazards?” Although the THIRA and HIRA differ in key aspects, both are intended to help
SLTTs identify and understand the risks posed by the threats and hazards they face. However, the threats and
hazards that SLTTs face can change over time, sometimes rapidly. In the 2021 NPR, FEMA defined emerg-
ing risk as “either new risks or familiar risks that evolved due to new or unfamiliar conditions; and therefore,
often lack the historic[al] data traditionally used to assess risk.” The NPR goes on to note that emerging risks
can appear suddenly, can be driven by changes in such factors as technology, and are, by definition, difficult
to identify and predict. In these cases, historical data, which are traditionally used in risk assessments, might
be unavailable or unreliable.

THIRA and HIRA approach risk assessment somewhat differently and for different purposes. THIRA is
intended to help SLTTs identify the threats and hazards that challenge the jurisdiction’s ability to deliver at
least one core capability and is inclusive of natural and human-caused threats and hazards. It relies on an
SME-driven process and can also draw on real-world incident data, models, and other sources. In contrast,
HIRA is intended to provide the factual, data-driven basis for the mitigation strategies a jurisdiction has pro-
posed, and, although human-caused threats and hazards may be included, only natural hazards are required
to be.

These differences in approach and process similarly suggest trade-offs in a variety of areas, including the
ability to deal with emerging threats, use of historical data, transparency, data accessibility, and ease of use
for SLTTs with different levels of capacity. However, at the core, each is intended to provide a risk assessment
to inform investments in capabilities or threat and hazard mitigation, many of which could persist for many
years into the future. Our aim was to ensure that our analysis accounted for FEM A’s basic objectives related
to helping SLTTs understand their potential threats and hazards, especially given the dynamic risk environ-
ment confronting EM today. Thus, we used our hierarchy of objectives to develop a management objective
that incorporates this goal: that THIRA and HIRA be responsive to the evolving threat and hazard envi-
ronment. This objective can help in interpreting our observations and place responsiveness in the broader
context of FEMA’s other objectives for THIRA and HIRA.

This chapter summarizes what we learned about how responsive THIRA and HIRA are to current and
future threats and hazards. We draw from three different types of information: the academic literature; our
analysis of selected SLTT THIRAs, SPRs, HIRAs, and HMPs; and stakeholder engagements. We conclude
with a summary of our observations and a discussion of the evidence base available to address this research
question.

1 FEMA, National Preparedness Report, 2021, p. 24.
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Literature Review

We found no research that had examined the extent to which THIRA was responsive to existing and future
threats. Research findings do suggest that data and tools to support HIRA responsiveness to current and
future threats are available, but their use is not yet fully realized. Probabilistic modeling tools across hazard
types have been developed and refined for decades, and data and technologies to support forecasting have
dramatically increased: “forecasting models including traditional statistical methods . .. [to] machine learn-
ing methods . . . [to] NN [neural network]-based methods, . . . and simulation methods.” Some of these are
freely available, such as the multihazard tool, Hazus, and the National Oceanic and Atmospheric Admin-
istration’s (NOAA’s) Climate Adaptation Partnerships (CAP) program, which works with communities to
develop necessary localized information and data for advancing climate resilience.*> And decades of study
have revealed how to incorporate uncertainty meaningfully across threat types.* Yet probabilistic model-
ing is not used pervasively in HMPs.> In addition to lacking probabilistic modeling, HIRAs do not address
uncertainty well, and most do not reflect consideration of cascading events.®

HIRAs might be expected to reflect the current and future threat of climate change, given that FEMA has
required states to consider climate change since 2015 and recommended that local jurisdictions do so since
2013.7 However, comprehensive assessment of climate risk, including climate change projection information,
is not incorporated into most local or state HIRAs.8 Although some state HIRAs do include more climate
change information, most of the HMPs do not reflect the information in outlined strategies.® The cities of
Baltimore and Santa Cruz have been highlighted in the literature as exceptions.!

Furthermore, the extent to which climate change is addressed in local- and state-level HIRAs varies.
Gonick and Errett suggested that the planning guidance might, in part, explain the superficial mention
of climate change in plans because “the requirement is broad and does not provide specific guidance to
hazard mitigation officers on how to effectively leverage climate-related data when developing adaptation
activities.”!! In fact, it appears that many jurisdictions undertake addressing climate change separately from
mitigation planning, and this is reflected in the development of stand-alone climate adaptation plans.!? Cli-

2 D. Huang, Wang, and Liu, “A Systematic Review of Prediction Methods for Emergency Management,” p. 10; Frazier,
Walker, et al., “Opportunities and Constraints to Hazard Mitigation Planning.”

3 CAP was formerly known as the Regional Integrated Sciences and Assessments program.
4 Hill, Sparks, and Rougier, “Risk Assessment and Uncertainty in Natural Hazards.”
5 Deyle et al., “Hazard Assessment”; Frazier, Walker, et al., “Opportunities and Constraints to Hazard Mitigation Planning.”

6 Chen and Greenberg, “Cascading Hazards and Hazard Mitigation Plans”; Hill, Sparks, and Rougier, “Risk Assessment and
Uncertainty in Natural Hazards.”

7 FEMA, State Mitigation Plan Review Guide.

8 Clark and Ward, Defining Extreme Heat as a Hazard; Gonick and Errett, “Integrating Climate Change into Hazard Miti-
gation Planning”; Hu, Tang, Zhang, et al., “Evaluating Climate Change Adaptation Efforts on the US 50 States’ Hazard Miti-
gation Plans”; Matos et al., “Comparing Hazard Mitigation and Climate Change Adaptation Planning Approaches”; Stults,
“Integrating Climate Change into Hazard Mitigation Planning”; Woodruff, “Coordinating Plans for Climate Adaptation.”

° Gonick and Errett, “Integrating Climate Change into Hazard Mitigation Planning”; Stults, “Integrating Climate Change
into Hazard Mitigation Planning”; Woodruff, “Coordinating Plans for Climate Adaptation.”

10 Houghton and English, “An Approach to Developing Local Climate Change Environmental Public Health Indicators, Vul-
nerability Assessments, and Projections of Future Impacts.”

11 Gonick and Errett, “Integrating Climate Change into Hazard Mitigation Planning,” p. 2.

12 Diezmartinez and Gianotti, “US Cities Increasingly Integrate Justice into Climate Planning and Create Policy Tools for
Climate Justice”™; Fiack et al., “Sustainable Adaptation”; Matos et al., “Comparing Hazard Mitigation and Climate Change
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mate adaptation plans tend to analyze climate risk more robustly than mitigation plans do, as evidenced
by the use of impact projections and maps.!* Matos and her colleagues have argued that the integration of
mitigation planning and climate adaptation planning would allow HIRAs to benefit from the more-robust
treatment of future climate risk.!

Document Review

The threat and hazard environment confronting SLTTs today is dynamic, and communities need THIRA
and HIRA to be adaptable and capable of evaluating the changing landscape of threats and hazards. In the
2021 NPR, FEMA noted that the United States faced at least four types of risk: catastrophic, systemic, emerg-
ing, and conventional.’® As that document notes, the lines between those categories of risk are not always
clear, nor is there always a consistent understanding and meaning of the term risk across sectors or agencies.'®
For our analysis, we focused on THIRA and HIRA responsiveness to two categories of risk and adopted
practical, plain-language meanings that would be likely to be recognizable to decisionmakers at all levels of
government. The first category is current risk: This is most similar to conventional risk in the NPR catego-
ries, risk posed by the threats and hazards that jurisdictions face today.'” Second, we focused on future risk,
which is most similar to emerging risk in the NPR, risk posed by the threats and hazards that jurisdictions do
not face today but might face in the future. Collectively, current and future risk span the evolving threat and
hazard environment that SLTTs face. Also, either current or future risks could be considered catastrophic
(a third NPR category) depending on the impact associated with the threat or hazards. Systemic risks are
another category of risk identified in the NPR and are associated with the interconnectedness of societal sys-
tems, such as critical infrastructure, and are tied to how the consequences of threats or hazards are evaluated.
They are not considered separately here.

We selected indicators to evaluate THIRA’s and HIRA’s responsiveness to existing and future risk, focus-
ing on different aspects of the risk assessment process and leveraging information that was available in
completed THIRAs and HIRAs. Table 5.1 describes indicators associated with responsiveness in THIRA
and HIRA. We considered how THIRA and HIRA addressed historical hazards and threats, captured cli-
mate change, and considered future or emerging threats and hazards, all of which can pose some risk to a
community.

First, we reviewed risk assessment methods that could be used within THIRA or HIRA to address exist-
ing and future threats. Second, we reviewed how THIRA and HIRA were assessing future or emerging risk.
Third, we looked at what methods jurisdictions in our study were currently using to determine the likeli-
hood of threats and hazards in HIRA. We focused on HIRA because HMPs provided descriptions of the
methods used to analyze each threat and hazard. In contrast, a THIRA documents only the final threat and

Adaptation Planning Approaches”; Woodruff and Stults, “Numerous Strategies but Limited Implementation Guidance in US
Local Adaptation Plans.”

13 Matos et al., “Comparing Hazard Mitigation and Climate Change Adaptation Planning Approaches,” p. 16.
4 Matos et al., “Comparing Hazard Mitigation and Climate Change Adaptation Planning Approaches.”
15 FEMA, National Preparedness Report, 2021, p. 3.

16 Aven, “Risk Assessment and Risk Management”; Fischhoff, Watson, and Hope, “Defining Risk”; Hopkin, Fundamentals of
Risk Management.

17 In the 2021 NPR, FEMA defined conventional risk as “hazard types distinguished by their high probability of occurrence,
such as flooding, winter storms, heat waves, power outages, and localized tornadoes” (FEMA, National Preparedness Report,
2021, p. 3).
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TABLE 5.1

Indicators Used to Assess the Responsiveness Attribute

Indicator

Justification for Using This Indicator

Definition

Data Source

Risk assessment
methods

Consideration of
future or emerging
threats and hazards

Likelihood of threats
and hazards

Prioritization of
threats and hazards

Incorporation of NRI
hazards

Incorporation of
climate change

THIRA and HIRA function as the core risk
assessment processes through which
SLTTs evaluate threats and hazards
relevant to their jurisdictions.

In the current dynamic and nonstationary
threat and hazard landscape, novel
events are likely to be experienced in the
future, and THIRA and HIRA need to be
capable of anticipating these types of
events.

THIRA and HIRA need to capture the
likelihood of threats and hazards to
accurately assess risks.

THIRA and HIRA need to support
SLTTs in prioritizing limited resources to
address threats and hazards that pose
the greatest risk.

THIRA and HIRA should be designed

to be responsive to hazards that are
evaluated by outside sources as high risk
to local jurisdictions.

Climate change is driving change in the
frequency, intensity, and extent of natural
hazards, and THIRA and HIRA need be
able to include these effects.

Review and assessment of common
risk assessment methods and how
THIRA and HIRA use or could use
them

THIRA: Guidance was analyzed to
identify how THIRA scenarios could
be structured to consider novel
events.

HIRA: Keyword search and context
analysis of documents were used
to code documents based on the
methods used to incorporate novel
threats.

THIRA: Guidance was analyzed

to understand how scenarios
incorporated threat and hazard
likelihood.?

HIRA: Keyword search and context
analysis of documents were used
to code documents based on the
methods used to determine the
likelihood of threats and hazards.

THIRA: Guidance was analyzed

to understand how scenarios are
selected from the overall threat and
hazard inventory.

HIRA: HMPs were analyzed and
coded based on the methods
described for prioritizing threats and
hazards.

Percentage of high and relatively
high-risk hazards identified in the
NRI that are also in the associated
THIRA or HIRA

THIRA: Guidance was analyzed to
identify how THIRA scenarios could
be structured to consider climate
change.?

HIRA: Keyword search and context
analysis of documents were used

to code documents based on the
methods used to incorporate climate
change.

Literature
review

THIRA:
guidance
HIRA:
general
metric data

THIRA:
guidance
HIRA:
general
metric data

THIRA:
guidance
HIRA:
general
metric data

THIRA:
threat and
hazard list
HIRA:
threat and
hazard list

THIRA:
guidance
HIRA:
general
metric data

hazard scenarios selected by an SLTT, with limited information on how each scenario is developed. Fourth,

we looked at how jurisdictions prioritized the threats and hazard they identified. Fifth, we looked at the

frequency with which natural hazards identified as high priority in FEMA’s NRI were included in UASI

(THIRA) and local (HIRA) assessments. Finally, we looked at how jurisdictions addressed climate change—

an example of an evolving and emerging hazard—which FEMA identified as one three priority goals in its
2022-2026 strategic plan.
Given FEMA’s interest in reducing burden on SLTTs and in potentially increasing alignment between

THIRA and HIRA, in our analysis in this chapter, we also touch on the implications for these objectives.
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Risk Assessment Methods

A risk assessment is a systematic process used to identify sources of risk (threats and hazards), the conse-
quences, and the significance of the risk based on some criteria.!® A variety of methods are available to con-
duct a risk assessment, and methods are chosen based on the discipline and decisionmaking context and
are tailored to the sources of risk.!” Although the methods vary, any risk assessment method should sup-
port defining risk as the combination of likelihood (known as a threat in the DHS threat, vulnerability, and
consequence framework??), vulnerability, and consequence. Regardless of the methods selected, a valuable
risk assessment is one that decisionmakers trust and use to inform their decisionmaking. Any method used
should be transparently applied so that stakeholders can understand how the results were developed.

Table 5.2 presents a selection of risk assessment methods—qualitative, quantitative, and hybrid—that are
suitable for use within the THIRA and HIRA constructs. We also describe where these methods are already
being incorporated in the THIRAs and HIRAs we reviewed. These methods represent examples, and others
could be applied with the THIRA and HIRA processes. We selected these methods to illustrate how the risk
of threats and hazards could be assessed with different levels of data quality and reliability and differing
levels of detail and specificity for decisionmaking. For example, data and models to estimate the likelihood,
geographic exposure, and damage associated with a flooding event (e.g., through Hazus) have been used in
planning offices for many years. Therefore, a probabilistic model to determine the risk associated with flood-
ing could be a good option for incorporation into a jurisdiction’s HIRA. In contrast, a terrorist threat does
not have the same level of available data and might be better evaluated using a scenario planning or expert
elicitation method that leverages SMEs to determine likelihood, consequences, and regional vulnerability to
the threat.

Assessing Emerging or Future Threats and Hazards

The first step of the THIRA is to identify threats and hazards of concern. Here, SLTTs identify natural,
human-caused, or technological scenarios considered to stress the jurisdiction’s capabilities. Although juris-
dictions are encouraged to consider a variety of data sources when developing their scenarios, the flexible
nature of the scenario planning method is well suited for considering future threats or hazards they might
not have experienced historically. THIRA guidance suggests that a jurisdiction consider two factors when
selecting scenarios—likelihood and impact—two of three components of our recommended risk definition.
In line with typical scenario planning methods is the lack of a specific threshold for determining likelihood,
although one working criterion offered to jurisdictions is that the threat be likely enough to justify invest-
ing community resources.?! Given the uncertainty associated with assessing likelihood for future events, a
higher level of specificity is not expected to improve decisionmaking and makes THIRA a useful process for
these types of threats and hazards.

In contrast, HIRA is rooted in documented historical events and allows jurisdictions to use a variety of
qualitative or quantitative means for assessing risk relative to these events. However, FEMA reviews HIRAs
that are documented in HMPs for several required elements, including whether the assessment provides “an

18 Society for Risk Analysis, “Risk Analysis.”

19 Marhavilas, Koulouriotis, and Gemeni, “Risk Analysis and Assessment Methodologies in the Work Sites”; Popov, Lyon, and
Hollcroft, Risk Assessment; Rouvroye and van den Bliek, “Comparing Safety Analysis Techniques.”

20 DHS, Risk Management Fundamentals.
21 CPG 201, p. 14.
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TABLE 5.2

Risk Assessment Methods Compatible with THIRA and HIRA

Type of Risk Addressed
Application or
Benefit for Use in the
Method Description Conventional Emerging Catastrophic = Conventional THIRA or HIRA
Risk matrix? Qualitative method X X X X This method allows
using a matrix comparison among
to compare the threats and hazards
likelihood and with varying levels of
consequences of a detail. It applies to
set of threats and HIRA and facilitates
hazards threat and hazard
prioritization and
development and
selection of THIRA
threat scenarios.
Risk—rankingb Hybrid method X X X X This method is
in which threats readily compatible
and hazards are with HIRA because
assessed against a attributes can be
set of attributes then defined to align with
ranked required categories
of impact, such as
impact on state
assets. This method
has been used in
past Quadrennial
Homeland Security
Reviews and has
been demonstrated
to be applicable
to the threats and
hazards considered
in a THIRA.
Multicriterion  Hybrid method X X X X This method is

decision
analysis®

that is similar to
risk-ranking methods
and integrates a
user-defined set

of attributes into

a framework for
overall comparison.
However,
multicriterion
decision analysis
allows weighting

of attributes based
on decisionmaker
priorities.
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Table 5.2—Continued

Type of Risk Addressed
Application or
Benefit for Use in the
Method Description Conventional Emerging Catastrophic  Conventional THIRA or HIRA
Probabilistic Category of methods X X This category of
and that quantify the methods typically
mathematical  probability, exposure results in high
modelsd and impacts spatial and temporal
associated with resolution. These
specific hazards methods are most
and threats (e.g., useful for analysis
Hazus-MH) of historical natural
hazards for which
there are extensive
data. These
methods have been
widely applied
to assessment
of damage from
flooding and
hurricanes and can
be useful when
identifying the
locations at greatest
risk, such as for
managed-retreat
programs.
Scenario Qualitative method X X These methods
planning in which threats are most useful for
and hazards are threats and hazards
identified and that have little to no
characterized based data available. This
on the development method currently
of potential recommended for
scenarios use in THIRA and
is less common but
could be applied to
HIRA.
Expert Qualitative method X X These methods are
elicitation® in which SMEs are often used when

engaged to discuss
and characterize
the likelihood and
impacts of threats
and hazards

data are limited and
expert knowledge
is available to
supplement model
inputs, such as
when threats and
hazards that have
little to no data
available. This
method is readily
applicable for use in
THIRA and HIRA.

NOTE: Hazus-MH = Hazus for multiple hazards.

@ His Majesty’s Government, National Risk Register.

b Lundberg and Willis, “Assessing Homeland Security Risks.”

¢ Morgan, Theory and Practice in Policy Analysis, Including Applications in Science and Technology.
d Frazier, Walker, et al., “Opportunities and Constraints to Hazard Mitigation Planning.”

€ RAND Corporation, “ExpertLens™.”
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overview of the probabilities of future hazard events,” and the State Mitigation Planning Policy Guideincludes
the following guidance on requirements:

a. Therisk assessment must provide an overview of the probability of future hazard events that includes
projected changes in the location, range of anticipated intensities, frequency, and/or duration of each
natural hazard.

b. Probability must include considerations of changing future conditions, including climate change
(e.g., long-term weather patterns, average temperature, and sea levels) on the type, location, and
range of anticipated intensities of identified hazards.

Probability of future hazard events means the likelihood of the hazard occurring or reoccurring. It may be
defined in historical frequencies, statistical probabilities, hazard probability maps and/or general descrip-
tors (e.g., unlikely, likely, highly likely). If general descriptors are used, they must be quantified or defined
in the plan. For example, “highly likely” could be defined as “100% chance of occurrence next year” or “one
event every year.”??

We reviewed HMPs completed by the jurisdictions included in the study to determine whether and
how they attempted to assess emerging, future, or novel threats and hazards. For purposes of our analysis,
we defined emerging as it pertains to threats and hazards as “having no or limited previous occurrences.”
Accordingly, our analysis was not a review of compliance with HIRA requirements but rather an assessment
of how jurisdictions have extended HIRA to account for emerging risk, given HIRA’s greater emphasis on
probability and historical data.

Table 5.3 shows the number of jurisdictions, by type, that included emerging threats or hazards in their
HIRAs. More than half of the jurisdictions (36 out of 59, or 61 percent) did not include these types of threats
or hazards. Among jurisdictions that did, 11 (19 percent) used only narrative explanations to evaluate the
risk posed by an emerging threat or hazard, six (10 percent) used a combination of historical data and narra-
tives, five (8 percent) used only historical data, and one (2 percent) used a categorical rating method. Among
different levels of government, local jurisdictions were the likeliest of the jurisdictions we studied to include
emerging threats and hazards.

TABLE 5.3
Summary of Methods Used to Evaluate Emerging Threats and Hazards in Hazard
Identification and Risk Assessment

Method Local State Territory Tribe Total
Narrative only 7 (17.5%) 4 (26.7%) 0(0.0%) 0 (0.0%) 11 (18.6%)
Narrative and historical data 5 (12.5%) 1(6.7%) 0 (0.0%) 0 (0.0%) 6 (10.2%)
Historical data only 5 (12.5%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 5 (8.5%)
Categorical 1 (2.5%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 1(1.7%)
Not considered 22 (55.0%) 10 (66.7%) 2 (100.0%) 2 (100.0%) 36 (61.0%)
Total 40 15 2 2 59

NOTE: Column percentages do not always sum to 100 because of rounding.

22 For example, see FEMA, State Mitigation Planning Policy Guide, p. 22. Changes to the policy language that went into effect
in 2023 for state and local HMPs are not reflected in this evaluation because the plans that we assessed predated the 2023
policy.
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Methods Jurisdictions Use to Assess Threat and Hazard Likelihood

Building on the analysis above, we also analyzed completed HMPs to determine what methods jurisdictions
in our study used to determine the likelihood of threats and hazards. Under HIRA guidelines, jurisdictions
may use a variety of means to assess likelihood.?? Table 5.4 shows how jurisdictions in our study acted on this
guidance. A numeric probability was the most frequently used method, with 24 of the 59 jurisdictions apply-
ing it; a categorical approach was the next most common, with 20 jurisdictions applying it; five used SME
opinion; two used narrative explanations; and, for eight jurisdictions, we were unable to identify a specific
method. This is not surprising, given the focus on using numerical data where possible in HIRA guidance.

Methods Jurisdictions Use to Prioritize Threats and Hazards

Prioritizing among diverse threats and hazards is inherently complex and is treated differently in THIRA
and HIRA. THIRA provides a relatively prescribed methodology for each step of the process, and there are
several points at which jurisdictions perform some form of prioritization, such as when they select scenarios
to develop. However, in keeping with an SPR’s objective of identifying capability gaps, this prioritization is
typically oriented around capabilities. For example, THIR A asks jurisdictions to identify threats and hazards
that would “most challenge” one or more of their capabilities. Although some prioritization is represented by
the selection of threat and hazard scenarios, the selection process is not documented transparently.

The HIRA process is more flexible and is driven by the underlying threats and hazards themselves, so we
focused our analysis of completed risk assessments on these documents. To understand how jurisdictions
prioritized the risk posed by threats and hazards, we reviewed HMPs in our study jurisdictions for a descrip-
tion of how hazards and threats were prioritized.

Table 5.5 shows our categorization of the methods used to prioritize threats and hazards in HIRA. For
purposes of our assessment, we identified seven categories of prioritization approaches that can generally be
classified as either qualitative or quantitative. Overall, 18 of 59 jurisdictions (30 percent) in our study used
some sort of qualitative ranking, 29 (49 percent) used a quantitative approach, and 12 (20 percent) did not
prioritize among threats and hazards.

We subcategorized qualitative approaches based on whether the jurisdiction used high/medium/low cat-
egorical rankings on some set of criteria from the hazard profiles (categorical) or used stakeholder discussion
of hazard profiles that resulted in identifying priorities (expert assessment). We subcategorized quantitative

TABLE 5.4
Method Used to Determine Threat and Hazard Likelihood in Hazard
Identification and Risk Assessment

Method Local State Territory Tribe Total
Categorical 15 (37.5%) 3 (20.0%) 1(50.0%) 1(50.0%) 20 (34.0%)
Narrative 1 (2.5%) 1(6.7%) 0 (0.0%) 0 (0.0%) 2 (3.0%)
Expert opinion 4 (10.0%) 1(6.7%) 0 (0.0%) 0 (0.0%) 5 (8.0%)
Probability 17 (42.5%) 7 (46.7%) 0 (0.0%) 0 (0.0%) 24 (41.0%)
Not specified 3 (7.5%) 3 (20.0%) 1(50.0%) 1(50.0%) 8 (14.0%)
Total 40 15 2 2 59

NOTE: Column percentages do not always sum to 100 because of rounding.

23 FEMA, State Mitigation Planning Policy Guide, p. 22.
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TABLE 5.5
Methods Used to Prioritize Threats and Hazards in Hazard Identification and Risk
Assessment

Method Type Local State Territory Tribe Total
Qualitative
Categorical ratings 9 (22.5%) 3 (20.0%) 0 (0.0%) 0 (0.0%) 12 (20.0%)
Expert assessment 5 (12.5%) 1(7.0%) 0 (0.0%) 0 (0.0%) 6 (10.0%)

Quantitative

Ranked 3 (7.5%) 2 (13.0%) 0 (0.0%) 0 (0.0%) 5 (8.5%)
Single parameter 3 (7.5%) 2 (13.0%) 0 (0.0%) 0 (0.0%) 5 (8.5%)
Multiple parameters 16 (40.0%) 2 (13.0%) 0 (0.0%) 1 (50.0%) 19 (32.0%)

No prioritization 4 (10.0%) 5 (33.0%) 2 (100.0%) 1 (50.0%) 12 (20.0%)

Total 40 15 2 2 59

NOTE: Column percentages do not always sum to 100 because of rounding. Six of the 16 local HMPs and both state HMPs that used
multiple-parameter methods to prioritize their threats and hazards converted their scores to categorical rankings before calculating the final
hazard and threat ratings.

approaches based on whether jurisdictions ranked hazards using some type of quantitative information from
their individual hazard and threat analyses (ranking); developed a single-parameter index, such as estimated
damage to state assets, to compare individual threat and hazard analyses (single parameter), or developed a
weighted multiparameter index, such as estimated damage to state assets and loss of life, to compare indi-
vidual threat and hazard analyses (weighted multiparameter).

Regardless of whether they used them to prioritize hazards, most plans included quantitative data and
analysis to describe the frequency and severity of historical events, and they often included other types of
quantitative data, such as the number of previous emergency declarations, analysis of affected area, expected
impacts on assets and critical infrastructure, and loss-of-life and -injury assessments. However, even among
those that used quantitative data to prioritize threats and hazards, these data were sometimes converted into
qualitative analysis. For example, six of the jurisdictions that used quantitative methods subsequently con-
verted those results to categorical high/medium/low rankings for use in their final results.

Relationship Between THIRA, HIRA, and the National Risk Index

FEMA provides the NRI to help SLTTs and individuals understand their risk from 18 natural hazards. We
analyzed the natural hazards we extracted from the completed UASI THIRAs and corresponding local
HIRAs and compared them with the natural hazard ratings in the NRI for the equivalent geographic area.?

Table 5.6 shows the percentage of overlap between the natural hazards that UASIs or the local jurisdic-
tions that make up those UASIs identified in their THIRAs or HIRAs, respectively,?® and the very high- and
relatively high-risk natural hazards the NRI identifies for that UASI or set of local jurisdictions, respectively.
On average, the overlap between the HIRA hazards and the NRI was higher (82 percent) than the overlap
between the THIRA and NRI hazards (21 percent).

24 It is important to note that the NRI was developed in 2021, and SLTTs did not have access to this tool when they developed
the THIRAs and HIRAs included in this study.

25 A UASI is made up entirely of local jurisdictions; there is no part of a UASI that is not in a local jurisdiction.
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TABLE 5.6

Overlap Between Local (HIRA) and Urban Area Security
Initiative (THIRA) Natural Hazards and National Risk
Index Assessment Very High- and Relatively High-Risk

Hazards

Percentage Overlap in Natural Hazards
UASI and Local Jurisdiction HIRA THIRA
Ariz.—Phoenix 67 33
Colo.—Denver 100 0
Del.—Wilmington 60 NA
Fla.—Miami/Fort Lauderdale 100 13
lIl.—Chicago 50 50
Md.—NCR 80 20
Mich.—Detroit 100 33
N.Y.—New York 100 0
Ore.—Portland 100 20
Tenn.—Nashville 60 NA
Texas—San Antonio 100 17
Va.—NCR 100 20
Wash.—Portland 50 20
Average 82 21

SOURCES: Features data from each jurisdiction’s HIRA and THIRA.

NOTE: Vermont does not have any high- or relatively high—risk hazards in the NRI, so
the state is not included in this table.

Addressing Current and Emerging Federal Emergency Management Agency
Priorities, Including Climate Change

We analyzed completed HMPs for jurisdictions included in the study to determine whether and how they
addressed climate change.?6 We selected climate change because leading the whole of the community in cli-
mate resilience is one of the three goals in FEMA’s 2022-2026 strategic plan and because the rapid pace at
which the climate change’s effects are manifesting represents a potential challenge to SLTT risk assessments.?”

As noted earlier, HIRA guidance requires consideration of climate change’s effects on future natural
hazards, but the methods by which these effects are incorporated into plans vary. For our analysis, we char-
acterized how jurisdictions in the study considered future changes to the frequency, intensity, and geospatial
occurrence of natural hazards. A review of the documents indicates that many of the HIRAs incorporate
these impacts into the assessment of each hazard, yet the method and rigor vary across jurisdictions.

26 During the stakeholder discussions, we found that the term climate change was politically charged in some jurisdictions.
Recognizing that some jurisdictions might be unlikely to use this term, we did not restrict our analysis by using the term
climate change but instead focused on whether jurisdictions incorporated changing natural hazard patterns—specifically,
frequency, intensity, or extent—in their analyses.

27 FEMA, “2022-2026 Strategic Plan.”
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We found that the approaches used by jurisdictions in the study included narrative descriptions that dis-
cussed climate change qualitatively across all hazards at the same time; hazard-specific descriptions describ-
ing changes to frequency, affected area, or expected damage; and more-analytical approaches, such as, in
some cases, using quantitative approaches that incorporated regional projections for specific natural hazard
risk assessments.

Table 5.7 shows the number of HMPs reviewed, by method used for incorporating climate change into
the HIRA. Nineteen jurisdictions (32 percent) included analysis, and an additional 19 (32 percent) included
hazard-specific analysis. However, 14 (24 percent) only referred to climate change more generally in their
narratives or did not appear to consider climate change at all (seven, or 12 percent). It is unclear from the
documentation we reviewed whether those HMPs that include a narrative on climate change effects incor-
porated the information into their risk assessment results. Even for the hazard-specific narrative categories,
it is not clear that, at the hazard level, climate change modified the assessed risk or the impact calculation.

Stakeholder Engagement

Responsiveness: Federal Themes

This topic was raised in 13 the 33 interviews. Five FEMA staff who worked in mitigation spoke about respon-
siveness in the HIRA context and the extent to which it is responsive to climate change. Four of the five noted
the recent change in mitigation planning guidance that requires state and local jurisdictions to incorporate
climate change in HIRAs, although one staff person said that more could be done to support jurisdictions in
doing it well, and another suggested that data and the ability to work with the data limit the extent to which
jurisdictions can handle the topic well. The comments from one person stood out from the rest by virtue of
the length at which the person spoke about the subject and the detail of the concerns they expressed. None of
the staff discussed the extent to which HIRA was responsive to human-caused or other novel threats.

The 11 remaining FEMA staff who spoke about the issue of responsiveness in their interviews did so with
respect to THIRA. FEMA staff were divided in their reported perceptions of the extent to which THIRA pro-
cesses and policy requirements were responsive to future and novel threats. Five appeared to think that the
process was conducive to such analysis, one appeared mixed in their view, and seven seemed to perceive some
limitations in the incorporation of future and novel threats in THIRA. It is important to note that several
FEMA staff whose comments fell into this last category assigned responsibility for not adequately addressing
future and novel threats to the stakeholders conducting the process and not the THIRA itself.

TABLE 5.7
Summary of Methods Used to Incorporate Climate Change into Hazard
Identification and Risk Assessment

Method Local State Territory Tribe Total

Analysis 13 (32.5%) 5(33.0%) 0(0.0%) 1(50.0%) 19 (32.0%)

Hazard-specific narrative 13 (32.5%) 4(27.0%) 2(100.0%) 0(0.0%) 19 (32.0%)

Narrative 9(22.5%) 5(33.0%) 0(0.0%)  0(0.0%) 14 (24.0%)
Not considered 5(12.5%) 1(7.0%)  0(0.0%) 1(50.0%) 7 (12.0%)
Total 40 15 2 2 59
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Responsiveness: State Themes

The issue of how responsive THIRA and HIRA are to future and novel threats came up in seven of the
11 interviews and was discussed by ten people. Comments from one person reflected a focus on HIRA, com-
ments from six focused on THIRA, and two spoke about both processes. Although comments were few, all
the comments support a common theme: THIRA and HIRA might not be particularly responsive to future
and novel threats. As was the case with the FEMA staff interviewed, one state participant spoke at length and
in detail about the concerns they had about the responsiveness of these two processes.

Responsiveness: Local Themes

THIRA and HIRA responsiveness to future and novel threats came up in ten of the 17 local interviews and
in comments from 17 people. Of these, 16 focused their comments on HIRA (six of these were consultants
serving local jurisdictions), one on THIRA alone, and six on both processes. Those who spoke about the
HIRA process suggested that HIRA can be—and, in many cases, is being—used to address climate change,
one future concern. The extent to which local jurisdictions were incorporating climate change meaning-
fully, within the HIRA context, seemed related to the data available to them, their understanding of the data
and related issues, and the extent to which their state or local governments had prioritized climate change.
Because all these factors vary, the extent to which HIRA is used responsively presumably does too. It is of
note that no one representing a local jurisdiction commented on HIRA’s use for other types of future or
novel threats. The one comment about THIRA alone and all the comments about both THIRA and HIRA
addressed the limited use of these processes for exploring risk from future and novel threats and suggested
that there was room for improvement.

Responsiveness: Tribal Themes

Responsiveness arose as a topic in the comments of two people in one of the five interviews with people
speaking about tribal issues. These interviewees indicated the importance of data access and quality for
addressing climate change in both assessments’ processes. They also indicated the importance of the sup-
port that a consultant provides in incorporating data and related considerations. These interviewees did not
address the extent to which either process was responsive to any other future or novel threats.

Responsiveness: Federal Emergency Management Agency Listening-Session
Themes

Throughout the four FEMA listening sessions, participants made only one comment related in some way to
the responsiveness of THIRA. Because of the lack of data, no further analysis is offered here.

Responsiveness: Academic Themes

Six the seven academics we interviewed discussed issues related to the responsiveness of HIRA (four people),
THIRA (one person), or both (one person) a total of nine times. Generally, their comments suggested that the
processes were not yet as responsive to emerging threats as would be ideal in the context of data collection,
analysis, or application.
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Conclusion

Drawing on our review of the research literature, our review of FEMA documents and completed THIRAs
and HIRAs, and interviews with stakeholders, we assessed how responsive THIRA and HIRA were to the
dynamic threat environment that SLTTs face. Our analysis pointed to several opportunities to enhance the
two assessments’ responsiveness to the evolving threat and hazard environment.

The academic literature suggests that data and tools are available to support assessments that are
responsive to current and future threats but are not widely used. Specifically, the HIRA process is suffi-
ciently open-ended and flexible and addresses the use of probabilistic modeling tools, but the literature has
found that these tools are not used regularly in HMPs. Similarly, the literature suggests that HIRAs typically
do not address uncertainty well and that most do not consider cascading events associated with systemic
risk, which are increasingly the focus of risk assessment within FEMA and other parts of DHS.28 The litera-
ture also suggests that comprehensive assessment of climate risk is not incorporated into most local or state
HIRAs and that the lack of more-definitive planning guidance could, in part, explain this gap.

The findings from our document analysis supported the literature-based findings in many ways. We
found that less than half of the HIRAs addressed future or emerging threats and hazards. Although
nearly every plan included some type of quantitative analysis of individual hazards, many converted this
information to qualitative assessments. Although this finding is not definitive, it might suggest that the addi-
tional time spent developing the quantitative assessments was not ultimately valuable in terms of affecting
decisionmaking if the level of detail included was not needed for jurisdictions to prioritize their mitigation
actions.

We found that HIRAs were likelier than THIRASs to incorporate natural hazards rated as high risk
on the NRI. It is possible that UASIs do not consider their natural hazards, given an assumption that they
will be addressed by their associated local HMPs, but, given the lack of documentation about how UASIs
selected THIRA scenarios, it is unclear whether THIRA coverage of NRI-identified high-risk hazards is
lower because jurisdictions identified other, more-critical threats and hazards that stressed their capabilities
or whether the THIRA scenario planning process could benefit from being adjusted to better incorporate
other sources of high-risk hazards, such as the NRI. As the country enters an era in which natural hazards
in particular are more unpredictable, intense, and frequent, SLTTs must have access to the quantitative data
and be trained on how to use predictive and projection models.?’

28 For example, the National Risk Management Center in the Cybersecurity and Infrastructure Security Agency (CISA) iden-
tified national critical functions in part to better assess cascading impacts from risk (CISA, “National Critical Functions”).

29 For example, see Milly et al., “Stationarity Is Dead,” or Reidmiller et al., Impacts, Risks, and Adaptation in the United States.
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CHAPTER 6

Information Use

In this chapter, we address the research question, “After completion of THIRA and HIRA processes, how
is the information used by relevant stakeholders?” FEMA has noted that there are many benefits of using
the information generated through a “robust, data driven analysis” of potential threats and hazards and vul-
nerabilities to those hazards.! Greater information use can enhance the information’s value. For example,
by ensuring that the high-quality information generated is utilized broadly, jurisdictions can ensure greater
consistency and coordination of plans, decisionmaking, and investment in both operational activities (such
as emergency operations plans or predisaster recovery planning) and resilience investment activities (such
as hazard mitigation planning or land-use planning). Moreover, jurisdictions can gain efficiencies by lever-
aging the same information for multiple purposes.? The academic literature also addresses the importance
of incorporating HIRA-generated information into community planning processes to achieve greater resil-
ience.? These advantages can also accrue when information is shared intra- and interjurisdictionally. At the
same time, there are trade-offs involved in increased information use. For example, developing standards to
improve the quality of information generated through the assessments to enable more-widespread use might
increase burden, but having too little guidance might result in uneven responses that limit their utility for
use in other processes.

To ensure that our analysis took account of both information use and these trade-offs, we used our hierar-
chy of objectives (described in Chapter 1) to develop a management objective that incorporates both informa-
tion use and utility, or value: Maximize the utility and use of information developed through THIRA and
HIRA. This objective can help in interpreting our observations and placing information use in the broader
context of THIRA’s and HIR A’s objectives.

This chapter summarizes what we learned about how SLTTs were using THIRA and HIRA information.
We drew from three evidence bases: literature, the document review, and stakeholder engagement. We used
the literature as a starting point to identify and develop indicators used to help us evaluate the management
objective and consider the purposes and potential uses of the information from the assessments. We popu-
lated those indicators using data and information from our document review and then supplemented our
findings and provided context to the results using our stakeholder interviews. We conclude this chapter with
a summary of our observations and a discussion of the evidence base available to address this research ques-
tion and management objective.

1 FEMA, State Mitigation Planning Key Topics Bulletins.
2 FEMA, State Mitigation Planning Key Topics Bulletins.

3 See “Literature Review,” next in this chapter.
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Literature Review

Although scholars have not studied the use of THIRA information, evidence from empirical research sug-
gests that HIRA information is not being used to guide hazard mitigation actions and strategies. There is a
lack of connection between HIRAs and the strategies and actions outlined in HMPs.* The research literature
also suggests that improving HIRAs and applying related information to mitigation strategies and actions
would not be enough to substantially reduce risk across the United States. HIRA information would need
to be leveraged outside of HMPs to make a substantial difference in reducing or eliminating the impact of
hazards. For example, decisions, policies, and investments in other domains, such as transportation, capital
improvement, parks and recreation, and comprehensive planning, directly increase or decrease hazard risk to
communities. However, HIRA information is not infused into planning processes in most of those domains.®
When HIRA information is not considered, these other plans and related implementation decisions often
lead to investment in areas with low vulnerability or to increased vulnerability in some areas at high risk.°
Researchers have also found that strategies and policies within the network of plans are often in conflict.”
Increased integration of plans, particularly through comprehensive planning processes, has been linked to
improved hazard mitigation.® At a minimum, citing other plans within an HMP or vice versa would suggest
that the same fact base is being used to inform some policy initiatives and actions, but cross-referencing is
not evidenced in networks of plans.” As Homsy and his colleagues concluded,

Hazard mitigation planning is a good first step toward sustainability in the absence of national efforts to
encourage sustainability planning, but it is not based on the broader coalitions and actions necessary for
long-term region-wide sustainability. '

4 Horney, Nguyen, Salvesen, et al., “Assessing the Quality of Rural Hazard Mitigation Plans in the Southeastern United
States”; H. Kim and Marcouiller, “Mitigating Flood Risk and Enhancing Community Resilience to Natural Disasters”; Lawson
and Tobey, “The Role of Natural Hazard Mitigation Plans in the Age of Pandemics™ W. Lyles, Berke, and Smith, “Local Plan
Implementation”; Nelson and French, “Plan Quality and Mitigating Damage from Natural Disasters.”

5 Berke, Kates, et al., “Using a Resilience Scorecard to Improve Local Planning for Vulnerability to Hazards and Climate
Change”; Berke, Malecha, et al., “Plan Integration for Resilience Scorecard”; Berke, Newman, et al., “Evaluation of Networks
of Plans and Vulnerability to Hazards and Climate Change”; Gabbe et al., “Why and How Do Cities Plan for Extreme Heat?”;
Homsy, Liao, and Warner, “Sustainability and Disaster Planning”; Hu, Tang, et al., “Evaluating Climate Change Adaptation
Efforts on the US 50 States’ Hazard Mitigation Plans”; H. Kim and Marcouiller, “Mitigating Flood Risk and Enhancing Com-
munity Resilience to Natural Disasters™ W. Lyles, Berke, and Smith, “Local Plan Implementation”; Malecha, Woodruff, and
Berke, “Planning to Exacerbate Flooding”; Matos et al., “Comparing Hazard Mitigation and Climate Change Adaptation
Planning Approaches”; Woodruff, “Coordinating Plans for Climate Adaptation”; Yu, Malecha, and Berke, “Examining Fac-
tors Influencing Plan Integration for Community Resilience in Six US Coastal Cities Using Hierarchical Linear Modeling.”

6 Berke, Kates, et al., “Using a Resilience Scorecard to Improve Local Planning for Vulnerability to Hazards and Climate
Change”; Berke, Malecha, et al., “Plan Integration for Resilience Scorecard”; Berke, Newman, et al., “Evaluation of Networks
of Plans and Vulnerability to Hazards and Climate Change”; Berke, Yu, et al., “Plans That Disrupt Development”; Malecha,
Woodruff, and Berke, “Planning to Exacerbate Flooding”; Woodruff, Meerow, Gilbertson, et al., “Is Flood Resilience Planning
Improving?”

7 Malecha, Woodruff, and Berke, “Planning to Exacerbate Flooding.”
8 Masterson, Katare, et al., “Plan Integration and Plan Quality.”

 Matos et al., “Comparing Hazard Mitigation and Climate Change Adaptation Planning Approaches,” p. 6; Woodruff,
Meerow, Hannibal, et al., “More Than the Sum of Their Parts.”

10 Homsy, Liao, and Warner, “Sustainability and Disaster Planning,” p. 518.
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Document Review

Although the academic literature tends to focus narrowly on the use of HIRA information for community
resilience planning, we considered information use more broadly. We selected several indicators to assess the
information-use attribute, which we describe in Table 6.1. First, to understand the relationship between infor-
mation produced through the HIRA and mitigation strategies identified in HMPs, we compared the priori-
tized list of threats and hazards from each HIRA with the percentage of mitigation actions selected to address
each specific hazard or threat. (Data limitations prevented us from conducting a similar analysis for THIRA
and SPR.) Second, we identified indicators to help understand vertical information-sharing—that is, sharing
between localities and the states. Because states influence the prioritization of grant funding, it is useful to
understand the extent to which threats, hazards, and capability gaps align between the levels of government.
For this analysis, we looked at the alignment between threats and hazards identified in THIRA and HIRA
at the UASI or local level with the corresponding state THIRA or HIRA. We also looked at the alignment of
capability gaps between state SPRs and UASI SPRs. Finally, we also sought to understand whether informa-
tion developed for the THIRA/SPR and HIRA/HMP was used in other processes. For this analysis, we evalu-
ated participants in THIRA/SPR and HIRA/hazard mitigation planning to develop a sense of participation
of sectors outside EM and public safety—under the assumption that participation facilitates the awareness

TABLE 6.1

Indicators Used to Assess the Information-Use Attribute

Indicator

Justification for Using This Indicator

Definition

Data Source

Use of THIRA analysis THIRA and HIRA are the analytic

in SPR and of HIRA
analysis in an HMP

Comparison of local
and state threat and
hazard priorities and
of UASI and state
capability gaps

Use of THIRA/SPR
and HIRA/HMP data
in external processes

components that inform SPR and
HMP development, respectively, and
therefore are expected to inform the
capability gaps identified in SPR or

mitigation actions identified in an HMP.

Given the role states play in prioritizing
projects submitted for federal funding,

incorporation of local and UASI
priorities into state priorities is an
indicator of information use.

For the THIRA and HIRA processes
to achieve the desired outcomes
(preparedness and resilience), the
information generated needs to be
utilized outside the THIRA/SPR and
HIRA/HMP for decisionmaking and
investment.

THIRA: Cannot perform

a meaningful analysis of
consistency using the
information in the documents
HIRA: Comparison of
prioritized threats and hazards
with the percentage of
mitigation actions addressing
that hazard or threat

THIRA

- Percentage of UASI and
tribal threats and hazards
also found in the associated
state assessment

- Alignment in core capability
gaps identified in UASI and
state SPRs

HIRA

- Percentage of local and
tribal threats and hazards
also found in the associated
state assessment

THIRA

- Percentage of THIRA
participants outside the
public safety and EM sector

- Analysis of responses to
post-SPR questions about
THIRA use

HIRA

- Percentage of HIRA
participants outside the
public safety and EM sector

- Mitigation actions referring
to outside activities

THIRA: coded
hazard and threat
dataset and
capability data
HIRA: coded
hazard and threat
dataset and
mitigation actions

THIRA/HIRA:
coded hazard and
threat data
THIRA/SPR:
identified
capability gaps

THIRA: coded
participant
dataset
Post-SPR survey
results

HIRA: coded
participant
dataset

HIRA: coded
mitigation action
dataset
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of information. But because awareness and use are not the same, we also sought evidence of information use
and analyzed jurisdictions’ responses to a series of post-SPR questions about the use of THIRA information
for planning and exercises. For HIRAs and HMPs, we analyzed our database of mitigation actions identified
in HMPs to discover references to other planning activities.

Internal Information Flow from THIRA to Stakeholder Preparedness Review and
from HIRA to Hazard Mitigation Plans

THIRA and HIRA are the analytic components that generate information needed for SPR and HMPs to
support preparedness and mitigation activities. One indicator of whether the information produced in these
assessments is applied in subsequent planning documents is to evaluate the consistency in content between
the two. However, this is not possible to do for THIRA and SPR because documentation is limited and there
is no baseline with which to compare them. Recall that the purpose of a THIRA is to identify the threats and
hazards that will stress core capabilities, and states and UASIs identify which context stresses each of the core
capabilities. Assuming that the core capabilities have targets derived from the THIRA contexts, little else can
be said about consistency.

HIRA is intended to be an assessment of risk that hazards pose to the jurisdiction (although includ-
ing threats is not required, some jurisdictions include them as well). An understanding of the risk posed
by different threats and hazards should inform development and prioritization of the mitigation strategies
presented in the HMP. To understand whether this flow of information is occurring, we compared the pri-
oritized list of threats and hazards from each HIRA with the percentage of mitigation actions selected to
address each specific hazard or threat. Ten of the 15 HMPs reviewed for this analysis provided rankings
or a quantified risk measure for the hazards and threats evaluated.!! Using these, we were able to provide a
standardized ranking to identify high-risk threats and hazards for those jurisdictions.!? We included in our
counts any case in which a mitigation action addressed multiple hazards and threats. Although the percent-
age of mitigation actions affected by a specific threat or hazard does not necessarily indicate that hazard or
threat’s priority to an SLTT, it is the best reasonable proxy indicator we have to characterize this connection
between the priorities set in HIRA and funding priorities made in later sections of the HMP.

Table 6.2 shows the results of our analysis, comparing the threats and hazards identified in the sample of
HIRAs with the percentage of mitigation actions assigned to those threats and hazards for the states and ter-
ritories we reviewed for this study. The numbers represent the percentage of actions directed at the threat or
hazard (actions that address all threats or hazards appear in the bottom row). We have indicated whether a
state or territory identified the threat or hazard as a priority and whether the threat or hazard was identified
and analyzed in the HIRA. Darker green shading of the cell indicates that a higher percentage of the actions
address that threat or hazard.

11 Florida and Puerto Rico were excluded from this analysis because of data limitations.

12 For HMPs that provided numeric rankings or risk ratings, we considered the scale and distribution of the numeric ratings
and converted them to qualitative ratings.
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TABLE 6.2

Comparison of Threats and Hazards with Mitigation Actions: Percentage of Mitigation Actions Addressing Each Threat or Hazard

State Territory
Threat or Hazard Ark. Ariz. Colo. Del. 1Il. Md. Mich. N.Y. Ore. Tenn.  Texas Va. Vit. Wash. Guam
Accident o° 02+
Agricultural event or disease 6° o° 32p 2 o° &
Avalanche 1 6° o° or
Chemical, biological, ov o
radiological, nuclear, or
high-yield explosive incident
Civil disturbance 0°
Climate change 1 3 2 1 9 6 e
Coastal hazard o° 0= 02k o° ov o® (1 or
Critical infrastructure failure or 0® 0® 0P o o
outage
Cyber incident 9 0® ob or
Dam or levee failure o° 9° 1° o° 1 21° 0 3 2v ov 3 4 1o
Drought o 242b o (R e 3ab o 2° 4° o o 8 2° o
Earthquake 7° 6° 12 3¢ 23b 2 1920 2 0 4 4 18° 4°
Extreme temperature o° o° 0° ek 2° 02 4° P 2v ov or
Fire—other 1 or 2
Flooding 16° 18° 282 4220 21ab 21ab 182° 412> 1520 16° 11° 352P 12ab 23 17°
Fog o® ov
Geologic hazard 12° 12° 5° 1 ov 4v 8ab 28 ov 6° 4ab 11° 1b
Hail o° 0* 1® o° o°
Hazardous-material incident 6° o° 0° 02+ 2° 1k ov
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Table 6.2—Continued

State Territory
Threat or Hazard Ark. Ariz. Colo. Del. 1Il. Md. Mich. N.Y. Ore. Tenn.  Texas Va. Vit. Wash. Guam
Human infectious disease o° 6° 0° o° 1 2° 02+ 2v & o° 20 10
Hurricane or tsunami 11° (e 24> 8ab 110 1 7° -
Human-caused event or (o (o o o 2° (o o
terrorism
Mass-casualty event o° o°
Migration
Other o°
Severe storm 9° 02 1 3 ov 02t 4
Space event o 2b 4
Thunderstorm or lightning 1 o° 3° 1 228 02" 1° ov ov
Tornado (v 4° 12k 2 (i 12b (v 11° o°
Volcano 10° ov 40 1P
Water contamination 1 8
Wildfire 9v 15° 102 o° o° 1220 1° 6° 4> 110 2b or 6° v
Wind o o 1 2 3:=b 22b 2b o° 2° o° o
Winter storm o o o 6P 7 (i 32k 22b 2 o° 1 o°
All threats and hazards 24 18 14 30 18 20 18 9
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Table 6.2—Continued

State Territory

Threat or Hazard Ark. Ariz. Colo. Del. I Md. Mich. N.Y. Ore. Tenn. Texas Va. Vt. Wash. Guam

SOURCES: Features data from Arizona Department of Emergency and Military Affairs, State of Arizona Hazard Mitigation Plan 2023; Arkansas Department of Emergency Management, State of Arkansas
All-Hazards Mitigation Plan; Colorado Division of Homeland Security and Emergency Management, Colorado Enhanced State Hazard Mitigation Plan, 2023-2028; Delaware Emergency Management
Agency, 2023-2028 Hazard Mitigation Plan; Guam Homeland Security, hazard mitigation plan; lllinois Emergency Management Agency and Office of Homeland Security, State of lllinois Hazard Mitigation
Plan; Maryland Emergency Management Agency, 2021 State Hazard Mitigation Plan; Michigan Department of State Police and Michigan Citizen-Community Emergency Response Coordinating Council,
Michigan Hazard Mitigation Plan; New York State Division of Homeland Security and Emergency Services, 2019 New York State Hazard Mitigation Plan; Oregon State Interagency Hazard Mitigation Team,
Oregon Natural Hazards Mitigation Plan; Tennessee Emergency Management Agency, State of Tennessee Standard State Hazard Mitigation Plan; Texas Division of Emergency Management, 2023 Texas
State Hazard Mitigation Plan; Vermont Emergency Management, Vermont Stronger: 2018 Vermont State Hazard Mitigation Plan; and Virginia Department of Emergency Management, Commonwealth of
Virginia Hazard Mitigation Plan.

NOTE: The numbers represent the percentage of actions directed at the threat or hazard (actions that address all threats or hazards appear in the bottom row). Green shading indicates emphasis of mitigation
actions (darker green representing a higher percentage of all actions). Darker green shading of the cell indicates that a higher percentage of the actions address that threat or hazard. Florida and Puerto Rico
are not included in this analysis because of data limitations. Where a mitigation action addresses more than one hazard or threat, that action is counted toward each identified hazard and threat. Bold indicates
that the hazard was identified and analyzed in the HIRA.

& A state or territory identified the threat or hazard as a priority.

b The threat or hazard was identified and analyzed in the HIRA.
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Virginia, for example, has directed 2 percent of its mitigation actions at an agricultural event or disease,
but this threat was not identified and analyzed in the HIRA. Drought was identified and analyzed in the
HIRA, but 0 percent of the mitigation actions were specifically directed at it. Flooding, in contrast, was iden-
tified and analyzed as a priority hazard, and 35 percent of the mitigation actions in the HMP were directed
at it—the largest percentage among all identified threats and hazards. Finally, at the bottom of the column,
we see that Virginia’s HMP directs 33 percent of its mitigation actions toward all of its threats and hazards.

In the states and territories we reviewed, there is no clear pattern or relationship between specific threats
and hazards identified and the number and percentage of mitigation actions directed at them—except for
flooding. Each state and territory identified flooding as a hazard, and, of the ten jurisdictions identifying pri-
ority hazards, nine designated it as a priority. (Washington State was the exception.) Furthermore, for each
state and territory, flooding had the three largest percentages of mitigation actions directed at it. In instances
in which flooding did not receive the largest percentage of mitigation actions, the broad, nonspecific category
of all threats and hazards generally did. Outside of flooding, the relationship between the specific threats
and hazards identified and the number and percentage of mitigation actions directed at them is unclear, and
several states (Colorado, Delaware, Michigan, and Texas) directed no mitigation actions toward a significant
number of the specific threats and hazards identified. In all the jurisdictions we reviewed, the broad category
of all threats and hazards received the largest share of mitigation actions in most jurisdictions we reviewed.

Vertical Information Flow from Local, Urban Area Security Initiative Area, and
Tribe to State THIRAs and HIRAs

States influence the prioritization and selection of projects submitted for grant funding. As a result, if UASI
or local priorities are not reflected in state preparedness and mitigation planning documents, there is a risk
that local priorities will not be adequately addressed. This could have specific and concerning implications
for vulnerable communities, which either might have different needs from others in the state or have fewer
alternative means for addressing them. This understanding of funding prioritization motivates our assess-
ment of the flow of information to the state level (i.e., the vertical flow of information). To conduct this
assessment, we inspected two indicators of vertical information flow: the coordination of threats and hazards
identified at the local to state levels for THIRA and HIRA and the alignment of capability gaps identified at
these levels for SPRs specifically.

For the first indicator—the coordination between threats and hazards identified in the THIRA and HIRA
at the UASI or local level with the corresponding state THIRA or HIRA—we used the coded threat and
hazard list from local and state paired documents to determine the percentage of UASI or local hazards and
threats also found in the associated state assessment.!> For THIRAs, we found some coordination—with
most of the UASI documents we reviewed having more than 50 percent of their natural hazards also identi-
fied at the state level. However, for the other comparisons, we found less coordination. As shown in Table 6.3,
UASIs and states identified relatively few of the same threats, and there appears to be minimal coordination
between the tribes and states we reviewed—although it is important to note that we reviewed only a small
number of tribes.

In contrast, the HIRA comparisons had much more alignment in the jurisdictions we reviewed. We were
looking for information flow from the local jurisdictions up to the state level. For all local HMPs, more than
50 percent of the natural hazards identified in those HMPs were also identified in the corresponding state
HMPs—and, for a majority of the local HMPs (nearly 60 percent), more than 75 percent of the natural haz-

13 Indicator calculation is equal to the count of threats and hazards in both UASI or local and state documents divided by the
total number of threats and hazards in the state document.
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TABLE 6.3
Alignment of Urban Area Security Initiative and Tribal THIRA Threats and Hazards with State
THIRA Threats and Hazards

Percentage of Common UASI-to-State THIRA Comparison Tribe-to-State THIRA Comparison
Natural Hazards and

Threats Natural Hazards (9) Threats (9) Natural Hazards (3) Threats (3)
0-25 3 (33%) 3 (33%) 2 (67%) 2 (67%)
26-50 1 (11%) 2 (22%) 0 (0%) 0(0%
51-75 2 (22%) 3 (33%) 0 (0%) 0 (0%
76-100 3 (33%) 1 (11%) 1 (33%) 1 (33%)

ards identified in them were also identified in the corresponding state HMPs. There was less coordination
among threats between localities and states—with most localities having at least 50 percent of their threats
also identified by the state. It is worth noting that the local-to-state HIRA comparison showed a larger per-
centage of local threats in common than the UASI and state THIR As did.

Tribal and state HIRAs showed complete coordination for natural hazards and no coordination for
threats—but again, it is important to note the small number of tribes we reviewed. See Table 6.4.

For our second indicator, we assessed the alignment of capability gaps between state SPRs and UASI SPRs.
Given the role that states play in supporting local jurisdictions during emergencies, it follows that it would
be useful to understand UASI capability targets and gaps and how they align with the state’s capabilities. To
compare the gaps identified at these respective levels, we plotted each core capability that was reported has
having a gap for either or both UASIs and states. We calculated the gap as percentage of the capability target
not met by a jurisdiction’s estimated current capability. Each plot point in Figure 6.1 shows the gap as a per-
centage of the target as reported by the UASI (x-axis value) and the state (y-axis value). For example, the gray
plot point at (0.20, 0.20) represents a reported gap of 20 percent of the target for both the UASI and the state.
The blue plot point at (0.80, 0.40) represents a reported gap of 80 percent by the UASI and 40 percent by the
state. Points on the x-axis are gaps that the UASIs reported but the associated state did not. Points on the
y-axis are state-reported gaps that were not reported by UASIs. A 45-degree diagonal line indicates where the
UASIs and states have reported the same gap for a given capability.

It is difficult to discern from this analysis alone whether information is shared between UASIs and states.
However, it indicates little alignment in capability gaps reported by UASIs and states (otherwise, the plotted
points would cluster around the black diagonal line). As the figure illustrates, states often report that they
have their target levels of capability even when an associated UASI reports a gap in capability, and vice versa.

UASIs reported larger gaps overall than their associated states do. For example, UASIs had greater gaps
than their associated states did for 53 percent of all the capabilities with reported gaps. Notably, only 3 per-

TABLE 6.4
Coordination of Local and Tribal HIRA Threats and Hazards with State HIRA Threats and
Hazards

Percentage of Common Local-to-State HIRA Comparison Tribe-to-State HIRA Comparison
Natural Hazards and

Threats Natural Hazards (14) Threats (14) Natural Hazards (2) Threats (2)
0-25 0 (0%) 5 (36%) 0 (0%) 2 (100%)
26-50 0 (0%) 2 (14%) 0 (0% 0 (0%)
51-75 6 (43%) 1(7%) 0 (0% 0 (0%)
76-100 8 (57%) 6 (43%) 2 (100%) 0 (0%)
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FIGURE 6.1
Comparison of Capability Gaps Between Urban Area Security Initiative Areas or Tribes with
States
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SOURCE: Features data from our analysis of SPRs.

NOTE: Each plot point in the figure shows the gap as a percentage of the target as reported by the UASI (x-axis value) and the state (y-axis
value). For example, the gray plot point at (0.20, 0.20) represents a reported gap of 20 percent of the target for both the UASI and the state.
The blue plot point at (0.80, 0.40) represents a reported gap of 80 percent by the UASI and 40 percent by the state. Points on the x-axis are
gaps that the UASIs reported but the associated state did not. Points on the y-axis are state-reported gaps that were not reported by UASIs.
A 45-degree diagonal line indicates where the UASIs and states have reported the same gap for a given capability.

cent of the reported gaps were aligned at the state and UASI levels. There could be many reasons for these
differences having to do with the threats and hazards used, conditions in areas within the state that were not
covered by UASIs, and assumptions around mutual-aid agreements, for example. States and UASIs might also
report gaps in different areas if more of specific resources are owned by the state or vice versa. However, there
does not appear to be a relationship between gaps at the UASI and state levels when UASIs are high-threat,
densely populated areas within the state. Table 6.5 distills the primary takeaways from Figure 6.1 and pro-
vides the percentage of capability gap pairs that fall into different categories—such as pairs that fall on the
axes; pairs above the diagonal, which indicates that state gaps are greater than UASI gaps; pairs that fall below
the diagonal, which indicates that UASI gaps are greater than their associated states’ gaps; and on the line,
which indicates that the gaps are equal.

Information Flow from THIRA and HIRA into Other Planning and Policymaking
Processes

We also sought to understand whether the information developed for THIRA/SPR and HIRA/hazard miti-
gation planning was useful to other planning and decisionmaking processes. As the academic research has
indicated, greater community resilience can be achieved only if the information generated is used for a wide
variety of other policy and investment activities. To assess whether the information was being used in other
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TABLE 6.5
Distribution of Capability Gaps for State and Urban Area Security Initiative Area THIRAs and
Stakeholder Preparedness Reviews

Higher State Capability Gap Higher UASI Capability Gap State and UASI Capability Gap

Reported Gap Percentage Percentage Percentage Match
State reports no gap (x-axis NA 25 NA

points)

UASI reports no gap (y-axis 32 NA NA

points)

State and UASI capability 13 (above the diagonal) 28 (below the diagonal) 2 (on the line)

gaps are greater than zero

Total 45 53 2

processes, we looked for references in each THIRA/SPR and HIRA/HMP to other planning and prepared-
ness activities. For the THIRA and SPR, we used two sources of information.

First, we analyzed the types of sectors that participated in the THIRA and SPR process to assess the extent
to which sectors outside of EM and public safety were involved in the process. We assumed that these par-
ticipants would be likelier to be aware of the information available in THIRA. We also assumed that these
participants would be likelier to have the potential to use it.

Second, we reviewed jurisdiction responses to a series of questions in the post-THIRA, post-SPR included
as a part of SPR submission. Questions included the following:

o Do you use THIRA scenarios and data to inform which scenarios you incorporate into plans?

» When developing plans, do you use standardized impact categories from THIRA and SPR as planning
factors?

» Do you use THIRA targets as objectives in your plans?

o When exercising a plan, do you use your THIRA targets as evaluation criteria to validate your ability to
meet the objectives in your plans?

For each of these questions, respondents provided categorical responses of never, sometimes, or almost
always.

For HIRA, we analyzed our participant and mitigation action datasets. First, like with THIRA and SPR,
we analyzed the types of sectors that participated in HIRA and hazard mitigation planning to assess the
extent to which sectors outside of EM and public safety were involved in it. We assumed that these partici-
pants would be likelier to be aware of the information available in the HIRA and HMP and therefore have
the potential to use it.

However, participation and awareness do not necessarily indicate use. To address this issue, we analyzed
our database of mitigation actions and searched for references to other planning activities, such as coordi-
nation with comprehensive preparedness planning. To identify the widest list of planning-related actions
identified in HMPs, we used planning and plan as keywords. We then identified the most-frequently men-
tioned planning activities referenced in the mitigation actions reviewed and the number of jurisdictions that
included at least one reference to planning activities outside of hazard mitigation planning.

For both THIRA and HIRA/HMPs, we first evaluated sector participation to understand the extent to
which information might be shared outside of public safety and EM—under the assumption that these par-
ticipants would be likelier to be aware of the information available. Table 6.6 provides our analysis for THIRA
and SPR. On average, 51 percent of the participating organizations were from outside public safety and EM,
which suggests that cross-agency participation was occurring. However, it is worth noting the wide range in
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TABLE 6.6

State-Level THIRA and Stakeholder Preparedness Review Processes: Percentage of Participants, by Sector

State Territory
Sector Ark. Ariz. Colo. Del. Fla. MIl. Md. Mich. N.Y. Ore. Tenn. Texas Va. Vit. Wash. Guam P.R. Average
Economic 0 6 3 13 0 4 0 0 0 0 14 0 4 0 2 0 3
development
Education 0 2 2 0 0 4 0 0 0 0 3 2 0 0 0 3 0 1
Health and 29 4 23 8 40 35 15 2 19 25 20 19 7 29 17 22 10 19
social services
Information and 0 16 8 11 7 9 8 2 26 1 0 5 0 8 3 2 10 7
data
Infrastructure 14 0 2 6 0 4 0 0 0 0 0 2 0 4 0 11 0 3
Land use and 0 0 0 2 7 4 8 1 0 0 0 8 7 0 1 2 0 2
development
Natural and 0 0 0 6 7 9 8 1 0 1 8 8 13 0 7 5 0 4
cultural
resources
Public safety 43 71 56 40 20 17 46 94 39 72 53 24 67 38 61 29 60 49
and EM
Transportation 14 0 2 4 7 4 8 0 13 1 8 1 7 0 10 2 0 5
Multiple 0 0 3 1 13 9 8 1 3 1 3 16 0 17 1 25 20 8
Other 0 0 0 0 0 0 0 0 0 0 8 0 0 0 0 0 0 0
Number of 7 49 383 53 15 23 13 114 460 170 40 86 15 24 72 65 10 94
participant

organizations

SOURCE: Features data from the THIRA coded participant dataset.
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these participation levels—with public safety and EM making up 94 percent of the participants at the high
end and 17 percent at the low end.

We conducted the same analysis of HIRA and HMP participants. Table 6.7 provides the results of our
analysis. On average, 83 percent of participant organizations at the state level were from agencies outside of
EM or public safety. This sector analysis indicates that a significant amount of cross-agency involvement was
occurring in the state HIRA process and suggests a positive indication of information use flowing into deci-
sionmaking processes outside of mitigation.

To assess information use more directly, for THIRA, we evaluated responses of jurisdictions to a series
of post-SPR questions. Responses to these questions reported the extent to which THIRA scenarios were
used in selecting planning scenarios, THIRA standardized impact categories were used as planning fac-
tors, THIRA targets were used as planning objectives, and THIRA targets were used to evaluate exercises.
Tables 6.8 through 6.11 summarize responses to these questions from 2020 and 2021 SPRs for 50 states, five
territories, 34 UASIs, and 40 tribes. In the responses to the four questions, survey respondents generally indi-
cated the use of THIRA information for the identified purposes: Eighty-eight percent of respondents stated
that they sometimes or almost always used THIRA scenarios and data for planning, 83 percent of respon-
dents stated that they sometimes or almost always used THIRA standardized impact categories as planning
factors, 77 percent stated that they sometimes or almost always used THIRA targets in plans, and 74 percent
stated that they sometimes or almost always used THIRA to evaluate exercises. Although there are some
exceptions, each jurisdiction type generally indicated that it used THIRA for the identified purpose “some-
times” in most instances.

Similar survey information was not available for HIRAs and HMPs. To identify potential use of HIRA
and HMP information, we analyzed mitigation actions to identify references to other planning activities. To
do this, we searched our mitigation action database for references to comprehensive planning, then reviewed
each action with this keyword. We found that nearly every state analyzed included an action to incorporate
the results of the HIRA and HMP into other planning activities at either the state or local level. For example,
Alaska and Washington State had mitigation actions to integrate mitigation or resilience considerations into
other planning activities, such as comprehensive master planning, community wildfire protection planning,
and flood hazard mitigation planning. Washington, D.C., included an action to incorporate climate resil-
ience into its comprehensive plan. Delaware indicated its intention to provide technical assistance to com-
munities to integrate hazard mitigation into local plans. Others mentioned incorporating considerations into
capital improvement plans, and Michigan had an action to coordinate with academic accreditation organiza-
tions to encourage integration of hazard mitigation into comprehensive planning courses.

Stakeholder Engagement

Information Use: Federal Themes

FEMA staff discussed the use of THIRA and HIRA in all interviews. Comments fell into two categories: those
related to FEMA use and those related to staff perceptions of SLTT use. Both FEMA HQ and regional staff
repeatedly discussed the use of THIRA and SPR data at the national level. Out of 76 total comments about
FEMA use of data related to THIRA and HIRA, 88 percent, or 67 of 76 comments, pertained to THIRA.
The most-frequent uses discussed by FEMA staff included preparation of the national THIRA and related
dashboard and production of the NPR. FEMA staff described the NPR as a critical tool to inform FEMA
leadership, Congress, and OMB on the status of preparedness and to facilitate an understanding of return
on investment with respect to grant programs. FEMA staff also spoke about the general use and value of the
data to understand which capabilities were robust and where there might be capability gaps, including how
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TABLE 6.7
State-Level HIRA and Hazard Mitigation Planning Processes: Percentage of Participants, by Sector

. State Territory
Participant
Sector Ark. Ariz. Colo. Del. Fla. M. Md. Mich. N.Y. Ore. Tenn. Texas Va. Vit. Wash. Guam P.R. Average
Consulting 0 8 4 0 5 0 16 0 0 0 0 0 0 0 0 5 0 2
company
Economic 11 8 2 0 7 21 5 8 8 10 18 6 2 2 7 7 0 7
development
Education 2 0 0 10 7 0 0 8 3 0 3 13 3 5 2 5 6 4
Health and 4 8 5 10 7 16 5 23 22 6 23 0 5 5 7 13 17 10
social services
Housing 2 0 2 0 1 0 5 0 3 0 0 6 2 3 0 4 6 2
Informationand 13 15 16 10 1 21 0 0 8 13 5 13 10 5 9 14 0 9
data
Infrastructure 13 0 22 10 12 1 5 8 17 16 8 25 13 12 13 1 39 14
Land use and 7 15 16 10 3 0 5 8 6 10 5 13 7 24 2 1 1 9
development
Natural and 18 23 16 10 1 5 1 8 6 29 8 19 10 24 17 5 6 13
cultural
resources
Public safety 13 15 15 15 9 21 5 31 22 16 23 6 27 4 35 14 17 17
and EM
Multiple 16 8 2 25 47 5 42 8 6 0 10 0 22 11 9 11 0 13
Other 0 0 0 0 0 0 0 0 0 0 0 0 0 3 0 0 0 0
Number of 45 13 55 20 75 19 19 13 36 31 40 16 60 92 46 56 18 38
participant

organizations

SOURCE: Features data from the HIRA coded participant dataset.
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TABLE 6.8

Use of THIRA Scenarios and Data for Planning, by Jurisdiction
Type

SPR Response UASI State Territory Tribe Total
Almost always 4(12%) 16(32%) 3(60%) 9(23%) 32 (25%)
Sometimes 26 (76%) 29 (58%) 2 (40%) 25(63%) 82 (63%)
Never 4(12%) 5(10%)  0(0%) 3(8%)  12(9%)

Missing or no response 0 (0%) 0 (0%) 0 (0%) 3 (8%) 3 (2%)

Total 34 50 5 40 129

TABLE 6.9
Use of THIRA Standardized Impact Categories as Planning
Factors, by Jurisdiction Type

SPR Response UASI State Territory Tribe Total

Almost always 6(18%) 12 (24%) 2(40%) 10(25%) 30 (23%)
Sometimes 22 (65%) 30(60%) 3(60%) 22 (55%) 77 (60%)
Never 6 (18%) 8 (16%) 0 (0%) 5(13%) 19 (15%)

Missing or no response 0 (0%) 0 (0%) 0 (0%) 3 (8%) 3 (2%)

Total 34 50 5 40 129

TABLE 6.10
Use of THIRA Targets in Plans, by Jurisdiction Type

SPR Response UASI State Territory Tribe Total

Almost always 5(15%) 12(24%) 4(80%) 12(30%) 33 (26%)
Sometimes 22 (65%) 24 (48%) 0(0%) 20(50%) 66 (51%)
Never 7(21%) 14(28%) 1(20%) 5(13%) 27 (21%)

Missing or no response 0 (0%) 0 (0%) 0 (0%) 3 (8%) 3 (2%)

Total 34 50 5 40 129

TABLE 6.11
Use of the THIRA to Evaluate Exercises, by Jurisdiction Type

SPR Response UASI State Territory Tribe Total

Almost always 4 (12%) 14 (28%) 1 (20%) 8 (20%) 27 (21%)
Sometimes 23 (68%) 25(50%) 3(60%) 18(45%) 69 (53%)
Never 7(21%) 11(22%) 1(20%) 11(28%) 30 (23%)

Missing or no response 0 (0%) 0 (0%) 0 (0%) 3 (8%) 3 (2%)

Total 34 50 5 40 129

they were distributed across the country in a quantitative way that rolled up the information from SLTTs to
the national level. Some discussed using it to consider how to prioritize and allocate spending. At the regional
level, FEMA staff reported using THIRA and SPR data to plan training, exercises, and workshops as well.
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FEMA staff offered mixed views on whether THIRA data were used in responses, and several FEMA staff
suggested that those data were used, while two staff suggested that it was not but should be. A few FEMA staff
described the THIRA and SPR as “not useful” or as “imperfect,” but some of these staff comments reflected
a perception that there was no better existing means of understanding preparedness at the national level.

FEMA staff rarely discussed the use of HIRA data—only 12 percent (nine of 76) of the comments about
the use of these processes were related to HIRA. In a couple of instances in which the use of HIRA data was
discussed, FEMA staff mentioned that HIRA was not designed for FEMA use but for local use. Only a few
FEMA staff spoke of HIRA use at FEM A—such as to help regional staff consider what technical assistance
might be required at the local level.

On the topic of perceived SLTT use of these two processes, FEMA staff commented a total of 58 times: 29
with respect to THIRA, six with respect to both processes, and 23 times with respect to HIRA. The themes
arising from FEMA staff comments were the same for both processes. Fundamentally, those FEMA staff
who spoke about this topic perceive both HIRA and THIRA to belong to SLTTs and be primarily for their
use. Staff mentioned varying tasks and activities that these processes could inform, including emergency
plans, mitigation strategies, identification of needed resources, justification for funding requests, and bring-
ing people together for important conversations.

FEMA staff comments revealed some staff’s awareness that state and local governments varied in the
extent to which they perceived these processes to be useful; for many, the processes were viewed as a check-
the-box exercise and grant requirement. FEMA staff comments also showed that some were aware of varia-
tion in the amount of effort state and local jurisdictions put into the processes, as well as variation in their
use of these processes to support intent (i.e., closing capability gaps, buying down risk).

Information Use: State Themes

State participants raised the issue of THIRA or HIRA use in 69 comments across all 11 interviews we held.
One or more state participants from 12 of the 17 states voiced distinctly negative views. In fact, negative com-
ments constituted 91 percent of the total comments, or 63 out of 69.

The strongest theme with respect to state comments was that many states represented in our sample did
not report finding THIRA useful and indicated that they did not use it—not to drive investment of EM fund-
ing streams, not outside of the funding with which EM was involved, and not to close capability gaps—but
instead to maintain the gaps they were unable to close at their current size. State-participant comments
suggested that there were diverse reasons for negative perceptions of THIRA, including the perception that
THIRA was not holistic of threats, local government, or issues with respect to rural areas. Comments from
state officials within our sample also suggested that the subjectivity involved in THIRA, its complexity, and
the perception that FEMA did not use the data at the regional or HQ level as additional reasons these states
did not find THIRA useful and did not use it. Of note is that one or more people from three of the 17 states
represented in our sample voiced positive views of the use of THIRA.

State participants did not speak much about HIRA, but when they did, it was typically in contrast with
THIRA and with respect to their perceptions that HIRA was the more useful of the two. Even so, several
comments suggested the possibility that a perception of HIRA being more useful than THIRA might not
necessarily mean that HIRA was used more than THIRA in those same states.

Two additional themes related to issues of information use emerged during analysis of state-participant
data. These themes both concern a lack of local-state information-sharing about THIRA. The first of these
themes centers on the lack of overlap in data as they move from the local level up to the state level to support
the state THIRA. Analysis of comments from 21 participants across all 11 state-level interviews indicated
that the states relied on local data to inform the development of the state THIRA, whether those locali-
ties were UASI participants or not. In most cases, it appears that local provision of data to support the state
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THIRA was optional, although a requirement that localities provide capability data either exists or is in pro-
cess in a couple of states. It seems that some localities and UASIs participated and provided data and others
did not, leaving states with an incomplete picture of capabilities across the state and, thus, a less-than-holistic
state THIRA.

The second of these additional themes concerns the distortion in capabilities that occurred as capabili-
ties were combined or summed from localities to support the state THIRA. Some state participants said that
potentially significant capability gaps in one or more locations were hidden when all locally submitted data
were combined at the state level. This theme emerged in five of the 11 interviews and was mentioned by mul-
tiple people in each.

Information Use: Local Themes

People representing local jurisdictions discussed THIRA and HIRA use in all 17 interviews we conducted.
As was the case with state-participant interviews, the vast majority of the comments were negative and cen-
tered on THIRA. Specifically, one or more people representing local jurisdictions in 13 of the 14 interviews
voiced 59 negative comments about the use or usefulness of THIRA. These negative comments constituted
85.5 percent of the total THIRA-focused comments made (n = 69). Like with the state-level interviews, the
strongest themes in to these comments were that (1) THIRA was not used or useful and (2) there were diverse
reasons for this perception.

The negative comments combine to form a picture of THIRA not unlike the one formed by analysis of
the state comments: Many indicated that THIRA was a check-the-box exercise that local jurisdictions con-
ducted to meet a grant requirement. According to those with negative views, THIRA did not fit with local
realities or meet local needs. It appears from these comments that most of the jurisdictions represented in
our sample were not using THIRA for anything at the local level. People representing local jurisdictions
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described THIRA as “prescriptive,” “too complex,” “difficult,” and “frustrating.”

Negative views of THIRA were not universal. Specifically, 14.5 percent (ten out of 69) of the comments
about THIRA were positive. These positive comments were, in some cases, made by people who described
negative aspects of THIRA as well. The positive comments suggest that some perceived THIRA as useful in
identifying capability gaps, getting various stakeholders together to discuss capabilities, and serving as the
risk basis for grants.

Like state participants, interviewees representing local jurisdictions did not comment much on the HIRA
process. Only 21 percent (16 out of 75) of the comments made about the use of these processes were about
HIRA. Perceptions reported were divided on the topic of HIRA: Nine comments highlighted something pos-
itive about HIRA, while seven were negative. According to the people with whom we spoke, positive aspects
of HIRA included its perceived usefulness, the legitimacy of the process and data, and its multipurpose use
(e.g., planning, public outreach, general fund and budget justification, grant justification), while the negative
aspects included the lack of use of the data to drive mitigation strategies and requirements that are more than
needed to support local activities.

Finally, like some state participants, in 12 interviews, people representing local jurisdictions pointed out
various ways in which THIRA and HIRA data did and did not overlap from local to regional to state. Their
comments aligned with the themes emerging from analysis of state participants. Specifically, it is clear that
states were, in fact, asking for data to support the development of HIRAs and THIRAs at the state level from
local jurisdictions that were part of UASIs and beyond, some localities were providing requested data and
others were not, and some said that there was a distortion in capabilities that resulted from combining or
summing data from lower levels to support assessment at higher levels of government.
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Information Use: Tribal Themes

Everyone representing tribes in the five interviews commented on the topic of THIRA or HIRA useful-
ness. Analysis of these comments reveals a division in their stated views. People in two interviews expressed
negative views, those in one interview expressed positive views, and those in two other interviews expressed
mixed views. Like with other stakeholder groups, their comments were directed more to THIRA than HIRA.
But people representing tribes also spoke more often about both processes than other stakeholder groups did.

Positive comments about these processes included how they facilitated understanding of hazards and
capabilities, informed strategy and planning, supported accessing funding streams, and helped monitor
change over time. Some people said that they would complete these processes—or something similar—even
when they were not required. Others indicated that the negative aspects of one or both processes outweighed
the benefits. Some people representing tribes mentioned the complexity of one assessment or the other, the
regimented nature of THIRA, the difficulty of understanding THIRA, and the lack of fit of some of the capa-
bilities to tribal nations.

Information Use: Federal Emergency Management Agency Listening-Session
Themes

Participants in all four listening sessions discussed the topic of THIRA and HIRA use. Participants made
five comments about HIRA use and usefulness, and there were too few data to extract meaningful themes.
The primary focus of their comments was THIRA and SPR. Thirty-three participant comments about how
THIRA and SPR data were used revealed a variety of ways they used THIRA and SPR. For example, they
discussed using THIRA and SPR to

o identify needed capabilities

o identify grants or justify investments or budget requests
o inform development of scenarios, exercises, or training
o focus planning efforts

o inform their integrated preparedness plans.

Only three comments suggested that THIRA and SPR were not useful or were not used in some way.
However, 27 excerpts related one or more aspects of THIRA and SPR that made one or both processes less
useful than listening-session participants said that they would like. Participants discussed a variety of what
they considered “problematic” aspects of one or both processes, including a lack of suitability to tribal con-
texts, lack of flexibility and opportunities to leverage qualitative data with respect to capability targets, the
scenarios, and lack of clear guidance. In eight comments, participants described ways in which they had
tried to make the THIRA/SPR process more helpful. These comments add to those already described in the
Chapter 3 in which participants described how they made the THIRA/SPR and HIRA processes overlap to
be more useful to them.

Information Use: Academic Themes

Academics discussed the use of the data from the THIRA or HIRA processes a total of 16 times across all
seven interviews held with this stakeholder group. Most of their comments focused on HIRA (i.e., 81 percent,
or 13 of 16). Academics described HIRA as not being used particularly well to develop mitigation strategies.
Analysis of the academic comments reveals, however, that academics voiced more concern that the informa-
tion was not driving plan development and project improvement in other spaces at SLTT levels (e.g., inform-
ing plans and projects related to infrastructure, transportation, or capital improvement). According to some
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of the academics with whom we spoke, HIRA information ought to be broadly applied at SLTT levels to
reduce risk. Regarding burden and data issues, some academics said that those tasked with HIRA produc-
tion lacked knowledge of how to apply the data to inform mitigation strategies or other plans and projects.
The three comments devoted to THIRA mirrored the comments of stakeholders at other levels: THIRA was
viewed as a check-the-box compliance activity and was not used or perceived to be useful at SLTT levels.

Conclusion

This chapter addressed the research question, “After completion of THIRA and HIRA processes, how is the
information used by relevant stakeholders?” Understanding how information is used ultimately contributes
to meeting the management objective of maximizing the utility and use of information developed through
THIRA and HIRA.

Drawing on the results of our literature review, the indicators we identified as part of the document
review, and our stakeholder engagement effort, our analysis suggests that information use is limited in
some cases—particularly from THIRA—and pointed to several areas in which the utility and use of
information could be enhanced. (In Chapter 8, on intent, we discussed an associated issue: data challenges
identified by stakeholders at all levels of government, including challenges to using THIRA/SPR and HIRA/
HMP data.)

For example, examining how information from the two assessments was shared vertically—that is,
between different levels of government—pointed to opportunities to improve the use of information. For
example, states influence the prioritization and selection of projects submitted for grant funding. As a result,
if UASI or local priorities are not reflected in state preparedness and mitigation planning documents, there is
arisk that local priorities will not be adequately addressed, potentially with specific and concerning implica-
tions for vulnerable communities. We looked at two indicators of vertical information flow: the coordination
of threats and hazards identified at the local to state levels for THIRA and HIRA and the alignment of capa-
bility gaps identified at these levels for the SPRs specifically.

We found some evidence of coordination of threats and hazards across local to state levels, more for
HIRASs than for THIRAs. For THIRAs, we found some coordination, with most of the UASI documents
we reviewed having more than 50 percent of their natural hazards in their states’ THIR As. However, for the
other comparisons, we found less coordination. In contrast, the HIRA comparisons saw much more align-
ment of threats and hazards in the jurisdictions we reviewed. All the local HMPs we reviewed had more
than 50 percent of their natural hazards in common with the corresponding states—and nearly 60 percent of
them had more than 75 percent of their natural hazards in common. However, there was less coordination of
threats between localities and states—with most localities and states having at least 50 percent of their threats
in common. Our stakeholder interviews aligned with this analysis: Many of our state interviewees noted
the lack of sharing as data moved from the local level to the state level. Local stakeholders we interviewed
expressed similar concerns.

Given the role that states play in supporting local jurisdictions during emergencies, it follows that it would
be useful to understand UASI capability targets and gaps and how they align with states’ capabilities. How-
ever, we found little evidence of alignment in the capability gaps identified by states and those identified
by UASIs in their SPRs, which suggests that the gaps that states identify do not reflect those of their high-
risk urban areas. Our interviews with stakeholders aligned with this analysis as well. A consistent theme
among state-level officials with whom we spoke was that distortions occurred as capabilities were combined,
and they noted that potentially significant gaps were masked when locally submitted data were combined at
the state level. Local stakeholders shared similar observations.
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We also examined the flow of information internally, assessing the link between the threats and
hazards in the HIRA and the mitigation actions the HMP identified, which suggested opportunities to
increase the use of information from the HIRA. When we compared the threats and hazards identified in
the HIRAs with the percentage of mitigation actions assigned to those threats and hazards for the associated
states and territories, we found no clear pattern or relationship other than for flooding. All of the jurisdic-
tions we reviewed identified flooding as a hazard and directed a significant portion of mitigation toward this
hazard. But states frequently directed no actions at other hazards they identified or prioritized. This aligns
with the academic literature, which has found a lack of connection between HIRAs and mitigation actions
outlined in HMPs and suggests that HIRA information was not driving these actions.

Finally, our analysis of how information from THIRA and HIRA drove other activities also pointed
to areas in which the use of information could be improved. First, we looked at the participation of orga-
nizations from outside the public safety and EM fields in these processes. Although participation of outside
organizations does not definitively show information use, it suggests awareness of information. We found
that HIRA and hazard mitigation planning at the state level were likelier to include organizations from
outside of public safety and EM than the THIRA and SPR process was, which indicates more cross-agency
involvement for HIRA and HMPs than for THIRA and SPR.

We also reviewed more-direct indicators of information use. For THIRA, we examined the responses to
questions collected through a post-SPR survey. Respondents generally indicated broad use of THIRA for
planning and exercises. However, it is worth noting that our stakeholder engagement offered different
and conflicting views. In our discussions with state and local stakeholders, they frequently noted that they
did not use THIRA for any purposes other than securing grant funding, and they were largely negative in
discussing it. In contrast, in our listening sessions, state and local stakeholders pointed to several uses of
THIRA and SPR, such as for exercises and training. FEMA stakeholders identified several uses for THIRA
at the federal level. They noted that it informed the national THIRA and NPR and helped them assess the
return on investment from grant programs. They also explained that THIRA analysis helped inform lead-
ership at FEMA, as well as Congress and OMB, and FEMA regional staff pointed to its use in exercises and
training.

For HIRAs and HMPs, we looked at mitigation actions to identify references to other planning activities.
Nearly every state we reviewed sought to integrate the results of HIRA and hazard mitigation planning
into other state or local activities. (It is worth, noting, however, that this finding runs counter to the aca-
demic literature, which indicates that HIRA information is generally not incorporated into other planning
processes.) State and local stakeholders spoke less frequently about HIRA than about THIRA, and their
comments were generally more balanced, reflecting a mix of views about its utility. FEMA stakeholders also
discussed the use of HIRA data much less frequently and identified very few uses for those data at the federal
level.
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CHAPTER 7

Equity

In this chapter, we address the research question, “Are the selection of participants and execution of the
THIRA and HIRA conducted equitably?” We included equity among the six attributes in the study in part
as a result of discussion with FEMA: FEMA has identified instilling equity as a foundation of EM as one of
the three top goals in the strategic plan that was in place at the time of the study.! The THIRA and HIRA
programs were created when specific goals related to equity might not have been associated with the assess-
ments. Therefore, FEMA and the SLTTs included in the study were operating under the guidance that was
in place when the THIRA/SPR and HMPs included in our study were created, and that guidance has evolved
over time with FEMA’s strategic and program objectives. As a result, our observations necessarily reflect his-
torical guidance rather than more-recent objectives. Nevertheless, equity is one of FEMA’s top goals today; as
a result, FEMA specifically requested its inclusion as an attribute.

Like with all attributes, achieving goals related to equity could involve trade-offs with other goals. For
example, increasing equity in participation could lead to additional burden on some stakeholders by increas-
ing the number and diversity of participants involved in the assessments. Because some of the information
included in THIRAs specifically is deemed to be sensitive, there could be barriers to information use that
hinder improving equitable participation. Applying a one-size-fits-all approach could encourage informa-
tion use by standardizing data collection but could impose inequitable burdens on some stakeholders.

To ensure that our analysis takes account of a variety of considerations in addressing equity, we used our
hierarchy of objectives to develop a management objective that incorporates FEMA’s goals: to make out-
comes more equitable. This objective can help in interpreting our observations and placing equity in the
broader context of THIRA’s and HIRA’s objectives.

This chapter summarizes what we learned about equity in THIRA and HIRA. We drew from three dif-
ferent types of information: literature, the document review, and stakeholder engagement. Drawing on the
literature, we identified and developed the indicators used to help us evaluate the management objective.
We populated those indicators based on data and information from our document review and then supple-
mented our findings and provided context for the results using our stakeholder engagement. We conclude
this chapter with a summary of our observations and a discussion of the evidence base available to address
this research question and management objective.

Literature Review

The historical failure of EM at all levels to address social vulnerability and equity is one of the most-
resounding critiques of EM practice across mission areas.? Scholars have yet to explore the extent to which

1 FEMA, “2022-2026 FEMA Strategic Plan.”

2 Dhakal, Zhang, and Lv, “Understanding Infrastructure Resilience, Social Equity, and Their Interrelationships”; Domingue
and Emrich, “Social Vulnerability and Procedural Equity”; Elliott, Brown, and Loughran, “Racial Inequities in the Federal
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equity is reflected in the process or outputs of the THIRA process. Yet, the literature has extensively explored
equity in EM, as well as implications for HMPs—of which HIRA is a component. For example, there is over-
whelming evidence that people who have commonly been labeled socially vulnerable are more exposed to
hazards and suffer disproportionate impacts from hazard events.?

Research findings consistently show that EM at large is still not gathering or using social vulnerability
data to inform mitigation planning, nor is social equity a focus of mitigation plans. Social vulnerability and
equity are not the same thing, of course.* As Rivera and Knox have explained,

Whereas social vulnerability refers to the characteristics that may exhibit a negative relationship with the
effects of a hazard, social equity more broadly refers to the conceptual and holistic equalization of the effects
of characteristics that make a population socially vulnerable to a hazard and government intervention.>

Many scholars have also argued that an equity approach to mitigation is critically absent from and needed
in EM practice.®

The academic literature points to three areas in which equity has been an issue with respect to HIRAs and
HMPs. The first is participation in HIRA development. Although participation in the HIRA process is not
required, a data-informed understanding of social vulnerability would be required to implement an equity
approach to mitigation effectively.” A data-informed understanding could be reflected in HIRA develop-
ment through widespread public participation, especially the participation of people in underrepresented
and underserved groups.® Research has consistently shown that more public participation leads to higher-
quality, greater implementation of plans and, ultimately, improved resilience outcomes.’

Buyout of Flood-Prone Homes”; Emrich et al., “Measuring Social Equity in Flood Recovery Funding”; Hannibal, Woodruff,
and Malecha, “The Overlap of Collaboration and Planning Networks”; Jerolleman, Disaster Recovery Through the Lens of
Justice; J. Kim and Sutley, “Implementation of Social Equity Metrics in an Engineering-Based Framework for Distributing
Disaster Resources”; Knox and Haupt, Cultural Competency for Emergency and Crisis Management; Roy and Berke, “Social
Equity, Land Use Planning, and Flood Mitigation”; Tate and Emrich, “Assessing Social Equity in Disasters”; Tate, Rahman,
et al., “Flood Exposure and Social Vulnerability in the United States.”

3 Adeola and Picou, “Race, Social Capital, and the Health Impacts of Katrina”; Anderson et al., “Comparing Index-Based
Vulnerability Assessments in the Mississippi Delta”; Bullard and Wright, Race, Place, and Environmental Justice After Hur-
ricane Katrina; Chakraborty, Collins, and Grineski, “Exploring the Environmental Justice Implications of Hurricane Harvey
Flooding in Greater Houston, Texas”; Chakraborty, Grineski, and Collins, “Hurricane Harvey and People with Disabilities™
Collins, Grineski, et al., “Environmental Injustice and Hurricane Harvey”; Collins, Jimenez, and Grineski, “Hispanic Health
Disparities After a Flood Disaster”; Lee and Jung, “The Growth of Low-Income Population in Floodplains”; Montgomery and
Chakraborty, “Assessing the Environmental Justice Consequences of Flood Risk”; Qiang, “Disparities of Population Exposed
to Flood Hazards in the United States”; Qiang et al., “Changes in Exposure to Flood Hazards in the United States”; Rumbach,
Sullivan, and Makarewicz, “Mobile Home Parks and Disasters.”

4 Jacobs, “Black Feminism and Radical Planning” Rivera and Knox, “Defining Social Equity in Emergency Management,”
p. 1173,

> Rivera and Knox, “Defining Social Equity in Emergency Management,” p. 1173.

6 J.Kimand Sutley, “Implementation of Social Equity Metrics in an Engineering-Based Framework for Distributing Disaster
Resources”; Noriega and Ludwig, “Social Vulnerability Assessment for Mitigation of Local Earthquake Risk in Los Angeles
County”; Olonilua, “Equity and Justice in Hazard Mitigation”; Roy and Berke, “Social Equity, Land Use Planning, and Flood
Mitigation”; Siders, “Social Justice Implications of US Managed Retreat Buyout Programs”; Tate, Rahman, et al., “Flood Expo-
sure and Social Vulnerability in the United States.”

7" Olonilua, “Equity and Justice in Hazard Mitigation.”

8 Cooper, “Reflections on Engaging Socially Vulnerable Populations in Disaster Planning”; Olonilua, “Equity and Justice in
Hazard Mitigation.”

9 Berke, Cooper, et al., “Building Capacity for Disaster Resiliency in Six Disadvantaged Communities” H. Kim and
Marcouiller, “Mitigating Flood Risk and Enhancing Community Resilience to Natural Disasters”; W. Lyles, “Using Social
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Research has found that HMP development, including HIRA, generally does not reflect broad participa-
tion outside of government agencies.!® Although participation in HMP development is far less than ideal
generally, the lack of participation is particularly pronounced with respect to people in underrepresented and
underserved groups, who are the most vulnerable to disaster impact, as well as representatives of organiza-
tions that serve those populations, and members of these groups have been found to be less informed about
community mitigation strategies and investments.!! Although there is some variation in inclusion of the
public in mitigation planning, this result has been confirmed generally with respect to local and state mitiga-
tion planning.!? Although it has been observed that public interest in mitigation planning is relatively low,
the influence of the explicit or implicit choices emergency managers make throughout the planning process
have a significant impact on participation.'?

Second, the research literature discusses issues with the inclusion of social vulnerability in HIRAs. In
addition to understanding generated by public participation, data-informed understanding could be formed
through the data gathered and integrated into HIRA itself. Ideally, HIRAs would be conducted with the
benefit of both and would be updated periodically because social vulnerability is dynamic and changes over
time.!

The data needed to incorporate social vulnerability meaningfully within HIRA are available, and there
are a variety of indexes and other tools to support analysis.!> These indexes include the Social Vulnerability
Index developed by researchers at the University of South Carolina, CDC’s SVI, and FEMA’s NRI. These
tools have been heavily criticized for several reasons, but they are free to the public and can guide a richer
analysis than has been conducted previously in the HIRA context.!® Even less complicated approaches to
incorporating social vulnerability in HIRAs, such as leveraging poverty data alone, can be meaningful and

Network Analysis to Examine Planner Involvement in Environmentally Oriented Planning Processes Led by Non-Planning
Professions”; Nelson and French, “Plan Quality and Mitigating Damage from Natural Disasters”; Pearce, “Disaster Manage-
ment and Community Planning, and Public Participation”; Reddy, “Factors Influencing the Incorporation of Hazard Miti-
gation During Recovery from Disaster”; Sullivan et al., “Do Hazard Mitigation Plans Represent the Resilience Priorities of
Residents in Vulnerable Texas Coastal Counties?”

10 Berke, Smith, and Lyles, “Planning for Resiliency”; Cooper, “Reflections on Engaging Socially Vulnerable Populations in
Disaster Planning”; Feinberg and Ryan, “Mitigating Natural Hazards” Homsy, Liao, and Warner, “Sustainability and Disas-
ter Planning”; Horney, Naimi, et al., “Assessing the Relationship Between Hazard Mitigation Plan Quality and Rural Status
in a Cohort of 57 Countries from 3 States in the Southeastern U.S.”; Horney, Nguyen, Salvesen, et al., “Assessing the Quality
of Rural Hazard Mitigation Plans in the Southeastern United States”; Kulkarni et al., “State Hazard Mitigation Planning”; Li
et al., “Examining of the Actor Collaboration Networks Around Hazard Mitigation™; Slotter et al., “Mitigation Insights from
Emergency Managers on Working with Stakeholders.”

11 Cooper, “Reflections on Engaging Socially Vulnerable Populations in Disaster Planning” Horney, Simon, et al., “Measuring
Participation by Socially Vulnerable Groups in Hazard Mitigation Planning, Bertie County, North Carolina”; Lieberknecht,
“Leading with Local Knowledge”; Tyler, Sadiq, and Noonan, “A Review of the Community Flood Risk Management Literature
in the USA.”

12 Horney, Nguyen, Cooper, et al., “Accounting for Vulnerable Populations in Rural Hazard Mitigation Plans”; Vila et al.,
“Equity in FEMA Hazard Mitigation Assistance Programs.”

13 Brody, Godschalk, and Burby, “Mandating Citizen Participation in Plan Making”; Stevens, Berke, and Song, “Public Par-
ticipation in Local Government Review of Development Proposals in Hazardous Locations.”

14 Kashem, Wilson, and Van Zandt, “Planning for Climate Adaptation.”

15 Anderson et al., “Comparing Index-Based Vulnerability Assessments in the Mississippi Delta”; Highfield, Peacock, and
Van Zandt, “Mitigation Planning.”

16 Rufat et al., “How Valid Are Social Vulnerability Models?”; Spielman et al., “Evaluating Social Vulnerability Indicators”;
Tate, “Social Vulnerability Indices” Wood, Sanders, and Frazier, “The Practical Use of Social Vulnerability Indicators in
Disaster Management.”
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useful in guiding mitigation actions.!” Yet social vulnerability has not been meaningfully assessed in HIRAs
historically and is still not.!® Wolkin and her colleagues found that available tools were not being used, and
even more recently, survey research revealed that 81 percent of participating emergency managers did not use
or did not know of either social vulnerability index.!? It is arguably most important that social vulnerability
data are accessible and used for HIRAs in the most-vulnerable communities, but it is in exactly these loca-
tions that it is most challenging on both fronts.?® As Wood and his colleagues put it, “existing poverty and
vulnerability [beget] sustained or even increased poverty and vulnerability.”?!

Finally, the research literature identifies problems with the reflection of equity in mitigation action and
strategies in HMPs. The absence of substantive consideration of social vulnerability within HIRAs makes
equity-based mitigation action seemingly impossible.?? Unsurprisingly, mitigation action and strategies in
HMPs have not been found to reflect an equity-based approach.?®* Implementation of HMP actions and strate-
gies has been found to decrease certain forms of vulnerability, but the traditional HMPs are “deficient.”>* The
mitigation actions and strategies in HMPs are often not targeted at areas with the highest overall social vul-
nerability, and, in some cases, implementation would increase social vulnerability.2> HMPs tend to “neglect
injustices in exposure to hazards, misalign policy priorities with the needs of marginalized populations, and
include conflicting policies.”?® Where they are considered in various types of plans, including HMPs, equity
policies sometimes increase the risk to the socially vulnerable.?”

Document Review

In conducting our document review for this attribute, we analyzed the available empirical literature to iden-
tify and describe indicators to assess equity. Informed by the literature review, we selected several indicators,
which we describe in Table 7.1. First, to help us understand how the THIRA and HIRA processes consider
social vulnerability, we examined the definitions employed in the two processes and analyzed the methods

17 Wood, Sanders, and Frazier, “The Practical Use of Social Vulnerability Indicators in Disaster Management.”

18 Brody, Godschalk, and Burby, “Mandating Citizen Participation in Plan Making”; Clark and Ward, Defining Extreme Heat
as a Hazard; Frazier, Walker, et al., “Opportunities and Constraints to Hazard Mitigation Planning”; Highfield, Peacock, and
Van Zandt, “Mitigation Planning.”

19 Wolkin et al., “Reducing Public Health Risk During Disasters”; Wood, Sanders, and Frazier, “The Practical Use of Social
Vulnerability Indicators in Disaster Management.”

20 Gaither et al., “Wildland Fire Risk and Social Vulnerability in the Southeastern United States”; Wood, Sanders, and Frazier,
“The Practical Use of Social Vulnerability Indicators in Disaster Management.”

21 Wood, Sanders, and Frazier, “The Practical Use of Social Vulnerability Indicators in Disaster Management,” p. 5.

22 Olonilua and Ibitayo, “An In-Depth Analysis of the Houston-Galveston Area Council Regional Hazard Mitigation Plan
Under the Disaster Mitigation Act of 2000 (DMA2K).”

23 Berke, Yu, et al., “Plans That Disrupt Development”; Tyler, Sadig, and Noonan, “A Review of the Community Flood Risk
Management Literature in the USA”; Wood, Sanders, and Frazier, “The Practical Use of Social Vulnerability Indicators in
Disaster Management.”

24 Frazier, Thompson, and Dezzani, “Development of a Spatially Explicit Vulnerability-Resilience Model for Community
Level Hazard Mitigation Enhancement,” p. 21.

25 Berke, Yu, et al., “Plans That Disrupt Development”; Frazier, Walker, et al., “Opportunities and Constraints to Hazard Miti-
gation Planning.”

26 Berke, Yu, et al., “Plans That Disrupt Development,” p. 162.

27 Berke, Malecha, et al., “Plan Integration for Resilience Scorecard.” Providing a detailed explanation of the findings of this
study is outside the scope of this section.
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TABLE 7.1

Indicators Used to Assess the Equity Attribute

Indicator

Justification for Using This
Indicator

Definition

Data Source

Types of socially vulnerable
populations

Participant types and
participant sectors
representing socially
vulnerable stakeholders

Relationship between social
vulnerability and THIRA/SPR
and HMP characteristics

To understand how socially
vulnerable populations are
included in THIRAs and
HIRAs, we compared how
social vulnerability was
considered THIRA and HIRA
in guidance and in practice.

To identify participant

types and sectors likely to
represent socially vulnerable
stakeholders, we reviewed
the types of participants and
sectors taking part in both
processes.

Social vulnerability can

be reflected in different
characteristics we assessed,
such as burden hour and
overlap in threats and
hazards.

THIRA: comparison of
CDC SVI categories
with THIRA and SPR
standardized impact
categories

HIRA: comparison of
methods used to review
vulnerability

Percentage of type and
sector of participants
represented in both
THIRA and HIRA

Characterization of the
SVI for jurisdictions
reviewed for this study
Correlations between
SVI rankings and THIRA/
SPR and HIRA/HMP
characteristics

THIRA/SPR and HMP:
guidance documents
HIRA: coded hazard
and threat dataset and
mitigation actions

THIRA: coded participant
dataset

HIRA: coded participant
dataset

CDC svi

THIRA: coded hazard
and threat dataset and
capability data

HIRA: coded hazard
and threat dataset and
mitigation actions
THIRA/HIRA: coded
hazard and threat data
THIRA/SPR: identified
capability gaps

THIRA: coded participant
dataset

HIRA: coded participant
dataset

OMB burden metrics

used in HIRA. Second, we analyzed the types of participants and sectors included in the two processes to
understand the extent to which underserved or marginalized groups are included or represented in them. As
suggested in the literature, inclusion of these groups might help to promote more-equitable outcomes. Finally,
we analyzed the relationship between social vulnerability and characteristics of THIRA/SPR and hazard
mitigation planning we have examined throughout this study—such as overlap in the threats and hazards
shared between levels of government, burden hours associated with the two processes, and the participants
in the processes—to see whether they are likelier to occur in communities with greater social vulnerability.

Approaches to Including Vulnerable Communities

Instilling equity as a foundation of EM, which includes removing program barriers to achieving equitable
outcomes, is one of FEMA's strategic goals2® To generate more-equitable outcomes, it is necessary to under-
stand how different populations might be more or less susceptible to the effects of a threat or natural hazard.
To examine this, we look at definitions and methods used to identify socially vulnerable communities in each
process.

For this analysis, we reviewed THIRA/SPR and HMP guidance documents to see how they defined and
addressed socially vulnerable communities. FEMA’s State Mitigation Planning Key Topics Bulletin: Risk

28 Employing a diverse workforce is a third subgoal for instilling equity. See FEMA, “2022-2026 FEMA Strategic Plan.”
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Assessment, which was issued after the documents reviewed for this evaluation were developed, includes a
list of several populations that could be disproportionately affected by a hazard.?° They include those with
low socioeconomic status, the elderly, and the very young.> Guidance for THIRA and SPR does not pro-
vide a specific definition of vulnerability or social vulnerability, although it states that social (and physical)
vulnerabilities that could “affect the scale of a threat or hazard” should be considered.’! Because they are
capability-focused, THIRA and SPR standardized impact categories of the core capabilities (nonstandard
impact categories are also supported) explicitly identify populations that might require specialized support.3
In contrast, FEMA guidance for the HIRA vulnerability portion of the risk assessment requires analysis of
vulnerability to assets (e.g., buildings); effects on populations, including vulnerable and underserved com-
munities; and effects on community lifelines.??

We next compared the approaches used in the THIRA and SPR with that of CDC’s SVI. Although many
indexes attempt to measure social vulnerabilities, the SVT is included in FEMA’s NRI tool and provides a
useful standard for understanding the types of populations that could be disproportionately affected by a
threat or hazard. Table 7.2 presents CDC’s categories of at-risk groups for emergency response and shows
how these groups align with the categories included in THIRA. As shown in the table, the types of communi-
ties or indicators of social vulnerability that are included in THIRA demonstrate some gaps in matching up
with the CDC categories. For example, THIRA directly captures English language proficiency with a specific
functional need category. In contrast, housing is only tangentially captured through a measure of the number
of homeless people who require sheltering.

In its current HMP guidance, FEMA has suggested that states can draw on CDC’s SVI and FEMA NRI
(which uses the SVI) as sources for understanding social vulnerability in their communities.>* Although the
HMPs we reviewed predated this guidance, we reviewed the definitions and methods employed in the plans

29 FEMA, State Mitigation Planning Key Topics Bulletin.
30 The full list is

o communities with low socioeconomic status

o rural communities

« tribal and indigenous communities

o people of color

e women

« members of the lesbian, gay, bisexual, transgender, queer and questioning, and others (LGBTQ+) community
« elderly and youth populations

« populations with cognitive or physical limitations
o populations with limited English proficiency

o service and migrant workers

o institutionalized populations

o homeless or displaced people

e renters.

31 CPG 201, p. 21.

32 FEMA has created standardized target language for different core capabilities. These targets include standardized impact
categories to describe threat and hazard impacts:

Communities write impacts in the language of common emergency management metrics, such as affected population,
number of people requiring shelter, or number of people requiring screening. The THIRA process uses a uniform set of these
common metrics, or standardized impact language . . . . The standardized impact language represents metrics estimated by
every community, and in most cases, across multiple different threats and hazards. (CPG 201, p. 17)

33 FEMA, Local Mitigation Planning Policy Guide; FEMA, State Mitigation Planning Policy Guide.
34 FEMA, State Mitigation Planning Key Topics Bulletin, pp. 14-15.
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TABLE 7.2
Types of Socially Vulnerable Populations Included in Threat and Hazard Identification and
Risk Assessment

THIRA and SPR Functional Need That Includes the Following

CDC SVI Vulnerable Population? Standardized Impact Category®

Medical issues and disability Number of people with access and functional needs who would be affected

Race and ethnicity Number of partner organizations involved in incident management

English language proficiency Number of people with limited English proficiency who would be affected

Age (children and elderly) Number of people with access and functional needs who would require evacuation
Socioeconomic status Number of people who would require food and water, number of people who would

require shelter®
Housing (Homeless populations are included in the sheltering requirement.)

Employment NA

8CDC and Agency for Toxic Substances and Disease Registry, “CDC/ATSDR SVI Data and Documentation Download.”
b cPG 201.
C This should include shelter requirements for homeless populations.

to understand how they have historically considered social vulnerability.>> Table 7.3 categorizes the meth-
ods used to incorporate social vulnerability within the HMPs in our sample. Our analysis found that the
specific definition of vulnerable community and the method used in the plans we reviewed vary widely. Of
the 59 HMPs reviewed, 14 (24 percent) included some measure of social vulnerability. We found that states
were likelier than other jurisdiction types to include social vulnerability, with 47 percent of HMPs reviewed
including at least one demographic factor, such as the percentages of the population under 17 years and over
65 years of age in their assessments.

Vulnerability assessments typically consider the analysis of exposure and susceptibility, which can allow
for the inclusion of social vulnerability.?® The FEMA State Mitigation Planning Key Topics Bulletin: Risk
Assessment describes these steps as (1) identifying the assets, jurisdictions that are threatened by hazards

TABLE 7.3
How the Reviewed Hazard Mitigation Plans Incorporated Vulnerability

Method of Incorporating Vulnerability State Local Territory Tribe
Social vulnerability included but not defined 0 (0%) 2 (5%) 0 (0%) 0 (0%)
CDC sVI 3 (20%) 1(3%) 0 (0%) 0 (0%)
Subset of parameters from the SVI 2 (13%) 2 (5%) 0 (0%) 0 (0%)
Social vulnerability defined based on local conditions 2 (13%) 2 (5%) 0 (0%) 0 (0%)
HMPs that do not incorporate social vulnerability 8(53%) 33(83%) 2(100%) 2 (100%)
Total 15 40 2 2

35 Because these plans were written before FEMA provided this guidance, we expect that additional jurisdictions will begin
to include effects on socially vulnerable community as plans are updated.

36 The DHS lexicon defines vulnerability assessment as the “product or process of identifying susceptibility or exposure to
hazards of an area of concern” (Management Directorate, DHS Lexicon Terms and Definitions, p. 706).
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occurring in that state and (2) identifying the assets or jurisdictions that are most vulnerable.?” This second
part of the vulnerability assessment is intended to describe the susceptibility of specific jurisdictions or com-
munities, but this is only partially described in the guidance. The inclusion of social vulnerability is primar-
ily about describing a different facet of susceptibility. This makes it difficult to clearly assess social and com-
munity vulnerability specifically. Without clearly identifying factors that drive disaster impacts, whether
physical or socioeconomic, targeted mitigation strategies cannot be identified. In contrast, THIRA uses a
consistent but narrow definition and metrics for considering vulnerable communities (see Table 7.2). How-
ever, there are gaps in how social vulnerability is considered for this process.

Inclusion of Socially Vulnerable Stakeholders or Participants in the Assessment
Process

Working collaboratively with underserved or marginalized groups is one way to seek more-equitable out-
comes. This includes the level of participation and agency in the planning process, use of equity as a factor
when prioritizing investments, investment to meet the needs of these communities, and assistance with grant
applications and funding.’® To partially assess whether these planning processes could attain more-equitable
outcomes, we reviewed whether socially vulnerable stakeholders or participants were included in the assess-
ment process and whether government agencies that interacted with these populations participated in these
processes.

We examined participants in the THIRA and HIRA processes in two ways. First, we looked at the distri-
bution of participants across THIRA/SPR and hazard mitigation planning (of which HIRA is a component)
to see how diverse the participant types were. Second, we characterized THIRA/SPR and HIRA/HMP par-
ticipants by sector to examine whether those participants that were likely to address the needs of socially vul-
nerable communities played a role in each process. (Chapter 2 provides additional detail on our approach.)
We cannot demonstrate definitively that a more inclusive set of participants would produce more-effective
risk assessments, capability assessments, or mitigation plans that would generate more-equitable outcomes.
However, participation is one indication of whether the needs of vulnerable or disadvantaged communities
are at least voiced. Also, the participant-type categories are not granular enough to provide a high degree of
insight into whether socially vulnerable communities participated in either THIRA or HIRA.%

For participant type for both THIRA/SPR and HIRA/HMP by states and territories (Tables 7.4 and 7.5)
and by UASIs, local governments, and tribes (Tables 7.6 and 7.7), a clear pattern emerges: Government orga-
nizations dominated participation for both processes at all levels of government for the jurisdictions we
reviewed.?® We did not have granular-enough data to assess how much outreach these organizations per-
formed or what approaches they might have used (if any) to encourage participation. However, using the
proxy indicator of participation alone, socially vulnerable populations do not appear to have formally par-
ticipated in the process. As a result, it is not known whether the needs of these communities have been iden-
tified. And although participation does not necessarily lead to equitable outcomes, this information provides

37 FEMA, State Mitigation Planning Key Topics Bulletin.
38 FEMA, “Guide to Expanding Mitigation.”

39 THIRA documentation in particular is limited to a relatively small number of standard categories that provide minimal
detail on the particular organization and the level of participation, while HMPs generally list participant organizations and
their roles.

40 Local HMPs varied widely across multiple measures, including the number of participants. The level of detail, length, and
type of analyses used were also highly variable across local HMPs. State HMPs showed less variation, and this is reflected in
the differences in the numbers of participants.
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TABLE 7.4
State and Territory THIRA and Stakeholder Preparedness Review Participants, by Type, as Percentages

State Territory
Participant Type Ark.  Ariz. Colo. Del. Fla. MIl. Md. Mich. N.. Ore. Tenn. Texas Va. Vt. Wash. Guam P.R.
Community?® 0 0 4 0 0 9 0 0 0 0 0 2 0 0 0 2 0
Critical utility or district 14 0 2 6 0 4 0 0 0 0 0 2 0 4 0 11 0
Government, federal 0 0 0 4 0 4 0 0 0 0 3 0 0 0 0 8 0
Government, local 0 76 50 15 0 0 0 65 89 88 0 0 27 0 67 0 0
Government, state 71 6 27 55 67 52 100 34 2 5 93 23 73 88 18 0 0
Government, territory 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 62 100
Government, tribe 0 2 0 0 0 0 0 0 0 7 0 0 0 0 6 0 0
Government, UASI 0 2 0 0 0 0 0 1 2 1 0 49 0 0 1 0 0
Health organization 14 0 8 0 7 9 0 0 7 0 3 3 0 4 6 6 0
Nonprofit 0 0 1 2 27 13 0 0 0 0 0 3 0 0 3 8 0
Private 0 6 3 13 0 4 0 0 0 0 0 14 0 4 0 2 0
Unknown 0 8 5 6 0 4 0 0 0 0 3 2 0 0 0 3 0
Number of participant organizations 7 49 383 53 15 23 13 114 460 170 40 86 15 24 72 65 10

SOURCE: Features data from the THIRA coded participant dataset.

NOTE: Review of Colorado THIRA data indicated that number of people rather than number of organizations was likely reported. This drove up the total number of organizations but was not expected to affect
the distribution across type of participants. Column percentages do not always sum to 100 because of rounding.

& Community for THIRA and SPR referred to the nongovernmental organizations identified as addressing “disability or access/functional needs communities” or “community advocacy groups.” For HMPs,
community referenced anyone from the public or any community advocacy group.
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TABLE 7.5

State and Territory HIRA and Hazard Mitigation Planning Participants, by Type, as Percentages

State Territory
Participant Type Ark.  Ariz. Colo. Del. Fla. MIl. Md. Mich. N.. Ore. Tenn. Texas Va. Vt. Wash. Guam P.R.
College or university 9 15 5 5 5 0 0 8 3 10 3 6 8 5 0 7 0
Community 0 0 0 0 0 0 0 0 0 0 0 0 3 4 0 0 0
Critical utility or district 0 0 7 0 8 0 0 15 11 3 0 19 10 11 2 2 0
Government, federal 31 8 22 15 4 16 0 0 3 10 3 0 7 8 0 2 0
Government, local 18 0 4 15 47 0 26 31 3 0 0 0 22 5 2 2 0
Government, state 31 69 56 55 24 79 58 46 75 71 83 75 45 40 89 0 0
Government, territory 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 63 94
Government, tribe 2 0 0 0 0 0 0 0 0 0 0 0 0 0 2 0 0
Health organization 2 0 0 0 1 0 0 0 0 0 0 0 0 0 0 2 0
Nonprofit 7 0 2 10 5 5 0 0 6 6 10 0 5 24 4 18 6
Private 0 8 4 0 5 0 16 0 0 0 3 0 0 2 0 5 0
Number of participant organizations 45 13 55 20 75 19 19 13 36 31 40 16 60 92 46 56 18

SOURCE: Features data from the HIRA coded participant dataset.
NOTE: Column percentages do not always sum to 100 because of rounding.
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TABLE 7.6
Urban Area Security Initiative and Tribal THIRA/SPR Participants, by Type, as Percentages

State or Region Tribe
Participant Type Ariz. Fla. MIl. Mich. NCR N.Y. Ore. Texas Ariz. Fla. N.Y. Okla.
Community 0 0 0 0 0 0 4 0 0 0 8 0
Critical utility or district 0 0 0 8 0 4 21 13 12 0 0 2
Government, federal 0 0 9 0 0 0 4 0 0 0 0 0
Government, local 1 67 26 0 70 59 21 43 4 0 0 24
Government, state 0 7 0 0 20 4 14 0 0 0 8 2
Government, territory 0 0 0 0 0 0 0 0 0 0 0 0
Government, tribe 4 0 0 0 0 0 0 0 60 100 69 69
Government, UASI 79 27 35 68 0 19 36 22 0 0 0 0
Health organization 0 0 0 8 0 15 0 4 0 0 8 2
Nonprofit 4 0 0 4 0 0 0 0 0 0 0 0
Private 0 0 0 12 10 0 0 0 24 0 8 0
Unknown 4 0 30 0 0 0 0 17 0 0 0 0
Number of participant organizations 28 15 23 25 10 27 28 23 25 7 13 49

SOURCE: Features data from the THIRA coded participant dataset.
NOTE: The Colorado UASI was excluded because of data limitations. Column percentages do not always sum to 100 because of rounding.
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TABLE 7.7

Local and Tribal HIRA and Hazard Mitigation Planning Participants, by Type, as Percentages

State or Region Tribe
Participant Type Ariz. Colo. Fla. 1. Mich. NCR N.Y. Ore. Texas Del. Tenn. Vit. Ariz. N.Y.
College or university 6 1 3 0 2 1 7 2 0 9 6 0 0 0
Community 0 2 1 0 0 0 1 1 0 0 0 0 0 0
Critical utility or district 4 14 1 1 2 3 7 9 0 0 12 8 0 0
Government, federal 9 5 1 0 8 0 11 1 0 2 12 15 7 0
Government, local 51 71 80 97 79 75 60 77 98 73 59 62 79 0
Government, state 15 4 3 1 5 9 4 6 0 13 12 15 4 0
Government, tribe 9 0 0 0 0 0 0 0 0 0 0 0 7 94
Health organization 0 0 4 0 0 0 2 1 0 0 0 0 0 0
Nonprofit 2 0 2 1 3 4 4 1 0 2 0 0 0 6
Private 4 3 3 1 1 7 2 3 2 2 0 0 4 0
Unknown 0 0 0 0 0 0 1 0 0 0 0 0 0 0
Number of participant organizations 53 208 16 139 157 67 94 144 94 56 17 13 28 16

SOURCE: Features data from the HIRA coded participant dataset.
NOTE: Column percentages do not always sum to 100 because of rounding.
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TABLE 7.8

Percentage of Participant Organizations in State and Territory HIRA and Hazard Mitigation Planning Processes from Sectors Likely to
Represent Vulnerable Communities

State Territory
Participant Sector Ark.  Ariz. Colo. Del. Fla. II. Md. Mich. N.. Ore. Tenn. Texas Va. Vt. Wash. Guam P.R.
Health and social services 4 8 6 10. 7 16 5 23 22 7 23 0 5 5 7 13 17
Housing 2 0.0 2 0 1 0 5 0 3 0 0.0 6 2 3 0 4 6
Others 93 92 93 90 92 84 90 77 75 94 78 94 93 91 93 83 7
Number of participant organizations 45 13 55 20 75 19 19 13 36 31 40 16 60 92 46 56 18

SOURCE: Features data from the HIRA coded participant dataset.
NOTE: Column percentages do not always sum to 100 because of rounding.

TABLE 7.9

Percentage of Participant Organizations in Local and Tribe HIRA and Hazard Mitigation Planning Processes from Sectors Likely to
Represent Vulnerable Communities

State or Region Tribe
Participant Sector Ariz. Colo. Fla. Ml Mich. NCR N.Y. Ore. Texas Del. Tenn. Vit. Ariz. N.Y.
Health and social services 2 2 6 1 3 5 13 4 3 4 6 8 4 0
Housing 0 1 1 0 0 0 3 0 0 0 0 0 0 0
Others 98 97 93 99 97 95 84 96 96 96 94 92 96 100
Number of participant organizations 53 236 208 139 157 67 94 144 94 56 17 13 28 16

SOURCE: Features data from the HIRA coded participant dataset.
NOTE: Column percentages do not always sum to 100 because of rounding.
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some level of evidence as to whether the needs and priorities of socially vulnerable and disadvantaged com-
munities were considered in the process.

To add to our understanding of how aware participants might be of the needs of socially vulnerable
groups, we also analyzed participation for two sectors that were likely to have interacted with some of these
populations: health and social service and housing. (For HIRA and HMPs, we looked at both sectors; for
THIRA, we looked only at health and human services because housing was not a category in THIRA and
SPR for the period we reviewed.) Table 7.8 presents the percentages of participant organizations from these
sectors for HIRA and HMPs for states and territories, and Table 7.9 presents this information for localities
and tribes.*! For states and territories, the participation of organizations from these two sectors combined
ranged from 6 percent to 25 percent, with eight of the 17 (47 percent) jurisdictions we reviewed including
10 percent or more. In localities and tribes, we generally found far fewer participant organizations in these
sectors. Of the 12 localities we reviewed, only one (8 percent) included more than 10 percent participation,
and nine (75 percent) included 5 percent or less from the two sectors combined. Only one of the two tribes we
reviewed included any organizations from these sectors.

Tables 7.10 and 7.11 provide results of a similar analysis for THIRA and SPR. Generally, given that we
considered only health and social service-sector organizations, the analysis suggests that THIRA and SPR
include more participants from this single sector than HIRA and HMPs include from the two sectors com-
bined. In states and territories, the percentage of participant organizations from the health and social service
sector ranged from 4 percent to 40 percent, with 13 of the 17 (76 percent) jurisdictions we reviewed including
10 percent or more of such organizations. Like with HIRAs and HMPs, we found less participation beyond
the state level. For the eight UASIs we reviewed, the percentage of organizations from this sector ranged from
0 to 33 percent, with four of the eight (50 percent) UASIs including 10 percent or more organizations from
the health and social service sector.

Relationship Between Social Vulnerability and THIRA/SPR and HMP
Characteristics

Underserved and vulnerable communities are disproportionately affected by disasters, and those communi-
ties often require tailored solutions to increase their resilience. THIRA and HIRA can play a critical role in
reducing inequity and improving equitable distribution of grant funding in that SLTTs can use their analyses
to identify and prioritize mitigation and preparedness activities. To understand the extent to which THIRA
and HIRA were structured to capture the needs of these communities, we used CDC’s SVI to characterize
the social vulnerability of the states, UASIs, and counties in our sample. We then looked for relationships
between those SVI scores and other characteristics of the state, UASI, or local HMP jurisdiction’s THIRA
and HIRA.

To begin our analysis, we characterized the social vulnerability of each of the localities and states.
Figure 7.1 illustrates our analysis of the SVI scores for each county and state used to identify the population
attributes associated with increasing the SVI. The darker the shade of blue, the higher the vulnerability score
for that state or county. (UASI and local regions we analyzed are outlined in yellow.) Although there are many
ways to measure underrepresented and vulnerable communities, we selected the SVI for this analysis because

41 The number and configuration of agencies varied from jurisdiction to jurisdiction but represented the participation of
agencies that were likely to be associated with socially vulnerable groups as a percentage because this provided some indica-
tion of their relative prominence and level of inclusion in the two processes.
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TABLE 7.10

Percentage of Participant Organizations in State and Territory THIRA and Stakeholder Preparedness Review Processes from Sectors

Likely to Represent Vulnerable Communities

State Territory
Participant Sector Ark.  Ariz. Colo. Del Fla. 1l Md. Mich. N.. Ore. Tenn. Texas Va. Vt. Wash. Guam P.R.
Health and social services 29 4 23 8 40 35 15 2 19 25 20 19 7 29 17 22 10
Others 71 96 77 93 60 65 85 98 81 75 80 81 93 71 83 78 90
Number of participant organizations 7 49 383 53 15 23 13 114 460 170 40 86 15 24 72 65 10

SOURCE: Features data from the THIRA coded participant dataset.
NOTE: Column percentages do not always sum to 100 because of rounding.

TABLE 7.11

Percentage of Participant Organizations in Urban Area Security Initiative and Tribal THIRA and Stakeholder Preparedness Review
Processes from Sectors Likely to Represent Vulnerable Communities

State or Region Tribe
Participant Sector Ariz. Fla. Ml Mich. NCR N.Y. Ore. Texas Ariz. Fla. N.Y. Okla.
Health and social services 7 7 17 20 0 33 18 4 4 0 23 10
Others 93 93 83 80 100 67 82 96 96 100 77 90
Number of participant organizations 28 15 23 25 10 27 28 23 25 7 13 49

SOURCE: Features data from the THIRA coded participant dataset.

NOTE: The Colorado UASI was excluded because of data limitations. lllinois UASI reported two participants from the housing sector.
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FIGURE 7.1
Social Vulnerability Index for Counties and States Analyzed

SVI score (0-1)

[] Not in sample M 0.6-0.75

[] 0.02-0.15 B 0.75-0.9

[] 0.15-0.3 M 0.91

[ 0.3-0.6 UASI—local region

SOURCE: Features data from CDC and Agency for Toxic Substances and Disease Registry, “CDC/ATSDR SVI Data and Documentation
Download.”

NOTE: The darker the blue, the higher the vulnerability score for that state or county; UASI and local regions that we analyzed are outlined in
yellow.

it is the indicator used in FEMA’s NRI. It is notable that tribes and some territories could not be included in
the SVI analysis because scores were not available beyond U.S. state and county geographies.*?

We can see from Figure 7.1 that, in many cases, the UASI region is made up of multiple counties. The dif-
ferences in shading show that social vulnerability can vary among the counties within a region. For a UASI
to incorporate social vulnerability into its THIRA, the differences among the communities within a jurisdic-
tion need to be captured. Although the standardized impact categories capture some dimensions of the total
need across the UASI area, they do not capture the geographic nuance—meaning that vulnerable popula-
tions, such as people who require assistance to evacuate because they lack vehicle access, were not uniformly
distributed across a region. Rather, they were likely concentrated in certain areas, and this information could
be important to a jurisdiction’s preparedness planning. Local HMPs are often completed at the county level
and, because of this smaller geographic scale, could be likelier to capture the vulnerability and associated
needs of specific communities. However, multijurisdictional HMPs are at risk of losing the localized differ-
ences in community need like they have in UASI regions.

42 QVT scores for Puerto Rico are included in the NRL
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Although it is not visible in the map, each state also consists of counties with a range of SVI scores. As a
result, state THIRA and HIRA processes must consider the effects of any geographic aggregation that is done
as a part of those assessments. Notably, state HMPs, which regulations require to review, coordinate, and link
to local plans, are structured such that local variations in social vulnerability or need are easier to incorporate
into state planning processes.*> The state THIRA process is less well suited to capturing local variation. Fur-
thermore, unlike in the HIRA process, most of the counties representing substantial proportions of a state’s
population are not within UASI regions, and the needs of these groups are captured only through the state
THIRA.

Throughout this study, we have examined characteristics of THIRA/SPR and HIRA/hazard mitigation
planning processes, such as overlap in the threats and hazards shared among levels of government, burden
hours associated with the two processes, and the participants in the processes. Here, we examine the extent
to which these characteristics correlate with social vulnerability. To do this, we looked at the correlation
between the UASI, local, and state SVI scores and key THIRA/SPR and HIRA/HMP characteristics (see
Table 7.12).44 Overall, the state SVI scores show little to no significant correlation with state THIRA/SPR and
HIRA/HMP characteristics—meaning that we cannot show a relationship between higher social vulner-
ability and the increased burden or a greater number of participants in their THIRA/SPR or HIRA/hazard
mitigation planning. This is likely due to aggregation because, as stated previously, SVI scores provide a more
meaningful measure of social vulnerability at smaller geographic scales than at larger ones. For the correla-
tion between SVI scores and UASI and local characteristics, we found stronger trends, but analysis at large
scale would be required to confirm these conclusions.

One of the strongest findings concerns the relationship between the SVI and the percentage of overlap
between local and state threats and hazards in the HMPs we reviewed. The strong correlation shows that
higher SVT is associated with greater overlap between local and state threats and hazards, which suggests
that the threats and hazards identified in local plans are being included in state plans at higher rates for
more-vulnerable communities than for other communities. In contrast, we do not see a similar relationship
between the SVI and the overlap in UASI and state threat and hazards identified in the THIRA.

43 See FEMA, State Mitigation Plan Review Guide, p. 104.

44 The SVT s an aggregation of 16 demographic factors that can be grouped into four categories, each of which contains mul-
tiple variables:

« socioeconomic status: fraction of the population below 150 percent of the federal poverty level, fraction of the popula-
tion who are unemployed, fraction of housing units classified as cost-burdened, fraction of the population without high
school diplomas, and fraction of the population without health insurance

o household characteristics: fraction of the population ages 65 and older, fraction of the population ages 17 and younger,
fraction of the population classified as civilian with a disability, fraction of the households classified as single-parent,
and fraction of the population with reduced English language proficiency

« racial and ethnic minority status: fraction of the total population identifying with any of the following minority races
or ethnicities: Hispanic or Latino (of any race); Black or African American, not Hispanic or Latino; American Indian
or Alaska Native, not Hispanic or Latino; Asian, not Hispanic or Latino; Native Hawaiian or other Pacific Islander, not
Hispanic or Latino; two or more races, not Hispanic or Latino; and other races, not Hispanic or Latino

« housing type and transportation: fraction of housing units classified as multiunit structures, fraction of housing units
classified as mobile homes, fraction of households classified as crowded (units with more people than rooms), the frac-
tion of the population without vehicles, and fraction of the population living in group quarters.

Each factor is derived from census variables. Factors are tabulated for each census tract or county, and all census tracts and
counties are ranked by each factor and relative to each other. These percentile rankings are then summed across all variables
and reranked to determine to the overall SVI score. Additional details about how each of these variables is calculated and the
census variables used are discussed in Flanagan et al., “A Social Vulnerability Index for Disaster Management.”
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TABLE 7.12
Correlation Between Social Vulnerability Index Ranking and THIRA/SPR and HIRA/HMP
Characteristics

Parameter UASIs (THIRA) Local Jurisdictions (HMPs) States (THIRAs and HMPs)
THIRA and SPR burden hours -0.017 -0.10
HMP burden hours 0.084 0.12
Percentage of THIRA -0.45 0.057
participants from equity

sectors

Percentage of HIRA -0.24 -0.012
participants from equity

sectors

Total number of participants -0.11 0.00
in THIRA

Total number of participants 0.15 -0.48
in HMP

Number of capability gaps in -0.11 -0.20
THIRA/SPR

Number of mitigation actions 0.29 0.074
in their HMPs

Percentage overlap in THIRA -0.06 0.15

threats and hazards

Percentage overlap in HIRA 0.39 0.30
threats and hazards

The analysis also suggests that localities with higher SVIs tend to identify more mitigation actions.*> As
FEMA noted in state mitigation planning guidance, “Socially vulnerable populations and underserved com-
munities often do not have the resources on their own to become more resilient. Identifying where they live
in relation to hazards can help prioritize future outreach and investments to reduce their risk.™¢ This finding
suggests that—in line with this notion—higher-SVI communities were identifying more projects, which can
support subsequent investment decisions. It is worth noting that we do not see a similar relationship between
the number of capability gaps identified by UASIs and the SVI for THIRA and SPR.

At the state level, we found few correlations with the SVI for the majority of our parameters. The strongest
relationship is between the total number of participants included in hazard mitigation planning, in which we
found that high SVI was associated with having fewer participants.*’

Note on Equity in THIRA and HIRA in Relation to State, Local, Tribal, and
Territorial Capacity

Another important consideration about equity in the THIRA and HIRA programs is whether the SLTT gov-
ernments that participate in the programs have similar capacity to participate. Although capacity is difficult

45 Correlation coefficient r = 0.29. However, this coefficient was not statistically significant because of sample size, so further
analysis would be required to confirm this trend.

46 FEMA, State Mitigation Plan Review Guide, p. 15.
47 Correlation coefficient r = -0.48 (p = 0.07).
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to measure, funding and staffing have been identified as two important measures.*® Funding and staffing for
EM vary greatly in the United States, but only limited information is available for some types of government.
At the state level, the number of full-time EM staff ranges from a low of 21 to a high of 1,505, with a national
average of 139 full-time staff.?* More-limited information is available about capacity at other levels of gov-
ernment. A June 2018 survey of 397 county governments representing 45 states showed that EM agencies in
large counties (populations over 500,000) averaged 9.57 full-time and 1.64 part-time staff, medium counties
(populations from 50,000 to 500,000) averaged 3.48 full-time and 2.36 part-time staff, and small counties
(populations under 50,000) averaged 1.14 full-time and 1.41 part-time staff.>® We were unable to identify
national-level data for EM staffing for UASIs or tribal governments.

We discuss the burden from participating in THIRA and HIRA on different levels of government in
Chapter 4, but we found that there was significant burden from the two processes. We also found that tribes
and, by extension, any smaller governments could face burden that is disproportionate to their capacity.
Given the study’s focus on comparing THIRA and HIRA, we did not include smaller, rural jurisdictions,
which do not complete THIRAs but do complete HMPs, in the local governments we studied. However, our
findings suggest that these types of governments might also face disproportionate burden from hazard miti-
gation planning.

Stakeholder Engagement

Equity: Federal Themes

Equity emerged in 45 percent, or 20 of the 44, interviews we held with FEMA staff. Some of these interviews
included multiple people. There were no discernible differences in perception between the staff from FEMA
regions and those from HQ.

Seventeen FEMA staff comments came together to reveal a strong theme. These comments were that the
commenters perceived unequal capacity across the country and that FEMA’s equity focus was expressed in
helping ensure that SLTTs, especially tribes, had the support they needed to deliver programs (e.g., plans,
completing THIRAs) and access grants.

Five FEMA staff indicated a broader view of equity, and four of the five of these staff also contextual-
ized equity in terms of THIRA and HIRA. Those who spoke about equity as it relates to THIRA and HIRA
focused on data-gathering: how this was approached in the processes, tools to gather data, and gathering
information from vulnerable communities. One staff person spoke about empowering community leaders
and delivering assistance in needed and appropriate ways as examples of how equity manifests in FEMA’s
work. These FEMA staff also did not make explicit connections to how these processes might feed into
equity-based investments in mitigation strategies and capability investment.

Equity: State Themes

State participants made ten comments related to equity over the course of 55 percent—or six of the 11—state-
level interviews. These comments show that some states, at the state level, were struggling with equity and
were aware of the need to do better and want to do better. These comments also showed that these states
were seeking guidance and data to support their desire to do better. Like FEMA staff, state participants did

48 National Association of Counties, Findings from Intergovernmental Roundtable on Disaster Resilience.
49 NEMA, Biennial Report 2022, p. 10.

50 National Association of Counties, Managing Disasters at the County Level.
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not make explicit connections between data gathered in THIRAs and HIRAs and those gathered for equity-
based mitigation or capability investments.

Equity: Local Themes

People representing local jurisdictions spoke about equity in some manner 11 times across a total of 47 per-
cent, or eight of 17, interviews. Comments about equity issues at the local level revealed that some jurisdic-
tions were trying to address equity through data-gathering and inclusion, which is consistent with the state
participants’ comments. Like both state participants and FEMA staff, people representing local jurisdictions
did not make explicit connections between data gathered in THIRA and HIRA processes and those gathered
for equity-based mitigation or capability investments.

Equity: Tribal Themes

There were no comments on equity in the five interviews with representatives of tribes.

Equity: Federal Emergency Management Agency Listening-Session Themes

Although there were four FEMA listening sessions, participants made only a total of two comments, one in
one session and one in another, related in some way to equity. Because of the lack of data, no further analysis
is offered here.

Equity: Academic Themes

Six of the seven academics we interviewed spoke about equity issues 17 times in the context of HIRA. Analysis
of their comments reveals academics to report some value in existing tools designed to support analysis of
social vulnerability but that data from these sources are best coupled with qualitative data gathered from
deep engagement with the community. Equally critical is that academics say they need to apply the data gath-
ered to inform equitable mitigation strategies. Their comments reveal a perception in this stakeholder group
that there is a need for improvement in all these areas, but they also reveal an awareness that knowledge and
funding barriers limit the extent to which improvement will be made. According to some academics, training
and additional guidance will support better incorporation of equity concerns in HIRA and resulting HMP.
This stakeholder group did not discuss equity issues related to THIRA.

Conclusion

In this chapter, we addressed the research question, “Are the selection of participants and execution of the
THIRA and HIRA conducted equitably?” and considered the extent to which the processes make outcomes
more equitable. Drawing on our literature review, the indicators we identified as part of the document review,
and our stakeholder engagement, our analysis pointed to several opportunities to support equitable out-
comes. As scholars have noted, identifying equity indicators and metrics is challenging because equity is a
multifaceted and complex concept, and we relied in some cases on proxy metrics, such as with our review of
participation.!

5! Finucane et al., An Initial Methodology for Evaluating Social Equity Performance in Disaster Mitigation Grants, p. 2.

124



Equity

To generate more-equitable outcomes, one must understand how different populations might be more or
less susceptible to the effects of a threat or natural hazard. To examine this, we looked at the definitions and
methods used to identify socially vulnerable communities in each process. We found that, for HIRA, the
SLTT conceptualization of social vulnerability and the method used in the vulnerability analysis com-
ponent of HIRA varied widely. In contrast, the method employed in THIRA supports more-consistent
consideration of vulnerable populations; however, this assessment is narrow and limited. Inconsistency
in the treatment of social vulnerability and a less-than-holistic approach to assessing it can limit awareness
and understanding and lead to capability and mitigation strategy investments that do not equitably address
the needs of the whole community. Interviews with SLTTs made clear that this lack of consistency in con-
ceptualization and guidance makes social vulnerability a challenge and leads to differences in how the
topic is included within the two processes. As one interviewee stated, “We have significant challenges here
because of the lack of diversity and equity and social vulnerability factors in the HIRA construct for even
the limited use case in which it is employed.” Some SLTTs noted that the standardized impact categories do
not lead to robust assessment. One explained, “It goes back to needing tools. Main equity considerations in
THIRA were disability access needs, limited English proficiency. You could have more vulnerable population
considerations: homes without insurance [or] transportation.”

Working collaboratively with underserved or marginalized groups is one way to achieve more-equitable
outcomes. Thus, we examined the stakeholders involved in the two processes to understand the extent to
which they included the socially vulnerable. To advance equity, one approach would employ widespread
public participation, especially the participation of people from underrepresented and underserved groups.>?
Research has consistently shown that more public participation leads to higher-quality plans, a larger number
of plans implemented, and ultimately, improved resilience outcomes.>® We examined participants in the
THIRA and HIRA processes in two ways. First, we looked at the distribution of participants across THIRA/
SPR and hazard mitigation planning (of which HIRA is a component) to see how diverse they appeared by
participant type. Second, we characterized THIRA/SPR and HIRA/hazard mitigation planning participants
by sector to examine whether those that were likely to address the needs of socially vulnerable communities
played a role in each process. Our findings from the analysis of state and local HMPs are consistent with
those in the academic research, that HIRA and HMP development generally does not reflect broad par-
ticipation outside of government agencies.>* Participation in THIRAs has been studied less, and our results
show—like they did for HIRAs and HMPs—that government agencies are the most-frequent participants in

52 Cooper, “Reflections on Engaging Socially Vulnerable Populations in Disaster Planning”; Olonilua, “Equity and Justice in
Hazard Mitigation.”

53 Berke, Cooper, et al., “Building Capacity for Disaster Resiliency in Six Disadvantaged Communities” H. Kim and
Marcouiller, “Mitigating Flood Risk and Enhancing Community Resilience to Natural Disasters”; W. Lyles, “Using Social
Network Analysis to Examine Planner Involvement in Environmentally Oriented Planning Processes Led by Non-Planning
Professions”; Nelson and French, “Plan Quality and Mitigating Damage from Natural Disasters”; Pearce, “Disaster Manage-
ment and Community Planning, and Public Participation”; Reddy, “Factors Influencing the Incorporation of Hazard Miti-
gation During Recovery from Disaster”; Sullivan et al., “Do Hazard Mitigation Plans Represent the Resilience Priorities of
Residents in Vulnerable Texas Coastal Counties?”

>4 Berke, Smith, and Lyles, “Planning for Resiliency”; Cooper, “Reflections on Engaging Socially Vulnerable Populations in
Disaster Planning”; Feinberg and Ryan, “Mitigating Natural Hazards” Homsy, Liao, and Warner, “Sustainability and Disas-
ter Planning”; Horney, Naimi, et al., “Assessing the Relationship Between Hazard Mitigation Plan Quality and Rural Status
in a Cohort of 57 Counties from 3 States in the Southeastern U.S.”; Horney, Nguyen, Salvesen, et al., “Assessing the Quality
of Rural Hazard Mitigation Plans in the Southeastern United States” Kulkarni et al., “State Hazard Mitigation Planning”;
Li et al., “Examining of the Actor Collaboration Networks Around Hazard Mitigation”; Lieberknecht, “Leading with Local
Knowledge”; Slotter et al., “Mitigation Insights from Emergency Managers on Working with Stakeholders”; Tyler, Sadiq, and
Noonan, “A Review of the Community Flood Risk Management Literature in the USA.”
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the process. Our analysis of the sectors participating in the two processes suggested some involvement of
participants that might include or interact with socially vulnerable people and found that the THIRA/
SPR process appears to include these sectors more frequently than HIRA and hazard mitigation plan-
ning do.

Underserved or vulnerable communities are disproportionately affected by disasters, and those commu-
nities often require tailored solutions to increase their resilience, a need that can be addressed in part through
the distribution of grant funding in the THIRA and HIRA processes. To help understand the extent to which
the THIRA and HIRA processes are structured to reflect the needs of the socially vulnerable, we character-
ized the SVIs of the jurisdictions we reviewed and correlated them with a variety of characteristics we evalu-
ated for this project. Our analysis demonstrated how social vulnerability can vary among the counties in
a region, creating challenges for understanding the social vulnerability within larger jurisdictions. For
example, a UASI can use the standardized impact categories of THIRA and SPR to capture some dimensions
of the total need across a region but not geographic nuances, such as access to transportation across a region.
Furthermore, when we analyzed the relationship between the SVI and the percentage of overlap between
local and state threats and hazards in the HMPs we reviewed, we found that higher SVT is associated with
greater overlap between local and state threats and hazards, which suggests that the threats and hazards
identified in local plans are being included in state plans at higher rates for more-vulnerable communi-
ties. We did not see a similar relationship between the SVI and the overlap in UASI and state threat and haz-
ards identified in THIRA.
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CHAPTER 8

Intent

In this chapter, we address the research question, “Are the THIRA and HIRA processes meeting their
intent?” By this, we mean whether THIRA and HIRA are meeting the immediate needs and purposes for
threat and hazard risk assessment while ensuring that the assessment is responsive to a changing threat and
hazard landscape, generates actionable information that can be incorporated in other planning and invest-
ment decisionmaking processes, engages the whole community, and is minimally burdensome.

At a high level, the intent of THIRA and HIRA is to engage the whole community to consider risk from
threats and hazards and the capabilities needed to plan for, prepare for, mitigate, respond to, and recover
from them (THIRA and SPR) and the actions or investments that would mitigate them (HIRA and HMPs).
Each is meant to be a risk assessment that is developed by engaging the whole community to ensure that the
assessment is comprehensive, represents the needs of the entire community, and is acted on by the larger com-
munity. THIRA is geared to identifying likely hazards and threats that stress core capabilities specifically,
while HIRA assesses hazards and threats that could damage jurisdictional assets, infrastructure, and life-
lines. THIRA also informs planning at the national level, providing critical input for the NPR. Both THIRA
and HIRA also provide analytical input to several FEMA grantmaking programs. Intent is communicated
through doctrine, guidance, training, or technical assistance activities.!

According to guidance documents, THIRA provides a basis for preparedness in all five mission areas,

providing a clear understanding of the impacts from threats and hazards and providing an assessment of
risk and resilience in the built environment and community before, during, and after an event. Insights
and lessons learned from the other mission areas [preparedness, protection, response, and recovery] can be
used to inform mitigation activities and resilience-building efforts.?

As we noted in Chapter 1, THIRA is structured to help a community answer three questions:?

o What threats and hazards can affect our community?
o If they occurred, what effects would those threats and hazards have on our community?
« Given those impacts, what capabilities should our community have?

The intent of HIRA, which provides critical input into the HMP, is described in state, local, and tribal
hazard mitigation planning guidance documents. As explained in Streamlining Emergency Management,
“The HMP process is intended to be used in implementing ‘planned, pre-identified, cost-effective mitigation

1 We reviewed current guidance documents for each assessment, including CPG 201; FEMA, State Mitigation Planning Policy
Guide; FEMA, Local Mitigation Planning Policy Guide; and FEMA, Tribal Mitigation Plan Review Guide.

2 FEMA, National Mitigation Framework, p. 36.
3 CPG 201, p. 10.
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measures [to] streamline the disaster recovery process.” During hazard mitigation planning, a jurisdiction
conducts a HIRA to identify its high-probability natural hazard risks and vulnerabilities and then develops
strategies for mitigating these risks. HIRA, as a key component of hazard mitigation planning, is meant to
enhance resilience by increasing the effectiveness of responses and investments in prevention and mitigation.

Clearly, meeting intent is inextricably linked to other management objectives. Intent is enabled by infor-
mation use and responsiveness and must be balanced with burden. Furthermore, intent evolves over time
as awareness and knowledge of preparedness and mitigation needs and enablers increase and as national
priorities and objectives change (e.g., FEMA’s more-recent focus on climate change effects on natural haz-
ards’ patterns). To ensure that our analysis considered the primary focus of these assessments but takes
account of these relationships and trade-offs, we used a hierarchy of objectives to develop a management
objective—meet the documented intent of each process—that maintains a focus on whether THIRA and
HIRA achieve their stated purpose.

To assess whether THIRA and HIRA were achieving their intended purposes, we drew on evidence from
the literature, document review, and stakeholder engagement. In this chapter, we present evidence that sup-
plements the evidence presented in other chapters to avoid duplication. However, because the other attri-
butes are integral to intent, we acknowledge that the entirety of the evidence from across the other attri-
butes is needed to holistically assess intent.

In this chapter, we summarize observations from the literature, which we used to help us identify and
develop the indicators used in our document review. We then supplement our findings and provide context
to the results using information from our stakeholder interviews. We conclude with a summary of our results
and our assessment of the evidence related to this research question.

Literature Review

The academic literature has not addressed whether the THIRA process is meeting its intent, but it does
suggest that intent is not being met for HIRA and HMPs. That said, it is important to recognize that local
governments are investing in mitigation strategies and actions with the support of federal grant dollars, like
those available through HMGP, and those investments are reducing disaster losses.’

However, it is reasonable to hypothesize that the intent of the HIRA (and the HMP of which it is a part)
requirement is not being ideally or fully met if the foundation on which the plans are built (HIRA) is flawed.
For example, results of empirical research consistently demonstrate that HIRAs and HMPs are of moderate

4 Barnosky, Lauland, Balagna, et al., Risk Assessments in Emergency Management, p. 3; FEMA, “Hazard Mitigation Planning
and Hazard Mitigation Grant Program.”

5 Assi et al., “Cost-Effectiveness of Federal CDBG-DR Road Home Program Mitigation Assistance in Jefferson Parish,
Louisiana”; Davlasheridze, Fisher-Vanden, and Klaiber, “The Effects of Adaptation Measures on Hurricane Induced Prop-
erty Losses”; Ji and Lee, “Disaster Risk Reduction, Community Resilience, and Policy Effectiveness”; Multihazard Mitiga-
tion Council, Natural Hazard Mitigation Saves; Petkov, “Public Investment in Hazard Mitigation”; Rose et al., “Benefit-Cost
Analysis of FEMA Hazard Mitigation Grants”; Welsch, Winden, and Zimmer, “The Effect of Flood Mitigation Spending on
Flood Damage.”
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to poor quality.® The quality of HIRAs and HMPs is substantially worse in rural areas than in urban areas.”
This finding is concerning because research has revealed a clear connection between plan quality, implemen-
tation, and reduced risk.® Planning scholars refer to HIR As as the “fact base” of mitigation plans and examine
HIRA quality with multiple measures as part of their holistic evaluation of HMPs (e.g., features of the hazard
analysis, features of the vulnerability assessment, and use of maps to support understanding). Consistently,
HIRAs are found to be of medium to low quality in these studies, with some variation observed.” For exam-
ple, Kim and Marcouiller’s finding that fact bases were strong is a notable departure from the bulk of the
literature, although this finding is likely due to the fact that the evaluation tool they used was quite different
from that used in most of the literature.!

As Berner and Flage discussed, “The results of quantitative risk assessments (QRA) are conditional on
the background knowledge on which the assessments are based, including phenomenological [i.e., how
people perceive and experience hazards] understanding, models, data and expert statements used, as well
as assumptions made.”!! A wealth of information on risk assessment models, data, supporting technologies,
and software across hazard types has been available to support high-quality HIRAs for decades and has only

6 Berke, Smith, and Lyles, “Planning for Resiliency”; Brody, “Are We Learning to Make Better Plans?”; Feinberg and Ryan,
“Mitigating Natural Hazards”; Horney, Nguyen, Salvesen, et al., “Assessing the Quality of Rural Hazard Mitigation Plans in
the Southeastern United States”; Kang, Peacock, and Husein, “An Assessment of Coastal Zone Hazard Mitigation Plans in
Texas™; L. Lyles, Berke, and Smith, “Do Planners Matter?”; W. Lyles, Berke, and Smith, Evaluation of Local Hazard Mitigation
Plan Quality; W. Lyles, Berke, and Smith, “A Comparison of Local Hazard Mitigation Plan Quality in Six States, USA”; Nelson
and French, “Plan Quality and Mitigating Damage from Natural Disasters.”

7 Frazier, Walker, et al., “Opportunities and Constraints to Hazard Mitigation Planning”; Horney, Naimi, et al., “Assessing
the Relationship Between Hazard Mitigation Plan Quality and Rural Status in a Cohort of 57 Countries from 3 States in the
Southeastern U.S.”; Horney, Nguyen, Salvesen, et al., “Assessing the Quality of Rural Hazard Mitigation Plans in the South-
eastern United States.”

8 Berke, Kates, et al., “Using a Resilience Scorecard to Improve Local Planning for Vulnerability to Hazards and Climate
Change”; H. Kim and Marcouiller, “Mitigating Flood Risk and Enhancing Community Resilience to Natural Disasters”;
W. Lyles, “Using Social Network Analysis to Examine Planner Involvement in Environmentally Oriented Planning Pro-
cesses Led by Non-Planning Professions”; Nelson and French, “Plan Quality and Mitigating Damage from Natural Disasters”;
Sullivan et al., “Do Hazard Mitigation Plans Represent the Resilience Priorities of Residents in Vulnerable Texas Coastal
Counties?”

9 Berke, “Enhancing Plan Quality”; Frazier, Walker, et al., “Opportunities and Constraints to Hazard Mitigation Planning”;
Hu, Tang, Shulski, et al., “An Examination of Midwestern US Cities’ Preparedness for Climate Change and Extreme Hazards”;
Kang, Peacock, and Husein, “An Assessment of Coastal Zone Hazard Mitigation Plans in Texas”; W. Lyles, Berke, and Smith,
Evaluation of Local Hazard Mitigation Plan Quality; W. Lyles, Berke, and Smith, “A Comparison of Local Hazard Mitigation
Plan Quality in Six States, USA.”

10 The authors assessed the fact base using 15 attributes that described whether they

« incorporated the locations and severity of multiple hazards

« incorporated historical information on the events and their effects

« identified vulnerable populations

« considered local conditions that could enhance risk

o ranked hazard threats

« incorporated the effects of climate change (H. Kim and Marcouiller, “Mitigating Flood Risk and Enhancing Commu-
nity Resilience to Natural Disasters”).

For example, L. Lyles, Berke, and Smith assessed 106 attributes (L. Lyles, Berke, and Smith, “Do Planners Matter?”),
whereas Kim and Marcouiller assessed 15.

11 Berner and Flage, “Strengthening Quantitative Risk Assessments by Systematic Treatment of Uncertain Assumptions,”
p. 46.
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expanded in number and improved in quality over time.!? Yet, HIRAs tend not to reflect the best-available
hazard data, meaningfully incorporate social vulnerability data, or utilize the best-available models.!*

Document Review

It is critical to recognize that THIRA and HIRA, respectively, are core analytic components designed specifi-
cally to inform other analyses, such as the core capability assessment in SPR and mitigation needs and actions
in the HMP. For example,

o “THIRA/SPR helps SLTTs better understand what they need to prepare for and how investments in
[planning, organizing, equipping, training, and exercising] (POETE) build and sustain capabilities
across all mission areas.”!*

o HIRA and hazard mitigation planning enable “SLTTs to engage stakeholders to address competing pri-
orities with limited resources to reduce risks from natural hazards.”"®

For the intent attribute, we identified indicators to evaluate three aspects of THIRA and HIRA:

o whole-community participation, by looking at what percentage of the jurisdictions involved partici-
pants from different stakeholder groups using standardized categories. However, it is worth noting that
participation might be more prevalent in other parts of THIRA/SPR and HIRA/hazard mitigation plan-
ning.

o assessments within the context of an established risk governance framework and the links between the
risk assessments and decisionmaking

o observed level of THIRA/SPR and HIRA/HMP integration using defined categories.

These indicators are explained in Table 8.1.

12 Deyle et al.,, “Hazard Assessment™; Y. Huang et al., “Research in the Field of Natural Hazards Based on Bibliomet-
ric Analysis” Zsarndczay et al., “Community Perspectives on Simulation and Data Needs for the Study of Natural Hazard
Impacts and Recovery.”

13 Berke, Newman, et al., “Evaluation of Networks of Plans and Vulnerability to Hazards and Climate Change”; Blessing,
Sebastian, and Brody, “Flood Risk Delineation in the United States”; Brody, Sebastian, et al., “Case Study Results from South-
east Houston, Texas”; Clark and Ward, Defining Extreme Heat as a Hazard; Frazier, Thompson, and Dezzani, “Develop-
ment of a Spatially Explicit Vulnerability-Resilience Model for Community Level Hazard Mitigation Enhancement”; Frazier,
Walker, et al., “Opportunities and Constraints to Hazard Mitigation Planning”; Highfield, Norman, and Brody, “Examining
the 100-Year Floodplain as a Metric of Risk, Loss, and Household Adjustment”; Highfield, Peacock, and Van Zandt, “Miti-
gation Planning”; Margerum et al., “The Effects of Enhanced Information Utilization in Collaborative Hazard Mitigation
Planning.”

14 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning,” p. 4. We also note that state and UASI THIRAs
inform the national THIRA, which

represents an initial effort to identify the greatest threats and hazards to the Nation, the potential impacts of those threats and
hazards to life and property, and the capabilities needed to address those impacts. . . . [T]he National Stakeholder Prepared-
ness Review (National SPR), will measure the nation’s preparedness capabilities, analyze gaps between current capability and
capability targets, and suggest approaches to address the gaps. In the future, the suite of assessment products—including the
National THIRA, National SPR, and community THIR As/SPRs— will offer a comprehensive, unified assessment of national
preparedness. (FEMA, 2019 National Threat and Hazard Identification and Risk Assessment [THIRA], p. iii)

15 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning,” p. 4.
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TABLE 8.1
Indicators Used to Assess the Intent Attribute

Indicator Justification for Using This Indicator Definition Data Source
Whole-community THIRA and HIRA both espouse the value e Compare participants in each e THIRA:
participation of engaging the whole community both for process using standardized participant
gathering comprehensive information on categories. dataset
community assets, needs, and vulnerabilities e HIRA:
and for facilitating more-effective participant
preparedness and mitigation activities. dataset
Links between the Improving awareness of the threats e Count the number of e HIRA: coded
risk assessments and and hazards that challenge and affect mitigation actions that mitigation
decisionmaking communities through risk assessment to address each threat and actions from
improve preparedness and resilience is the hazard identified in the HIRA the HMP

core purpose of THIRA and HIRA.

Level of THIRA/ FEMA guidance states that preparedness and e
SPR and HIRA/HMP  mitigation planning are interrelated and that
integration insights from all mission areas can be used to

inform resilience activities.?

Although interest in integrating these
processes has waxed and waned over time,
integrating these processes while ensuring
that they fulfill their core purposes could
enhance information use and reduce burden.

and HMP.

Assign an HMP to one of
four categories that denote
the level of integration
between the THIRA/SPR and
HIRA/HMP: coordination,
integrated hazard
identification, integrated
processes, or unknown.

e State HMPs

& FEMA, National Mitigation Framework, p. 36; FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”

The Extent to Which the Whole Community Is Participating in the THIRA and
HIRA Processes

FEMA recognizes the many benefits of engaging the whole community in the THIRA and HIRA processes
to enable comprehensive, equitable, and effective preparedness and mitigation plans and implementation
activities.!® In this chapter, we detail our assessment of participation in these assessment processes to enable
comprehensive and effective planning. To answer this question, we used FEM A’s definition of whole commu-
nity, drawing from general guidance documents and those for THIRA and HIRA. FEM A’s general definition
of whole community states,

Whole Community includes individuals and families—including those with access and functional needs,
businesses, faith-based and community organizations, nonprofit groups, schools and academia, media
outlets and all levels of government, including state, local, tribal, territorial, and federal partners, and . . .
means 1) Involving people in the development of national preparedness documents, and 2) Ensuring their
roles and responsibilities are reflected in the content of the materials.!”

THIRA guidance is that stakeholders, which include colleges, universities, and infrastructure owners and
operators, be involved early and at multiple points in the process in an effort to improve the accuracy of the
THIRA and SPR.!® HIRA guidance for whole-community involvement in state planning is more general and

16 For example, see FEMA, State Mitigation Planning Policy Guide, pp. 3, 5, and 100, and CPG 201, pp. 9-10.
17 FEMA, “Glossary.”
18 The full list, excerpted here and presented in Chapter 3, is

« Colleges/universities, and other research organizations
o Cybersecurity experts

« Emergency management/homeland security agencies

« Emergency Planning Committees
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emphasizes enabling participation of a wide variety of players from the private, nonprofit, nongovernmental,
general public, and government (at all levels) sectors to improve preparedness by fostering better coordina-
tion and working relationships.'

To assess what stakeholders are involved in the THIRA and HIRA processes, we assessed the distribution
of participant types across the two processes for diversity of stakeholders involved and the relative emphasis
on different types of participants within and between the processes (using the standardized participant-type
categories described in Chapter 3).2° We do not have a standard or benchmark for what would constitute an
appropriate level of involvement for community partners. The statements from policy guidance documents
suggest that participation should be diverse, incorporating organizations from many segments of the com-
munity. This will vary by jurisdiction. Therefore, we looked at the coverage of different participant types
involved in each process rather than the total number of participant organizations.?! The results are shown
in Tables 8.2 and 8.3.

We found that THIRA showed a lower level of cross-governmental participation (i.e., local governments
participated less often in some state assessments and states were less involved in local assessments) than the
HIRA process and that federal agencies participated in fewer THIRAs than HIRAs. Nonprofit and com-
munity participation occurred less often in THIRA than HIRA, but both were low. This finding could be
expected because of the sensitivity of THIRA information: Jurisdictions feel as though they must protect the
data and outputs of the process.

Beyond government stakeholders, critical utilities, districts, and health care organizations are the most-
frequent participants in THIRA processes. For HIRA, health organizations, private entities, and critical utili-
ties are the most-frequent participants. However, more than half of the UASIs in our sample did not include
community, critical utility, federal, health, nonprofit, or private participants in their THIRA processes. Simi-
larly, more than half the states did not include these types of participants (except for health organizations).
Given THIRA’s focus, it is somewhat surprising that critical infrastructure representatives did not participate

o Federal agencies (e.g. Department of Health and Human Services)

o FEMA regional offices

« Fire, police, emergency medical services, and health departments

o Hazard mitigation offices

o Infrastructure owners and operators

«  Major urban area and state fusion centers

» National Laboratories

« National Weather Service offices

o Port or transit organizations

o Supply chain stakeholders

o Private sector partners (including the 16 critical infrastructure sectors)

« Professional associations

o Tribal governments

o U.S. Department of Homeland Security (DHS) Protective Security Advisors
o Volunteer Organizations Active in Disasters [sic] (VOAD)

o Other organizations or agencies with significant impact on the local economy. (CPG 201, pp. 9-10)

19 FEMA, State Mitigation Planning Policy Guide.

20 The participant-type categories were driven by the information available in THIRA, which calls out critical utilities, dis-
tricts, and health organizations separately, irrespective of ownership (public versus private). Because our coding focused on
the type of participant, we reviewed the HIRA data to ensure that, if a utility or health organization participated, regardless
of ownership, it was included in this chapter.

2L A count of organization types is an imperfect measure because it does not account for the level of involvement in the pro-
cess, which could influence the level of awareness or sway that each group has. This is not discernible from the information
provided in both the THIRA and HIRA/HMP.
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TABLE 8.2

THIRA Participation: Percentages of All Local, State, Territory,
and Tribal Entities That Included At Least One Organization
Representing Each Participant Type for THIRA

Participant Type Local State Territory Tribe
College or university NA NA NA NA
Community 11 20 50 14
Critical utility or district 44 47 50 29
Government, federal 22 27 50 NA
Government, local 78 53 NA 43
Government, state 44 100 NA 29
Government, tribe 11 20 NA -
Government, territory 0 NA 100 0
Government, UASI 78 40 NA NA
Health organization 88 60 50 29
Nonprofit 22 40 50 NA
Private 22 40 50 43
Unknown 33 47 50 NA
Total number of THIRA jurisdictions reviewed 9 15 2 7

NOTE: Darker green indicates higher inclusivity of participation.

more often. Less than half of local HIRAs included colleges or universities or community, federal, or non-
profit organizations. State HIRA processes were more inclusive, but fewer than half included community or
nonprofit organizations.

Core Focus of Intent on Risk Assessment

In Chapter 5, we discussed whether THIRA and HIRA risk assessment methods and processes were respon-
sive to current and future threats and hazards. Here we focus on evidence in the documents to assess whether
the risk assessments improved a jurisdiction’s awareness and understanding of the risks it faced from threats
and hazards to determine both the capabilities needed to plan for, prepare for, mitigate, respond to, and
recover from them and the actions and investments that would mitigate them.

To guide our document review, we used a risk governance framework developed by the International
Risk Governance Council (IRGC) to foster collective risk decisionmaking. This comprehensive framework
is useful for assessing the risk assessment component of THIRA and HIRA. There are two primary elements
of the framework (shown in Figure 8.1)—risk assessment and management—each of which is divided into
phases of the process. Although the graphic implies a sequential, linear flow, it can be much more iterative in
practice. In addition to assessment and management, risk governance includes the role of stakeholder groups
in risk management decisionmaking and implementation; stakeholder risk perceptions, values, and concerns
related to risk and consequences of that risk; the policy and political environments; and “organizational and
institutional capacities for assessing, monitoring, and managing risks.”??

22 IRGC, White Paper on Risk Governance Towards an Integrative Approach, p. 23.
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TABLE 8.3

HIRA Participation: Percentage of All Local, State, Territory,
and Tribal Entities That Included At Least One Organization
Representing Each Participant Type for HIRA

Participant Type Local State Territory Tribe
College or university 85 80 50 0
Community

Critical utility or district -- -

Government, federal

Government’ Iocal - -

Government, state

Government, tribe
Government, territory

Health organization

Nonprofit

Private

Unknown 5 0 0 0
Total number of HIRA jurisdictions reviewed 40 15 2 2

NOTE: Darker green indicates higher inclusivity of participation.

THIRA and HIRA documentation both indicate specific points at which risk assessment steps are to be
performed in the analysis process. In the first step of THIRA, the applicant SLTT identifies the hazards and
threats that challenge its ability to deliver at least one core capability. In step 2, the jurisdiction assesses the
effects that the identified hazards and threats would have on the community and the challenges they would
present to core capabilities.?3 In HIRA, the risk assessment must identify and describe hazards (including
their projected frequency, location, extent, and previous occurrences) and vulnerabilities.?* The risk assess-
ment is the factual basis for the mitigation strategies that are developed. Both THIRA and HIRA incorporate
vulnerability (although there are differences, as discussed in other chapters). These steps situate THIRA and
HIRA in the preassessment and risk appraisal steps defined by IRGC’s framework. The IRGC framework
reinforces that the risk assessment stages are only part of an overall risk governance approach, meaning
that, to be effective and further the intent of a risk assessment, THIRA and HIRA need to support the other
elements of risk governance. Many of these components, such as how local SLT'Ts communicate or manage
risks, are touched on in FEMA’s THIRA and HIRA guidance but are ultimately outside the areas of FEMA’s
influence.

However, it is with this context in mind that the risk assessment methods we presented in Chapter 5, which
would be used in the appraisal phase in Figure 8.1, should be evaluated to ensure that intent is supported.
As the governance structure described in the figure indicates, stakeholder perceptions and socioeconomic
concerns and impacts are integral to the assessment phase. Furthermore, to be effective, the assessment must
be communicated to stakeholders. Therefore, there is clearly no singularly correct analysis method that is

2 CPG 201.
24 FEMA, State Mitigation Planning Policy Guide, p. 19.
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FIGURE 8.1
International Risk Governance Council’s Risk Governance Framework for Collective
Decisionmaking

Management sphere: Assessment sphere:
Decision on and implementation of actions Generation of knowledge

Preassessment

® Problem-framing

e Early warning

e Screening

e Determination of
scientific conventions

Risk management

Implementation

e Option realization

® Monitoring and control

¢ Feedback from risk management
practice

Risk appraisal

Risk assessment

e Hazard identification and estimation

e Exposure and vulnerability
assessment

® Risk estimation

Communication
Concern assessment

¢ Risk perceptions
e Social concerns
® Socioeconomic impacts

Decisionmaking

¢ Option identification and generation
e Option assessment

e Option evaluation and selection

Tolerability and acceptability judgment

Risk evaluation Risk characterization

e Judging tolerability and e Risk profile
acceptability H e Judgment of the

e Need for risk reduction seriousness of the risk

measures e Conclusions and risk
reduction options

SOURCE: Adapted from IRGC, White Paper on Risk Governance Towards an Integrative Approach, p. 23.

suitable for everyone. SLTTs might have different objectives, capacities, and approaches to managing their
unique risks, and the risk assessment methods that an SLTT selects should be tailored to support those efforts
within the capabilities and capacity of the jurisdiction.

We also partially assessed the risk management decisionmaking phase in this governance framework in
our document review. As described in greater detail in Chapter 6, we found no clear pattern or relationship
between specific threats and hazards identified in the HIRAs and HMPs reviewed and the number of miti-
gation actions directed at them, except for flooding. For each state and territory, the number of mitigation
actions for flooding was within the top three. Other than for flooding, the relationship between the spe-
cific threats and hazards identified and the mitigation actions directed at them is unclear, and several states
directed no mitigation actions toward a significant number of the specific threats and hazards identified.

The Question of Integration

The issue of supporting intent while more closely aligning THIRA and HIRA has been discussed over time.
Regulations, doctrine, and guidance have established THIRA and HIRA as two distinct assessments. How-
ever, the synergies between preparedness and mitigation are also recognized in FEMA guidance documents.
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For example, a mitigation planning bulletin includes, “States can raise their efficiency by coordinating the
analyses for determining THIRA content and the hazard mitigation plan’s risk assessment. This will ensure
consistency and align plan outcomes.” And, as mentioned in the introduction to this chapter, the THIRA
guidance provides a basis for preparedness in all five mission areas, “providing a clear understanding of the
impacts from threats and hazards . . . . Insights and lessons learned from the other mission areas [prepared-
ness, protection, response, and recovery] can be used to inform mitigation activities and resilience-building
efforts.”2°

Furthermore, FEMA’s 2020 job aid on THIRA/SPR and HIRA/HMPs notes commonalities between the
processes and provides an approach for streamlining them by aligning elements of each. The job aid also
describes the experience of Wisconsin, which aligned portions of its THIRA and HMP in a single document,
and notes that the state was able to meet “the requirements of both the traditional THIRA and the mitiga-
tion plan’s risk assessment.”?” Given the similar elements of the THIRA/SPR and HIRA/HMPs, states might
have implemented some level of alignment or integration on their own or by drawing on FEMA’s guidance
in the job aid.

To assess the extent to which states are integrating their processes, we reviewed each state HMP for evi-
dence of integration.?® Specifically, we reviewed state plans and searched each for references to “THIRA” or
“SPR.” Drawing on their descriptions of the THIRA and SPR, we created five categories to describe the gen-
eral types of integration observed:?

 no integration

« coordination: states that included THIRA and SPR staff members on their HMP teams or discussed
coordinating or sharing information with the THIRA and SPR teams

o integrated hazard identification: states that explicitly mentioned collaborating across processes at the
hazard and threat identification stage or using the HIRA hazard and threat list to identify the THIRA
threat scenarios

o integrated processes: states that discussed general integration of processes or discussed using models
from at least one hazard or threat from HIRA to inform THIRA

+ no mention or unknown: states with documents that were not available or that included no references
to THIRA or SPR.

Figure 8.2 shows the number of state HMPs that fall into each category—indicating that a significant por-
tion of states have implemented some form of integration. At least 75 percent of states had integrated their
THIRA and hazard mitigation planning to some extent. We also determined whether there was any geo-
graphic trend but found no evidence of a trend associated with integration. FEMA region 10 had the highest
percentage of states with no integration (two of four, or 50 percent). Regions 3 and 4 had the highest percent-
ages of states with integrated processes (67 percent in region 3 and 63 percent in region 4).

25 FEMA, State Mitigation Planning Key Topics Bulletin, p. 3.
26 FEMA, National Mitigation Framework, p. 36.
27 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”

28 We reviewed HMPs in this manner and not THIRAs because there is no place in the URT to indicate overlap with HIRA/
HMPs.

29 We coded each document only once. As a result, if a document was identified as using integrated processes, we assumed
that coordination was also occurring, but a separate code was not used.
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FIGURE 8.2
Number of States That Had Aligned Their Assessment Processes to Some Degree

9 14 20

No integration Coordination Integrated processes

/!

Integrated hazard No mention
identification or unknown

Stakeholder Engagement

Intent was generally discussed within the context of another attribute in the stakeholder engagements (e.g.,
utility of the assessments and information use). However, two other streams of discussions related to intent.
The first stream was stakeholder comments focused on the aspect of intent of aligning the two assessments.
The second theme centered on data quality. If the intent is for these assessments to influence decisionmaking
and investment, the data—or basis for the assessments—must be sound.

Integration and Intent

Analysis of the data from interviews with FEMA staff made clear that the intent when THIRA was concep-
tualized and developed was to have it meet the necessary requirements for HIRA as well, but the effort was
abandoned. Analysis of these engagements indicates that there have been other discussions and efforts at
FEMA over time to explore streamlining or integrating THIRA and HIRA. For example, FEMA staff men-
tioned that prior efforts failed for a variety of reasons, including lack of willingness to change processes; a
belief that some had that the two processes were too different; challenges that resulted from the complex-
ity of the changes that would have to be made; and a turf war at the preparedness and mitigation program
levels. We identified these themes from 64 percent of the FEMA interviews (21 of 33), FEMA HQ (n = 11) and
regional (n = 10).

Data Issues

Data: Federal Themes
FEMA staff made 37 comments with respect to data issues across 67 percent (22 out of 33) of the interviews.

FEMA staff focused most of their comments on THIRA data issues: Eighty-seven percent (33 of 38) of
them were focused on this process. Analysis suggests that a significant number of FEMA staff with whom we
spoke were aware that THIRA data have accuracy issues. Specifically, FEMA staff seemed to know that a pro-
portion of jurisdictions provided robust, grounded data but that a significant proportion merely guessed at or
even manipulated the data they input. The issue of invalid data led many of the FEMA staff we interviewed
to say that they did not trust that all the data gathered reflect jurisdictional capabilities.

FEMA staff focused 13 percent (five out of 38) of their data-related comments on HIRA. A theme arose
from the HIRA-focused comments: Although data were available, it was difficult for SLTTs to leverage the
data fully because the jurisdictions lacked capacity.

FEMA staff also remarked a total of 11 times (in eight of the 33 interviews) on the topic of federal policy
and guidance related to these processes. Collectively, their narratives show that FEMA staff expressed aware-
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ness of a tension between (1) more-stringent guidance on how best to carry out the THIRA and HIRA pro-
cesses and (2) SLTT capacity and burden considerations. FEMA staff noted having developed or changed
guidance to allow flexibility or reduce burden (e.g., introduction of the standardized target worksheet, reduc-
tion of frequency required to do THIRA from every year to every three years).

Data: State Themes

State participants discussed data issues in 91 percent (ten out of 11) of the interviews.

Although there were fewer comments overall (n = 26) by state than by FEMA staff (n = 37), the greatest
proportion of state participants’ comments also centered on THIRA data issues (i.e., 81 percent, or 21 out of
26, and one additional comment focused on both processes). Seventeen comments reflect similar concerns to
those raised by FEMA staff—inaccuracy of THIRA data inputs and awareness that some data were subjective
and that some were manipulated. Some state participants expressed confidence in THIRA data; these partici-
pants represented states that also described the process as useful in their contexts.

Like comments from FEMA staff, state participants’ comments placed little emphasis on data issues
related to HIRA (i.e., 15 percent, or four out of 26, and one additional comment focused on both processes).
No clear theme is reflected in the comments they made.

A few state participants spoke about guidance issues, and the subject of standards related to these pro-
cesses was raised as well. These topics were discussed in four state-participant comments in a total of three
interviews—much less frequently than in FEMA staff interviews. A theme emerged from analysis of the
comments made. Specifically, the comments included criticism of the lack of standards or connection to the
Emergency Management Accreditation Program standard where THIRA is concerned.

Data: Local Themes

People representing local jurisdictions discussed data issues in 71 percent (12 of 17) of the interviews we held.

As was the case for state participants and FEMA staff, THIRA data issues were the focus of most com-
ments offered by people representing local jurisdictions. Specifically, THIRA data issues alone were reflected
in 18 out of 29 comments. Four comments involving both THIRA and HIRA were made, and three of those
four comments reflected a contrast between the more-robust, grounded nature of HIRA and the more sub-
jective THIRA that is more challenging to validate. In total, 72 percent (21 out of 29) comments raised issues
with THIRA in nine interviews with people representing local jurisdictions. The concerns raised were simi-
lar to those raised by FEMA staff and state participants: inaccuracy of some THIRA data for various reasons.

People representing local jurisdictions commented seven times in five interviews on the topic of HIRA
data issues. As was the case with state participants, no clear theme emerged from analysis of their comments.

Data: Tribal Themes

People representing tribes described data issues 13 times in four out of the five interviews. The issues reflected
in their comments are not the same as those from other stakeholder groups we interviewed. Analysis of the
narratives on data reveals that access to needed data to inform both processes was the predominant issue for
the representatives of tribes with whom we spoke.

Data: FEMA Listening-Session Themes

Participants mentioned THIRA data issues one or more times in each of the four FEMA listening sessions.
Seventeen total comments were made about THIRA data issues. Two primary themes emerged through
analysis of these comments. Like FEMA staff, state participants, and people representing local jurisdictions,
listening-session participants raised the issue of data accuracy and data subjectivity multiple times. Unlike
other categories of participants, a theme related to the need for definitions in the URT to support more-
consistent data input emerged through analysis.
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Data: Academic Themes

Academics offered 24 comments on the topic of data issues related to one or more of these processes in the
seven interviews we held with this stakeholder group (five academics spoke about HIRA alone, one to both
processes, and one to THIRA alone).

In contrast with those of other stakeholder groups, most data-centered comments concerned HIRA:
Seventy-nine percent of the total comments (17 of 24) concerned HIRA alone, and two of the 24 concerned
both processes. Their comments indicated they believed that data for the HIRA process were most robust
when they included both quantitative and qualitative data—the latter gathered from community members.

The academics with whom we spoke about the HIRA process conveyed a consistent sense that quantita-
tive data were available to assess both physical and social vulnerability but that quantitative social vulner-
ability data were not meaningfully included. Qualitative social vulnerability data were not meaningfully
included either, according to several academics we interviewed. Academics offered several main reasons that
could explain why this was the case, including a perception that those charged with facilitating the process
(1) had a lack of awareness of or access to meaningful datasets or tools or (2) were not equipped with the
knowledge and skill needed to facilitate robust data-gathering in either sense or to use them.

The five comments from academics focused on THIRA, and the two involving both processes mirror
the data issues raised by other stakeholder groups. Academics too indicated perceiving accuracy issues with
THIRA and the challenges associated with producing accurate data. Like other stakeholder groups, some
academics noted that data might be inaccurate. Additionally, academics described challenges due to ques-
tions that were unanswerable or too abstract, the lack of skill in quantitative risk assessment and impact
modeling at the state and local levels, and lack of guidance on how to better integrate THIRA with HIRA.

Conclusion

We were interested in whether THIRA and HIRA are meeting the immediate needs and purposes for threat
and hazard risk assessment while ensuring that the assessment is responsive to a changing threat and hazard
landscape, generates actionable information that can be incorporated in other planning and investment
decisionmaking processes, engages the whole community, and is minimally burdensome. To assess whether
THIRA and HIRA were achieving their intended purposes, we drew on evidence from the literature, doc-
ument review, and stakeholder engagement. We examined prior research on THIRA and HIRA quality;
whether the processes engaged participants who could bring knowledge of a variety of community functions
and vulnerabilities; how risk assessments were used; and how integrated these assessments should be. On
these topics, we presented evidence that supplements the evidence presented in other chapters; however, we
acknowledge that the entirety of the evidence from across the other attributes is needed to holistically assess
intent.

The academic literature has not addressed whether the THIRA process is doing what it was intended
to do, but it does suggest that the goals for HIRA/HMPs are not being met. Research has found, with one
notable exception, that the general quality of HMPs—including HIR A’s fact base, which is used to consider
hazards and jurisdictional vulnerabilities—is moderate to poor. This is of concern because HMP quality has
been found to affect implementation and risk reduction. Our stakeholder engagements suggest that data
quality for THIRA was very uneven.

FEMA recognizes the many benefits of engaging the whole community in the THIRA and HIRA pro-
cesses to enable comprehensive, equitable, and effective preparedness and mitigation plans and implemen-
tation activities; thus, we assessed participation in these assessment processes to enable comprehensive and
effective planning. Our document review of the number of jurisdictions that engaged the whole commu-
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nity in both THIRA and HIRA suggested opportunities for improvement. We found that, in the THIRA
process, more than half the UASI and state jurisdictions in our sample did not include participants from
community, critical utility, federal, nonprofit, or private entities (nor did UASIs include health organiza-
tions). For HIRA, localities often did not include colleges or universities, community, federal, health, or
nonprofit organizations in the process. States did better than localities, although community and nonprofit
organizations were excluded in a majority of the jurisdictions.

As IRGC’s risk governance framework reveals, performing a risk assessment is one aspect of pursuing
greater preparedness and resilience. For THIRA and HIRA to effect change, these assessments must effec-
tively support other risk-awareness and management activities. As a result, the assessment methods employed
must balance the desire for responsiveness with community needs and capabilities across the entire risk
knowledge-generation and management domain. Documentation for both THIRA and HIRA cites spe-
cific points at which risk assessment steps are to be performed in the analysis process. Both THIRA
and HIRA incorporate vulnerability; these steps situate THIRA and HIRA in the preassessment and
risk appraisal steps defined by IRGC’s framework. The IRGC framework emphasizes that the risk assess-
ment stages are only part of an overall risk governance approach, meaning that, to be effective and achieve
the intended purpose of a risk assessment, THIRA and HIRA need to support the other components of risk
governance. There is no one-size-fits-all solution, and attention to other aspects of risk governance might be
as important. Our document review also suggests that the assessments as implemented in our sample do not
exclusively appear to drive the mitigation actions, suggesting that other aspects of risk governance, such as
risk communication or judgment, are coming into play.

Having high-quality data is key to ensuring that the THIRA and HIRA achieve their intended purposes.
Stakeholder engagements suggest that the quality of THIRA data in particular is very uneven. This
issue was raised in two-thirds of the interviews, with a significant number of FEMA staff focusing on accu-
racy issues. Specifically, FEMA staff indicated knowing that a proportion of jurisdictions provide robust,
grounded data while a significant proportion merely guess at or even manipulate the data they input. Many
of the FEMA staff we interviewed indicated that the issue of invalid data led them to not trust that all the data
gathered reflected jurisdictional capabilities.

Finally, stakeholder engagements point to the original intent of aligning THIRA and HIRA. Analysis
of the data from interviews with FEMA staff make clear that the intent when THIR A was conceptualized and
developed was to have it meet the necessary requirements for HIRA as well, but the effort was abandoned.
Analysis of these engagements indicates that there have been other discussions and efforts within FEMA over
time to explore streamlining or integrating THIRA and HIRA. However, there have been mixed responses
about whether alignment makes sense, particularly in light of the challenges involved in implementing such
a change. To assess the extent to which states were integrating their processes, we reviewed each state HMP
for evidence of integration. We found that at least 75 percent of states had integrated their THIRA and
hazard mitigation planning to some extent.
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CHAPTER 9

Options for Improvement and Conclusion

In this chapter, we provide a series of options for FEM A’s consideration for addressing the findings described
in this report. We present options to address issues identified for each of the attributes and associated man-
agement objectives studied. In keeping with FEMA’s objectives for the study, we focused on identifying
options that would reduce burden on SLTTs and increase alignment between THIRA and HIRA without
compromising other objectives of THIRA and HIRA specifically or FEM A’s overall strategic objectives. For
each option, in this chapter, we provide a summary of the option, our justification for including it, and imple-
mentation considerations—including whether it is within FEMA’s power to enact on its own, how the change
might affect and be received by SLTTs, and which attributes and management objectives it would affect, posi-
tively or negatively.

In speaking with stakeholders within and outside of FEM A, we found that, since the initiation of THIRA,
integrating it with HIRA into a single assessment has been a topic of discussion. In fact, several former FEMA
officials who were involved in the creation of THIRA or in other relevant leadership positions at that time
indicated that, for some, the original intention was for a single, integrated risk assessment for SLTTs rather
than the two processes that exist today. Given this, and in keeping with the aim of the study as expressed to
us by several current FEMA leaders, we also include in this chapter a discussion of what an integrated process
might look like and its trade-offs. Furthermore, we identified options for improvement that stand on their
own but that are consistent with and would not hinder integration—and that, in most cases, could serve as
intermediate milestones for implementing a single risk assessment.

As discussed in Chapter 1, this report is a direct follow-up to a prior project FEMA initiated with HSOAC,
“Streamlining Emergency Management,” in which we were asked to identify options to simplify some of the
most-important programs and systems that FEMA developed to reduce the complexity of the system and
the burden on SLTTs.! In that report, we recommended that FEMA consider formally defining and organiz-
ing a system of its programs and policies, to which we referred collectively as constructs. THIRA and HIRA
were constructs that we specifically recommended might be integrated. In this project, we used a hierarchy
of objectives to put THIRA and HIRA into a larger context of FEMA’s overall goals as an agency, its strategic
objectives, and the specific objectives of the THIRA and HIRA programs. In this chapter, we discuss how
FEMA could continue to use this approach as a tool to assess THIRA and HIRA using attributes and objec-
tives other than those we identified for this study but also as a means of organizing the larger universe of EM
constructs considered for Streamlining Emergency Management. We also include a discussion of how FEMA
might specifically use the approach in the context of managing THIRA and HIRA in the future, including in
the context of an integrated assessment.

1 Barnosky, Lauland, Miro, et al., Streamlining Emergency Management.
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Options for Improvement

In this section, we discuss options to address our analysis findings and to support the management objec-
tives associated with each research question. As we note above, options were focused on reducing burden
on SLTTs and enabling alignment but were also intended to collectively address the findings for the six
attributes included in the study. In many cases, an issue identified under one attribute might relate to one
or more other attributes, and addressing any issue in one attribute could have consequences—positive or
negative—for another. For example, addressing overlap issues by enabling alignment of THIRA and HIRA
might also reduce burden on SLTTs, which is a positive effect on a second attribute. Conversely, improving
information use by asking SLTTs to report additional information might also negatively affect (increase) the
burden attribute.

To partially address this complexity, we developed options using a set of decision rules or assumptions
tied to the overall objectives of the project:

 Options should be responsive to findings and should address at least one of the management objectives
associated with the study’s six research questions. That is, options should do at least one of the follow-
ing:

- Enable alignment between THIRA and HIRA.

- Limit the burden associated with THIRA and HIRA.

- Ensure that THIRA and HIRA are responsive to the evolving threat and hazard environment.
- Maximize the utility and use of information from THIRA and HIRA.

- Make outcomes more equitable.

- Achieve the documented intent of each process.

 Options should have the largest positive effects on the greatest number of management objectives pos-
sible and the least-negative effects on the smallest number of other objectives possible. Given the rela-
tionships between the six attributes and their associated management objectives, changes to one attri-
bute could affect others, either positively or negatively. Accordingly, we tried to identify options that
provided the greatest net return on investment across attributes.

» Some desirable changes might be beyond FEM A’s authority to execute on its own or might otherwise be
more difficult to implement than others. Similarly, some changes might be worth strong consideration
in the near term, while others might hold equal or greater merit but require more time to implement
in a manner that is effective and limits unintended disruption to SLTTs and to FEMA. We considered
these factors when identifying options and discuss them in relation to each of the options we selected
for inclusion.

« Options should be consistent with but not require alignment or integration of THIRA and HIRA. We
considered a spectrum of changes to the connection between THIRA and HIRA, including making no
changes, improving alignment but remaining separate processes, and achieving full integration. We
attempted to identify options that were consistent with any of these paths that FEMA could select but
that, at a minimum, were not antithetical to improving alignment.

The resulting options address each of the management objectives we evaluated. The options include sev-
eral ideas for addressing the challenges we discuss. To highlight this, we have bolded text within each option’s
discussion. Table 9.1 summarizes the options and provides a crosswalk of options with the management
objectives they address. We discuss each of these options for improvement in detail in the rest of this chapter.
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TABLE 9.1
Summary of Options for Improvement and Management Objectives

Management Objective Addressed

Ensure That
THIRA and HIRA Maximize the
Are Responsive Utility and Use

Achieve the
Documented
Intent of Each

Process

Enable to the Evolving  of Information
Overarching Alignment Limit the Burden  Threat and Developed
Option or Between THIRA Associated with Hazard Through THIRA Make Outcomes
Suboption and HIRA THIRA and HIRA  Environment and HIRA More Equitable
Align timelines for the assessment.
Keep the X X X
staggered
timelines

associated with
the HMP process,
and align THIRA
submission dates
to the five-year
HMP cycle.2 & !

Keep the five-year X X X
cycle associated

with the HMP

process, but

reset it so all

jurisdictions

submit their

HMPs on the

same schedule.®
d, g, h,i,m

Align data collection processes for the assessments to reduce SLTT burden.

Develop a data X X X
collection and

reporting tool

that contains

data elements

applicable to

both THIRA and

HIRA.P.C.J.!

Develop a consistent approach for addressing climate change in THIRA and HIRA.

Develop other X X X
forms of guidance

for SLTTs

about how to

incorporate

climate change

into their

assessments.®
cj !

Expand existing X X X
climate projection

products, such

as ClimRR, into

datasets that

more directly

integrate with

the inputs

required for the

assessments.?
c !
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Table 9.1—Continued

Overarching
Option or
Suboption

Management Objective Addressed

Ensure That
THIRA and HIRA Maximize the
Are Responsive Utility and Use
to the Evolving  of Information
Limit the Burden  Threat and Developed

Between THIRA Associated with Hazard Through THIRA Make Outcomes
THIRA and HIRA  Environment and HIRA More Equitable

Achieve the
Documented
Intent of Each

Process

More purposely include equity in THIRA and HIRA processes.

Adopt a common
conceptualization
of social
vulnerability that
can inform both

assessments.P ©
foil

Work with
interagency
partners to
expand the
inclusion of CDC’s
SVI and the NRI
to tribes and all
territories.P: ¢ 1:!

Provide more
guidance on
expectations for
participation in
the THIRA and
HIRA processes,
and provide tools
to support greater

inclusiveness.® &
f,g,h il
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Table 9.1—Continued

Management Objective Addressed

Ensure That
THIRA and HIRA Maximize the
Are Responsive Utility and Use
Enable to the Evolving  of Information
Overarching Alignment  Limit the Burden  Threat and Developed
Option or Between THIRA Associated with Hazard Through THIRA Make Outcomes
Suboption and HIRA THIRA and HIRA  Environment and HIRA More Equitable

Achieve the
Documented
Intent of Each

Process

Provide additional tools and guidance to help SLTTs address emerging risk.

Provide SLTTs a X X
unified toolkit of
risk assessment
approaches
that collectively
provide
methodologies
that are best
suited for the
variety of needs
that SLTTs have:
e |ower-burden
assessments
for
jurisdictions
with less
capacity
e methods
that can
incorporate
sophisticated
mapping and
modeling for
jurisdictions
with more
capacity
e methods
well suited
for events
that can be
predicted
based on
the historical
record
e methods
well suited
for novel and
unpredictable
events.b: G )1

Provide tailored X X
guidance for
emergency
managers on
which risk
assessment
methods are best
suited for different
types of risk,
recommended
use cases and
applications,

and training in
these tools and
methods.® &
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Table 9.1—Continued

Management Objective Addressed

Ensure That
THIRA and HIRA Maximize the
Are Responsive Utility and Use
Enable to the Evolving  of Information
Overarching Alignment  Limit the Burden  Threat and Developed
Option or Between THIRA Associated with Hazard Through THIRA Make Outcomes
Suboption and HIRA THIRA and HIRA  Environment and HIRA More Equitable

Achieve the
Documented
Intent of Each

Process

Use risk matrices to help SLTTs prioritize among diverse threats and hazards.

Encourage X X
the use of risk

matrices as a

tool to support

prioritization

across types

of threats and

hazards.? ¢}

Improve measurement of burden.

Collect burden X X
data for THIRA

and HIRA

using the same

methods for

both.2 ¢ k|

Improve burden X X
metrics to use

self-reported data

for both THIRA

and HIRA.® ¢ k|

Revise the X X
instructions for

reporting burden

to reduce error in

these metrics.®
ekl

Collect burden X X
data related

to parts of the

processes that

stakeholders wish

to assess and

manage.? & K|

Collect other X X
burden measures

in addition to

hours.2 ¢ k!

Provide X X
suggested times
for elements of

each process.®
el

Use burden data X X
to actively monitor

the burden on

tribes and smaller

jurisdictions.?: ¢!
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Table 9.1—Continued

Management Objective Addressed

Ensure That
THIRA and HIRA Maximize the
Are Responsive Utility and Use

Enable to the Evolving  of Information Achieve the
Overarching Alignment  Limit the Burden  Threat and Developed Documented
Option or Between THIRA Associated with Hazard Through THIRA Make Outcomes Intent of Each
Suboption and HIRA THIRA and HIRA  Environment and HIRA More Equitable Process

NOTE: ClimRR = Climate Risk and Resilience Portal. None of our suboptions would be a major transformation (e.g., major change or paradigm
shift in an institution, law, financing, or practice).

@ This suboption would be a minor transformation (e.g., change within an institution, policy, financing, or practice).
b This suboption would be a moderate transformation (e.g., moderate change in an institution, policy, financing, or practice).

€ This suboption would be moderately easy to adopt (e.g., requires a FEMA policy change with SLTT coordination, FEMA policy change with
interagency coordination, or DHS or another federal agency’s policy change).

9 This suboption would be harder to adopt (e.g., requires a change to law, regulation, or White House directive or order or some combination of
these).

€ This suboption would be easier to adopt (e.g., requires a FEMA policy change with implications within FEMA).

fThis suboption would require changing CPG 201.

9 This suboption would require changing FEMA, State Mitigation Planning Policy Guide.

P This suboption would require changing FEMA, Local Mitigation Planning Policy Guide.

I This suboption would require changing FEMA, Tribal Mitigation Plan Review Guide.

I This suboption would not require changing any internal FEMA or DHS policy.

K This suboption would require changing internal guidance on Paperwork Reduction Act of 1980 (Public Law 96-511) submissions.
I This suboption would not require changing any laws or regulations.

M This suboption might require regulation change.

Align Timelines for the Assessments

Summary

In our analysis of the overlap attribute, we examined the timelines and submission dates associated with the
THIRA/SPR and HMPs (of which HIRA is a component). We found that jurisdictions often cannot conduct
their THIRAs and HIRAs concurrently, and stakeholders frequently noted that having different timelines
were burdensome and encouraged their alignment. We suggest that FEMA consider resetting and aligning
the timelines to streamline the processes and reduce burden (Table 9.2).

Discussion

At the time of this writing in late 2023, THIRA/SPR and HMPs had different submission requirements, as set
out in law, regulations, and policy. Generally—per FEMA policy—jurisdictions review and update their miti-
gation targets for the THIRA every six years and the targets for the other mission areas every three years. As
set out in regulations, jurisdictions review and update their HMPs—including the HIRA component—every

TABLE 9.2
Aligning Timelines for the Assessments: Management Objectives Affected

Objective Affected
Enable alignment between THIRA and HIRA. X
Limit the burden associated with THIRA and HIRA. X

Ensure that THIRA and HIRA are responsive to the evolving threat and hazard environment.
Maximize the utility and use of information developed through THIRA and HIRA. X
Make outcomes more equitable.

Achieve the documented intent of each process.
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five years, although the due dates for specific jurisdictions are staggered, and they are not all submitted in the
same years. Although FEMA has taken steps to reduce this burden—for example, the six-year due date for the
THIRA mitigation targets is intended to facilitate some degree of alignment—in practice, a jurisdiction does
not frequently have the opportunity to submit its THIRA and HMP concurrently.

One of the most-significant challenges to aligning the timelines of the two processes is the staggered
nature of HMP submissions. HMPs are due on a five-year cycle, but this cycle starts in different years for
different jurisdictions. This results in different due dates for HMP reviews and updates depending on when
a jurisdiction submitted its first HMP. Finding an approach to aligning THIRA submission due dates with
this structure is very difficult. The existing THIRA submission schedule of six years for mitigation targets
and three for the other mission areas results in minimal alignment with existing HMP submission dates (see
Table 3.12 in Chapter 3). Other options for changing THIRA submission dates—such as two-, four-, or six-
year schedules for all mission-area targets—do not offer much improvement (see Table 9.3).

We propose that FEMA consider changes to the timelines of these processes to align their submission
dates (see Table 9.4). We suggest two alternative paths for accomplishing this. First, FEMA could keep the
staggered timelines associated with hazard mitigation planning and align THIRA submission dates to the
five-year HMP cycle—allowing states to submit their THIRAs and HMPs at the same time. Alternatively,
FEMA could consider keeping the five-year cycle associated with hazard mitigation planning but resetting
it such that all jurisdictions would submit their HMPs on the same schedule. FEMA could then align the
THIRA submission process for all mission-area targets to this schedule. After a transition period, jurisdic-
tions would be submitting their HIRAs and HMPs at the same pace as they do currently. Under both options,
THIRA mitigation targets would be submitted slightly more frequently—every five years instead of six—and
other mission-area targets less frequently. Furthermore, this would simplify the schedules for the two pro-
cesses and align them.

An aligned schedule would facilitate the alignment of other aspects of the process. Stakeholder engage-
ment and community participation for THIRA and HIRA could be held on similar schedules, for example,
which would enable jurisdictions to use the same information more easily and efficiently for both as well.
As FEMA has explained, “Coordinating stakeholder engagement and information collection across both
processes can improve data quality and increase efficiency, combining efforts and reducing the amount of
time necessary to complete the mitigation plan and THIRA/SPR.”> As we discuss in Chapter 3, most states
are pursuing integration of their THIRA/SPR and hazard mitigation planning to some extent, suggesting a
strong interest in alignment. Concurrent timelines would work in concert with these efforts while facilitating
practices that can improve risk assessment.

Implementation Considerations

Although aligning submission deadlines for the THIRA and HIRA would likely reduce burden and promote
better risk assessment, implementing such changes presents several challenges. First, although timelines for
THIRA (not SPR) are set in policy and therefore subject to change by FEMA, HMP timeline requirements
are established in regulation and might require engagement with the rulemaking process to alter—which can
be time- and resource-intensive. Furthermore, if FEMA were to eliminate the staggered timelines for HMPs
and place them on a common submission and review cycle, SLTT jurisdictions would have to change their
processes, and the initial period in which timelines are reset and aligned could be challenging for some. For
example, timeline alignment could result in some jurisdictions providing HIRA and HMP updates sooner
than they would under the current structure, which could disrupt their existing planning processes. How-
ever, aligning THIRA submissions to the existing, staggered HMP deadlines would eliminate this challenge.

2 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”
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TABLE 9.3

Alternative THIRA and Stakeholder Preparedness Review Submission Timelines with Existing Hazard Mitigation Plan Submission

Timelines
Possible
Submission Schedule 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034 2035 2036 2037 2038
THIRA Two-year X X X X X X X
cycle
Four-year X X X X
cycle
Six-year X X X
cycle
SPR Annual X X X X X X X X X X X X X X
review
HMP 2025 X X X
start
2026 X X X
start
2027 X X X
start
2028 X X X
start
TABLE 9.4
Possible THIRA/SPR and Hazard Mitigation Plan Submission Timelines for a Single State Using Aligned Timelines
Possible
Submission Timeline 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034 2035 2036 2037 2038
THIRA All targets X X X
SPR Annual X X X X X X X X X X X X X X
review
HMP Submission X X X

or update
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It would also offer the benefit of enabling FEMA to see potential emerging threats through the regular sub-
mission of THIRA and HIRAs/HMPs. Finally, eliminating the staggered deadlines and creating fully aligned
cycles would likely result in an increased workload for FEMA in reporting years—with a much larger volume
of HMPs provided to the agency for review at a single time. This would also increase the volume of techni-
cal assistance that FEM A would need to provide in reporting years. However, aligning the submission to the
staggered HMP schedule would reduce this challenge and allow FEMA to concentrate resources on review-
ing only the subset of THIRA and HIRA/HMPs that are due in a given year.

Align Data Collection Processes for the Assessments to Reduce State, Local,
Tribal, and Territorial Burden

Summary

We found that many SLTTs had already begun to integrate their THIRA and HIRA processes, and there
was already substantial overlap in the threats and hazards that SLTTs report in the two assessments. Col-
lecting and reporting similar data multiple times in different formats add burden and complexity that might
be unnecessary. Creating a process by which SLTTs could both gather and report on common informa-
tion required in THIRA and HIRA once—or even have some data prepopulated by FEMA—would reduce
burden while encouraging other key objectives, such as breaking down silos to facilitate information-sharing

among different entities within a given jurisdiction or making information more fungible and accessible (see
Table 9.5).

Discussion

FEMA could also develop a data collection and reporting tool that contains data elements applicable to
both THIRA and HIRA. This would allow jurisdictions to access a core set of information that is relevant
to THIRA and HIRA only once, regardless of whether the assessments are aligned or integrated. Another
dimension of this option is the ability to generate reports tailored for use in both processes. For example,
an output from this tool could be a summary of all the hazards and threats analyzed, providing a single
reference source for the threats and hazards of concern, including their likelihood, vulnerability, and conse-
quence to the jurisdiction.

We found that there was already significant overlap in the threats and hazards that SLTTs reported in
THIRA and HIRA, even though the two had different purposes and guidelines and collected information in
different ways. Jurisdictions were then driven toward gathering threat, hazard, and vulnerability informa-
tion twice to meet these requirements. Additionally, by definition, THIRA includes a broader set of threats
and hazards and uses the URT, which ingests and reports the majority of the data in a standardized manner.

TABLE 9.5
Aligning Data Collection Processes for the Assessments to Reduce State, Local, Tribal, and
Territorial Burden: Management Objectives Affected

Objective Affected
Enable alignment between THIRA and HIRA. X
Limit the burden associated with THIRA and HIRA. X

Ensure that THIRA and HIRA are responsive to the evolving threat and hazard environment.
Maximize the utility and use of information developed through THIRA and HIRA. X
Make outcomes more equitable.

Achieve the documented intent of each process.
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In contrast, the only hazards HIRA requires are natural hazards, and HIRA gives SLTTs a great deal of flex-
ibility in how they report information.

Under this option, FEMA could develop a data tool for consistent data collection on all hazards to accom-
modate the needs of both processes. FEM A might also consider prepopulating information from federal sys-
tems, which could be especially useful to smaller SLTTs that might have less capacity or available expertise.
The tool would also allow SLTTs to enter their own, locally collected data if desired. The data in the tool could
be stored so that SLTTs could readily access previously gathered data for subsequent assessments. In addition
to all hazards, the data elements could include those specifically related to vulnerable populations to reflect
overall risk more accurately and to increase equitability of outcomes. Finally, the tool could offer a reporting
feature that would generate the compiled information in formats that could be included in an HMP or feed
directly into the URT.

Essentially, this would be an enhanced version of tools FEMA already maintains. The Resilience Analysis
and Planning Tool (RAPT) and the NRI are designed to support THIRA and HIRA, respectively, by pro-
viding SLTTs access to a variety of relevant federal datasets.? Although useful, these tools do not directly
feed into either THIRA or HIRA and require additional data processing, analysis, and interpretation by
SLTTs. By leveraging these existing data tools, FEMA could provide a more direct link to the inputs that
THIRA and HIRA require to facilitate SLTT data collection and reporting. For example, Climate Risk and
Resilience Portal (ClimRR) climate change data, which are embedded in RAPT, provide estimates of total
precipitation and extreme-heat days for climate projections but stop short of providing explicit guidance or
examples for interpreting these projections into the threat and hazard context used in THIRA and HIRA. To
complete THIRA and HIRA, SLTTs need to know how to translate the climate-informed precipitation esti-
mate to changes in flooding frequency or extent. Additional translation between the data available in RAPT
or NRI and the variables required for THIRA and HIRA would increase the usability of existing data tools
and reduce the burden on SLTTs, potentially allowing them to focus more on interpreting and applying the
information.* As another example, RAPT allows users to load local datasets but not to save their integrated
mapping files.> One option for an integrated data collection tool could be extending RAPT’s functionality to
support its use as a data portal, through which SLTTs would have access to federal and local datasets in one
place and for reference in future THIRAs and HIR As.

When comparing RAPT and NRI, we found similar but not identical datasets, which creates confusion,
increases the data collection workload, and makes sharing data between THIRA and HIRA more difficult.
For example, the HMP guidance recommends use of the SVI to include vulnerable populations into the
HIRA vulnerability assessment. In contrast, RAPT uses the Community Resilience Challenges Index (CRCI),
which includes a subset of SVI indicators plus additional indicators not in the SVI. Should FEMA implement
this option, the tool could provide a definition of social vulnerability and integrate these data sources into a
single tool while explaining the nuances around assessing social vulnerability (for example, the NRI provides
SVI data at the county and census-tract levels but does not provide guidance on how to interpret county or
census-tract data when considering hazards that affect larger areas within a jurisdiction).®

3 FEMA, “Resilience Analysis and Planning Tool (RAPT).”

4 One option for improving the translation of climate projections into future natural hazards would be for FEMA to partner
with NOAA’s CAP (formerly the Regional Integrated Sciences and Assessments program), which works to translate climate
science into actional information for communities.

5 FEMA, Resilience Analysis and Planning Tool, pp. 11-12.

6 Aggregating social vulnerability indices is a known challenge that requires careful interpretation (Fekete, “Spatial Disaster
Vulnerability and Risk Assessments”).
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Regardless of the platform used for data collection, the provided data should be consistent between
THIRA and HIRA. Minimum data elements could include the threats and hazards considered, jurisdiction
data (such as locations of state assets, critical infrastructure, or population), time required to complete each
process, and the participant organizations involved.

This option would improve access to information and reduce SLTT burden for both data collection and,
potentially, reporting by facilitating the use of a single data stream to inform both processes and providing a
template that generates summary information that could be used to report on each process. Furthermore, we
suggest that FEMA provide a primer and best practices on how to apply these indexes, such as how to probe
vulnerability by examining individual indicators within an index that are most relevant to the threat or haz-
ards of concern or how to interpret geospatial data or aggregated indexes of social systems.

Implementation Considerations

FEMA could implement this option on its own. The aligned data collection and reporting tool could be
designed to include required data elements for THIRA/SPR and HIRA/HMPs. Smaller jurisdictions, by defi-
nition, face fewer threats and hazards, and the threats and hazards they face often include what FEMA has
described as conventional natural hazards, such as flooding and wildfire, about which FEMA already has
robust information via the NRI and other federal-level data sources.” Prepopulating some threat and hazard
information for jurisdictions would allow jurisdictions to focus on adding context that is available only at
the local level.

The most difficult elements of implementing this option are likely to be developing a unified data struc-
ture that meets the requirements common to both processes and designing a template for the tool. The
second step would be to determine which of these data elements are provided in either RAPT or the NRL
The third would be to identify sources for missing data, such as the frequency, severity, or extent of climate-
driven hazards. There would be significant costs for developing guidance and training and for SLT Ts to learn
how to use the tool.

On reporting, the obvious initial candidate would be to generate outputs that feed directly into the exist-
ing URT used for the THIRA and build a report that addresses the requirements for the HIRA for optional
use by SLTTs.

FEMA could begin to identify common reporting elements and the information needed immediately and
to identify and prepopulate information from existing federal systems. Transitioning to a new (or expanded)
reporting tool and training SLTTs would take time. An SLTT could be integrated into the new process on a
staggered basis consistent with when its next THIRA or HIRA update is due.

Implementing this option could reduce burden for SLTTs, improve information use, and, by aiding lower-
resourced jurisdictions, increase equity. Allowing jurisdictions to report information only once would reduce
burden. Standardizing data across the two assessments could improve information use at several levels of
government and make it easier for entities at the SLTT level with different roles to share information. Col-
lecting a standardized set of data in the HIRA could improve information-sharing among local jurisdictions
that already share information for THIRA, between local jurisdictions within a region, or between local
jurisdictions and states. Collecting some information once, via a standardized process, does not inherently
have negative impacts on any other attributes. Like with any change, this is dependent on how the option
is implemented. By prepopulating some basic information, FEMA can limit the possibility that collecting
information differently for HIRA would add significant burden for SLTTs. The methods and format for data
collection should also be flexible, from FEMA’s standpoint, in that they could be adapted to SLTT needs and
change over time.

7 FEMA, National Preparedness Report, 2021.
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This option could be implemented on its own and would further FEMA’s goals of reducing burden and
complexity, regardless of whether FEMA pursues further alignment or integration of THIRA and HIRA.
Should FEMA opt to further align or even integrate THIRA and HIRA, this option could serve as a founda-
tional component.

Develop a Consistent Approach for Addressing Climate Change in THIRA and
HIRA

Summary

We found that SLTTs were not incorporating climate change into their risk assessments consistently or as
robustly as FEMA (and many SLTTs) desire and would benefit from additional assistance. FEM A might con-
sider providing SLTTs additional assistance to better incorporate and plan for climate change (see Table 9.6).

Description

Climate change is projected to alter the frequency, severity, and geographic extent of many natural hazards.?
Because many mitigation investment strategies have long-term effects, future conditions should be consid-
ered (and periodically reassessed) to effectively reduce risk.® We found that almost one-third of SLTTs did not
substantively address climate change in the HIRAs we reviewed for this study. Interviews suggested that this
could stem from a variety of causes, such as political tension over the term climate change itself or wanting
to but not being equipped to deal with this evolving hazard. Even for SLTTs that did include climate change
and attempted more-sophisticated analysis, the changing conditions and uncertainty associated with climate
change were problematic.

Climate change does not affect all natural hazards. However, for those natural hazards that are affected,
the processes for understanding climate change are complex and differ substantially from processes that rely
on historical data. Although models are often used to project how climate change will affect natural hazards,

TABLE 9.6
Developing a Consistent Approach for Addressing Climate Change in THIRA and HIRA:
Management Objectives Affected

Objective Affected
Enable alignment between THIRA and HIRA. X
Limit the burden associated with THIRA and HIRA. X
Ensure that THIRA and HIRA are responsive to the evolving threat and hazard environment. X

Maximize the utility and use of information developed through THIRA and HIRA.
Make outcomes more equitable.

Achieve the documented intent of each process.

8 Batibeniz et al., “Doubling of U.S. Population Exposure to Climate Extremes by 2050”; Wuebbles et al., Climate Science Spe-
cial Report. In general, there is uncertainty about these effects at a specific location. Therefore, decisions about investments
should consider the level of uncertainty and the projections should be periodically reassessed (iterative risk management).
For example, some strategies might be beneficial for all potential futures (these are referred to as no-regret strategies), while
others might need to employ flexible or adaptable solutions when future conditions are highly uncertain. Finally, community
developmental patterns, which must also be considered in the HIRA, contribute to natural hazards’ effects on communities.
For more on managing climate risk, see Groves et al., “Robust Decision Making (RDM),” and Lempert et al., “Reducing Risks
Through Adaptation Actions.”

9 Currie, Disaster Resilience Framework; Gomez, Clowers, and Young, “Climate Change.”
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there is also no single, universal model that can provide high-confidence projections for all locations and
circumstances.!® Model simplifications, the use of different assumptions, and data availability all contribute
to inherent uncertainty in projections.!! Collectively, this presents significant challenges even for the largest
and best-resourced jurisdictions.

FEMA could develop other additional forms of guidance for SLTTs on incorporating climate change
in their assessments. In partnership with NOAA, FEMA recently published FEMA Response and Recovery
Climate Change Planning Guidance.'? Designed specifically for FEMA planners, it provides recommenda-
tions on how to integrate climate projections into threat and hazard profiles and deliberate planning activi-
ties. This is an important first step in integrating climate change’s effects on natural hazards into emergency
planning and management. However, similar documents should also be produced specifically for SLTT
emergency managers so they are better equipped to access the best-available information to assess future
risks and know how to apply it to identify appropriate and effective mitigation activities or to understand
how future hazards might stress core capabilities. Furthermore, it is likely that, in the future, there will be
an intersection of multiple types of disasters (natural and human-caused) that could occur more often, con-
currently, or in quick succession, stressing capabilities. There is also a need to understand how to manage
uncertainty associated with projections. Current planning guidance and project prioritization do not con-
sider the potential for rapid or concurrent events or the greater uncertainties about projections. SLTTs need
additional guidance (including examples of best practices) on how to conduct this multilayered analysis to
reduce the potential for ineffective or counterproductive investments.

FEMA could also consider expanding its existing climate projection products, such as ClimRR into
datasets that more directly integrate with the inputs required for the assessments. For example, ClimRR
could be expanded to include well-accepted model projections of all relevant hazards affected by climate
change in a format that could be readily incorporated into the assessments and include the parameters needed
for the assessments. Steering SLTTs to the interpretable climate and hazard projections that are already avail-
able through FEMA and other federal sources—as well as providing training in climate literacy and how
to use the data sources and manage uncertainty—would support SLTT efforts to include forward-leaning
assessments. In addition, unlike historical data, projections include sources of uncertainty, which should be
factored into planning activities.!3 Incorporating projections of climate-affected hazards in THIRA/SPR and
HIRA/HMPs and approaches for managing the uncertainties around them will aid SLTT emergency manag-
ers planning for the intersection of human threats and natural hazards by providing a more complete under-
standing of how that can affect their jurisdictions and helping them avoid potentially spurious assumptions
or information.

Implementation Considerations

FEMA can implement this option without seeking outside authorization. FEMA could benefit from con-
sulting with other federal agencies that are actively involved in assessing the risk to the United States from

10 Collier, “New Federal Partnership Will Advance Predictive Models of Wildfire Behavior”; Cremen, Galasso, and McClo-
skey, “Modelling and Quantifying Tomorrow’s Risks from Natural Hazards”; Zscheischler et al., “Future Climate Risk from
Compound Events.” The Intergovernmental Panel on Climate Change’s latest assessment also provides an overview of the
state of modeling approaches for natural hazards affected by climate change; see Seneviratne et al., Climate Change 2021.

11 An excellent, if slightly dated, discussion of the use of climate data for decisionmaking is Kotamarthi et al., Use of Climate
Information for Decision-Making and Impacts Research.

12 FEMA and NOAA, FEMA Response and Recovery Climate Change Planning Guidance.

13 For example, to manage uncertainty, planners could consider robust strategies, which are those strategies that would be
effective for many projections, or they could consider adaptable strategies when it is unclear from projections how frequent or
severe a hazard might be in the future.
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climate change and are assisting SLTTs in the use and interpretation of climate data to help develop guid-
ance and tools for SLTTs. However, there are always costs in designing and implementing new guidance and
tools. Development of this material will require time and other resources from FEMA, potentially includ-
ing reaching agreement with other federal agencies so that guidance and information provided to SLTTs are
consistent. The topic of climate change—and even the term itself—is politically charged, and FEMA could
confront pushback from different levels of government, including some SLTTs. This risk could be mitigated
by focusing on specific elements that should be included in assessments, such as changes in frequency and
intensity of natural hazards rather than on their origins.

This option can be implemented as soon as resources are available. FEM A might wish to time changes in
guidance to coincide with THIRA and HIRA reporting cycles or with the implementation of other options
contained in this report, particularly those focused on changes to the risk assessment process. Once imple-
mented, it should improve THIRA’s and HIRA’s responsiveness to future threats by facilitating the incor-
poration of climate change into SLTT risk assessments. Furthermore, providing more standardization and
improving how jurisdictions incorporate climate change should enhance the usefulness of information gen-
erated by completed THIRAs and HIRAs.

Providing a common basis and tools for addressing climate change can facilitate the alignment of THIRA
and HIRA, which treat dynamic, future threats, such as climate change, differently. Leading the whole com-
munity in climate resilience is one of FEMA’s three strategic goals, so increasing the inclusion of climate
change in THIRA and HIRA and improving the quality of assessment are consistent with FEMA’s strategic
intent as an agency and with its objectives for the THIRA and HIRA programs.!4

Providing additional guidance on climate change could increase the burden on jurisdictions completing
THIRAs and HIRAs but, if done thoughtfully, is likelier to lessen burden by providing SLTTs with tools and
assistance to address one of the more-complex elements of their risk assessments. Any increase in burden
is likely to be offset by benefits in other attributes, particularly for jurisdictions that have not traditionally
incorporated climate change into their risk assessments. For jurisdictions that have previously included cli-
mate change, providing more-specific guidance and tools should result in reducing their overall burden.

Finally, providing additional guidance and assistance to SLTTs to better account for climate change in
their risk assessments has merit regardless of whether FEMA further aligns THIRA and HIRA. This option
would serve to improve the quality of the risk assessments and the information available to SLTTs and, as
a result, can be considered alongside or in isolation from other options, including integration of the two
assessments.

More Purposely Include Equity in THIRA and HIRA Processes

Summary
In our analysis of the equity attribute, we identified several opportunities to encourage the inclusion of
equity in the THIRA and HIRA processes. Equity has become an explicit priority of FEMA in recent years,
and THIRA/SPR and HIRA/HMPs were created when goals related to equity were generally less of a focus.
We suggest that FEMA consider several options to include equity more deliberately in THIRA and HIRA
(Table 9.7).

Discussion
Our analysis suggested that FEMA has several opportunities to enhance the inclusion of equity in THIRA
and HIRA. Notably, THIRA and HIRA approach equity differently. For HIRA, SLTTs apply diverse

4 FEMA, “2022-2026 FEMA Strategic Plan.”
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TABLE 9.7
More Purposely Including Equity in THIRA and HIRA Processes: Management Objectives
Affected

Objective Affected

Enable alignment between THIRA and HIRA. X
Limit the burden associated with THIRA and HIRA.

Ensure that THIRA and HIRA are responsive to the evolving threat and hazard environment.

Maximize the utility and use of information developed through THIRA and HIRA.

Make outcomes more equitable. X

Achieve the documented intent of each process.

approaches to incorporating social vulnerability in their HMPs. In contrast, THIRA conceptualizes social
vulnerability narrowly and applies a more consistent approach to considering vulnerable populations. It is
also worth noting that key data sources on which jurisdictions can draw for their assessments—CDC’s SVI
and FEMA’s NRI—do not include tribes and territories (except for Puerto Rico), which limits their utility for
some. Although RAPT does provide data on tribal areas, it does not provide an estimate of the SVI for tribes,
reducing usability for a HIRA. Furthermore, we also found that participation in THIRA/SPR and hazard
mitigation planning generally does not reflect broad participation outside of government agencies.

To include equity more deliberately in the THIRA and HIRA processes, we suggest several options. First,
FEMA could consider adopting a common conceptualization of social vulnerability that could inform
both assessments. As we discuss in Chapter 7, a variety of indexes and tools support analysis of social vul-
nerability. Although each has its own challenges and trade-offs, CDC’s SVI offers FEMA an opportunity for
a shared conceptualization of social vulnerability that would also further alignment of THIRA and HIRA.
FEMA guidance encourages states to use the SVI or NRI (which draws on the SVI) as sources for analysis of
social vulnerability in their HMPs. Continuing to encourage its use for states and extending that guidance to
localities would offer continuity with existing practices. For THIRA, FEMA should consider better aligning
its standardized impact categories with SVI categories. As explained in Chapter 7, THIRA demonstrates gaps
in some categories. Using the SVI categories and developing a broader range of standardized impact catego-
ries associated with them would offer a more expansive understanding of social vulnerability. This shared
conceptualization would also enable the two processes to draw on the same data.

Furthermore, given the importance that FEMA places on its NRI and on CDC’s SVI and the encour-
agement the agency gives to SLTTs to use them, we encourage FEMA to work with its interagency part-
ners to expand its inclusion to tribes and all territories. These gaps limit the SVI’s utility for hazard miti-
gation planning for some stakeholders and the understanding of vulnerabilities and risk more generally.
FEMA’s RAPT, which also employs the CRCI, which is similar to but different from the SVI, includes tribes
and could help with this effort. (See the discussion of the “align data collection processes for the assessments
to reduce SLTT burden” option for further information on the relationship between the SVI and the CRCL)

Finally, FEMA could consider providing more guidance on its expectations for participation in these
processes and provide tools to support greater inclusiveness. As FEMA noted in its State Mitigation Plan-
ning Policy Guide, “Inclusive planning processes take time and thoughtful planning to set up so that everyone
has the resources to meaningfully participate, make progress, and benefit from hazard mitigation.”* Provid-
ing more direction and support to SLTTs organizing the stakeholder engagement required for THIRA and

15 FEMA, State Mitigation Planning Policy Guide.
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HIRA will help improve the outcomes of these processes and alleviate some of the burden associated with
organizing them.

Key elements of stakeholder engagement typically include identifying stakeholders, communicating its
purpose and intent, organizing and conducting the engagement, and evaluating the engagement. Federal
agencies and other organizations have developed a variety of tools and guides to support these activities on
which FEMA can draw to develop its own.!® For example, stakeholder engagement is a key element of the
U.S. Department of Energy’s Clean Energy for Low-Income Communities Accelerator program. To support
inclusive identification of stakeholders, the department developed a stakeholder analysis template to help
find and track stakeholders in given categories.!” Similarly, to help organization conduct different types of
engagement and understand the trade-offs associated with them, the U.S. Department of Transportation has
issued Promising Practices for Meaningful Public Involvement in Transportation Decision-Making. The guide
identifies a variety of engagement types—such as small-group discussion, public hearings, and interactive
broadcasts—explaining how they work, when they are appropriate, and key characteristics—such as expense
and time requirements.!8

Implementation Considerations

Adopting a common conceptualization of social vulnerability would support efforts to make outcomes more
equitable and facilitate the alignment of THIRA and HIRA. Implementation of this option would fall largely
on FEMA, which would need to update its guidance for HMPs and THIRA/SPR, including developing addi-
tional standardized impact categories. These updates would represent some change to the programs, and
SLTT participants would need to familiarize themselves with them and potentially conduct more analysis
than they do currently.

Expanding CDC’s SVI to include tribes and all U.S. territories would likely require more effort from
FEMA because it would involve interagency engagement and a sophisticated data collection and analysis
effort. However, FEMA has already started this effort with its expansion of the CRCI to include tribal areas
within RAPT. Ideally, this option would be implemented in advance of efforts to use the SVI for both pro-
cesses so that tribes and territories could benefit from both changes. But given the likely complexity associ-
ated with this change to the SVI, FEMA might wish to align both processes to the SVI first.

Finally, in developing new guidance and tools to support inclusive stakeholder engagement, the imple-
mentation burden will fall largely on FEMA, the agency responsible for developing and issuing them. The
guidance and tools will alleviate burden on SLTTs by providing models and direction for successful and
inclusive engagement. Furthermore, in the long term, better and more-inclusive engagement can lead to
better program outcomes because a wider variety of perspectives would be considered in assessment and
planning. However, the inclusion of a broader variety of participants could create burdens for SLTTs organiz-
ing these engagements.

16 See, for example, Beam et al.,, “Best Practices for Stakeholder Engagement for Government R&D Organizations”; Better
Buildings, “Clean Energy for Low Income Communities”; Koewler et al., Designing Equity-Focused Stakeholder Engagement to
Inform State Energy Office Programs and Policies; and Curti, Andersen, and Wright, A Guidebook on Equitable Clean Energy
Program Design for Local Governments and Partners. The Institute for Local Government has also documented numerous best
practices associated with inclusive public engagement, shared case studies, and developed a framework. See Institute for Local
Government, “TTERS Public Engagement Framework.” See also Boyce, “White House Asks Researchers, Stakeholders to Help
Build Evidence at Federal Agencies.”

17 Better Buildings, “Clean Energy for Low Income Communities.”

18 U.S. Department of Transportation, Promising Practices for Meaningful Public Involvement in Transportation
Decision-Making.
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Provide Additional Tools and Guidance to Help State, Local, Tribal, and
Territorial Entities Address Emerging Risk

Summary

The THIRA and HIRA methodologies offer different strengths for assessing different types of threats and
hazards. However, we found that the different approaches taken by the two processes add complexity and
burden for SLTTs. Unfortunately, there is no single process that is well suited for all types of risk. We suggest
that FEMA consider providing a broader set of tools and guidance for SLTTs to use to assess different types
of risk that SLTTs might face (Table 9.8).

Description

SLTTs face what might be the most dynamic risk environment in history. Emergency managers are increas-
ingly dealing with new missions, including expanded roles in response to COVID-19 or mass migration, and
chronic issues, such as homelessness. Additionally, FEMA has identified several categories of risk, including
emerging risk (which includes novel or unprecedented events) and systemic risk (which includes cascading
risk across complex, interconnected systems).!” In light of this changing threat and hazard environment,
it is essential that THIRA and HIRA be responsive to SLTTs” needs and help them accurately understand
the risks they face now and in the future. THIRA and HIRA essentially employ two philosophies for risk
assessment. Although each has its strengths, the fact that they use different approaches adds complexity and
burden on SLTTs. The existence of two distinct assessment approaches, particularly given that distribution
of information generated in the THIRA process could be restricted for security reasons, might also encour-
age the formation of silos. In addition, neither of the risk assessment processes is ideally suited for all types
of risk.

Unfortunately, there is no single risk assessment approach that is well suited to every form of risk. Rather
than identifying a single risk assessment approach to be employed for both THIRA and HIRA, which would
have the benefit of reducing complexity and burden, we suggest that FEMA consider providing a unified
toolkit of risk assessment approaches to SLTTs that would collectively provide

« methodologies that are best suited for the variety of needs SLTTs have—lower burden assessments
for jurisdictions with less capacity or that face lower risk overall

» methods that can incorporate sophisticated mapping and modeling for jurisdictions with more
capacity and methods well suited for events that can be predicted based on the historical record

« methods well suited for novel and unpredictable events.

We discuss several of these methods and their trade-offs in Chapter 5.

We suggest that, in addition to providing tools to SLTTs, FEMA provide tailored guidance for emer-
gency managers on which risk assessment methods are best suited for different types of risk, recom-
mended use cases and applications, and training on these tools and methods. For example, when consid-
ering flooding risk, extensive historical data and climate projection information exist, and models are well
developed and understood, making quantitative assessment methods a reasonable approach, assuming suffi-
cient SLTT resources. In contrast, for terrorist threats, expert elicitation and scenario planning methods are a
better fit because of the limited number of historical occurrences, and high uncertainty about the likelihood
and characteristics of future events. In Chapter 5, we provide examples of various risk assessment methods
and their trade-offs that could be considered.

19 FEMA, National Preparedness Report, 2021.
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TABLE 9.8
Providing Additional Tools and Guidance to Help State, Local, Tribal, and Territorial Entities
Address Emerging Risk: Management Objectives Affected

Objective Affected

Enable alignment between THIRA and HIRA.

Limit the burden associated with THIRA and HIRA.

Ensure that THIRA and HIRA are responsive to the evolving threat and hazard environment. X
Maximize the utility and use of information developed through THIRA and HIRA. X
Make outcomes more equitable.

Achieve the documented intent of each process. X

FEMA could also reduce complexity and enable alignment of the risk assessment components in THIRA
and HIRA by aligning how it defines and uses key terms related to risk assessment in THIRA and HIRA.
In addition to using terms consistently across the two assessments, FEMA could align terminology with the
DHS-preferred terminology, which would support other ongoing efforts within DHS to use a consistent lexi-
con of terminology across programs and offices.

Implementation Considerations

FEMA must address several requirements that drive the content of THIRA and HIRA. The Post-Katrina
Emergency Management Reform Act requires any state receiving federal preparedness grants to provide an
SPR to FEMA,?0 and the THIRA is a primary input to the SPR. The Stafford Act identifies several require-
ments for HMPs, which include HIRAs,?! and additional requirements are defined in the Code of Federal
Regulations. However, these requirements still leave FEM A with latitude for identifying a set of risk method-
ologies that SLTTs could apply. Partner agencies, such as the National Risk Management Center within CISA,
might be able to provide additional insight and resources to identify viable risk methodologies and training
for SLTTs.

Identifying a set of risk assessment methodologies and developing and disseminating guidance and train-
ing to SLTTs would require significant time and resources. SLTTs might object to learning a new system.
FEMA could mitigate these costs by making the use of new, alternative methodologies optional. Providing
tools that are better suited for addressing different types of risk or that smaller jurisdictions can use with less
burden than using existing methods should ultimately be of net benefit to SLTTs at all levels. Furthermore,
FEMA could introduce a new set of tools incrementally, prioritizing tools that address specific, known gaps
where possible.

Implementing this option would improve THIRA’s and HIRA’s responsiveness and, by providing tools
that are better suited to a broader variety of users and types of risk, improve information use and better
achieve the intent of THIRA and HIRA. Implementing this option could add burden for SLTTs, particularly
in the short term as they learn and adopt new methods. However, in the long term, burden should be reduced
by providing tools and technical support that are better suited for their function. This option supports align-
ment, or integration, of THIRA and HIRA but could also be implemented as a stand-alone change.

20 Public Law 109-295, Department of Homeland Security Appropriations Act, 2007, Title V1.
21 public Law 100-707, Robert T. Stafford Disaster Relief and Emergency Assistance Act.
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Use Risk Matrices to Help State, Local, Tribal, and Territorial Entities Prioritize
Among Diverse Threats and Hazards

Summary

Our analysis of the burden associated with the THIRA and HIRA processes revealed that jurisdictions fre-
quently spend significant time and effort on them. We also found disconnects between the existing HIRA
process and its use to inform selection of mitigation actions. Furthermore, given the diversity of threats and
hazards that SLTTs face and the evolving nature of that threat and hazard environment, THIRA and HIRA
need to be adaptable. To address these challenges, we suggest that FEMA consider introducing a risk matrix
method to aid SLTTs in better comparing their threats and hazards and prioritizing those posing the greatest
risk (see Table 9.9).

Description

Across jurisdictions, resources are limited, and the list of recommended projects intended to increase pre-
paredness and mitigate disasters exceeds the funds available. As a result, prioritization of preparedness activ-
ities and mitigation strategies is critical. In Chapter 8, we described how THIRA and HIRA are situated in the
larger risk governance framework (see Figure 8.1 in that chapter) and how each risk assessment can be used
to inform decisionmaking. THIRA and HIRA have the potential to provide a vehicle to improve comparison
of specific threats and hazards. Using HIRA as an example, although HMP documentation provides details
on the elements necessary for analyzing specific hazards, it does not provide sufficient guidance for SLTTs
to bring a wide variety of disparate threats and hazards that can have varying amounts of available informa-
tion together in a single framework and then to clearly identify the greatest risks and priorities. Despite this,
SLTTs are generating and prioritizing mitigation strategies within constrained budget environments, but the
criteria used are not always clear. Furthermore, our analysis shows that mitigation actions identified were
often not aligned with the threats and hazards evaluated and prioritized in HIRA, suggesting that there was
room to improve the flow of information from the HIRA into the mitigation action-selection process (see
Chapter 6).

The THIRA and HIRA processes are complex, requiring the use of a variety of data sources and analysis
methods while, ideally, involving a broad variety of stakeholders to conduct them. This can create significant
burden for jurisdictions of any size, but particularly for smaller jurisdictions. Given jurisdictional disparities
in capacity—including varying levels of funding, staff, technical skill, and subject knowledge—these burdens
can fall more heavily on some than on others. For example, although larger jurisdictions, such as large states
and UASIs, which combine multiple jurisdictions, might be fairly well resourced or have greater flexibility to
adjust workloads, tribal governments, which might be required to complete both THIRAs/SPRs and HIRAs/

TABLE 9.9
Using Risk Matrices to Help State, Local, Tribal, and Territorial Entities Prioritize Among
Diverse Threats and Hazards: Management Objectives Affected

Objective Affected

Enable alignment between THIRA and HIRA.

Limit the burden associated with THIRA and HIRA.

Ensure that THIRA and HIRA are responsive to the evolving threat and hazard environment. X
Maximize the utility and use of information developed through THIRA and HIRA. X
Make outcomes more equitable.

Achieve the documented intent of each process. X
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HMPs, and smaller local governments, which are required to complete HIRAs and HMPs, are likelier to have
limited staffing and resources. In some cases, we were told that there might only be one person, often with
other duties, working on one or both assessments.

We suggest that FEMA encourage the use of risk matrices as a tool to support prioritization across
different types of threats and hazards. A risk matrix provides a transparent and flexible structure to com-
pare the risks posed by individual threats and hazards.?? An example risk matrix is shown in Figure 9.1. It
illustrates how the method arrays the likelihood (probability) of a threat or hazard against the estimated
consequence, providing consistent and consolidated mapping for the risk from the diversity of sources. Typi-
cally, standard binning is used to translate quantitative likelihood or consequence estimates to a 1-5 scale
that enables the consideration of both quantitatively and qualitatively derived estimates within the same con-
struct.?® Risk is then interpreted based on the intersection. For example, in the figure, a major-consequence
threat or hazard that is very unlikely is considered low risk, and a modest-consequence threat or hazard that
is very likely is considered moderate risk. FEMA should provide guidance on how best to translate common
quantitative likelihood or consequence estimates to these scales. Risk matrices provide a clear visual way to
compare threats and hazards and, when necessary, to integrate qualitative risk assessments with qualitative
assessments.

Our review of HMPs revealed the range of data availability and data quality across common threats
and hazards. Many jurisdictions try to apply data-intensive, quantitative methods of analysis to threats or
hazards for which there are limited or insufficient data (e.g., space weather, terrorism). Use of a risk matrix
approach allows comparison of threats and hazards that rely on expert judgment, as well as those that have

22 A risk matrix is a simple and clear way to present risk. In more-complex risk models, particularly those with many types
of consequences, risk matrices can deemphasize specific consequences through the aggregation process. If clear comparison
across many types of consequences is critical to the risk assessment, other risk prioritization methods are available, such as
risk-ranking methods (Lundberg and Willis, “Assessing Homeland Security Risks”). Here we considered the simplicity and
clarity of the risk matrix method, which is of primary importance to FEMA and SLTTs.

23 For example, Chairman of the Joint Chiefs of the Staff, Joint Risk Analysis Methodology, provides the following binning for
event probabilities:

o very likely (81 to 100 percent)
o likely (51 to 80 percent)

o unlikely (21 to 50 percent)

« very unlikely (0 to 20 percent).

However, other scales could be used. Furthermore, FHA guidance uses the following quantitative to qualitative scale:

o rare: less than 10 percent

« unlikely: 10 to 25 percent

o possible: 25 to 40 percent

o likely: 40 to 60 percent

o very likely: greater than 60 percent (Twaddell, Proctor, and Varma, Roadmap to Risk Management for Transportation
Planning).

The UK uses a risk matrix for its national risk register (see Cabinet Office, “National Risk Register 2023”). Its conversion
scale for probability is

o 1=less than 0.2 percent

e 2=0.2to 1 percent

e 3=1to5percent

e 4=>5to 25 percent

o 5= greater than 25 percent.

Each of these examples uses a different scale demonstrating the flexibility of the risk matrix approach and the necessity of
FEMA selecting and recommending scale for use by SLTTs.
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FIGURE 9.1
An Example Risk Matrix
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SOURCE: Reproduced from Chairman of the Joint Chiefs of the Staff, Joint Risk Analysis Methodology, p. B-6.

historical or modeled data to characterize their jurisdictional risk. For example, some THIRA threat sce-
narios, such as those considering terrorism, include additional context or information derived from SMEs
rather than quantitative models. Use of a risk matrix allows direct incorporation and comparison of THIRA
scenarios in combination with HIRA threats and hazards.

Furthermore, use of a risk matrix in all-hazards HIRA would facilitate integration with THIRA. For
example, such a risk matrix provides an inventory of jurisdictional threats and hazards and their associated
risk levels. THIRA threat and hazard scenarios can be readily derived from this information, which leverages
data collection and analysis and provides greater transparency into the basis for them. When paired with a
standard data collection tool or platform, the data necessary to estimate THIRA standardized impact cat-
egories are already compiled for those threats and hazards, further reducing the combined burden of both
processes.

Implementation Considerations

FEMA could implement this option without outside-agency assistance, minimal change to guidance, and
relatively small amounts of resources. There are minimal barriers to implementing this option because SLTTs
are already using some type of hazard comparison process to prioritize their mitigation strategies, and this
option could increase the consistency, quality, and transparency of the prioritization step. This option would
provide flexibility to incorporate both quantitative and qualitative information in the same assessment. It
would improve information use by providing a more transparent process by which SLTTs can compare their
threats and hazards when identifying mitigation actions. Furthermore, if an all-hazards approach is taken,
this risk matrix approach provides a straightforward way for SLTTs that are required to complete the THIRA
and SPR to select stressor threats and hazards, give them context, and build their scenarios.
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This option requires some time for implementation while FEM A develops example quantitative and qual-
itative likelihood and consequence scales, communicates the change, and trains SLTTs on how to complete
risk matrices. This option would primarily help reduce burden and complexity and increase information
use across SLTT processes and potentially between UASI-local and state levels of government by providing
a cohesive and streamlined method for comparing the risks posed by threats and hazards. To the extent that
SLTTs use different methods for assessing different kinds of risk (such as emerging or systemic risks), this
option could improve responsiveness by giving SLTTs a mechanism for integrating disparate assessments
into a cohesive whole and thereby improving the overall quality of these assessments. We do not anticipate
any negative consequences of implementing this option to the other attributes, such as information use,
intent, overlap, and equity. Furthermore, this option can be accomplished independently of whether THIRA
and HIRA are integrated but would in no way hinder integration.

Improve Measurement of Burden

Summary

We identified several potential limitations with the burden measures used for THIRA and HIRA. Given the
importance FEMA has placed on the objective of reducing burden on SLTTs, we suggest that FEMA develop
more-accurate and -granular measures of burden to improve its ability to accurately understand the true

level of burden and be able to use this information to identify specific opportunities for reducing burden (see
Table 9.10).

Discussion

Our analysis suggests that current measures of burden associated with THIRA and HIRA are unlikely to
provide an accurate measure that FEMA can use to assess and limit or minimize burden. We found potential
methodological issues with measures of burden for both THIRA and HIRA. THIRA relies on self-reported
survey data, which could be inaccurate, and HIRA is derived from HMA grant totals, which are a very indi-
rect measure. Our review of the data on estimated burden derived from these processes suggested that these
concerns were well founded in both datasets. Some reported burden levels in THIRA were so low that they
suggest that jurisdictions either did not report the requested information correctly (which was confirmed
in at least some cases through interviews with those jurisdictions) or that jurisdictions might be conducting
processes so differently from one another that they are unlikely to result in outputs that are even roughly
equivalent. For HIRA, we were unable to identify any planning grants during an eight-year period for some
study jurisdictions, although doubtless these jurisdictions had HIRA-related burden during this period. Spe-
cial attention is likely merited for collecting and monitoring burden data for tribes. According to FEMA’s

TABLE 9.10
Improving Measurement of Burden: Management Objectives Affected

Objective Affected

Enable alignment between THIRA and HIRA.

Limit the burden associated with THIRA and HIRA. X
Ensure that THIRA and HIRA are responsive to the evolving threat and hazard environment.

Maximize the utility and use of information developed through THIRA and HIRA.

Make outcomes more equitable. X

Achieve the documented intent of each process. X
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estimates, the typical tribe would face around 300 hours of burden from each assessment alone, and we found
from our interview subjects that this often fell on one person responsible for both assessments.

FEMA might wish to consider a variety of options for updated burden metrics. First, FEMA could col-
lect burden data for THIRA and HIRA using the same methods. This would enable direct comparisons
between the two assessments, which is a worthy objective for several reasons. Most obviously, it would pro-
vide useful benchmarks of FEMA’s effort to compare THIRA with HIRA, including evaluating whether the
assessments should be merged or integrated. However, there are other advantages. For example, because the
methods used in the two assessments vary, having comparable data would enable FEMA to evaluate how long
different types of data collection, analysis, and reporting require and, based on the output, what the relative
returns on investment are for different approaches.

Improved burden metrics could use self-reported data for both THIRA and HIRA. Neither of the cur-
rent reporting methods is without flaw. However, of the two, self-reporting burden has several advantages.
First, jurisdictions are in the best position to understand their own burden. Self-reported data are also a far
more direct measure of burden than HMA grants are. Although asking jurisdictions to report burden does
add some amount of burden, it is very manageable, and FEMA can take steps to minimize this type of burden
by simplifying the collection process or building collection into other reporting tools, as is currently done
with SPR.

FEMA could also revise the instructions for reporting burden to reduce error on these metrics. We
found what appeared to be reasonably prevalent differences in interpreting the instructions for self-reporting
burden on THIRA. Revising the reporting instructions, in coordination with a campaign indicating the
importance to FEMA of understanding actual burden from THIRA and HIRA and informing SLTTs that
FEMA intends to make changes based on the data, could improve the quality of SLTT-reported data.

FEMA could also collect burden data related to parts of the processes it wishes to assess and manage.
FEMA could collect burden data related to specific parts of the THIRA and HIRA processes that it wishes to
understand better or is evaluating for change. For example, FEMA might ask SLTTs to report the time spent
on activities that are relevant to THIRA only, to HIRA only, and to both THIRA and HIRA. Additional detail
describing the burden of specific components of THIRA and HIRA could also help FEMA understand how
burden changes with integration.

FEMA could also collect other burden measures in addition to hours. FEMA could evaluate other
existing and potential measures of burden beyond hours. For example, we found participation data for both
THIRA and HIRA to have similar issues to hourly data (reporting errors, not comparable across assessments)
that limit their utility to FEMA. OMB has identified different types of administrative burden that might also
suggest other potential indicators for FEM A’s use.?*

FEMA might consider providing suggested times for components of each process. FEMA already
develops and reports burden estimates for OMB. FEMA could use modified versions of these estimates to
suggest how long SLTTs should expect to spend on a given part of each process. These estimates could be
tailored to different types and sizes of jurisdictions, with the intention of providing ceilings to limit burden
for smaller jurisdictions.

Finally, FEMA could use burden data to actively monitor the burden on tribes and smaller jurisdic-
tions. Having more-accurate and -detailed burden data would allow FEM A to monitor the burden on smaller
jurisdictions with less capacity and intervene when burden seems disproportionate. The existing methodol-
ogy for estimating THIRA’s burden on tribes is somewhat coarse and simply divides the estimated burden on

24 Office of Information and Regulatory Affairs, Strategies for Reducing Administration Burden in Public Benefit and Service
Programs.
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states and UASIs by one-third based on how many capabilities tribes must assess. Having more-accurate data
would allow FEMA to test and refine these estimates.

Implementation Considerations

FEMA can develop revised burden metrics on its own. This would entail revising the postparticipation
survey instrument currently used for THIRA and developing a comparable instrument for HIRA. Ideally,
the instruments would collect similar data to allow comparisons across the two processes, which would also
limit development costs. FEMA would also be required to update its Paperwork Reduction Act supporting
statements and obtain OMB approval.?

New measures of burden should not, in and of themselves, create excessive burden. SLTTs are likely to
support additional data collection on burden if doing so is easy, if it uses information that is readily available
to them, if FEMA explains the importance of collecting the information, and if FEMA justifies the new col-
lection by actively using the data for program management and improvement.

Updated burden measures can be developed immediately. FEM A would require OMB approval, and time
would be needed for developing associated collection tools. FEMA can begin messaging the changes to SLTTs
early to socialize the changes and the rationale behind them.

Collecting more-detailed and -accurate burden measures could help FEMA achieve multiple manage-
ment objectives associated with the attributes included in the study. First and foremost, collecting accurate
data is essential for managing burden. Having more-complete and -accurate data should ultimately help
FEMA reduce burden. In addition, changing how FEMA measures burden, especially if the changes are
paired with setting expectations for how much time smaller SLTTs would spend on different parts of each
assessment, could help FEMA make THIRA and HIRA more equitable in the burden they place on smaller
jurisdictions with less capacity. Finally, given FEMA’s explicit interest in reducing burden, we assessed that
this option would also help FEMA achieve its goals for THIRA and HIRA. Collecting improved burden data
is a low-risk change with a high likelihood of success if done well.

Improving the quality of burden data is unlikely to have negative impacts on any other management
objectives. Although reducing burden by collecting less information could have negative effects on infor-
mation use, this is not in any way an inevitable outcome of implementing this option. If FEMA chooses to
implement the option to develop a scalable assessment as discussed in this chapter, burden data could be col-
lected on different modules. More generally, FEMA could leverage more-granular burden data to explore and
evaluate the impact that implementing different changes would have on program requirements.

This option is also of use regardless of whether FEM A ultimately decides to take different alignment mea-
sures or even to integrate THIRA and HIRA. Improved burden data could also be used to assess different
options or to measure impacts on SLTTs during a transition period in which THIRA and HIRA are brought
into better alignment.

An Integrated Risk Assessment

Whether to integrate the THIRA and HIRA processes—alone or as part of a broader reconsideration of the
THIRA/SPR and hazard mitigation planning—has been a longstanding debate in FEMA and the EM field
more generally. Several interviewees with whom we spoke noted an intention to merge the processes when
FEMA first established THIRA/SPR, and FEMA explored integration as recently as 2018. The options for
improvement we presented in this chapter are intended to offer individual steps that FEMA can consider for

25 public Law 96-511, Paperwork Reduction Act of 1980.
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improving the THIRA and HIRA processes and better align them with the agency’s objectives. However,
they can also serve as milestones in the development of a single, integrated risk assessment and, in combi-
nation, offer a vision of such an assessment. In this section, we describe this integrated risk assessment and
discuss the trade-offs associated with it.

Bringing the Options Together

Our assumption was that an integrated risk assessment would need to fit into two existing processes: the
SPR and hazard mitigation planning conducted at SLTT levels. Furthermore, we assumed that FEMA would
not want to expand the pool of SLTTs required to assess threats like THIRA does—meaning that the agency
would want to limit the requirement of a threat assessment to state, territories, UASIs, and tribes eligible for
specific preparedness grant programs. In presenting our option for an integrated assessment, we apply these
assumptions at all steps of the process.

A core element of this integrated assessment is that it would address all hazards and build on the basic
dimensions of risk that DHS has long employed: threat, vulnerability, and consequence. To begin the pro-
cess, jurisdictions would identify their threats and hazards and assess their likelihood. As we describe in
our options, FEMA would provide updated guidance for addressing certain threats and hazards, including a
consistent approach to climate change and a toolkit of methodologies on which SLTTs can draw for assessing
all types of hazards from conventional to emerging and systemic risks, including guidance describing meth-
ods appropriate for low-resourced jurisdictions. This toolkit would include quantitative methods common in
HIRA and qualitative methods generally found used in THIRA, meaning that jurisdictions would still have
the discretion to employ the methods they currently use and might prefer. Jurisdictions would choose the
method most appropriate to the threat and hazard type they are assessing and to their capacity. Jurisdictions
not currently required to conduct a threat assessment would not include it or assess its likelihood. To the
extent that stakeholder engagement is a part of the process, jurisdictions would be expected to draw on best
practices for inclusive participation.

The assessment of vulnerability would allow similar flexibility, and the guidance described would sup-
port jurisdictions in this effort. However, a key distinction from existing practices would be the inclusion of
social vulnerability in this portion of the assessment. As we described in our options, FEMA should encour-
age the use of the SVI for understanding social vulnerability. For example, a low-capacity jurisdiction using a
discussion-based method to assess vulnerability could draw on SVI categories to understand who might face
more exposure in that community and document the communities most affected by the identified threats
and hazards. In contrast, a high-capacity jurisdiction capable of more-sophisticated assessment might use
the SVI to identify and map susceptible communities in that state or locality.

In assessing consequence, jurisdictions would continue to have the flexibility to employ the methods most
appropriate to their risks and capabilities. Jurisdictions would identify types of consequences important to
them, such as loss of life or infrastructure damage. To support this and alleviate burden, FEMA’s method
guidance should identify less complex criteria that low-capacity communities can use for this purpose. For
example, the standardized impact categories associated with the THIRA/SPR could provide a basis for this.

Finally, jurisdictions would employ a risk matrix to plot the likelihood of the threats and hazards they
have identified against their estimated consequences, providing a consistent mapping of risks that jurisdic-
tions can use to prioritize them. As discussed in our risk matrix option, risk matrices are a commonly used
tool that enable jurisdictions to compare threats and hazards identified and analyzed through a variety of
methods—and therefore offer an ideal format for assessing the wide variety of risks SLTTs with different
capacities need to understand in a dynamic and complex threat environment. Furthermore, risk matrices
allow jurisdictions to translate between quantitative and qualitative assessment and can provide the outputs
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needed for SPR and HMPs. Through development and use of the risk matrix, jurisdictions would have a
summary of their threats and hazards, which pairs well with our option for a common data collection tool.

This single assessment would operate under uniform timelines for all jurisdiction types, facilitating the
type of broad, coordinated stakeholder engagement and data collection that improve data quality and reduce
burden. A single process would also support the alignment of terminology and a general reduction in the
complexity that overburdened EM departments frequently face.

Trade-Offs and Considerations

A single, integrated risk assessment offers a variety of benefits. Most fundamentally, combining the processes
could help promote more-comprehensive planning and consideration of risk. As FEMA has explained,

States, territories, and tribes can use their mitigation plan and THIRA/SPR together to take a more holistic
and comprehensive strategic approach to becoming more resilient, prioritizing and carrying out approaches
for both reducing impacts and addressing capability gaps to improve disaster outcomes.?%

As we show in our analysis, participants in the two processes employ a variety of approaches to their assess-
ments of such areas as social vulnerability, climate, and emerging threats and hazards, which can limit
awareness and understanding. A single assessment would help harmonize these practices and empower risk-
informed decisionmaking, one of FEM A’s strategic objectives.?”

Although transitioning to a single risk assessment would undoubtedly create short-term implementation
burdens for SLTT participants and FEMA, the reduced analysis, stakeholder engagement, data entry, and
reporting, among other things, would likely reduce burden and have other benefits in the long run. The state
of Wisconsin, one of the first jurisdictions to pursue integration, offers evidence to this point. In a review
of the state’s effort to combine its THIRA and HMP, representatives from Wisconsin, FEMA region 5, and
FEMA HQ acknowledged that integration was challenging, but they identified several benefits. For example,
they said, integration streamlined the overall process and helped the state establish its most-significant haz-
ards and gaps. It also helped facilitate communication between the state’s mitigation and response teams and
promoted interagency communication more generally—exactly the type of activities FEMA has sought to
encourage in these processes and that can improve data collection and quality while reducing effort.?8

Furthermore, as we show in our analysis, approximately 75 percent of states have pursued integration to
some extent in their THIRA/SPR and HMPs, suggesting that they see benefits as well. That said, it is impor-
tant to note that the experiences of these states, including Wisconsin, have occurred within the context of
regulatory and policy requirements for two processes. They have not had experience with the type of integra-
tion we discuss here, in which FEMA would pursue regulatory and policy changes to create a single assess-
ment supporting SPR and HMPs—which would result in aligned timelines, terminology, data collection, and
other changes that would almost certainly further alleviate burden for SLTTs.

Finally, a common observation made during our interviews was that the THIRA and SPR in particular
were undertaken largely for the purpose of securing grant funds. Although our review of other evidence sug-
gested a more complicated story (program participants indicated that THIRA informed planning and exer-
cises, for example), creating a single assessment could alter the specific linkages that THIRA and SPR have
with the preparedness grants and HIRA and HMPs have with mitigation and recovery grants. In turn, this

26 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”
27 FEMA, “2022-2026 FEMA Strategic Plan.”
28 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”
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would reduce incentives that jurisdictions might feel to focus their assessments on procuring funding from
FEMA because a single, integrated assessment would inform a wide variety of grant programs with dramati-
cally different requirements and priorities.

That said, creating a single risk assessment would come with challenges. At the federal level, FEM A would
bear significant implementation costs. Some changes would require engagement with the rulemaking pro-
cess, a slow and labor-intensive effort for FEMA. The agency would also need to update its data collection
systems and develop a variety of new guidance and technical assistance programs, which can be costly and
labor-intensive. Finally, FEMA has faced organizational struggles during previous efforts to integrate these
processes. A new effort to integrate THIRA and HIRA would likely require intensive leadership engagement
to overcome these hurdles.

At the SLTT level, a diverse collection of stakeholders would need to engage in a transition period as
FEMA rolled out the new process. This would require a large pool of SLTT governments to learn how to con-
duct the new assessment and rethink the practices they have employed for THIRA/SPR and HIRA/HMPs.
For example, their stakeholder engagement processes would require updating, they would need to adjust to
new timelines, and they would need to familiarize themselves with new terminology and techniques. All of
this would disrupt their existing planning processes and systems and require significant effort.

The decision whether to adopt an integrated risk assessment is a less a technical question and more one of
priorities. Separately, these assessments have value and utility to their stakeholders. As we have shown in our
analysis, stakeholders at all levels of government use these separate assessments to some extent, and they are
well-established processes familiar to their participants that meet existing legal and regulatory requirements.
But the existence of separate processes also comes with costs. They can create significant burdens for SLTTs,
and their separation can diminish the quality of their risk assessments because stovepipes limit coordinated
stakeholder engagement, information collection, and other activities that improve data quality and contrib-
ute to better assessment.

Applying a Hierarchy of Objectives to THIRA, HIRA, and Other Programs

We employed a hierarchy of objectives to put our findings for the six attributes into a broader context of
FEMA’s national-level strategic objectives and the goals of the THIRA and HIRA programs themselves—and
to help understand potential trade-offs across attributes from implementing changes to THIRA and HIRA.
As discussed in Chapter 1, this approach also provides a transparent and repeatable approach FEMA could
use in the future in other applications. Here, we briefly discuss three specific applications that FEM A might
wish to consider:

o Assess THIRA and HIRA using different attributes or objectives. In coordination with FEMA, we
selected six attributes that, collectively, addressed core aspects of THIRA and HIRA as risk assessment
processes and other characteristics that FEMA had expressed interest in understanding. In turn, we
converted these to management objectives. We also populated the framework with what we understood
to be FEM A’s national-level strategic objective overall, its intermediate agency objectives, and its objec-
tive for the THIRA and HIRA programs. FEMA could choose to select an alternative set of attributes
to those we selected. We drew the three agency-level objectives in our version of the hierarchy of objec-
tives from the FEMA strategic plan in place at the time of the study, but FEM A’s goals could change over
time. The hierarchy of objectives provides a tool by which FEMA, or other researchers, can conduct a
similar assessment of THIRA and HIRA using different parameters from the ones we selected to evalu-
ate other aspects of THIRA and HIRA or to relate the two processes to other goals and objectives.
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» Develop management objectives and indicators for alignment. We converted the six attributes into
management objectives and identified indicators for the purposes of assessing THIRA and HIRA as
they exist at the time of this writing in late 2023. We relied on proxy indicators in many cases because
more-direct indicators were not available, and we used other forms of information, such as stakeholder
interviews, to provide information that would not be available via quantitative indicators. Within the
hierarchy of objectives, we developed indicators for each management objective that can be used for
ongoing program management. FEMA could employ the management objectives for THIRA and HIRA
used in this study—or identify its own—and identify or develop indicators for each. Should FEMA
decide to pursue alignment of THIRA and HIRA, one specific application would be to develop objec-
tives related to alignment and indicators to measure the extent to which alignment has occurred.

o Use a hierarchy of objectives to assess other FEMA programs. FEMA might consider using a hierar-
chy of objectives to evaluate other constructs beyond THIRA and HIRA. In a previous study for FEMA,
“Streamlining Emergency Management,” HSOAC researchers assessed 31 individual EM constructs
developed by FEMA for SLTTs, including THIRA and HIRA.?° The authors found that no formal system
existed to identify and organize the 31 constructs or other constructs that might be relevant. As a result,
there is often overlap between constructs, or constructs might not be related to one another in a con-
sistent manner. For example, the authors found that overlap between FEMA’s various grant programs
created additional burden on SLTTs and that the grant programs themselves, including THIRA/SPR
and hazard mitigation planning, relied on different constructs from one another. FEM A might consider
using a hierarchy of objectives as a means of organizing the various constructs and assess them against
its overall goals and objectives or, like the approach used in this study, to assess two or more constructs
together to assess trade-offs among alternatives for achieving an objective.

Conclusion

FEMA'’s 2020 job aid, “Increasing Resilience Using THIRA/SPR and Mitigation Planning,” discusses how
SLTTs might integrate THIRA/SPR and hazard mitigation planning.’’ It notes, in reference to THIRA and
HMPs, “[I]f these two documents require the same data points, and the timelines align, states, territories,
and tribes could collect that data once and use the same information to complete both assessments.”! This
report is an attempt to address the goals suggested by that statement—that is, to identify how FEMA might
better align THIRA and HIRA so that SLTTs can conduct risk assessments more efficiently and effectively.

To further these objectives, we examined six attributes of THIRA and HIRA and developed associated
management objectives. We found that it is possible to bring the processes into greater alignment not only
along the lines contemplated in the 2020 job aid but also along additional dimensions. We also provided a
hierarchy of objectives, demonstrating how the processes support intermediate objectives that build toward
FEMA’s overall strategic objectives. This structure also offers a method that FEMA can apply to other pro-
grams and objectives.

Any effort to better align or integrate THIRA and HIRA will face a variety of challenges. As FEMA con-
siders its next steps, a critical tool will be data and analysis to help the agency weigh trade-offs and decide the

29 Construct is a working term developed for the project to refer to any of a diverse group of 31 programs, systems, and struc-
tures FEMA identified for inclusion the study.

30 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”
3 FEMA, “Increasing Resilience Using THIRA/SPR and Mitigation Planning.”
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best path forward. The work documented in this report can inform these decisions and help FEMA ensure
that communities have the tools they need to understand the threats and hazards they face.
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APPENDIX

Stakeholder Engagement Interview Protocols

This appendix provides samples of the interview protocols we used for our engagement with different
stakeholders.

Base State, Local, Tribal, and Territorial Participants’ Interview Protocol

Background
1.  Can you provide background on your current position and role?
2. Canyou tell us alittle about your [state/county/tribe]?
3. Tell us about your jurisdiction: What hazards are you most worried about? What keeps you up at
night?
4.  What is your exposure to the THIRA/SPR or HIRA, and at what level?
5. [If THIRA:] How much interaction have you had with HIRA? [If HIRA:] How much interaction do

you have with THIRA?

What Is the Most Useful Part of THIRA/SPR or HIRA/HMPs?

1. How do you use THIRA or HIRA?
2. Would you complete these plans if doing so was not a requirement?
3. Which components of the process are most important for identifying gaps and priorities or action
strategies?
Data Use
1. How are you using the data and inputs from THIRA SPR and HIRA?
2. How do you collect data for these assessments?
3. Which datasets do you rely on to inform the assessments?
4. In what contexts do you refer back to THIRA SPR or HIRA?
5. How do your partners use the data?
6. Can you provide a list of the partner organizations that use each of these documents?
7. Does your organization (or another organization you know of) use THIRA/SPR documents or HMPs

for policy development or investment decisionmaking?

Streamlining, Process, Integration, and Areas of Overlap

1.

2.

In your experience, were there aspects of THIRA that overlapped with or duplicate aspects of HIRA
and vice versa?
Are there benefits to having the two overlap?
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To what extent are there opportunities to integrate these processes?

Are there specific components of each process that you think would benefit from increased integra-
tion?

How do you recruit stakeholders to participate in the process?

What challenges have you faced recruiting a diverse set of stakeholders to contribute?

Are there parts of each process that you think would have benefited from additional stakeholder
involvement?

Has your community attempted to integrate these processes? To what extent has that been successful?

[For localities that have integrated:]

9.

10.
11.
12.
13.

14.
15.
16.
17.

18.
19.
20.
21.

What was the motivation to do this?

How did you integrate?

Did FEMA support this effort? Did it change your relationship with FEMA?

How would you scale this?

Have you found that there are aspects of the assessment that overlap or duplicate other planning
activities?

[Probe based on location.]

What other federal assessments is your office required to complete?

How sensitive are these assessments to current and future threats in your [state/county/tribe]?

What role does climate change play in the future scenarios? Pandemics? Where is there perhaps too
great a focus?

How do you select the disasters in your plans?

[For emergency managers:] Can you describe the process used to develop the THIRA scenarios?
What data sources were most important to your process?

What process was used to prioritize some scenarios over others?

Barriers and Burden

Ll

How much more (e.g., time, staff, or tools) do you need to complete these reports as currently designed?
Do you have sufficient guidance from FEMA to complete each component of these reports?

If not, where would you like to have more guidance?

Are there any other unique challenges that you feel your office faces when completing a THIRA or
HIRA?

What efforts could FEMA undertake to address and reduce these barriers? Please provide specific
examples as necessary.

State-Specific Questions: Framework Analysis Raised

1.

If you were FEMA administrator and could make any change to THIRA or HIRA, what would it be
and why?

Is there anything you would like to share that we didn’t ask about? Is there anyone you recommend
we speak with about this topic?

Do you have any questions for us?
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Climate Resilience Officers

1.

Do you use the outputs from the hazard mitigation process in your work in the resilience office? In
what ways? Building codes? Master plans? Land-use planning?

Are you asked to participate in the THIRA/SPR or HIRA processes?

Beyond FEMA assessments, do you interact with the mitigation planners or preparedness activities
typically conducted by the county emergency management department?

Is your office required to conduct any risk assessment processes to identify hazards or threats to
target in resilience planning?

What parts of your job do you think should intersect or be coordinated with mitigation planning or
preparedness activities but do not currently overlap?

Question Bank, by Framework Attribute

Intent
1.

What are the most-common or -useful data sources you use to identify or evaluate hazards and
threats in your region?

Do you use locally specific climate projections in your assessments? How do you incorporate increas-
ing severity or frequency of natural hazards into your risk assessments?

Are there information gaps that you haven’t been able to address?

What data sources or information would most benefit from if they were provided by FEMA (e.g.,
hazard exposure assessments, climate impacts [where possible])?

Information Use

1.  [For states (HMPs):] When you evaluate local plans to compile the state’s plan, what process do you
use to reconcile differences in priorities between local areas?

2. How do you use the information developed from these processes?

3. Beyond nationally set funding priorities, what process or criteria do you use to identify capability
targets or mitigation strategies for prioritization?

4. In what ways do the current notice-of-funding-opportunity goals influence or change your risk
assessment?

5. Are there other agencies or departments (federal, state, or local) that request or use information from
THIRA or HIRA? What agencies do you think should use your data or assessment outputs?

6.  What component of THIRA or HIRA do you find to be the most useful?

7. Would you complete this process, or a part of it, if it wasn’t required? Part of the process?

Overlap

1. Does the HIRA hazard identification process provide sufficient information to develop the THIRA
threat scenarios (summary information will indicate if the HIRA includes human-caused hazards or
threats)? What additional information is required?

2. Does the HIRA process provide sufficient information and flexibility to complete a THIRA?

3. DPlease describe the mental model you use to think through results of your assessments when identi-
tying target or priority capability gaps or mitigation strategies. Are there similar steps in each? What
are they?

Responsiveness
1.  What hazards or threats are you most concerned about?
2. Have the threat and hazard of concern changed since the previous assessment?
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3. What are you doing about them?

4.  For THIRA, how are scenarios developed and or prioritized?

5.  What are the primary incentives for you to complete a risk assessment?

6. [For both processes:] Please describe the process you use to translate hazard or threat frequency and
vulnerability into overall risk and then priority in your mitigation strategies or capability targets?

7. What is one thing that you do differently now because of these processes?

8. How do the THIRA and HIRA processes inform your own [state’s/city’s] planning and budgeting
processes?

Burden

1. Which aspects or steps of the THIRA or HIRA are the most burdensome to perform? Are there
personnel or contractor costs that are not reflected in your responses to the SPR or HMP (reported
burden estimate [SPRs] or are outside of the funding you may apply for under HMA grants [HMPs])?

2. Please describe how you identify the stakeholder groups that should be part of your planning pro-
cess and how you recruit or incentive them to participate. How does participating help stakeholders?
What do they gain from participating?

3. How do you ensure that participants represent the community’s diversity? Diverse interests?

Equity

1.  When priorities differ across groups, how do you select overall jurisdiction priorities and the associ-
ated budget allocations? What are the most-common differences in priorities among groups?

2. Ideally, what would equity in mitigation planning and preparedness look like in your jurisdiction?

3. From your experience, how different are the vulnerabilities and needs of specific communities in

your jurisdiction, and are they hard to balance? For example, does everyone need flood protection
and the decision is about where to build it first? Or do some communities need flood protection while
others need extreme-heat protection or something else?

Base Federal Emergency Management Agency Staff Interview Protocol

Background
1. Can you provide background on your position and role in [office name]?
2. What has your exposure to THIRA or HIRA been, and at what level?
3. What is your familiarity with or knowledge of THIRA or HIRA?
4. How does your role interact with the THIRA or HIRA process?
5.  How long have you been in this role?

Are the THIRA and HIRA Processes Meeting Their Intent?

1.

2.

In your own words, what do you see as the purpose of the THIRA and HIRA?

Can you tell us about the origins of the THIRA and HIRA? [Probe: Did you have role in developing
the THIRA or HIRA?]

[If the respondent played a role in developing a THIRA or HIRA:] What other stakeholders (federal,
SLTT, associations, etc.) do you work with when creating the THIRA or HIRA?

[If they did not play a role but joined later:] What role did you play in the changes to the THIRA or
HIRA?
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How Is the Information Used by Relevant Stakeholders?

1.

In your current position, do you use information from the THIRA or HIRA processes? If so, which
information and how?

Could you share how FEMA uses information provided in the THIRA and HIRA? Are there other
sources you use to supplement these data?

Other than their stated purpose, do you see any other purposes for the data collected for the THIRA
and HIRA?

If so, what are they? [Probe for examples, at both the federal and SLTT levels, such as grants, land-use
policies, and planning.]

What suggestions would you make to increase relevance to stakeholders?

Streamlining, Process, Integration, and Areas of Overlap

1.

10.

11.

12.

In your experience, are there aspects of THIRA that overlap with or duplicate aspects of HIRA and
vice versa? Which components of the THIRA and HIRA processes have the potential to overlap?

If so, was that considered when the THIRA was being developed?

Are there benefits to having the two overlap?

In your experience, does THIRA or HIRA have unique aspects or data that are not captured in the
other process?

[If so:] Please describe and provide examples.

[If THIRA and HIRA were combined into one process:] What unique aspect or data would you be
concerned about losing in the merger?

Are you aware of previous efforts to integrate THIRA and HIRA at the federal or SLTT level?

[If so:] What were they, and were they successful?

[If they were unsuccessful:] Why not?

What are your recommendations to streamline or reduce overlap and duplication between THIRA
and HIRA?

If your recommendations were followed, how would that impact your work (both positively and nega-
tively)? How would it impact other stakeholders within and outside of FEMA?

Other than integration, what other changes would you recommend to THIRA and HIRA?

Responsiveness to Current and Future Threats

1.

What suggestions would you make to make THIRA and HIRA more responsive to current and future
threats?

Equity and Burden

1.  We know that equity is a priority of the administrator; how do you define equity? When you think
about equity in FEMA programs, what are the most-important aspects? Where do these assessments
excel, and where do they fall short?

2. What suggestions would you make to make the THIRA and HIRA processes more equitable?

Conclusion
1. If you were FEMA administrator and could make any change to THIRA or HIRA, what would it be

and why?
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2. Is there anything you would like to share that we didn’t ask about? Is there anyone you recommend
we speak with about this topic?
3. Do you have any questions for us?
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Abbreviations

BRIC
CAP
CDC
CISA
ClimRR
COVID-19
CPG
CRCI
DHS
EAL
EM
EMO
EMPG
FEMA
FMA
FY
HIRA
HMA
HMGP
HMP
HQ
HSOAC
IRGC
NA
NCR
NEMA
NOAA
NPR
NRI
OMB
PDM
RAPT
SLTT
SME
SPR
SVI
THIRA
THSGP

Building Resilient Infrastructure and Communities
Climate Adaptation Partnerships

Centers for Disease Control and Prevention
Cybersecurity and Infrastructure Security Agency
Climate Risk and Resilience Portal

coronavirus disease 2019

comprehensive preparedness guide

Community Resilience Challenges Index

U.S. Department of Homeland Security

expected annual loss

emergency management

emergency management organization

Emergency Management Performance Grant
Federal Emergency Management Agency

Flood Mitigation Assistance (program)

fiscal year

hazard identification and risk assessment

hazard mitigation assistance

Hazard Mitigation Grant Program

hazard mitigation plan

headquarters

Homeland Security Operational Analysis Center
International Risk Governance Council

not applicable

National Capital Region

National Emergency Management Association
National Oceanic and Atmospheric Administration
National Preparedness Report

National Risk Index

Office of Management and Budget

Pre-Disaster Mitigation (program)

Resilience Analysis and Planning Tool

state, local, tribal, and territorial

subject-matter expert

stakeholder preparedness review

Social Vulnerability Index

threat and hazard identification and risk assessment

Tribal Homeland Security Grant Program
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UASI Urban Area Security Initiative
URT unified reporting tool
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ommunities face increasingly frequent and intense storms, year-

round wildfire seasons, simultaneous disasters, and human-caused

threats, including cyberattacks, terrorism, and infrastructure failures.

Existing approaches to documenting threats and hazards and

assessing risk might not work as well as they once did. Moreover, the
increased magnitude of weather disasters and unexpected threats, such as coronavirus
disease 2019 (COVID-19), have strained many communities’ capacities and resources.
Communities therefore require tools to assess and prepare for the threats and hazards
they might face.

The Federal Emergency Management Agency (FEMA) requires two assessments for
communities participating in certain grant programs: a threat and hazard identification
and risk assessment (THIRA) and a hazard identification and risk assessment (HIRA).

A THIRA identifies likely hazards and threats that stress core capabilities, while a HIRA
targets hazards and threats that could damage jurisdictional assets, infrastructure,

and lifelines. FEMA asked the Homeland Security Operational Analysis Center to
comprehensively review THIRA and HIRA processes and offer options for improvement,
including reducing burden on communities. Researchers also investigated whether
THIRAs and HIRAs could be better aligned with one another or integrated into a

single assessment. They evaluated overlap between THIRAs and HIRAs, burden on

communities, responsiveness to threats and hazards, how THIRA and HIRA information

is used, equity in assessments, and whether they achieve their intended purposes. In this

report, they provide their findings and a series of options for FEMA’s consideration for

addressing them.
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