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About This Report 

This report covers an analysis conducted in 2023 concerning supply chain vulnerability across a 
number of sectors. The research is intended to capture broad themes in supply chain vulnerability 
and interdependence, particularly in areas for which there might not be a natural sponsor or specific 
stakeholder. It is intended for public and private sector researchers and decisionmakers in the areas of 
supply chain security and risk management, with the hope of furthering inquiry in areas where the 
work identifies gaps. 

I examined four fundamental areas of supply chain vulnerability: the disparity between individual 
and collective good, the challenges of surge response, the problem of transparency, and the problem of 
coordination within an extremely complex system. Although, in this report, I do not offer definitive 
solutions to the challenges raised in each of these areas, I offer possible avenues to better understand 
and mitigate these causes and suggest paths for additional research. 

This report is the result of broad research and discussion, and its primary purpose is to point 
toward the future. There is broad interest in securing supply chains in the face of economic 
interdependence. This is a new world, and the nation collectively and organizations individually are 
still sorting through implications. However, complex interdependence appears to be a long-term 
trend. Clear and focused research to better understand these interdependencies is essential. 

The research reported here was completed in January 2024 and underwent security review with 
the sponsor and the Defense Office of Prepublication and Security Review before public release. 

RAND National Security Research Division 
This research was conducted within the Navy and Marine Forces Program of the RAND National 

Security Research Division (NSRD), which operates the RAND National Defense Research Institute 
(NDRI), a federally funded research and development center (FFRDC) sponsored by the Office of 
the Secretary of Defense, the Joint Staff, the Unified Combatant Commands, the Navy, the Marine 
Corps, the defense agencies, and the defense intelligence enterprise. This research was made possible 
by NDRI exploratory research funding that was provided through the FFRDC contract and approved 
by NDRI’s primary sponsor. 

For more information on the RAND Navy and Marine Forces Program, 
see www.rand/org/nsrd/nmf or contact the director (contact information is provided on the 
webpage). 
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Summary 

This report covers an analysis conducted in 2023 concerning supply chain vulnerability across a 
number of sectors. The research is intended to capture broad themes in supply chain vulnerability and 
interdependence, particularly in areas for which there might not be a natural sponsor or specific 
stakeholder. This report is intended for public- and private-sector researchers and decisionmakers in 
the areas of supply chain security and risk management, with the hope of furthering inquiry in areas in 
which the work identifies gaps.  

I examined four fundamental areas of supply chain vulnerability: the disparity between individual 
and collective good, the challenges of surge response, the problem of transparency, and the problem of 
coordination within an extremely complex system. Although this report does not offer definitive 
solutions to the challenges raised in each of these areas, I offer possible avenues to better understand 
and mitigate these causes and suggest paths for additional research. 

Key findings are as follows:  

• The dispersion of supply chains across borders and into different regions is a natural 
consequence of rational economic decisionmaking by private actors. However, that 
decisionmaking does not necessarily aggregate to the collective level. The result is a near-
constant tension between the priorities of companies and the broader priorities of the nations 
where the companies are located. This probably cannot be solved simply by mandate but 
instead by an ordering of incentives. 

• Supply chains are oriented toward efficiently filling demand in the near term. Long-term 
consequences of disruption do not generally receive attention from organizations whose 
immediate interest is filling an immediate need. A particular problem is the inability to 
rapidly fill increases in demand because of emergency conditions. This problem applies in 
commodities from personal protective equipment to military ordnance. 

• Supply chains are extremely complex, to the point that almost no business or organization is 
likely to know the details of its supply chain below the immediate level. This opacity can 
result in vulnerabilities developing without the affected parties even being aware of the 
possibility.  

• Coordination of supply chain management is particularly challenging. In supply chains, the 
primary actors are in the private sector and react to the specific needs of their companies. Even 
where incentives might exist for collaboration, the sheer complexity of the supply chains 
makes that difficult. Government agencies might have more of a collective focus but lack 
expertise and operate in the face of a multitude of different organizations and jurisdictions 
across and within branches of government. 
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• The systemic goal of increased supply chain resilience probably cannot be met if it is to be 
achieved by trying to impose significant cost and burden on the private sector. Resilience can 
be neither regulated nor forced. Mechanisms that allow for a diffusion of risk are essential, but 
these solutions have to be imposed in a way that does not assume unrealistic behavior by the 
private sector.   
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Supply Chain Uncertainty: Building 
Resilience in the Face of Impending 
Threats 

“National security” broadly describes what a nation does to protect its essential interests. National 
security is often viewed in solely military terms, but the reality is that many factors besides the military 
balance affect national security. Defining “national security” solely in terms of military power—or even 
political or diplomatic influence—does not reflect the many ways critical national interests may be 
threatened or advanced. Although I do not mean that “national interest” is coextensive with “national 
security,” the challenges for nations today blur military, economic, diplomatic, and political 
considerations. 

Of particular relevance in providing national security is the security of supply chains across the 
economy. Supply chains have become ever more complex, enabled in large part by ever-improving 
communications and data storage and transmission capabilities, transportation networks, and access 
to widely separated labor markets.  

Toward a More Resilient Supply Chain: An Approach and 
Preliminary Observations 

The findings discussed in this report are based on research conducted from October 2022 to 
October 2023. These findings did not arrive as a result of a single overarching research effort but a 
series of discrete but related efforts. The effort was not sponsored—indeed, much of the challenge in 
conducting this research is that there are not always natural sponsors—and the RAND researchers 
who conducted this work did not begin or proceed with an assumption that the questions were even 
correctly identified. This was an inherently exploratory effort. 

I will describe these efforts and attempt to show points of convergence. The overall admittedly 
ambitious objective was to identify the factors that most consistently appear to have an impact on 
supply chain security among supply chains that researchers identified as having particular national 
security significance. Researchers were looking for common themes, which may help in constructing a 
common framework for thinking about supply chain resilience. No one has asked for this research 
effort; I suggest that someone should. The specific industries in which RAND researchers interacted 
with government and industry experts were semiconductors, critical minerals, and pharmaceuticals 
and medical supply. Researchers also looked at the specifics of munitions and combat support 
equipment within the issue of surge capacity. 

These efforts included attendance at a variety of conferences and meetings with stakeholders, 
which researchers supported with some data analysis. These engagements included sessions with the 
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Milken Institute, the National Academy of Sciences, the Council of Supply Chain Management 
Professionals, MxD, the Brookings Institution, the American Medical Association, the Center for 
Maritime Strategy, Exiger, the University of Massachusetts Lowell, and a host of others. As a result of 
these discussions, RAND researchers did in fact find a set of themes. I do not claim these discussions 
as data collection but as heuristics pointing to a body of questions and research. In some cases, 
research already existed. In other cases, my best recommendation is to frame the problem and then 
look more deeply. 

This yearlong effort culminated in a September 12, 2023, webinar that featured participants from 
the private sector and several agencies of government (RAND Corporation, 2023). The panel was 
moderated by Caitlin Lee, director of the Acquisition Technology Policy Program at RAND, and 
consisted of Assistant Secretary of Commerce for Industry and Analysis Grant Harris, Council of 
Supply Chain Management Professionals Chief Executive Officer Mark Baxa, Exiger Vice President 
Bob Kolasky, and U.S. Air Force official Steve Martinez. Attendees represented a wide variety of 
private companies, the executive and legislative branches of the federal government, and state and 
local governmental organizations. The speakers addressed issues of supply chain vulnerability and 
interdependence and the challenges of resolving public and private interests. As with efforts 
throughout the year, the webinar was not intended to project resolution but to focus attention on 
challenges and concerns. 

Four Major Themes 
Not all supply chains are the same, and not all answers to the challenges faced by nations and 

organizations will be common. But several interdependent themes came up repeatedly during many 
engagements that point to the need for more-extensive analysis. The four themes, which I discuss in 
more detail in the remainder of this report, are 

• The challenge of balancing collective good in the face of actors maximizing individual interest. This 
is an issue of incentives. 

• The problem of accounting for, and reacting to, surges in demand, particularly when the surge comes 
from an unexpected, systemic shock. 

• The problem of transparency. Companies have incentives to avoid sharing supply chain 
information with the government—which might impose regulation—and with competitors. 
However, even when there are incentives to share information, supply chains have become so 
complicated and diffused that transparency may be impossible to achieve. 

• The problem of coordination. With so many different actors in so many places and with so many 
different incentives, coordination is a major challenge. Even if incentives could be created to 
cooperate, the issues of complexity, divided jurisdictions, overlapping supply chains, and a 
generally insufficient framework for coordinated action remain.  

Nearly all organizations are, on a conceptual level, interested in more resiliency in supply chains. 
But this aim must be achieved within the constraints of costs that businesses are willing to bear. 
Organizations cope with near-term demand nearly constantly and generally are successful in managing 
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known risk. Most are aware of longer-term and systemic issues, but all are most compelled to deal 
with the immediately occurring situation. 

The requirement and propensity to focus on current cost is not something that can simply be 
mandated away. Regulation that forces a business to operate against what it views as its best interest 
may be among the reasons that businesses routinely move parts of their operations to places where 
regulation is less onerous and costly. 

The challenge ahead is to find an approach to realizing supply chain resilience at the collective 
level that is acceptable to individual actors. Mandated actions that businesses simply cannot accept 
because of the cost or a lack of clear return on investment or incentive are likely to end in failure or in 
simple demands—or likely to result in attempts at evasion. 

The Problem of Collective Versus Individual Good 
Supply chains involve the movement of goods. The vast majority of supply chain activity in the 

United States—indeed in the world, including managed economies, such as the People’s Republic of 
China (PRC)—is conducted by private actors carrying out production and delivery of goods and 
services (Sheffi and Geontzel, undated). These actors are generally acting in the interest of their 
companies. Businesses and business schools have, moreover, been studying supply chains for decades. 
The Massachusetts Institute of Technology, for example, inaugurated its business school program for 
transportation and logistics in 1973 (Ashcroft, 2023). 

However, the relationship with broader collective vulnerability—the consequences for whole 
nations when key parts of supply chains break down—is a relatively new development, occasioned by 
several different factors but perhaps most significantly by the disruptions resulting from the coronavirus 
disease 2019 (COVID-19) pandemic (Harapko, 2023). One company or even one sector understanding 
and securing its supply chain relatively well did not overcome the possibilities of systemic harm.  

Offering a theoretical framework for thinking about public good impacts, the following appears in 
an article for the Council of Supply Management Professionals’ Supply Chain Quarterly:  

Supply chains have become increasingly dispersed, crossing numerous national 
borders. Enabled by improved communication and transportation technology, 
economic actors—predominantly private companies—locate parts of their supply 
chains in places where the materials cost, labor cost and availability, and regulatory 
environments are most favorable. Private interest, in the form of efficient production 
and use of resources, drives creation of dispersed but highly interconnected global 
chains.  

These highly interconnected supply chains are a fact of life, and in many ways 
beneficial. Efficient production leads to company profits, distribution of capital across 
markets, improved productivity, lower prices, wider availability of goods and a host of 
other benefits. 

But, with benefit comes vulnerability. Dispersed supply chains develop because actors 
find it economically advantageous to seek the least expensive and most productive 
sources of supply. While this may be individually beneficial for the actors, actions 
taken by a company or even a government organization to protect its supply chains do 
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not necessarily promote collective protection of national supply chains. A company 
might find that its most efficient supplier resides in a company with serious policy or 
diplomatic disagreements with the United States. (Martin, 2023, p. 2)  

There are several implications arising from the continuing dilemma between public and private 
interest. A fundamental issue is that, although the market will generate individually good solutions for 
actors, it cannot be counted on to generate a collectively good solution. That does not necessarily 
imply that heavy regulation or other government interventions are useful or appropriate. It does mean 
that mechanisms to assure supply chains have to be primarily oriented toward private sector incentives 
and that these incentives may have to be created by some kind of public action, which may be in 
contravention to what the market might produce if left to itself. 

Examples of Private and Public Interest Divergence—Semiconductors 
Discussions with different actors revealed differences in perspective concerning the most correct 

way to deal with the vulnerability that comes from actions that might disrupt critical materials coming 
from either China or Taiwan.  

I base my analysis and discussion on previous work concerning vulnerability. In 2022, for example, 
my colleagues and I focused on issues that might arise from a coercive quarantine of Taiwan by China 
resulting in a disruption of high-end logic chip exports (Martin et al., 2023). To illustrate the issues, 
we conducted a tabletop exercise involving actors from the executive and legislative branches of 
government and a variety of industries, who were given a common scenario and asked to respond with 
a proposed set of impacts and actions. Among the conclusions are the following: 

• Under current conditions, there are only bad options for responding to the PRC attempting to 
coerce Taiwan. These amount to capitulation, acceptance of economic dislocation tantamount 
to a depression, or escalation into higher levels of force (which were excluded in the game 
design). 

• Public sector players were not aware of the significant economic consequences likely to ensue 
from disruption, but private sector players were not aware of the national security implications 
of PRC presence in and/or leverage over critical supply chains. 

• The economic impact of a severe semiconductor supply chain disruption would be sufficient 
enough to create a national security challenge that would quickly and significantly affect 
national well-being. 

• Although both the United States and the PRC would be affected by the supply chain 
disruption, China’s overall manufacturing dominance would probably insulate it from the 
impact to a greater degree compared with the United States (Martin et al., 2023, pp. v–x). 

In subsequent work, I found that these issues are also present in other industries. Indeed, although 
the national attention on semiconductors is understandable because of their pervasive use in society, 
the mismatch between public and private incentives could create significant problems in many other 
areas. Areas in which mismatches occur include critical minerals and pharmaceuticals, which I discuss 
in more detail, and could apply in a variety of other contexts where the disruption of supply could 
cause a problem extending past a particular company. I will discuss issues of visibility and coordination 
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in subsequent sections, but the issues discussed in this particular section would apply even if there 
were perfect visibility and ability to generate coordinated action.  

Critical Minerals 
The U.S. Geological Survey publishes a list of critical minerals, which are used in a variety of 

processes (U.S. Geological Survey, 2022). The list is intended to provide a sense of where broad 
public interest might be affected by a shortage or disruption in mineral availability. According to the 
U.S. Geological Survey: 

The Energy Act of 2020 defines a “critical mineral” as a non-fuel mineral or mineral 
material essential to the economic or national security of the U.S. and which has a 
supply chain vulnerable to disruption. Critical minerals are also characterized as 
serving an essential function in the manufacturing of a product, the absence of 
which would have significant consequences for the economy or national security. 
(U.S. Geological Survey, 2022, p. 1)  

Where critical minerals exist in the world is a matter of geology. In some cases, mineral supplies 
are located in places unfriendly to the United States or in areas of political instability (Nyablage, 2021; 
European Commission, undated). Where minerals are processed, however, is a matter of economics 
and incentives (Duffy, 2022). The large majority of mineral processing occurs in the PRC because of 
the favorable cost and regulatory structure relative to other places where such processing might occur 
(Textor, 2024; Lau, 2022). As long as incentives are oriented toward giving producers and consumers 
reasons to remain in and rely on processors within the PRC, this reliance on China will likely not 
diminish, regardless of whether there are geopolitical, environmental, or other collective reasons to 
seek alternative supplies. 

Pharmaceuticals 
Pharmaceutical supply chains differ in important respects from critical minerals. The raw 

materials for pharmaceuticals are generally available. The processes are not as polluting and do not 
require the same scale as mineral processing. The challenges of opening a pharmaceutical manufacturing 
plant are not as daunting as opening a mine or a processing plant. However, there are similarities in 
the incentive structures, which has led to a similar situation with respect to vulnerability (Edwards, 
2021). To quote Eric Edwards in the Harvard Business Review, “Most finished pharmaceuticals, 
whether made abroad or in U.S. factories, depend almost entirely on the availability of active 
pharmaceutical ingredients (APIs), the primary functional components of the drugs we take” 
(Edwards, 2021, p. 2). 

The vulnerabilities occur because businesses that make medicines using APIs find it advantageous 
to rely on Chinese and Indian sources. This situation did not evolve overnight, and it did not evolve by 
accident. Companies made positive decisions driving them toward reliance on cheap and, for now, 
accessible resources. In congressional testimony in 2019, Dr. Janet Woodcock, Director of the Center 
for Drug Evaluation and Research at the U.S. Food and Drug Administration (FDA) stated, “The 
number of Chinese facilities producing APIs for the U.S. market has increased over the past decade, as 



  6 

part of a massive movement of pharmaceutical production offshore. Absent any intervention, FDA 
believes that this trend is likely to continue” (Woodcock, 2019, p. 2). 

The pharmaceutical industry has become dependent on these sources and has no perception of an 
immediate need to diversify sources (Woodcock, 2019). Changing the dynamic will only occur if 
incentives also change. The situation with pharmaceuticals is almost exactly the same situation as 
applied with other commodities I examined. 

Addressing the Problem of Incentives 
Supply chains are inherently connected to individual organizations and companies acting in their 

individual interest. The collective impact of insecurity is, however, far greater and not capable of being 
addressed solely by market influences. This paradox then raises the question of how incentives might 
be structured. There are several options that came up in the course of discussion over the last year.  

The collective goods problem in the provision of public services is an old one, and the normal 
solution involves some entity—typically a government—having enough of an interest to provide the 
good even if the individual incentives are not sufficient to get individuals to provide the good at the 
required levels (Olson, 1971).  

One answer could simply be to accept whatever solutions the markets generate as sufficient. 
Eventually, every supply chain problem comes to a resolution and ultimately markets do generate 
some kind of equilibrium between supply and demand, even if the equilibrium comes after 
revolutionary change in what might be demanded or in the ability to supply. The challenge, however, 
is that the response may not be on the timeline required for collective health. Moreover, unless the 
systemic risk and cost is priced into the market mechanisms, it will not accurately represent what 
might happen in the event of shock. Companies might survive the shock, but the system may be badly 
damaged and take time to recover. 

Another answer could be to increase government regulation and involvement in market activity. 
There are cases where no combination of market conditions will yield a secure supply chain and the 
government is compelled to directly intervene. This might be in public utilities or in places where 
there is no consumer other than the government, such as in national defense. 

Both these solutions have significant limitations. The best approach might be to preserve market 
incentives but implement ways to price systemic risk into private decisions. Businesses and other 
organizations would be induced to consider supply chain risks beyond their immediate businesses by 
incentives created to cause consideration of broader risk. The following sections will attempt to 
illuminate how some of these incentives might work. 

The Problem of Surge 
Supply chains normally work by providing the needed components in adequate amounts and at an 

adequate time to meet demand. In a normal supply and demand environment, equilibrium will develop 
as changes in demand result in changes in price, which then results in an adjustment to supply. In 
normal conditions, this adjustment happens rapidly and efficiently. “Just in time” supply chains reflect 
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that the components of the supply chain normally react in a timely enough way to ensure that 
commodities are delivered at the time and in the amount needed.  

“Just in time” depends heavily on unimpeded transportation, ready access to storage, and no 
disruptions in supply, and any disruption in these can create problems even during normal periods of 
demand. However, what I have seen repeatedly—and will discuss in more detail—is difficulty in how 
supply chains react to surge (Gopal et al., 2023). Surges occur when some condition arises where a 
commodity experiences demand greatly in excess of normal expectations. Examples include munitions 
in wartime, personal protective equipment (PPE) in large-scale medical emergencies, antibiotics 
during mass casualties, or survival equipment during natural disasters.1  

Failures to address surge could be considered an example of the lack of incentives for collective 
action. Near-term satisfaction of imminent demand overrides longer-term interest. Indeed, the 
problem of surge might be altogether ignored during periods where normal demand meets normal 
supply. The capacity to meet a surge might simply not exist, there having been insufficient incentive to 
develop it.  

A Military Example: Ordnance Production 
Although the military typically does not face hoarding or demand from other consumers, its 

peacetime requirements for supply chain–dependent commodities such as ordnance and spare parts 
may be considerably less than wartime requirements. Deployed units might have a complete weapons 
load, for example, and likely some reserve inventory. However, carrying sufficient inventory to meet a 
surge would require expenditure of resources during periods in which the capability might not be 
needed. Military departments are faced with a dilemma of whether to expend scarce funds for things 
that might never be needed or to assume the risk of not having enough if a surge in requirements 
arises. The problem occurs when this bet turns out to be a bad one (Lariosa, 2023).  

Two recent examples illustrate what can happen in a surge for ordnance. One is the rapid increase 
in requirement for air-delivered munitions that resulted from the U.S. campaign against the Islamic 
State, Operation Inherent Resolve, in 2014. During this campaign, the demand for particular weapons 
rapidly expanded, but the ability of the military services and weapons manufacturers to react to the 
surge was not equivalent to the demand. The second example is the demand for artillery ammunition 
that has resulted from the ongoing war in Ukraine. 

Operation Inherent Resolve 
Operation Inherent Resolve began in 2014 as a mission to counter the Islamic State of Iraq and 

Syria. This mission involved heavy use of air-delivered, precision-guided munitions. As of 2017, the 
U.S. Department of Defense (DoD) reported 13,331 strikes in Iraq and 11,235 in Syria (DoD, 2022). 
The weapons of choice for these attacks were the Joint Direct Attack Munition (JDAM), a bomb 
guided by the global positioning system, and AGM-114 Hellfire, an air-to-ground short-range 

 
1 Surge could be a “commercial surge” in which unexpected demand arises from private demand for a new product. Ultimately, 
we would expect markets to address these shortages and would also expect no significant collective impact. 
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munition used by Army and Marine Corps helicopters. So many of these weapons were being used 
that reports appeared saying that the services were “literally running out” of ordnance (Keller, 2017).  

To meet the demand for JDAM and Hellfire, DoD initially reallocated munitions from other 
theaters, accepting the risk that these theaters would not require them. Using a variety of different 
approaches, U.S. manufacturers increased production while demand subsided as the campaign 
progressed (DoD, 2022). By 2021, supply and demand had reached equilibrium. 

This operation was a limited engagement against an enemy without sophisticated combat systems 
capable of contesting operations. However, even this limited response to a regional threat generated a 
surge in ordnance requirement that required considerable time, effort, and special measures to meet. 
Beginning in the opening weeks and months of conflict, operating forces quickly placed pressure on 
existing stocks of munitions viewed as essential to the conflict. The armed services were accepting risk 
throughout this period.  

The War in Ukraine 
The dangers of accepting risk became very clear as a result of the war in Ukraine beginning in 

2022. The types of weapons being used in the war have been unexpected, with artillery playing an 
outsize role, rapidly depleting first Ukraine’s stocks and then those of every other weapons supplier, to 
include the United States (Britzky and Lieberman, 2023).  

The demands on commodities as simple as artillery ammunition has been large and have put a 
considerable strain on the defense industrial base of the United States and Europe. The U.S. 
Department of the Army decision to triple artillery production is proving to be a major challenge to 
industrial capacity, likely to take many years as the United States expands industrial facilities for 
making ammunition (Schogol, 2023). The industrial base, which in the case of artillery ammunition in 
the United States, is directly under control of the government and was sized to support a steady-state 
peacetime demand, not a major expansion from unexpectedly high demand for a munitions type. 

In some respects, it has been fortunate for the United States that munitions demand in Ukraine 
has largely been for artillery and other land-attack systems, as opposed to air-delivered or standoff 
systems. The operational risk resulting from this kind of ammunition flowing largely to Ukraine has 
so far been minimal. But the major lesson from the episode is that wars may occur unexpectedly and 
may very well result in a significant demand for ordnance whose stocks are currently kept at peacetime 
inventory.2  

When considering what the demand for ordnance might be in a major war with the PRC, the 
demand is largely in high-end weapons that are expensive to produce and in short supply. If munitions 
expenditures resemble what they were in the examples provided here, the available stocks will be very 
rapidly depleted. The difference may be that the potential enemy will in fact be able to counter 
weapons usage, which will likely result in even higher demand: what could possibly be destroyed with 
a single weapon in Operation Inherent Resolve may take several weapons in a war against China.  

But besides demand being large, perhaps larger than ever before encountered, production of these 
high-end weapons takes place in a limited number of facilities and the cost per weapon is very high. 

 
2 We are indeed seeing similarly high levels of demand resulting from the war now occurring between Israel and Hamas, 
unfolding as this report is being written. 
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Attempting to expand in the same manner as is being done for artillery ammunition might be 
unrealistic in terms of expense and timing. Failing to account for surge ahead of time may put the 
nation in a position of simply not having the ordnance (and less dramatically, the spare parts) to 
actually carry out a war. 

A Nonmilitary Example: Surges in Demand for Medical Devices and 
Personal Protective Equipment 

In some respects, the problems experienced during surges in demand for medical equipment can 
resemble those associated with ordnance: difficulty predicting demand, sudden surges, difficulty 
adjusting to changed conditions, and possible mismatch in both delivery timing and amount of 
equipment or material produced. For example, early in the COVID-19 pandemic, the demand for 
ventilators went up by an unprecedented amount—700 percent—as thousands of patients became so 
sick that they needed ventilator support. Supply chain problems immediately arose because the parts 
for ventilators came from all over the world, including from China’s Hunan Province, largely closed 
due to COVID-19 (Ranney, Griffeth, and Jha, 2020).  

The U.S. federal government response was to invoke the Defense Production Act to rapidly 
expand the production capacity for ventilators. Within eight months, firms in the United States were 
producing ventilators with realigned supply chains. However, by the time the ventilators reached the 
market, protocol for treating patients and ultimately vaccines reduced the need for ventilators to the 
point where there were more ventilators than there were people to operate them. There is no doubt 
that lives were saved as a result of the newly plentiful supply of ventilators, but for the most part, the 
supply increased long after the demand subsided (Jacobs, 2020).  

Coping with a surge in demand becomes even more complicated when there are many consumers 
seeking a limited supply, which can cause hoarding, making a difficult situation even more unmanageable. 
In these cases, when a demand surge occurs, individuals and organizations not only take actions to 
meet known demand but may buy in excess of the immediate requirement in anticipation that 
shortages will persist or worsen (Baddeley, 2020). Shortages worsen because individuals perceive there 
to be a likelihood of future shortages and try to minimize the impact on their organizations by buying 
in excess in advance. The mismatch between individual and collective interest therefore takes on a 
particularly difficult cast. 

Throughout the COVID-19 pandemic—even persisting to a degree to the time that this report is 
being written (CDC, 2023)—the mismatch between demand for and supply of PPE has been chronic. 
Early in the pandemic, shortages were acute. Hospital admissions were expanding; the disease was 
highly infectious and thus the need for caregivers to be well protected was particularly grave; the major 
manufacturer of PPE, China, had closed factories and was unable to meet even normal, let alone surge, 
demand (Cohen and van der Meulen Rodgers, 2020).  

Numerous hospitals, public agencies, and states were seeking PPE, and no organization was 
motivated to seek only to meet known demand. When supplies became available, these organizations 
bought as much as they possibly could, which is certainly understandable but meant that other 
organizations with valid needs went without (Bown, 2021). Ultimately, facilities in China reopened, 
and suppliers outside China expanded capacity to meet demand; the shortages eased, but not before 
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they created a serious level of risk among caregivers. For several hospital and public health systems, 
having a sufficient supply of PPE was largely a matter of being fortunate in buying opportunity.  

Addressing the Problem of Surge: The Limitations of Stockpiling 
I have given different examples of difficulty meeting surge demand. The commodities are different, 

but in several respects, they are similar and might be addressed by similar mechanisms. One 
recommendation frequently offered is to stockpile commodities, ranging from critical materials to 
military supplies, to PPE, to pharmaceuticals (Congressional Research Service, 2021). This approach 
may have value in some circumstances, but it also has limitations and risks. 

The initial problem is that figuring out the right thing to stockpile can be a challenge. In the case 
of munitions, the war in Ukraine created a demand for Stinger antiaircraft missiles, which had been 
out of production for a decade, and for artillery ammunition, which had not figured heavily in 
U.S. defense planning. Although DoD has planning scenarios from which it is possible to reach some 
reasonable level of surge demand, these probably would not have led toward stockpiling the munitions 
that turned out to be most needed. Similarly, although under any medical emergency, a demand for 
PPE is a reasonable supposition, the surge in demand for ventilators probably could not have been 
anticipated. Part of the challenge of dealing with surges is that the demand is largely unexpected, thus 
limiting the ability to put the right kinds of things in stockpile at the appropriate level. 

Another issue is that nearly all commodities have a shelf life. For example, ordnance requires 
maintenance and has components that can become unstable if kept for too long. Weapons can also 
become obsolete, such that the stockpiled weapons might not be viable against a set of threats that 
evolved since the stockpile was initiated. Indeed, even outside military applications, obsolescence is a 
potential issue for items such as semiconductors, the most advanced of which are generally designed 
for specific applications. Having a large supply of obsolete semiconductors is not necessarily a useful 
hedge. 

Turning to medical supplies, Eric Edwards writes in the Harvard Business Review that “the federal 
government created a strategic national stockpile of medical supplies—antibiotics, other drugs, and 
medical supplies—several decades ago in order to be able to respond to a short-term disaster or even a 
biological attack. Dispersed in locations around the country, it had been intended to provide an 
immediate stopgap for a sudden incident” (Edwards, 2021, p. 2). This stockpile was not, however, 
designed to address long-term shortages such as those the nation experienced during the pandemic. 
Furthermore, Edwards went on to address the issue of obsolescence explaining that “the stockpile 
holds inventories of finished medicines that have an average shelf life of two years; if these costly items 
are not replaced within the shelf-life cycle, they will be outdated when they are needed” (Edwards, 
2021, p. 2).  

There have been efforts by both the Trump and Biden administrations to address shortfalls in the 
stockpile of medical supplies. In 2020, the Biomedical Advanced Research and Development Authority, 
an agency of the U.S. Department of Health and Human Services (HHS), awarded the Phlow 
Corporation $812 million to, among other things, develop a Strategic Active Pharmaceutical 
Ingredients Reserve (SAPIR). Subsequently, in 2021, the Biden administration carried out a 100-day 
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review of supply chain vulnerability that resulted in legislative proposals to make the SAPIR 
permanent (U.S. House of Representatives, 2021).  

As the Phlow Corporation explained in its news release, the reserve is intended to be “a long-term, 
national stockpile to secure key ingredients used to manufacture the most essential medicines on 
U.S. soil, reducing America’s dependency on foreign nations to support its drug supply chain” (Phlow 
Corporation, 2020). The approach of stockpiling APIs rather than finished medicines has several 
advantages. The first is shelf life. APIs can be stored for much longer periods, possibly as much as five 
years. The second is greater flexibility. Since APIs can be made into a wide range of finished products 
and different doses, the SAPIR stockpile would be more flexible than reliance on finished medicines.  

However, Phlow Corporation has not yet completed its contract, nor has legislation been enacted 
to make SAPIR permanent, so it remains to be seen whether these efforts will be successful in ensuring 
a robust supply of key pharmaceutical ingredients. Moreover, there are some good reasons for 
skepticism. Increasing stockpiles requires near-term expenditures, and this is a challenging proposition 
for the government, let alone for companies constrained to stay profitable. 

Indeed, initial indications are that the efforts to establish a stockpile of medical equipment have 
been largely futile. Greg Burel, who headed the National Strategic Stockpile Program from 2007 to 
2019, noted in 2020 that the stockpile was inadequate for the COVID-19 crisis in part because it had 
not even been replenished following the 2009 H1N1 influenza crisis because of a lack of priority in 
overall government funding (Fitzpatrick, 2020). Three years later, the situation has not improved. To 
quote Burel in reference to the National Strategic Stockpile, “there would never be enough money to 
buy everything needed for a pandemic and just keep it on the shelf ” (Greenfieldboyce, 2023, p. 3).  

In these examples, the U.S. government is attempting to maintain a stockpile using public funding. 
The major impediments to success are difficulty planning for demand and inadequate funding. Efforts 
on the part of individual companies and industry sectors also appear to be inadequate but for a 
different set of reasons that relate directly to the previous discussion of individual versus collective 
good. Holding inventory that might or might not be used is expensive, affecting the organization’s 
cash flow and profits. The organization might potentially benefit from having stock on hand in an 
emergency, but absent an idea of how bad and how likely the emergency might be, there are more 
incentives to accept the risk of a missed opportunity than there are to stockpile items that are possibly 
excessive or possibly insufficient in amount.  

Addressing the Overall Problem: Hedging Collective Risk 
The problem of having insufficient quantity to meet a surge requires an approach that goes beyond 

taking risks and hoping to avoid disruptions. It cannot, however, rely on government stockpiles for a 
wide variety of unpredictable shortfalls or for organizations to hold large amounts of reserve inventory 
or production capacity “just in case.” Mechanisms to manage and distribute risk are essential. 

To an extent, there have long been mechanisms for generating current revenue while hedging 
against future risk and anticipating future outcomes. Such is the basis for lending, insurance, and 
futures markets. Under such arrangements, guarantees to provide something of value in the future are 
traded for payments today.  
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For lending, the premise is that the borrower will receive some amount of capital up front to pay 
for something of value but will pay the lender back with sufficient interest to provide steady cash flow. 
The borrower gets something needed right away; the lender gets a steady stream of income for the life 
of the loan. The loan is made with an assumption of risk about future conditions, with the lender 
taking on some risk that the loan might not be repaid.  

Insurance involves an actor paying some amount now for a guarantee of protection in the future, 
with the insurer taking on risk of paying for damages and the insured paying a premium to guard 
against the risk. In the case of futures markets, the trade is to pay some amount today for access to 
some commodity, such as wheat or silver or stocks, in the future, generally in the belief that conditions 
will cause the price to rise. 

All these mechanisms depend on an assessment of current and future risk. None of them perfectly 
map to the conditions encountered in cases of supply chain disruption. For example, loan repayments 
may have an uncertain future, but the loans are generally for something known rather than possible. 
Insurance pays for damages after they occur, not as a hedge to prevent something from having an 
impact.  

Futures markets, where buyers purchase options on things of value in exchange for the ability to 
sell if market conditions are favorable, may provide the example of greatest relevance to collectively 
protecting supply chains. The assumption of risk against a potential outcome creates current income 
but also creates an expectation that the commodity will be made available when demanded. Even in 
the public sector, arrangements for emergency surge provisions that resemble a futures arrangement 
are common in government contracts. The Federal Emergency Management Agency, for example, 
uses this type of contract to ensure emergency supply availability (U.S. Federal Emergency 
Management Agency, 2024).  

“Till-Needed Options” 
Using futures markets as a possible guide, a promising idea generated by Rhonda Roland Shearer, 

“Till-Needed Options,” deserves consideration as a means of managing risk. The approach directly 
links potential buyers with potential producers in options contracts and forgoes a distribution 
middleman. The approach is framed in terms of medical emergency stockpiles of PPE, but it could 
apply to other commodities that might be required in a surge.  

The premise is that the best mechanism for managing risk is to give direct incentives for consumers 
to seek producers willing for a fee to contract for a delivery option. Critical supply buyers who wish to 
hedge against surge without buying “just in case” large and possibly unused inventory can purchase 
options from manufacturers who agree to create and ship surge capacity when needed and are paid to 
do it. The suppliers receive a steady income but also undertake a legal obligation to respond to surge. 
The buyers make premium payments, and their options are assets instead of purchase orders that 
upon demand turn into purchases. Buyers, through this new type of option, receive assurance that 
their essential products will be available in the required quantity. Incentives are thus created to 
generate surge capacity.  

A hospital, for example, would contract directly with PPE factories for a set product price, 
quantity, time of delivery, and amount of option premium to be paid to the factory, typically 10 or 
15 percent of the total purchase spread over 12 months in monthly payments. If the buyer triggers the 
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emergency option, such as during the COVID-19 emergency, the product is delivered on terms as 
agreed.  

The collective advantage is that known contracts would exist for surge scenarios, which could 
provide greater clarity as to which chains might be at risk to both the users and the government. The 
market for the options is in effect signaling the risk and importance of commodities in the supply 
chain, without demanding an expensive “just in case” solution that few businesses could likely ever 
afford.  

Although this is a novel and coherent approach, it is not offered as the only way to include and 
manage collective risk in surge situations. The “Till-Needed” approach will require enforcement 
mechanisms, and it will require that producers are not misrepresenting actual capability to fill an 
option once demanded. It will require consumers to be vigilant about their actual levels of exposure 
and coverage. Finally, it will require levels of transparency and knowledge of supply chains that 
currently do not exist, at least not consistently. 

To truly realize the public policy benefits of these arrangements, we do need improved 
understanding of the extremely complicated supply chains that have developed, accompanied by 
improved ability to predict how shortfalls might arise. While we can count on market incentives to 
convince companies to buy or sell options for things they have assessed as likely to surge—with prices 
that correlate with the perception of risk and value—spotting systemic gaps requires knowledge of 
systemic features. With that knowledge, government actors, particularly those concerned with 
contingency response and possessing acquisition authority, can themselves enter into option 
agreements. For such commodities as ammunition or military spare parts, this kind of hedging 
arrangement might prove extremely effective in diffusing risk. 

The Problem of Transparency 
As noted earlier and using just the case of surge response, effective collective response may require 

improved knowledge of supply chains from a high level and sometimes down to very specific details. 
Supply chain shocks often occur in places where they are least expected, largely because the affected 
organizations have not known where the components for their products originated. It might not be 
necessary to know where all production materials come from when supply chains are working 
smoothly—although even then, questions about environmental or social impacts might be hidden by 
supply chain opacity—but predicting when shocks might occur and creating mechanisms to mitigate 
against them requires overall supply chain knowledge that no one, to include policymakers, generally 
possesses (Jackley, 2023).  

Transparency is in some respects impeded by the need for companies to protect proprietary 
information. Companies may wish to protect specifics about where they receive supplies and indeed 
may want to keep competitors from using those supplies. This tendency for companies to look out for 
themselves takes us back to the issue of incentives. Although there may be considerable collective value 
in everyone understanding potential bottlenecks in the supply chain, there are many other incentives 
for individual companies to not share that information.  

However, a broader problem is that a large portion of this information is effectively unknown to 
everyone. Supply chains are complex, sometimes to the point of opacity. As an example, common 
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consumer products such as smartphones may cross borders numerous times and the components 
come from nearly a dozen different countries (Quinn, Roscoe, and Tom, 2022). The components 
going into these products—semiconductor chips and batteries, for example—have a complicated 
supply chain serving them, with a very strong chance that some part of this supply chain will pass 
through areas of geopolitical tension.  

The opacity is not confined to consumer electronics or the industries that support it. The issue is 
equally prevalent in pharmaceuticals. In 2019, prior to the COVID-19 crisis, the FDA concluded that 
tracking mechanisms for drug shortages are insufficient, stating that “neither private nor public sector 
stakeholders quantitatively characterize shortages in terms of frequency, persistence, or intensity” 
(FDA, 2019). Hospitals and health systems simply could not answer questions about such topics as 
current trends in supply or the actual availability of critical medical supplies at any given time in the 
market. The FDA also advocated adoption of risk management plans “to proactively assess risk and to 
predict and prevent supply disruptions” (FDA, 2019). Unfortunately, before any of this could be 
addressed, the COVID-19 crisis demonstrated vulnerabilities in the supply chain of critical medical 
supplies, many of which, such as ventilators, were unexpected, as previously discussed (Sen-Crowe, 
McKenney, and Elkbuli, 2021).  

Addressing the Problem of Transparency 
Transparency is at one level a technical issue in that data sources that exist for different purposes 

and are held by different bodies must be made compatible. Transparency is at another level a policy 
issue, which is where I will focus. Asking individual companies and organizations to expose data has 
all the same challenges as asking for those organizations to specifically consider collective impact 
when making purchasing or stockpiling decisions. “Being good for everyone” only works for an 
organization if a compelling case can be made that the organization will also directly benefit and that 
other competitors will not take advantage of revealed data. Companies know what they know and 
generally think this is enough to make risk and cost decisions for their individual interest. Techniques 
for exploiting large amounts of systemic data exist or could be developed (Welburn et al., 2020). But if 
more information is needed for a collective purpose, inducing individual organizations to provide it 
will either require incentives, legislation, or regulation, or some combination thereof.  

There may be value in a “big data” approach that attempts to search through data for possible 
relationships. But this approach depends on data actually being available, and that is not always the 
case. Someone may have the data, but they may often be inaccessible or in different formats or be 
collected for some purpose that does not support analysis and systemic prediction. The question of 
whether the data cover the phenomena of interest would remain. 

So before embarking on any particular data collection and analysis path in hopes of gaining more 
transparency into various supply chains, several questions should be answered: 

• What data are actually essential for achieving the collective purpose of ensuring supply chain 
resiliency? The answer to this question can be informed by an engineering and technical 
analysis that tells us which inputs are essential to the production processes. If something 
important to the economy cannot be produced without some set of inputs, understanding 
those inputs and the inputs into those inputs is likely to be important. 
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• Who needs the information and how can it be used to make decisions? As a general matter, 
systemic information is most likely to be used by government organizations charged with 
managing systemic risk, such as the Federal Reserve or government regulatory agencies or 
specifically national defense agencies. However, individual organizations might also benefit 
from depictions of systemic risk as they try to hedge and plan. Using this benefit might be an 
incentive for individual organizations to share in a common database. 

• What mechanism will be used to collect and share the information? Here, I am speaking about 
policy and governance rather than the actual information technology vehicle. Any mechanism 
would have to protect—possibly anonymizing or generalizing—proprietary information, 
provide general access but be restricted to authorized use, and be capable of taking different 
data sources and converting them to a compatible standard. 

As I have outlined the problem of transparency, the issue primarily revolves around the complexity 
and resulting opacity of critical supply chains. As a result, failure points become known only when the 
failures occur. Addressing these shortfalls requires a system to capture data and portray systemic risk. 
Such a system will likely have technical and execution challenges, but even getting to these will first 
require consideration of issues of governance and coordination. I will examine the problem of 
coordination, not just in the context of transparency but more generally in addressing collective 
supply chain security, in the final section. 

The Problem of Coordination 
Supply chains are primarily operated by the private sector, even those that support the defense 

industrial base (Gopal et al., 2023). There are inherent challenges, which I have touched on in earlier 
sections concerning private and public incentives. However, even if these incentives could be perfectly 
aligned, there are several challenges in the way the U.S. government is organized that bear directly on 
managing supply chains for collective good. Principal among these challenges is the lack of coordination 
mechanisms that can ensure that supply chain management is being approached toward common 
goals. 

U.S. Government Organization 
Even if incentives were in place to encourage companies to behave in a collectively positive manner, 

there are few coordination mechanisms actually in place to bring different perspectives together to 
achieve common goals. Multiple government actors at various levels and in judicial, legislative, and 
executive roles take actions that can promote or inhibit supply chain security. These actions are in 
general intended to promote some collective good, but the collective good centers on specific 
organizational goals and missions rather than broad responsibilities.  

Federal Departments and Agencies 
Numerous federal departments and agencies have responsibilities for various aspects of supply 

chain management and approach these responsibilities through the lens of their specific organizational 
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mission. For example, the U.S. Department of Commerce is focusing on ways to promote economic 
growth: 

The Department of Commerce’s mission is to create the conditions for economic 
growth and opportunity for all communities. Through its 13 bureaus, the 
Department works to drive U.S. economic competitiveness, strengthen domestic 
industry, and spur the growth of quality jobs in all communities across the country. 
The Department serves as the voice of business in the Federal Government, and at 
the same time, the Department touches and serves every American every day. 
(U.S. Department of Commerce, undated)  

This collective goal to promote economic growth encompasses secure supply. Within the 
Department of Commerce, there is a Bureau of Industry and Security, along with specialized supply 
chain task forces. However, these efforts are rooted in the premises surrounding economic growth. 

Whereas the Department of Commerce’s mission is economic growth, the U.S. Department of 
Homeland Security’s (DHS’s) goal is to “Build a Culture of National Preparedness”: 

The United States must strive for a future where disasters cause fewer disruptions 
and less destruction throughout our communities. The prevalence of disaster 
declarations and recovery costs over the last decade demonstrate the need for local 
communities to improve their preparedness for predictable natural events. Building 
more resilient communities and investing in mitigation measures are the best ways to 
reduce risks to local communities arising from the loss of life, economic disruption, 
and infrastructure restoration. 

DHS is supporting communities to encourage self-sufficiency long before disasters 
arise by emphasizing pre-disaster mitigation efforts that strengthen infrastructure and 
reinforce existing structure, which can save lives and exponentially decrease post-
disaster recovery costs. Additionally, DHS will enable communities impacted by 
natural disasters to rebuild better, stronger, and more resilient infrastructure to protect 
taxpayer investments and adequately prepare for future disasters. (DHS, undated)  

These types of actions may be essential for recovery and for protection, but the road to prosperity 
might not be investment in long-term infrastructure projects. Moreover, these actions are not always 
congruent with those of the Department of Commerce, even if they are generally complementary. 

Other executive departments with some responsibility for supply chains, such as DoD, HHS, or 
the Department of Transportation, also have different organizational goals and responsibilities. 
Although the goals of these organizations may be generally complementary and the responsibilities 
sometimes overlap, they are also sufficiently different to sometimes push policy in different directions, 
which can work against the desire to build more resilient supply chains. For example, HHS has a 
strong interest in the strength of medical supply chains as do other executive departments, but there is 
no necessary coordination with DoD, Commerce, or DHS toward that common end to ensure a 
government-wide approach that is coherent and responsive to all department missions during crisis.  

These are only some of the agencies within the executive branch of the federal government dealing 
with supply chains. Other entities such as the Federal Trade Commission, the Federal Reserve, or the 
Interstate Commerce Commission also have a role to play. Beyond the federal government, U.S. state 
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and local agencies have considerable sway over key regulatory elements of supply chains, which can 
add to the challenge of coordination. 

The coordination challenges appear to be well understood. Indeed, at the time of writing, 
President Biden has just announced a “supply chain resilience council” specifically intended to reflect 
an interagency viewpoint (White House, 2023). This is a very recent initiative, and we have yet to see 
how well the new actions announced by the president will work—actions that include fostering 
domestic production of essential medications, new supply chain and risk monitoring capabilities, new 
investments in critical supply chains, and steps to work with allies and partners to strengthen global 
supply chains.  

Congressional Committees 
Supply chain responsibilities are not only spread across many executive departments in the 

U.S. government. Similarly, multiple congressional committees have jurisdiction over different aspects 
of various different supply chains. Although the resulting legislation produced by these varied 
committees may to a degree be complementary, there is no coherent approach to overall issues of 
supply chain vulnerability. In a two-week period in late November 2023, the following hearings and 
markups were being scheduled in Congress on matters relevant to supply chains: 

• Coastal Community Disaster/Emergency Preparedness, House Homeland Security 
Subcommittee 

• Alaska Coastal Plain Oil/Gas Leasing, House Natural Resources Subcommittee 
• Intercity Passenger Rail Outlook, House Transportation & Infrastructure Subcommittee 
• Water Resources Development Act 2024 Stakeholder Feedback, Senate Environment 

Committee  
• Advanced Nuclear Reactor Commercialization, Senate Energy Committee 
• U.S. Critical Minerals/Materials Supply Chains, House Science Committee 
• Long-Term FAA Bill Delay, House Transportation & Infrastructure Subcommittee 
• Critical Mineral Supply Chain Safety/Security, House Oversight Subcommittee 
• U.S. Energy Dominance-Security-Environmental Stewardship, House Energy & Commerce 

Subcommittee.  

There are seven different committees or subcommittees in the House or Senate dealing with nine 
different issues, all of which are complicated, and potentially drafting legislation. It is unlikely that any 
would pass without some attempt to ensure that laws are consistent with one another, but the unwieldy 
congressional process keeps complicated but related issues in separate stovepipes rather than viewed in 
a coherent overall manner. 

To further illustrate, there is a Congressional Supply Chain Caucus, which was relaunched on 
January 18, 2022, the goal of which is to improve U.S. supply chains. But as reported in the formation 
of the caucus, “there are a number of supply chain–related caucuses in Congress, including the Air 
Cargo Caucus, the Digital Trade Caucus, the House Manufacturing Caucus, and the US-China 
Working Group. The Congressional Supply Chain Caucus would seek to bring together relevant 
issues from these separate groups” (Taylor, 2023, p. 2). The many existing caucuses, along with the 
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many existing committees and subcommittees, illustrates the fractured oversight of supply chain 
concerns within the legislative branch. 

Sovereignty and International Coordination 
When other governments and international coordination arrangements are factored in, efforts to 

build more resiliency into U.S. supply chains—which in many cases are global in nature—become ever 
more complicated. The collective good challenge I noted in the U.S. economy is also present in the 
international environment. In many cases, the solutions nations might find as the best for their own 
collective interests will be at variance with what would make for a secure supply chain.  

For example, the National Academy of Sciences concluded in 2022 that the pharmaceutical 
supply chain was vulnerable and could be disrupted by geopolitical conflicts as well as by several other 
causes (Hopp, Brown, and Shore, 2022). It recommended a multiparty treaty to preclude the use of 
critical medical supplies as instruments of international influence. Although such a treaty would be a 
welcome addition to secure pharmaceutical supplies for the world, it would require nations that might 
potentially be at war with one another to agree to let medicines flow. There are similar challenges 
when the regulation of critical minerals, energy, or indeed most commodities where some nation 
stands to benefit from exerting influence are considered. 

I did not attempt to review all the different international institutions, treaty arrangements, and 
trade agreements that influence supply chains. Instead, I note that nearly every supply chain is 
multinational and that numerous jurisdictions will likely have some impact on each supply chain’s 
functioning. These different countries and institutions are also likely to approach supply chain 
security from widely different perspectives. A few nations might simply accept supply chains as they 
evolve with market conditions with minimal interference; some, such as the PRC, might attempt to 
heavily influence supply chains to promote some geopolitical or other national goal. Coordination 
arrangements that fail to account for these many differences in national perspective are likely to fail. 

Private-Public Coordination 
Despite the role that the United States and international governing organizations play, the very 

large majority of work in supply chains takes place in the private sector (Gopal et al., 2023). Certainly, 
there are government agencies that conduct contracting, purchasing, and stockpiling, but the majority 
of activity is in the private sector. Decisions about supply sources, inventory levels, even contracts for 
surge production are generally made by and with private actors. As I have discussed, however, most 
organizations—and in particular for-profit companies—have no inherent incentive to pursue supply 
chain security past the immediate interests of their organizations. This is not a matter of “selfishness” 
but of responsibility, scope, and available information.  

To a degree, better organization within the public sector would improve the problem by 
promoting a unified policy approach and clear regulatory paths. Private sector actors might be both 
confused by and apt to exploit the divisions between the many public sector entities attempting to 
make policy. However, the problem of incentivizing private sector actors likely goes far beyond what 
reorganization can accomplish on its own.  
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Indeed, the interests of private sector actors may be at odds with one another. For example, 
establishing a domestic critical mineral extraction and processing capacity is difficult because the price 
for these materials is below what it would cost to establish domestic production or even enable 
production. From the point of view of supply chain security, it would seem to be in the interest of the 
public and private sector to encourage more realistic pricing of these materials. However, the makers 
of consumer electronics who use batteries and semiconductors may favor keeping prices lower. 
Actions that would raise prices would benefit one private actor but damage another. 

Mechanisms for public-private coordination could vary a great deal. The government could be 
very highly directive and use laws and regulations to dictate investment in secure supply chains, 
perhaps providing direct subsidies to businesses to keep consumer costs down. Conversely, the 
government could do little more than collect taxes and ensure enforcement of existing laws despite 
the fact that other nations are actively manipulating markets and supply chains.  

What I can say with some certainty is that demands for supply chain resilience that require 
businesses to absorb uncompensated costs are unlikely to be successful unless forced and, if forced, 
will likely result in higher costs and possibly attempts at evasion. For example, export restrictions 
imposed during the COVID-19 crisis were intended to safeguard domestic supply chains but seem 
primarily to have distorted markets and hampered movements. Indeed, the International Monetary 
Fund and World Trade Organization jointly concluded in 2020 that 

taken collectively, export restrictions can be dangerously counterproductive. What 
makes sense in an isolated emergency can be severely damaging in a global crisis. Such 
measures disrupt supply chains, depress production, and misdirect scarce, critical 
products and workers away from where they are most needed. Other governments 
counter with their own restrictions. The result is to prolong and exacerbate the health 
and economic crisis—with the most serious effects likely on the poorer and more 
vulnerable countries. (Congressional Research Service, 2021, p. 2)  

A fundamental problem with private and public coordination is that the incentives and demands 
are considerably different, and the different organizations are frequently talking past one another. The 
private sector may not be aware of public policy goals; the government may not be aware of the impact 
well-intentioned efforts have on companies in highly competitive markets.  

Addressing the Issues of Coordination  
The issue of organizing the federal government to better meet supply challenges might require a 

view that treats the issues of economic vulnerability with the same urgency that had previously been 
applied to the Cold War or threats of worldwide extremism. The Cold War occasioned creation of 
the structure described in the document “United States Objectives and Programs for National 
Security,” better known as NSC 68 (Atomic Heritage Foundation, undated). The September 11, 
2001, terrorist attacks resulted in significant changes to the structure for sharing intelligence and 
coordinating responses to mass disruptions to include creation of DHS and Office of the Director of 
National Intelligence (Murse, 2021; Office of the Director of National Intelligence, 2017).  

There have been proposals to create a civilian equivalent of the military Joint Chiefs of Staff to 
deal with questions of economic interdependence (Pavel and Egel, 2023). This concept would likely be 



  20 

a helpful addition to coordination, not only with federal interagency coordination but also with other 
national governments and international organizations.  

However, organization alone will not address the coordination issue. Several actions warrant at 
least consideration: 

• Recent executive orders relating to coordination have just been implemented and should be 
monitored to determine if they are effective. 

• Actors in the process should be encouraged to participate in joint education forums and 
exercises. These need to be specifically oriented toward the most difficult coordination points, 
such as mismatched incentives. 

• Government policymakers should understand the private sector implications from policies 
that emphasize different degrees of interdependence versus resilience. This may require a 
degree of policy analysis that is often not performed due in part to the limitations of data 
noted before. Tailored data collection may be necessary to correctly guide coordination efforts. 

A primary step in solving the problem of coordination would be better understanding between 
stakeholders in the process.  

Overall Conclusions and Recommendations 
This report does not pretend to be a complete set of policy prescriptions but instead a set of 

observations about issues that have common themes and may indeed require different approaches 
by organizations accustomed to examining issues from either a purely business or purely policy 
perspective. Individual organizations pursuing individual ends will not necessarily—indeed will 
generally not—produce a positive collective outcome. Relying on the market to guarantee collective 
security is not likely to be effective. Conversely, actions taken by government actors that are not 
consistent with industry incentives will likely result in evasions and will generally last only as long as it 
takes for private sector actors to find a way around them.  

However, there are several steps to promote both better research and perhaps more effective 
implementation of mechanisms to promote supply chain security. All these mechanisms are 
preconditioned by the knowledge that incentives between public and private actors inherently drive 
them toward different perspectives and values. Recommendations that either rely on the government 
to forgo concern about collective interest or private actors to absorb uncompensated risk or cost are 
generally not useful. For these purposes, I will focus on items where better research could provide 
guidance. This is not a blanket “do no more research” but a recommendation to focus on particular 
items to answer pressing problems. Targeted research efforts could include the following: 

• Focus research on improvements to collective outcomes, not toward the outcomes 
individual organizations might achieve. Private actors, and, for that matter, actors within 
the government that make large purchases, focus on what might be needed to ensure their 
particular supply chains are secure. Research sponsored by these organizations generally 
focuses on “actionable” solutions that apply to a specific organization. This is true even in 
organizations with a national security purpose. Supply chain research for DoD, for example, 
generally focuses on the defense industrial base. This is an understandable focus, but it will not 
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likely yield greater overall security. Getting to better supply chain security requires a public 
good perspective that recognizes that the end state may be better for everyone but does not 
directly benefit any one organization.  

• Focus on “futures” solutions to meeting surge demand rather than stockpiling. Multiple 
times during the COVID-19 pandemic, surge demand outstripped the capacity of industry 
and government to respond. This was true not only in medical supplies and equipment but 
also in commodities as varied as toilet paper and semiconductors for vehicle control systems. 
Supplies for some key military commodities will be insufficient if significant increases in 
operational tempo were to occur. Hedging against unexpected surges seems essential, but the 
normal response is to wait until a shortfall occurs and then apply emergency measures—using 
such mechanisms as the Defense Production Act—or by stockpiling. Both run the risk of not 
being timely or being misaligned with the actual shortage. Futures markets—“Till-Needed 
Options”—may in fact be an effective way to reward hedging and maintenance of contingency 
manufacturing capability.  

• Focus supply chain mapping on areas where varying incentives might have a significant 
impact on outcomes. There are numerous gaps in information on supply chains, which has 
resulted in surprises. Thus, researchers cannot count on being able to completely map supply 
chains. The natural reaction to these gaps might be to collect more data in hopes of better 
understanding. Collecting more information could be beneficial, but there are very large limits 
on how complete such an effort could ever be and, indeed, how productive it might ultimately 
be. There are commodities that contain so many different supply chain inputs, which often 
themselves have inputs, that simply observing those inputs exist might not provide meaningful 
information. The engineering and industrial processes required to make some commodities 
might provide guidance for areas best suited for focused data collection and analysis. If we 
know, for example, that some component is essential in fabrication of a widely used product, 
that might be an appropriate place to focus effort. 

• Focus research on coordination solutions that take into account differences between 
public and private incentives and restraints. There likely are not market solutions for the 
great majority of supply chain disruption issues, but neither are there government-directed 
efforts that are likely to be effective. Mechanisms that promote better understanding of private 
and public incentives and restraints might promote better alignment. There are degrees of 
collaboration, the selection of which may depend very heavily on policy goals. If, for example, 
the goal is improved security of key resources for a national defense emergency, emphasis on 
domestic sourcing would likely raise production and thus consumer costs. Conversely, if the 
main focus is to keep consumer prices at desirable levels, giving industries a free hand is likely 
to be the most effective mechanism. Clear articulation of public policy goals, at every level from 
the presidency on down, is essential to effective coordination. 

This report is the result of broad research and discussion, and its primary purpose is to point 
toward the future. There is broad interest in securing supply chains in the face of economic 
interdependence. This is a new world, and the nation collectively and organizations individually are 
still sorting through implications. However, complex interdependence appears to be a long-term 
trend. Clear and focused research is essential.  
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Abbreviations  

API active pharmaceutical ingredient 
CDC Centers for Disease Control and Prevention 
COVID-19 coronavirus disease 2019 
DHS U.S. Department of Homeland Security 
DoD U.S. Department of Defense  
FDA U.S. Food and Drug Administration 
HHS U.S. Department of Health and Human Services 
JDAM Joint Direct Attack Munition  
PPE personal protective equipment 
PRC People’s Republic of China  
SAPIR Strategic Active Pharmaceutical Ingredients Reserve  
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